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by Roy Snell, CHC, CCEP-F

Compliance professionals 
struggle for independence

SCCE and HCCA conducted a survey of its 
  members regarding their relationship to 
 other departments. The survey showed 

the Compliance Officer’s most important part-
ner is the Legal department and the General 
Counsel. SCCE and HCCA also surveyed its 

11,000 compliance professionals for 
their perspective on whether the CO 
should report to the GC. Of over 800 
respondents, 80% felt they should not 
report to the Legal department. The 
same survey showed that 88.5% rejected 
the idea that the GC should also be the 
Compliance Officer. Although Legal is 
its greatest partner, the compliance pro-

fession is struggling for independence.
Some advocates for having the CO report 

to the GC indicate that the CO should report 
to the GC because compliance is all about the 
law. Others believe compliance is not about the 
law but rather putting systems and procedures 
in place to ensure the law is followed. Some 
believe compliance should report to the GC for 
attorney-client privilege protection. It’s highly 
unlikely they could protect most of the work 
the Compliance Officer does—policy develop-
ment, education, general audits, etc. When a 
CO conducts investigations, that investigation 
can be protected without forcing the CO to 
report to the GC. The mere idea of wanting to 
block the release of information to leadership 
is one of the reasons compliance programs 
were established in the first place. If you 

are implementing a compliance program to 
receive a break in the fines and penalty phase, 
as the Federal Sentencing Guidelines suggest, 
you can render it ineffective if you continue 
to do things as you have in the past.

The people surveyed were asked why 
the CO should be independent from the GC’s 
office. Many cited the inherent conflict of 
interest. Compliance professionals are often 
asked to follow-up on legal issues. Most legal 
decisions were made under the purview of the 
GC. You cannot report to the person you are 
investigating and remain independent. The 
other conflict most often cited was the Legal 
department’s role in defending the company. 
Defending the company is an important role. 
But if the Compliance Officer reports to the 
person responsible for defending the company, 
his independence is rendered ineffective.

The very nature of a compliance program 
requires independence. Many have suggested 
that you can overcome the independence prob-
lem by having COs who report to GCs have 
access to the audit committee of the Board. 
If the decision to hire/fire and the performance 
review of the CO is controlled by the GC, there 
is no independence and no dotted line will fix 
that. The Compliance Officer should not report 
to the GC or be the GC. By doing so, you are 
putting your company at risk. 

Letter from the Ceo

Please don’t hesitate to call me about anything any time.
612 709-6012 Cell • 952 933-8009 Direct 
roy.snell @ corporatecompliance.org 

Snell

The very nature of a 
compliance program 

requires independence.



4  www.hcca-info.org  888-580-8373

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13

June 2013Contents

features CoLumns

16  Meet Tessa Lucey
an interview by margaret hambleton

27  Quality fraud:  
Two pathways to trouble
by alice G. Gosfield
Quality enforcement and whistleblowers are creating an  
ever-more-dangerous landscape for compliance.

31  [Ceu] Complying with the new  
HIPAA Omnibus Rule: Part 2
by adam h. Greene and rebecca L. Williams
A look at new requirements for business associates and 
subcontractors, patient rights for PHI, privacy practices,  
and OCR enforcement.

39  [Ceu] Billing compliance under the  
Incident To provision: What’s the risk?
by Kelly C. Loya and Cara friederich
Providers and staff must follow very specific rules, or billing for 
Incident To services will be treated as overpayments by Medicare.

45  Navigating security concerns  
with clinician tablet usage
by rebecca L. frigy
More physicians are using their own tablet devices at the point  
of care, so how do you mitigate the obvious security risks?

  3 Letter from the CEO
roy sneLL

25 Exhale
shaWn DeGroot

Departments

  6 News

12 People on the move

82  HCCA congratulates  
newly certified designees

84 HCCA welcomes new members

87 Takeaways

88 Events calendar

Compliance Today is printed with 100% 

soy-based, water-soluable inks on recycled 

paper. Interior pages are double-coated 

sheets made from 80% recycled content, 

which includes 60% post-consumer waste. 

The remaining 20% is virgin fiber that comes from responsibly 

managed forests and is FSC certified. Cover stock is made from 10% 

post-consumer waste and is produced near the printing facility in 

Minnesota. The energy used to produce the paper is 100% renewable. 

Certifications for the paper include The Forest Stewardship Council (FSC), 

Sustainable Forestry Initiative (SFI), and Green-e.org.

Need New Photo



888-580-8373  www.hcca-info.org 5

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13

Editorial Board

Gabriel Imperato, Esq., CHC, CT Contributing Editor, 
Managing Partner, Broad and Cassel

Ofer Amit, MSEM, CHRC, Research Compliance Administrator, 
Baptist Health South Florida

Janice A. Anderson, JD, BSN, Shareholder, Polsinelli Shughart, PC

Christine Bachrach CHC, Chief Compliance Officer,  
University of Maryland

Dorothy DeAngelis, Managing Director, FTI Consulting

Gary W. Herschman, Chair, Health and Hospital Law  
Practice Group, Sills Cummis & Gross P.C.

David Hoffman, JD, President, David Hoffman & Associates

Richard P. Kusserow, President & CEO, Strategic Management

F. Lisa Murtha, JD, CHC, CHRC, SNR Denton US LLP 

Robert H. Ossoff, DMD, MD, CHC, Assistant Vice Chancellor for 
Compliance and Corporate Integrity, Vanderbilt Medical Center

Jacki Pemrick, Privacy Officer, Mayo Clinic 

Deborah Randall, JD, Law Office of Deborah Randall

Emily Rayman, General Counsel and Chief Compliance Officer, 
Community Memorial Health System 

Rita A. Scichilone, MSHA, RHIA, CCS, CCS-P, Director of Practice 
Leadership, American Health Information Management Association

James G. Sheehan, JD, Chief Integrity Officer,  
New York City Human Resources Administration

Lisa Silveria, RN, BSN, Home Care Compliance, 
Catholic Healthcare West

Jeff Sinaiko, President, Altegra Health Reimbursement and 
Advisory Services

Debbie Troklus, CHC-F, CCEP-F, CHRC, CHPC,  
Managing Director, Aegis Compliance and Ethics Center

Cheryl Wagonhurst, JD, CCEP, Partner,  
Law Office of Cheryl Wagonhurst

Linda Wolverton, CHC, CPHQ, CPMSM, CPCS, CHCQM, LHRM, 
RHIT, Vice President Compliance, Team Health, Inc.

ExEcutivE Editor: Roy Snell, CHC, CCEP-F, CEO, HCCA, 
roy.snell @ hcca-info.org

Managing Editor: Brook Matthiesen, 888-580-8373, 
brook.matthiesen @ hcca-info.org

nEws and story Editor/advErtising: Margaret R. Dragon, 
781-593-4924, margaret.dragon @ hcca-info.org

copy Editor: Patricia Mees, CHC, CCEP, 888-580-8373, 
patricia.mees @ hcca-info.org

dEsign & layout: John Goodman, 888-580-8373, 
john.goodman @ hcca-info.org

compliance today (ct) (ISSN 1523-8466) is published by the Health 
Care Compliance Association (HCCA), 6500 Barrie Road, Suite 250, 
Minneapolis, MN 55435. Subscription rate is $295 a year for nonmembers. 
Periodicals postage-paid at Minneapolis, MN 55435. Postmaster: 
Send address changes to Compliance Today, 6500 Barrie Road, Suite 250, 
Minneapolis, MN 55435. Copyright © 2013 Health Care Compliance 
Association. All rights reserved. Printed in the USA. Except where 
specifically encouraged, no part of this publication may be reproduced, 
in any form or by any means without prior written consent of the HCCA. 
For Advertising rates, call Margaret Dragon at 781-593-4924. Send press 
releases to M. Dragon, 41 Valley Rd, Nahant, MA 01908. Opinions 
expressed are not those of this publication or the HCCA. Mention of 
products and services does not constitute endorsement. Neither the 
HCCA nor CT is engaged in rendering legal or other professional services. 
If such assistance is needed, readers should consult professional counsel 
or other professional advisors for specific legal or ethical questions.

VOLUME 15, ISSUE 6

Like many people, I have a  
‘To Do’ list. I think the last time  
I checked everything off of that 

list was in the early 90s.
“ ”

See page 21
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On February 28, 2013, Deloitte Consulting LLP 
and Intermountain Healthcare announced “a 
landmark alliance around big data and analytics.

“Drawing on Deloitte’s leading-class profes-
sional services and informatics capabilities and 
Intermountain’s pioneering experiences in captur-
ing and using data to provide high-quality care 
at lower costs, the organizations have signed 
a five-year deal to develop and provide health 
analytics insights to the medical community.

“Leaders at both companies say the alli-
ance will help the health-care industry unlock 
the power of big data to reduce costs and 
improve patient outcomes. They note that 
health care has arrived to a point in which 
vast reservoirs of clinical data are collected, 
but the riddle is how to translate the infor-
mation into meaningful insights.” For more: 
www.deloitte.com/view/en_US/us/press/Press-Releases/ 

9ca2c0d48ab1d310VgnVCM2000003356f70aRCRD.htm

Intermountain, Deloitte forge  
alliance around big data and analytics

The Fellows of the Ethics Resource Center 
(ERC) have assembled insights from brand 
management and public relations gurus to 
produce a guide on how to establish, develop, 
and protect a corporation’s reputation of 
being an honest broker in the marketplace. 

The guide will help executives maneuver 
through the increasingly complicated land-
scape on the path to “Building a Corporate 
Reputation of Integrity.”

Use this link to download the report:  
www.ethics.org/files/u5/integrity.pdf

ERC issues report:  
“Building a Corporate Reputation of Integrity”

According to a February 14, 2013 press release, 
“With the effectiveness of corporate report-
ing under the spotlight in the wake of the 
financial crisis, KPMG published a new report 
which brings together a range of leaders in 
their field discussing the direction that report-
ing needs to take.

“The report—The future of corporate 
reporting: towards a common vision—con-
tains the views of influential figures from 
key different vantage points in the financial 

chain: preparers, users, standard-setters, 
regulators, auditors.

“KPMG’s global chairman Michael 
Andrew, writing in the foreword of the report, 
says: ‘If there is one point of consensus, it is 
that corporate reporting definitely needs to 
move on. It has to evolve if it is to be fit for 
purpose in a rapidly changing world.’”

Use this link to view the report:
www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/ 

Pages/future-of-corporate-reporting.aspx

KPMG: Business leaders  
call for changes to corporate reporting

http://www.deloitte.com/view/en_US/us/press/Press-Releases/9ca2c0d48ab1d310VgnVCM2000003356f70aRCRD.htm
http://www.deloitte.com/view/en_US/us/press/Press-Releases/9ca2c0d48ab1d310VgnVCM2000003356f70aRCRD.htm
http://www.ethics.org/files/u5/integrity.pdf
http://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Pages/future-of-corporate-reporting.aspx
http://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Pages/future-of-corporate-reporting.aspx
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new Joint Commission  
alert issued
On April 8, 2013, The Joint 
Commission issued a Sentinel 
Event Alert addressing 
medical device alarm safety 
in hospitals. The constant 
beeping of alarms and an 
overabundance of informa-
tion transmitted by medical 
devices, such as ventilators, 
blood pressure monitors, 
and ECG (electrocardiogram) 
machines, is creating “alarm 
fatigue” that puts hospital 
patients at serious risk, accord-
ing to the alert. More at: 
www.jointcommission.org/new_joint_ 

commission_alert_addresses_medical_ 

device_alarm_safety_in_hospitals.

medicare Dmepos  
Competitive Bidding program 
contracts awarded
In April, the Centers for 
Medicare & Medicaid 
Services (CMS) announced 
that 13,126 contracts were 
awarded to suppliers of medi-
cal equipment and supplies 
selected through competi-
tive bidding in 91 areas. The 
press release noted “that 
799 suppliers* have been 
awarded contracts as part 
of Round 2 of the Medicare 
Durable Medical Equipment, 
Prosthetics, Orthotics, 
and Supplies (DMEPOS) 
Competitive Bidding Program 

to provide certain medical 
equipment and supplies (such 
as scooters, wheelchairs, and 
oxygen) to beneficiaries in 
91 communities across the 
country.” Additionally, CMS 
announced 18 suppliers that 
accepted contracts to provide 
mail-order diabetic testing 
supplies at competitively bid 
prices nationwide.

The competitive bidding 
program, which has already 
resulted in $202 million 
in savings in its first year 
of implementation in nine 
areas, is expected to save the 
Medicare Part B Trust Fund an 
estimated $25.7 billion between 
2013 and 2022. Beneficiaries are 
expected to save an estimated 
$17.1 billion as a result of lower 
co-insurance and premium 
payments.

Consumers, physicians 
and other providers can find 
a list of Medicare contract 
suppliers in their areas by 
visiting www.medicare.gov/
supplier/home.asp or by 
calling 1-800-MEDICARE. 
People can also visit the local 
offices of the various partner 
groups for help in finding a 
Medicare contract supplier, 
such as their State Health 
Insurance and Assistance 
Program, Administration 
for Community Living, and 
a number of community 

organizations that can provide 
information on the program.

For additional informa-
tion about the Medicare 
DMEPOS Competitive 
Bidding Program, please visit: 
www.cms.hhs.gov/DMEPOSCompetitiveBid.

*This release provides the 
number of contract suppliers as of 
April 9, 2013. For a current com-
prehensive list of contract supplier 
locations in each competitive 
bidding area (CBA), please visit 
www.medicare.gov/supplier.

medicare dashboard  
advances aCa goals for 
chronic conditions
In late March, Marilyn 
Tavenner, Acting Administrator 
of the Centers for Medicare 
& Medicaid Services (CMS) 
announced in a press release 
that “A new Medicare Chronic 
Conditions Dashboard furthers 
the Affordable Care Act’s goals 
for health promotion and the 
prevention and management 
of multiple chronic conditions. 
The dashboard offers research-
ers, physicians, public health 
professionals, and policymak-
ers an easy-to-use tool to get 
current data on where multiple 
chronic conditions occur, which 
services they require, and how 
much Medicare spends help-
ing beneficiaries with multiple 
chronic conditions.” More at: 
http://go.cms.gov/10h93JN.

Regulatory News

http://www.jointcommission.org/new_joint_commission_alert_addresses_medical_device_alarm_safety_in_hospitals/
http://www.jointcommission.org/new_joint_commission_alert_addresses_medical_device_alarm_safety_in_hospitals/
http://www.jointcommission.org/new_joint_commission_alert_addresses_medical_device_alarm_safety_in_hospitals/
http://www.medicare.gov/supplier/home.asp
http://www.medicare.gov/supplier/home.asp
http://www.medicare.gov/supplier
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find the latest conference information online · www.hcca-info.org/events

hCCa conference news

hCCa neWs

research Compliance Conference  
June 2–5 | Austin, TX 
General Session Speakers:

 · Research Compliance: A Year in Review —  
F. Lisa Murtha, Partner, SNR Denton US LLP

 · View from the Trenches in Clinical Trial 
Litigation — Dr. Ernest D. Prentice, Associate 
Vice Chancellor of Academic Affairs, 
University of Nebraska Medical Center 

 · Reviewing the Hard Cases in Research 
Compliance Billing — Ryan Meade, Partner, 
Meade, Roach & Annulis, LLP

fraud & Compliance forum  
September 29–October 1 | Baltimore, MD 
The Fraud & Compliance Forum is jointly 
sponsored by HCCA and the American Health 
Lawyers Association (AHLA). All sessions 
are designated as either “compliance focused” 
or “legal focused.” An individual could 
attend all “compliance” sessions or all “legal” 
sessions for the entire program, or choose to 
select diverse sessions and network with an 
expanded group of individuals. The Fraud and 
Compliance Forum consolidates  the quality 
of HCCA and AHLA sessions with the added 
benefits of the expanded networking power of  
a combined program.

Clinical practice Compliance Conference  
October 13–15 | Philadelphia, PA 
Physicians, compliance officers, managers, 
and coders will learn to manage an effective 
compliance program. Designed with 
networking in mind, the conference provides 
many opportunities for choosing breakout 
sessions that cover topics of interest for all.

Basic Compliance academies  
In 2012 all our Academies sold out, and the 
first ones of 2013 are also sold out. Academies 
are limited to 75 attendees and fill quickly, so 
register today to ensure you are able to attend 
the one that works best with your schedule. 
The CHC exam is offered on the final day.

research Basic Compliance academies  
Focus on compliance issues related solely to 
research. With a wide range of research-related 
issues becoming hot topics with enforcement 
agencies, Research Academies provide attendees 
with the opportunity to get information on many 
areas that affect research compliance officers and 
their staff on a day-to-day basis. A small audience 
encourages hands-on educational techniques, 
small group interaction, and networking. 
The CHRC exam is offered on the final day.

privacy Basic Compliance academies  
The Privacy Academy is comprehensive, covering 
a broad spectrum of law and regulations that 
affect health care organizations. The faculty 
is made up of experts in the field. Courses are 
designed for participants who have a basic 
knowledge of compliance concepts and some 
professional experience in a compliance function. 
The CHPC exam is offered on the final day.

regional Conferences 
Network locally and get the latest on the key 
challenges facing your compliance community. 
HCCA Regional Conferences provide a 
forum to interact with local compliance 
professionals, share information about your 
compliance successes and challenges, and 
create educational opportunities for compliance 
professionals to strengthen the industry.
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find the latest hCCa website updates online · www.hcca-info.org

hCCa website news
Contact Tracey Page at 952-405-7936 or email her at tracey.page @ hcca-info.org with any questions about HCCA’s website.

hCCa neWs

Compliance Today  available in digital formats
Did you know 
that the issue of 
Compliance Today  
you are reading  
right now is also 
available in a variety 
of digital formats?  
You can read it on 
your Kindle, iPad, 
iPhone, Android 
phone or tablet, and 
on your computer.

Digital formats also offer special features:
 · Back issues are always at your fingertips.
 · Easily search for keywords and topics in 

the current issue and/or back issues.
 · Clicking on page numbers (on the cover  

or table of contents) or URLs (in ads or  
footnotes) takes you directly to those  
pages or websites.

It’s easy to access the digital formats:
 · On your phone or tablet, open your app 

store, search for “Compliance Today,” and 
download the free app. Then, login with 
your HCCA username and password, 
select an issue, and start reading.

 · On your computer, go to www.hcca-info.org/ 

compliancetoday and login with your username 
and password. Then, click on an article 
title (or the Digital Magazine (Full Issue)  button), 
and start reading.

Login/password
Many member-only benefits are available 
on our website, but to access them you must 
first log in. If you don’t remember your login, 
just click on the Forgot Login?  button. Then, 
type in your email address, click on the 
Send Password  button, and your login informa-
tion will be emailed to you. Or, you can call 
HCCA (952-405-7936 or 888-580-8373) and a 
staff member can reset your login for you.

other related products
Are you new to compliance and want to do 
some reading, but you’re not sure where to 
start? Or maybe you really enjoyed a cer-
tain HCCA book and want to know if there 
are other helpful books out there. HCCA 
has added a Related Products  tab to each prod-
uct on the website. You will be able to see 
what other books or products are suggested 
with the product you are currently view-
ing. For example, if you are starting a new 
compliance program, you might look at 501 
Ideas for your Compliance and Ethics Program. 
Under the related products tab, you will see 
Compliance 101 is also recommended. Check 
out all HCCA products at www.hcca-info.org/products.
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find the latest HCCAnet updates online · www.hcca-info.org/HCCAnet

hCCa neWs

news
Contact HCCA at 888-580-8373 or email us at service@hcca-info.org with any questions about HCCAnet.®

HCCAnet ® is the most comprehensive social network for health care 
compliance professionals, now with more than 11,000 members. 
Subscribe to discussion groups and get your compliance questions 
answered. Stay informed on the latest health care compliance news 
and information. participate in 3 easy steps:
1.  Login with your HCCA username and password at  

www.hcca-info.org/HCCAnet.
2.  Click My Subscriptions  to subscribe to discussion groups.
3. Click Post  to participate in a group by posting a question.

 download the new HCCAnet  Mobile app: 
Available on iPhone, iPad, and Android devices.  
Search for “MemberCentric” in your App store.  

popular HCCAnet Discussion Groups
 · General Health Care Compliance News 

Subscribe to the Chief Compliance and Ethics Officer 

Health Care group: www.hcca-info.org/ccogroup

 · Regional Conference Attendees  
Subscribe to your Regional Discussion Group 

today and connect with other attendees 
from your area: www.hcca-info.org/regionalgroups

 · Preparing for a Certification exam? 
Subscribe to a Study Group today and  
connect with other people who are taking, 
or have passed, the exam:

 – cHc exam www.hcca-info.org/chcgroup
 – cHrc exam www.hcca-info.org/chrcgroup
 – cHpc exam www.hcca-info.org/chpcgroup

are you hipaa compliant?
Subscribe to the HIPAA group—the most popular 
group on HCCAnet—at www.hcca-info.org/hipaagroup 
and reply to these popular discussions:

 · Accounting of Disclosures
http://bit.ly/accountdisclosures

 · Email communication with clients
http://bit.ly/emailclient

 · Training on the new HITECH laws 
http://bit.ly/hitechtraining

 · Breach Assessment Tool 
http://bit.ly/breachtool

 · How to Write Data Breach Letter 
http://bit.ly/breachletter 

 · Breach vs Non-Breach
Do we need to maintain a log for “non-breach” incidents?  
http://bit.ly/nonbreach

 · Discharge paperwork, making sure 
patient gets their information 
http://bit.ly/dischargepaperwork

 · Mobile Device Policy  
http://bit.ly/mobilepolicy1 and http://bit.ly/mobilepolicy2

 · Performing a HIPAA audit  
http://bit.ly/performingaudit

 · Business Associate Agreement language  
http://bit.ly/balanguage

 · Personal representative for a minor 
http://bit.ly/hipaaminor

 · Discarding PHI
Does all PHI being discarded need to be shredded?  
http://bit.ly/discardphi

 · Calling patient names in lab waiting room
http://bit.ly/patientnames

 · Misdirected mail scenario
http://bit.ly/misdirectedmail

 · Psychotherapy Notes 
http://bit.ly/hipaanotes

 · Encryption 
http://bit.ly/hipaaencryption

 · HIPAA Privacy/Security Start Up templates 
http://bit.ly/patientnames

 · Patient Right to access/copies of PHI 
http://bit.ly/patientnames

 · Patient scheduler in patient waiting area 
http://bit.ly/patientnames

 · Request for Xrays and reports to be 
picked up by friend 
http://bit.ly/patientnames

 · Release of Information 
http://bit.ly/patientnames
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· Lawrence Memorial 
Hospital recently named 
Brian W. Kozik, CHC, 
CCEP, as its Chief Compliance 
Officer.

· Recently, Prime 
Therapeutics (Prime), a 
leading pharmacy benefit 
manager (PBM), announced 
that it hired Ann Tobin as 
Chief Compliance Officer.

· Saint Peter’s Healthcare 
System recently appointed 
B. J. Welsh as the organi-
zation’s Chief Compliance 
Officer.

· Cooper University 
Health System in Camden, 
NJ recently appointed 
Angela M. Melillo, MBA, 
CHC, CHRC, CPC, as 
Administrative Director – 
Integrity & Compliance in 
the organization’s Corporate 
Compliance department.

· Pamela Rundell was 
recently appointed Manager, 
Compliance Reporting for 
Parkland Health and Hospital 
System in Dallas, Texas.

· The Ethisphere Institute 
recently named Cleveland 
Clinic as one of the World’s 
Most Ethical Companies.

The award, presented in 
March, “highlights companies 

that outperform industry 
peers when it comes to ethi-
cal behavior,” according to the 
Ethisphere Institute. The 2013 
award winners “are those that 
truly embrace ethical business 
practice and demonstrate indus-
try leadership, forcing peers  
to follow suit or fall behind.”

received a promotion? 
have a new hire in  
your department?

· If you’ve received a promotion, 

award, or degree; accepted 

a new position; or added a 

new staff member to your 

Compliance department, please 

let us know. It’s a great way to 

keep the Compliance community 

up-to-date. Send your updates to 

margaret.dragon @ hcca-info.org.

peopLe on the move

peopLe 
on the 
Move

 Are you subscribed to

This Week in Corporate Compliance?
Once subscribed, TWCC will arrive every Friday  
in your email with a wrap-up of the week’s health 
care compliance-related news. To subscribe, visit 
HCCA’s website and click on Resources.

hCCa neWs

If not, you should be.  
It’s informative 

and FREE.

www.hcca-info.org/TWCC



Help Keep Your 
Compliance Program 
Fully Staff ed

List Your Job Openings 
Online with HCCA
It’s hard to have an eff ective compliance program 
when you have openings on your team. Help fi ll 
those openings quickly—list your compliance job 
opportunities with the Health Care Compliance 
Association.

Benefi ts include:

• Listing is posted for 90 days to maximize exposure

• Targeted audience

• Your ad is also included in our bi-weekly HCCA Jobs 
Newsletter, which reaches more than 23,000 emails

Don’t leave your compliance positions open any longer 
than necessary. Post your job listings with HCCA today.

Visit www.hcca-info.org/newjobs 
Or call us at 888-580-8373

HCCA-Job-Postings_1page-ad_4c.indd   1 4/8/13   11:28 AM
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an interview by Margaret Hambleton

Meet Tessa Lucey
This interview with tessa Lucey (TLucey@hallmarkhealth.org)  
was conducted in April by margaret hambleton (Margaret.
hambleton@stjoe.org), Senior Vice President, Ministry Integrity, 
Chief Compliance Officer with St. Joseph Health System in 
Orange, California and a member of the HCCA board of directors. 

mh: Ms. Lucey, thank you for agreeing 
to do this interview for Compliance Today. 
Please tell our readers a little about your back-
ground and how you became the Corporate 
Compliance Officer and Chief Privacy Officer 
for Hallmark Health System.

tL: Looking back at how I got into 
Compliance, it’s not that surprising. I was 
always the kid who followed the rules. I 
was a very cautious child who got nervous 
when others were doing things they weren’t 
supposed to be doing. Breaking the rules is 

something that always gave me anxiety, even 
from a very young age. It still does to this day. 
I think being a compliance officer is in my 
genetic makeup.

I was involved in sports and, even though 
I was cautious and a rule follower, I was the 
class clown in my senior class. Teenagers are 
often worried about what others think about 
them, and I was no different. Through sports, 
I was able to learn teamwork and I gained 
confidence. Through my humor, I was able 
to deflect a lot of the “dorkiness” that comes 
with being cautious and being afraid to go 
against the rules. And, if I wasn’t really able 
to deflect it, at least I thought I did! It’s like 
the old saying, “If a tree falls in the woods 
and no one is there to hear it, did it make a 
noise?” In my case, if my classmates really 

Tessa Lucey, MHA, CHC  
Corporate Compliance officer/ 
Chief Privacy officer 
Hallmark Health System 
Medford, MA

mailto:TLucey@hallmarkhealth.org
mailto:Margaret.hambleton@stjoe.org
mailto:Margaret.hambleton@stjoe.org
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thought I was a big nerd but I didn’t pick up 
on it, did I just think I was really cool? After 
high school, I played intercollegiate basketball 
and was part of an improv troupe in Boston 
for several years. This may seem somewhat 
contradictory—for a compliance officer to do 
comedy—but for me, it worked.

I got into Compliance quite by accident. 
I was working as the Operations Manager at 
an outpatient rehabilitation company in 1998 
when the COO approached me and said the 
government had just 
come out with com-
pliance guidance. 
This guidance talked 
about a “compliance 
officer.” He thought 
I’d be good at it and 
suggested I look into 
it further. I already 
had experience in 
medical billing, 
human resources, 
payroll, finance, and 
operations. I wrote 
a lot of policies and 
procedures, set up systems, and handled most 
of the organization’s training programs. I was 
the stereotypical “jack of all trades, master of 
none.” I knew a little about a lot and really had 
no idea where I wanted to “specialize.” That 
COO thought this “compliance thing” would 
be good for me. And that was the beginning 
of me as a compliance officer.

I became the Compliance Officer for 
Community Rehab Centers in 1998, which 
was later bought by Kessler Rehabilitation 
Corporation, where I became the Compliance 
Officer and Vice President of Administrative 
Operations. After Kessler was purchased by 
Select Medical, I tried my hand at my own 
consulting business. After a few years of con-
sulting, the business was at the point where 
I needed to either (1) kick it up to the next level 

and hire some additional staff; or (2) shut it 
down and work for someone else. My wife 
and I were also thinking about starting a 
family and stability was important, so we 
decided to go with #2.

In 2007, I became the Director of 
Compliance and the Chief Privacy Officer 
at South Shore Hospital in Weymouth, MA. 
Although not that far mileage-wise, anyone 
who has had to deal with Boston traffic knows 
that going from north of the city to south of the 

city can take over an 
hour; sometimes more. 
I was not actively look-
ing to change jobs, 
but while looking for 
sample job descrip-
tions, I stumbled 
across an ad on the 
HCCA Job Board for 
a compliance officer 
at Hallmark Health 
System. It just so hap-
pened that our first 
son, Oscar, was born 
earlier that year, so 

being in the car for up to three hours a day 
was not exactly pleasurable for me. I also had 
recently graduated with my Masters in Health 
Administration. Going from a director-level 
position at a community hospital to a compli-
ance officer at a health system was a great next 
step for me professionally. Cutting my com-
mute time from 3 hours a day to less than 30 
minutes was what I needed personally. Being 
able to get onsite quickly if I’m needed off-
hours is ideal. Our second son, Marcus, was 
born six months ago. Being able to get home for 
dinner with my family and not being stuck in 
traffic is priceless.

mh: I understand the Hallmark Health 
System is a complex, charitable provider serv-
ing Boston’s northern communities. Can you 

feature

I was not actively looking 
to change jobs, but while 

looking for sample job 
descriptions, I stumbled 

across an ad on the HCCA 
Job Board for a compliance 

officer at Hallmark  
Health System.
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tell us a little about the health system and 
how your compliance program is structured 
within it?

tL: Hallmark Health System is an inte-
grated health care delivery system that includes 
Lawrence Memorial Hospital of Medford, 
Melrose-Wakefield Hospital, Hallmark Health 
Medical Center, Hallmark Health Hematology 
and Oncology Center, a visiting nurse asso-
ciation, hospice, and employed physician 
practices. The compliance program covers all 
of these. I serve as the Corporate Compliance 
Officer and the Chief 
Privacy Officer. 
Operationally, 
I report to general 
counsel (GC), but 
I also simultane-
ously report to the 
chair of the Audit 
and Compliance 
Committee of 
the Board of 
Trustees. I know 
there are mixed 
feelings in the com-
pliance community 
about compliance 
reporting to legal but, 
in my case, it works. 
I’m lucky in the sense that my GC himself has 
experience as a compliance officer. He knows 
what it takes run to an effective compliance 
program, and he gives me the autonomy that 
I need to succeed.

In my department, I have a staff of 2½. I have  
two full-time compliance specialists—one 
focuses primarily on privacy and security, 
and the other primarily on billing and coding. 
There is an overlap between the two positions 
for all the other compliance issues that arise, 
and those are assigned on a case-by-case basis. 
I also have a part-time administrative assis-
tant/data analyst. Although that position was 

originally supposed to do more of the data 
analyst function, out of need, this position has 
really turned into a RAC process coordinator.

mh: What are some of the most pressing 
challenges you face today in maintaining an 
effective compliance program?

tL: Just by its nature, compliance is chal-
lenging. Most compliance officers that I 
know struggle with the same thing—trying 
to do more with less. The number of pre-pay 
probe reviews, RAC requests, private insur-

ance audits, breach 
reporting require-
ments, changes to 
regulations—they all 
continue to increase. 
Yet, staffing stays the 
same and revenues 
decrease.

In my career, I’ve 
been lucky. I hear 
stories from other 
compliance officers 
who don’t get the sup-
port that they need 
from the board and 
senior management. 
I’ve never had that. I’ve 
always had the sup-

port that I need, but I’ve also recognized that 
it’s all about balance. Let’s face it—ask anyone 
in health care and they will say that they don’t 
have the resources, the time, or the staff that 
they need. Compliance is not unique in that 
way. Everyone could use more resources, more 
staff, more time. I’ve tried really hard to take 
those things out of the equation as much as I 
can. How can I do the best job I can with what 
I have? I would say that is my biggest chal-
lenge. How can I keep up and do a good job 
with what I’ve already got? And, when I can’t, 
how can I get what I need? For me, I’ve made a 
conscious effort to give as much as I take.

How can I do the best job  
I can with what I have?  
I would say that is my 

biggest challenge. How can 
I keep up and do a good job 
with what I’ve already got? 
And, when I can’t, how can  
I get what I need? For me, 

I’ve made a conscious effort 
to give as much as I take.
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mh: You have been a member of HCCA for 
a very long time. Can you tell us when and 
why you originally joined? Why do you con-
tinue to be a member?

tL: I first joined HCCA in either 1999 or 
2000 (I can’t remember exactly). To be honest, 
I originally joined because I had no idea what 
I was doing. There was not a lot of informa-
tion out there for health care compliance 
professionals. I remember when I tried to find 
out what a compliance officer was, someone 
told me, “It’s kind of like TQM [Total Quality 
Management] but different.” Yeah, thanks. 
That helps a lot.

But, I somehow found out about HCCA. 
HCCA was the only organization that I 
could find that actually had information that 
could help me be a compliance officer. After I 
became a member, I had access to additional 
resources that helped me set up my first com-
pliance program. I originally joined so I could 
learn as much as I could about this emerging 
profession. That was way back when.

I continue to be a member because of the 
valuable information and resources that are 
available. I continue to be a member because 
of the ability it gives me to connect with peers. 
I continue to be a member to help me keep up 
with what is going on, so I don’t miss some-
thing. I continue to be a member to have access 
to all the educational sessions that are offered.

mh: You are also Certified in Healthcare 
Compliance. When did you become certified 
and how has that helped your compliance pro-
gram and your career?

tL: I originally became certified in 2004. 
For those people who know what health care 
compliance is, the certification is definitely 
recognizable. Those folks know what it is 
and know that it is not something that every-
one has. Having that additional certification 
definitely helped me when I got the job at 
Hallmark Health System. Even for people who 

don’t know what CHC means, to be able to say 
that I have been a compliance officer for over 
10 years—and that I’m certified by the larg-
est health care compliance association in the 
world—makes folks listen.

mh: Do you attend the HCCA Compliance 
Institute or other national, regional, or local 
conferences? What benefit do you get from 
attending?

tL: I attend whenever I can and, when I 
can’t, I always try and send other staff from 
my department. I find that these conferences, 
more than anything else that I do throughout 
the year, give me the tools and insight to suc-
ceed. I also find that these conferences are very 
affirming to me. While sitting through a ses-
sion, I often have moments of, “Yes! I do that!” 
But, to be fair and honest, I also have moments 
of, “Oh, crap!” But, that’s what I get out of the 
HCCA conferences. I get assurances that I’m 
doing a good job and I get insight into where I 
may need to focus more time and energy.

The ability to have that many compliance 
professionals in one place is also very helpful 
to me. As I said earlier, I report directly to the 
Board of Trustees. There is a tremendous ben-
efit from peer relationships. Given the nature 
of what we do, there are not a lot of people 
that compliance officers can talk openly 
with. Often, we are working on confidential 
issues—things that we can’t openly discuss 
with others at work. Being able to build 
relationships with other compliance officers 
who are in the same boat has been extremely 
helpful to me. Having the ability to bounce 
“hypothetical” situations off other compliance 
professionals who don’t know the players is 
invaluable. I’ve connected with and met some 
great people at these conferences.

mh: How does HCCA best support the 
work you do? What more could HCCA do to 
support your work?



 DON’T GO
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tL: HCCA best supports my work with the 
materials, information, education, and con-
nections. Providing the national and regional 
conferences has really supported me in my 
career. I would like to see more local confer-
ences, but I understand that this is difficult 
to do, especially in an area like Boston where 
conference costs tend to be higher.

mh: We all know how stressful the role of 
the compliance officer is. What causes you the 
most stress and how do you deal with it?

tL: Stress is definitely an individual thing. 
For me personally, there is a huge difference 
between work stress and non-work stress. 
I know there are some folks out there who are 
going to want to kick me in the face for saying 
this, but work stress for me feels more like a 
challenge. If a crisis comes at me at work, I tend 
to kick it into high gear and try and figure out 
what I have to do to 
fix it. If I think about 
how much health care 
has changed, espe-
cially in compliance, 
and how much it is 
going to change, that 
gets me motivated. 
It’s the non-work 
stress that I don’t deal 
with as well. In my 
family, I am the only 
working parent. When 
I think about the 
future for my family 
and my kids, when I think about what would 
happen to them if anything happened to me, 
that’s where I stress out.

I also tend to worry more about others 
when I see them stressed out. Let’s face it—
most people come to work every day and want 
to do a good job. They want to do the right 
thing. Most people do not come to work and 
say, “Today is the day I’m going to defraud 

the federal government.” Obviously, there 
are people out there who just want to commit 
fraud but, in my experience, I haven’t had to 
work with them. And I hope I never do. It’s 
when I get the audit letter and I have to call a 
meeting where I see the pharmacy director, 
the coding manager, the billing supervi-
sor turn white and look like they’re going to 
throw up—those are the instances that I have 
a hard time with. I hate to see people struggle, 
people who come in every day and do a really 
good job, but may have missed something—
not on purpose—but missed something just 
the same. That’s the part of my job that does 
not bring me joy.

mh: What do you enjoy most about work-
ing in the Compliance profession?

tL: I love what I do. Trying to narrow it 
down to the one thing I enjoy the most is dif-

ficult. I would say 
one of the things 
that I love is that 
no two days are the 
same. I love coming 
to work not know-
ing where I’m going 
to be or what I’m 
going to be doing. 
Like many people, 
I have a “To Do” list. 
I think the last time 
I checked everything 
off of that list was in 
the early 90s.

Everyone is different and what works for 
one person may not work for someone else.  
If I had a “task oriented” job that was the 
same every day, I think my head would 
explode. If I had to work with numbers day 
in and day out, I’m pretty confident that I’d 
have blood shooting out of my eyes. But, in 
the Compliance profession, I can work with 
numbers on Monday, deal with privacy 

Let’s face it—most people 
come to work every day and 
want to do a good job. They 
want to do the right thing. 

Most people do not come to 
work and say, “Today is the 

day I’m going to defraud  
the federal government.”



22  www.hcca-info.org  888-580-8373

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13
Feature

issues on Tuesday, attend staff meetings to 
do education on Wednesday, start an audit 
on Thursday, and give guidance on a billing 
and coding issue on Friday. In between all 
of this, I can answer staff questions or read 
CMS guidance or the Federal Register. For me, 
I love the balance between the high-stakes, 
fast paced time and the relaxed and quiet 
“reading and research” time.

I love the fact that I’m involved in so many 
areas of the health system. I would not be 
happy if I was in a job where I sat at my desk 
all day long and didn’t interact with people. 
Being in Compliance, I sit on a lot of commit-
tees and I get out to the various sites as often 
as I can. I love that about my job.

mh: What has been your most memorable 
experience as a compliance professional?

tL: I had the honor of being the first in 
the country to go through an OIG Medicare 
Compliance Review. I had never been audited 
by the OIG before on any level, but one thing 
I knew was that the OIG audits consisted of 
a single “issue.” Imagine how I felt when I 
got the letter and there were ten different audit 
areas on it. “What the WHAT?!?!!?!” I got the 
fax on a Friday afternoon, a week before my 
vacation, so you can just imagine how relaxing 
that vacation was! Of course, now we know it’s 
what they do, but being the first in the country 
was, shall we say, a bit disconcerting. But, in 
all reality (cue more kicks in the face), once 
it was all said and done, it wasn’t that bad. 
The folks from the OIG were pleasant. Don’t 
get me wrong, I don’t wish an OIG audit on 
anyone and I wouldn’t be upset if I never had 
another one for the rest of my career. Did I like 
that there was a report posted to a public site 
that showed my hospital had to pay back thou-
sands of dollars and that my name was on it? 
Heck, no! I took it personally and hated that 
my hospital, the place I was proud to be a part 
of, had to have their name out there like this. 

But, while the OIG was on-site, was it weeks 
of living hell? No, not at all. It was me doing 
my job and them doing their job. It was one of 
the best learning experiences I have ever had. 
Again, I don’t wish it on anyone, but what I 
got out of it could never be taught “hypotheti-
cally.” I took that experience as an opportunity 
to try and improve how I do my job.

mh: What advice would you give to 
compliance colleagues who are new to the pro-
fession or considering entering the profession?

tL: A physician I worked with in the early 
1990s had this philosophy about hiring: He 
always would try and talk the person out of 
the job. It sounded crazy to me at the time, but 
he felt that if the prospective employee was 
right for the position, he/she would not be 
scared away. I’ve used this to hire staff ever 
since. So, I would say to someone looking to 
enter the Compliance profession:

 · If you are the type of person who needs a 
task-oriented job, this is not the job for you.

 · If you are the type of person who likes to 
sit in your office and away from the “hustle 
and bustle,” this is not the job for you.

 · If you enjoy knowing exactly what the 
day is going to look like, this is not the job 
for you.

 · If stressful and high-stakes situations 
make you shrivel up in a corner, suck your 
thumb, and call for your Mommy, this is not 
the job for you.

 · If you don’t like talking in front of large 
groups of people, this is not the job for you.

 · If the thought of confronting physicians 
and executives with strong personalities 
makes you want to throw up, this is not the 
job for you.

 · If you have a hard time speaking up and 
being objective, this is not the job for you.

On the other hand, if you can bring people 
from other departments together and work 
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together as a team to achieve a common goal, 
this is ideal for you. If you enjoy doing differ-
ent things every day, if you like a fast-paced 
environment but don’t need it every day, this 
is a perfect profession for you. If you are able 
to listen to what others are saying, but to ulti-
mately come to your own conclusions based 
on facts and not subjective comments, you will 
do well as a compliance professional. If you 
have a good sense of humor and don’t take 
yourself too seriously all the time, you could 
do really well in Compliance. In this last one, 
the emphasis is on “all the time.” We all have 
to take ourselves seriously, but don’t be afraid 
to laugh at yourself either.

mh: What is your hope for the future of the 
compliance profession?

tL: I hope the Compliance profession con-
tinues to grow, but not just in numbers. I would 
like to see it go in a different direction. We’ve 
heard for a while statements like, “Compliance 
is everyone’s job.” We know that compliance 
should be integrated into job descriptions 
and annual evaluations. That’s true. But, what 
I would like to see is to have compliance 
integrated more at the ground level. Many 
compliance officers I know attend general hos-
pital orientation and do a little dog-and-pony 
show about the compliance program. Most 
of us also have annual mandatory education 
programs that include compliance. But, what 
I would love to see is to have all health-related 
professions have a class on compliance. Not just 
a workshop or a one credit elective, but a full 
class. Physicians, nurses, coders, allied health 
professionals—all positions at all levels of the 
health care system that require either a license, 
certification, or special education should have 
to take a course on compliance as part of the 
educational program.

mh: Thank you for sharing your insights 
with us. 
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Is anyone suffering from the Compliance 
Institute Blues? Well you may not be alone! 
There are two perspectives of people 

returning from a conference of more than 2,000 
like-minded professionals. First and foremost, 
reconnecting with old friends, sharing “war” 

stories, and creating new relation-
ships in a safe environment filled with 
laughter can regenerate your passion 
for the field. Conversely, returning 
from the CI with an abundance of 
information, ideas gained from brain-
storming, and examples of effective or 
ineffective compliance can sometimes 
create an overwhelming feeling of 

“where to start and what to focus on?”
Hopefully, you returned home with fresh 

new ideas and I really hope you selected a book 
to read from the CI. If you have found an excel-
lent book on compliance, auditing, ethics, or 
fraud, consider purchasing a book for each of 
your Compliance and Audit Committee mem-
bers of the board. Or, if your budget will not 
allow purchasing a book for everyone, buy one 
for the chair. View the expense as an investment 
toward their education and understanding of 
compliance. Board members are typically highly 
intellectual and/or successful business leaders 
in the community. Select a book that could drive 
home a point you have been trying to explain or 
help the board develop an understanding.

If it is management that you need to 
reach, purchase one book. Use it as reference 
material when you speak about regulations, 
culture, or transparency, and house it in your 
office for managers to check out.

Finally, the last thought on using books 
from the CI would be to start a book club. 
Yes, I understand. Who would start a book 
club on auditing? Read the prologue before 
you judge a book by its cover or title. In fact, 
I would avoid purchasing a book for a board 
member with any reference to compliance 
on the cover. Rather, select a book like The 
Immortal Life of Henrietta Lacks by Rebecca 
Skloot, which is based on a true story of 
human subject research without compliance 
and Institutional Review Board processes in 

place. Even if you are not in research com-
pliance, the book can provide insight when 
compliance infrastructure or transparency is 
non-existent. For a topic on compliance, qual-
ity, and retaliation try Waking Up Blind by 
Dr. T. Harbin. I tabbed the book with every 
instance where quality intersected with com-
pliance, and I tabbed (with another color) 
the issues that may have had different out-
comes if an effective compliance program 
was instituted. The process of tabbing the 
various compliance issues made me realize 
that we don’t always comprehend the sig-
nificant degree of impact of compliance and 
ethics programs. 

by Shawn deGroot, CHC-F, CCEP, CHRC

Don’t judge a book by its cover

exhaLe

DeGroot

Shawn DeGroot (shawn.degroot@navigant.com) is an Associate Director at 

Navigant Consulting in Denver. Shawn also serves as President of the HCCA 

Board of Directors.  

If it is management that you  
need to reach, purchase one book.  
Use it as reference material when 

you speak about regulations, 
culture, or transparency, and 

house it in your office for 
managers to check out.
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Gosfield

The fact that quality is increasingly being 
touted as a basis for liability under 
the fraud and abuse laws is fairly well 

recognized in the compliance community. 
What is less well recognized are the develop-
ing bases, activities, and theories of liability, 

which are being deployed both by 
the Department of Justice and by 
the Office of the Inspector General 
(OIG). Whistleblowers will not be 
far behind. This article looks first at 
traditional bases for enforcement for 
quality and then at the developing 
context for failures associated with 
(1) clinical processes themselves, 

and (2) quality reporting.

traditional quality fraud
In terms of quality failures, it has long been 
the case that providers can be excluded from 
Medicare for providing items or services 
(whether or not they are eligible for benefits 
under Medicare and Medicaid) which are 
substantially in excess of the patient’s needs.1 
This was the basis for the threatened exclu-
sion of the Redding Medical Center2 and for 
the facilities that have been involved in recent 

high-profile cases involving overuse of stents. 
In addition, providers may be excluded for 
providing services which fail to meet profes-
sionally recognized standards of care.

In addition to exclusion, a range of civil 
money penalties can be imposed for quality 
deficiencies. These include claims for a pat-
tern of medical items or services that a person 
knows or should know are not medically 
necessary.3 A person who provides false or 
misleading information that could be expected 
to lead to premature discharge also faces civil 
money penalties.4 Where hospitals make pay-
ments to physicians to reduce services, even 
off a baseline of overuse, both the payment 
and the acceptance of the payment are subject 
to civil money penalties.5 And physician incen-
tive plans that put physicians at substantial 
financial risk—which entails a swing of 25% 
from the lowest to the highest amount the 
physicians could be paid—can also be subject 
to civil money penalties.6

Quality has been the basis for large 
false claims settlements involving criminal 
pleas, including United Memorial Hospital 
in Michigan, where the hospital paid more 
than $1 million in settlement of claims for 
medically unnecessary anesthesia pain man-
agement services.7 During Jim Sheehan’s 
tenure as an Assistant U.S. Attorney in 

by Alice G. Gosfield, Esq.

Quality fraud:  
Two pathways to trouble
 » Exclusions, civil money penalties, and false claims charges have been imposed for provider quality failures in the past.

 » The OIG and department of Justice now have a more refined and developing focus on quality process failures by hospitals and physicians.

 » Provider quality reporting is a separate basis for false claims liability.

 » It is only a matter of time until whistleblowers hone in on these two new targets.

 » Providers can take proactive steps to avoid trouble.

Alice G. Gosfield (agosfield@gosfield.com) is Principal in the Philadelphia-

based law firm of Alice G. Gosfield and Associates, PC. 
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Philadelphia (1980-2007), he identified implicit 
quality issues as subject to false claims, such 
as whether services were medically necessary 
or met all quality requirements, including that 
the personnel were appropriately supervised, 
the supervising personnel were appropriately 
trained, and the personnel had appropriate 
clinical privileges.

more recent focus by enforcers
The OIG’s Work Plans began mentioning qual-
ity and patient safety in 2003, although every 
single model compliance guidance mentions 
quality. In 2007, the OIG and the American 
Health Lawyers Association (AHLA) jointly 
published a document regarding “Corporate 
Responsibility in Health Care Quality” which 
was hospital focused, but the principles in 
it can be applied in many other health care 
settings.8 There, the 
OIG distinguished 
between general fidu-
ciary responsibilities 
and a duty to act, as 
in the board’s respon-
sibility for medical 
staff credentialing. 
Taking the position 
that oversight of the 
health care business 
enterprise entails 
quality as part of the 
core mission and that 
quality is linked to 
cost and payment, the 
document offers ten questions boards should 
ask, focused around a range of concerns that 
are increasingly of interest to the OIG. These 
include goals, benchmarks, and metrics for 
quality; policy standards and integration 
of quality assurance in corporate opera-
tions; reports to the board on performance 
and quality concerns; integration of quality 
improvement with compliance; resource 

allocation and support for quality improve-
ment; and response to adverse events.

As compliance professionals know, the 
presence of a topic in the OIG’s Work Plan 
does not mean that enforcement will be imme-
diate. Rather, this is more in the nature of 
telling the class what to study for on the exam. 
Usually, issues are included in the Work Plan 
when Medicare Administrative Contractors or 
other audit agencies have identified problems 
or the OIG in its auditing activities has found 
anomalies. Often, issues in the Work Plan 
carry forward from year to year. These issues 
are especially meaningful and should be taken 
seriously as matters for preventive action.

In the 2009 Work Plan, OIG announced 
that it would conduct a study of “never events” 
in hospitals (including the types of events and 
payments by any party for them) and hospital 

compliance with CMS 
requirements associ-
ated with present 
on admission (POA) 
coding. This theme 
continued in 2010 
with a focus on POA 
coding, and a review 
of adverse events 
(defined to be broader 
than “never events”). 
Here, the OIG con-
sidered national 
incidence among ben-
eficiaries, methods to 
identify events, and 

review of CMS methods to implement poli-
cies on hospital-acquired conditions (HACs) 
in the field. They also reviewed responses of 
state survey and certification agencies, state 
licensure boards, and Medicare accreditors to 
adverse events, while reviewing policies and 
practices of CMS and selected patient safety 
organizations for disclosing information about 
adverse events.

…the presence of a topic  
in the OIG’s Work Plan  

does not mean that 
enforcement will be 

immediate. Rather, this  
is more in the nature of 
telling the class what to 
study for on the exam.
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The Work Plan in 2011 included continuing 
study of adverse events, review to determine 
which types of facilities are more frequently 
transferring patients with certain POA 
diagnoses, and a continuing review of hospital-
acquired conditions 
(HACs). The 2012 
Work Plan included 
continuing review of 
the types of facilities 
transferring patients 
with POA conditions, 
but moved also to a 
study of whether spe-
cific hospitals transfer 
patients with POA 
conditions to other 
hospitals. The most 
recent 2013 Work Plan 
explicitly calls out 
ambulatory surgery centers and hospital outpa-
tient departments for a review of the safety and 
quality of care, including in preparation for and 
during procedures, as well as identification of 
adverse events.

OIG has also recently created a quality-of-
care Corporate Integrity Agreement webpage9 

which parallels the regular Corporate 
Integrity Agreement (CIA) webpage.10 These 
quality-of-care CIAs have all of the features 
of the basic CIA plus retention of peer review 
consultants. To date, two hospitals and five 
nursing homes are operating under quality-
of-care CIAs. In the nursing home context, the 
general problems are underservice or failure 
to staff adequately. By contrast, in the hospital 
setting, the issues are excess procedures as in 
the over-stenting cases.

Quality reporting as false claims
Even before the Patient Protection and 
Affordable Care Act (health care reform), 
physicians, hospitals, and others found 
themselves in an environment of increased 

reporting regarding their quality performance. 
For physicians, this is predominantly in the 
Physician Quality Reporting System (PQRS), 
and for hospitals this includes reporting of 
adverse events as well as inpatient and outpa-

tient core measures. 
At the same time, 
states have increased 
requirements to 
report adverse events 
as well as implement-
ing state report cards 
and commercial 
pay-for-performance 
programs. Even 
during the era of Jim 
Sheehan’s role as 
an Assistant United 
States Attorney, the 
Department of Justice 

was focused on false data reported, false state-
ments in support of a claim, false statements to 
avoid repayment to the government, and any 
false statement made in the mail or via a wire.

Interest in reported quality was identi-
fied in the OIG/AHLA paper, specifically 
citing quality reporting and measurement, 
and noting concerns about inconsistency in 
data and identification of quality problems not 
acted upon. Those issues are, of course, subject 
to the “intent” standards that include claims 
submitted by a provider who should have 
known of their falsity or acted in “reckless dis-
regard” or “deliberate ignorance” of the truth 
or falsity of the claims.

The 2009 Work Plan identified the reliabil-
ity of hospital-reported quality measurement 
data. The 2010 Work Plan continued to review 
that reliability; and in 2011 and 2012, expanded 
to a study of the extent to which hospital 
systems captured adverse events in 2010 and 
reported them to external agencies. Study 
of the reliability of hospital-reported quality 
measure data also continued.

At the same time,  
states have increased 

requirements to report 
adverse events as well as 

implementing state report 
cards and commercial  
pay-for-performance 

programs.
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Whistleblower risks
As whistleblower claims have continued to 
thrive and expand, these new avenues of 
potential false claims open the door to addi-
tional whistleblower cases. Medicare hospital 
claims data is publically available. The pneu-
monia upcoding cases of a number of years 
ago came from a Freedom of Information 
Act request where a consultant analyzed the 
claims data. A Washington DC district court 
has ordered Medicare physicians’ claims data 
to be released.11

Given the government’s emphasis on implicit 
falsity in claims, the types of issues that insider 
whistleblowers might allege could include:

 · an insufficient number of nurses assigned 
to a unit to render appropriate care;

 · unavailability of resources required by 
clinical practice guidelines;

 · inadequate equipment;
 · untrained, unqualified personnel  

performing skilled services;
 · inadequate supervision; or
 · failure to provide the six planks of the 

Institute for Health Care Improvement’s 
“100,000 Lives Campaign” of several 
years ago.12

For physicians, it is only a matter of time 
until whistleblowers target the same under-
service issues by them. By the same token, given 
the “Choosing Wisely” campaign13 regarding 
unnecessary medical services, whistleblower 
claims on the overuse side of the continuum 
can also be expected.

action steps
These developments make it clear that 
compliance professionals need to integrate 
quality-relevant liabilities into their work. 
The first step is to become familiar with the 
quality metrics, report card, and transparency 
initiatives relative to your enterprise. Making 

sure you know what data populates them will 
be critical. Find out who in your business is 
reporting what and to whom about quality. 
It will be increasingly important to moni-
tor reportable data for accuracy, consistency 
among reports, timeliness, completeness, and 
clues to other problems. It would be wise 
to develop a plan in this regard. Carefully 
review any marketing or advertising for 
quality claims. Jim Sheehan has traditionally 
referred to these as “promises made but not 
kept.” Include quality-relevant and enforce-
ment challenges in your compliance program. 
Team up with Risk Management and Quality 
Assurance to collaborate on these issues.

Finally, in today’s world, where alignment 
between physicians and hospitals is an increas-
ingly major strategic emphasis, true clinical 
integration that incorporates explicit standard-
ization of care to deliver high quality and value 
can help prevent liability and will be impor-
tant to succeed in an ever-more-dangerous 
landscape.14 
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This is the second part in a two-part series designed  
to assist you in understanding the new rule. Part 1 
(in our May 2013 issue) focused on changes to the 
breach notification standard and new limits and 
flexibility on uses and disclosures of PHI. Part 2  
explains new requirements for business associates  
and subcontractors, enhancements for patient rights,  
and enforcement clarifications.

On January 17, 2013, the Department of 
Health and Human Services (HHS) 
released the long-awaited “Omnibus 

Rule,”1 which amends a wide range of privacy, 
security, and breach notification requirements 
under the Health Insurance Portability and 
Accountability Act (HIPAA)2 and the Health 
Information Technology for Economic and 
Clinical Health (HITECH) Act.3 The Omnibus 
Rule represents the most comprehensive set of 
changes to the HIPAA regulations since their 
inception, and it is important to understand 
how the changes apply to your organization.

expansion of the definition of 
“business associate”
Covered entities, business associates, 
and subcontractors are facing a new 
world. The Omnibus Rule modifies 
the definition of a “business associ-
ate” to include an entity that “creates, 
receives, maintains, or transmits” 
protected health information (PHI) 
on behalf of a covered entity. This 
expanded definition seems likely to 
bring certain organizations into the 
business associate fold that previ-
ously may not have been affected, 
such as certain document storage 
organizations.

The Omnibus Rule also adds 
certain entities to the list of entities 
defined as business associates,  
including:

 · Subcontractors
 · Patient safety organizations
 · Health information organizations 

(and similar organizations)
 · E-prescribing gateways
 · Vendors of personal health records 

that provide services on behalf of a 
covered entity

by Adam H. Greene, Jd, MPH and Rebecca L. Williams, Jd, RN

Complying with the new 
HIPAA Omnibus Rule: Part 2

 » The definition of business associate has been broadened.

 » Business associate agreements are required for all qualifying, downstream subcontractors.

 » direct and vicarious liability for non-compliance has been increased in scope.

 » Patient rights to access and restrict PHI disclosures are expanded.

 » Enhanced enforcement of noncompliance due to willful neglect is likely.

Adam H. Greene (adamgreene@dwt.com) is a Partner in the Washington DC 

offices of Davis Wright Tremaine LLP and Co-Chair of its Health Information 

Practice Group. Rebecca L. Williams (beckywilliams@dwt.com) is a Partner 

in the Seattle office of Davis Wright Tremaine LLP and Co-Chair of its Health 

Information Practice Group. 

Williams

Greene

mailto:adamgreene@dwt.com
mailto:beckywilliams@dwt.com
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Business associate contracts
HHS emphasizes the continued need for busi-
ness associate contracts, even though business 
associates now are held directly accountable 
for many provisions of HIPAA. HHS notes 
that business associate contracts are neces-
sary to clarify and limit permissible uses and 
disclosures of PHI, ensure business associates 
are contractually responsible for activities 
for which they are not directly liable under 
HIPAA, and clarify respective responsibili-
ties related to patient rights, such as access to 
PHI. Of note, each agreement in the business 
associate contract chain must be as-or-more 
stringent than the one above it regarding the 
uses and disclosures of PHI.

Covered entities likely will need to revise 
their business associate contracts to address 
some or all of the following:

 · Require compliance with all applicable 
provisions of the Security Rule (not just the 

provisions set forth in the HITECH Act or 
the administrative, physical, and technical 
safeguards);

 · Require reporting of breaches of unse-
cured PHI in accordance with the Breach 
Notification Rule (which encompasses both 
the timing and content of a business asso-
ciate’s breach notification to the covered 
entity);

 · Revise provisions related to subcontractors 
(e.g., ensuring that the business associ-
ate passes on the same or more stringent 
restrictions to any subcontractor that cre-
ates, receives, maintains, or transmits PHI 
on the business associate’s behalf); and

 · Ensure that, if the covered entity delegates 
to the business associate any compliance 
obligations under the Privacy Rule (e.g., 
distributing the covered entity’s Notice 
of Privacy Practices), the business asso-
ciate will perform such obligations in 
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compliance with the Privacy Rule as if the 
business associate were the covered entity.

subcontractors
As noted above, subcontractors are among 
the entities the Omnibus Rule pulls into the 
definition of business associate. The Omnibus 
Rule defines a subcontractor as “a person to 
whom a business associate delegates a func-
tion, activity, or service, other than in the 
capacity of a member of the workforce of 
such business associate.” This means that a 
subcontractor of a business associate that cre-
ates, receives, maintains, or transmits PHI on 
behalf of the business associate is now itself 
a business associate and subject to the same 
HIPAA provisions applicable to business 
associates. This does not mean, however, that 
a covered entity is required to enter into a 
contract or other arrangement with business 
associate subcontractors. Rather, a covered 
entity only needs to contract directly with the 
business associate with which it has a direct 
relationship.

Direct liability
The Omnibus Rule makes business associ-
ates (and business associate subcontractors) 
directly liable for non-compliance with the 
Security Rule and with some of the Privacy 
Rule requirements of the business associate 
contract. HHS explains that directly liability 
will flow from the following violations:

 · Impermissible uses and disclosures;
 · Failure to provide breach notification to 

the covered entity;
 · Failure to provide access to a copy of elec-

tronic PHI to either the covered entity, the 
individual, or the individual’s designee 
(whichever is specified in the business 
associate contract);

 · Failure to disclose PHI where required by 
HHS to investigate or determine the busi-
ness associate’s compliance with HIPAA;

 · Failure to provide an accounting of disclo-
sures; and

 · Failure to comply with the applicable 
requirements of the Security Rule.

Business associates also remain contrac-
tually liable for other requirements of the 
business associate contract.

agency liability
Prior to the Omnibus Rule, covered enti-
ties generally could not be held liable for the 
actions of agents who were business associates 
if a valid business associate agreement was in 
place (there was an exception if the covered 
entity learned the business associate was 
violating its business associate contract and 
the covered entity failed to take appropriate 
action). The Omnibus Rule, however, elimi-
nated the covered entity exception for business 
associate agents. As a result, HHS will be able 
to hold a covered entity liable for the actions of 
a business associate that qualifies as an agent.

In the Preamble to the Omnibus Rule, 
HHS clarifies that the essential factor in deter-
mining the existence of an agency relationship 
is whether the principal has the authority to 
control the questioned conduct of the agent in 
the performance of the agent’s duties. If the 
principal lacks that authority (e.g., the prin-
cipal’s only recourse would be to modify the 
underlying agreement or sue for its breach), 
then the business associate will not be consid-
ered an agent and the covered entity cannot be 
held directly liable for the business associate’s 
conduct. HHS further noted that the existence 
of federal agency will depend on the facts and 
circumstances of each relationship. Federal 
common law has identified several analytical 
factors that must be considered:

 · When, where, and why the agent acted the 
way it did;

 · Whether an agent’s conduct was subject to 
the principal’s control;
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 · Whether the agent was doing something 
that typically is done by such agents; and

 · Whether the principal reasonably expected 
the agent to engage in the questioned conduct.

A covered entity will need to be sensitive 
to whether a business associate may qualify 
as an agent. In par-
ticular, a covered entity 
should be cognizant of 
contractual provisions 
that authorize the cov-
ered entity to provide 
interim instructions 
that control how the 
business associate 
performs the service 
(e.g., the business associate will perform cer-
tain services “in the time and manner” as 
instructed by the covered entity). When a busi-
ness associate is an agent, the covered entity 
should consider whether it is reasonably moni-
toring the business associate’s compliance 
obligations and whether any indemnification 
provision adequately protects the covered 
entity from potential liability based on the 
business associate’s conduct.

implementation deadline
Business associates, like covered entities, 
must comply with the Omnibus Rule’s pro-
visions by no later than September 23, 2013. 
The Omnibus Rule provides up to a one-year 
extension (until September 22, 2014) for updat-
ing business associate contracts that are not 
otherwise modified after March 26, 2013. 
Accordingly, for all business associate con-
tracts that are modified after March 26, 2013, 
covered entities should ensure that such con-
tracts reflect the Omnibus Rule (otherwise 
the parties will need to amend the con-
tract by September 23, 2013). For contracts 
that are not modified after March 26, 2013 
(e.g., evergreen contracts that are automatically 

renewed each year), covered entities have until 
September 22, 2014 to update the contracts.

expanded individual rights under the 
omnibus rule
Finalizing provisions of the HITECH Act, 
the Omnibus Rule provides individuals with 

greater rights to access 
electronic copies of 
their PHI and greater 
ability to restrict when 
their information is 
shared with health 
plans. Additionally, 
covered entities will 
need to revise their 
Notices of Privacy 

Practices to reflect the Omnibus Rule’s new 
rights and restrictions with respect to PHI.

Expanded rights to access PHI
The Omnibus Rule has expanded an individ-
ual’s right to obtain an electronic copy of PHI 
stored electronically in a designated record 
set (e.g., medical records, billing records, and 
other records relied upon to make decisions 
about the individual). This is a relatively 
minor change. HIPAA already provided that 
an individual has the right to receive access 
in the form and format requested by the indi-
vidual, if readily producible. If not readily 
producible, HIPAA previously required the 
covered entity to provide a hard copy. Under 
the Omnibus Rule, if an individual requests 
an electronic copy and the covered entity 
maintains the designated record set electroni-
cally, then the covered entity must continue 
to provide a copy in the form and format 
requested by the individual, if readily produc-
ible, but now must provide an electronic copy 
as a default if it cannot readily produce the 
requested form and format. For example, if a 
covered entity maintains an electronic medi-
cal record and the patient requests to receive 

A covered entity  
will need to be sensitive  

to whether a business 
associate may qualify  

as an agent.
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a copy of the medical record through a secure 
patient portal, but the covered entity does not 
offer such a patient portal, then the covered 
entity must provide the patient an electronic 
copy as a default (e.g., an electronic copy in 
PDF format provided on a CD or USB drive) 
rather than a hard copy.

The individual also has the right to direct 
that the copy of the PHI be transmitted 
directly to another person designated by the 
individual. A covered entity must comply with 
such a directive, as long as it is in writing, 
signed by the individual, and clearly identi-
fies both the designated person and where to 
send the PHI. An authorization would not be 
required in such a situation.

As clarified in the Preamble to the 
Omnibus Rule, if an individual requests that 
a copy of his/her PHI be sent via unencrypted 
email, then a covered entity is permitted to do 
so, as long as the covered entity has advised 
the individual of the risks and the individual 
still prefers the unencrypted email. Covered 
entities may wish to document the individual’s 
request and that the covered entity warned 
the individual of 
the risk in such 
circumstances.

Also, covered 
entities will have 
30 days fewer to 
respond to requests 
for access when 
the information is 
maintained offsite. 
Previously, a cov-
ered entity had 60 
days to respond to 
a request for access 
when the information was not accessible onsite. 
Under the Omnibus Rule, electronic and hard 
copy PHI, no matter where located, will need 
to be provided within 30 days (with a single 
30-day extension permitted if the covered entity 

provides notice of the delay to the requesting 
individual within the initial 30 days).

The Omnibus Rule also clarifies the 
fees that may be charged (e.g., the covered 
entity may only charge its costs for copies 
to individuals, even if state law permits a 
greater charge).

Right of individuals to request restrictions 
on PHI
The Omnibus Rule incorporates the HITECH 
Act requirement that a covered entity comply 
with an individual’s request to restrict uses 
and/or disclosures of PHI, such as disclosure 
to a health plan (or the plan’s business associ-
ate) of his/her PHI that pertains solely to a 
health care item or service for which the health 
care provider has been paid out-of-pocket 
and in full. There is an exception to this right 
for disclosures required by law, such as man-
datory claim submission provisions under 
Medicare and similar requirements under 
Medicaid or state law.

This right extends to situations where a 
family member or other person, including 

another health plan, 
pays for the service 
on behalf of the 
individual.

It may be advis-
able for providers to 
collect payment up 
front in connection 
with these requests, 
to the extent permit-
ted by law. According 
to the Preamble, 
if payment by an 
individual making 

a restriction request is dishonored, HHS 
expects providers to make a reasonable effort 
to contact the individual and obtain payment 
prior to billing the health plan. What efforts a 
health care provider must make is left to the 

…the Omnibus Rule provides 
individuals with greater 
rights to access electronic 
copies of their PHI and 
greater ability to restrict 

when their information is 
shared with health plans.
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provider’s policies and individual circum-
stances, consistent with its usual payment and 
collections processes.

With regard to referrals to and treat-
ment by other providers in the future, it is 
the responsibility of the individual—not the 
provider—to notify subsequent providers of a 
restriction request. HHS, however, encourages 
providers to engage in dialogue with patients 
so that patients understand they may need to 
make the restriction request with a subsequent 
health care provider (e.g., a pharmacy) if they 
wish to avoid the information being disclosed 
to the health plan.

Updates to Notices of Privacy Practices
Providers and health plans likely will need 
to update their Notices of Privacy Practices 
(NPPs). These revisions include:

 · The duty of a covered entity to notify 
affected individuals of a breach of 
unsecured PHI;

 · The individual’s right to opt out of receiv-
ing fundraising communications from the 
covered entity (only applicable if the cov-
ered entity uses PHI for fundraising and 
wishes to do so without authorization);

 · The right of the individual to restrict 
disclosures of PHI to a health plan with 
respect to health care for which the indi-
vidual has paid out-of-pocket and in full;

 · The requirement for an authorization for 
uses and disclosures for marketing, sale of 
PHI; and for most uses and disclosures of 
psychotherapy notes; and

 · In addition, most health plans will need 
to inform individuals of the prohibition 
against using or disclosing genetic infor-
mation for underwriting purposes.

Covered entities also will want to review 
their NPPs to ensure that they accurately 
describe their privacy practices, especially in 
light of the Omnibus Rule’s new requirements.

Law360 has named 
King & Spalding’s 
healthcare practice as 
a Health Care Practice 
Group of the Year 
for 2012.
We achieved this by
delivering value and
security to our clients
every day.

www.kslaw.com/health
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The requirements for distributing updated 
NPPs have been modified for health plans but not 
health care providers. Health plans may include 
their revised NPP in their next annual mailing 
(rather than within 60 days of the change) as 
long as they prominently post the revised NPP on 
their websites by the effective date of the mate-
rial change to the NPP. Health plans that do not 
have customer service websites are required to 
provide the revised NPP, or information about the 
material change and how to obtain the revised 
notice, to individuals covered by the plan within 
60 days of the material revision to the NPP.

enforcement efforts continue to increase
HHS’s HIPAA enforcement powers were 
significantly strengthened by the HITECH 
Act and the interim final enforcement rule. 
The Omnibus Rule 
left intact much of the 
HIPAA enforcement 
approach with some 
additional expansion 
and clarification.

For instance, 
business associates 
(including their subcon-
tractors) are now subject 
to civil money penalties 
and other enforcement actions for non-compli-
ance with applicable provisions of HIPAA.

Another change under the Omnibus Rule 
provides HHS with discretion to resolve viola-
tions of HIPAA by informal means. Previously, 
HHS was required to seek informal resolu-
tion prior to imposing a civil money penalty. 
Under the Omnibus Rule, HHS may move 
directly to a civil money penalty, which may 
be especially likely when HHS determines 
that non-compliance is due to willful neglect.

The Omnibus Rule retains the definition of 
willful neglect as “conscious, intentional failure or 
reckless indifference to the obligation to comply” 
with HIPAA. The HITECH Act requires HHS to 

formally investigate a complaint, which anybody 
can file, if a preliminary investigation indicates a 
possible (as opposed to probable) violation due to 
willful neglect. To implement that change, HHS 
amended the enforcement rule to eliminate its 
investigatory discretion in such cases, require a 
compliance review of the offending party, and 
mandate civil money penalties if willful neglect is 
found. HHS retains the discretion to investigate 
and to resolve complaints by informal means 
when there are not indications of willful neglect.

The Omnibus Rule also modifies the defi-
nition of reasonable cause, which relates to 
violations due to reasonable cause and not to 
willful neglect. Essentially, “reasonable cause” 
becomes anything where the entity knew of 
a violation (or through reasonable diligence 
would have known of the violation) but that 

does not arise to the 
level of “willful neglect.” 
HHS revised the defini-
tion of reasonable cause 
to ensure that conduct 
always fits under one 
of the categories upon 
which the level of civil 
money penalty is based.

Finally, HHS revised 
the factors that may be 

considered in determining civil money penalty 
amounts. The factors are:

 · The nature and extent of any violation, 
including the number of individuals 
affected and the duration of the violation;

 · The nature and extent of any individual’s 
resulting physical, financial, or reputational 
harm, including any hindrance to the indi-
vidual’s ability to obtain health care;

 · The history of prior non-compliance, 
including similar prior indications of 
non-compliance and the offending party’s 
responses to them;

 · The financial condition of the offending 
party, including difficulties that could have 

The Omnibus Rule  
left intact much of the 
HIPAA enforcement 
approach with some 
additional expansion  

and clarification.
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affected compliance or that could cause 
a money penalty to jeopardize the future 
provision of health care; and

 · Such other matters as justice may require.

steps for responding to omnibus rule changes
Given the Omnibus Rule’s expansion of HIPAA 
obligations to business associates and subcon-
tractors, organizations subject to HIPAA should 
consider taking the following steps:

 · Revising business associate contract 
templates;

 · Revisiting which third parties are and 
are not business associates, based on the 
revised template (i.e., covered entities may 
have more business associates);

 · Beginning the painful process of examin-
ing, amending, and re-negotiating business 
associate agreements, including considering 
what due diligence and monitoring may be 
warranted in light of potential liability for 
business associates that are agents; and

 · Evaluating existing liability coverage in 
light of these changes.

To address changes to enhanced patient 
rights, organizations should consider taking 
the following steps:

 · Updating NPPs to ensure that they accu-
rately describe the organization’s privacy 
practices, and advising individuals of their 
rights to request and to restrict disclosures 
of PHI under certain circumstances;

 · Targeting relevant training (e.g., training 
persons involved in processing patient 

requests for disclosures of PHI about 
patients’ expended rights); and

 · Implement systems to ensure that  
restricted PHI does not inappropriately  
go to health plans.

With respect to increased enforcement, 
covered entities may wish to:

 · Perform a gap review of privacy, security, 
and breach notification policies, procedures, 
and training to comply with HIPAA (both 
new requirements of the Omnibus Rule and 
remaining requirements of prior HIPAA 
provisions) in order to avoid potential find-
ings of “willful neglect”;

 · Review whether PHI is created, received, 
maintained, and transmitted throughout 
your organization and ensure that safe-
guards are working; and

 · Focus on areas such as your Security Rule 
risk analysis, the protection of PHI on 
mobile devices, and the use of social media 
as areas that have been the subject of recent 
HHS guidance or areas that have become 
particularly high risk.

Organizations should remain mindful that 
they generally have until September 23, 2013 to 
comply with these new requirements. 
 
 
1.  Modifications to the HIPAA Privacy, Security, Enforcement, and 

Breach Notification Rules Under the Health Information Technology 
for Economic and Clinical Health Act and the Genetic Information 
Nondiscrimination Act; Other Modifications to the HIPAA Rules, 78 
Fed. Reg. 5,566-5,702 (Jan. 25, 2013) (to be codified at 45 C.F.R Parts 
160 and 164).

2.  Health Insurance Portability and Accountability Act of 1996, as 
amended, 42 U.S.C. §§ 1320d to 1320d-9.

3.  Health Information Technology for Economic and Clinical Health, 
42 U.S.C. §§ 17901 to 17954.
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Have you recently hired a non-
physician practitioner (NPP) to 
assist the physician in the office?  

Working independently under their state 
scope of practice, NPPs can bring increased 
care opportunities, access, and revenue to a 
practice.  However, with increased revenue 
potential comes increased risk. Pay particular 
attention to how those services are provided, 
documented, and reported for appropriate 
reimbursement.

Reimbursement for NPP services may 
either be captured at a reduced physician fee 
schedule (PFS) rate or at full PFS rates when 
billing NPP’s services “Incident To” the physi-
cian’s care. If you are considering Incident To 
billing, are you prepared to restructure patient 
care workflows appropriately? Is the supervis-
ing physician comfortable with the approach? 
If so, you must determine what changes are 
necessary for full compliance.

history
Let’s first explore the Incident To con-
cept. When Medicare was enacted 
in 1965, the program was designed 
to reimburse physicians caring for 
Medicare eligible beneficiaries. Since 
its inception, Medicare understood 
the physician alone was not respon-
sible for all patient care. Auxiliary 
personnel, working in tandem with 
the physician, provide supportive 
services considered to be part of the 
physician’s reimbursement and rep-
resent expenses to the practice. There 
was little finite direction regarding 
who could provide the supportive 
services. However, as long as the indi-
vidual was qualified to do so under 
accepted clinical practice guidelines and 
state law, the concept would apply. Auxiliary 
services may include tasks such as admin-
istering injections, starting and monitoring 
infusions, performing blood pressure checks, 
providing patient education, etc. Services pro-
vided Incident To are also limited by location. 
Locations include outpatient freestanding 

by Kelly C. Loya, CPC-I, CPhT, CHC, CRMA and Cara Friederich, CPC-I, CPC-H

Billing compliance under  
the Incident To provision: 
What’s the risk?

 » Medicare designed the Incident To concept to reimburse physicians for all care received in the office in addition to the  
physician’s direct services.

 » Services billed Incident To require the physician to be present in the office during the entire service.

 » Government audits suggest concerns about the misuse of the Incident To provision.

 » Using non-physician practitioners for more than Incident To services makes good business sense.

 » Educating staff regarding the Incident To requirements is essential to compliance.

Kelly C. Loya (kelly.loya@altegrahealth.com) is Director, Reimbursement & 

Advisory Services and Cara L. Friederich (Cara.Friederich@AltegraHealth.com) 

is Senior Consultant, Professional Reimbursement and Coding Services, 

Reimbursement & Advisory Services Division of Altegra Health, Inc. in Los Angeles. 

Loya

Friederich

mailto:kelly.loya@altegrahealth.com
mailto:Cara.Friederich@AltegraHealth.com
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offices (coded as Place of Service 11), a patient’s 
home, or institutions other than a hospital or 
skilled nursing facility (SNF) according to the 
Medicare Benefit Policy Manual.1

In the Balanced Budget Act of 1997, 
Medicare expanded the Incident To provi-
sion payment in a slightly different way. As a 
result, NPPs could bill for services tradition-
ally restricted to physicians and be paid at 
the full PFS rate when certain criteria were 
met. The expansion increased beneficiary 
access to a physician’s care. In addition, NPPs 
could render services, bill independently, and 
be paid at a reduced rate when Incident To 
criteria are not met when working under a col-
laborative agreement with a physician.

Medicare recognizes billing practitioners, 
such as physician assistants, clinical nurse 
specialists, nurse practitioners, certified nurse 
midwives, clinical social workers, clinical psy-
chologists, registered dieticians, certified nurse 
anesthetists, and physical and occupational 
therapists within a physician office setting. 
Reimbursement rates vary for each practitioner 
when billed independently (see table 1).

Specific rules apply to each discipline. This 
article focuses on services provided by physi-
cian assistants, clinical nurse specialists, nurse 
practitioners, and certified nurse midwives. 
Billing Incident To for these practitioners 
requires the practitioner to be an employee, 
leased employee, or independent contractor 
whom the provider directly supervises and 
whose services represent a direct financial 
expense to the practice. When services are 
reported as Incident To, they are submitted 
on the claim by using the physician’s National 
Provider Identifier (NPI), rendering the NPP’s 
services essentially invisible on the claim. 
Today, no modifier is required on the claim to 
identify the NPP’s services. However, if audited, 
the documentation must support the service fol-
lowed all Incident To guidelines and limitations.

It is important to note that the Incident To 
provision applies only to Medicare reimburse-
ment. State Medicaid programs may follow 
this guidance, but Medicaid and commercial 
payers may reimburse NPP services differ-
ently. Therefore, take the time to review each 
participation agreement, provider manuals, 
and contractual arrangements with your 
payers. Check state laws to determine what is 
expected and allowed with the various reim-
bursement models.

What are the requirements?
Medicare Benefit Policy Manual, Chapter 15, 
Section 60 provides a detailed explanation of 
requirements that must be met. The follow-
ing is an abbreviated list of the requirements. 
Services provided Incident To a physician’s 
service must be:

 · commonly furnished in physician’s offices;
 · an integral part of the physician or non-

physician practitioner’s professional 
services;

 · part of the patient’s normal course of treat-
ment; and

 · an expense to the billing provider.

practitioner services percentage of pfs payment

Certified Registered Nurse Anesthetist 50% when medically directed

Certified Registered Nurse Anesthetist 100% when non-medically directed

Clinical Nurse Specialist 85%

Clinical Psychologist 100%

Clinical Social Worker 75%

Nurse-Midwife 100%

Nurse Practitioner 85%

Nutrition Professional/Registered dietitian 85%

Occupational Therapist 100%

Physical Therapist 100%

Physician Assistant 85%

 
table 1:  the specific non-physician practitioners included 

and the appropriate payment percentage of the 
physician fee schedule amounts
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In addition:
 · The billing provider (physician) must per-

sonally perform the initial service;
 · The billing provider (physician) must be 

“actively involved” in the treatment course; 
and

 · The provider must “directly supervise” the 
service during the entire time the service 
is performed. (This does not mean in each 
instance the physician needs to be in the 
same room when the NPP is rendering ser-
vices, but rather present within the office 
suite and immediately available to render 
assistance, if necessary.)

Caveats
Each requirement is necessary, but several 
concepts are often a point of discussion.

Billing provider personally performs the 
initial service
This means the billing provider (physician) 
must have rendered the initial service in the 
course of the patient’s care. Whether or not the 
initial service was billed, it must have occurred 
and be documented. Therefore, the NPP bill-
ing Incident To the physician’s service may not 
bill for new patients or established patient’s 
new problems under the provision. The “new 
problem” area has been the subject of conver-
sations. In general, if the physician within the 
established plan of care hasn’t addressed the 
problem, it is defined as a new problem.

Billing provider (physician) is “actively 
involved” in the treatment course
Historically, a good rule of thumb is to 
schedule the patient for a visit with the physi-
cian directly and often enough to assess the 
patient’s care and be involved with the treat-
ment plan as needed. For your practice, this 
could be annually or every fourth visit, but 
likely more often, depending on the patient’s 
needs, nature of their condition, and/or 

aggressive nature of treatment. The billing 
physician should agree and be comfortable 
with scheduled intervals and alter the normal 
minimum timeframe as the patient’s condition 
or treatment would require.

The provider must “directly supervise” the 
service
Yes, this does mean that if a procedure or 
service lasts for hours, the physician must be 
present in the office suite and immediately 
available if assistance becomes neces-
sary during the entire procedure or service. 
Moreover, in the event of an audit, the practice 
should consider what evidence exists to sup-
port that the requirement was satisfied. Office 
schedules, provider in/out logs, signed attesta-
tion statements for each service, or some other 
method to substantiate their presence must be 
evident. The question to yourself should not 
be “How are they going to prove the provider 
was not there?” but rather “How will we prove 
the provider was there?”  This can be a costly 
defense if you are questioned.

What is not allowed under incident to?
 · Incident To does not apply to a hospital 

facility location (i.e., hospital inpatient, 
hospital outpatient, SNF, or Emergency 
Department) for professional service 
billing:
 – NPPs may coordinate care or pro-

vide it as part of a team (split/shared 
approach) with the physician, but this 
concept has very different billing and 
documentation requirements; and

 – Supplies and auxiliary staff services 
are not reimbursable if the supply 
or staff was not an expense to the 
physician.

 · A service where the billing provider has 
not personally performed the initial service 
is not considered meeting the Incident To 
provision.
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 · Services rendered when the physician is 
only available by telephone do not meet 
the provision.

 · Services rendered when the physician is on 
campus at the hospital, not in the office, do 
not meet the provision.

 · Residents or fellows providing services in 
the physician’s office within a residency 
program are not Incident To services. 
They are billed using teaching physician’s 
guidelines and have very different rules 
regarding billing and documentation.

 · Residents or fellows may not supervise 
Incident To services in order to satisfy the 
supervision requirement.

What happens if the 
oiG comes knocking  
at your door?
Each year the U.S. 
Department of Health 
and Human Services 
(HHS) Office of 
Inspector General 
(OIG) develops their 
Work Plan for the 
upcoming fiscal year. 
The OIG Work Plan 
identifies areas of relative risk and sets forth 
the OIG’s primary objectives for the upcom-
ing fiscal year. Incident To services have been 
on the OIG Work Plan for several years and 
remain a focus in 2013.2

In 2009, OIG identified providers that billed 
Medicare for services in excess of 24 hours on 
a single given day. Each provider was required 
to submit supporting documentation justifying 
the service billed to Medicare. In addition, pro-
viders had to submit valid credentials for the 
professionals performing the services. As you 
can imagine, this is a labor intensive and nerve 
wracking process for the physician office.

Auditing conducted by the OIG is quite 
beneficial to the Health and Human Services 

program. Historically, the Centers for 
Medicare & Medicaid Services (CMS) said 
that for every $1 it spends in audit activities, 
their return on investment is approximately 
$11 from successful recoveries. Although the 
accuracy of that figure could be challenged, for 
FY 2012, OIG reported “expected recoveries of 
about $6.9 billion consisting of $923.8 million 
in audit receivables.”3

using npp services
In many physician practices, it has been our 
experience that NPPs often provide services 
that could be rendered and billed indepen-
dently. Rather, practices restrict the NPP’s 

schedule to patient 
visits that qualify for 
Incident To criteria. 
Perhaps it is simply 
overlooked, but more 
likely it is because 
expected reimburse-
ment is less than if 
their time is used 
only for Incident To 
services. However, 
offering a schedule 
with a combination of 

visit types improves patient access to appro-
priate care within the NPP’s scope of practice. 
New and established patient preventive visits 
and minor-to-moderate acute illness visits 
when the physician’s schedule may not accom-
modate an immediate opening to address 
the need are good examples. Allowing the 
NPP to provide these services independently 
increases practice productivity and improves 
access to care and overall patient satisfaction 
when properly integrated into the practice 
schedule. In our experience, not only do physi-
cian’s fail to take advantage of this strategy, 
but choose not to obtain individual provider 
numbers for their NPPs. This could be the big-
gest mistake when using NPPs’ services.

Historically…  
CMS said that for  

every $1 it spends in audit 
activities, their return on 

investment is approximately 
$11 from successful 

recoveries.
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Consider what could occur during a 
government audit for claims involving NPP 
services. If the findings indicate those ser-
vices did not meet Incident To requirements, 
the entire claim constitutes an overpayment. 
Alternatively, if the NPP is credentialed with a 
NPI, the supervising physician or group could 
challenge the extent of financial responsibil-
ity. If the NPP has an NPI, claims that do not 
meet Incident To criteria could be considered 
“direct” services where at least a portion of 
the payment is appropriate reimbursement. 
In more simplistic terms, if services are ini-
tially billed Incident To but did not meet the 
Incident To requirements, payments could be 
considered overpaid by 15% versus 100% had 
the NPP not been credentialed.

preparing the office for incident to
Establishing a strong plan of action means 
deciding which suspected problems might 
pose the highest risk. Once identified, you 
must decide which of those can be resolved 
with little effort and resources, and then plan 
for those that require additional resources. 
A good implementation process involves 
everyone who could affect change while main-
taining compliance. Suggestions for a plan of 
action include:

 · Understanding the rules of Incident To  
is essential to billing compliance.

 · Having practice management review/
understand the guidelines and educate 
providers and staff on the Incident To 
provision.

 · Working with providers to create sched-
ules for the physicians and NPPs that 
conform to the physical presence require-
ment during clinic hours.

 · Designating an individual to monitor 
physical presence daily during clinic 
hours.

 · Promoting post education feedback from 
the office providers and staff.

 – What did they learn about the require-
ments for Incident To provision?

 – Did they have any concerns whether 
the practice is meeting those require-
ments today?

 – If so, do they have any solutions to 
improve compliance?

Because Incident To billing is transparent, 
a whistleblower situation may open the door 
to costly reconciliation to confirm that the 
requirements were historically met. Therefore, 
it is important to address concerns by provid-
ers and staff and document their responses 
and any course of action taken to correct 
weaknesses identified in a timely manner.

in summary
Realizing the benefits and resulting financial 
gain are possible when using NPP services 
can be pleasant; however, there are significant 
risks if the billing requirements for their ser-
vices are not followed. Billing NPP services 
Incident To is an option, but not the only 
option to consider. For other clinical staff, such 
as medical assistants and nurses, Incident To 
billing is the only way their services can be 
billed in a physician practice. Verify that your 
practice understands how to bill and when 
appropriate reimbursement can be expected 
for Incident To services. Then review and 
integrate necessary steps to meet require-
ments and implement a workflow conducive 
to those requirements. 
 
 
1.  Medicare Benefit Policy Manual, Pub 100-2, Ch. 15, Sec 60.1, 60.2, & 60.3
2.  The 2013 OIG Work Plan is available at https://oig.hhs.gov/ 

reports-and-publications/archives/workplan/2013/Work-Plan-2013.pdf
3.  OIG Semiannual Report to Congress; Fall 2012. Available at  

https://oig.hhs.gov/reports-and-publications/archives/semiannual/ 
2012/fall/sar-f12-fulltext.pdf

 
 
Additional sources:
  -  Medicare National Coverage Determinations Manual, Pub 100-3, Ch.1, 

Part 1, Sec 70.3
  - Medicare Claims Processing Manual, Pub 100.04, Ch.12, Sec 130
  -  Compilation of the Social Security Laws: Part E-Miscellaneous 

Provisions. Available at  http://www.ssa.gov/OP_Home/ssact/
title18/1861.htm

  -  Relevant parts of The False Claims Act. Available at 
http://downloads.cms.gov/cmsgov/archived-downloads/SMDL/
downloads/smd032207att2.pdf

https://oig.hhs.gov/reports-and-publications/archives/workplan/2013/Work-Plan-2013.pdf
https://oig.hhs.gov/reports-and-publications/archives/workplan/2013/Work-Plan-2013.pdf
http://downloads.cms.gov/cmsgov/archived-downloads/SMDL/downloads/smd032207att2.pdf
http://downloads.cms.gov/cmsgov/archived-downloads/SMDL/downloads/smd032207att2.pdf
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Frigy

The adoption and implementation of 
health information technology by 
health care providers has been a con-

tinuous effort by health care organizations and 
the government over the past decade; how-
ever, in more recent years the use of wireless, 

mobile technology has increased in 
popularity. In the 2012 HIMSS Mobile 
Technology Survey, 80% of respon-
dents reported that physicians use 
mobile technology to provide patient 
care.1 Mobile technology includes 
laptop computers, smartphones and 
cellular phones, tablets, pagers, and 
computer workstations on wheels. 

Specifically related to health care clinicians’ 
use of tablets, a study by Manhattan Research 
in May 2012 found that 62% of physicians used 
tablets in 2012, with half of them using their 
device at the point of care.2

Physicians use tablets at the point of care 
for a variety of purposes, including to access 
web-based decision tools and reference mate-
rials, to learn about new treatments, to access 
and handle patient information (such as by 
connecting to an electronic medical record), 
and to utilize clinical mobile applications. 

Physicians may also use tablets for communi-
cating with patients via text, video, or e-mail.

The level of compliance risk related to 
clinician use of a tablet depends on whether 
or not protected health information (PHI) 
is accessed, transmitted, or stored using the 
tablet. Compliance with privacy and security 
laws and industry standards, particularly 
the implementation regulations of the Health 
Insurance Portability and Accountability 
Act of 1996 (HIPAA), present the greatest 
area of compliance concern. This article will 
identify common risks related to tablet use 
by clinicians, offer advice on implementing 
safeguards to help mitigate such risks, and set 
forth some suggested action items for address-
ing these privacy and security concerns. This 
article is not intended to identify all possible 
risks associated with tablet use by clinicians, 
but rather serves as a starting point to assist an 
organization in addressing these issues.

Although the risks set forth below are 
an issue for any type of mobile device that 
transmits or accesses PHI, handheld devices 
(e.g., iPads, smartphones) are set apart from 
more traditional mobile devices (e.g., computer 
workstations on wheels, laptops) because 
tablet and smartphone users often do not 
enter passwords prior to accessing informa-
tion on the device, data stored on the device 

by Rebecca L. Frigy, Jd, MPH

Navigating security concerns 
with clinician tablet usage

 » More and more clinicians are using tablets and handheld devices at the point of care.

 » Handheld devices are often lost or stolen.

 » Because these devices are often not password protected or encrypted, unauthorized access to PHI is a security risk.

 » Personal use of tablets and sharing them with family members also present security risks.

 » Health care organizations should take steps to address these security risks.

Rebecca L. Frigy (rfrigy@polsinelli.com) is an Associate in the law office of 

Polsinelli Shughart in St. Louis, MO. 

mailto:rfrigy@polsinelli.com
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is typically not encrypted, and these devices 
commonly connect to public Wi-Fi networks 
or unsecure cellular networks.

Common privacy and security risks 
related to tablet use fall into one of three 
categories:

 · Loss of physical control of the device
 · Unauthorized access or disclosure of data 

stored on the device or transmitted using 
the device

 · Issues related to clinicians using personal 
devices for professional purposes

Loss of physical control
Physical control of a tablet or handheld 
device presents two risks: (1) loss or theft of 
the device, and (2) sharing the device with 
others. Loss and 
theft are common 
because such devices 
are small, light, 
and highly visible. 
Additionally, because 
of the high retail 
price and the level of 
consumer attractive-
ness, these devices 
are prime targets for 
theft. For the same 
reasons, it is also 
attractive for a tablet 
user to share the device with others, particu-
larly those devices that are personally-owned, 
because the clinician may share the device 
with his/her family. (Additional risks related 
to personal ownership are discussed below).

To help mitigate the risks related to loss of 
physical control of the tablet, clinicians should 
take steps to prevent unauthorized use and 
access to data stored on the tablet, if the tablet 
comes into an unauthorized individual’s pos-
session. Note: Access of PHI by a health care 
provider’s spouse or other family member, 
even if such information is not further 

disclosed, would be considered impermissible 
access for purposes of complying with HIPAA 
(unless of course, the family member’s use or 
access meets a permissible use or disclosure 
under HIPAA).

Mitigation steps and safeguards related 
to the loss of physical control of a tablet are 
as follows.

Encryption
Encryption means converting data into an 
unreadable or unusable format for anyone 
who does not have the “key” to unlock it. 
Encryption technology is available for tablets, 
which come standard with built-in encryp-
tion hardware. Users can download additional 
encryption applications for further improved 

security. Prior to 
accessing or trans-
mitting PHI using 
a tablet, clinicians 
should ensure that 
encryption appli-
cations that are 
consistent with the 
standards of the 
National Institute 
of Standards and 
Technology (NIST) 
have been imple-
mented and are 

enabled. Clinicians should also be aware 
of whether or not PHI stored on a tablet is 
encrypted during any backup data process, 
such as storing data on the “cloud.”

Strong passwords
Clinicians who use tablets should employ 
strong passwords, both to unlock the device 
and to log into an application. A strong pass-
word is hard to guess and contains at least 
six characters in a combination of upper 
and lowercase letters, at least one number, 
and at least one symbol. In addition to using 

Access of PHI by a health 
care provider’s spouse or 
other family member… 

would be considered 
impermissible access for 
purposes of complying  

with HIPAA…
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strong passwords, clinicians should not store 
passwords on the tablet, either in a separate 
password reminder file or in an automatic 
memory function.

Screen lock
Clinicians should enable the standard func-
tion on a tablet which automatically logs off 
the user or password locks the device after a 
short period of inactivity. In the event of the 
loss or theft of a tablet, this security feature 
may at least temporarily thwart unauthorized 
access to PHI and/or provide the clinician 
with enough time to remotely wipe PHI from 
the tablet, as described below.

Remote wipes and locks
Remote wipe features allow a user to erase 
data if the tablet is lost or stolen. Clinicians 
should enable remote wipe features on their 
tablets. This safeguard is particularly rec-
ommended in instances where a clinician 
accesses and stores PHI on the tablet.

Automatic lock following unsuccessful log-ins
Enabling the function which disables the 
tablet after a certain number of failed log-in 
attempts will also help to at least temporarily 
thwart unauthorized access until PHI can be 
remotely wiped from the tablet.

Properly deleting PHI from the device
Oftentimes a clinician may have tempo-
rary use of a tablet, either by checking out 
the device from his/her employer, or by 
deciding to “upgrade” his/her personally 
owned tablet for the newest version. In such 
instances, if the clinician stored PHI on the 
tablet prior to returning, discarding, or sell-
ing the tablet, all PHI stored on the tablet 
must be properly deleted. The Office for Civil 
Rights has issued guidance regarding the 
proper destruction of PHI,3 which includes: 
(1) using software or hardware to overwrite 

media with non-sensitive data; (2) degaussing 
or exposing the media to a strong magnetic 
field in order to disrupt the recorded magnetic 
domains; (3) disintegrating, pulverizing, melt-
ing, incinerating, or shredding the media; or 
(4) any other method consistent with the NIST 
Special Publication 800-88, Guidelines for 
Media Sanitization, (Sept. 2012).4 Regardless 
of the type of destruction used, the clinician 
should retain documentation of the method of 
destruction, the date of the destruction, and 
the information destroyed.

Store the device in a secure area
When not in use, clinicians should store a 
tablet which contains PHI in a locked, secure 
location, such as in a locked desk drawer. 
Clinicians should avoid leaving a tablet 
unaccompanied in a vehicle or other off-site 
location. If it is necessary to leave a tablet in a 
vehicle, the tablet should be stored out of sight, 
locked in the vehicle’s trunk.

unauthorized access or disclosure of data
Even when the device remains in the physi-
cal possession of the clinician, unauthorized 
access or disclosure of PHI can occur. These 
instances of unauthorized access may be 
attributable to viruses/malware, use of an 
unsecured Wi-Fi networks, or use of a mobile 
app that does not have adequate security and 
privacy safeguards in place.

Viruses/malware
Inadvertently downloaded viruses or malware 
can compromise PHI stored on a tablet, as 
well as the networks to which the tablet con-
nects. Malware often infects a tablet when a 
user downloads a virus disguised as a game, 
device patch, utility, or other useful third-
party application available for download. 
Malware and viruses may also be attached 
to emails or text messages that the user 
receives on the tablet.5 Malware and viruses 
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compromise the security and privacy of infor-
mation stored on the device by intercepting 
or accessing the information, collecting and 
sending information out of the device, or 
destroying the information. Clinicians should 
install, enable, and regularly update anti-mal-
ware security software that protects against 
malware and viruses.

Unsecured Wi-Fi networks
Users of tablets often connect to the Internet 
using unsecured Wi-Fi or cellular networks in 
public places. Use of such unsecured connec-
tions enables others to open, view, and even 
download information from a device using the 
unsecured network. Clinicians should be par-
ticularly aware of the security of the network 
to which they are connecting and should real-
ize that using a password to enter a network 
does not eliminate the risk. When using an 
unsecured network, clinicians should use a 
secure browser connection (which is indicated 
by “https” in the website address)6 or a virtual 
private network (VPN). A VPN is built on 
top of existing physical networks to provide 
a secure communication mechanism for data 
and control information transmitted between 
networks.7 Installing and enabling firewalls on 
a tablet can also help protect against the risk 
of unauthorized connections by intercepting 
incoming and outgoing connection attempts 
and blocking and permitting them based on a 
set of rules.

Use of applications without adequate 
privacy/security policies
In the HIMSS survey, nearly two-thirds of 
respondents reported that clinicians use 
mobile applications developed by a third 
party. These mobile apps may be used for a 
variety of purposes, including to view patient 
information, to look up non-PHI health infor-
mation, to receive clinical notifications, to 
collect data at the bedside, to use the bar code 

reader on the device, to analyze patient data 
(e.g., EKG measures), to e-prescribe, to cap-
ture visual representations of patient data, 
to refer patients, or for educational/training 
purposes. As indicated in the HIMSS survey, 
the two most common uses of mobile apps 
were to view patient information and to look 
up non-PHI health information (e.g., accessing 
clinical guidelines).

Use of third-party mobile apps can present 
privacy and security concerns for a clini-
cian, because some apps have the potential to 
compromise data that is stored on the tablet. 
Many mobile apps have the ability to gather 
data that is stored on the tablet and send it 
to the third-party app vendor for other uses. 
Prior to downloading and using a mobile 
app, a clinician should (1) verify that the app 
performs only the approved functions, and 
(2) closely review the app vendor’s privacy 
and security policies.

Additionally, many apps involve access to 
or the use of PHI to perform their approved 
function, and the third-party vendor of the 
app may have to access or maintain the PHI in 
order to support the approved function. If so, 
the third-party vendors may meet the HIPAA 
definition of a “business associate.” When 
this is the case, even though there may not 
be a traditional contractual relationship with 
the third-party vendor, a HIPAA business 
associate agreement must be in place with the 
third-party.

Instead of depending on clinicians to use 
their best judgment prior to using an app 
supported by a third party, health care organi-
zations may want to implement a policy which 
prohibits the use of third-party apps unless 
pre-approved and thoroughly vetted by the 
IT department. Similarly, health care organiza-
tions may want to put together an “approved” 
list of third-party applications that have been 
thoroughly vetted by the organization for pri-
vacy and security concerns.
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personal use and ownership of devices
With the ever-increasing ownership of tablets 
among consumers and the lack of funding 
for health care organizations to provide their 
employees with mobile technology, clinicians 
are likely to use their personal tablets for pro-
fessional purposes. Personal ownership of 
these devices presents several levels of privacy 
and security concerns. On one level, person-
ally owned devices are less likely to have all 
of the suggested security features installed 
or properly enabled. On a different level, if a 
clinician uses his/her personal device to store 
or maintain PHI and then leaves the employ 
of the health care organization, the employer 
will lose control over the device and any PHI 
stored on the device. This leaves the PHI 
even more vulnerable to impermissible use 
or disclosure.

To help mitigate these risks, health care 
organizations should consider implement-
ing policies for the use of personally owned 
devices in the professional setting. Such poli-
cies may require that clinicians register their 
personal devices before using them to access, 
transmit, or store PHI. The registration process 
may require that the device undergoes a secu-
rity assessment in which the IT department 
ensures that all necessary security features 
have been installed and enabled. Further, the 
policy may even go as far as requiring the 
clinician to authorize a remote wipe of PHI 
stored on the device or in certain apps when 
the clinician’s employment is terminated.

Suggested action items for health care 
organizations
As with any area where privacy and security 
risks are involved, it is not possible for a health 
care organization to eliminate compliance risk 
entirely. However, to help mitigate the privacy 
and security concerns related to clinicians’ 
use of tablets, a health care organization may 
begin by taking the following strategic steps.

Perform a risk analysis and create a 
risk management strategy
To comply with HIPAA and identify the poten-
tial risks involved, a health care organization 
should conduct a risk assessment to weigh the 
risks and benefits of using tablets. The risk 
assessment and analysis should consider both 
devices that are personally owned and those 
that are owned by the organization. The risk 
analysis should also include the purpose of 
the devices used; how the devices are used to 
communicate with the organization’s inter-
nal networks or systems; what information is 
accessed, received, stored, and transmitted by 
the device; and whether proper authentication, 
encryption, and other security safeguards are 
in place. Following an initial risk assessment, 
periodic risk assessments of tablet use should 
be performed.

Because of the likelihood for loss or theft 
of tablets, the risk assessment and risk analysis 
should assume that, at some point, a device 
will be acquired by malicious parties who will 
attempt to recover PHI either directly from 
the device or indirectly by using the device to 
access the organization’s network.

Implement device policies and procedures
Health care organizations should implement 
policies and procedures that address the use of 
tablets by clinicians. More broadly speaking, 
such policies and procedures should address 
the use of all mobile devices by clinicians as 
part of the HIPAA policies and procedures 
that the organization already has in place. The 
results of the risk assessment should be used 
in implementing such policies and procedures. 
Following any privacy or security incident 
involving a mobile device, the policies should 
be reviewed and updated to address any 
shortcomings. As a starting point, mobile use 
policies and procedures may address:

 · whether personal devices may be used and 
how the organization will track or register 
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mobile devices, including procedures for 
when an employee leaves the organization;

 · whether restrictions should be placed on 
remote access to the health care organiza-
tion’s network;

 · what security settings/safeguards will 
be required to be installed or enabled on 
mobile devices, including whether remote 
wiping/disabling will be required;

 · how the misuse of mobile devices will be 
addressed;

 · a process for reporting incidents involving 
mobile devices; and

 · methods of disposal or reuse of mobile 
devices.

Training and education
Again, as with any area where there is a pri-
vacy or security compliance concern, a health 
care organization should ensure that its work-
force is appropriately trained and educated 
about its policies and procedures and the 
potential risks related to tablet use. Policies and 
procedures and required security safeguards 
are not effective unless the workforce is aware 
of them and understands them. Such training 
and education may be part of the health care 
organization’s standard HIPAA training; how-
ever, upon initial implementation of mobile 

device-specific policies, the use of mobile 
devices and compliance concerns should be 
separately highlighted to the workforce.

This article identifies general risks and 
suggests general safeguards. Health care 
organizations should implement policies 
based upon the use of tablets and other issues 
unique to their organization. Most health 
care organizations already have in place 
comprehensive policies and procedures to 
address HIPAA compliance; however, with 
the increased use of mobile devices, including 
tablets in the health care delivery setting, such 
policies need to address and accommodate the 
ever-evolving privacy and security risks that 
this “new” technology produces. 
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The use of a project management 
approach to accomplishing objectives 
has become a focus and area of growth 

throughout the business sector. Its application 
is wide-ranging, and has permeated the health 
care industry as well. The Project Management 

Institute defines project management 
as “the application of knowledge, 
skills, tools, and techniques to project 
activities to meet project require-
ments.”1 Project management is 
accomplished through the appropriate 
application and integration of vari-
ous processes contained in the five 
process groups, which are, in order: 

initiating, planning, executing, monitoring 
and controlling, and closing.

Effective compliance programs are essen-
tial factors in accomplishing a culture of 
integrity within health care organizations. 
The compliance community often discusses 
various approaches to implementing an effec-
tive compliance program, often focusing on the 
seven elements (i.e., standards and procedures, 

oversight, education and training, auditing and 
monitoring, reporting, enforcement and disci-
pline, and response and prevention) from the 
Federal Sentencing Guidelines.

A project is technically a temporary 
endeavor to create a unique product, ser-
vice, or result. Most projects are undertaken 
to create a lasting outcome. If a compliance 
program is to be effective for years to come, a 
planned methodology and clear set of priori-
ties is necessary, and here is where the project 
management approach is used.

Concerns in compliance program operations
Significant improvements have been made 
in establishing compliance awareness and 
adherence in health care organizations. There 
remain, however, areas of concern. As compli-
ance resources are often scarce, compliance 
activities tend to be reactive. Also, lack of a 
corporate culture and employee buy-in regard-
ing compliance continues to be an issue. 
Compliance audits and training that address 
only a minimal level of effectiveness may not 
penetrate the essence of the organization.

It is clear that compliance programs 
require business investment and a need exists 

by Brian Santo, Jd, MPH, CHC, PMP

Project management 
methodologies for an 
effective compliance program

 » Compliance programs can achieve sustained success through leveraging project management approaches.

 » The core of any project is the project management plan.

 » Consistent auditing and monitoring will promote an active approach to compliance program management.

 » A project manager must receive corporate buy-in on a project management approach.

 » Oversight, auditing and monitoring, and training are continuous elements of an effective compliance program.
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to exhibit a positive cost benefit to investors 
and boards or directors.2 To produce a high-
functioning, effective, and reliable result, 
compliance officers can use project manage-
ment techniques to accomplish the task.

project management approach
Various project management methods, tools, 
and techniques can be used to create an effec-
tive compliance program. A project manager, 
likely the compliance officer, will head the 
startup of an organization’s compliance pro-
gram. He/she will establish that the core of 
any project is the project management plan. 
Developing the project management plan 
allows a project manager (or chief compli-
ance officer, in our case) to document the 
actions necessary to define, prepare, integrate, 
and coordinate the project, as well as define 
how the project is 
executed, monitored 
and controlled, and 
closed.3 The project 
management plan 
will help ensure 
adherence to an 
implementation time-
table and budget, 
and provide support 
for implementa-
tion of the corporate 
compliance strategy.

Other applicable 
project management 
approaches include identifying and limiting 
scope and prioritizing compliance initiatives. 
As part of this process, a risk identification 
and analysis should be performed, including 
identification of organizational process assets 
and environmental factors. A project budget 
and schedule is established to provide con-
trol. Other plans, such as the quality, human 
resources, communications, and risk manage-
ment plans provide increased compliance plan 

project structure, including assurance of qual-
ity standards, organization of internal staffing, 
management of stakeholders, and qualitative 
and quantitative analyses to identify and plan 
risk responses, respectively.

Audit and monitoring (and control) pro-
cesses should be integrated into the project 
and a clear reporting format established. 
This strategy helps to ensure that the com-
pliance plan syncs with the organization’s 
existing policies and procedures and broader 
business goals.4

Getting the ball rolling
After a project manager is appointed, he/she 
should get buy-in from the board of directors 
to implement a project management approach 
to starting up the organization’s compliance 
program. The project manager will serve as 

the anchor point for 
implementing the 
compliance program 
by managing stake-
holder expectations, 
delivering on objec-
tives, and ensuring 
the program is con-
tinually adjusted to 
meet the needs of the 
organization. The 
project manager is 
able to view the situ-
ation from multiple 
angles. He/she is able 

to respond to the issues that arise as tasks are 
carried out, draw on the correct resources to 
conduct the tasks, and re-focus the team as 
needed on the project objectives.5

After corporate and stakeholder buy-in, 
it is important to ensure clear deliverables as 
part of the project and state criteria against 
which these deliverables will be assessed, 
such as cost, timelines, and employee acquies-
cence to compliance standards. This is part of 

The project management 
plan will help ensure 

adherence to an 
implementation timetable 
and budget, and provide 

support for implementation 
of the corporate  

compliance strategy.
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the planning process. From here, compliance 
project execution, monitoring, and controlling 
can take place.

Finally, the project of implementing the 
compliance program can be closed. Of course, 
closing out the process of establishing the 
compliance program is just the beginning. 
Oversight, auditing and monitoring, and train-
ing activities are continuous elements of an 
effective compliance program.

Conclusion
Project management methodology provides 
a means for ensuring delivery of a valuable 
compliance program. Program effectiveness 
is also achieved by allowing resources to be 

efficiently deployed and the introduction of 
a project manager ensures that the tasks are 
completed.6 Increasing acceptance of proj-
ect management across various industries 
indicates that the application of its knowl-
edge, processes, tools, and techniques can 
significantly impact project success.7 The 
health care compliance industry should not 
be an exception. 
 
 
1.  Project Management Body of Knowledge (PMBOK) Guide,  

4th edition. 2008, Project Management Institute, p. 6
2.  Newcombe, Diana: The Use of a Project Management 

Approach in Compliance Programs. The Metropolitan 
Corporate Counsel, p. 7. June 2007. Available at 
http://www.metrocorpcounsel.com/articles/8390/
use-project-management-approach-compliance-programs.

3.  PMBOK, p. 78.
4.  Newcombe.
5.  Newcombe.
6.  Newcombe.
7.  PMBOK, p. 4.
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Driven by efforts to contain both fraud 
and growing costs, regulatory scrutiny 
of hospitals has increased significantly 

since the passage of the Patient Protection 
and Affordable Care Act (PPACA). One of the 
major areas under scrutiny in the hospital 
arena has been the issue of medical necessity 
and short stays, with the Centers for Medicare 
& Medicaid Services (CMS), the Office of the 
Inspector General (OIG), and even private 
payers rejecting claims or recouping dollars ret-
rospectively through audits for denials of short 
stay admissions. With an average of $5,556 per 
Medicare claim1 at risk for hospitals subjected 
to the CMS Recovery Audit (RAC) efforts for 
complex denials, this is clearly a serious finan-
cial risk. Further, the OIG and Department of 
Justice (DOJ) have at times pursued hospitals 
under the False Claims Act for overbilling 
related to short stay admissions. It is clear that, 

in the current environment, hospitals 
need to take steps that could help to 
mitigate the financial and compliance 
risks associated with medical necessity 
and short stays.

the regulatory landscape
Over the past few years, the issue of 
medical necessity and short stays has 
risen to the top of many compliance 
officers’ list of risk areas. It is not hard 
to see why, with this being a focus 
by the RACs, OIG, DOJ, and private 
payers. Given the difference in pay-
ment between an inpatient case and 
an outpatient case, hospitals may face 
significant compliance risk and the 
potential for lost revenue if they fail to 
correctly assess and bill patient status. 
Recently, a hospital reached a settle-
ment with the U.S. government for 
more than $8 million to settle allega-
tions of unnecessary short stay claims 
for Medicare and Medicaid.2 This is 
just one of many recent settlements 
related to this issue.

by Kelly Sauders, Cheryl Golden, Nancy Toll Perilstein, and Joanna Haller

Surviving the ongoing focus 
on medical necessity  
and short stays

 » Create a multi-disciplinary “short stay work group” to address accurate level of care.

 » Review Medicare claims prior to submitting them and promptly correct those not meeting the requirements  
for medical necessity.

 » Verify that the patient’s status in the billing system matches the status ordered by the physician.

 » Verify accurate policies and procedures are in place and reflect current practice.

 » Assess the hospital’s denied claims, particularly current cases related to pre-pay reviews, to mitigate risk.
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However, “getting this right” can be easier 
said than done. Although some hospitals have 
taken steps to improve the accuracy of patient 
status assignment, others have not made 
noticeable progress on this front and remain 
“outliers” in the eyes of the government. 
And it’s not just current cases at risk; both 
the RACs and OIG continue to look at short-
stay inpatient cases as far back as 2010 and 
sometimes earlier in the case of a false claims 
investigation.

A recent survey3 by the American 
Hospital Association (AHA) reported that 
approximately 1,300 hospital survey partici-
pants across the country continued to report 
increases in RAC activity (see Tables 1-3). 
According to this latest AHA quarterly report, 
relative to the prior quarter’s data:

 · Medical record requests are up 21%
 · The number of denials is up 23%
 · The dollar value of denials is up 26%

According to the AHA data, the most 
common reason cited by hospitals for complex 
denials is for short stays that were deemed 
medically unnecessary. In fact, over 60% of 
short stays were denied for “medically neces-
sary care provided in the wrong setting.”

As noted above, the OIG is also focus-
ing on short stays. Indeed, many of the OIG’s 
Hospital Medicare Compliance Reviews4 
show that the major driver behind the pay-
ment error rates is hospital short stays. These 
reports are a useful tool for hospital compli-
ance officers because they highlight the risk 
areas and also provide insight into the govern-
ment’s expectations with respect to short stays. 
Given the government’s apparent success with 
these audits, it is no surprise that this remains 
a focus area and this audit activity is ramping 
up around the country.

In addition to the OIG Hospital Medicare 
Compliance Reviews, the OIG and DOJ have 
initiated a number of investigations into 

table 1: number of raC medical record requests

table 3: Dollar value of raC Denials (in millions)

table 2: number of raC Denials
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the issue of medical necessity of short stays. 
Several hospitals have entered into Corporate 
Integrity Agreements (CIAs) as a result of 
short stay settlements, and additional settle-
ments may be on the way.

The area of medical necessity and short 
stays is complex. The Medicare appeals 
process may add to the complexity in this 
area. Administrative Law Judges (ALJ, the 
third level of appeal) and Medicare Appeals 
Counsel (the fourth level of appeal) have 
upheld denials of inpatient admissions but 
also ordered payment to the hospital as an 
outpatient, including observation services. In a 
July 13, 2012 memo,5 CMS recognized “There 
have been a number of ALJ decisions in recent 
months that uphold a claims administration 
contractor’s denial of inpatient services as 
not reasonable and necessary, but require the 
contractor to pay for the services on an out-
patient basis at an observation level of care.” 
In this memo, CMS reminds providers that 
this applies to very 
specific ALJ deci-
sions and noted it is 
not consistent with 
the Medicare Benefit 
Policy Manual and 
Claims Processing 
Manual instructions. 
CMS instructed that 
it should not be con-
strued or interpreted 
as a change in the 
policy and to con-
tinue to follow existing policy and practices in 
all situations where there is not a conflicting 
ALJ order.

The AHA has also entered into the dis-
cussion. On November 1, 2012, the AHA 
issued a news release6 about a lawsuit filed by 
the AHA against the Department of Health 
and Human Services (HHS) for refusing to 
meet its financial obligations to hospitals for 

services provided to some Medicare patients. 
Per the AHA, at issue is the HHS’s refusal to 
reimburse hospitals for reasonable and neces-
sary care when the government, in hindsight, 
believes that such care could have been pro-
vided on an outpatient basis.

In the November 15, 2012 Federal Register, 
CMS issued the final Medicare Outpatient 
Prospective Payment System (OPPS) update 
for CY 2013,7 which included 350 public com-
ments from hospitals related to rectifying the 
short stay problem. Comments included how 
to remedy the many well-known problems for 
providers and beneficiaries that result when 
a short stay later is found to be inappropri-
ate. CMS summarized the comments, but did 
not respond and did not propose any further 
regulatory or policy changes.

the impact of short stay denials
Short-stay inpatient claims denials and 
recoupments for lack of medical necessity may 

have serious financial 
implications, because 
retrospective deni-
als can result in total 
recoupment of the 
inpatient payment. 
Many of these inpa-
tient claims could 
cost a hospital $5,000 
or more. However, 
if a Medicare claim 
is denied and the 
date of service was 

more than one year prior, under the timely 
filing rules, CMS only allows hospitals to 
receive payment for limited Part B ancillaries. 
Inpatient ancillary services may be paid 
under Medicare Part B when the level of 
care becomes non-covered under Medicare 
Part A or when the Part A benefits are 
exhausted. Medicare Part B inpatient ancil-
lary services include radiology, pathology, 

…at issue is the HHS’s  
refusal to reimburse 
hospitals… when the 

government, in hindsight, 
believes that such care  

could have been provided  
on an outpatient basis.



888-580-8373  www.hcca-info.org 59

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13

electrocardiology, electroencephalography, 
physical therapy, speech pathology, renal 
dialysis, and medical supplies (e.g., prosthetic 
devices, braces, and splints.)

All of this presents significant financial, 
operational, and compliance challenges for 
hospitals, but this can also negatively impact 
patients. Patients who  
are not admitted and 
who remain in out-
patient observation 
status (yet in a physi-
cal bed for one or 
more days) may face 
significantly higher 
out-of-pocket costs. 
Medicare co-insur-
ance may be more 
costly than the Medicare inpatient deductible. 
This can also impact a patient’s ability to qual-
ify for Medicare coverage for a skilled nursing 
facility (SNF) or rehabilitation facility stay. 
Some hospitals, that may be trying to do the 
right thing, perform post-discharge reviews of 
short stays and “self deny” the inpatient hos-
pital claims, but if a patient has already been 
discharged to a SNF, this can invalidate the 
patient’s SNF Medicare coverage for post-acute 
care under Medicare Part A.

These billing issues cause frustration for 
patients and their families and can result in 
significant billing disputes between patients 
and hospitals. Patient billing disputes are 
increasingly familiar, and certainly underscore 
how this issue is causing confusion, frustra-
tion, and dissatisfaction within the industry 
for hospitals and their patients.

Why is it so difficult to get this right?
Hospitals face many challenges when trying 
to “fix” the short stay issues. One common 
challenge is that many hospitals don’t have 
consistent processes and controls to ensure 
that the appropriate patient level of care (i.e., 

status) is determined at the time the patient 
is being hospitalized. Additionally, some hos-
pitals may lack the case management staffing 
necessary to pre-screen patients or may not 
have access to tools like risk-based clinical 
criteria to evaluate a patient’s level of care 
from the various points of entry. Other chal-

lenges include the 
fact that patients may 
enter the hospital and 
be admitted from 
many different points 
of entry, includ-
ing the Emergency 
Department (ED), as 
a direct admission, 
as an unplanned 
admission following 

a planned outpatient surgery, or as a transfer 
from another acute care hospital. To get this 
right, all of these entry points need to be well-
controlled and managed with a consistent and 
compliant process.

The ED is particularly challenging, 
because many hospitals do not have the abil-
ity to keep patients beyond several hours in 
the ED, but may not have the appropriate 
units or beds (such as a clinical decision or 
observation unit) designated to manage short 
stay patients who need to leave the ED but are 
not appropriate for an inpatient admission. 
The ED documentation is critical to substan-
tiate short stay admissions, but it can lack 
or may contradict the required elements to 
support the inpatient admission. Rather than 
documenting the risks or areas of concern sup-
porting inpatient admission, it is common to 
see an ED discharge note that states “patient 
is stable.” If this type of ED discharge note is 
soon followed by an inpatient admission order 
from an attending physician, external review-
ers often point to the ED physician’s discharge 
note as “evidence” that the patient was not sick 
enough to be admitted as an inpatient.

These billing issues  
cause frustration for patients 

and their families and can 
result in significant billing 
disputes between patients  

and hospitals. 
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Further compounding the problem of short 
stays is the “disconnect” between hospital and 
physician coding and billing rules. Because of 
the disconnect, physicians are not impacted like 
the hospital when an inpatient claim is denied. 
Without appropriate case management support 
to advise physicians on the appropriate patient 
level of care and strong physician advisor sup-
port to intervene when there is disagreement, 
patients may end up being admitted to the hos-
pital when they do not meet risk-based clinical 
criteria for inpatient admission.

If a patient is admitted inappropriately, 
hospitals still have an opportunity to identify 
and correct this error. If this is done while the 
patient is still in the hospital, the hospital may 
use Condition Code 44 when submitting the 
Medicare claim.8 This notifies Medicare that 
the patient was admitted, but did not meet 
criteria for admission. Hospitals must also 
notify the patient of any status change while 
they are in the hospital, since this may impact 
their financial obligations. In these cases, the 
hospital would then bill the episode as an 
outpatient claim. Frequent use of Condition 
Code 44 can be indicative of a break-down 
in front-end admission processes and may 
warrant further examination. If the hospital 
doesn’t catch an admission error until after 
the patient is discharged, the hospital should 
avoid billing the claim as inpatient and must 
follow a series of complex billing rules, requir-
ing it to submit multiple Medicare claims for 
the allowable outpatient services.

improving performance and enhancing 
compliance
Hospitals can take some key action steps to 
potentially mitigate compliance risk with medi-
cal necessity and short stays. Some of these 
are discussed in more detail below.

 · Forming a cross-functional oversight 
committee to lead the hospital’s efforts to 
evaluate and enhance processes related to 

short stay admissions can help get buy-in 
from the various stakeholders for process 
changes.

 · Ensuring a leadership champion is in 
place to secure organizational support for 
changes to staffing, workflows, informa-
tion technology, etc.

 · Involving critical stakeholders, including 
case management, utilization review, and 
physicians.

 · Involving the compliance officer to act as a 
regulatory and risk “advisor” and to play a 
role in monitoring and auditing of medical 
necessity short stay claims.

Cross-functional oversight committee
Given the complexity of the short-stay regula-
tions and the degree of external focus, hospitals 
should consider addressing this issue imme-
diately. Some hospitals have been able to 
successfully implement Medicare-compliant 
processes and controls by forming a multi-
disciplinary “short-stay work group” to tackle 
this issue. A work group is typically comprised 
of at least one representative from hospital 
leadership (as an executive sponsor), case 
management and the Utilization Review com-
mittee (including a physician advisor), the ED, 
Admitting, Health Information Management, 
Patient Financial Services, Information 
Technology, Nursing, and potentially other 
highly impacted departments. The work group 
should meet on a routine basis and start with 
an understanding of current patient flow, how 
and when admission orders are created, what 
the hospital’s short stay data currently reveals 
(e.g., Program for Evaluating Payment Patterns 
Electronic Report [PEPPER] and other internal 
data), and how case management is allocating 
staffing to key points of entry.

Involving critical stakeholders
Case managers play a critical role. The case 
manager’s real-time, pre-admission review of 
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potential admissions for appropriate deter-
mination of the level of care (e.g., admit as an 
inpatient, place in observation, or keep as an 
outpatient) is essential. Case managers should 
consistently use risk-based criteria for screen-
ing potential admissions, be appropriately 
trained to use the criteria, and document 
results in real-time. Case managers should 
strive to review 100% of potential admissions 
before the physician 
order is written.

Managing 
patients who pres-
ent to the ED can be 
the biggest challenge 
hospitals face with 
respect to medical 
necessity and short 
stays. Not all patients 
can be quickly treated 
and released, and 
some may not meet 
inpatient admissions 
criteria. Having an 
experienced and com-
petent case manager 
pre-screening these types of cases in the ED 
is critical. Depending on the volume within 
a hospital’s ED, more than one case manager 
may be required for some or all of the day. 
A case manager can facilitate the appropriate 
placement of patients within the hospital (e.g., 
admit, place in observation, or keep as out-
patient) and should also be available to assist 
with the disposition of patients released to 
home, to a SNF, or to another safe discharge 
location. If a potential admission does not 
appear to meet the risk-based clinical criteria, 
the case manager should discuss the case with 
the attending physician on a timely basis and 
involve the physician advisor if needed.

Another important role is the admissions 
case manager who can facilitate the appropri-
ate hospitalization of all patients who enter 

from areas other than the ED. These include 
direct admits, transfers, and admissions from 
areas within the hospital, including surgery 
and other diagnostic or procedural areas.

When a physician calls the hospital to 
directly admit a patient, the call should be 
routed to an admissions case manager for 
assistance with appropriate determination of 
patient level of care (e.g., inpatient or obser-

vation). Another 
important role of 
the admissions case 
manager is to review 
all scheduled elective 
surgical admissions 
to assess patient 
status at least sev-
eral days before a 
scheduled procedure. 
The surgical offices 
booking these pro-
cedures should be 
required to include 
the procedure code at 
the time of booking. 
This will also allow 

the admissions case manager to compare the 
procedure code to the Medicare inpatient-
only list and ensure that an inpatient order is 
obtained prior to these procedures. If a hospi-
tal inadvertently books these types of cases for 
Medicare as outpatient and does not obtain an 
inpatient admissions order, the hospital may 
not be able to bill for the case.

In addition to the case management role, a 
hospital’s Utilization Review (UR) committee 
should also play an integral role in manag-
ing and monitoring short stays. Under the 
Medicare Conditions of Participation (COPs), 
hospitals are required to have an operating 
UR committee and UR plan. Further, Medicare 
guidelines require the hospital to perform an 
internal utilization review of any changes in 
patient status from inpatient to outpatient. 

Managing patients who 
present to the ED can be  

the biggest challenge 
hospitals face… Having  

an experienced and 
competent case manager  

pre-screening these  
types of cases in the  

ED is critical. 



888-580-8373  www.hcca-info.org 63

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13

As noted earlier, any admissions that do not 
meet risk-based criteria for admission should 
be promptly referred to a physician advisor 
designated by the UR committee.

The physician advisor reviews cases, speaks 
with the admitting physician, renders a final 
decision, or seeks additional UR committee 
input. The determination that an admission is 
not medically necessary can be made by one 
member of the UR committee if the treating 
physician concurs (or fails to present a view) or 
two members of the UR committee in all other 
cases. In all cases, as stated in the Medicare 
COPs, the UR committee must consult with the 
practitioner. In addition to getting involved in 
individual cases, many UR committees prepare 
robust agendas and also review the quarterly 
PEPPER, internal Medicare and RAC denial 
data, and other internal monitoring data related 
to short stay admissions and observation cases.

Key to having an effective process to 
manage short stays is the physician advisor 
role. Depending on a hospital’s size and 
admissions volume, this may be a full-time 
or part-time role. Ideally, the physician advi-
sor should have formal training in utilization 
review, compliance, and quality, and a solid 
understanding of the Medicare COPs and 
Medicare requirements. The physician advisor 
should work closely and collaboratively as a 
partner with case management.

Regardless of who is discussing patient 
status with the hospital’s attending physi-
cians, it is important to emphasize clear 
documentation in physician admission orders. 
A physician order to simply “admit” may not 
be sufficient to support an admission in the 
eyes of many external reviewers. Rather, the 
attending physician needs to clearly document 
the severity of signs and symptoms, a dif-
ferential diagnosis, the clinical predictability 
of something adverse happening, and a plan 
for management of a patient who requires an 
inpatient setting. Unfortunately, physician 

documentation for short stays can fall short of 
these guidelines, placing the hospital at risk 
for denial of the stay.

A hospital’s clinical documentation 
improvement program can also help, but many 
of these programs only “follow” the patient 
after the first or second day of admission, 
rather than from the time the patient enters 
the hospital.

The role of compliance
As a compliance officer, you may choose to 
first evaluate your hospital’s risk for medical 
necessity and short stays. A first step can be 
obtaining the latest PEPPER and identifying 
any areas where the hospital is an outlier with 
respect to short stays.

However, PEPPER data is six months old, 
so understanding the current process is also 
critical. One best practice is to inquire about 
case management presence in some of the key 
points of entry, as noted above, as well as any 
post-discharge reviews case management may 
perform on short stay discharges. It is also 
helpful to obtain the UR committee charter 
and work plan, and also read recent meeting 
minutes to see the extent to which short stays 
are being monitored by the UR committee. 
Another good source of information is cur-
rent hospital performance on the Medicare 
pre-payment reviews from the Medicare 
Administrative Contractors (MACs). Patterns 
or trends in short stay denials related to cer-
tain diagnoses could indicate the need for 
further inquiry and controls.

Once you have an understanding of the 
data currently available, and have identi-
fied who is monitoring it and how key points 
of entry are being “controlled,” you should 
develop a Compliance department plan for 
monitoring short stay hospitalizations. Some 
of this may be conducted via data analysis 
(e.g., Medicare volume of 0-1 day inpatient 
stays, observation stays greater than 48 hours, 
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PEPPER results, Medicare pre-payment review 
results). Some hospitals have even used the 
PEPPER as a model to create an “Internal 
PEPPER” to assist with regular monthly 
monitoring. This can be done by following 
the instructions provided in the PEPPER rela-
tive to the calculation of the number of cases 
reported by type.

Conclusion
It is clear that the issue of short stay admis-
sions may pose a high degree of financial and 
compliance risk. Given the intense scrutiny, it is 
important for hospitals to understand and take 
action as needed to mitigate this risk. As hospitals 
take steps to mitigate this risk, the compliance 
officer can play an invaluable role in serving as 
an advisor on regulatory matters, an internal 
consultant on new processes and controls, and 
a resource within the organization to support 
ongoing monitoring and auditing efforts.  
 
Note: This article was written prior to March 13, 2013, 
when 1455R was released. 

This article contains general information only and Deloitte 
is not, by means of this article, rendering accounting, busi-
ness, financial, investment, legal, tax, or other professional 
advice or services. This article is not a substitute for such 
professional advice or services, nor should it be used as a 
basis for any decision or action that may affect your busi-
ness. Before making any decision or taking any action that 
may affect your business, you should consult a qualified 
professional advisor. Deloitte shall not be responsible for 
any loss sustained by any person who relies on this article.
 
 
 
 
1.  American Hospital Association: RACTRAC Survey, 3rd Quarter 2012, 

November 30, 2012. Available at http://www.aha.org/content/12/ 
12Q3ractracresults.pdf

2.  United States Attorney’s Office Eastern District of North Carolina, press 
release: WakeMed enters into $8 million settlement to resolve investigation 
concerning outpatient hospital visits billed to Medicare as inpatient 
hospital stays. December 19, 2012. Available at http://www.justice.gov/
usao/nce/press/2012/2012-dec-19.html

3.  American Hospital Association: RACTRAC Survey, 3rd Quarter 2012, 
November 30, 2012.

4.  See https://oig.hhs.gov/reports-and-publications/oas/cms.asp for the  
OIG report.

5.  Department of Health and Human Services/CMS: Administrative Law 
Judge Decisions. July 13, 2012. Available at http://www.wachler.com/ 
files/cms_memorandum_re_effectuating_part_b_reimbursement.pdf

6.  The American Hospital Association, et al v. Secretary of Health and Human 
Services. U.S. District Court for DC, Case No. 1:12-cv-1770. Available at 
http://www.aha.org/content/12/121101-aha-hhs-medicare-com.pdf

7.  Federal Register, vol 77, no. 221, Nov 15, 2012. Hospital Outpatient 
Prospective Payment and Ambulatory Surgical Center Payment Systems 
and Quality Reporting Programs. Available at http://www.gpo.gov/ 
fdsys/pkg/FR-2012-11-15/pdf/2012-26902.pdf

8.  CMS: CMS Manual System Pub. 100-04 Medicare Claims Processing. 
Available at https://www.cms.gov/transmittals/downloads/R299CP.pdf

Don’t forget to earn CEUs for this issue
Complete the Compliance Today CEU quiz for the  
articles below from this issue:

 · Complying with the new HIPAA Omnibus Rule: Part 2 
by Adam H. Greene and Rebecca L. Williams (page 31)

 · Billing compliance under the Incident To provision: 
What’s the risk? 
by Kelly C. Loya and Cara Friederich (page 39)

 · Surviving the ongoing focus on medical necessity  
and short stays 
by Kelly Sauders, Cheryl Golden, Nancy Toll Perilstein,  
and Joanna Haller (page 56)

To complete a quiz: Visit www.hcca-info.org/quiz,  
log in with your username and password, select  
a quiz, and answer the questions. The online quiz is 
self-scoring and you will see your results immediately.

You may also email, fax, or mail the completed quiz.

EmAIl: ccb @ compliancecertification.org

FAx: 952-988-0146

mAIl:  Compliance Certification Board 
6500 Barrie Road, Suite 250 
Minneapolis, MN 55435 
United States

To receive one (1) CEU for successfully 
completing the quiz: You must answer at least  
three questions correctly. Only the first attempt  
at each quiz will be accepted. Each quiz is valid  
for 12 months, beginning on the first day of the month 
of issue. Quizzes received after the expiration date 
indicated on the quiz will not be accepted.

Questions: Call CCB at 888-580-8373.

http://www.justice.gov/usao/nce/press/2012/2012-dec-19.html
http://www.justice.gov/usao/nce/press/2012/2012-dec-19.html
https://oig.hhs.gov/reports-and-publications/oas/cms.asp
http://www.wachler.com/files/cms_memorandum_re_effectuating_part_b_reimbursement.pdf
http://www.wachler.com/files/cms_memorandum_re_effectuating_part_b_reimbursement.pdf
http://www.aha.org/content/12/121101-aha-hhs-medicare-com.pdf
http://www.gpo.gov/fdsys/pkg/FR-2012-11-15/pdf/2012-26902.pdf
http://www.gpo.gov/fdsys/pkg/FR-2012-11-15/pdf/2012-26902.pdf


s  cializes s cialize
www.facebook.com/HCCA 
Join 3,800 fans on the HCCA 
Facebook page. Get the latest 
health care compliance news in 
your feed. Share your thoughts in 
the photo comments.

www.twitter.com/theHCCA 
Follow @theHCCA on Twitter for 
the latest #healthcare #compliance 
news. You can also ask HCCA 
questions by mentioning @theHCCA 
in your tweet. 

www.YouTube.com/ComplianceVideos
Watch compliance videos on our YouTube Channel

www.hcca-info.org/Linkedin 

Over 14,000 
HCCA Linkedin 
Group Members 

discuss the latest health care 
compliance news. 

Also, you can follow the new 
HCCA Linkedin Company page 
for health care news and HCCA 
updates. www.hcca-info.org/Li 

 : People hate compliance training; they 
don’t remember it and they don’t take 
it seriously! How do you reverse that 
trend? http://bit.ly/trainingcompliance 

 : After a Data Breach, Do You 
Need an Investigator or a Lawyer? 
http://bit.ly/breachlawyer 

 : What Do I Need To Do to Comply 
with the HITECH Omnibus 
Rule? (the short version, please) 
http://bit.ly/hitechomnibus 

 : Kaiser Permanente Is Seen as Face of 
Future Health Care—One problem: it 
failed in a major way in NYS’s Capital 
District in the late 1990s, when it took 
over an existing Staff Model HMO, 
CHP. Does this model work without 
capitation, an idea whose time has 
not yet come outside of California? 
What does this portend for ACOs 
generally? http://bit.ly/kpfuture 

hcca-hccanet-socialize-may-ct-1pg-ad.indd   1 4/19/13   2:11 PM



888-580-8373  www.hcca-info.org 67

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13

Implementation of the new ICD-10 codes 
that classify health problems and dis-
eases has proved an enormous tactical 

and strategic effort for health care payers and 
providers alike. There is evidence that the 
health care sector is struggling with the task, 
particularly on the provider side, according to 
Healthcare IT News.1 Many organizations are 
searching for a strategy that will allow them 
to implement the new codes with the least dis-
ruption to their business and their mission to 
provide appropriate care to millions of people.

scope of the problem
The reason implementation of ICD-10 has 
been so difficult is that there is scarcely a 
department or position not affected by the 
change. From physician to medical technician, 
from chief information officer to coder, just 
about every employee of a health care-related 
organization is involved, the only exception 
being non-patient-care-related jobs such as 
cleaning staff or cafeteria workers. Everyone 
who touches a patient or is involved in the 

payment process is affected, each 
somewhat differently.

ICD-10 will increase the number 
of codes for claims processing sig-
nificantly. Diagnosis codes will grow 
from 14,000 under ICD-9 to 69,000 
under ICD-10; procedure codes will 
expand from 3,000 under ICD-9 to 
71,000 under ICD-10.2 Somehow, 
around 1 million individuals and 
thousands of companies must succeed 
in shifting to ICD-10 in a consistent, 
coherent manner, such that everyone 
has the same understanding of how 
to use the new codes. Otherwise, both 
patient care and the insurance process 
could be disrupted, which may be 
costly and could impact the quality 
of care.

rewards of implementing iCD-10
The rewards for successfully implementing 
ICD-10 are great, however. The Centers for 
Medicaid & Medicare Services (CMS) has 
outlined the following nine benefits resulting 
from the increased specificity and granularity 
of ICD-10:

 · Measuring the quality, safety, and efficacy 
of care

by Susan Haseley and Jeffrey Strauss

ICD-10: Payer and provider 
implementation strategies

 » ICd-10 impacts virtually the entire enterprise in both payer and payee organizations.

 » It is a massively complex undertaking that affects huge numbers of health care industry workers.

 » ICd-10 will yield significant benefits to patients, payers, and payees—including long-term savings.

 » Successful implementation depends on the collaboration of payers and payees to ensure that everyone has the same  
understanding of how the ICd-10 codes are used.

 » Create a structured, strategic blueprint for implementation that will deliver the best results and create the least disruption.
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Strauss
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 · Designing payment systems and process-
ing claims for reimbursement

 · Conducting research, epidemiological 
studies, and clinical trials

 · Setting health policy
 · Planning for operations and designing 

health care delivery systems
 · Monitoring resource utilization
 · Improving clinical, financial, and 

administrative performance
 · Preventing and detecting health care  

fraud and abuse
 · Tracking public concerns and assessing 

risks of adverse public health events

Overall, ICD-10 
can be expected to 
improve the qual-
ity of care and save 
money. In the mean-
time, estimates of 
the cost by health 
care providers range 
from $50 million 
to more than $100 
million, and insur-
ers’ estimates range 
from $38 million to 
$1.7 billion. This is not small change, and poor 
implementation could drive costs even higher.

strategy for success
Collaboration between the two sides of the 
industry promises successful implementation 
for both providers and payers. Corporations 
are typically not accustomed to sharing sensi-
tive information about massive organizational 
change initiatives, but this may be the best 
possible way to tackle this huge and complex 
effort. If the people who record the ICD-10 
codes on the provider side and those who 
interpret and act on the codes on the payer 
side have a common understanding of how 
to use the codes—and have gone through 

training that inculcates the same processes 
and procedures—a successful outcome is far 
more likely. Conversely, if everyone hunkers 
down and insists on playing solo, misunder-
standings and confusion will reign.

The Journal of the American Medical 
Association’s blog specifically calls out payer/
provider collaboration as the road to success-
ful ICD-10 implementation. Noting that “the 
right hand feeds the left,” a recent blog post 
suggests that “this could be an opportunity 
for insurance providers to help their care pro-
vider partners who seem to be struggling with 
needs assessments, IT renovation plans, test-
ing, and more.” The post concludes: “The good 

news from a vendor 
standpoint, both sides 
are embracing they 
can’t do this alone. 
Technology provid-
ers have the tools and 
knowledge to make 
all these regulations 
a reality—stabilizing 
the complexity while 
ensuring projects are 
completed on time 
and on budget.”3

A key area where payers and providers  
can collaborate is documentation training and 
coder management. As George Schwend, Chief  
Executive Officer of Health Language, Inc., notes:

…this is where collaborative partnerships 
between providers and payers could lead 
to the creation of co-strategies for limit-
ing the risk of financial variance during 
conversion. With the conversion to the 
5010 electronic transaction standards, the 
industry has already started conversa-
tions about the technical capabilities of 
each partner to exchange ICD-10 data, but 
the next step is to engage in conversations 
about the right codes to use. Without this 

Collaboration between the 
two sides of the industry 

promises successful 
implementation for  

both providers  
and payers.
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kind of strategic communication, contract 
negotiations and claims reimbursement 
could be adversely impacted. Because the 
ICD-10 conversion poses similar challenges 
and risks for all providers and payers, 
there is an incentive for both parties to 
work together to ensure that the transition 
occurs as seamlessly as possible.4

Payers and providers need to work 
together to develop formal guidelines for 
coding and mapping ICD-9 data to ICD-10 
(and vice versa, because ICD-9 coding will 
still be in play until older documentation 
has moved out of the pipeline). Together, 
providers and payers need to come up with 
“crosswalks” that show how to get from ICD-9 
codes to the new ICD-10 codes and establish 
general equivalencies. Payers and providers 
will then have a mutual understanding of how 
to treat the migration, and fewer errors and 
misunderstandings will result. CMS has estab-
lished standard general equivalency maps,5 
but they fluctuate depending on the region, 
type of hospital, type of provider, and type of 
payer. Therefore, they do not provide a road-
map, but rather the foundation from which 
payers and providers can work together to 
establish guidelines.

the big picture
There are six key steps payers and providers 
should follow in undertaking the transition 
to ICD-10.
1. Create a plan to identify where and how 

ICD-10 affects the organization.  
Most are aware of the impact on health 
information management staff and systems. 
However, ICD-10 will also affect every core 
process, system, interface, and associate in 
the organization: On the provider side,  
it will affect:
• Patient access
• Nurses

• Case managers
• Quality assurance
• Patient review
• Claims review
• Payer contract management
• Compliance
• Auditors
• Inpatient and outpatient coders
• Senior management
• Human resources
On the payer side it will affect:
• Senior management
• Analysts
• Nurses and physician advisers
• Actuarial staff
• Quality assurance utilization review
• Claims review and clinical coding auditors
• Medical management
• Customer call center staff
• Contract management
• Network development/provider relations
• Human resources
• Training

2. Talk with external advisers.  
Even if the organization believes it can 
go it alone, it should consult external 
advisers and understand their perspec-
tive gained from working with other 
organizations.

3. Consider the impact education will have 
on existing operations.  
All staff will not require the same level 
of education. Technology platforms are 
emerging to assist with ICD-10 education 
efforts. Management and the existing 
ICD-10 implementation team should 
understand the education resources 
needed and what is available to them.

4. Remember your physician network.  
Employed physicians and their staff will 
be part of the plan. Given the Stark Law 
and other regulations, consider how inde-
pendent physicians and their staff will 
participate in the training.
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Daily Tasks 
• Enable time tracking 

Weekly Tasks 
• Create weekly project variance 

reports 
• Consolidate weekly status reports 

Monthly Tasks 
• Create resource utilization metrics 
• Create/update resource forecast 

Daily Tasks 
      •    Update master project inventory   

listing 
      • Coordinate completion of project 

request documentation 
Weekly Tasks 

      • Provide updates to project 
business cases 

• Summarize project economics 
Monthly Tasks 

• Review project business cases 
• Review project forecasts 

Daily Tasks 
•   Obtain issue-tracking updates 
•   Obtain risk migration updates 
•   Update risks and issues list  

Weekly Tasks 
• Provide weekly summary of 

risks and issues 
• Coordinate monitoring and    

remediation activities 
Monthly Tasks 

• Review project issue metrics 
• Review project risk metrics 
• Produce summary trend reports

Daily Tasks 
• Provide ongoing commun-

ication as needed 
Weekly Tasks 

• Conduct weekly status call with 
appropriate stakeholders 

• Provide overview of project inventory 
• Provide updates to any revised PMO 

processes 
Monthly Tasks 

• Provide status updates to executive 
sponsors 

Resource 
Management

Work Stream 
Management 

Communi-
cation 

Issue/Risk 
Management 

   

figure 1:  responsibilities of the steering committee and subcommittees

figure 2: Blueprint for the steering committee

Stage 1 
Impact Assessment 

Stage 2 
Implement & Go-Live 

Prep 

Stage 3 
Go-Live 

Scope Analyze Recommend & 
Design 

Implement Sustain 

• Develop 
communication 
strategy 

• Create 
implementation teams 

• Identify key contacts 
• Facilitate kickoff 

meeting 
• Distribute document 

request list and  
applicable surveys, 
and schedule 
interviews
 

• Create inventory

• Evaluate survey 
responses and review 
documentation 

• Conduct interviews 
• Evaluate impact to areas 

based on organizational 
strategy 

• Assess IT changes/
impacts 

• Assess clinical 
documentation 
improvement program 

• Assess third-party 
ICD-10 readiness 

• Develop preliminary 
listings of findings and 
implementation options 

• Establish 
organization 
implementation 
strategy 

• Confirm project 
plan / work
breakdown
structure 

• Finalize budget 
for ICD-10 
transition 

• Follow up on 
third-party ICD-10 
readiness 

• Create staff 
education/ 
awareness 
program 

• Implement clinical 
documentation 
improvement 
program 

• Update IT 
systems, software 
and applications 

• Educate staff 
about: 
- New systems 
- New code set 

• Execute 
communication 
strategy 

• Go-live 
preparation 
- Test claims 

transactions and 
coding accuracy 

- Assess 
potential 
reimbursement 
impact  

• Monitor clinical 
documentation 
improvement 
program 
effectiveness 

• Maintain 
communication 
channels 
- Internal 

(executives, 
staff) 

- External 
(third parties) 

• Monitor and 
resolve post-
implementation 
issues 

• Monitor coding 
accuracy and 
productivity 

• Continuing staff 
education and 
program 
updates 

•  Develop financial 
   analysis

Source: Protiviti Inc.

Source: Protiviti Inc.



888-580-8373  www.hcca-info.org 71

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

13

5. Think about contingency planning.  
Many challenges will arise during the 
implementation process. Conduct a proj-
ect risk assessment and scenario plan. 
Understand the potential for increases 
in unbilled accounts receivable, delays in 
reimbursement, reduced coder productiv-
ity, and increased denials.

6. Don’t overlook managed care contracts.  
Expect to see “recoding” analysis efforts 
to gauge the impact of historical informa-
tion using ICD-10, and expect managed 
care companies to use this information in 
negotiations. Payers and providers will be 
looking at all contracts where reimburse-
ment is based on specific codes.

implementation blueprint
The first step in implementing ICD-10 is to 
establish a steering committee tasked with 
overall responsibility for implementation. 
This should include representatives from every 
group affected. Subcommittees under the direc-
tion of the steering committee can work on the 
requirements of specific job functions and their 
needs for IT support, training, and processes.

There are four areas for which the steering 
committee has overall responsibility (see figure 1).

The steering committee will guide the 
implementation through three phases: impact 
assessment, implementation and go-live prep-
aration, and go-live. Each of these phases are 
detailed in figure 2.

Every payer and provider should have an 
interdisciplinary steering committee, working 
together to plan and implement ICD-10 with as 
much awareness as possible of the needs and 
constraints of all functions affected. The old 
model of every department working in its own 
isolated silo must shift to a new collaborative 
model to ensure successful ICD-10 imple-
mentation with the least pain and the most 
gain possible. 
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Goldman

The final rule of the Physician Payment 
Sunshine Act (PPSA) was published 
in the Federal Register on February 8, 

2013.1 Anxiously awaited by the health care 
industry and public alike, the publishing of the 
final rule brings to an end the uncertainty for 

applicable manufacturers and group 
purchasing organizations (GPOs) of 
whether or not they would be required 
to report. Now the challenge of trying 
to figure out how to collect and report 
the data begins in earnest. The rush 
is on for applicable manufacturers 
and GPOs to ensure their organiza-
tion’s processes and systems are ready 

and able to report the data to the Centers for 
Medicare & Medicaid Services (CMS) by the 
deadline of March 31, 2014.

However, the publication of the final rule 
has not provided any more clarity for hospitals 
and physicians as to what exactly they need to 
be doing to prepare, nor does it clarify what 

the impact of such reporting will be on them. 
Aside from providing an opportunity to review 
data posted about them, PPSA is silent about 
the objects of the disclosures, and it places no 
statutory obligations on them. As a result of 
the PPSA, a great deal of information about 
physicians’ and teaching hospitals’ financial 
interactions with industry (which has long 
been either unavailable to the majority of the 
public or at least difficult to come by) will now 
be readily available. While the impact of such 
availability is uncertain, it would be unwise for 
hospitals and physicians to completely ignore 
such information in the context of their conflict-
of-interest assessment and management.

The standard process by which hospitals 
have monitored financial relationships with 
industry has relied almost completely on indi-
vidual disclosure up to now. These disclosures 
have been collected on an annual or transac-
tional basis triggered by specific events, such 
as seeking permission to perform research 
studies. However, proactive review of publicly 
available information has not been part of 
standard review for most institutions—often 

by Leon Goldman, Md

Conflict of interest management 
after the Physician Payment 
Sunshine Act

 » The PPSA public database will not replace institutional self-disclosure.

 » Both public disclosure information and locally self-disclosed information will need to be monitored.

 » Organizations will need a process/system to collect public disclosures, compare to self-disclosed data, and resolve/explain 
discrepancies.

 » Presenting publicly disclosed information to the clinicians during their self-disclosure process will help improve the accuracy  
of their reports.

 » Having an easily downloadable, searchable, and aggregated database may change how disclosures are managed.

Leon Goldman (leon@kyru.us) is Chief Privacy Officer with Kyruus, Inc.,  

in Boston. 
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because the perceived benefit of implementing 
such a process has not outweighed the cost of 
review, in both dollars and time. But that may 
be changing now as PPSA mandates not only 
the collection of a vast amount of information 
about “covered recipients,” but also the cre-
ation of an easily downloadable, searchable, 
and aggregated database, making the informa-
tion readily available to anyone who wishes 
to see it. How and to what extent this will 
actually change the 
playing field is yet to 
be known; however, 
one can reasonably 
postulate that it will 
change the way orga-
nizations manage 
conflict-of-interest 
disclosures.

For the first time, 
this database (as best 
we can guess) will provide the public, regula-
tors, and the media with ready access to a vast 
amount of information. Although some infor-
mation is already available via select states’ 
reporting and approximately 50 companies 
currently disclosing, PPSA will significantly 
increase the amount of information available 
to the public.

At Kyruus, Inc., we project that PPSA will 
provide data covering:

 · more than 3 million public industry payment 
disclosures amounting to over $4 billion;

 · more than 700,000 health care professionals 
indicated with public industry payment 
disclosures; and

 · more than 1,500 companies disclosing 
payments

We have little doubt that agencies, such as 
the National Institutes of Health, will use the 
information as a way to “verify” what they are 
told by their grant applicants.2 The media, too, 
will see the data as an interesting source of 

information for investigative reporting. Lastly, 
individual patients and families will likely use 
the data to become more informed about their 
physicians and the relationships those physi-
cians have with industry. Given all who will 
likely use the data, it behooves hospitals and 
covered recipients to be aware of the data.

As already noted, institutions and others 
have historically relied on physician self-disclo-
sure to monitor relationships that might create 

a conflict of interest. 
However, many stud-
ies have shown that 
self-disclosure misses 
some relationships 
that may be relevant 
to administrators 
who are trying to 
assess the presence or 
absence of conflicts 
of interest.3,4 Our 

internal work has shown that the discrepan-
cies between self-reported data and publicly 
available records may be as high as 79%. The 
reasons for such discrepancies may not always 
be a conscious effort to deceive or hide a pay-
ment. In many cases, human factors that range 
from simply forgetting a specific payment or 
lack of clarity around the relevance of a given 
relationship may be the cause. However, it is 
clear that self-disclosure alone does not provide 
the most complete or most reliable information 
upon which to make decisions—and perception 
may be as important as reality when this dis-
crepancy is revealed to the public or regulators.

Discrepancies will be further complicated 
by the report timing of the PPSA. Because the 
public database will be an after-the-fact event, 
such a public database will not relieve insti-
tutions of the need to gather information on 
their own, as they have been doing up to this 
point. This is because:
1. The annual posting of the data may not pro-

vide adequate information for organizations 

…perception may be  
as important as reality  
when this discrepancy  
is revealed to the public  

or regulators.
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to fulfill their transactional obligations for 
events such as accepting payment from the 
Public Health Service for funded research.

2. The PPSA database will contain nothing 
about non-physicians receiving payments 
or transfers of value about which the orga-
nizational policies require disclosure.

3. There may be payments to physicians 
that need to be disclosed under an orga-
nization’s policies, but which are exempt 
from reporting under the PPSA and can 
only be discovered through an active 
disclosure process.

4. Consolidation of reporting by manufactures 
may make the information that is reported 
less useful to the institution for their assess-
ment need. Again—the institution will 
need to continue to monitor data internally 
to understand what PPSA will mean for 
them and what they need to do.

Finally, there is the dilemma of what will 
happen to all the current disclosure sites 
mandated by state law or corporate integrity 
agreements (CIA). The final rule does address 
the preemption of state databases: the new 
federal rule will preempt state collection 
which has historically required an applicable 
manufacturer to disclose or report, in any 
format, the type of information regarding the 
payment or other transfer of value required to 
be reported under the rule.5 However, it does 
not clearly address the collection of informa-
tion for those under a CIA. It is likely that the 
Office of the Inspector General will revisit the 
CIA requirements, but as of now, this remains 
up in the air. With some CIAs requiring 
quarterly posting of payments, it is possible 
that there will be multiple public sites with 
discrepant information that will add to any 
confusion that occurs. For teaching hospitals 
and for physicians themselves, understanding 
and resolving these differences may become 
important and time consuming.

What happens to the assessment and man-
agement of conflicts of interest moving into the 
future? As noted above, just relying on self-
disclosures can no longer suffice. Up to now, 
self-disclosure was not completely reliable and 
was fraught with errors,4 but it was essentially 
all there was. Going forward, just relying on 
what is publicly disclosed will not satisfy the 
institution’s needs. Institutions will need to be 
able to both collect disclosures and to verify 
these disclosures through public data.

Best practices will move organizations to 
develop policies and procedures that actively 
collect disclosure information from affected 
individuals, to actively monitor publicly avail-
able information, and to resolve apparent 
discrepancies caused by a myriad of confound-
ing variables, such as inconsistent reporting 
periods. In addition, we believe that because self-
disclosure is associated with significant errors of 
omission, a best practice will include presenting 
the public information to the physician at the 
time of their providing a self-disclosure. This will 
improve the accuracy of the disclosure and allow 
for identification of disputed information so it 
can be flagged and followed up. Organizations 
will have more control of the information and 
be able to reconcile discrepancies, identify and 
eliminate problem areas, and respond quickly to 
both public and regulatory inquiries. This repre-
sents a significant change from current practice 
and will require an investment in personnel and 
systems. How big an investment this will require 
remains to be seen. Although PPSA may make it 
easier than it is today to gather public disclosure 
information, it may still be more than many orga-
nizations wish to take on alone. 
 
 
 
1.  78 FR 9457
2.  Goldman, L: “Ignore at your peril what others know about your 

organization.” Compliance Today, June 2012, pp 32-35
3.  Okike K, Kocker MS, Wei EX, et al: “Accuracy of Conflict-of-Interest 

Disclosures Reported by Physicians.” N Engl J Med 2009;361:1446-74.
4.  Weinfurt KP, Seils DM, Tzeng JP, Lin L, Schulman KA, et al: 

“Consistency of Financial Interest Disclosures in the Biomedical 
Literature: The Case of Coronary Stents.” PLoS ONE: 3(5); 
May 7, 2008. Available at http://www.plosone.org/article/
info%3Adoi%2F10.1371%2Fjournal.pone.0002128

5.  42 CFR § 403.914(a)
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Effective workplace investigations are equal parts art and science. 
Meric Bloch has mastered both aspects through years of hard-
earned experience. In this book, he details the strategies and tactics 
he knows work best. His practical guidance will help readers learn 
to plan and conduct thorough investigations and turn the results 
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Wright

Confusion regarding the requirements 
for notifying Medicare beneficiaries  
of their eligibility for services during  

a Part A stay has left many skilled nursing  
facilities (SNF) facing potential financial 
liability and possible violations of resident 

rights. According to the Centers 
for Medicare & Medicaid Services 
(CMS), facilities are required to notify 
beneficiaries or their authorized 
representative of their impending 
financial liability prior to services 
being initiated, decreased, or ter-
minated.1 Form CMS-10055 Skilled 
Nursing Facility Advance Beneficiary 

Notice2 (SNFABN) was developed to provide 
beneficiaries with advanced notice of future 
non-covered extended care services. The pur-
pose of this form is to help beneficiaries make 
an informed choice about whether or not they 
want to receive these items or services, know-
ing that they might have to pay for them out of 
pocket or with other insurance benefits.

triggering events
CMS has identified certain triggering events 
that require a SNFABN to be obtained from a 
resident or authorized representative. These 
events include:

 · initiation of services such as physician-
ordered extended care services or items 
that do not meet medical necessity;

 · a reduction in frequency of physician-
ordered items or services; and

 · a proposal to terminate physician-ordered 
items or services.

One of the main triggering events that 
impacts nursing facilities is when services 
are reduced or terminated and the resident 
remains at the facility, continuing to receive 
custodial care, or in other terms, non-Medi-
care covered long-term care services. Under 
section 70 of the Medicare Claims Processing 
Manual,3 custodial care is listed as a statutory 
exclusion, and when services are reduced to 
custodial care, a SNFABN should be executed. 
This is a situation where facilities may fail at 
notifying residents of their financial respon-
sibility for the non-covered services, leaving 

by Wendy Wright, CHC, CPC, CPMA, CEMC

SNF Advance Beneficiary Notice: 
Avoiding financial liability  
and Medicare sanctions

 » Skilled nursing facility (SNF) residents must be notified when non-covered services are initiated, reduced, or terminated.

 » A properly executed SNFABN will protect the nursing facility from financial liability.

 » When notifying residents of financial liability, facilities must explain to residents orally and in writing.

 » Non-compliance with program instructions increases the risk of facility sanctions under Medicare.

 » Proper staff education and training on administering SNFABN is essential to ensuring compliance with Medicare guidelines.

Wendy Wright (wrightw@caromonthealth.org) is Manager of Corporate 

Responsibility at CaroMont Health, a health care system with seven affiliates, 

including a skilled nursing facility and rehabilitation center, in Gastonia, NC. 
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the facility open to financial liability and 
sanctions under the Medicare Conditions of 
Participation (CoP).

executing the snfaBn
When executing the SNFABN, the facility must 
insure that the execution occurs in advance 
of the services being rendered and in a timely 
manner. CMS requires that when a triggering 
event happens, the facility must notify the resi-
dent “well enough in advance” for the resident 
to make other arrangements. SNFABNs given 
the same day may not be considered timely, 
and Medicare can investigate an allegation 
made by the resident in these situations. Some 
facilities choose to 
notify their residents 
(or their authorized 
representatives) 
during the care plan 
meeting that is held to 
discuss the resident’s 
progress with their 
goals. Many facilities 
typically hold care 
plan meetings five 
days prior to chang-
ing the resident’s 
status, at which time 
the SNFABN will be executed. This meets 
Medicare’s requirements for timely notification.

Not only is timely notification required 
when executing a SNFABN, but the notification 
must be easily understood and in a language 
that the resident or authorized representative 
can comprehend what is being asked of them. 
For this purpose, the CMS-10055 SNFABN 
form has an “Items and Services” section 
and a “Because” section and is fully cus-
tomizable. The form is used to explain to the 
resident what types of items and services are 
being changed or withdrawn, why Medicare 
will not cover these items and services, and 
an explanation that financial responsibility 

will be the duty of the resident. When out-
lining the non-covered items and services, 
significant information detailing exactly 
what items or services will not be covered 
should be included. It is not advisable to use 
diagnosis codes, abbreviations, or technical 
language the resident may not understand. 
Also, when stating the reason for the change in 
the “Because” section, the word “because” is 
required to be incorporated into the statement. 
If the Medicare contractor determines that the 
language included in these sections is not com-
prehensible, the SNFABN will not be valid.

When executing the SNFABN, the resident 
or authorized representative will likely ask 

about the cost of such 
items or services. 
This is the opportu-
nity for the facility to 
give an estimated cost 
of the non-covered 
items or services. 
Understanding that a 
final cost may not be 
easily provided, the 
facility must estimate 
fees to the best of 
their ability. On the 
SNFABN form, the 

facility may provide an estimate for each item 
or service, or an aggregate cost for multiple 
items or services on the “estimated cost” line. 
The lack of this information will not void the 
SNFABN, but the facility must be prepared 
and willing to answer any inquiries about cost 
from the resident.

When the facility anticipates that the 
resident no longer meets Medicare Part A 
requirements for skilled services, the resident 
must choose one of two options:

 · Option 1: The resident may disagree with 
the facility’s determination that services 
be terminated or reduced and can choose 
to continue to receive the services and 

Not only is timely  
notification required when 

executing a SNFABN,  
but the notification must be 

easily understood and in  
a language that the resident 
or authorized representative 

can comprehend…
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demand that the facility bill Medicare for 
an official determination.

 · Option 2: The resident agrees with the 
facility’s determination and the resident 
chooses not to receive the non-covered 
items or services.

The facility cannot pre-select either option 
prior to the resident or authorized representa-
tive signing the form. If option 1 is selected, 
once the official determination from Medicare 
is received and the carrier agrees with the 
facility’s determination that the resident does 
not meet the criteria for skilled-level care, the 
resident will be personally and fully respon-
sible for payment of the services. The facility 
is unable to bill the resident for these services 
until the official determination is received. If 
the resident will continue to receive custodial 
care, this should be outlined on the SNFABN 
and verbally explained to the resident or 
authorized representative that the level of care 
the resident is receiving is not considered a 
Medicare covered service.

What if a facility cannot obtain a snfaBn?
Some residents may not be capable of under-
standing financial liabilities and may have an 
authorized representative who handles the resi-
dent’s finances, but lives out of town. In this case, 
the SNF administrator should make telephone 
contact with the resident’s authorized represen-
tative and inform them of the change in status or 
decrease in services. The date the administrator 
spoke with the authorized representative should 
be noted in the margin of the SNFABN and the 
SNFABN should be mailed to the authorized 
representative with instructions to return the 
form to the facility as soon as possible.

Once the facility has received the signed 
copy of the SNFABN, the facility should retain 
the form in the resident’s records and imme-
diately mail a copy of the executed form to the 
authorized representative for their records. 

Some Medicare carriers will accept the date of 
when the conversation occurred as the date of 
execution, whereas other carriers may only rec-
ognize the date in which the form was signed. 
It is suggested that facilities contact their 
Medicare carrier to clarify what their require-
ments are on the executed date. The facility 
cannot shift financial liability to the resident 
when the facility is unable to obtain a SNFABN.

educate staff on requirements
On at least an annual basis, facilities should 
provide training for their staff which includes 
reviewing the requirements for proper execu-
tion of SNFABNs. A facility can tailor the 
training to include situations in which confu-
sion has arisen around the requirements for 
notifying patients of termination of benefits. 
It is particularly important for staff members 
who are involved in the resident’s care to be 
able to identify triggering events or situations 
in which an SNFABN is needed. By provid-
ing proper education and training on these 
requirements, the facility will ensure protec-
tion from sanctions under the Medicare CoP.

Conclusion
SNFs can protect their residents and them-
selves from financial liability with a properly 
executed SNFABN. Residents or their autho-
rized representatives must be notified when 
services initiated, reduced, or terminated will 
result in Medicare non-coverage. Notifying 
the resident or the authorized representative, 
both orally and with the CMS-10055 form, 
in a timely manner will ensure the resident 
is informed and allow them to take part in 
the decision-making for their care and any 
financial liabilities. 
 
 
 
 
1.  42 C.F.R. § 483.10 Resident’s Rights
2.  The form is available at http://www.cms.gov/Medicare/ 

Medicare-General-Information/BNI/downloads/CMS10055.pdf
3.  Medicare Claims Processing Manual, 100-04, Chapter 30, Section 70.  

Available at http://www.cms.gov/Regulations-and-Guidance/
Guidance/Manuals/Downloads/clm104c30.pdf

http://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/Downloads/clm104c30.pdf
http://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/Downloads/clm104c30.pdf
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Shortly after our May 2013 issue went to press, CMS 
issued a new ruling that affected information presented 
in the article on page 31 of that issue. This is a brief 
update to that article.

On March 13, 2013, the Centers for 
Medicare & Medicaid Services (CMS) 
made a significant ruling relating to 

the availability of Medicare Part B payments 
for inpatient claims previously denied by RAC 
contractors. 

Pursuant to the RAC audit pro-
gram, a RAC denial takes back the 
Medicare payment from a provider. 
Most of the time, denials are based 
on a RAC contractor’s decision that 
the inpatient admission was not medi-
cally necessary for the service, and 
therefore, the claim is ineligible for 
Medicare Part A payment. Those 

decisions meant that the provider received no 
Medicare payment for the patient’s treatment 
and services, even for claims where the medi-
cal treatment and services were not disputed 
as medically necessary, and therefore eligible 
for another category of Medicare payment. 
Providers have vigorously argued that an inpa-
tient admission RAC denial should not also 

eliminate permissible Medicare payments for 
the services, and Administrative Law Judges 
(ALJs) started accepting those arguments by 
awarding “partially-favorable” decisions at 
Level 3 RAC appeals. ALJs ordered consider-
ation of Medicare Part B payments for denied 
claims as if services were rendered at an outpa-
tient or “observation level” of care. Those ALJ 
decisions were at odds with CMS’s traditional 
billing policy regarding Part B inpatient claims 
for services beyond those listed in the Medicare 
Benefit Policy Manual (MBPM). The new 
Ruling CMS-1455-R allows providers to submit 
Part B inpatient claims for a more expansive 
range of services upon denial of Part A claims 
during RAC appeals. 

Under the new ruling, a provider may 
submit Part B inpatient claims for services 
beyond those listed in the MBPM when:  
(1) a Medicare review contractor denies the 
Part A inpatient claim upon finding that the 
inpatient admission was not reasonable and 
necessary; (2) the Part B services would have 
been payable to the provider if the beneficiary 
was treated initially as an outpatient; and 
(3) the billed services do not require outpa-
tient status (e.g., outpatient visits, Emergency 
Department visits, and observation services). 

The ruling allows providers to submit claims 
for Part B payment as long as the provider 
withdraws its appeal on the corresponding 

by Jason T. Lundy

RAC update
 » CMS issued a Ruling on March 13, 2013 that modifies treatment of Part B billing for RAC-denied claims.

 » ALJs had been making “partially-favorable” awards for Medicare Part B payments on claims that were denied Part A payment  
due to lack of medical necessity for inpatient admission.

 » Providers may now re-bill RAC-denied claims for Part B inpatient payment at any stage of the RAC appeals process.

 » Providers have to withdraw the appeal for Part A payment on the corresponding claim re-billed to Part B.

 » CMS also issued a proposed rule to formalize the treatment of Part B billing, and comments on the proposed rule were  
accepted until May 17, 2013.

Jason T. Lundy (jlundy@polsinelli.com) is a Shareholder in the Chicago offices 

of Polsinelli PC. 

Lundy
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Part A claim. The ruling applies to Medicare 
claims denied by RAC auditors after March 13,  
2013, or Medicare claims in a pending RAC 
appeal at any level as of March 13, 2013. Going 
forward from this ruling, the scope of RAC 
appeals will be limited to review of Part A 
inpatient claims, and ALJs are no longer per-
mitted to order Part B payment or remand for 
consideration of Part B payment. 

The ruling also sets forth the time period 
within which a provider must bill the Part B 
claims. Generally speaking, providers must 
submit Part B claims within 180 days of receipt 
of an appeal dismissal notice, final or binding 
unfavorable appeal decision, or determination 
of a Part A inpatient claim for which there is 
no pending appeal and for which the hospital 
does not appeal. Further, Part B inpatient and 
outpatient claims filed later than one year 
after the date of service will not be rejected as 
untimely, provided the denied Part A inpatient 
claim was timely filed.

Along with this ruling, CMS concurrently 
released a proposed rule on the Part B inpatient 
billing matter. The proposed rule is similar to 
the March 13 ruling, but has some key differ-
ences, especially relating to time restrictions for 
the Part B re-billing. CMS accepted comments 
on the proposed rule up to May 17, 2013. 
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 · dan L. Edds

 · Christopher K. Goforth

 · Gregory L. Green

 · Steven d. Logan

 · Judith Marshall

 · Gretchen McMasters

 · Robert R. Michalski

 · Calvin M. Morris

 · Anne Nikolai

 · Gina Roper

 · Joyce S. Samet

 · Machelle d. Shields

 · Renee Shimabukuro



Want to become

The Certified in Healthcare Compliance (CHC)® 
designation demonstrates expertise in the 
healthcare compliance field. Earn yours today:

• Meet eligibility requirements in both  
work experience and continuing education

• Pass the CHC exam

• Maintain your designation by earning  
approved continuing education units

Certified in Healthcare 
Compliance (CHC)® ?
Be recognized for your experience and knowledge!

Questions? Contact  
ccb @ compliancecertification.org

For more details on earning and maintaining this 
designation, please find the CHC  Candidate Handbook  
or other information at www.compliancecertification.org 
under the “CHC” tab.
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hCCa welcomes NeW MeMBeRS
aLaBama

 · Mollye Melton, Baptist Health
 · darius Morgan, Baptist Health

aLasKa
 · Jennifer Heath, Geneva Woods Pharmacy, Inc
 · Cynthia Rupe, Cerner

arizona
 · Mary Fritchey, Partners Rx Management, LLC
 · Catherine Hardwick, Freeport McMoRan Copper & Gold
 · Kara Langley, West Yavapai Guidance Clinic
 · Julie Lynk, dignity Health – Chandler Regional & Mercy Gilbert Med Ctrs
 · Gretchen McMasters, Northern Arizona Healthcare
 · Freddy Perales, CVS Caremark

arKansas
 · Ken Hawk, Jefferson Regional Medical Center
 · Carol Jones, Jefferson Regional Medical Center
 · donna Reed, Performance Improvement Link Inc
 · Charnise Virgil, University of Arkansas for Medical Sciences

CaLifornia
 · Sammy Amaba
 · Trent Belliston, Children’s Hospital Central California
 · Carrie Bersot, PricewaterhouseCoopers
 · Jason Brandwene, McKesson Corporation
 · Gail Campanale, Momentum
 · Marlene de Vera, Innovative dialysis Systems
 · Maureen donovan, Kaiser Permenente
 · deanna Eaves, Health Net
 · Measha Ford, Citrus Valley Health Partners
 · Michal Graff, Momentum for Mental Health
 · Sylvie Ha, Charter Hospice
 · Rondi Johnson, Karuk Tribe
 · Alicia Kidd, Washington Hospital
 · Leslie King, Kaiser Foundation Hospitals and Health Plan
 · Nikkisha Lewis, L.A. Care Health Plan
 · Sanaya Lim, CalOptima
 · Michelle Marinshaw, Kaiser Permanente
 · Cheryl McCaughan, Kaiser Permanente
 · Michelle Miranda, Molina Healthcare of California
 · Pilar Miranda, County of San diego
 · Barbara Nielsen, Genentech
 · Hilda Pelaez, California State University Fullerton
 · Lori Pelliccioni, UCLA, Fielding School of Public Health
 · Robert Rhodes, Grand Park
 · Maggie Rodriguez, CalOptima
 · deborah Schlesinger, SCAN Health Plan
 · Kelli Segers, Kaiser Permanente
 · Robert Smith, Omnicell
 · Charlotte Stoffel-Quinn, Central California Faculty Medical Group

CoLoraDo
 · Betsy donat, Sterling Healthcare Service
 · Laurie Glasscock 
 · Sally Sjobeck, OptumInsight
 · James Taylor, Kaiser Permanente
 · Caitlin Vaughn, Children’s Hospital Colorado
 · Laurie Wonders, The TriZetto Group

ConneCtiCut
 · Tracy Ciavarella, UnitedHealth Group – Optum
 · Tammy O’Shea, Hartford HealthCare Medical Group
 · John Perlstein, JPerl Mediation and Consulting
 · Joseph Selinger, TCORS Law Firm

DeLaWare
 · donna Frank, Christiana Care Health System

fLoriDa
 · Valerie Brown, Promise Healthcare, Inc
 · Ronald Callen, Callenconsulting.com, LLC
 · Jennifer Lacey, Chapters Health System
 · Phyllis Oppenheim, Avesis Inc

 · Janice Schuck, Holy Cross Hospital
 · Shelley Timko, Argus dental Plan
 · Jennifer Torres, Broward Behavioral Health Coalition
 · Roberta Verville, Univita

GeorGia
 · Julia Afflick, SAI Global Compliance
 · Richard Burris, Nelson Mullins Riley & Scarborough LLP
 · Penny Griffin, Addington Enterprises
 · Todd Hall, Hayes Management Consulting
 · Bruce Hoffman, Bruce R. Hoffman & Associates, Inc
 · Patricia Landes, Vendormate
 · deborah Smith, Emory Adventist Hospital

iLLinois
 · Adella deacon, Law Office of Adella S. deacon, LLC
 · Christopher Haney, duff & Phelps
 · Jason Lock, Cancer Treatment Centers of America
 · Bojana Nikolic, Northshore University HealthSystems
 · Gideon Ramirez, University of Chicago Medicine
 · Les Sweetow
 · Hope Thompson, SwedishAmerican Health System

inDiana
 · Christina Krueckeberg, Cameron Memorial Community Hospital
 · dena McCormick, Methodist Hospitals
 · Sharon Western, Premier Healthcare
 · Rene Wyatt-Foston, Community Physician Network

Kansas
 · Cara Courter Pilch, Sunflower State Health Plan
 · donna Maskil-Thompson, dST Output
 · Joanne Phillips, Shawnee Mission Medical Center
 · Virginia Picotte, Centene Corporation – Sunflower State Health Plan

KentuCKy
 · Vanessa Garrett, University of Louisville Hospital

Louisiana
 · Tammy Ainsworth, Green Clinic Surgical Hospital
 · Wendy Carpenter, Jackson Parish Hospital
 · Sharon dunbar, SWLA Center for Health Services
 · William McQueen, Taos Living Center
 · James Richard, National Pharmacy

maine
 · Ann Connelly, Martin’s Point Health Care
 · Susan Tedrick

maryLanD
 · Lana deSouza, Inovalon
 · William dorrill, The Law Office of Grimm and dorrill, LLC
 · Nancy Grimm, The Law Office of Grimm and dorrill, LLC
 · Katherine Harrison, University of Maryland Medical System
 · Helen Kopeck, Pharmacy
 · Jacqueline Mwangi, University of Maryland Medical System
 · Allison Orlina, The Law Offices of Annie B. Hirsch
 · derek Robertson, Apogenics, Inc
 · Martina Sedlak, University of Maryland Medical System
 · Jennifer Tarsha, Johns Hopkins
 · Ann Tiffany, University of Maryland Medical System

massaChusetts
 · denise Kuhn Kornblit, dana-Farber Cancer Institute

miChiGan
 · Matthew Bero, U.P. Medical Management
 · Susan Lehman, South Bend Orthopaedics
 · Jacqueline Nelson, Arbor Hospice, Inc
 · Mandy Norman, Spectrum Health Hospitals

minnesota
 · Cindy Archer-Burton 
 · Nate dahle, The Lutheran Home Association
 · George deden, Fairview Health Services
 · Bob Frazzini, Contemporary Images
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 · Amanda Johnson, Tealwood Senior Living
 · Margaret Merwin
 · dawn Sorensen, Tornier, Inc

mississippi
 · Jason Strickland, Rush Health Systems
 · dianne Switzer, Rehab Resources Unlimited, LLC

missouri
 · Elise Akins, Signature Medical Group, Inc
 · Anne Garcia, St. Louis University
 · Karen Pugh

neBrasKa
 · darla McCloskey, Winnebago Hospital

nevaDa
 · Rani Gill, Clark County Nevada
 · Christine Price, CMR

neW Jersey
 · Sobande Afolabi, Neighborhood Health Services Corporation
 · Tanya Atwood, Meridian Health
 · dennis Barnes, Sanofi
 · Jeffrey Chalal, Freehold Radiology Group
 · Jennifer Comerford
 · William Indruk, Emergency Medical Associates
 · Scot Lovejoy, Agadia Systems, Inc
 · Cindy Perr, Somerset Medical Center

neW yorK
 · Elizabeth Baksh
 · Lindsay diFazio, Huron Consulting Group
 · diane Frederico, Unity Health System
 · Ahuva Ginsberg, OdA Primary Healthcare
 · Lisa Hanson, Mental Health Association in Ulster County, Inc
 · Elizabeth Mangan, Hudson Health Plan
 · Nadine Mund, Erie County Medical Center Corporation
 · Christy O’Connor, EmblemHealth
 · Matthew Pasquarella, Evergreen Health Services
 · Kimberly Pierre-Saint, Rockland Independent Living Center
 · dennis Pitaniello, Research Foundation for SUNY Audit
 · Cindy Ramos, MetroPlus
 · Stephanie Rodetis, KPMG LLP
 · Vickia Tolla, Andrus

north CaroLina
 · Gwen Babson, Acuity Healthcare LP
 · Ashley Evans, Carolinas Healthcare System
 · Catalina McHale, CatCross Limited
 · Hiromi Sanders, East Carolina University
 · John Selzer, Vidant Health

ohio
 · Gina Armstrong, Provider Services
 · Angela deBerry, Cincinnati Children
 · Kimberly dziekan, Kettering Health Network
 · Kathleen Kolodgy, Maloney, McHugh & Kolodgy
 · Janet Stremski, OhioHealth

oreGon
 · Ronda Adkins
 · Chris Apgar, Apgar and Associates, LLC
 · Pennie Peasley, Harney district Hospital

pennsyLvania
 · James Caponi, UHS of delaware, Inc
 · Claudine Coke, The Children’s Hospital of Philadelphia
 · Melinda Eberhart, MJE Consultants, LLC
 · Tonya Jones, Easton Hospital
 · Nicole Lendino, Saint Vincent Health System
 · Lisa Long
 · Jacqueline Rakowski, Lehigh Valley Health Network
 · dorothy Sellers, Geisinger Health System

rhoDe isLanD
 · Alicia Maltz, Rhode Island Quality Institute
 · Stephanie West, dePuy Synthes Spine, Johnson & Johnson

south CaroLina
 · Renee Cannon, Ob Hospitalist Group
 · Lisa Carreiro, Hill-Rom Company
 · Linda Holtzman, HMR Veterans Services, Inc

tennessee
 · Tim Miller, BreatheAmerica, Inc
 · Brian Williams, MedicOne Medical Response

texas
 · Selena Askie, UNT Health Science Center
 · Gee Carey, ASSI, Healthcare
 · Clare Cox, Agape Healthcare Partners
 · Sue Elke, Forest Park Medical Center
 · Mardie Ellington, RNRC Compliance Program, Inc
 · Oliviya Floyd
 · debra Harness, Universal American Corp
 · Brennon Jackson, Universal American Corp
 · debra Kahanek, Texas Children’s Hospital
 · Patty Kosse, North Texas Rehabilitation Center
 · Susan Marberry, Jordan Health Services
 · Bertram Oparaku
 · Stephanie Powell, Molina Healthcare of Texas
 · Gretchen Rasheed, Healthspring
 · Jeanett Robertson, MedSynergies Inc
 · Sheila Symm, Scott & White Health Plan
 · Payal Trivedi, Baylor Healthcare Systems
 · Kim Vernon, Office of Research Admin
 · Susan Wade, Hendrick Medical Center

virGinia
 · Pamela Bachman-Padula, Kaiser Permanente
 · Rhonda Gould, Advanced Orthopaedics
 · William Holahan, KPMG LLP
 · Kelly Koogler, OrthoVirginia
 · Nora Mcdaniel
 · Sujata Sahgal, Strategic Management Inc
 · Jennifer Wilson, Strategic Management Inc

WashinGton
 · Linda Grover, Kline Galland Center & Affiliates
 · Susan Klemetsrud, Providence Health and Services
 · Kimberly McNiesh, Moss Adams
 · Gina Roper, Seattle Cancer Care Alliance
 · Clemente Salazar, Radia

West virGinia
 · Brian Mosley, Boone Memorial Hospital
 · Malinda Turner, Grant Memorial Hospital

WisConsin
 · Julie Basquin, dynacare Laboratories
 · Megan Blaser, CARIS Innovation, Inc
 · Christine duprey, CARIS Innovation, Inc
 · Jessica Stanton, Gundersen Lutheran Health System

puerto riCo
 · Melani Cardona, Medical Card System
 · Marie Muntaner, MM & Associates LLC

virGin isLanDs
 · deepak Bansal, Gov. Juan F. Luis Hospital & Medical Center

ontario
 · Geoffrey Milos, NexJ Systems Ltd



Compliance and Ethics: An Introduction 
for Health Care Professionals

HCCA’s top-rated DVD covers 7 key 
compliance areas in a 23-minute program 
split into 7 dramatized scenarios. Includes a 
trainer’s guide with suggested agendas and 
discussion outlines.

Compliance, Conscience and Conduct
HCCA’s classic compliance training DVD is 
still available! The 17-minute video overviews 
what compliance means and walks viewers 
through seven common case studies. Includes 
session leader guide and reproducible 
participant worksheets.

HIPAA Privacy Compliance
This 19-minute video plus 10 participant 
handbooks offer an in-depth review of 
the HIPAA Privacy Rule—updated with 
guidelines for the new HITECH mandates. 

HIPAA Security Compliance
This 15-minute video plus 10 participant 
handbooks show how to meet the 
requirements of the HIPAA Security 
Rule—updated with guidelines for the new 
HITECH mandates.

EMTALA 911: On Call!
This 15-minute video plus 10 participant 
handbooks review EMTALA requirements 
for any facility that has walk-in patients 
with urgent care needs.

The HCCA HIPAA Training Handbook, 
Second Ed.
The new edition of this handbook covers the 
privacy and security regulations that frontline 
health care workers need. This 40-page primer 
clearly explains the essential, basic workings of 
HIPAA and HITECH.

A Supplement to Your Deficit Reduction 
Act Compliance Training Program
This 13-page handbook offers an easy way to 
educate your employees about the basics of 
Medicare and Medicaid, the Federal False Claims 
Act, and the whistleblower protections that help 
health care workers � ght fraud.

Corporate Compliance & Ethics: 
Guidance for Engaging Your Board
This 12.5-minute video serves as a call to 
action for board members, detailing why 
they must get involved and stay current on 
compliance and ethics issues. 

Guide to Resident Compliance Training
This guide offers a basic training program 
designed to introduce resident physicians to 
key compliance concepts.

The HCCA 

HIPAA 
Training Handbook

2nd Edition

www.hcca-info.org
888-580-8373

With 
HITECH Act coverage

Guide to Resident Compliance Training

HCCA Training Resources
GUIDEBOOKS & VIDEOS TO TRAIN YOUR HEALTH CARE WORKFORCE

Visit the HCCA store 
at www.hcca-info.org 

or call 888-580-8373

HCCATrainingResources_1pagead_4c_CT0413.indd   1 3/5/13   12:52 PM

s
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June 2013takeaways
Tear out this page and keep for reference, or share with a colleague. Visit www.hcca-info.org for more information.

s

Quality fraud:  
two pathways to trouble
Alice G. Gosfield (page 27)

 » Exclusions, civil money penalties, and false 
claims charges have been imposed for provider 
quality failures in the past.

 » The OIG and department of Justice now have 
a more refined and developing focus on quality 
process failures by hospitals and physicians.

 » Provider quality reporting is a separate basis 
for false claims liability.

 » It is only a matter of time until whistleblowers 
hone in on these two new targets.

 » Providers can take proactive steps to avoid 
trouble.

Complying with the new  
hipaa omnibus rule: part 2
Adam H. Greene and Rebecca L. Williams (page 31)

 » The definition of business associate has been 
broadened.

 » Business associate agreements are required 
for all qualifying, downstream subcontractors.

 » direct and vicarious liability for non-compliance 
has been increased in scope.

 » Patient rights to access and restrict PHI 
disclosures are expanded.

 » Enhanced enforcement of noncompliance due 
to willful neglect is likely.

Billing compliance under  
the incident to provision:  
What’s the risk?
Kelly C. Loya and Cara Friederich (page 39)

 » Medicare designed the Incident To concept to 
reimburse physicians for all care received in 
the office in addition to the physician’s direct 
services.

 » Services billed Incident To require the physician 
to be present in the office during the entire 
service.

 » Government audits suggest concerns about the 
misuse of the Incident To provision.

 » Using non-physician practitioners for more 
than Incident To services makes good business 
sense.

 » Educating staff regarding the Incident To 
requirements is essential to compliance.

navigating security concerns  
with clinician tablet usage
Rebecca L. Frigy (page 45)

 » More and more clinicians are using tablets and 
handheld devices at the point of care.

 » Handheld devices are often lost or stolen.
 » Because these devices are often not password 
protected or encrypted, unauthorized access to 
PHI is a security risk.

 » Personal use of tablets and sharing them with 
family members also present security risks.

 » Health care organizations should take steps to 
address these security risks.

project management 
methodologies for an effective 
compliance program
Brian Santo (page 53)

 » Compliance programs can achieve sustained 
success through leveraging project 
management approaches.

 » The core of any project is the project 
management plan.

 » Consistent auditing and monitoring will 
promote an active approach to compliance 
program management.

 » A project manager must receive corporate 
buy-in on a project management approach.

 » Oversight, auditing and monitoring, and 
training are continuous elements of an effective 
compliance program.

surviving the ongoing focus on 
medical necessity and short stays
Kelly Sauders, Cheryl Golden, Nancy Toll 
Perilstein, and Joanna Haller (page 56)

 » Create a multi-disciplinary “short stay work 
group” to address accurate level of care.

 » Review Medicare claims prior to submitting 
them and promptly correct those not meeting 
the requirements for medical necessity.

 » Verify that the patient’s status in the billing 
system matches the status ordered by the 
physician.

 » Verify accurate policies and procedures are in 
place and reflect current practice.

 » Assess the hospital’s denied claims, 
particularly current cases related to pre-pay 
reviews, to mitigate risk.

iCD-10: payer and provider 
implementation strategies
Susan Haseley and Jeffrey Strauss (page 67)

 » ICd-10 impacts virtually the entire enterprise in 
both payer and payee organizations.

 » It is a massively complex undertaking that 
affects huge numbers of health care industry 
workers.

 » ICd-10 will yield significant benefits to patients, 
payers, and payees—including long-term 
savings.

 » Successful implementation depends on the 
collaboration of payers and payees to ensure 
that everyone has the same understanding of 
how the ICd-10 codes are used.

 » Create a structured, strategic blueprint for 
implementation that will deliver the best results 
and create the least disruption.

Conflict of interest management 
after the physician payment 
sunshine act
Leon Goldman (page 73)

 » The PPSA public database will not replace 
institutional self-disclosure.

 » Both public disclosure information and locally 
self-disclosed information will need to be 
monitored.

 » Organizations will need a process/system 
to collect public disclosures, compare to 
self-disclosed data, and resolve/explain 
discrepancies.

 » Presenting publicly disclosed information to the 
clinicians during their self-disclosure process 
will help improve the accuracy of their reports.

 » Having an easily downloadable, searchable, 
and aggregated database may change how 
disclosures are managed.

snf advance Beneficiary notice: 
avoiding financial liability and 
medicare sanctions
Wendy Wright (page 77)

 » Skilled nursing facility (SNF) residents must 
be notified when non-covered services are 
initiated, reduced, or terminated.

 » A properly executed SNFABN will protect the 
nursing facility from financial liability.

 » When notifying residents of financial liability, 
facilities must explain to residents orally and 
in writing.

 » Non-compliance with program instructions 
increases the risk of facility sanctions under 
Medicare.

 » Proper staff education and training on 
administering SNFABN is essential to ensuring 
compliance with Medicare guidelines.

raC update
Jason T. Lundy (page 80)

 » CMS issued a Ruling on March 13, 2013 that 
modifies treatment of Part B billing for RAC-
denied claims.

 » ALJs had been making “partially-favorable” 
awards for Medicare Part B payments on 
claims that were denied Part A payment due 
to lack of medical necessity for inpatient 
admission.

 » Providers may now re-bill RAC-denied claims 
for Part B inpatient payment at any stage of the 
RAC appeals process.

 » Providers have to withdraw the appeal for Part 
A payment on the corresponding claim re-billed 
to Part B.

 » CMS also issued a proposed rule to formalize 
the treatment of Part B billing, and comments 
on the proposed rule were accepted until 
May 17, 2013.

Compliance
TODAY



Dates and locations are subject to change. 

research Compliance Conference

June 2–5 • Austin, TX

ahLa/hCCa fraud & Compliance forum

September 29–October 1 • Baltimore, Md

Clinical practice Compliance Conference

October 13–15 • Philadelphia, PA

Basic Compliance academies

June 3–6 • Scottsdale, AZ — soLD out

August 5–8 • New York, NY

September 16–19 • Las Vegas, NV

October 21–24 • denver, CO

November 11–14 • Orlando, FL

december 2–5 • San diego, CA

research Basic Compliance academies

November 4–7 • Chicago, IL

health Care privacy  

Basic Compliance academies

June 24–27 • San diego, CA

November 4–7 • Chicago, IL

regional Conferences 

Pacific Northwest • June 14 • Seattle, WA

West Coast • June 21 • Newport Beach, CA

Cascade Range • June 28 • Portland, OR

New England • September 9 • Boston, MA

Upper Midwest • September 20 • Minneapolis, MN

Midwest • September 27 • Overland Park, KS

North Central • October 4 • Indianapolis, IN

East Central • October 11 • Pittsburgh, PA

Hawaii • October 17–18 • Honolulu, HI

Mountain • October 25 • denver, CO

Mid Central • November 8 • Louisville, KY

desert Southwest • November 15 • Scottsdale, AZ

South Central • November 22 • Nashville, TN

Upper West Coast • december 6 • San Francisco, CA

Gulf Coast • december 13 • Houston, TX

Hcca’s 2013 upcoming Events
Learn more about HCCA’s educational opportunities at www.hcca-info.org/events

Need New Photo

July 2013
 Sunday Monday Tuesday Wednesday Thursday Friday Saturday

1 2 3 4 5 6

7 8 9 10 11 12 13

14 15 16 17 18 19 20

21 22 23 24 25 26 27

28 29 30 31

Ramadan

Independence Day

June 2013
 Sunday Monday Tuesday Wednesday Thursday Friday Saturday

1

2 3 4 5 6 7 8

9 10 11 12 13 14 15

16 17 18 19 20 21 22

23 24 25 26 27 28 29

30

Solstice

Basic Compliance Academy — SOLD OUT
Scottsdale, AZ CHC Exam

Father’s Day

Health Care Privacy Basic Compliance Academy
San Diego, CA CHPC Exam

wEB  
conFErEncE:  

Managing Business Associates 
through HIPAA Compliance 

wEB  
conFErEncE:  

Physician Alignment:  
A Legal and Fair Market Value 
Compliance Update 

wEB  
conFErEncE:  

All Aboard the HIPAA Omnibus 
— An Auditor’s Perspective 

Flag Day

Research Compliance Conference
Austin, TX CHRC Exam

Pacific 
Northwest  
Regional  
Conference
Seattle, WA

West  
Coast  
Regional  
Conference
Newport Beach, CA

Cascade  
Range  
Regional  
Conference
Portland, OR

wEB  
conFErEncE:  

Social Media in the Healthcare 
Setting: So Much Not To “Like” 

HCCA OffiCE ClOSED



TO START YOUR FREE TRIAL 
CALL 800.372.1033 OR VISIT 
www.bna.com/hlrc-hcca

Industry-leading health law news and 
analysis. PPACA implementation 
tracking. Compliance guidance and 
enforcement actions. Specialized 
practice tools. Keep an eye on the 
fast-moving health law landscape.

0413-JO9864 © 2013 The Bureau of National Affairs, Inc.

Health Law 
Resource Center™

/////////////////////////////////////

GAIN
INSIGHT
//////////////////////////////////////////////////////////////////////////

NOW WITH 
STATE LAWS AND 
REGULATIONS
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General Session speakers revealed
Hear from industry and government leaders

Judge Patti B. Saris, 
Chair, United States 
Sentencing Commission

Stephen L. Cohen, 
Associate Director, Division 
of Enforcement, Securities 
and Exchange Commission

Michael Josephson, 
President and Founder, 
Josephson Institute

Michael E. Horowitz, 
Inspector General, U.S. 
Department of Justice

Nell Minow, 
Board Member, 
GovernanceMetrics 
International, Co-Founder 
of The Corporate Library

October 6–9, 2013
Washington Hilton | Washington, DC 

Compliance & 
Ethics Institute 

12TH ANNUAL

Learn more at www.complianceethicsinstitute.org

scce-2013-cei-ethisphere-ad.indd   1 4/9/13   12:29 PM


