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RISK ASSESSMENT OVERVIEW
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What is Risk?

• The Oxford English Dictionary cites the earliest use of 
the word in English (in the spelling risque) from 1621, 
and the spelling as risk from 1655. It defines risk as:

o (Exposure to) the possibility of loss, injury, or other 
adverse or unwelcome circumstance; a chance or situation 
involving such a possibility. 

• Synonyms for risk include: hazard, menace, peril, 
danger, threat, and trouble.
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Risk Means Different Things to Different 
People…

Compliance Officer
• The risk of legal sanctions, material financial loss, or loss to 

reputation as a result of failure of an organization to comply 
with laws, its own regulations, code of conduct, and 
standards of best/good practice.

CEO • The organization does not achieve its mission and strategic 
goals.

Physician • Not providing the best possible care to patients, thereby 
resulting in the injury or death of a patient.

Accounts Payable • Making payments to improper or unauthorized vendors.

Insurance • Risk = (probability of the accident occurring) x (expected 
loss in case of the accident)
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Risks are Fluid
“Because things are the 
way they are, things will 
not stay the way they 
are.” Bertolt Brecht, German 
poet, playwright, and theatre 
director 

• Risks change.  What is a 
risk today, may not be a 
risk tomorrow.

• Conversely, things that 
are not risks today, 
could be very 
significant tomorrow.

5
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Purpose of Risk Assessments 

• Conducting a compliance risk assessment allows an 
organization to proactively address potential 
threats, vulnerabilities and weaknesses 

• By conducting a risk assessment, the organization 
can better focus its use of resources 

• Risk assessment requirements and expectations 
vary 

6

What Should a Compliance Officer do about 
Compliance Risk?

...a systematic process 
of evaluating the 
potential risks that may 
be involved in a 
projected activity or 
undertaking.

7

Compliance Risk Management

Identify Assess

ManageMonitor
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RISK ASSESSMENT EXPECTATIONS

9

1. Federal Expectations 

10

Federal Sentencing Guidelines 
• §8B2.1. Effective Compliance and Ethics Program
• (a) . . . Such compliance and ethics program shall be 

reasonably designed, implemented, and enforced so 
that the program is generally effective in preventing 
and detecting criminal conduct.

• (c) . . . the organization shall periodically assess the 
risk of criminal conduct and shall take appropriate 
steps to design, implement, or modify each 
requirement set forth in subsection (b) to reduce the 
risk of criminal conduct identified through this 
process.

11
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OIG Compliance Program Guidance
• Seven basic elements:

1. Develop and distribute compliance policies and procedures, including 
Code of Conduct

2. Designate compliance officer and compliance committee

3. Develop appropriate education and training sessions

4. Develop protocol for raising compliance issues and seeking guidance

5. Impose and enforce disciplinary standards

6. Implement effective auditing and monitoring mechanisms

7. Develop effective responses to potential problems

The risk assessment is often referred to in the provider industry 
as the “8th” element. 

12

OIG Expectations 
2004 Supplemental Hospital Compliance 
Program Guidance 
• “Has the hospital developed a risk assessment tool, which 

is re-evaluated on a regular basis, to assess and identify 
weaknesses and risks in operations?”

• “Does the risk assessment tool include an evaluation of 
Federal health care program requirements, as well as other 
publications, such as the OIG’s CPGs, work plans, special 
advisory bulletins, and special fraud alerts?”

13

2. State Expectations 

14
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Potential State Expectations 
• States may also have risk assessment requirements for providers 

• For example, the New York Office of Medicaid Inspector General (NY 
OMIG) mandates compliance programs for those who are eligible to 
receive medical assistance payments for care, services, or supplies, or to be 
eligible to submit claims for care, services, or supplies for or on behalf of 
another person (Social Services Law § 363-d (2006); 18 NYCRR 521 
(2009)) 

• NY OMIG includes risk assessment activities in its Best Practices 
Compliance Program guidance 

― “Best Practices are cited to recognize new and innovative approaches to 
mandatory compliance with the hope that this will encourage 
innovation and improvements in Medicaid program integrity”

15

NY OMIG Best Practices
• Consider adding specific information to provider’s compliance program outlining how 

to identify risk areas 

• Identified risk areas are tracked month to month, analyzed, and trended to monitor the 
identified risk area activity. The data is shared with committee members and the 
governing board with the goal of improving the number of identified risk areas, 
processes, and outcomes 

• Prepare an annual compliance work plan that identifies risk areas based upon self-
identified weak areas, regulatory advisories, regulatory actions, and outside 
assessments, among others

• Establish a list of the risk areas as part of the compliance program. This will focus 
efforts on the areas where weaknesses in the compliance program are most likely to 
exist and it will assist in the application of resources

16

NY OMIG Problem Areas
• No system is in place to routinely identify compliance risk 

areas specific to the provider’s service type 

• There was no system for evaluation of potential or actual non-
compliance as a result of self-evaluations and identified by 
external or internal audits 

• For a large enterprise, there is no system in place at the regional 
level for routine identification of compliance risk areas specific 
to the provider’s service type(s)

17
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3. Contractual 

18

Contractual Requirements 
• Corporate Integrity Agreements (CIA)
― Agreement with HHS-OIG in connection with civil 

healthcare fraud settlement
― Requires entity or individual to implement (or 

continue) certain integrity obligations for a period 
of years

• OIG has recently added a risk assessment and internal 
review provision to its CIA model 
― Scope of risk assessment varies 

19

Importance of CIA Trends to Non-CIA 
Obligated Providers 

• OIG uses CIAs to communicate prudent approaches to 
compliance program design and compliance-related 
initiatives

• OIG views CIAs as a form of industry compliance guidance 
• New trends in CIAs indicate expectations of the federal 

government for all companies 
― Active risk assessment and mitigation 

• The ability to demonstrate a company’s proactive effort to 
comply with CIA standards often benefits companies when 
reviewed by Government enforcement agencies and 
Government contractors

20
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Risk Assessment: Broader Scope 

21

Risk Assessment: Limited Scope

22

Risk Assessment Information Potentially 
Disclosed to OIG 

• Implementation Report (Section V.A of the CIA)
― The Implementation Report must include “a description of the risk assessment 

and mitigation process required by Section III.E.” Section V.A.12 of the CIA. 

• Annual Report (SectionV.B of the CIA)

― The Annual Report must include the following:
― “[A] description of the risk assessment and internal review process required by 

Section III.E, a summary of any changes to the process, and a description of the 
reasons for such changes.” Section V.B.11 of the CIA.

―

― “[A] copy of [the provider’s] internal review work plans, and a list of all reviews 
completed during the Reporting Period pursuant to Section III.E.” Section 
V.B.12 of the CIA (emphasis added).

23
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Medicare Parts C and D 
• CMS requires Medicare Advantage Plans and Part D 

Sponsors to perform certain risk assessment activities 
― “Sponsors must establish and implement policies and 

procedures to conduct a formal baseline assessment of the 
sponsor’s major compliance and FWA risk areas, such as 
through a risk assessment. The sponsor’s assessment 
must take into account all Medicare business 
operational areas. Each operational area must be assessed 
for the types and levels of risks the area presents to the 
Medicare program and to the sponsor.” (Medicare 
Manual, Ch. 21 and Ch. 9, Section 50.6.2)

24

Medicare Parts C and D (Cont’d)
• “Risks identified by the risk assessment must be ranked to determine which risk 

areas will have the greatest impact on the sponsor, and the sponsor must 
prioritize the monitoring and auditing strategy accordingly. Risks change and 
evolve with changes in the law, regulations, CMS requirements and operational 
matters. Therefore, there must be ongoing review of potential risks of 
noncompliance and FWA and a periodic re-evaluation of the accuracy of the 
sponsor’s baseline assessments.” (Medicare Manual, Ch. 21 and Ch. 9, Section 
50.6.2)

• Medicare Advantage and Part D Sponsors frequently attempt to push these same 
requirements to their first tier and downstream entities. 

― There may be provisions in provider payor agreements which obligate them to 
perform certain compliance functions, including risk assessments.

25

Bottom Line 
• Compliance Program expectations continue to rise

• Anticipate that compliance regulatory issuances 
will increasingly focus on risk assessment activities 

• There is an expectation that providers will pursue a 
more formal risk assessment activities – not simply 
ad hoc, reactive strategies  

26
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APPROACH TO RISK ASSESSMENTS

27

Approach to Risk Assessments 

• Phase I: Identifying Potential Risks

• Phase II: Assessing and Prioritizing Potential 
Risks  

• Phase III: Manage and Monitor Risks 

28

Phase I: Risk Identification 

29
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Healthcare Compliance is Complex!

FBI

DOD
DEA

HRSA

DOJ

FDA

OCR

Joint
Commission

STATE

MFCUs

IG

Surveys Medical
Board

AGs

Licensure

Office of 
Investigations

OIG

Audit
Services

CMS

MICs
CERT

QIOs

RACs

MACs ZPICs
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Identification of Potential Risks 

• Identify applicable compliance risks 

• It is important to recognize the various risks and 
scrutiny that a provider is subject to

• Should not be too myopic when evaluating 
potential risks 

― For example, only looking at the OIG Work Plan 

31

Identify Potential Risks – Strategic Plan

• Targeted Growth Areas
• Investments
• Acquisitions and Partnerships 
• New Technology Deployments
• Shift from Volume to Value / Alternative Payment 

Models

32
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Identify Potential Risks – Revenue Related 

• Billing Claims Denials

• Coding Accuracy Stats / Trends

• Utilization Reports

• Physician Billing Stats / Trends

• Others?

33

Identifying Potential Risks – Other Internal 
Information

• Management Reports (Strategy, Operating Results)

• Hotline/Direct Contact data (trends)

• Employee Engagement/Satisfaction Surveys

• Physician Surveys

• Patient Surveys

• Audit Results

• Other Reports?
34

Examples of Risk Identification Methods 
• Document review 

• Interviews 

• Data analysis  

• Review of industry developments and enforcement 
priorities  

35
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Document Review 
• Documents reviewed may include: 

― policies

― administrative manuals 

― past risk assessments 

― prior compliance work plans 

― processes for investigating and resolving compliance complaints 

― internal audit reports

― compliance training materials

36

Interviews 
• Interviews of key stakeholders to facilitate the 

identification of potential risks  

• Interviews may include Board members and key 
business leaders 

• Interview questions should be tailored depending 
on the individual’s area of responsibility 

37

Data Analysis
• Know your Data, Know Yourself

• Data Sources:

― PEPPER

― SAF

― MedPar

― Other Sources

38
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Use of PEPPER DATA

39

• PEPPER:

― Compares your hospital’s data with aggregate data for the state, Medicare Administrative Contractor 
(MAC)/Fiscal Intermediary (FI) jurisdiction, and nation to identify where your hospital is an outlier.

― Was developed by TMF Health Quality Institute in 2003 to provide hospitals with data to proactively prevent 
improper payments.

― PEPPER data is:

― Paid Inpatient Medicare claims

― Acute Care provider

― Claim Facility Type = hospital

― Inpatient Part A claim

― Claim has a valid medical record number

― Medicare claim payment amount is greater than zero

― Final action claim

― Excludes HMO claims

― Excludes cancelled claims

Use of PEPPER DATA

40

• Percentages are calculated by dividing the number of target discharges by the number of denominator discharges 
for each hospital for each time period, then multiplying by 100.

― For example:  Septicemia –

[29 discharges for DRGs 870, 871, 872] divided by [33 discharges for DRGs 689, 690, 870, 871, 872] times 
100 = 88%

― Section 2 of this presentation outlines the DRGs associated with each Target Area.

• Percentiles are the percentage of hospitals with a lower Target Area percent.  This information is useful because it 
shows the hospital how it compares to other hospitals.

― To calculate percentiles for all hospitals in a comparison group (nation, jurisdiction, or state) the target area 
percents are sorted from smallest to largest for each time period.

― For example, if 80% of all hospitals’ in the comparison group for a given Target Area were lower than 
Hospital A, then Hospital A would be at the 80th percentile.  

• If a hospital’s percent is at or above the 80th percentile, it is considered a high outlier.

― i.e. 80% of hospitals had a lower percent.

• If a hospital’s percent is at or below the 20th percentile, it is considered a low outlier (for coding-focused areas 
only).

― i.e. 20% of hospitals had a lower percent.

Use of PEPPER Data

41

• PEPPER is made up of the following areas:

1. Compare Worksheet

2. Target Area Data Tables

3. Target Area Graphs

4. Hospital Top Medical DRGs for One-Day Stay Discharges Report

5. Hospital Top Surgical DRGs for One-Day Stay Discharges Report

6. Jurisdiction Top Medical DRGs for One-Day Stay Discharges Report

7. Jurisdiction Top Surgical DRGs for One-Day Stay Discharges Report
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Use of PEPPER Data

42

How does PEPPER fit into our Compliance Program/Plan?

• Comparative data for several quarters can be used to help identify whether the hospital’s target area percents have 
changed significantly in either direction from one quarter to the next.

• These changes can be an indication of a procedural change in admitting, coding or billing practices, utilization 
review processes, staff turnover or a change in medical staff.

• Hospitals are encouraged to identify root causes of major changes to ensure that payment errors are prevented.  

• How PEPPER can be used for auditing, utilization review and quality review:

― Consider selecting cases to review from the numerator of high outliers.

― Audit results can be used to develop specific action plans for ensuring compliant documentation, providing 
education regarding admission necessity and improving system coding accuracy.

― May wish to further target records for review by focusing on one-day stays, admission sources, admissions 
days, and readmissions.

Use of MedPar and SAF Data
MedPar Data:
• The Medicare Provider Analysis and Review (MEDPAR) File contains data from claims for services provided to 

beneficiaries admitted to Medicare certified inpatient hospitals and skilled nursing facilities (SNF). 

• The accumulation of claims from a beneficiary's date of admission to an inpatient hospital, where the beneficiary has 
been discharged, or to a skilled nursing facility, where the beneficiary may still be a patient, represents one stay. 

• A stay record may represent one claim or multiple claims.

• The MEDPAR File allows researchers to track inpatient history and patterns/outcomes of care over time.

SAF Data:
• The Standard Analytical Files (SAFs) comprise seven data sets containing detailed claims information about health 

care services rendered to Medicare beneficiaries in fee-for-service Medicare. SAFs are available for each institutional 
(inpatient, outpatient, skilled nursing facility, hospice, or home health agency) and non-institutional (physician and 
durable medical equipment providers) claim types. 

• Data are organized at the claim level and include basic beneficiary demographic information, date of service, 
diagnosis and procedure code, provider number, and reimbursement amount.

43

Use of MedPar and SAF Data

44

25% 75%

Where are we?  Where is my facility? How do we look?

50%
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Industry Developments 
• Review External Information and Industry Regulatory “hot topics”

― Fraud Alerts, Government/Contractor Guidance, etc.

― News Headlines

― OIG Work Plan 

― State Initiatives 

― Focused Contractor Reviews 

― Significant Settlements / Enforcement Actions 

45

Examples of Potential High Risk Areas 

1. Billing / Coding and Claims Submission 

2. Privacy and Security 

3. Physician Arrangements

4. Research and Clinical Trials

46

Phase 2: Risk Assessment / Prioritization 

47
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Assess:  Conduct Risk Assessment

Assess Categorize Prioritize

• Assess
• Categorize 
• Prioritize

Consider consulting 
legal counsel prior to 
beginning a risk 
assessment process

48

Risk Prioritization 
• Once the potential risks have been identified, the potential 

risks must be assessed and prioritized by evaluating each 
risk’s potential impact on the organization from, for 
example, a regulatory perspective, reputational 
perspective, and financial perspective

• A major purpose of prioritizing risks is to form a basis for 
allocating resources to mitigate the risk 

• The organization must decide which group of stakeholders 
is responsible for scoring the potential risks

49

Assess
• Surveys

• Interviews (individual or group)

• Webinars

• Polling Technology

Assessments are flexible and scalable, but need to 
be carefully planned

50
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Categorizing Risks

• Consider
― Area/Domain 

― Priority

― Risk Owner

― Current Risk Mitigation Efforts

• Collaborate with others including Legal, 
Quality, Internal Audit, Risk Management, 
Revenue Cycle/Finance

51

Prioritize:  Risk Scoring
• Risk Scoring 
― Impact:  An estimate of the severity of adverse 

effects, the magnitude of a loss or the potential 
opportunity cost should a risk be realized.

― Vulnerability:  The extent an area is exposed or 
unprotected to various risk factors after existing 
controls have been taken into account.

• Involve key stakeholders 

52

Impact/Vulnerability

7‐9

High

*Substantial business impact, including material financial loss
* Sustained, widespread reputational damage
* Catastrophic operational event
* Immediate Speed of Onset

7‐9

High

*Controls may not be effective to manage this risk
* Organization has limited capability to manage this risk and this risk 
impacts critical business processes

4‐6

Medium

*Large business impact
*Widespread negative publicity
*Severe interruption of operations
*6‐12 month Speed of Onset

4‐6

Medium

*Controls are minimally‐somewhat effective 
*Organization has limited capability to manage this risk or risk impacts 
complex business processes

1‐3

Low

*Minimal ‐ noticeable business impact
*Minimal ‐ localized negative publicity
*Minimal interruption to operations

1‐3

Low

*Controls operate well or somewhat effectively
*Organization has well developed or reasonable capabilities to manage this 
risk

Impact (Inherent Risk) Vulnerability (Residual Risk)

53
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Prioritize:  Risk Mapping
• Graphically depicts risks (not a necessary step)

• Displays relationship (e.g., between impact and vulnerability)
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Summary of Risks

Ref Risk Title
Risk Description Risk Factors Action Plan 

A RAC READINESS/PREPAREDNESS

The RAC audits identify significant amounts of improper billings (i.e., over 

charges, unsupported amounts, etc.) resulting in large financial paybacks to the 

government  as well as high internal costs to the organization (in the form of 

employee effort, focus, and consulting dollars ) incurred during the appeals 

process.

• industry wide concern

• high dollar, high effort

• aggressive contractors compensated on a 

"finder's fee" basis

Monitoring/auditing of areas 

targeted by RAC contractors

B QUALITY OF CARE

Failure to provide and measure quality of care to patients  could result in several 

potential negative ramifications to the organization including regulatory issues.

• burdensome to track and manage quality 

metrics and data

• greater transparency  ‐ quality metrics and 

indicators  are more available to potential 

patients 

• Increased payor  focus

TBD

C CHARGE CAPTURE

Charge capture initiatives may need to consider compliance requirements • Critical to the revenue cycle

• Critical to compliance

Select Areas for Inclusion in 

Monitoring and Auditing Plan

D CLINICAL DOCUMENTATION AND CODING

Failure to accurately document and code services provided to patients could 

result in revenue loss or compliance  issues.

• critical to the revenue cycle

• one of the primary factors into increased 

vulnerability on RAC and other audits

Training Programs for Physicians, 

clinicians, coders

Quality reviews

55

Phase 3: Manage and Monitor Risks

56
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Manage
• Design and implement control measures/action plan
― Compliance Work Plan (audits/monitoring)

― Based on risk priority
― Internal Audit collaboration
― Departmental management plans
― Other risk management strategies

― Policies and procedures
― Observation
― Education

57

Monitor
• Establish process for regular review process

• Continue to monitor the internal and external 
environments for new or changing risks

• Report to leadership and governing body

58

59

Sample Monitoring Strategies
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Sample Monitoring Strategies

Better than Average                                         Worse than Average

Where 0.0% is the average expected mortality (severity-adjusted) for all hospitals in 
a given State

Severity-Adjusted Mortality

60

Sample Monitoring Strategies

61

Sample Monitoring Strategies

62
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Sample Monitoring Strategies

63

Sample Monitoring Strategies

APC Coding

MS-DRG/POA

One-Day Stays

Charge Capture

Physician E&M

Cost Report

Overall

MeasureStatus

Significant Payments

Mortality

Re-admit

Claims

MeasureStatus
Quality

MeasureStatus
Customer Satisfaction

Patient Satisfaction            

Employee Satisfaction

Physician Satisfaction

Employee Turnover
64

Action Plans for Potential Risks
• The Annual Compliance Work Plan should include 

detailed action plans for potential risks:

― A detailed description of the work to be 
completed
― May be necessary to engage subject matter experts

― Timeline for specific milestones

― Designation of the individual responsible for 
oversight

65
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ADDITIONAL CONSIDERATIONS

66

Privilege Considerations 
• The effectiveness of a risk assessment depends on the ability to 

conduct a robust, probing review of potential risk areas and to 
receive candid feedback from stakeholders.  

― The potential that materials related to the risk assessment could 
eventually be disclosed to enforcement entities or whistleblowers 
may hamper a provider’s risk assessment efforts. 

• Providers should consider conducting certain portions of the risk 
assessment, such as risk identification and prioritization,  under the 
attorney-client privilege.  

― However, less sensitive portions of the risk assessment (such as 
the final work plan) could be non-privileged. 

67

Intersection Among Compliance, Internal 
Audit and Risk

68

Compliance Internal Audit

R
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Overpayment Considerations 

69

Risk Assessment Overpayment 
Implications 

• Under the Medicare Part A/B Overpayment Final Rule issued 
in February 2016, providers have a duty to reasonably 
investigate “credible” information of potential overpayments.

• Potentially, information gathered through the risk assessment 
process could constitute “credible” information of potential 
overpayments, triggering a duty for the provider to conduct 
further investigations/reviews. 

― Whether particular information qualifies as “credible” is a 
fact-specific determination.

70

Part A/B Overpayment Final Rule –
Identification Standard 

• Providers have 60 days to report and return identified 
overpayments. 

• Identification occurs when a person “has or should have, 
through the exercise of reasonable diligence, determined that 
the person has received an overpayment and quantified the 
amount of the overpayment.”

― Because the 60-day clock does not begin until after 
quantification, a provider does not have to deplete its 60 
days with efforts to quantify the overpayment amount. 

71
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Part A/B Overpayment Final Rule –
Reasonable Diligence

• Providers have an obligation to reasonably investigate “credible” 
information. 
― Reasonable diligence includes both proactive and reactive compliance 

activities. 

• CMS indicates that absent “extraordinary circumstances,” a timely, 
good faith investigation of credible information will last at most 6 
months from the receipt of the credible information.  
― 8 Months Total: 6 Months to investigate and quantify + 60 days to report and 

return  

• Potential that audit results for one facility/time period can trigger 
obligation to broaden review to other facilities/time periods. 

72

Part A/B Overpayment Final Rule –
Lookback Period 

• Medicare Parts A and B overpayments must be reported 
and returned “only if a person identifies the overpayment 
within six years of the date the overpayment was 
received.”

― 6-Year maximum threshold 

• Providers should not be foreclosed from using a more 
limited lookback period if justified by the circumstances 
(such as changes to conditions of payment or changes EHR 
system). 

73

Part A/B Overpayment Final Rule –
Practical Tips 

• Prudent providers should document important decisions regarding 
the investigation of potential risk areas, including whether (and 
when) certain information was ultimately determined to be a 
“credible” source of information.

• In developing a work plan, providers should consider the 6-month 
benchmark for reasonably diligent investigations. Providers must 
balance limited organizational resources; developing an overly 
ambitious work plan may negatively impact the organization. 

74
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Part A/B Overpayment Final Rule –
Practical Tips (Cont’d.)

• Important for internal reviews to react to evolving information (i.e., 
should review be expanded to additional time periods/types of 
claims?). 

• Even providers acting in good faith may become subject to second-
guessing by an aggressive whistleblower or enforcement 
entity. Accordingly, prudent providers should continually evaluate 
the potential implications of the Part A/B Overpayment Final Rule 
on their risk assessment. 

75

Questions & Discussion

28493398/v1
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