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Objective ‐ Evaluate documented processes and procedures for IS' Disaster Preparedness compliance 

and to ensure the continuance of key business functions in the event of a disruption.   

The scope of this audit included:             

 Ascertain the existence and effectiveness of the current IS disaster recovery plan and its 
alignment with the enterprise business continuity plan, policies and procedures.  

 Evaluate IS function’s preparedness in the event of a process disruption. 

 Determine compliance with applicable federal laws and regulations.       
               

Controls are not in place to ensure that 
a Disaster Recovery Plan exist and is 
properly filed. 

  Review policies and procedures for IS disaster recovery 
plan. 

   1 Determine if there is a documented BCP or DRP 
(obtain copy) 

    2 Has senior management signed off on the plan? 
    3 Ensure the plan contains a list of personnel who should 

receive copies of the plan? 

    4 Has the plan been communicated / distributed to all 
stakeholders? 

    5 Ascertain identity of the BC business officer (contact 
information) 

    6 Ascertain identity of the BC planner (contact 
information) 

    7 Has the plan been filed with a central body? 
    8 Determine if a Business Impact Analysis (BIA) was 

performed. (obtain BIA forms) 

    9 Does the plan list recovery strategies? 
    10 What is the process for keeping the plan up to date?  
    11 Determine if a copy of the contingency plan is stored 

offsite. (at the hot site) 

    12 Is an off-site data processing facility (HOT SITE) in 
contract for a disaster? (obtain contract) 

    13 If there is not plan for a hot site is there a written 
agreement with a nearby office / sister company to 
provide space and IT resources in the event of a 
disaster? (obtain agreement) 

    14 Obtain contracts / SLAs related to the DR plan 
    15 Obtain evidence that funding has been allocated for 

BCP efforts 
    16 Are there subsidiaries that must be notified in the event 

of a disaster? 

    17 If so are the subsidiaries names and contact numbers 
included in the plan. 

       

Controls are not in place to ensure that 
the Disaster Recovery plan addressed 
all required areas. 

  Obtain and review the IT disaster recovery plan to 
determine if it: 

   1 Clearly identifies the management individuals who have 
authority to declare a disaster. 
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    2 Identifies business continuity/recovery teams 
comprised of key operations and system management 
and their emergency contact numbers. 

    3 Includes teams roles and responsibilities 
    4 Includes vendor contact information (Iron Mountain, 

Telecom, etc.) and their related products 

    5 Tape backup recall procedures 
    6 Clearly defines responsibilities for designated teams or 

staff members. 

    7 Explains actions to be taken in specific emergency 
situations. 

    8 Lists (for each dept.) primary and secondary levels of 
staffing, material and headcount required to resume 
operations. 

    9 Identifies and documents each businesses recovery 
objectives and critical recovery time frames. 

    10 Documents the current processing environment 
inclusive of all systems, applications, networks, and 
data, supporting business functions on a normal 
operating day. 

    11 Ensure that all personnel information listed in the BCP 
is current (review personnel files / active employee list) 

    12 Includes maps or directions to the alternate site 
    13 Lists the actions necessary for each business area to 

take in event of a disaster? 

    14 Detailsof alternate office space 
    15 Contains a plan for reconnecting to the network 
       

Controls are not in place to ensure that 
the Disaster Recovery plan is tested. 

  Obtain and review the results of the IT disaster 
recovery plan test. 

   1 Does a testing cycle exist to ensure that the plan is 
tested on a regular basis? 

    2 Determine if a business continuity rehearsal plan was 
developed (plan should include: scenario, type of 
rehearsal, scope, objectives, participants, schedule, 
tasks, resources, locations) 

    3 Determine if an exercise plan was developed for each 
test. 

    4 Determine if test results were documented and 
necessary updates/corrections made to the plan? 
Obtain copy. 

    5 When was the plan last tested? 
    6 Has the offsite facility been tested? 
    7 Has senior management been informed of testing and 

results? 

      
        

Controls are not in place to ensure 
backup procedures are used and 
functioning according to policy. 

  Review policies and procedures for backups. 
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   1 Obtain documented tape backup and offsite storage 
procedures 

    2 How are backups performed? (Automated, manual, 
both?) 

    3 Who performs the backups?  
    4 If primary Backup operator is out who performs the 

backup? 

    5 How often are backups performed? (daily, weekly 
and/or monthly and full or incremental) 

    6 What media is used for backups?  
    7 What backup software is installed? What Version? (I.e 

TMS Tivoli, Netbackup) 

    8 What data / servers are backed up? 
    9 What happens if a backup fails? 
    10 Upon obtaining backup schedule request backup logs 

for random dates to ensure they have completed 
successfully. 

    11 Are backup tapes tested or restored: 
    12 Are any backup tapes stored on-site? Which ones?  

Are they appropriately stored and protected against 
destruction and unauthorized access? 

    13 Review retention schedule for backup tapes 
       

Controls are not in place to ensure that 
tapes stored off site can be retrieved 
and used to restore data if required. 

  Review policies and procedures for offsite storage. 

   1 Determine whether there is a contract with an off-site 
media storage company (obtain contract) 

    2 What is the schedule for off-site storage pick ups? 
    3 Where are the tapes placed (fire proof box, who has the 

key?) while waiting to be pickup up by offsite service 
provider? 

    4 If backup tapes are stored off-site are they 
appropriately stored and protected against destruction 
and unauthorized access? 

    5 Is an inventory of off-site tapes maintained?  
    6 How long are the monthly backups kept offsite 
    7 How long are the weekly backups kept offsite? 
    8 How long are the daily backups kept offsite? 
    9 Determine procedures for recalling the backup tapes.   
    10 When sending out and receiving backup tapes from off 

site service provider are the following areas addressed: 

     a. Adequate tape identification 
     b. Logging of tapes leaving and received by service 

provider (including dates) 

     c. Securing tapes in transit 
    11 Have off site tape recall procedures been tested? 
    12 Obtain copies of transmittal logs for sampled dates 
    13 Determine whether backup tapes have ever been 

tested or used to perform a restore 
           


