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Tenet to Pay $513M in Civil, Criminal Fines; 
Some Execs Had Certified Compliance

What started as a whistleblower complaint by an employee at another hospital 
chain ended in Tenet Healthcare Corp. paying $513 million in civil and criminal fines 
and entering a three-year non-prosecution agreement with the Department of Justice 
over a kickback scheme with a maternity clinic. If Tenet fails to comply with the terms 
of the non-prosecution agreement, including the use of an “independent compliance 
monitor,” the hospital chain could be prosecuted for violating the anti-kickback law at a 
time when it was under a corporate integrity agreement (CIA) from a 2006 false claims 
settlement for alleged kickbacks and upcoding.

The resolution of the allegations, which was announced Oct. 3, is complicated, 
but Tenet admitted to the misconduct in the non-prosecution agreement. There’s also 
a guilty plea by Atlanta Medical Center and North Fulton Hospital, two Atlanta-area 
hospitals owned by a Tenet subsidiary, Tenet HealthSystem Medical, and a $145 million 
fine, as well as a $368 million false claims settlement for the misconduct by the two hos-
pitals and two others owned by the subsidiary, Spalding Regional Medical Center Inc. 
in Griffin, Ga., and Hilton Head Hospital in South Carolina. All of the Georgia hospitals 
in the case have been sold to WellStar Health System, Tenet said in a press release.

continued 

OCR: Ransomware Is a Reportable Breach; 
Organizations Find Ways Around Paying

Ransomware is a type of security incident under HIPAA, but the HHS Office for 
Civil Rights expects covered entities and business associates to treat it as a breach.

That means ransomware should be reported to OCR and to people affected by the 
breach, except when covered entities and business associates can show there’s “a low 
probability” that electronic protected health information (ePHI) was compromised, said 
Nicholas Heesters, OCR health information privacy and security specialist, Oct. 7 at the 
Fraud and Compliance Forum sponsored by the American Health Lawyers Association.

“Attackers have control of the data and authorized users can’t use it,” he said. 
“ePHI is no longer under the control of the covered entity, unless the covered entity can 
prove it is.”

But ransomware isn’t being treated like a breach for the most part, says Brian Self-
ridge, a partner at Meditology Services. “The majority of health care organizations have 
had a brush with ransomware in the last year, so you would expect reporting from ev-
ery entity,” he says. That’s not the case, judging from the OCR website. It doesn’t have 
a lot of reports of breaches stemming from ransomware, which is a type of malicious 
software used by cybercriminals to encrypt an organization’s data. When the organiza-
tion pays a ransom in untraceable currency (e.g., bitcoin), the cybercriminals (usually) 
produce a key to unlock the data. 

continued on p. 5
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“It’s a massive case,” says New York City attorney 
Becky Martin, with McDermott Will & Emery. “If your 
company has a CIA and the conduct the CIA covers con-
tinues or appears in a somewhat different form, the com-
pany may well be facing a different category of penalty.” 
The global settlement also is a reminder that executives 
who sign compliance certifications that are routinely 
included in CIAs shouldn’t be cavalier. “You are on the 
line,” says Martin, former co-chief of the civil frauds unit 
in the U.S. Attorney’s Office for the Southern District of 
New York.

At the heart of this case are kickbacks paid by the 
four Tenet hospitals to clinics serving Medicaid mater-
nity patients who were mostly undocumented Hispanic 
women (RMC 2/24/14, p. 4). The scheme was uncovered 
by an executive who didn’t work for Tenet. Instead, 
whistleblower Ralph Williams was chief financial officer 
at the time for Clearview Regional Medical Center in 
Monroe, Ga., which was owned by Health Management 
Associates. The hospital also allegedly paid the clinics, 
which were owned by Clinica de la Mama, for patient 
referrals. When Williams raised questions about the pay-
ments, he allegedly was assured there was nothing to 

worry about and that Tenet hospitals made them too, 
which was confirmed when Williams found an old Tenet 
contract with the clinic in a drawer, says his attorney, 
Marlan Wilbanks, with Wilbanks & Bridges in Atlanta. 
“It was a serendipitous thing that the guy who was a 
whistleblower in a half-billion dollar case never actually 
worked at Tenet,” he says. The HMA hospital was also 
named in the false claims lawsuit, and settled with DOJ 
last year for $595,155.

The kickback scheme and the executives’ role in it 
are set forth in a statement of facts in the non-prosecution 
agreement. Tenet HealthSystem Medical agrees the infor-
mation is accurate and “admits and accepts responsibil-
ity for the acts of its officers, directors, employees, and 
agents,” according to the statement of facts.

Certain executives at the four Tenet hospitals had 
their eye on referrals from Clinica de le Mama, which 
provided prenatal care for a flat fee to pregnant Hispanic 
women — including undocumented aliens — and con-
trolled where they gave birth to their babies. Because 
Medicaid then pays the tab for certain kinds of emergen-
cy medical services for undocumented aliens, including 
emergency labor and delivery and services to newborns, 
the Tenet hospitals saw a revenue stream in serving the 
clinic patients.

Contracts Were a ‘Pretext’
That led to contracts between the Tenet hospitals 

and Clinica de la Mama. Supposedly, the clinics would 
provide management services, marketing consulting 
services, translation services, translation management 
services, Medicaid eligibility determination paperwork, 
community outreach, educational classes and birth certif-
icate services. But the real deal was to induce the referrals 
of clinic patients, according to the statement of facts. The 
services were, in some cases, not necessary, duplicative, 
substandard, or not provided.

Despite the scam with the clinics, certain executives 
at the Tenet hospitals certified in writing every quarter, as 
required by Tenet’s CIA, between July 2008 and October 
2011, that there were no reportable events. Also, Tenet’s 
regional senior vice president of operations certified an-
nually from 2007 to 2012 “that Tenet was in compliance 
with federal healthcare program requirements and the 
requirements of the CIA,” according to the statement of 
facts. The certifications, which were submitted to OIG, 
“were false and misleading because they did not dis-
close, among other things, reportable events relating to 
Clinica under the CIA.”

The contracts, which lasted from 2000 to 2013, were 
a “pretext” for the Tenet hospitals to pay $12 million to 
Clinica de la Mama’s owners for the referrals, which 
generated for the hospitals $125 million in Georgia and 
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South Carolina Medicaid reimbursement and $20 million 
in Medicare disproportionate share hospital payments.

In some cases, patients at the clinics were told that 
Medicaid covered only their delivery and their new-
borns’ care if they went to the Tenet hospitals, the state-
ment of facts said. In other cases, they were told they had 
to deliver at the Tenet hospitals. Schedules were set so 
the maternity patients saw clinic physicians who agreed 
to deliver at the Tenet hospitals.

Tenet’s in-house and outside lawyers were available 
to review agreements between the hospitals and Clinica 
del la Mama, according to the statement of facts, but 
certain executives at the Tenet Hospitals hid the “true 
purpose” and “true nature” of the contracts.

The non-prosecution agreement also requires Tenet 
to enhance its compliance program in various ways. A 
biggie: Tenet must hire a compliance monitor to keep an 
eye on things and reduce the risk that kickback and Stark 
violations recur. The monitor will review documents, 
test Tenet’s compliance program, observe systems and 
procedures on-site, and interview current and former 
directors, employees, partners and agents. The monitor 
will submit written reports on its reviews to the govern-
ment and to Tenet, and disclose “improper activities” to 
the government and to Tenet’s chief compliance officer, 
general counsel and other officers.

Atlanta Medical Center and North Fulton Medical 
Center pleaded guilty to conspiracy to defraud the Unit-
ed States by obstructing the lawful government functions 
of HHS and to kickback violations. 

In a statement, Tenet CEO Trevor Fetter said that 
“the conduct in this matter was unacceptable and failed 
to live up to our high expectations for integrity. The 
relationships between the four hospitals and Clinica de 
la Mama violated the explicit requirements of our com-
pliance program and were inconsistent with the strong 
culture of compliance we’ve worked hard to establish 
at Tenet. We take seriously our responsibility to operate 
our business in accordance with the highest ethical stan-
dards, every day and in every interaction.”

Certifications Could Lead to FCA Lawsuit
CIA certifications should give health care executives 

pause, Martin says. Although they vary from CIA to CIA, 
executives generally are certifying compliance with laws 
and regulations in their areas of responsibility. “If you 
are the certifying official, it puts you in the crosshairs of 
an enforcement action if the conduct in question was a 
violation of the CIA,” she says. In fact, while the case law 
is mixed, the U.S. Court of Appeals for the 11th Circuit 
held in U.S. ex rel. Matheny v. Medco Health Solutions, 
Inc., 671 F.3d 1217 (11th Cir. 2012) that false certifications 
under CIAs can be a predicate for a false claims case, 

Martin says. It’s a combustible mix with the Yates memo, 
which is DOJ’s pledge to hold culpable individuals ac-
countable, including the former CEO of Tuomey Health 
System (RMC 10/3/16, p. 1), when settling corporate civil 
or criminal fraud cases.

Martin also noted that the statement of facts refer-
enced “deliberate concealment” of information from Te-
net lawyers about the contracts with Clinica de la Mama. 
This language suggests that it’s not a matter of “someone 
making a minor, inadvertent misstep,” she notes.

But another attorney, who asked not to be identified, 
said it was “completely disingenuous” for DOJ to act like 
Tenet’s lawyers were “misled because the ‘true intent’ 
was related to referrals. ‘True intent’ is not a fact or some-
thing that lawyers need to know for contracts like this,” 
he contends. “The lawyers certainly knew that Clinica re-
ferred to the hospital and if the lawyers needed to know 
more, the lawyers should have asked.” What’s most 
troublesome, he says, is he thinks there was “clearly” a 
basis for the contracts between the hospitals and the clin-
ics that had nothing to do with referrals. Therefore, “if 
the payments were fair-market value, it is hard to explain 
how this contract is different from typical contracts that 
hospitals have with referral sources,” the attorney says.

Contact Martin at Rcmartin@mwe.com. Visit http://
tinyurl.com/jpgfy4b. G

Coumadin Clinic Billing Errors Led to 
$1.4 Million Settlement With OIG

Hospitals may want to take a closer look at their 
Coumadin clinics because they may be charging for eval-
uation and management (E/M) services when they’re 
mainly performing lab tests.

That’s what happened at Cheshire Medical Center 
and Dartmouth-Hitchcock Clinic in New Hampshire, 
which agreed to pay $1.4 million in a civil monetary 
penalty settlement over billing at its Coumadin clinic. 
Cheshire Medical Center, a subsidiary of Dartmouth-
Hitchcock, conducted an internal review of E/M coding 
and identified problems with the “frequent use of level 
one codes in connection with its Coumadin clinic,” a 
provider-based department of the hospital, says its attor-
ney, Mark Fitzgerald, with Powers Pyles Sutter & Verville 
in Washington, D.C. Cheshire and Dartmouth-Hitchcock 
disclosed the problem to the HHS Office of Inspector 
General in April 2016 and a month later were accepted 
to its Self-Disclosure Protocol. On July 29, the settlement 
was signed, a remarkably fast resolution, he says.

OIG contends in the settlement that level one E/M 
services were not provided as billed and/or were not 
medically necessary from January 2010 through the 
end of 2015. The settlement amount is large because 

Call Bailey Sterrett at 202-775-9008, ext. 3034 for rates on bulk subscriptions or site licenses, electronic  
delivery to multiple readers, and customized feeds of selective news and data…daily, weekly or whenever you need it.
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Coumadin clinic services are high volume, even though 
the reimbursement is relatively low, Fitzgerald says, and 
the Self-Disclosure Protocol sets a 1.5 multiplier on most 
overpayments.

Patients at nurse-run Coumadin clinics receive pro-
thrombin time (PT) tests, also called INR tests, to assess 
how long it takes the blood to clot and whether anti-
coagulants are effective. “They get real-time results and 
meds are adjusted as needed,” Fitzgerald says.

The billing errors at Cheshire Medical Center 
stemmed from the absence of formal CMS guidance for 
Coumadin clinics, Fitzgerald says. “Unofficially, if you 
did certain things, such as talk to patients about changes 
in symptoms, potential surgery or travel plans, a nurse 
could bill E/M level one,” Fitzgerald says. “What hap-
pened over time is CMS guidance became more specific 
and narrowed the scope of permissible billing for Cou-
madin blood tests. The billing practice was slow to catch 
up with the guidance.” While patients mainly come to 
have the PT tests, nurses are allowed to bill level one 
under “appropriate conditions.”

Billing for level one E/M code — 99211 — may be 
appropriate at Coumadin clinics because they don’t 
require a face-to-face encounter with a physician, accord-
ing to guidance from various Medicare administrative 
contractors. But they require direct physician supervision 
of ancillary staff performing services, which must be 
reasonable and necessary. Here’s an example of appro-
priate billing for 99211 for anti-coagulation management, 
according to 2014 guidance from Cahaba Government 
Benefit Administrators: “A new anticoagulant patient 
where education is required regarding dietary modifica-
tions, medicine restrictions, bleeding/trauma precau-
tions, etc. This type of education would not be medically 
necessary every visit especially if the patient has been on 
anticoagulant therapy for an extended time. A periodic 
educational update (i.e., every 3-6 months) may be medi-
cally necessary, for example, when a patient’s therapy 
target has been difficult to optimize.”

Billing improperly for 99211 “is very common,” says 
attorney Richelle Marting, with the Forbes Law Group 

in Overland Park, Kan. “There is a perception that when 
patients come to the office, there should be an office-visit 
E/M charge, even when services like venipunctures and 
injections are the only services being performed.” It’s 
possible nurses or technicians don’t understand that a 
patient’s presence doesn’t necessarily equate to an office-
visit charge, Marting says. “There are E/M billing re-
quirements and incident-to requirements for that code,” 
she notes. She often educates providers about Medicare 
requirements for billing 99211 with other services, which 
typically comes up when physicians or nonphysician 
practitioners aren’t involved in personally providing the 
services (e.g., at Coumadin clinics or when patients come 
in to their offices for vaccines).

Contact Fitzgerald at mark.fitzgerald@ppsv.com and 
Marting at rmarting@forbeslawgroup.com. View 2014 
guidance from Cahaba Government Benefit Administra-
tors at http://tinyurl.com/h3h52kr. G

Manage Risk With ‘the End in Mind’: 
HIPAA Breaches Are Inevitable

When a hospital terminated its outside counsel, he 
sued the hospital for breach of contract and attached 
an exhibit with all pending court matters he was still 
responsible for, including the names of patients and treat-
ments they received. The hospital was not to blame for 
this unauthorized disclosure of protected health informa-
tion, but now it had to do a breach analysis under the 
HIPAA/HITECH breach notification rule.

“In the event it’s a breach requiring notification, 
who has to notify the patients? The covered entity, which 
had nothing to do with the disclosure of the patient 
names,” said attorney Robert Trusiak, who represents the 
hospital.

The case is a reminder of the myriad ways that cov-
ered entities can find themselves responsible for a breach 
and in the crosshairs of the HHS Office for Civil Rights.

“To really provide HIPAA and HITECH Act com-
pliance, it’s important for health care organizations to 
embrace a singular reality: They will be the subject of a 
massive breach,” Trusiak said Oct. 7 at the Fraud and 
Compliance Forum sponsored by the American Health 
Lawyers Association. “If you act in that way — with the 
end in mind — it puts you in the best position for man-
aging that risk.”

In some ways, HIPAA is less manageable than other 
risks, he said. For example, compliance officers work 
with the vice president of contract management to ad-
dress potential Stark noncompliance, and there are tar-
geted ways to reduce errors for inpatient admissions that 
should be billed as observation services (i.e., auditing, 
physician education). “But if you have 10,000 employees 
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OCR: Ransomware Is a Breach
continued from p. 1 

“Historically, it was not a reportable breach,” Sel-
fridge says. “Ransomware is just a computer virus. It 
seems like a new, special thing, but it’s been around a 
long time. [Cybercriminals] are just using it more aggres-
sively and in more targeted ways.” Sometimes health 
care organizations detect the virus and kill it, and don’t 
consider it reportable as a breach, he says.

Selfridge thinks covered entities are still trying to 
synthesize the HIPAA regulation’s provision on security 
incidents with the July 2016 OCR guidance on ransom-
ware. According to HIPAA, a security incident is “the 
attempted or successful unauthorized access, use, dis-
closure, modification, or destruction of information or 
interference with system operations in an information 

in your organization, you have 10,000 silos of HIPAA 
risk,” Trusiak said. Because that makes a breach a virtual 
certainty, covered entities should “create a narrative to 
have with OCR so you don’t receive a six or seven figure 
penalty. When an unforeseen event happens, you dem-
onstrate you are not a rogue entity.” That means having a 
“robust book of evidence that demonstrates your HIPAA 
compliance,” including an up-to-date security risk as-
sessment, a mobile device management policy and busi-
ness associate agreements.

Be Sure to Have All BA Agreements
Dig deep to ensure you have all necessary business 

associate agreements. There is always a gap between the 
number of vendors who fall under the HIPAA/HITECH 
definition of a “business associate” and the number of 
business associate agreements, Trusiak says. Sometimes 
the covered entity isn’t paying attention and sometimes 
the contract is executed before completing the business 
associate agreement, which is upside-down, he says.

“After, what kind of leverage does the covered entity 
have? Little, if the provider agreement has only for-cause 
termination,” he says. “The solution is to flip the switch, 
coordinating with the purchasing department to reverse 
the process. Don’t sign the contract until the business 
associate agreement is executed by the vendor. Then you 
have leverage to ensure you have a complete list of busi-
ness associate agreements.” He also recommends getting 
a list from the accounts payable department of every 
vendor who receives payment and double checking it 
against the list of business associate agreements to ensure 
nothing is missed.

Because a HIPAA/HITECH breach is inevitable, 
covered entities should have cybersecurity insurance and 
a clear understanding of what services will be provided 
when there is a breach, Trusiak says. Will the insurer 
send a team of people to help with the breach investiga-
tion? Will the team be on your doorstep, or on the phone, 
within two hours to start a forensic exam? Will they 
coach the covered entities through media contacts and 
address potential class-action lawsuits? This should all be 
established so you’re “acting in a deliberative manner in 
the middle of a crisis,” he says.

Covered entities have to be prepared for the “un-
manageable nature of HIPAA risk.” For example, 
WakeMed Health and Hospitals in North Carolina on 
Sept. 19, 2016, was fined $70,000 by a state bankruptcy 
court. In a court filing, WakeMed failed to strip names, 
Social Security numbers, bank account numbers and 
dates of birth, as required by Bankruptcy Rule 9037, ac-
cording to AIS’s Report on Patient Privacy.

Contact Trusiak at Robert@trusiaklaw.com. G
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CMS Transmittals and Federal 
Register Regulations

Sept. 30 – Oct 13
Live links to the following documents are included on RMC’s 
subscriber-only Web page at www.AISHealth.com. Please click on 
“CMS Transmittals and Regulations” in the right column.

Transmittals
(R) indicates a replacement transmittal.

Pub. 100-04, Medicare Claims Processing Manual
• Update to Chapter 15: Ambulance, Trans. 3620CP, CR 9791 

(Oct. 7; eff./impl. Nov. 8, 2016) 
• Billing of Vaccine Services on Hospice Claims (R), Trans. 

3621CP, CR 9052 (Oct. 7; eff. Oct. 1; impl. Oct. 3, 2016) 
• Table of Chemistry Panels, Trans. 3619CP, CR 9790 (Oct. 7; 

eff./impl. Jan. 10, 2017) 
• Implementation of New Influenza Virus Vaccine Code, Trans. 

3617CP, CR 9793 (Sept. 30; eff. Aug. 1, 2016; impl. Jan. 3, 
Feb. 20, 2017) 

Pub. 15-2, Provider Reimbursement Manual - Part 2, Provider 
Cost Reporting Forms and Instructions

• Chapter 32, Form CMS-1728-94, Trans. 17p232 (Oct. 7; eff. 
for cost reporting periods on or after Oct. 1, 2015) 

Federal Register Regulations
Final Rules

• Reform of Requirements for Long-Term Care Facilities, 81 Fed. 
Reg. 68688 (Oct. 4, 2016) 

• Correction: Hospital Inpatient Prospective Payment Systems 
for Acute Care Hospitals and the Long-Term Care Hospital 
Prospective Payment System and Policy Changes and Fiscal 
Year 2017 Rates; Quality Reporting Requirements for Specific 
Providers; Graduate Medical Education; Hospital Notification 
Procedures Applicable to Beneficiaries Receiving Observation 
Services; Technical Changes Relating to Costs to Organizations 
and Medicare Cost Reports; Finalization of Interim Final Rules 
With Comment Period on LTCH PPS Payments for Severe 
Wounds, Modifications of Limitations on Redesignation by 
the Medicare Geographic Classification Review Board, and 
Extensions of Payments to MDHs and Low-Volume Hospitals, 
81 Fed. Reg. 68947 (Oct. 5, 2016) 

https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R3620CP.html
https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R3621CP.html
https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R3621CP.html
https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R3619CP.html
https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R3617CP.html
https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R3617CP.html
https://www.cms.gov/Regulations-and-Guidance/Guidance/Transmittals/2016-Transmittals-Items/R17p232.html
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Selfridge says the OCR guidance caused a “big stir 
in the industry” because it said “if attacked by ransom-
ware, you have to report it as a breach.” But covered 
entities might be confident there was no unauthorized 
access, which means there’s no obligation to report. “If 
you know what the malware is and it’s a certain flavor of 
malware and you know it doesn’t allow a backdoor into 
your system, you can say with a relatively high degree 
of certainty there has been no sharing of the PHI with 
unauthorized individuals,” Selfridge says. “Other times 
I would say if you are not sure what flavor of malware 
you are dealing with, if you don’t know if PHI has been 
breached or don’t have a strong security function or ca-

system” (See 45 C.F.R. 164.304). Heesters noted that 
ransomware is a security incident if it’s on the computer 
system of a covered entity or business associate. “When 
ePHI is encrypted as the result of a ransomware attack, 
a breach has occurred because the ePHI encrypted by 
the ransomware was acquired…and thus is a ‘disclo-
sure’ not permitted under the HIPAA Privacy Rule,” he 
said. That was echoed in the OCR ransomware guid-
ance, which stated that covered entities and business 
associates should presume a breach happened when 
they have been attacked by ransomware unless they can 
show there is a “low probability that the PHI has been 
compromised.”

Subscribers to RMC are eligible to receive up to 12 Continuing Education Credits per year, which count toward 
certification by the Compliance Certification Board. For more information, contact CCB at 888-580-8373.

Taking Steps to Prevent a Ransomware Attack
Here is a checklist to help covered entities reduce the risk of being victimized by malicious software known as 
ransomware, which the HHS Office for Civil Rights says is a breach that requires reporting. The checklist was 
developed by Alex Laham, information security manager at Lawrence General Hospital in Massachusetts. Contact 
him at Alexander.Laham@LawrenceGeneral.org.

Ransomware Defense Checklist

1. PEOPLE
❏  Establish an effective security awareness training program to educate users on what ransomware is, how it gets into 

systems and how to prevent it from entering your network.
❏  Keep staff updated on current events regarding information security events and particularly ransomware events 

occurring at other locations.
❏  Test staff’s level of awareness by conducting simulated phishing email campaigns designed to mimic the 

characteristics of a ransomware threat
❏  Continuously provide feedback to staff that may fail those simulated campaigns.
❏  Train staff on downtime procedures to ensure they understand what to do in the case of a system downtime.

2. SYSTEMS
❏  Deploy a firewall to your network perimeter properly configured with Intrusion Detection System (IDS) and Intrusion 

Prevention System (IPS), Anti-virus (AV), Anti-Spam (AS) protections and web filtration.
❏  Configure your email spam filters to block known malicious attachments, such as .rtf and .js. Consider blocking file 

types known to contain ransomware.
❏  Ensure that Microsoft office is configured to disable automatic running of macros.
❏  Ensure that user access privileges are kept to least required. Accounts with elevated privileges provide ransomware 

with more authority to spread.
❏  Deploy endpoint protection software to include anti-virus, IPS and Application Control.
❏  Patch systems on a regular basis to ensure up-to-date protections.
❏  Segment networks to reduce the spread of infection.

3. BACKUP
❏  Utilize a backup process: Cloud, Hotsite, Colocation, USB, etc. Any backup is better than no backup.
❏  Perform a Business Impact Analysis to determine critical business systems and data most in need of backup.
❏  Test your backups to ensure that data is accessible and recoverable.
❏  Perform periodic recoveries to ensure that the data backup process is functioning properly and to practice a data 

recovery scenario.
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u Details on the second round of the hospital ap-
peals settlement process will be announced in a 
month or two, and it looks like CMS will offer hos-
pitals something less than 68% this time around, 
attorney Andrew Wachler said Oct. 10 at a webinar 
sponsored by RACMonitor.com. “I advocated to 
CMS it should be no lower than 67%,”said Wachler, 
who is with Wachler & Associates in Royal Oak, 
Mich. CMS said on Sept. 28 it will do a second round 

of the hospital appeals settlement process (RMC 
10/3/16, p. 7), known last time as the “68% solution.” 
CMS in 2014 offered hospitals 68% of the net allow-
able amount of denied claims for inpatient admis-
sions if they dropped their appeals (RMC 9/8/14, p. 
1; 9/22/14, p. 6; 9/15/14, p. 1). The option was avail-
able to acute care and critical-access hospitals that 
appealed denials of claims with dates of admission 
before Oct. 1, 2013, when the two-midnight rule took 

pability to say this with certainty, then I think you need 
to report that.”

Heesters said there has also been a shift in “the at-
tack vector” for ransomware. Phishing has been a popu-
lar way into data at covered entities, he said, referring 
to the use of emails designed to trick employees to click 
on a link that invites in the ransomware. But “the newer 
ones are looking to exploit vulnerabilities in computer 
systems, acting more like malicious software, not some-
thing the user will initiate.” He also noted there was one 
ransomware case where the organization paid the hacker 
the ransom, but still did not get the key.

Covered entities face agonizing decisions when hit 
with ransomware, says Alex Laham, information security 
manager at Lawrence General Hospital in Massachusetts. 
Should they give in to a criminal’s demands because it 
seems like the fastest way to regain access to their sys-
tem? But what if the hackers don’t keep their promise 
and turn over the key after getting paid? Covered enti-
ties should say “no” to the cybercriminals and instead 
activate their back-up plan, taking computers off line and 
cleaning and restoring them, Laham says. What if that 
takes a week? It may be tempting to just pay the ransom, 
especially when it’s a small amount, he says. There are 
no easy answers.

A covered entity’s response may be driven in part by 
the nature of the attack. “Ransomware events could in-
fect 30 servers or 10 work stations or the entire organiza-
tion,” Laham says. The calculation, however, is that any 
disruption in services could affect patient care. “This is a 
horrible crime, especially in the health field. All they are 
doing is putting patients at risk,” he says. And the risk is 
growing. OCR’s guidance notes that “on average, there 
have been 4,000 daily ransomware attacks since early 
2016 (a 300% increase over the 1,000 daily ransomware 
attacks reported in 2015),” according to a U.S. Govern-
ment Interagency Guidance Document.

Selfridge says only a handful of health care organiza-
tions have paid the ransom, including Hollywood Pres-

byterian Medical Center (RMC 3/14/16, p. 1). “Most are 
able to recover from back-ups and move on,” he notes.

Ransomware can wreak havoc, Laham says. “It can 
spread rapidly, it’s nearly untouchable without a decryp-
tion key and new variations are coming out every day.” 
So far, cybercriminals are demanding money in exchange 
for the decryption key, but there’s fear they will eventu-
ally steal the data to sell on the black market, he says. It’s 
a harrowing thought at a time when “we are starting to 
consider whether a ransomware attack is a breach,” he 
says.

The best protection for covered entities is their risk 
management, Laham says. His tips:
u Continuously educate employees to minimize the risk 
of inviting malware in through phishing emails and 
malware-infected ads (RMC 5/9/16, p. 1). “We are starting 
to see it show up more in the form of ads on legitimate 
websites,” he says. “Ads can download malware on 
computers without the user knowing.” 

u Make sure to patch your systems, including browsers 
and operating systems.

u Don’t use legacy systems, which are older, outdated 
computers or software applications because, he says, 
they are more vulnerable due to of the lack of updates.

u Make sure the equipment from vendors satisfies your 
security standards “or segregate it from your network,” 
he says.

u Have a back-up plan. That means files are stored other 
places, such as a cloud service provider, especially for 
critical systems.

u Make sure there are layered protections (e.g., firewalls, 
anti-virus and anti-malware software). “We are seeing 
anti-ransom software coming on the market,” he says.

Contact Selfridge at brian.selfridge@
meditologyservices.com and Laham at Alexander.
Laham@lawrencegeneral.org. View the OCR guidance at 
http://tinyurl.com/h6nl4os. G
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effect. Once hospitals signed up for the settlement 
process, they had to include all “eligible” claim deni-
als — patient-status cases — and couldn’t cherry-
pick. That took appeals out of the Office of Medicare 
Hearings and Appeals (OMHA), where they now 
languish for up to three years. CMS again will offer 
the deal only to claim denials for patient-status cases. 
Contact Wachler at AWachler@wachler.com.

u CMS on Oct. 14 finalized the regulation on mer-
it-based incentive payment systems (MIPs) and 
alternative payment models (APMs), and in tan-
dem announced it will reduce medical reviews for 
physicians participating in some APMs. MIPs and 
the APMs are incentive-based physician payment 
systems created by the Medicare Access and CHIP 
Reauthorization Act of 2015 to replace the sustain-
able growth rate formula (RMC 3/7/16, p. 1). As part 
of its efforts to improve physicians’ experiences with 
the move from fee-for-service to fee-for-value, CMS 
appointed the director of the Center for Program In-
tegrity, Shantanu Agrawal, M.D., to head an initiative 
to improve regulations and reduce administrative 
burdens. The first move: “an 18-month pilot program 
to reduce medical review for certain physicians while 
continuing to protect program integrity,” CMS said. 
Providers practicing in “advanced” APMs “will be 
relieved of some scrutiny under certain medical 
review programs. Advanced APMs were identi-
fied as a potential opportunity for this pilot because 
participating clinicians share financial risk with the 
Medicare program. After the results of the pilot are 
analyzed, CMS will consider expansion along vari-
ous dimensions including additional Advanced 
APMs, specialties, and provider types.” View the an-
nouncement on the initiative at http://tinyurl.com/
zlzdth7. Read the MIPS/APM final rule at https://
qpp.cms.gov/docs/CMS-5517-FC.pdf.

u Yavapai Regional Medical Center in Arizona 
agreed to pay $5.85 million to resolve false 
claims allegations that it misreported the hours 
that its employees worked, which caused an in-
flated wage index for the Prescott, Ariz., area, the 
U.S. Attorney’s Office for the District of Arizona said 
on Oct. 4. The wage index is a measure of the geo-
graphically adjusted labor costs, and it figures into 
DRGs, APCs and other Medicare prospective pay-
ments because paying people is the lion’s share of 
most hospital budgets, and CMS uses hospitals’ self-

reported wage data, including wages, contract labor, 
hours and fringe benefits, to calculate the wage index 
(RMC 3/14/16, p. 5). The U.S. attorney’s office alleged 
that, from 2006 to 2009, Yavapai misreported data on 
Medicare cost reports about the hours worked by its 
employees, “which improperly inflated the amount 
of money it received from the Medicare program.” 
The hospital did not admit liability in the settlement. 
The wage index on Medicare cost reports is under 
the microscope of Medicare auditors and has the 
potential to cost hospitals piles of money. Medicare 
administrative contractors, which audit cost reports, 
including wage data, are applying rules more strin-
gently than they have in the past at CMS’s behest, 
and the wage index is on the 2016 HHS Office of In-
spector General’s Work Plan. But a false claims law-
suit pushes it to another level of risk. Visit http://
tinyurl.com/zm6ad6g.

u New guidance from the HHS Office for Civil 
Rights “debunks potential misunderstandings” 
about the HIPAA obligations of cloud service pro-
viders (CSPs) and the covered entities that use 
them, says Brian Selfridge, a partner at Meditology 
Services. The guidance, posted Oct. 7, states that 
“when a covered entity engages the services of a CSP 
to create, receive, maintain, or transmit ePHI (such as 
to process and/or store ePHI), on its behalf, the CSP 
is a business associate under HIPAA. Further, when 
a business associate subcontracts with a CSP to cre-
ate, receive, maintain, or transmit ePHI on its behalf, 
the CSP subcontractor itself is a business associate.” 
Selfridge says there has been the perception for a 
long time that covered entities shifted HIPAA bur-
dens to CSPs, but OCR’s guidance makes it clear that 
covered entities “still have obligations under HIPAA 
to maintain security controls with data you put in 
the cloud. You can’t just ship all the data to Amazon 
and think it’s their cloud’s responsibility,” Selfridge 
says. And CSPs share the HIPAA obligations, as the 
OCR guidance makes clear. They can’t say they don’t 
see the data so it’s not their problem, Selfridge says. 
CSPs also won’t be able to get away with using the 
conduit exception to wash their hands of HIPAA 
responsibility, he notes. That’s a narrow exception for 
pure transmission. “If you store data on your servers, 
you’re not just a conduit,” Selfridge says. Contact 
Selfridge at brian.selfridge@meditologyservices.
com. View the OCR guidance at http://tinyurl.com/
hdhrxls.
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