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The carrot and the stick

We all see a lot of arguing over the  
use of the carrot and the stick in 
compliance and ethics. For some 

reason people tend to take sides. For some 
reason everyone assumes these are compet-
ing methodologies and one is better than 

the other. What astounds me is that 
I can’t think of a single time I have 
heard someone say the carrot and the 
stick are both important. Everything 
I read is an argument supporting one 
over the other. They are complementary 
tools and selecting one is a mistake. 

Some people respond to incen-
tives. We need to think of more ways 

to incentivize people to pay attention to the 
rule of law and ethical expectations. Material 
incentives are often lacking, but to think that 
the carrot alone would be effective simply 
doesn’t recognize the fact that some people 
don’t respond to incentives. And just focusing 
on the stick is a miserable existence for every-
one involved. 

Auditing, investigating, and discipline are 
necessary to prevent, find, and fix ethical and 
regulatory problems. These tools are consid-
ered “the stick.” Talking about the virtues of 
ethical behavior will work for many people. 
Rather than arguing whether or not the stick 
or the carrot is better, effective compliance pro-
fessionals will use every tool in the book to be 
successful. Idealistic and academic arguments 
saying that the carrot is better or “should be 
the solution” are just not relevant to an effective 
compliance officer. All tools should be used. 

LETTER FROM THE CEO

Please don’t hesitate to call me about anything any time.
612-709-6012 Cell • 952-933-8009 Direct 
roy.snell @ corporatecompliance.org 

 @RoySnellSCCE    /in/roysnell 

Snell

by Roy Snell, CHC, CCEP-F

CCB certification made easy
Compliance Certification Board (CCB)® has released an 
updated Candidate Handbook for its Certified in Heathcare 
Research Compliance (CHRC)® professional certification. 
The handbook now includes:

 · Easy-to-understand steps 
to become certifi ed and 
to renew your certifi cation

 · Information on how to add 
and track your CEUs online

 · Candidates’ FAQs

 · Resources to help prepare for 
the examination

 · All the forms you’ll need for 
certifi cation and renewal

 · Information about HCCA’s online 
certifi cation study groups

View and download the new handbook on CCB’s website

www.compliancecertification.org/chrc

ccb-chrc-new-handbook-announce-halfpage-ad.indd   1 9/4/14   1:06 PM

http://twitter.com/RoySnellSCCE
https://www.linkedin.com/in/roysnell
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No matter how much training  
you do, some employees are going  

to fall for a phishing attempt or  
social engineering attempt.

“ ”
See page 18

Compliance
TODAY

ARTICLES

53  “An Ode to Healthcare Compliance”
by Lindsey Hennings
A creative look at what compliance professionals do — in rhyme!

57  When it comes to regulatory compliance, 
prevention is key
by Christina M. Kuta 
As the trend toward regulatory scrutiny increases, maintaining ongoing and 
meaningful compliance programs is an art — not a science.

59  Beware of drug lords bearing lunch
by Diane M. Evans
The Warner Chilcott  case sends a warning that the well-being of the patient 
should be the most important factor in deciding a course of treatment.

63  Home health agency PEPPER:  
Comparative data supports compliance 
monitoring efforts
by Kimberly Hrehor and Kathryn Krenz
How to read a PEPPER report, so you will know how your agency compares  
to others and may avoid being on the auditor’s radar.

67  Getting the most out of your annual  
compliance training
by Shawn Willey
The once-a-year event is an ideal time to educate, review laws and regulations, 
and highlight company policies that apply to day-to-day responsibilities.

71  [CEU] Compliance 101: 
Fraud: A cancer to the healthcare domain
by Robin Singh
A look at a dozen popular fraud schemes in healthcare and some simple steps  
to detect and mitigate them.



C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

16

6  www.hcca-info.org  888-580-8373

NEWS

Read the latest news online · www.hcca-info.org/news

DOJ releases the Fraud Section’s Foreign Corrupt 
Practices Act Enforcement Plan and Guidance
Recently the U.S. Department of Justice 
(DOJ) Criminal Division released Foreign 
Corrupt Practices Act Enforcement Plan 
and Guidance. According to the guidance 
memorandum, the DOJ “is committed to 
enhancing its efforts to detect and prosecute 
both individuals and companies for viola-
tions of the Foreign Corrupt Practices Act 
(FCPA), which criminalizes various acts of 
bribery and related accounting fraud. This 
memorandum sets forth three steps in our 
enhanced FCPA enforcement strategy.

“As the first and most important step in 
combatting FCPA violations, the Department 
is intensifying its investigative and pros-
ecutorial efforts by substantially increasing 

its FCPA law enforcement resources.” 
The second step the DOJ is taking is to 
strengthen “its coordination with foreign 
counterparts in the effort to hold corrupt 
individuals and companies accountable.” 
And the third step, “the Fraud Section is con-
ducting an FCPA enforcement pilot program. 
The principal goal of this program is to 
promote greater accountability for individu-
als and companies that engage in corporate 
crime by motivating companies to volun-
tarily self-disclose FCPA-related misconduct, 
fully cooperate with the Fraud Section, and, 
where appropriate, remediate flaws in their 
controls and compliance programs.”

For more: http://1.usa.gov/1MyaeTU

 
Cybersecurity risk is becoming a mainstay in annual 
audit plans, according to Protiviti’s latest study
According to Arriving at Internal Audit’s 
Tipping Point Amid Business Transfor-
mation, consulting firm Protiviti’s 2016 
Internal Audit Capabilities and Needs 
Survey report (www.protiviti.com/IAsurvey ), orga-
nizations are more likely than ever to 
evaluate cybersecurity risk as part of their 
annual audit plans. The firm’s press release 
noted, “Nearly three out of four organiza-
tions (73 percent) now include cybersecurity 
risk in their internal audits, a 20 percent 
increase year-over-year. While there is 
a clear need among most internal audit 
groups to strengthen their ability to address 
cybersecurity risk, the survey found that 
these capabilities are much stronger for 

top-performing organizations, particularly 
those in which the board of directors has 
a high level of engagement in information 
security risks.”

According to survey results, firms can 
no longer wait to address the importance of 
cybersecurity in internal audit function, as 
57% of companies surveyed have received 
inquiries from customers, clients, and/or insur-
ance providers about the organization’s state 
of cybersecurity.

More than 1,300 internal audit profes-
sionals, including more than 150 chief audit 
executives (CAEs), participated in Protiviti’s 
10th annual survey to assess the top priorities 
for internal audit functions in the coming year.
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NEWS

Read the latest news online · www.hcca-info.org/news

Regulatory News
Justice Department settles 
with Indiana doctor over 
discrimination against 
an individual with HIV
On April 7, 2016, the 
Department of Justice 
announced it “filed a 
lawsuit and consent decree 
to resolve allegations 
that Pain Management 
Care P.C., of South Bend, 
Indiana, refused to treat 
an individual because he 
has HIV, in violation of 
Title III of the Americans 
with Disabilities Act 
(ADA).” An investigation 
by the DOJ found “that 
the individual had sought 
interventional pain 
management treatment 
through anesthesiologist 
and pain management 
specialist Dr. Joseph 
Glazier. An employee of 
Pain Management Care 
informed the individual 
that Glazier would not 
treat him ‘due to [his] 
condition of being HIV 
positive.’ Title III of the 
ADA prohibits public 
accommodations, such as 
healthcare providers, from 
discriminating against 
people with disabilities, 
including HIV.

“Under the consent 
decree, which still must 
be approved by the court, 
Pain Management Care P.C. 

will develop a non-
discrimination policy, 
provide ADA training to its 
employees, submit annual 
reports to the United 
States, pay $20,000 to the 
complainant in monetary 
damages and $10,000 
in civil penalties to the 
United States.” 

For more: 
http://1.usa.gov/1SH9yb1

CMS finalizes 2017  
payment and policy  
updates for Medicare  
Health and Drug Plans
The Centers for Medicare 
& Medicaid Services 
(CMS) has released the 
final Medicare Advantage 
and Part D Prescription 
Drug Program changes for 
2017 that seek to provide 
stable payments to plans, 
and make improvements 
to the program for plans 
that provide high quality 
care to the most vulnerable 
enrollees. According to the 
agency press release, “The 
final policies are similar to 
those proposed in February 
but incorporate several 
changes in response to 
feedback received during 
the public comment 
period. On average, the 
expected revenue change 
is 0.85 percent without 
accounting for the expected 

growth in coding acuity 
that has typically added 
another 2.2 percent. The 
final revenue increase is 
somewhat smaller than 
the increase estimated 
in the February Advance 
Notice due primarily 
to technical updates 
in the risk adjustment 
normalization factor.”

For more: 
 http://go.cms.gov/1NduIBi

Mental health and substance 
use disorder parity rule for 
Medicaid and CHIP finalized
The Centers for Medicare 
& Medicaid Services 
(CMS) has also final-
ized a rule “to strengthen 
access to mental health 
and substance use ser-
vices for people with 
Medicaid or Children’s 
Health Insurance Program 
(CHIP) coverage, align-
ing with protections 
already required of pri-
vate health plans. The 
Mental Health Parity and 
Addiction Equity Act of 
2008 generally requires 
that health insurance 
plans treat mental health 
and substance use dis-
order benefits on equal 
footing as medical and 
surgical benefits.”

For more: 
http://go.cms.gov/1SfH1MA



Learn more at 
www.hcca-info.org/academies

HCCA’s Healthcare Privacy Basic Compliance Academy® is com-
prehensive, covering a broad spectrum of laws and regulations that 
affect healthcare organizations: HIPAA privacy, general compliance, 
the Federal Privacy Act, and other privacy-related topics relative to 
healthcare. The faculty has many years of experience in healthcare 
compliance and is well-versed in healthcare privacy. The Academy is 
also helpful in preparing for healthcare privacy certification.

questions: 
catherine.stollenwerk @ corporatecompliance.org

Learn more at 
www.hcca-info.org/academies

With a wide range of research-related issues becoming hot topics 
with enforcement agencies, HCCA’s Research Basic Compliance 
Academy® provides the opportunity to get information on many 
areas that affect research compliance officers and their staff on a 
day-to-day basis. A small audience encourages hands-on educational 
techniques, small group interaction, and networking.

questions: 
taci.tolzman @ corporatecompliance.org

San Diego, CA
Nov 7–10

Scottsdale, AZ • Jun 20–23

Nashville, TN • Oct 24–27 

San Diego, CA • Nov 7–10

Research
Basic Compliance
Academies

Privacy
Healthcare

Basic Compliance
Academies

REGISTER
EARLY

ACADEMIES 

FILL FAST

hcca-2016-research-and-privacy-academies-apr-ct-ad-1pg.indd   1 3/3/16   1:59 PM
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2016 Clinical Practice Compliance Conference
October 23–25 | Phoenix, AZ  
www.hcca-info.org/clinical

Book before August 30 and save $175!
The Clinical Practice Compliance Conference 
will take place in a new location this year, 
Phoenix, AZ. What remains the same about 
this conference is its focus on the unique 
compliance challenges faced by compliance 
officers in this risk-filled setting.

Sampling 101: A Primer for Internal and 
External Audits will kick off the first session of 
the pre-conference workshop on Sunday. The 
session will cover what sampling methods are 
most commonly used by government auditors 
and sampling strategies to apply for different 
auditing situations.

Privacy and security, which are a central 
focus in the minds of many, finds multiple 
spots on the agenda, including sessions on 
HIPAA and Information Security (InfoSec).

A wide range of other issues common 
to clinical practice will be explored, such as 
coding and billing, risk assessments, physi-
cian transactions, drug diversion, and ICD-10.

Formal sessions aren’t the only place 
where hot issues will be discussed. The 
networking event provides a myriad of oppor-
tunities to benchmark with your peers and 
facilitates long-term professional relationships.

To help build these connections between 
compliance professionals, the Clinical Practice 
Compliance Conference will include two 
networking receptions, the first on Sunday 
evening and the second at the end of the 
day’s sessions on Monday. In addition, two 
networking lunches and numerous network-
ing breaks have been scheduled throughout 
the meeting.

For those who are already certified, and 
for those interested in becoming certified, the 
meeting is a rich vein of continuing education 
credits. The Compliance Certification Board 
has approved the meeting for a maximum 
of 22.2 CEUs, which more than meets the 
requirements for live CEUs for renewing your 
certification. HCCA has also secured a wide 
range of other continuing education credits. 
More details are available at the website.

Book before August 30 to ensure you 
enjoy our early bird rate and save $175. Also 
be sure to make hotel reservations while space 
is still available. Registration information 
and other details about the Clinical Practice 
Compliance Conference are available on the 
HCCA website at www.hcca-info.org/clinical .

Find the latest conference information online · www.hcca-info.org/events

HCCA conference news

HCCA NEWS

Questions?
Email:   catherine.stollenwerk@corporatecompliance.org   

Visit:  www.hcca-info.org/clinical 
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Find the latest HCCA website updates online · www.hcca-info.org

HCCA website news
Contact Tracey Page at 952-405-7936 or email her at tracey.page @ corporatecompliance.org with any questions about HCCA’s website.

HCCA NEWS

Top pages last month
Number of website 
visits last month

78,952
Online Exam Applications
No need to waste paper for your certification 
exam applications anymore — we now have 
our exam applications online. To use the online 
exam applications, you must first be registered 
for an event that offers an exam for the certifi-
cation that you are planning to obtain. To learn 
more about which certifications CCB offers, 
log on to www.compliancecertification.org. You can find 
out which events offer which exams on their 
event page, under the Certification    tab. The event 
pages can be found under the Events    tab on the 
HCCA website.

After you are registered for the confer-
ence, go to the My Account   page on the HCCA 
website. The online application will be 
available under the Certification    section on 
the bottom-right side of the page.

Video of the month
What is the key to being a successful speaker? 

Shawn DeGroot and many other pre-
senters share tips on being a speaker at: 
http://bit.ly/votm-ct-2016-06. If you’re interested in 
being a speaker, HCCA is taking proposals for 
the 2017 Compliance Institute during the month 
of June 2016. www.hcca-info.org/Events/CallforSpeakers.aspx 

 Are you subscribed to
HCCA’s Compliance Weekly News?

Once subscribed, CWN    will arrive every Friday  
in your email with a wrap-up of the week’s 
healthcare compliance-related news.  
To subscribe, visit:

HCCA NEWS

If not, you should be.  
It’s informative 

and FREE.

www.hcca-info.org/cwn

Home Page Job Board Why Join HCCA Handouts

2016
My Account
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Find the latest HCCAnet ® updates online · www.hcca-info.org/HCCAnet

HCCA NEWS

HCCA social media news
Contact Stephanie Gallagher at 952-567-6212 or email her at stephanie.gallagher@corporatecompliance.org with any questions about HCCA social media.

LinkedIn — www.hcca-info.org/Linkedin

Join us on LinkedIn — a business-oriented 
network with more than 300 million active users. 
With more than 24,000 members, our LinkedIn 
group fosters more than 50 new discussion posts 
every week. Some recent highlights:

 
SlideShare — www.slideshare.net/theHCCA

We love sharing! Find informative and helpful 
presentations from every one of our conferences 
and presenters — free! Two examples: 

 

 

 

 

 
Facebook — www.facebook.com/hcca

We’re on Facebook, too! “Like” our page for 
healthcare compliance news and networking.  
A recent post:

Twitter — www.twitter.com/theHCCA

Join 11,400+ others and follow HCCA for breaking 
news and insights. A few favorite tweets: 

 
The C&E Blog — www.complianceandethics.org

Stop by The Compliance & Ethics Blog  
to check out discussions about hot topics  
and breaking news in compliance & ethics.  
Be sure to subscribe to have a daily digest 
emailed to your inbox. One recent post:
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· Kattie Bailey, CHC, CCE has been named Compliance 
Manager by TeamHealth in Knoxville, TN.

· Howard Hacker has been named Senior Vice President 
and Chief Compliance Officer for Tenet Healthcare Corporation 
in Dallas.

· Susan M. Hammond, MPH, CPC, has been named 
Manager of Coding & Compliance for the University of 
Maryland Faculty Physicians, Inc. in Baltimore.

· Lorna Pham, PsyD, has been named Director of 
Compliance at Sovereign Health Group in San Clemente, CA.

· John W. Ras, CHC, CIA, has been named Chief 
Compliance Officer by Byram Healthcare in White Plains, NY.

· Mark Schneider, CHC, CHPC, CHRC has been 
appointed System Compliance and Privacy Officer for 
Southcoast Health System, a delivery network in Southeastern 
Massachusetts and Rhode Island, which comprises Charlton 
Memorial Hospital, St. Luke’s Hospital, and Tobey Hospital.

PEOPLE ON THE MOVE

Received a promotion? New staff member in your department?
· If you’ve received a promotion or award, earned a degree or certification, accepted a new position, 

or added staff to your Compliance department, please let us know. It’s a great way to keep the 

Compliance community up-to-date. Send your updates to: margaret.dragon @ corporatecompliance.org

PEOPLE 
on the 

MOVE

Every month Compliance Today offers healthcare 
compliance professionals information on a wide variety 
of enforcement, regulatory, legal, and compliance 
program development and management issues. 

We are particularly interested in articles covering 
compliance concerns involving hospitals, outpatient 
services, behavioral health, rehab, physician practices, 
long-term care/homecare/hospice, ambulatory surgery 
centers, and more.

Articles are generally between  
1,000–2,500 words (not a limit). 
Submit your article as a Word 
document with limited formatting.  
The article title and author’s 
contact information must be 
included in the article.

CCB awards 2 CEUs to authors of articles  
published in Compliance Today

Compliance Today  needs you!
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to thwart phishing attacks
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Using technical safeguards 
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Authors Earn CEUs: 

Email your topic ideas, format questions, and  
more to CT  Story Editor Margaret Dragon:  
margaret.dragon @ corporatecompliance.org



Help Keep Your 
Compliance Program 
Fully Staff ed

List Your Job Openings 
Online with HCCA
It’s hard to have an eff ective compliance program 
when you have openings on your team. Help fi ll 
those openings quickly—list your compliance job 
opportunities with the Health Care Compliance 
Association.

Benefi ts include:

• Listing is posted for 90 days to maximize exposure

• Targeted audience

• Your ad is also included in our biweekly HCCA Jobs 
Newsletter, which reaches more than 30,000 emails

Don’t leave your compliance positions open any longer 
than necessary. Post your job listings with HCCA today.

Visit www.hcca-info.org/newjobs 
Or call us at 888-580-8373
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an interview by Adam Turteltaub, CHC, CCEP

Meet Adam Greene
This interview with Adam Greene (AdamGreene@dwt.com) was conducted 

by HCCA/SCCE Vice President of Membership Development Adam Turteltaub 

(adam.turteltaub@corporatecompliance.org) in February 2016.

AT: You’re a nationally-recognized author-
ity on HIPAA and the HITECH Act, and you 
primarily counsel healthcare systems and 
technology companies on compliance with the 
HIPAA privacy, security, and breach notifica-
tion requirements. Cyber security is among 
the top risk areas compliance and ethics pro-
fessionals are concerned about in 2016. So 
please tell us what is the difference between 
“cyber security” and “information security”?

AG: There is not always consensus, but 
I consider cyber security to be a subset of 
information security concerning the Internet. 
For example, a thief stealing a laptop is an 

information security matter, but arguably not 
a cyber security matter. A hacker accessing 
your network or even remotely taking control 
of an insulin pump is a cyber security issue.

AT: Do hackers and other cyber 
criminals represent a significant risk to 
healthcare entities? Why would they want 
health information?

AG: 2015 represented the year that health 
information clearly became a top target for 
cyber criminals. A few hacking cases in 2015 
impacted over 100 million individuals, more 
than all large breaches in previous years com-
bined. The problem may have been around for 
some time before 2015, but last year was when 
healthcare organizations started to discover 
these breaches.

Adam H. Greene, JD, MPH
Partner, Davis Wright Tremaine  
Washington, DC  
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We seem to be seeing two main reasons 
why cyber criminals want health informa-
tion. The first is identity theft and other types 
of fraud. Health information is often par-
ticularly rich data, providing everything a 
criminal potentially needs to commit identity 
theft. Accordingly, anecdotal reports indi-
cate that the street value of a health record 
is much higher than, for example, a credit 
card number. Credit cards can expire or get 
deactivated, but health information is often 
data (such as date of birth and Social Security 
number) that cannot be changed. The second 
reason seems to 
be the collection of 
background informa-
tion, potentially for 
purposes of intelli-
gence gathering. For 
example, some of the 
largest 2015 breaches 
are purportedly 
traced to China and 
efforts to collect intelligence on large volumes 
of people (although China vehemently denies 
such claims).

AT: What types of cyber threats should 
healthcare entities be worried about?

AG: Ransomware is becoming a growing 
threat. This is where someone encrypts the 
victim’s computers and will not provide the 
key unless paid. Even when an organiza-
tion has an up-to-date backup, removing the 
malware and restoring the systems can be a 
lengthy process that can significantly disrupt 
all of the organization’s operations. If the orga-
nization does not have a backup or the backup 
is corrupted (possibly by the attacker), then 
patient data may be irretrievably lost unless 
the ransom is paid. This has become enough of 
an issue that HHS put out an alert on it at the 
end of January. The alert proved quite timely, 
as a string of hospitals across the country have 

since been victims of high-profile ransomware 
attacks, with potentially many more attacks 
going unreported.

Phishing continues to be a growing con-
cern. Some of the largest 2015 breaches have 
been traced back to successful phishing 
attacks, where a user within the healthcare 
entity clicks on a link in a fake email, leading 
to a malware infection that potentially infects 
the network.

Some of the more exotic threats involve 
medical devices. Hackers have demonstrated 
that they can remotely take control of medi-

cal devices. This 
has been portrayed 
in popular enter-
tainment, such as a 
“Homeland” episode 
where a hacker kills 
someone by remotely 
controlling their 
implanted pacemaker. 
In reality, the threat 

is real, but it is hard to say if the risk is signifi-
cant, because the likelihood may be so small. 
But you can imagine the consequences if this 
type of cyber attack was used by a country in 
the midst of a war.

AT: Because so many of the attacks 
involve tricking employees into relinquishing 
information, it argues strongly for teaching 
employees to be more vigilant. What are some 
specifics that you think employees should 
be taught?

AG: One place to start is focusing on 
phishing attacks. Phishing refers to a hacker 
sending a fake email to try to infiltrate systems. 
Employees clicking on links or attachments in 
phishing emails have led to some of our largest 
breaches. Organizations should consider pro-
viding training using real phishing attempts to 
demonstrate that modern phishing emails are 
not filled with spelling and grammar mistakes. 

Health information is  
often particularly rich data, 

providing everything a 
criminal potentially needs 
to commit identity theft.
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And organizations should consider regular 
phishing exercises by sending fake phishing 
emails and providing additional training to 
anyone who clicks on the link or attachment. 
They can also provide rewards to users who 
properly detect and report phishing attempts.

Another place to 
focus is password 
management and the 
dangers of sharing 
passwords across sys-
tems. Organizations 
should consider 
whether they are 
willing to permit 
and support the use 
of password man-
agement, because 
it is easy to tell an employee to maintain a 
different password for every system, but it is 
unrealistic to expect that they will do so and 
use strong passwords without password man-
agement software or similar tools.

Third, organizations can emphasize that 
passwords should never be communicated with 
anyone, including IT. Sometimes, IT needs to 
be reminded of this. Otherwise, hackers can 
obtain access to a system by posing as IT.

At the end of the day, however, employee 
education will only get you so far. No matter 
how much training you do, some employ-
ees are going to fall for a phishing attempt 
or social engineering attempt. Accordingly, 
organizations should also be focusing on what 
technical safeguards they can put in place so 
that if a hacker gets into information systems, 
the damage can be contained.

AT: Part of the problem is that the criminals 
are getting really good at what they do. They 
can make it look like an email is coming from 
an employee’s boss. Is it time for us to start 
making policies that certain requests need to 
be confirmed over the phone or face to face?

AG: It’s not a bad idea. I think it’s some-
thing for each organization to consider. At a 
minimum, organizations should train employ-
ees to be suspicious of an email coming from a 
boss or other person of authority that requests 
data in an unusual fashion. For example, if an 

email comes out of 
the blue requesting 
a file with sensitive 
information, then 
a verification call 
would be entirely 
appropriate. But, 
while organizations 
can create all the poli-
cies that they want, 
they must be realistic 
that there will always 

be some employees who do not follow them. 
Accordingly, there must be good technical 
safeguards to protect against human error.

AT: Law enforcement has been encourag-
ing companies to come forward sooner, rather 
than later, when they detect an incident. 
What’s your sense of when organizations that 
are victims of an attack should reach out to 
law enforcement for help?

AG: I agree that it’s best to bring in law 
enforcement pretty early on. It is always 
important to first activate the incident 
response plan, bring in the right people, and 
get to work on forensic analysis. For example, 
it may be best to have forensic imaging done 
before calling law enforcement. But once the 
initial steps are done, an early decision should 
be contacting law enforcement. Law enforce-
ment may be able to shed additional light on 
the situation, based on what they are seeing 
elsewhere, and a slow response with involv-
ing law enforcement could be second guessed 
later during litigation.

AT: Thank you for sharing your insights. 

But, while organizations 
can create all the policies 
that they want, they must 
be realistic that there will 

always be some employees 
who do not follow them.
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As the HHS Office for Civil Rights 
(OCR) launches Phase 2 of the HIPAA 
Audit Program, it is a good idea for 

compliance officers to perform some oversight 
of HIPAA Privacy and Security by inquiring how 
your organization would respond. A HIPAA 

checklist created from the protocol 
would be helpful to assist in the dis-
cussion with the security official and 
privacy officer. Current policies and 
procedures need to be verified.

I believe one of the most 
important questions is: “Has your 
organization performed a security 
risk assessment?” A required risk 

analysis is defined as, “an accurate and thor-
ough assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, 
and availability of the electronic protected 
health information (e-PHI) held by the cov-
ered entity or business associate.” I realize 
these risk assessments vary from one organi-
zation to another in terms of approach, scope, 
level of detail, etc., but a risk analysis needs to 
be performed. It would be helpful to verify that 
your organization has a current asset inven-
tory list and current network diagrams. The 
risk assessment should cover every part of the 
HIPAA Security Rule in addition to a threat 
source risk analysis in which you consider the 
natural, environmental, human, and techno-
logical threat sources. There needs to be an 
executive summary or an overview letter that 

summarizes the results/risk level that could 
be provided to an OCR auditor. 

There may be high-risk areas. That is 
the point of performing a risk assessment —  
to figure that out and analyze the risk. Now 
risk management becomes the key. Required 
“risk management” is defined as the actual 
implementation of “security measures suf-
ficient to reduce risks and vulnerabilities to 
a reasonable and appropriate level to comply 
with [the security standards].” 

Therefore, following the risk assessment, 
there should be a risk mitigation plan to allow 
for a timeline to implement security measures 
in areas identified as higher risk in order to 
sufficiently reduce the organization’s risk of 
losing or compromising its e-PHI and to meet 
the general security standards. What is your 
plan to mitigate the risk and meet the general 
security standards? Everything should really 
flow from the risk assessment. The compliance 
officer should review and retain a copy of the 
executive summary/overview letter, complete 
risk assessment, and risk mitigation plan. 
You should know where your organization 
stands in terms of compliance. 
 
 
1.  45 CFR §164.308 (a)(1)(ii)(A)
2.  45 CFR §164.308 (a)(1)(ii)(B)

by Catherine Boerner, JD, CHC

HIPAA security risk analysis 
(Required)

EXHALE

Boerner

Catherine Boerner (cboerner@boernerconsultingllc.com) is President at  

Boerner Consulting, LLC located in New Berlin, WI.    /in/catherineboerner 

I believe one of the  
most important questions is:  

“Has your organization performed  
a security risk assessment?”

https://www.linkedin.com/in/catherineboerner
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W hen it comes to directing the 
care of services performed by 
clinical staff (e.g., qualified 

healthcare professionals, ancillary staff, 
technicians, residents, or fellows), it is 
important to understand the levels of physi-

cian or non-physician practitioner 
(NPP) supervision needed to satisfy 
billing and regulatory require-
ments. This can be much more 
difficult for physicians who work in 
large healthcare delivery systems 
where myriad professionals partici-
pate in patient care. Some locations 
in which physicians practice are 

provider-based settings (i.e., facility), but 
others are physician-based, and the payer 
class of the patient isn’t always set in stone. 
If you do not understand why it is so 
difficult for physicians to grasp the super-
vision rules that govern billing of services 
on both the facility side and professional 

practice side, try walking a mile in their 
paper-booty-covered shoes.

Physicians keep many different require-
ments in their heads (and at times inside the 
pockets of their lab coats). To understand the 
required level of physician supervision for 
billing, physicians have to know whose defini-
tion applies, who is being supervised, what 
is being supervised, and where the service is 
being supervised. There are varying degrees 
of physician supervision dictated by Medicare, 
as well as state Medicaid fiscal intermediaries 
(whose definition may be regulated by state 
law), state regulations governing licensing of 
certain professions (e.g., Board of Medicine or 
Board of Nursing), and even the Accreditation 
Council for Graduate Medical Education 
(ACGME). Throw in some private payers, who 
may have their own definitions of physician 
supervision, and perhaps you will start to 
understand why some organizations do not 
have a firm grasp on these requirements.

Medicare
A critical concept when it comes to Medicare 
is understanding the difference between 

by Maryann C. Palmeter, CPC, CENTC, CPCO, CHC

Who’s minding the store? 
Understanding supervision 
requirements

 » Diagnostic tests have their own Medicare benefit category.

 » Medicare recognizes three levels of physician supervision for diagnostic tests. 

 » Non-physician practitioners may not supervise performance of diagnostic tests per Medicare.

 » Diagnostic and therapeutic service supervision differs in outpatient facility settings.

 » Supervision requirements may differ between ACGME, Medicaid, Medicare, and state practice laws.

Maryann C. Palmeter (maryann.palmeter@jax.ufl.edu) is Director of Physician 

Billing Compliance at the University of Florida Jacksonville Healthcare, Inc., 

College of Medicine in Jacksonville.  

Palmeter
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incident-to billing and the requirements for 
supervision of diagnostic and therapeutic 
services in outpatient facility and non-facility 
locations. At times organizations apply 
Medicare incident-to billing erroneously.

In general, for services to be covered 
as incident-to a physician or other NPP, 
the services and supplies must be:

 · An integral, although incidental, part 
of the physician’s professional service;

 · Commonly rendered without charge 
or included in the physician’s bill;

 · Of a type that is commonly furnished 
in physician’s offices or clinics; and

 · Furnished by the physician or by aux-
iliary personnel under the physician’s 
direct supervision.

“Direct supervision” here is defined as 
the physician or supervising practitioner 
being present in the office suite and imme-
diately available to provide assistance and 
direction throughout the time the aide is 
performing services.

For professional billing, the incident-to 
provision is not applicable in a facility setting. 
In a facility setting, Medicare Part B payment 
is made to the facility for services rendered 
incident-to a physician or NPP, not to the 
physician, NPP, or group practice.

One area of confusion is the applica-
tion of incident-to guidelines to diagnostic 
tests. According to the Medicare Benefit Policy 
Manual, “Carriers and intermediaries must 
not apply incident to requirements to services 
having their own benefit category. Rather, 
these services should meet the requirements 
of their own benefit category.”1

Professional billing of diagnostic tests
Diagnostic tests are a distinct and separate 
benefit set forth in the Social Security Act;2 
therefore, supervision of diagnostic tests 
need not also meet the incident-to billing 

requirements. Some practices will apply the 
incident-to billing requirements to diagnostic 
tests and bill the diagnostic test as a physician 
service when the physician did not provide the 
requisite level of supervision for the test. Their 
rationale: “Well, the patient was established 
and the physician did establish a treatment 
plan for this problem, so the non-physician 
practitioner can bill the services incident-to 
the physician.” The supervision guidelines 
relevant to diagnostic tests specify that only 
“physicians” may supervise the technical com-
ponent of diagnostic tests covered under the 
Medicare Part B physician fee schedule. NPPs 
may only bill for diagnostic tests when they 
personally “furnish” the service (i.e., they did 
not simply supervise someone else performing 
the service).

Medicare regulations stipulate that diag-
nostic X-rays and other diagnostic tests must 
be furnished under the appropriate level of 
supervision by a “physician,” and may not be 
supervised by NPPs; however, certain excep-
tions are afforded for some diagnostic tests 
furnished by some NPPs. In a nutshell, this 
means physician assistants, nurse practitio-
ners, clinical nurse specialists, and certified 
nurse midwives may not supervise other staff 
in the performance of a diagnostic test —  
but when these same NPPs “perform” the 
tests themselves, the only level of physician 
supervision needed is that which is required 
for all services performed by that specific NPP. 
For example, nurse practitioners must work 
in collaboration with a physician, and physi-
cian assistants must practice under the general 
supervision of a physician.

According to the Code of Federal Regulations,3 
with limited exceptions, diagnostic tests 
covered under the Medicare physician fee 
schedule must be provided under some level 
of physician supervision or the services will 
not be considered reasonable and neces-
sary. The level of physician supervision for 
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diagnostic tests varies, based on the complex-
ity of the service. For most of these services, 
three levels of physician supervision are 
applicable: general, direct, and personal.

General supervision – This means the 
service is furnished under the physician’s 
overall direction and control, but the phy-
sician’s presence is not required during 
the performance of the procedure. Under 
general supervision, the training of the non-
physician personnel who actually perform 
the diagnostic procedure and the main-
tenance of the necessary equipment and 
supplies are the continuing responsibility 
of the physician.

Direct supervision – “In the office setting” 
means the physician must be present in the 
office suite and immediately available to 
furnish assistance and direction throughout 
the performance of the service; however, the 
physician does not need to be present in the 
room when the service is performed.

As you may have noted in the above defi-
nition, direct supervision is defined from the 
perspective of the office setting; therefore, 
one must determine whether the service 
in question is provided in an office setting 
(non-facility) or a facility setting. Direct 
supervision for outpatient facility billing is 
defined differently.

Personal supervision – this means a 
physician must be in attendance in the room 
during the performance of the procedure.

Outpatient facility billing
Under the Outpatient Prospective Payment 
System (OPPS), the level of supervision, 
who may supervise, and the proximity 
of the supervising party to the location 
where the service is being performed varies 
based on whether the service is diagnostic, 
therapeutic, or falls under the category of 
“nonsurgical extended duration therapeutic 
services” (NSEDTS).

Diagnostic services
Some of the rules governing supervision of 
diagnostic tests on the professional side also 
apply to outpatient facility diagnostic services 
(i.e., the required level of supervision must 
be by provided by a physician unless the 
NPP personally performs the diagnostic test). 
What’s different is how “direct supervision” 
and “immediate availability” are defined in 
the outpatient facility setting.

Beginning in calendar year 2011, for 
services requiring direct supervision, the 
supervising physician may be present in 
locations such as physician offices that 
are close to the hospital or provider-based 
department of a hospital where the services 
are being furnished, but are not located 
in actual hospital space, as long as the 
supervisory physician remains immediately 
available. The supervising physician may be 
present in a location in or near an off-campus 
hospital building that houses multiple 
hospital provider-based departments 
where the services are being furnished, 
as long as the supervisory physician is 
immediately available.

For diagnostic services furnished in an 
on-campus or off-campus outpatient depart-
ment of the hospital, direct supervision 
means the supervising physician must be 
immediately available to furnish assistance 
and direction throughout the performance of 
the procedure. The supervising physician is 
not required to be present in the room where 
the procedure is being performed, or within 
any other physical boundary, as long as 
he/she is immediately available. The super-
vising physician may be present in locations 
such as physician offices that are close to the 
hospital or provider-based department of a 
hospital where the services are being fur-
nished, but that are not located in an actual 
hospital space, as long as the supervisory 
physician remains immediately available.
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Immediate availability requires the 
immediate physical presence of the super-
visory physician. CMS has not specifically 
defined the word “immediate” in terms of 
time or distance; however, an example of 
a lack of immediate availability would be 
situations where the supervisory physician is 
performing another procedure or service that 
he/she could not 
interrupt. Also, for 
services furnished 
on-campus, the 
supervisory physi-
cian may not be so 
physically distant 
on-campus from 
the location where 
hospital outpatient 
services are being furnished that he/she could 
not intervene right away. The hospital or 
supervisory physician must judge the supervi-
sory physician’s relative location to ensure that 
he/she is immediately available.

There are some other rules that apply 
to the coverage of physical therapy, speech-
language pathology, or occupational therapy 
services when they are furnished “as therapy,” 
meaning under a therapy plan of care, as well 
as services covered under the End Stage Renal 
Disease Prospective Payment System.

So in essence, for outpatient facility bill-
ing, who can supervise is the same as for 
professional billing, but the definition of 
direct supervision varies and takes into con-
sideration the hospital campus, as opposed to 
an “in office” requirement because services 
performed in hospital-based settings are not 
always performed in clinic settings.

Therapeutic services
Physicians, clinical psychologists, licensed 
clinical social workers, physician assistants, 
nurse practitioners, clinical nurse specialists, 
and certified nurse midwives may furnish the 

required supervision of hospital outpatient 
therapeutic services that they may personally 
furnish in accordance with state law and all 
additional rules governing the provision of 
their services. Medicare requires direct super-
vision of all hospital outpatient therapeutic 
services unless CMS makes an assignment of 
either general or personal supervision for an 

individual service. 
The key difference 
between diagnostic 
and therapeutic ser-
vices is that NPPs may 
provide the requisite 
level of supervision for 
therapeutic services, 
but they may not do so 
for diagnostic services.

For therapeutic services, direct supervision 
means the immediate availability to furnish assis-
tance and direction throughout the performance 
of the procedure. General and personal supervi-
sion are defined above under the “Professional 
billing of diagnostic services” section.

For every rule there is an exception, as is the 
case for certain therapeutic services. For pulmo-
nary rehabilitation, cardiac rehabilitation, and 
intensive cardiac rehabilitation services, direct 
supervision must be furnished by a doctor of 
medicine or a doctor of osteopathy.

Nonsurgical extended duration 
therapeutic services
There is a hybrid level of supervision for 
certain services described as non-surgical 
extended duration therapeutic services 
(NSEDTS). These include hospital outpatient 
therapeutic services which:

 · can last a significant time;
 · have a substantial monitoring compo-

nent that are typically performed by 
auxiliary personnel;

 · have a low risk of requiring the supervi-
sory practitioner’s immediate availability 

…NPPs may provide the 
requisite level of supervision 

for therapeutic services,  
but they may not do so  
for diagnostic services.
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to furnish assistance and direction after 
the initiation of the service; and

 · that are not primarily surgical in nature.

In the provision of these services, CMS 
requires a minimum of direct supervision 
during the initiation of the service, which 
may be followed by general supervision for 
the remainder of the service at the discretion 
of the supervisory practitioner. “Initiation” 
means the beginning portion of the NSEDTS 
that ends when the patient is stable and the 
supervising physician or the appropriate 
NPP determines that the remainder of the 
service can be delivered safely under gen-
eral supervision. The point of transition to 
general supervision must be documented in 
the medical record.

For these services, “direct supervision” 
means the immediate availability to furnish 
assistance and direction throughout the 
performance of the procedure. “General 
supervision” means the service is performed 
under the supervisory practitioner’s overall 
direction and control, but his/her presence 
is not required during the performance of 
the procedure.

The list of services that may be furnished 
under general supervision or that are defined 
as NSEDTS is subject to change. The CMS 
website4 is a good place to check for a list of 
these services.

Accreditation Council for  
Graduate Medical Education
In the ACGME Program Requirements for 
Graduate Medical Education in General 
Surgery,5 residency programs must use the fol-
lowing classifications of supervision to ensure 
oversight of resident supervision and graded 
authority and responsibility:

 · Direct supervision
 The supervising physician is physically 
present with the resident and patient.

 · Indirect supervision
 (1) With direct supervision immediately 
available – the supervising physician is 
physically within the hospital or other site 
of patient care, and is immediately avail-
able to provide direct supervision.
 (2) With direct supervision available –  
the supervising physician is not physically 
present within the hospital or other site of 
patient care, but is immediately available 
by means of telephonic and/or electronic 
modalities, and is available to provide 
direct supervision.

 · Oversight
 The supervising physician is available to pro-
vide review of procedures/encounters with 
feedback provided after care is delivered.

The definition of direct supervision, as 
it applies to the supervision of diagnostic 
tests billed under the Medicare physician fee 
schedule, differs greatly from the ACGME’s 
definition. The ACGME’s definition of direct 
supervision is more in line with Medicare’s 
definition of personal supervision. Also, the 
ACGME includes terms that Medicare does 
not recognize. In part, one of the ACGME’s 
definitions for indirect supervision (i.e., with 
direct supervision immediately available) 
looks very similar to Medicare’s definition of 
direct supervision — as least as far as the phy-
sician office is considered.

Residents and fellows are afforded 
progressive responsibility commensurate 
to their level of training. The level of teach-
ing physician supervision is based on 
the resident’s or fellow’s competence and 
experience, as well as ACGME residency 
program guidelines.

The level of teaching physician supervision 
and participation (and documentation) needed 
to support professional billing may be more 
stringent than the levels described in ACGME 
residency program protocols, regardless of 
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the resident or fellow’s experience or demon-
strated competence. For example, the ACGME’s 
Orthopaedic Surgery Review Committee for 
Orthopaedic Surgery6 states that for a post-grad-
uate year-one resident, a Foley catheter insertion 
may be performed under indirect supervision 
with direct supervision immediately available. 
However, under the teaching physician rules 
for minor procedures,7 a teaching physician 
must either personally perform the procedure 
or must be physically present during the entire 
procedure in order to submit a billable charge to 
Medicare Part B. The teaching physician’s pres-
ence and participation must also be documented 
in the medical record.

State Medicaid programs
Each state’s Medicaid program may establish 
the level of physician supervision required for 
certain services. For example, in the Florida 
Medicaid Practitioner Services Coverage and 
Limitations Handbook,8 personal supervision 
is required to bill Florida Medicaid for ser-
vices performed by a physician assistant or 
advanced registered nurse practitioner under 
the physician’s provider number. The Florida 
Administrative Code9 defines “direct supervision” 
as face-to-face supervision during the time the 
services are being furnished; “personal super-
vision” is defined as services furnished “while 
the supervising practitioner is in the build-
ing…” As such, the state of Florida’s definition 
of personal supervision is more in line with 
Medicare’s definition of direct supervision.

State practice regulations
Each state’s laws initially address the extent to 
which a physician must be on the premises, 
available by telephone, or in formal collab-
orative relationships with certain types of 
practitioners or ancillary personnel. Medicare 
coverage requires compliance with state licen-
sure regulations in all respects. Consequently, 
knowledge of the extent to which a state’s laws 

address physician supervision requirements 
where physicians work with nurses, laboratory 
technicians, physical therapists, physician’s 
assistants, medical assistants, nurse midwives, 
and others in the physician practice must be 
considered before anything else. Thereafter, a 
payer may impose other specific and variable 
coverage requirements.

Conclusion
Supervision rules are not just a Medicare 
require  ment. There are Medicare guidelines that 
differ based on professional vs. facility billing, 
location, type of service being supervised, and 
who is allowed to supervise. There may be dif-
ferent requirements for state Medicaid plans and 
even private payers. The rules for accreditation 
of graduate medical education programs differ 
from Medicare’s, and lastly, there are state prac-
tice regulations which govern how professionals 
may practice and, at the very least, must be con-
sidered before any thought is given to billing.

So cut physicians some slack and help them 
navigate these complex regulations. In addi-
tion to keeping up with all of these billing and 
regulatory requirements, they have another 
very important job to perform: taking care 
of patients. 
 
 
 
 
1.  Centers for Medicare & Medicaid Services: Medicare Benefit Policy 

Manual Pub. # 100-02, Ch. 15, Sec.60 (A), revision 1: October 1, 2003. 
Available at http://go.cms.gov/1SfEr9j

2.  Social Security Administration: “Compilation of The Social 
Security Laws” Title XVIII, Part E, Sec. 1861 (s) (3). Available at 
http://1.usa.gov/1p4JvD2

3.  U.S. Government Publishing Office: Code of Federal Regulations, 2014 
Annual Edition, 42 C.F.R. 410.32. Available at http://1.usa.gov/20IuB3i

4.  CMS: “Hospital Outpatient Therapeutic Services That Have Been 
Evaluated for a Change in Supervision Level,” March 10, 2015. 
Available at http://go.cms.gov/1Nt0UvB

5.  Accreditation Council for Graduate Medical Education: “ACGME 
Program Requirements for Graduate Medical Education in 
General Surgery,” revised September 29, 2013. Available at 
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6.  Accreditation Council for Graduate Medical Education: Frequently 
Asked Questions: Orthopaedic Surgery Review Committee 
for Orthopaedic Surgery, revised June 2015. Available at 
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8.  Agency for Health Care Administration: Florida Medicaid Practitioner 
Services Coverage and Limitations Handbook, revised April 2014. Available at 
http://bit.ly/1RZ5Ygm

9  Florida Department of State: Florida Administrative Code 
59G-1.010 (276), last amended April 16, 2006. Available at 
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MANAGING COMPLIANCE

By Lynda S. Hilliard, MBA, RN, CCEP, CHC

A common complaint I hear from 
compliance officer colleagues is the 
frustration they feel when they are 

bogged down with “management issues” 
rather than exercising their “compliance 
superman” duties — protecting the organiza-

tion from overzealous regulators, 
whistleblowers, or issues. After more 
discussion, it is apparent that some 
of my colleagues may have great 
compliance skills; however, they 
need a refresher, or more impor-
tantly, a primer on how to manage 
their department as a team and, as 
appropriate, collaborate with manage-

ment peers for organizational success. Many 
compliance officers may have been promoted 
after demonstrating success on projects 
where they acted individually and are known 
as focused achievers. Because we recognize 
Compliance 101 as a foundation for effective 
compliance programs,1 we should also inte-
grate Management 101 skills into our daily 
department operations for success.

As my career has spanned healthcare, com-
pliance staff, and senior management roles, 
including the United States Army Nurse Corps, 
I learned through course work, but more impor-
tantly, through on-the-job training, how to lead 
a team to succeed in our goals. This column 
will strive to provide the reader with monthly 
concepts and tips on how to effectively manage 
their operations in a complex organization.

Effective team management
Building a motivated and effective team is 
a key foundational element for a successful 

leader. The literature abounds on how to 
build an effective team, but more importantly, 
how to maintain and enhance individual and 
team effectiveness. We all know that skills 
that make you a good compliance officer may 
not always translate into a good day-to-day 
manager. Your independence, knowledge, 
expertise, and ambition to rid the organiza-
tion of non-compliance also need to focus 
on clearly:

 · Defining position responsibilities 
and accountabilities;

 · Identifying individual staff skill sets  
and building on their expertise;

 · Delegating and providing the authority  
to your staff to perform their jobs;  
and, most importantly,

 · Providing constructive feedback and 
refraining from micro-management 
in a secretive environment.

In order to be an effective compliance 
officer, you need to gain leadership and 
management trust and support, delegate 
responsibility, manage projects, build and 
facilitate work groups, investigate and report 
on specific issues, and provide sufficient 
leadership to internal staff to help you get 
these jobs done. You can’t do it all your-
self. Compliance department staff need to 
exhibit strong intelligence, confidence, criti-
cal thinking, and independence skills. Use 
those skills through effective delegation and 
oversight. Mentor and grow your staff into 
our future compliance officers by affording 
them the respect and opportunity to learn 
from their leader. 
 
 
 
 
1.  Debbie Troklus and Greg Warner: Compliance 101, Third Edition. 

Published by the Health Care Compliance Association, 2011.

Management 101
Lynda S. Hilliard (lyndahilliard@hotmail.com) is Principal of  

Hilliard Compliance Consulting in Mount Shasta, CA. 
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In 2010, the Affordable Care Act (ACA) 
was signed into law by President Barack 
Obama and provided for an industry-

changing law that reinforced the shift in 
focus from volume-based to value-based 
payments. Although the ACA brought forth 
changes, including value-based purchasing 
for Medicare, Medicare bundled payment 
initiatives, penalties for readmissions, elec-
tronic health record (EHR) interoperability, 
Accountable Care Organizations (ACO), and 
increased regulatory complexity for compli-
ance officers, the ACA also heightened efforts 
to improve quality outcomes for patients. 
It introduced new incentives and penal-
ties designed to hold clinicians accountable 
for the care they provided. The Medicare 
Access and CHIP Reauthorization Act of 2015 
(MACRA), a new law signed in April of 2015, 
provides for even more regulatory change 
and cause for immediate attention and close 
monitoring from compliance officers. The 
monumental shifts driven by MACRA are 

expected to have broad implications 
and will pose complex challenges for 
healthcare organizations.

Wide reaching impacts  
to many business functions
MACRA will present both a risk and 
an opportunity, because it will likely 
impact strategy, finance, clinical opera-
tions, technology, and both physician 
and patient engagement. Each of these 
areas within a health system may not 
specifically or completely fall within 
the purview of the compliance offi-
cer, but the compliance officer should 
expect to be brought into strategic 
discussions with other members of 
the leadership team as a resource to 
help the organization plan and pre-
pare for the various impacts of the 
MACRA law. Given the breadth and 
complexity of the MACRA law, it may 
be confusing and challenging for some 
compliance officers to determine their 
specific place or value in this process. 
Compliance officers should under-
stand the important role they play and 
develop well-articulated plans to prepare their 
organization for MACRA. It is important to act 

by Daniel Esquibel, Ryan Haggerty, and Peter A. Khoury, MHA, MJ, CHC, CHPC

Compliance in a new, 
valuebased care world

 » MACRA may drive clinicians to participate in new payment models intended to control costs and improve value.

 » MACRA is expected to have organization-wide impacts on health systems, including compliance. 

 » Regulations are complex and are still being developed.

 » Compliance officers must be engaged in strategic planning discussions with leadership.

 » Actionable plans, including compliance plans, must be started today to prepare for tomorrow.

Daniel Esquibel (desquibel@deloitte.com) is a Deloitte Advisory Senior 

Manager in Deloitte & Touche LLP’s Washington DC office. Ryan Haggerty 

(rhaggerty@deloitte.com) is a Deloitte Advisory Senior Manager and 

Peter A. Khoury (pkhoury@deloitte.com) is a Deloitte Advisory Consultant 

in Deloitte & Touche LLP’s Philadelphia office.  

Esquibel

Haggerty

Khoury
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now, as some of the changes necessary to be 
successful and compliant under MACRA will 
take more time to implement.

What is MACRA?
MACRA fundamentally changes how Medicare 
payment updates to clinicians will be set in 
the future. In essence, it repealed the former 
Sustainable Growth Rate (SGR) formula for phy-
sician payment updates 
and created an entirely 
new and different system. 
The law potentially puts 
significant revenue at 
stake for hospitals and 
health plans, making it 
imperative for executives 
to actively engage in their 
organizations’ response 
to the law and adjust their 
business strategies going 
forward. It also codified 
into law payment for 
chronic care management (CCM), which has 
gained increased interest from hospitals in the 
last year. In many cases, compliance officers will 
be relied upon to design and implement internal 
controls related to the operational implica-
tions of the law and maintain compliance with 
federal regulations, in hopes of minimizing 
various risks. There is a bit of uncertainty that 
comes with being put in this position, because 
regulations under MACRA are currently under 
development. Therefore, compliance officers 
will likely be faced with the difficult task of 
maintaining a watchful eye on the regulatory 
developments coming out of Washington, while 
also working within their organization to 
proactively plan and prepare for changes.

Traditional Medicare 
payment updates, no more
MACRA repealed the SGR formula for physi-
cian payment updates and sets updates to the 

Medicare Physician Fee Schedule for all years 
in the future. It also establishes a path toward 
a new payment system that will more closely 
align reimbursement with quality and out-
comes measures, many of which are still to 
be determined. The path provides financial 
incentives for clinicians to participate in risk-
bearing, coordinated care models and move 
away from the fee-for-service reimbursement  

system. Only clinicians, 
who meet or exceed 
certain revenue 
thresholds through 
Advanced Alternative 
Payment Models (APMs) 
entities during an 
earlier performance 
period, will qualify 
for temporary financial 
bonuses and higher 
payment updates 
beginning in 2019.

The large popula-
tion of clinicians who initially might not meet 
the thresholds for revenue through eligible 
APMs will participate in the Merit-based 
Incentive Payment System (MIPS). Under 
MIPS, clinicians will be scored based on their 
performance relative to other clinicians par-
ticipating in the program. Their scores will be 
posted publicly and will determine whether 
they receive positive or negative payment 
adjustments every year beginning in 2019. 
Understanding the complexities of the MIPS 
program and evidencing compliance with 
its many requirements will pose a new chal-
lenge. This only gives a preview of some of 
the complex strategic decisions that must be 
made and emphasizes the importance of the 
compliance officer’s role in helping the orga-
nization navigate the changes that MACRA 
will require. Using the seven elements of an 
effective compliance program may serve as 
a familiar framework for this approach.

MACRA  
fundamentally  
changes how  

Medicare payment  
updates to clinicians  

will be set in  
the future.
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Key considerations
Although in previous discussions about the 
organization’s value-based care strategies and 
arrangements the compliance officer may have 
been more of a passive observer, MACRA cata-
lyzes their participation as a key stakeholder 
in planning, preparation and implementation 
efforts. The stakes are high and the require-
ments are too complex to ignore their perspective 
and involvement. So what are a few examples 
of how compliance officers can assist their 
organizations to prepare for and operationalize 
strategies related to MACRA initiatives?

 · Assist management in establishing a 
program management structure to lead 
the MACRA preparation, implementation, 
and monitoring activities that considers 
all angles of the law and reinforces a 
“compliance first” mentality.

 · Interview Meaningful Use (MU), Physician 
Quality Reporting System (PQRS), and 
Value-Based Modifier (VBM) process 
owners to understand and evaluate 
existing processes that support the  
following MIPS related activities:
• Clinician tracking/identification
• Eligibility determination
• Quality score calculation 

and monitoring
• Score reporting
• Measure selection
• Routine auditing and monitoring 

for coding and billing, including 
external reviews

 · Evaluate processes and efficiency related 
to clinical documentation and coding 
completeness, accuracy, and consistency to 
support MIPS episode-grouping require-
ments and bundled payment calculations 
and validation. This is particularly impor-
tant, because much of this documentation 
may come from the physician medical 
records, which have not necessarily been 
an area of focus in the past.

Maintaining vigilance under new requirements
Because physician reimbursement will be 
significantly impacted, under the new initia-
tives discussed, MACRA will drive changes in 
physician contracting and hospital-physician 
relationships. One must always consider Stark 
risks and frequently monitor contracts, but 
new and emerging physician contracting risks 
should be considered.

Although market shifts are ever pres-
ent in the healthcare industry, MACRA may 
likely increase the number of private practice 
providers that will look to seek employment, 
or partner with a larger healthcare entity. The 
acquisitions will be driven by a few accelera-
tors resulting from MACRA. For example, 
the changes brought forth by MACRA are 
intended to emphasize the meaningful use 
of certified EHR technology, and the main-
tenance of these systems is costly. Additionally, 
standardizing clinical work flows to satisfy the 
new MACRA requirements may be difficult for 
those who are not able to meet certain elements 
for the new composite scores, leading to down-
side financial risk and administrative burden.

Publicly available performance scores 
based on new quality and performance 
measures will be available to compare 
clinicians to their peers. Clinical quality 
reputation, negotiation leverage with health 
plans, and talent recruiting strategies are just 
a few of the areas that will be impacted by 
the results. Competitively, marketing cam-
paigns aimed at highlighting differences in 
quality scores may likely come into play in 
highly concentrated markets between com-
peting healthcare institutions. The integrity 
of the clinical quality data submitted and 
used towards the composite score will likely 
be audited by regulators and subject to scru-
tiny if inaccurate or incomplete.

Additional emphasis on clinical docu-
mentation integrity will likely be needed as 
reporting requirements change. Heightening 
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clinical accountability will be a set of three 
new code groups. The new care episode 
groups, patient condition groups, and patient 
relationship groups will be required to be 
used for all Medicare claims submitted on 
or after January 1, 2018. These new codes 
are intended to help CMS more accurately 
measure resource use and will have a signifi-
cant effect on a clinician’s payment updates. 
Fundamentally sound and consistent clinical 
documentation practices, including docu-
mentation in the medical record, will prove 
to be even more critical under MACRA 
than they were before.

Final thoughts
Healthcare organizations and compliance 
professionals should strategically prepare for 
the changes MACRA will bring in the near 
future. Compliance officers and their staff 
will likely play an integral role in developing 
controls, validating that internal processes 

are consistent with federal requirements, 
and continuing to monitor critical regulatory 
changes. Organizational decisions are being 
made by leadership, but compliance officers 
should have a seat at the table, because they 
now have a larger stake in how operations 
will be impacted by regulatory changes. 
It is important to plan and prepare today 
before the initial provisions of MACRA 
take place. 

This article contains general information only and 
Deloitte is not, by means of this article, rendering 
accounting, business, financial, investment, legal, tax, 
or other professional advice or services. This article is 
not a substitute for such professional advice or services, 
nor should it be used as a basis for any decision or 
action that may affect your business. Before making 
any decision or taking any action that may affect your 
business, you should consult a qualified professional 
advisor. Deloitte shall not be responsible for any loss 
sustained by any person who relies on this article.

Compliance Certification Board (CCB)® has released an 
updated Candidate Handbook for its Certified in Heathcare 
Privacy Compliance (CHPC)® professional certification. 
The handbook now includes:

 · Easy-to-understand steps 
to become certifi ed and 
to renew your certifi cation

 · Information on how to add 
and track your CEUs online

 · Candidates’ FAQs

 · Resources to help prepare for 
the examination

 · All the forms you’ll need for 
certifi cation and renewal

 · Information about HCCA’s online 
certifi cation study groups

View and download the new handbook on CCB’s website

www.compliancecertification.org/chpc

CCB certification made easy

ccb-chpc-new-handbook-announce-halfpage-ad.indd   1 9/4/14   1:08 PM
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Basic Compliance2016

 from the Health Care Compliance Association

Want to become Certifi ed in 
Healthcare Compliance (CHC)®? 

Take the optional CHC exam on 
the last day of the Academy.
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Oh, somewhere in this favoured land 
 the sun is shining bright, 
The band is playing somewhere, 
 and somewhere hearts are light; 
And somewhere men are laughing, 
 and somewhere children shout, 
But there is no joy in Mudville — 
 mighty Casey has struck out.

— Ernest Lawrence Thayer
“Casey at the Bat”

 

W ho doesn’t like sports? Whether 
you are in the office pool for the 
Super Bowl, filling brackets for 

the Final Four, playing in a fantasy league, 
or just enjoy Kevin Costner baseball movies 
(Kevin Costner football movies, Kevin 

Costner golf movies, or any Kevin 
Costner movie), sports surround us. 
We talk sports at the watercooler; 
use sports language to describe 
business (and perhaps compliance) 
strategy; and wear sports watches, 
sports shoes, and sport shirts —  
even if we don’t play sports.

The popular sports app theScore 
“creates mobile-first sports experiences, 
connecting fans to what they love through 
an addictive combination of real-time news, 
scores, fantasy information and alerts while 
creating and curating content that is mobile 
optimized, comprehensive, customizable and 
seamlessly shareable.” This is my longest-
standing app and, arguably, my favorite for 
keeping up with my teams and players. 

Use the app without an account (or sign 
up via email or your Facebook account to con-
nect) to save your teams, leagues, and players 
across devices, including your desktop. The 
app has everyone from traditional NFL and 
MLB leagues, to NASCAR, NASL, and special 
“leagues,” such as NCAA March Madness, 
MLB All-Star Games, and the various tennis 
and soccer leagues. Select those leagues you 
want to follow (favorite them with a star) and 
set which notifications you want to receive. 
Subscribe to breaking news for each league, 
so you can get alerts in real time.

Are you following certain players? No 
problem — set the notifications at the player 
level. Touchdown Packers! Bases loaded 
Brewers! Home run Ryan Braun! These will all 
trigger notifications to my smartphone, and 
in turn with one click, I can post to Facebook, 
tweet out to the Twitterverse, or send a text. 
This app connects with Apple Watch so, in the 
flick of a wrist while in a business meeting, 
you can unobtrusively get a home run notifi-
cation for an afternoon ballgame.

Head on over to the Apple Store or Google 
Play Store, download the app, select your teams, 
and setup all your alerts. Little did Thayer know 
when penning his famous poem, when “mighty 
Casey has struck out,” “there’s an app for that!” 
#GoPackGo  #Favre4Ever  #BrewCrew   

Score!
by Nancy J. Beckley

Beckley

Nancy J. Beckley (nancy@nancybeckley.com) is President of Nancy Beckley 

& Associates LLC, a rehab compliance consulting firm in Milwaukee, WI. 

 /in/nancybeckley    @nancybeckley    +NancyBeckley

Whether you are in the office 
pool for the Super Bowl, filling 
brackets for the Final Four, [or] 

playing in a fantasy league… 
sports surround us.

CONNECTIVITY

http://www.linkedin.com/in/nancybeckley
http://twitter.com/nancybeckley
http://plus.google.com/+NancyBeckley
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Hardly a week goes by when I am 
asked either what a hospital’s obser-
vation rate should be, or what a 

hospital can do to lower their observation rate 
because it is felt to be “too high.” So what is 
the right rate, and is your rate too high?

First, you have to be sure you are 
comparing apples to apples. How 
is the observation rate determined 
in each institution? Observation is 
often a catch-all for all patients who 
are staying in the hospital but are 
not admitted as inpatients. In reality, 
observation is a specific service 
ordered for outpatients who require 

a period of monitoring in the hospital beyond 
the Emergency Department (ED) evaluation 
or after routine recovery from an outpatient 
surgery. Observation is not to be used for the 
routine recovery patient who spends the night 
in the hospital, for the patient who cannot get 
a ride home, or for the patient who is dropped 
off by the family because they cannot take 
care of their loved one any longer.

The observation rate also depends on how 
it is calculated. Are patients who receive obser-
vation services, but are subsequently admitted 

as inpatients counted in the rate? Is the rate 
the number of observation patients compared 
to all patients who spend a night in the hospital 
(inpatient and outpatient) or compared to all 
inpatients? Does the rate look solely at fee-for-
service Medicare, where the observation rules 
are clear, or does it include Medicare Advantage 
and commercial patients, where the differentia-
tion between observation and inpatient is often 
determined by contractual terms or at the whim 
of a reviewer who may be incentivized to deny 
as many inpatient admissions as possible?

Observation is also not always a bad thing. 
The current ambulatory payment classifica-
tion (APC) for observation services provided 
to patients where the billing requirements 
are met increased by 85% from 2015 and now 
pays $2,275 (APC 8011).1 If observation ser-
vices are provided efficiently with a minimum 
of incidental services, the reimbursement 
can exceed the actual costs of providing that 
care. Reimbursement for many of the lower 
weighed diagnosis-related groups (DRGs) 
barely exceeds that amount, so it is possible to 
make money on observation and lose money 
on inpatient admissions.

Two-Midnight Rule
The Two-Midnight Rule draws a bright line 
at two midnights. “…The decision to admit 

by Ronald L. Hirsch, MD, FACP, CHCQM

What is the “right” 
observation rate? 

 » There is no standard for measuring observation rates; avoid comparing your rate to other hospitals.

 » Medicare’s observation payment in 2016 increased 85% from 2015.

 » Medical observation is fundamentally different from surgical observation.

 » If your follow Hirsch’s Law, your observation rate is at the benchmark for your institution.

 » Measure hours in observation and work to improve that.

Hirsch

Ronald L. Hirsch (rhirsch@accretivehealth.com) is Vice President,  

Accretive Physician Advisory Services in Chicago.    @signaturedoc
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becomes easier as the time approaches the 
second midnight, and beneficiaries in neces-
sary hospitalizations should not pass a second 
midnight prior to the admission order being 
written.”2 Patients in medically necessary hos-
pitalizations should not pass two midnights 
without being admitted to inpatient status. 
Many hospitals have not embraced this and 
keep patients in observation past the second 
midnight, despite the presence of medical 
necessity for hospital care. These hospitals are 
losing the opportunity to convert an outpa-
tient APC payment into a DRG payment.

Likewise, patients who are expected to 
require treatment for less than two midnights 
should not be admitted as inpatient, except for 
situations outlined in the “rare and unusual 
exception” policy provided by the Centers 
for Medicare & Medicaid Services (CMS) in 
their guidance.3 Some hospitals have adopted 
the philosophy that the payment for observa-
tion services is inadequate, and they therefore 
feel justified in admitting them as inpatient 
patients who are not expected to pass two 
midnights but are at “high risk of an adverse 
outcome,”4 such as patients with chest pain 
with a high Thrombolysis in Myocardial 
Infarction (TIMI) score.5 Furthermore, these 
hospitals are emboldened by the recent 
changes the Recovery Audit program with 
the record request limit lowered to 0.5% of all 
Medicare claims, lowering the risk of actually 
having any of these one-day inpatient admis-
sions ever audited.6 This is anathema to the 
concepts of compliance and should be avoided 
unless and until CMS gives guidance that 
such admissions are appropriate.

Observation best practices: Hirsch’s Law
Because of the many variables in defining and 
measuring observation rates, it is better to set a 
best practice policy and aim to meet or exceed 
that policy in order to achieve your hospital’s 
benchmark observation rate. The best practice 

for observation services is the modestly named 
“Hirsch’s Law,” which states that if every 
patient requiring the use of a hospital bed 
is reviewed by case management for proper 
admission status, with the use of a secondary 
physician review as appropriate, and every 
patient is placed in the right status, and obser-
vation services are only ordered for the patients 
where observation services are appropriate 
per regulations, and every patient goes home 
as soon as their need for hospital care has fin-
ished, and every patient who requires a second 
midnight stay is admitted as an inpatient, then 
your observation rate is at your benchmark.

How does one meet the requirements of 
Hirsch’s Law? Adequate resources dedicated 
to Utilization Review (UR) are critical. The UR 
staff needs to be available to assist physicians 
in making these decisions when patients are 
presenting to the hospital for further care. Many 
hospitals provide full staffing on weekdays, but 
have only limited staff available on evenings 
and weekends. Unless the ED closes on Friday 
at 5 p.m. and reopens on Monday at 7 a.m., 
there needs to be UR staff available off hours. 
It should also be conveyed to physicians that 
these are purely payment issues, so they do not 
get defensive and resist asking for help; they are 
not being told what antibiotic to choose or what 
specialist to consult.

Because it is felt that “processes that cannot 
be measured cannot be managed,” rather 
than comparing observation rates between 
hospitals and subjecting yourself to incorrect 
assumptions, there are several measures that 
can be used. First, as noted, keep your data 
clean by looking only at Medicare fee-for-
service patients. Including other payers will 
taint your data, depending on your payer mix 
and the rules used by the other payers, or 
lack thereof. Hospitals should also look at the 
length of stay for medical patients receiving 
observation services and work to optimize 
that. If you want to look at observation services 
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after outpatient surgery, keep that data separate 
from medical observation; the two cannot 
be compared because of the fundamental 
difference in their care.

Compare apples to apples
If you are going to compare your observation 
length of stay to other hospitals, be sure that 
they are not including observation provided 
routinely to patients after an outpatient proce-
dure (often incorrectly used to enable the bed 
control system to assign the patient a bed for 
overnight use) or observation care provided 
as a courtesy. Likewise, your medically neces-
sary observation hour counting and billing 
should end when medically necessary hos-
pital care has ended. Observation care that is 
provided after that point should be reported 
on a separate line on the claim and used 
solely to determine how much “free” care you 
give away, which can then be improved with 
focused efforts.

Ensure that tests needed to determine an 
observation patient’s stability for discharge, 
such as cardiac stress tests and magnetic reso-
nance imaging (MRI), are prioritized over 
routine tests; that the physicians responsible 
for interpreting those tests, such as radiolo-
gists and cardiologists, are available when the 
tests are completed; and that the results are 
expeditiously relayed to the treating physician 

for a disposition decision. It would be rela-
tively easy to break this down by diagnosis, 
service, day of the week, and physician to 
target quality improvement efforts.

Next, look at the number of patients receiv-
ing observation services who are hospitalized 
more than two midnights to determine if any 
of these had medical necessity for hospital 
care beyond the second midnight and, there-
fore, should have been admitted as inpatients. 
And finally, take a close look at all inpatients 
who spend only one midnight to ensure that 
they truly met one of the specified excep-
tions and that the documentation supports 
that exception.

Conclusion
This deep dive into your data will provide 
you with accurate, measurable, and actionable 
information to ensure you are placing patients in 
the right status, optimally providing their care, 
receiving the reimbursement you deserve, and 
avoiding a surprise visit by an auditor or the 
Inspector General. 
 
 
 
1.  Federal Register, Volume 80, page 70333-70336. November 13, 2015. 

Available at http://bit.ly/1V6XypI
2.  Federal Register, Volume 78, page 50946. August 19, 2013. Available at 

http://bit.ly/1SfDJsL
3.  CMS: Fact Sheet: Two-Midnight Rule. October 30, 2015. Available at 

http://go.cms.gov/1W4eADW
4.  Idem.
5.  Buck Christensen: Thrombolysis in Myocardial Infarction (TIMI) 

Score. June 19, 2014. Available at http://bit.ly/1Sk1NxY
6.  CMS: Medicare Fee-For-Service Recovery Audit Program.  

January 1, 2016. Available at http://go.cms.gov/1W4eIDA
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As part of initiatives to improve the 
quality of patient care, the Deficit 
Reduction Act (DRA) of 20051 mandated 

the reporting of Present on Admission (POA) 
indicators for principle and secondary diagnoses 
on all Inpatient Prospective Payment System 

(IPPS) hospital discharges after October 
1, 2007. The purpose of the POA 
indicator is to identify those conditions 
that are present upon admission and 
those that develop during the course 
of the inpatient admission. 

The Centers for Medicare & 
Medicaid Services (CMS) has also 
identified specific conditions that are 

not present on admission as hospital-acquired 
conditions (HACs). In addition, the DRA has 
also outlined a HAC payment provision that 
began with discharges after October 1, 2008. 
Under the HAC provision, inpatient admis-
sions with specified HACs are reimbursed 
by Medicare as though the conditions were 
not present. This quality adjustment in the 
Medicare Severity-Diagnosis Related Group 
(MS-DRG) takes into consideration the POA 
indicator: If the condition was acquired or not 
present on admission, then the hospital does 
not receive the higher payment.

In 2010, the Office of Inspector General 
(OIG) published the report “Adverse Events in 
Hospitals: Methods for Identifying Events.”2 In 
this report, the OIG cited findings that seven 

of eleven Medicare cases contained inaccu-
rate or absent diagnosis codes for HACs, and 
the OIG made the following recommenda-
tion: “CMS should ensure that hospitals code 
claims accurately and completely to allow for 
identification of hospital-acquired conditions 
affected by Medicare’s payment policy.” With 
this information and the results of the HAC 
Reduction Program, in which 758 hospitals 
are subject to a payment reduction in FY 2016, 
it is possible that hospitals may have poten-
tial problems with the coding of HACs and 
assignment of the POA indicator. Some areas 
for consideration to improve diagnosis coding 
and POA assignment would be:

 · A query process for inconsistent,  
missing, or conflicting documentation 
that also includes information 
around POA;

 · Development or revision of compliance 
audits for coding and documentation 
to include the assessment of 
POA assignment;

 · Conducting data mining on ICD-10-CM 
coding of identified HACs, focusing on 
MS-DRGs where a HAC is coded as a 
secondary diagnosis and identified as 
present on admission; and

 · Provision of staff education that includes 
information on how POA indicators 
play a part in the measurement of 
quality care and the Medicare HAC 
payment methodology. 

 
 
1. http://1.usa.gov/1RZ6ZVG
2. http://1.usa.gov/265RzFm 

HACs and POA indicators:  
Coding or quality?

by Donna Abbondandolo, MBA, CHC, CPHQ, RHIA, CCS, CPC

Abbondandolo

Donna Abbondandolo (donna.abbondandolo@wmchealth.org) is Senior Director, 

Compliance at Westchester Medical Center Health Network in Valhalla, NY. 
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The quality of cancer registry data has 
received national attention recently. 
This is due to the increased utiliza-

tion of the type of data the registry provides. 
However, there are potential issues regarding 
the quality of the data.

Cancer registries play a vital part 
in the national effort to cut the United 
States’ cancer mortality rates. Registries 
provide data to focus programs and 
monitor progress toward meeting the 
goal of cancer mortality reduction. 
As medical statistics are compiled and 
published annually, a greater emphasis 
has been placed on the quality and 

reliability of this data. Quite simply, national 
data is only as good as the state and local data. 
Therefore, it is critical that steps be taken to 
ensure the accuracy of that data.

Hospital cancer registries, which collect and 
maintain data on the patients who were diag-
nosed and/or treated in their facility, provide 
crucial data that is used to understand the 
complexities of cancer and cancer treatments. 
This data assists healthcare facilities and cancer 

institutions around the country in improving the 
delivery of effective care to cancer patients, and 
helps in educating healthcare providers. Most 
hospitals create internal reporting measures to 
learn more about the course of cancer within 
their demographic areas and patient popula-
tion. This pooled data is also used for studies 
to compare patterns of care among providers, 
population subsets, or geographic regions.

Hospital cancer registries provide very 
significant cancer data and measures such as:

 · New cancer cases (incidence)
 · Death rates (US mortality)
 · Cancer rates:

• Demographics:  
age, gender, race/ethnicity

• Career/Profession
 · Improvement rates/Cancer survival rate
 · Prevalence of cancer with high or low 

incidence rates
 · Risk of developing or dying from cancer

Information from hospital cancer regis-
tries helps to guide healthcare providers in 
cancer prevention and control programs that 
are focused on changing certain risk factors 
(e.g., tobacco usage, alcohol consumption) as 
well as minimizing other environmental risks. 

By Candice Morrison-General, CTR, CPC

Quality cancer registry data: 
How accurate is your data?

 » Cancer data is provided to assist our communities in the fight against cancer.

 » Certified tumor registrars (CTR) are an essential piece to accurate data collection. 

 » Every hospital registry must follow state requirements in order for cancer data to be considered reportable.

 » Quality controls within the hospital registry are essential in order to provide the state with the reliable statistics  
needed for cancer surveillance and evaluation.

 » Reportable cancer data is submitted quarterly and is subject to review.

Candice Morrison-General (cmorrison-general@ima-consulting.com)  

is a Senior Consultant with IMA Consulting in Chadds Ford, PA. 

Morrison-General
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Hospital cancer registry data is also benefi-
cial for identifying health population needs, 
such as increased cancer screening in certain 
regions or areas. Preventing and controlling 
risks can help to reduce costs and increase 
quality-of-care statistics.

Who collects the data? 
Certified tumor registrars
Certified cancer registrars collect data accord-
ing to National Cancer Data Standards while 
collaborating with the Commission on Cancer 
(CoC), the North American Association of 
Central Cancer Registries (NAACCR), and 
Surveillance, Epidemiology and End Results 
(SEER) for education and clarification of data 
collection rules. Certified tumor registrars are 
hired by the hospital to work in the oncology 
registry for an oncology registry manager or 
coordinator. Their role consists of:

 · Performing case finding monthly;
 · Creating an abstract of each eligible 

case diagnosed or treated at the 
facility within six months of discharge 
or date of service;

 · Maintaining patient follow-up in 
accordance with standards set by the 
American College of Surgeons (ACoS);

 · Assisting with Cancer Committee and 
Tumor Board meetings; and

 · Assisting with special projects and 
studies as assigned by the oncology 
registry manager.

In order to completely register a cancer 
case, the following must be accomplished:

 · Case finding: Identifying people with 
cancer who have sought care at a hospital 
or other medical care setting. Below are 
examples of the documentation that is 
required for case finding:
• Treatment summary sheets
• Surgical pathology documentation
• Autopsy reports

 · Abstracting: Data recording, noting the 
cancer site and type, patient demographics 
(e.g., gender, race, and age), and the extent 
of disease (or stage) documented in the 
medical record.

 · Followup: Tracking cancer recurrence  
and survival every year with the exception 
of expired patients.

 · Data analysis and reporting: Submitting 
data to state and federal registries.

Accurate data is required for the 
meaningful comparison of treatment and 
patient outcomes. Comparative data analyses 
are the basis for the feedback and education 
provided to cancer programs. Cancer cases 
are submitted to the National Cancer Data 
Base (NCDB), which reviews all cases and 
documents the conditions that will cause the 
submitted cases to be rejected and/or cases 
that do not meet the specifications of quality 
data standards.

What are the steps to  
submitting accurate data?
Due to the importance of standardized data, 
nationally accepted data edits are applied to 
all analytic cases that are submitted. Once all 
of the analytic cases have been reviewed, the 
reporting registry receives a registry report 
detailing the problematic cases. All rejected 
cases must be addressed and any data quality 
errors must be corrected prior to acceptance. 
How do you prevent your registry data 
submission from being rejected?

 · Internal compliance:  
Quality management program

The registry must implement a quality assurance 
program with specified activities integrated into 
basic central registry operations to ensure the 
consistent and ongoing review of data. Listed 
below are the major requirements to building 
a successful Quality Management program.
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 · Quality control policies and procedures
These policies and procedures should be 
implemented to ensure complete reporting 
of all reportable cases. This quality control 
function should be performed semiannually 
at a minimum to allow for immediate 
correction of identified underreported 
areas. Written procedures should identify 
how further action will be taken for those 
areas requiring improvement. In addition, 
a monitoring process should also be 
established and included in the procedures.

 · Procedure manuals, coding manuals,  
and other documentation

The hospital should establish standards, 
maintain continuity, and document 
changes over time. The central registry 
must maintain complete documentation 
that reflects both current and historical 
practices. The documentation should 
incorporate all aspects of the central 
registry’s operations, including its 
definitions and methods. Documentation 
most often is found in procedure manuals, 
coding manuals, and other manuals specific 
to registry operations.

 · Quality control coordinator
This person is responsible for training 
registry and hospital staff who collect 
registry data. They also have primary 
responsibility for the interpretation of 
quality control audit results.

 · Monitoring triggers of poor data quality
Internal auditing should become an annual 
practice for all facilities. The hospital 
should look to:

• Evaluate an increase in the percentage 
of unknowns for selected fields or 
a decrease in the number of cases 
received from a facility, based on 
previous months or years;

• Detect differences in data quality 
per data collector;

• Identify inexperienced registrars, 
employee turnover, or outsourcing;

• Maintain internal controls to meet 
education standards for Cancer 
on Commission Standards and 
Accreditation; and

• Keep data submission errors 
to a minimum.

 · Implementation of auditing protocol  
for quality control

The purpose of auditing is to review cancer 
registry abstracts for completeness of treatment; 
ensure the accuracy of the coded data as well 
as Tumor-Node-Metastasis (TNM); guarantee 
staging (clinical and pathological) by the phy-
sician; and maintain Collaborative Derived 
Staging and CAP protocols from the pathology 
reports. The hospital should have a quality con-
trol coordinator and physician reviewer in place.

Responsibilities of Quality Control Coordinator
On a quarterly basis, he/she should:

• Identify abstracts completed from the 
current abstracting year.

• Identify a 10% random sample selec-
tion of abstracted cases for review by a 
physician(s).

• Request medical records from Health 
Information Management (HIM) identi-
fied from the random sample selection.

• Obtain charts and attach a registry 
abstract and an audit analysis form.

• Flag the pathology report and TNM 
staging elements (clinical and pathologi-
cal) and all of the Collaborative Staging 
elements on the patient abstract.

• Make any necessary revisions (after the 
physician review) in the appropriate 
fields of the cancer registry database.

• Summarize the physician’s review to 
trend and monitor discrepancies.
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Responsibilities of the Physician Reviewer
• Review the chart for completeness 

of abstract and accuracy.
• Review especially derived 

collaborative stage and elements, 
site and histology coding, and 
completeness for the first course 
of treatment.

• Review the record for completion 
and accuracy of TNM staging by 
the managing physician, accuracy 
of Collaborative Derived Stage, and 
completion of CAP summary on 
the pathology report.

• Complete the audit analysis form 
and provide feedback regarding 
discrepancies to the registrar.

 · Training for improved data quality
Training is an essential component for 
any registry to ensure that data collection 
is accurate, consistent, and complete. 
Training must be provided to registry 
staff involved in data collection and 
quality control, as well as to the staff of 
facilities that are reporting data to the 
registry. Training activities in the following 
areas are important to the success of the 
Quality Management Plan.

 · Reporting requirements
The appropriate personnel should have 
instruction on reporting requirements, 
including frequency of reporting, mecha-
nism of reporting, and required data items. 
Documentation must be provided that 
defines the reporting requirements.

 · Data collection
Instructions on reportable neoplasms, case-
finding procedures, abstracting requirements, 
application of multiple primary rules, ICD-O 
coding, staging, and treatment coding must 
be provided.

 · Quality control
Instruction on visual and computer edits 
and feedback regarding edit results should 
be provided to the data collection staff and 
to other staff from reporting facilities.

State reporting requirements
Data quality is evaluated by the state, and cancer 
reporting is required in every state within the 
United States. Each state has reporting require-
ments that must be upheld by the hospital 
registries. As a result of federal and state legisla-
tive mandates, hospital registries must submit 
a computerized cancer report on a quarterly 
basis for all patients initially diagnosed, treated, 
or admitted to a facility for cancer. To ensure 
that hospitals are sending quality data, the State 
Registry randomly inspects a representative 
sample of medical records, pathology reports, or 
radiological reports from the reporting facility.

Surveillance and evaluation are extremely 
important steps for effective cancer control 
efforts. Cancer registries play a major role in 
reference to data collection for surveillance 
and evaluation. Case completeness and data 
quality audits serve as a baseline measurement 
prior to implementation of cancer control inter-
ventions. When monitoring cancer outcomes, 
post-intervention audits would analyze the 
effectiveness of the intervention, and future 
audits would demonstrate the effectiveness 
of the control programs by assessing pre-
intervention versus post-intervention stage 
distribution for each state.

Conclusion
Ensuring the accuracy of data as it relates to 
cancer reporting is very critical to the suc-
cess of cancer treatment and promotion of 
early detection. Achieving this high quality 
standard will provide healthcare facilities and 
cancer programs with insightful and meaning-
ful statistics that will help to cut the mortality 
rates in the United States. 
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As compliance officers, most of us 
have a never-ending list of things 
that need to be done. My list never 

seems to get shorter — no matter how early 
I log on to the computer or how late into 
the evening I work. Here are the questions 

I’ve learned to ask myself — to help 
rank my compliance concerns, so 
that I better manage the balance 
between the list of compliance risks 
that threaten our organizations and 
the much-needed down time that 
allows us to continue doing what 
we do each day.

What is my boss worried about? 
By design, bosses have more to worry about 
than we do, because they have insight into 
organizational deliverables, requirements, 
and tasks that we may not be aware of or 
understand. Try to ask yourself each day, 
“What can I do today to help my boss sleep 
better at night?” (Knowing, selfishly, that 
you will sleep better at night too, when 
he/she does.)

What am I tasked with worrying about,  
and what are my colleagues handling?
There are plenty of compliance tasks and 
deliverables to go around. Focus on the ones 
that you can either change or assist others 
with changing. Not becoming a victim of 
“task creep” outside of your scope of tasks 
will help keep your to-do list under control.

 
What am I forgetting about  
or unconsciously avoiding? 
With days full of meetings, emails, and 
projects to finalize, it’s easy to lose focus  
of what we should be getting done to  
move our compliance program to the next 
level. Try having two notebooks — one  
for general notes and another one that is  
reserved solely for tasks that must get done. 
Star and highlight important deliverables, 
so they can’t be ignored or forgotten.

Am I living ethical values every day? 
Compliance and ethics are closely linked. 
Compliance officers are stronger if we keep 
in mind that what we do is about more than 
simply following the rules. Lead ethically 
and your days will be richer.

When is my next vacation? 
I heard on the radio the other day that 
80% of people don’t like their jobs and wish 
they were doing something else. What we 
do can be intense, but it is manageable and 
may be more enjoyable when we prioritize 
our work and build in time for ourselves, 
with friends, or with family. Plan short 
getaways or vacations and schedule 
them a year in advance. Place a picture of 
your destination on your desktop. When 
your task list overwhelms you, you’ll be 
motivated to keep tackling it, knowing that 
that downtime, beach, or a new adventure 
is just around the corner. 

A world of todos
by Erika M. Bol, CHC, CHPC, CIPP/US, CISM

Bol

Erika M. Bol (erika.bol@anthem.com) is Director, Corporate Privacy – 

Incident Program for Anthem, Inc. in Denver.

PRIVACY PONDERINGS
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Hennings

Healthcare Compliance. 
What does that mean?

Rules, regulations, best practices… 
and all in between!

We strive to remain 
compliant with laws

To provide the best service  
and care, without pause.

Why do we do this? 
Why do we stress?

Well someone has to  
sift through this mess!

Administrative rules,  
executive orders,

Proposed legislation  
within our borders.

Plan types and states  
and federal reign — 

Of course the requirements  
cannot be plain!

In order to travel  
the (over)complicated fray,

We need compliance  
to show us the way. 

Compliance is here  
to guide and to show us,

To partner and support,  
to train and to grow us.

Tools and resources  
and training abound

To help compliance  
bring businesses ’round.

The Sentencing Guidelines, 
following a scam,

Created the Seven Elements of an 
Effective Compliance Program.

What are these elements? 
You wonder with glee.

Sit down and relax; 
I will explain them to thee.

First recommendation  
is easy as you please:

Policies and Procedures, 
also known as P&Ps.

These policies document 
the ways that we work

And prove to regulators 
we are not just jerks

Who do things without thinking  
or without design.

We use these procedures 
so our processes align

With regs, laws, and rules, 
while keeping in mind

Business functions, abilities, 
and decisions in kind.

By Lindsey Hennings, MAM, CHC

“An Ode to  
Healthcare Compliance”
Lindsey Hennings (Lindsey.Hennings@PrimeTherapeutics.com) is a 

Compliance Manager at Prime Therapeutics in St. Paul, MN. 
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Number two comes next 
and deals with oversight — 

Compliance Officers and Committees,  
you got that right!

The Compliance Officer,  
in charge of all things compliance

To that office  
we pledge our alliance.

Compliance Committees, 
a stalwart group,

Help make decisions  
and keep folks in the loop.

The next element  
consists of training.

Effective knowledge  
is what we’re gaining.

Presenting compliance rules 
and recommendations

While working to ebb  
trainees’ frustrations.

An effective program empowers 
employees to communicate

In order to drive compliance 
concerns through the gate.

Whistleblower protections  
and anti-retaliation protocol

Helps employees feel safe  
while revealing it all.

Next comes monitoring  
and folks’ favorite: the audit.

Routine checking,  
regulators applaud it.

Business departments may not be 
pleased with your presence

But finding issues before CMS does  
is certainly a pleasance!

Should a claims examiner be 
punished greater than a CEO?

For similar compliance issues —  
the answer is NO!

Effective compliance programs 
have standard rules

For disciplining those  
noncompliant fools.

What do we do when hearing 
an issue of noncompliance?

Respond, investigate, and correct —  
it ain’t rocket science.

When hearing of  
allegations of offenses,

Compliance professionals 
must take to the fences

To review in due diligence  
the accusations presented

And respond in kind and 
ensure they’re documented.

Regulators, clients,  
employers, consumers,

Millennials, Gen X-ers, 
and Baby Boomers.

We all know the importance  
of remaining compliant.

To these Seven Elements 
we remain alliant.

THE END  
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I am guessing computer users realize that 
their laptop or desktop computers can 
store a tremendous number of files. That 

said, organizing files is an important point to 
consider for a number of reasons. Certainly 
this helps find the files in the future, which 

can also be accomplished by using the 
Search command (see the April issue), 
but it also helps in associating the 
files with those of similar or related 
content. For example, if you produce a 
monthly report for a particular meet-
ing, it may make sense to keep these 
files together. This is where file fold-
ers can prove very useful.

Think old-school filing cabinets
One approach that I see people using with 
file folders is the tendency to create a folder, 
then a subfolder, then a sub-subfolder, and 
so on. Because creating folders is so easy to 
do, I can understand why this happens. An 
alternative to this approach, which in my 
experience helps people get more organized, 
is to think of how an old-fashioned filing cabi-
net is organized.

Typically, a filing cabinet is organized 
alphabetically with separate file folders that 
contain documents associated with a par-
ticular letter. For example, I might have a 
hanging file folder labeled “HCCA Articles” 
filed under the letter H. If I have several types 
of files associated with HCCA, I may use a 
thicker hanging file with several smaller file 
folders inside labeled “HCCA Conferences,” 
“HCCA Webinars,” and so on. 

A key to remember is that a filing system’s 
success is often attributed to how easily one 
can find files that are contained within it. 
Using an old-school approach can help resist 
the temptation to go into what I describe 
as folder and subfolder overload, while still 
providing a useful number of logically created 
and associated folders and subfolders to get 
the job done.

So my takeaway is, when creating file 
folders, consider if there is a need to create a 
subfolder. Is it only a function of convenience, 
or is there a genuine advantage to creating a 
separate subfolder? Sometimes a subfolder 
is not necessary, because the use of meaning-
ful filenames can help further organize and 
associate files that are related in content or 
purpose. We will discuss the use of meaning-
ful filenames in next month’s computer tip. 

File folders: Friend or foe?

COMPUTER TIPS

by Frank Ruelas

Ruelas

Frank Ruelas (francisco.ruelas@dignityhealth.org) is a Facility Compliance Professional 

with Dignity Health in Phoenix.    bit.ly/in-FrankRuelas    @Frank_  _Ruelas 
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A sk any attorney concentrating 
his/her practice in the health law 
field for a list of current trends in 

this area of law, and undoubtedly the issue 
of regulatory compliance will be of primary 
importance. In 2014 alone, the federal govern-

ment recovered nearly $2.3 billion 
related to false claims made under 
the Medicare and Medicaid program, 
with a total recovery of $14.5 billion 
since January 2009.1 With so much 
alleged fraud, waste, and abuse in 
healthcare payments, the government 
continues to aggressively investigate 
and enforce potential regulatory vio-

lations in all facets of the healthcare delivery 
system. From the solo practitioner physician 
to the large academic medical center, no one 
industry or single player is immune. So what 
are some common actions that all providers, 
regardless of service type and size, can take  
— both to ensure regulatory compliance and 
address concerns?

Understand the rules
Commonly, providers fail to understand the 
specific rules and regulations that apply to 
their healthcare organization. The prolifer-
ation of healthcare-specific laws over the 
past few decades (think the Anti-Kickback 
Statue and the physician self-referral Stark 
Law, for example), coupled with the added 
requirements related to Medicare and 
Medicaid billing, have created a vast rubric 
of healthcare policy and practice. Healthcare 
organizations should make it a priority to 
consult with administrators and compli-
ance personnel who are familiar with both 
healthcare delivery and associated legal 
requirements. Obtaining compliance guid-
ance from knowledgeable sources not only 
will work to ensure the healthcare organiza-
tion is operating lawfully, but also will allow 
providers to retain primary focus on the 
delivery of actual healthcare services.

Do not rush compliance and keep current
Healthcare regulations are ever-evolving 
and changing. It simply is not enough for 
a provider to be educated on a particular 

by Christina M. Kuta, MSW, JD, LLM

When it comes to 
regulatory compliance, 
prevention is key
 » Investigation and enforcement of healthcare legal violations are on the rise.

 » To ensure compliance, providers must understand regulations relevant to their healthcare organizations.

 » Healthcare organizations should look to advisors and compliance personnel for assistance.

 » How a provider handles an investigation may ultimately determine the outcome.

 » The time and expense necessary to ensure ongoing compliance is better spent upfront than defending a regulatory violation.

Christina M. Kuta (ckuta@ralaw.com) is an Associate in the Chicago  

office of Roetzel & Andress, LPA.    @ChiHealthLaw 
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law or policy at a given moment in time. 
Providers must keep well-informed of 
new and relevant laws that impact their 
healthcare organization. This again 
underscores the need to remain educated 
on regulatory issues and emerging trends 
in the industry and to consult with 
knowledgeable professionals in your 
healthcare organization.

Do not assume your “neighbor” 
is operating compliantly
A common theme among healthcare pro-
viders is, “They are doing it, so why can’t 
I?” Just because the competitor down the 
street does it, does not make it legal. A 
fundamental flaw in healthcare enforce-
ment is that not everyone who violates 
the law gets caught. The mere fact that a 
provider is engaging in a certain activity 
or conduct without obvious repercussions 
may mean simply that the provider has 
yet to be discovered by regulatory authori-
ties. A mentality of, “If we all do X, then 
it is not a problem” will not serve today’s 
healthcare organizations and will not form 
a valid defense to a regulatory violation. 
Providers always should obtain indepen-
dent verification of whether a component 
of their healthcare organization complies 
with existing law.

Respond to compliance issues 
quickly and assertively
Whether discovered by a provider through 
happenstance, by internal investigation, or 
as a result of a government investigation, 
when a compliance issue becomes apparent, 
there are certain steps a healthcare 
organization should take. First, it should 
conduct a thorough audit and investigation 
of the potential violation. Next, it should 
review the results of such analysis with 
knowledgeable advisors and compliance 

personnel who can assess whether a 
violation has occurred and determine how 
best to respond to a government inquiry. 
In some instances, self-disclosing a violation 
may be a viable option. Depending upon 
the type of violation, there even may be 
more than one avenue for self-disclosure. 
Nobody likes to admit they made a mistake, 
but mistakes do happen. Appropriate self-
disclosure may minimize fines and penalties 
associated with a particular violation.

Summary
Much like the practice of medicine, 
maintaining on-going and meaningful 
regulatory compliance is an art — not a 
science. There is no single approach that 
will fit the needs of any one healthcare 
organization. The size of the organization 
and scope and breadth of the services 
provided are just some of the components 
to consider when planning and initiating a 
long-term compliance program that meets 
a particular healthcare organization’s needs. 
Universally, all healthcare organizations 
should look to these key concepts:

 · Understand the rules that apply to you.
 · Make compliance an on-going effort.
 · Do not ignore “red flags.”
 · Get assistance from advisors and  

compliance personnel.
 · Do not panic! Mistakes happen  

and can be fixed.

With these ideas in mind, spending the 
initial time and effort to create a tailored 
compliance plan will go a long way toward 
minimizing a healthcare organization’s 
risk and ultimately preventing unwanted 
regulatory scrutiny. 
 
 
 
 
1.  Department of Justice, Office of Public Affairs press release: 

“Justice Department Recovers Nearly $6 Billion from False 
Claims Act Cases in Fiscal Year 2014” November 20, 2014. 
Available at http://1.usa.gov/1qMezsA
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Evans

Last October, the pharmaceutical 
company Warner Chilcott pleaded 
guilty to healthcare fraud and agreed 

to pay $125 million resulting from the illegal 
promotion of its drug brands.

The case warrants a closer look for 
two reasons:

 · First, it reinforces the danger of 
too much coziness with drug 
company representatives.

 · Second, it points to the potential 
for law enforcers to rely on the 
Health Insurance Portability  
and Accountability Act (HIPAA) 
as a tax-evasion-like fallback 

for filing criminal charges against 
doctors and others.

The Warner Chilcott  settlement
Following the Warner Chilcott settlement, a 
blog post on the website of the National Law 
Review1 noted that the case should be of great 
interest to the healthcare community for the 
“new twist’’ of a criminal charge against 
a physician under HIPAA. “These HIPAA 
violations could result in prison sentences, 

significant fines and exclusion from the 
Medicare program,” the blog post stated.

A summary of the Warner Chilcott case
Federal prosecutors charged that between 
2009 and 2013, Warner Chilcott employees, 
at the direction of company managers, paid 
physicians to prescribe Warner Chilcott 
drugs. Allegedly, drug company reps pro-
vided meals and other benefits related 
to so-called “medical education events,” 
often at expensive restaurants with little or 
no education involved.2

Warner Chilcott further enlisted high-
prescribing physicians as “speakers,” according 
to the government, with the condition that 
they keep prescribing a high volume of the 
company’s drugs for kickbacks to continue. 
Among individuals charged criminally in the 
case was Rita Luthra, MD, of Longmeadow, 
Massachusetts. She allegedly accepted free 
meals and more than $23,000 in payments 
from Warner Chilcott in return for prescrib-
ing the company’s osteoporosis drugs. In one 
incident, Warner Chilcott allegedly paid for a 
barbecue Luthra hosted for family and friends, 
and expensed as a “med ed.”

Luthra was charged criminally under 
HIPAA for allegedly allowing drug reps 

by Diane M. Evans

Beware of drug lords  
bearing lunch

 » Lunch from drug reps doesn’t come free.

 » In any business dealing with a pharmaceutical company, put the patients’ interests first.

 » Beware if you’re invited to an expensive restaurant for free dinner served with free medical education.

 » Speak out if you see drug company reps overstepping ethical boundaries.

 » Be ready for HIPAA to become a new law enforcement fallback.

Diane M. Evans (devans@medmediamart.com) is the publisher of 

MyHIPAAGuide.com in Akron, OH. 
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unlawful access to patient medical records. 
According to charges, Warner Chilcott 
sales reps could access patient records in 
Luthra’s office, allowing them to work on 
pre-authorizations to coax insurers (including 
Medicare) to pay for prescription drugs sold 
by Warner Chilcott.

Luthra pleaded not guilty to violations 
of HIPAA regulations, and to other charges 
of violating the Anti-Kickback Statute and 
obstruction of a criminal healthcare investi-
gation. The next step is a pretrial conference 
scheduled for June 7.3

Although Luthra was the only physician 
charged criminally in this case, the investiga-
tion clearly touched 
many other doctors.

One indict-
ment4 referenced 
a Warner Chilcott 
sales rep who alleg-
edly entertained 
groups of physicians 
at “med ed” events 
at the Foxwoods 
and Mohegan 
Sun casinos in Connecticut. Another sales 
rep allegedly hosted parties for a healthcare 
provider’s softball team.

A wake-up call
None of this type of activity is new. However, 
the added claw of HIPAA in such a precedent-
setting case should serve as a long overdue 
wake-up call to the medical community. In 
short, it is time to resist drug lords bearing 
lunch and dangling cash for writing pre-
scriptions that may or may not be in the best 
interest of patients.

By now, the motives of drug reps — juxta- 
posed against potential risks to patients —  
should be crystal clear.

At least as far back as 1989, the Journal of the 
American Medical Association (JAMA)5 analyzed 

the practice of doctors accepting gifts from 
drug companies and concluded the following:

 · Gifts cost patients money.
 · Acceptance of a gift creates a relation-

ship between the physician and the drug 
company, obliging a response from the 
physician. Ethical implications accompany 
such a relationship.

 · The fiduciary relationship between physi-
cian and patient may be compromised if 
prescribing practices are affected.

Among periodic articles in mainstream 
media, The New York Times reported in 2006 on 
“doctors’ offices nationwide, where delivery 

people arrive with 
lunch for the whole 
office, ordered and 
paid for by drug 
makers to the tune of 
hundreds of millions 
of dollars a year.” 
The story noted that 
in 2002, the drug 
industry adopted a 
code banning free 

enticements such as golf outings, trips, and 
lavish dinners, while still allowing modest 
meals in the course of business.6

Instead of asking how much is modest 
enough, a better question might be: Who is 
served — doctors or patients?

As prescribers, the leverage rests with 
doctors. Some may welcome drug samples, 
for instance, as a way of helping patients 
who can’t afford the high cost of prescription 
drugs. In other cases, physicians and staff 
may benefit by truly informative meetings 
about new drugs on the market. By contrast, 
a chatty lunch at the office or dinner at a 
casino is more likely to threaten patients 
by setting the stage for a drug-lord-beholden 
relationship that trumps the patient-
physician relationship.

Instead of asking  
how much is modest  

enough, a better question  
might be: Who is served —  

doctors or patients?
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Surely within the medical profession there 
is a moral sense of what is in the best interest 
of patients. When boundaries are crossed, in 
hospitals and within medical practices, ethi-
cal voices should speak out. Watchdogs from 
within could go a long way toward ending 
complacency that perpetuates abuses.

The Warner Chilcott case sends a warn-
ing. HIPAA, too, can be a tool in criminal 
investigations that aren’t primarily about pri-
vacy issues. Remember, Al Capone didn’t go 
down for organizing the St. Valentine’s Day 
Massacre. He went to prison in 1931 for some-
thing far easier to prove: Tax evasion. 
 
 
 
1.  Ellen L. Janos: “HIPAA Lessons from the Warner Chilcott 

Settlement” National Law Review, November 5, 2015: Blog. Available 
at http://bit.ly/1Sk4Eqq

2.  United States Department of Justice, press release: “Warner Chilcott 
Agrees to Plead Guilty to Felony Health Care Fraud Scheme and 
Pay $125 Million to Resolve Criminal Liability and False Claims Act 
Allegations” October 29, 2015. Available at http://1.usa.gov/1V70liN

3.  Stephanie Barry: “This wouldn’t have happened if I wasn’t an 
Indian woman,’ Longmeadow gynecologist charged in kickback 
scheme says” Mass Live blog. March 23, 2016. Available at 
http://bit.ly/20Iyoxv

4.  United States of America v. Carl Reichel. United States District Court, 
District of Massachusetts, Grand Jury Indictment. October 28, 2015. 
Available at http://1.usa.gov/1T9FYho

5.  Chren MM, Landefeld CS, Murray TH: “Doctors, drug companies, 
and gifts” The Journal of the American Medical Assocation (JAMA). 
1989 December 22-29. Abstract available at http://1.usa.gov/1Vv4g9L

6.  Stephanie Saul: “Drug Makers Pay for Lunch as They Pitch” 
The New York Times, July 28, 2006. Available at http://nyti.ms/1Nt2Cge
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MonAudSteiner_2pagemailer.indd   2 8/27/2012   2:44:01 PM

www.hcca-info.org/ 
MonitoringAuditingPractices



Author Meric Bloch has conducted 

more than 300 workplace investigations 

ranging from traditional personnel matters 

to serious workplace misconduct and 

multimillion-dollar fraud investigations. In 

Workplace Investigations, he offers step-

by-step guidance on the entire process; 

in The First Information Is Almost Always 

Wrong, he offers an insider’s guide, 

detailing the tactics he knows work best.

Save Money when you buy both of Meric Bloch’s books at once:

Workplace Investigations $90 members / $100 non-members

The First Information is Almost Always Wrong $80 members / $90 non-members

Both books as a set $150 members / $170 non-members

SO YOU WANT TO BE 
AN INVESTIGATOR?

FOR MORE INFORMATION, AND TO PURCHASE VISIT 
www.hcca-info.org/books

Or maybe you’ve just been delegated that duty, and 
you need to know how — ASAP. Help is at hand, with:
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Could your therapy or billing practices 
be raising a red flag for auditors? 
A free report generated on behalf of 

the Centers for Medicare & Medicaid Services 
(CMS) can give you a heads-up, if so. Figure 1 
(see page 64) is an example of the home health 
agency (HHA) Program for Evaluating 
Payment Patterns Electronic Report (PEPPER), 
which shows how one HHA’s billing and 
therapy practices compare with other HHAs. 
The agency depicted in Figure 1 has had an 
increase in high therapy utilization episodes 
over the past two years (depicted by the blue 
bars), and is now above the 80th percentile 
when compared to all HHAs in the nation, 
jurisdiction, and state (the red lines repre-
sent the 80th percentile for these comparison 
groups). Could this be you?

HHAs (and other providers) are under 
an ever-increasing focus by the Office of 
Inspector General, Recovery Auditors (RAs), 
Medicare Administrative Contractors (MACs) 
and other federal contractors that mine 
Medicare claims data to identify providers 

that may be at risk for fraud, waste, 
and abuse. Wouldn’t you like to 
know if your agency “sticks out”? 
The PEPPER can be the “first look” 
to let providers know if they do.

The PEPPER is a free report 
summarizing three years of an 
HHA’s Medicare billing practices, 
comparing them with other HHAs 
for six areas at risk for improper 
Medicare payments (see sidebar 
“HHA PEPPER Target Areas”). 
CMS has contracted with TMF® 
Health Quality Institute to develop 
and distribute the HHA PEPPER. 
PEPPERs are also available for short-
term acute care hospitals, long-term 
acute care hospitals, critical access 
hospitals, inpatient psychiatric facilities, 
inpatient rehabilitation facilities, hospices, 
partial hospitalization programs, and 
skilled nursing facilities.

PEPPER summarizes the Medicare 
claims statistics for one provider. You may 
think, “I can calculate my own claims data 
statistics.” True, but do you know how your 
billing patterns compare to those of other 
providers? Probably not. One of the most 

by Kimberly Hrehor, MHA, RHIA, CHC and Kathryn Krenz, RN, BSN, CPC, CHC, CHPC

Home health agency PEPPER: 
Comparative data supports 
compliance monitoring efforts

 » Home health agencies (HHAs) are under increasing focus from regulatory and law enforcement agencies.

 » PEPPER can be used to identify when an HHA may be at higher risk for improper Medicare payments.

 » HHAs should assess their PEPPER and consider internal and external factors that may contribute to higher billing patterns.

 » PEPPER can support auditing and monitoring efforts of the HHA.

 » More information on PEPPER is available at www.PEPPERresources.org.

Kimberly Hrehor (Kimberly.hrehor@area-b.hcqis.org) is Director, TMF Health 

Quality Institute in Austin, TX. Kathryn Krenz (KKrenz@brookdale.com) is 

Clinical Analyst, Brookdale Senior Living in Milwaukee, WI.

Hrehor

Krenz
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valuable aspects of PEPPER is that it shows 
how a provider’s billing statistics compare 
to all other providers in the nation, MAC 
jurisdiction, and state. These comparisons 
provide context, so that providers can deter-
mine if they might “stick out” for areas at 
risk for improper Medicare payments. If so, 
they can review medical record documen-
tation and billing and coding processes to 
ensure they are complying with payment 
policies. Although PEPPER cannot identify 
improper Medicare payments, it can be used 
to help providers identify when they may be 
at higher risk for improper Medicare pay-
ments; therefore, they can be proactive in 
determining whether any issues exist and 
take any necessary corrective measures.

Using PEPPER to support compliance efforts
How can PEPPER help you? The first thing 
to remember is that PEPPER data catego-
ries were chosen by CMS. Take that a step 
further, and you can imagine that these are 
areas that 
CMS considers 
risk areas and 
will be moni-
toring through 
its own data 
analysis and 
contractor 
activity. If 
your agency 
is in the top 
percentiles, 
further review 
by outside 
entities may be 
more probable. 
Having that 
information can be another weapon in your 
arsenal. It can help you examine your docu-
mentation and practices and be prepared 
if outside scrutiny does occur.

When you are reviewing the PEPPER, first 
look to see if your agency is at/above the 80th 
percentile in any category. If your agency comes 
up at/above the 80th percentile in the “Average 
Case Mix” area, look deeper into your non-Low 
Utilization Payment Adjustment (non-LUPA) 
and non-Partial Episode Payment (non-PEP) 
medical records. You want to make sure that 
your documentation and the physician face-
to-face encounter supports the scoring on 
the Outcome and Assessment Information 

Set (OASIS) 
and the Health 
Insurance 
Prospective 
Payment 
System (HIPPS) 
billed. Maybe 
your agency 
has a higher-
than-average 
population 
of clinically 
complex and 
functionally 
compromised 
patients. That’s  
fine, but know-

ing that can prepare you to respond in the 
event of a MAC, RA, or other type of review.

What if you come up at/above the 80th per-
centile for the “Average number of episodes” 

HHA PEPPER Target Areas
· Average case mix
· Average number of episodes
· Episodes with 5 or 6 visits
· Non-LUPA payments
· High therapy utilization episodes
· Outlier payments
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Figure 1:  Sample HHA PEPPER Target Area Report –  
High Therapy Utilization Episodes
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area (see Figure 2)? Look at your recertifica-
tion episodes and multiple admit patients. 
Does the documentation support the need for 
continued skilled services? Does the patient 
still qualify for the benefit? Is your agency 
doing every-
thing that 
can be done 
to prepare 
the patient 
for discharge 
right from the 
beginning of 
the episode, 
so that recerti-
fication is not 
needed for dis-
charge needs 
that should 
have been 
addressed 
earlier? Have 
the appropriate services and resources been 
made available to the patient to avoid repeat 
admissions for the same reason? If everything 
in your documentation supports your agency’s 
practices, you should fare well in a CMS review 
(see Figure 2).

Being at/above the 80th percentile in the 
“Episodes with 5 or 6 visits” or “non-LUPA” 
areas should be reviewed in much the same 
manner as the others. You should review 
documentation to ensure that it supports the 
need for a full home health episode for the 
patient. Could your agency have been more 
efficient in the care rendered, accomplished 
goals, and billed a LUPA? Does the medical 
record support the need for skilled care 
and that the patient qualifies for the home 
health benefit?

You want to pay attention to all your 
agency documentation and any outside notes, 
including that physician face-to-face encounter 
for all the categories, but the “High therapy” 

and “Outlier” areas may be the most closely 
scrutinized by CMS contractors, because of 
their relation to increased reimbursement. For 
these areas, focus your attention on each visit 
note. Does that note by itself support the epi-

sode, the skilled 
care need, and 
the medical 
necessity of the 
care rendered? 
Does the note 
show progress in 
the patient’s con-
dition or explain 
clearly why not, 
and what is 
being changed 
or altered by that 
skilled clinician 
to support the 
visit? Does the 
note explain why 

the skills of the clinician are needed and the 
care cannot be rendered by a non-skilled care-
giver? If you can answer yes to those questions 
for each note, then the sum of all the notes 
will support the episode and that increased 
reimbursement.

The last thing to review is each PEPPER 
area over time. Even if your agency is not 
at/above the 80th percentile, if you have a 
steady upward trend over time or a big spike 
(see Figure 3, page 66), you need to do an 
analysis of possible causes. You may want 
to analyze your admission processes and 
patient population, in addition to all the 
documentation. Has something changed that 
would explain the trend? Do you have a new 
admission source that can explain it? Do you 
have new staff who are specialists in an 
area that allows you to admit patients with 
specialized needs? If nothing has changed, 
you may want to look deeper for the reason. 
Maybe you will determine that there are staff 

0%

2%

4%

6%

8%

10%

12%

14%

16%

18%

20%

1/1/12 – 12/31/12 1/1/13 – 12/31/13 1/1/14 – 12/31/14

Ta
rg

et
 P

er
ce

nt

Home Health Agency Natl: 80th %ile

Juris: 80th %ile State: 80th %ile

Figure 2:  Sample HHA PEPPER Target Area Report –   
Average Number of Episodes
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training needs that will ensure consistency 
when met. Perhaps a new staff member needs 
reinforcement and is creating the spike. Or it 
might just be time to review regulations and 
documentation requirements with all your 
staff. Again, 
that trend or 
spike may not 
indicate that 
your agency is 
doing anything 
wrong, but it 
can prepare 
you for the 
review that 
may come due 
to that change 
(see Figure 3).

Organizational 
use of PEPPER
It’s a good idea 
to share and review your PEPPER with others 
within your organization, so they can be 
involved in interpreting the statistics and 
planning next steps. Share the PEPPER with 
Health Information Management/Coding, 
Utilization Review, case management, Quality 
Improvement, Compliance, Finance, physician 
leadership, and any others who could assist with 

these activities. At this point, consider factors 
that could result in your facility’s billing patterns 
identifying you as being at risk for improper 
payments, such as the type of services offered, 
patient case mix/population, reimbursement 

policy/regula-
tory changes, 
and external 
events in your 
community, 
such as open-
ing/closing of 
other health-
care providers.

Where can I 
learn more?
The PEPPER 
for HHAs is 
distributed 
annually. The 
next release is 

scheduled for July 2016. To access your current 
PEPPER and to learn more about PEPPER, visit 
www.PEPPERresources.org  where recorded training 
sessions, PEPPER user’s guides, sample reports, 
national- and state-level comparative data,  
and other resources are available. Questions  
can be submitted through the “Help Desk”  
on the website. 
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Figure 3:  Sample HHA PEPPER Target Area Report –  
Episodes with 5 or 6 Visits

•  Improving Limited English Proficient Patient Compliance

•   Behavioral Health Compliance:  
The Medicare Mental Health Benefit

•  Art of Performing Risk Assessments

•  Privacy and Reducing Disclosure Incidents

6 / 2
6 / 9

6 / 20
6 / 22

LEARN MORE AND REGISTER AT
www.hcca-info.org/webconferences

Upcoming HCCA Web Conferences
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As a compliance officer, arguably 
the most important task on your 
calendar is the company’s annual 

compliance training. It’s an ideal time to 
educate and review laws, regulations, and 
company policies that apply to day-to-day 

responsibilities. As compliance 
officers, we’re giving everyone the 
tools necessary to help maintain a 
respectful work environment and to 
be able to detect and avoid violations 
that could lead to legal issues.

Spectrum Medical Group’s 2015 
Annual Compliance Training was my 
first go-around as the champion of 

the training. Many things went right, but there 
were also many ways to improve. 2015 was 
certainly a “live and learn” year for me.

Whether your training has been a 
success in the past or not, it is a good idea 
to assess whether your training process still 
makes sense. Is the way you are handling 
the training the best way to reach everyone? 
There is no “one size fits all” way to conduct 
your annual compliance training, but here are 
some things you might consider.

Company size
Has your company grown in the last year to the 
point where the training method you’ve used 
for years isn’t feasible? Was your company, at 
one point, small enough to gather everyone 
at one place at one time? Is it possible to do a 
little bit of both? Some organizations, such as 
Spectrum, have a mixture of office and hospital-
based practices. It may be worthwhile to visit the 
facilities you can, to keep that personal interaction 
as much as possible, but conduct the training 
online for the practices that are spread out.

Multiple sites and hundreds of employees 
make face-to-face gatherings with everyone 
difficult (like “not enough hours in the day” 
difficult). It’s easier and more time effective to 
send out trainings via email. One drawback 
to emailing the training is confirming that 
everyone completes the training. Due to the 
lack of personal interaction, employees could 
be simply casting your email aside with the 
dozens of emails they receive each day, thinking 
they’ll get to it eventually; but in the end, you’re 
reminding them weeks later to conduct the 
training. (Yes, I am speaking from experience.)

If online training is the best route for 
your company, a possible way to minimize 
the chance of your email getting ignored was 
given to me via HCCAnet’s site. I was running 

By Shawn Willey

Getting the most out of your 
annual compliance training

 » The annual compliance training is arguably your most important task to complete.

 » There is no “one size fits all” way to conduct your company’s annual compliance training.

 » Despite company size, try to make training as personable as possible.

 » Get upper management involved, to show training starts at the top.

 » Post-training, meet with Compliance group to discuss what went right and wrong.

Shawn Willey (willes9@spectrummg.com) is a Compliance & Risk Specialist 

with Spectrum Medical Group in South Portland, ME. 

Willey
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into the problem of some employees dragging 
their feet in regard to reviewing the training. 
After multiple reminders, by both myself and 
the practice managers, I decided to try making 
a post on HCCAnet to see if anyone else has 
run into the same issue. Sure enough, a short 
time later, I received a response from Donna 
Gosselin, Director of Corporate Compliance 
and Quality at Maine Veterans’ Homes, that 
gave me this idea: Have a designated individual 
(per site or specialty) who is responsible for 
100% completion for their group. Donna told 
me it worked quite well for her organization 
with six sites and 1,100 employees. An extension 
of that thought would be to find someone you 
know is well respected within a certain facility 
or specialty (i.e., physician or support staff) 
to champion the compliance message. If that 
person is well respected among their peers, 
they may be more successful in getting the 
training completed on time. An added bonus 
is “elevating” the importance of compliance 
training and supporting the message that 
compliance starts at the top.

Timing is everything
There is no right time conduct your 
compliance training, but you want to get the 
most bang for your buck, in regard to getting 
the word out with the least amount of time 
and effort. Is the release of the training time-
appropriate (e.g., right before a holiday or a 
popular school vacation)? These time periods 
won’t get the quickest return, leaving your 
email buried in employee’s inboxes upon 
return from time off. A time that makes the 
sense is if your company celebrates Corporate 
Compliance and Ethics Week.

Releasing the training during this time 
makes sense for multiple reasons — one being 
that, because you’re talking about compliance 
for a week straight (whether it is face-to-face, 
online, or by email), people’s minds are in 
compliance mode.

Company culture
No matter how you handle the training, if 
the employees think they are on an island 
in regard to understanding compliance and 
the guidance of company policies, the whole 
point of the training will be wasted. Right 
from the start, it needs to be conveyed that 
everyone necessary — from the Compliance 
and Risk departments all the way to the upper 
management — is available if someone wants 
to voice a concern or report an incident. If you 
are conducting the training online, at the end of 
each subject, add a section for the employee to 
ask questions, or list contact names, titles, and 
links to their emails. This will ensure that the 
trainee is given ample opportunity to contact 
those in the know for any question or concerns. 
Another way to help would be to get someone 
from upper management (e.g., the president or 
CEO) on video (or even in-person, if possible) 
to do a short speech prior to the training, that 
can be shown online or during in-person 
trainings. Have them introduce themselves 
and mention how important the training is and 
why everyone does it. This shows that everyone 
in the company, even top management, 
understands the importance of compliance and 
participates in the trainings. After all, people 
are more willing to buy into an idea or culture 
if it is practiced from the top down.

Subject matter
There are the basics to be put in every train-
ing — HIPAA Privacy & Security, False Claims 
Act, Conflict of Interest policy, etc. — but does 
the training need to stop there? Including 
risk topics (e.g., disruptive behavior) as well 
as billing, coding, and OIG updates (directed 
to those who need to review it) for the 
approaching year would be an efficient way 
to include everything employees need to be 
aware of, without sending multiple trainings an 
employee’s way. It also saves you from having 
to keep track of multiple trainings annually.
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Presentation
The training, whether it is in person or 
online, can be presented in many ways. 
Everyone’s learning style is unique. 
PowerPoint, online training sites, handouts, 
demonstrations, and real-world examples 
are all good ways to get your point across 
to everyone. If your training is computer-
based, and if you have the time (and a 
volunteer to do it), using a voice-over train-
ing style much like a webinar could work. 
Some people like to go at their own pace 
and would simply turn down the volume, 
while others feel as though they still have 
that personal interaction.

Post-training review
Once the training is complete, a great way to 
review the process is to connect with everyone 
who had a hand in producing the training and 

discuss what were successes and what can be 
improved upon (also referred to as a “lessons 
learned” meeting). It’s best to have this meeting 
shortly after the training, when the process is 
still fresh in everyone’s mind. You can also ask a 
few well-respected people within the company 
for their opinion and what the views heard 
from others were. If you only hear from those 
who assembled the training, you are potentially 
missing out on some great ways to improve it.

Conclusion
A company’s annual compliance train-
ing may be the most important task on a 
compliance officer’s calendar. Creating and 
presenting the training the right way takes 
planning and a group effort. If done correctly, 
you will be providing employees with the 
proper tools to be proactive and mindful in 
the workplace. 

2015Health Care Chief Compliance 

SALARY SURVEY

hcca-info.org/2015SalarySurvey

This comprehensive survey includes salary �gures for key metrics such 

as annual revenues, number of employees, and size of compliance 

budget. Use the data to see where you stand versus your peers.Health Care Compliance Association | 6500 Barrie Road, Suite 250 | Minneapolis, MN 55435-2358
hcca-info.org | helpteam@hcca-info.org |  888-580-8373

2015
Health Care  
Chief Compliance 
O�cers and Sta� 
Salary Survey
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Character is 
much easier 

kept than 
recovered. 

– Thomas Paine

Right is right, even if 
everyone is against it, 
and wrong is wrong, 

even if everyone 
is for it. 

– William Penn

Whenever you do 
a thing, act as if 

all the world 
were watching.

– Thomas Jeff erson

It is easy to dodge 
our responsibilities, 

but we cannot dodge the 
consequences of dodging 

our responsibilities. 
– Josiah Charles Stamp

Inspirational Poster Pack 
20" x 28" each. Four colorful, glossy posters showcasing different ethics messages. Perforated strip along bottom 

allows easy removal of 2016 Corporate Compliance & Ethics Week logo after the week is over. 
$30.00 per pack (min. order 1 pack)

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

What is 
COMPLIANCE?

2015-ccew-table-tent-single-sheets.indd   1 1/14/15   5:01 PM

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

 How can 
employees 

REPORT 
CONCERNS, 

issues, or potential violations 
of company policies or 
the code of conduct?

2015-ccew-table-tent-single-sheets.indd   3 1/14/15   5:01 PM

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

 How do I 
find out what

LAWS AND 
POLICIES

I have to comply 
with?

2015-ccew-table-tent-single-sheets.indd   2 1/14/15   5:01 PM

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

 How can I stay 
up to date on  

CURRENT 
REGULATIONS 

 and compliance 
issues?

2015-ccew-table-tent-single-sheets.indd   4 1/14/15   5:01 PM

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

Where can I find 
a copy of our  

CODE OF 
CONDUCT?

2015-ccew-table-tent-single-sheets.indd   5 1/14/15   5:01 PM

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

What is a   

CONFLICT 
OF 

INTEREST?

2015-ccew-table-tent-single-sheets.indd   6 1/14/15   5:01 PM

CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

 What compliance 
education and   
TRAINING 

OPPORTUNITIES  
 does my 

organization offer?
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CELEBRATE CORPORATE COMPLIANCE & ETHICS WEEK

WHO IS 
RESPONSIBLE 
for compliance in my 

organization?
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Table Tents (8-pack)
Pre-cut, 4"×6" two-sided cardstock tents with 8 questions 

to get your employees thinking about compliance. 
Visit hcca-info.org/CandEweek for a list of the questions. 

$2.50/8-pack (min. order 10)

Corporate Compliance & Ethics Week
November 6–12, 2016

ORDER DEADLINE: October 1, 2016 
corporatecompliance.org/CCandEWeek 
or hcca-info.org/CCandEWeek

Silicone Awareness Bracelet
Show your Corporate Compliance & Ethics 
Week pride. Printed with the 2016 theme: 

Provide. Protect. Prevent. 
$0.50 ea. (min. order 50)

Franklin 4-in-1 Pen
Twist-action pen, laser, light and stylus with rubber grip. 

$3.25 ea. (min. order 10)

Woven Lanyard
5/8" x 19 5/9" white lanyard with blue imprint. 

$1.50 ea. (min. order 25)

Microfiber Cloth
A 6" x 6" cloth that lifts dust and oils from 
electronic screens or eyeglasses without 

chemicals. Includes holding pouch. 
$1.00 ea. (min. order 25)

Stainless Steel Travel Mug (12 oz.)
Double wall stainless steel exterior with 
BPA-free interior. Twist-on, slide-open 

plastic lid. Fits under most K-cup machines. 
$4.50 ea. (min. order 5)

Lunch Cooler
Heat-sealed PEVA liner, 

32" shoulder strap, room 
for a lunch and more. 

$5.00 ea. (min. order 5)

Mini Journal
6" x 7" x 0.75" with 70 lined pages, 

plunge-action ballpoint pen, spiral binding, 
2 sticky note pads, 5 colors of sticky flags. 

$4.50 ea. (min. order 5)

Cable Organizer
2.625" x 3.0625" x 1.125". Holds up to 

5 cords, weighted base has rubber feet. 
$2.25 ea. (min. order 15)

PLAN TO CELEBRATE

2016-ccew-products-2pgorder.indd   1 3/4/16   2:26 PM



888-580-8373  www.hcca-info.org 71

C
om

p
li

an
ce

 T
od

ay
 

 J
un

e 
20

16

Singh

Around the world, hospitals and other 
medical facilities are suffering from 
a loss of revenue. Medical revenue 

can be damaged in a number of ways.

What hurts healthcare revenue?
Both internal and external fraud 
and dishonesty can impact the 
revenue of a healthcare provider or 
practitioner, and fraud can occur in 
a variety of manners. For example, 
internal fraud involves the inten-
tional manipulation of billing by 
healthcare practitioners. This typi-

cally occurs when a provider charges for 
services that are coded to be more expen-
sive, are not medically necessary, or never 
even occurred. This type of manipulation 
may also involve the payment of kickbacks. 
Unfortunately, such fraud can go on for 

years before it is discovered, typically either 
through a whistleblower or an audit.

The loss of healthcare revenue can also 
occur as a result of patient dishonesty. Whether 
it involves refusing to pay bills or lying about 
insurance coverage, patient dishonesty can 
cause a loss of revenue, resources, and time.

Revenue cycle overview
The Healthcare Financial Management 
Association (HFMA) defines “revenue cycle” 
as, “All administrative and clinical functions 
that contribute to the capture, management, 
and collection of patient service revenue.”1

Among the most significant challenges 
faced by many medical facilities and 
healthcare providers today is justifying the 
need for information technology systems. 
Yet, revenue cycle management can play a 
vital role in preventing loss of revenue. Far 
more than simple billing systems, revenue 
cycle management (RCM) information 
systems cover a number of areas, including 
pre-service financial clearance as well as 
discharge billing and post-service billing.

 » If fraudsters find an exploitable weakness in your new healthcare domain, it not only affects the dollar value  
but also the patient’s health and record — permanently.

 » Manage and cultivate an understanding of correct coding and resubmission for denials.

 » Have a proactive approach to compliance and define adequate controls, roles, and relationships for multi-party interactions.

 » Set various data points to remain abreast of current events in the healthcare facility and enforce disciplinary actions.

 » Develop and implement strong processes for identifying and addressing risks/regulatory requirements, etc.

Robin Singh (robinsingh002@yahoo.com) is Corporate Senior Compliance 

and Fraud Examiner at Abu Dhabi Health Services Government Company (SEHA)  

in Abu Dhabi, United Arab Emirates.    www.whitecollarinvestigator.com    

 /in/whitecollarinvestigator    @drobinsingh 

By Robin Singh, MSc-Law, MBA, CFE

ComplianCe 101

Fraud: A cancer to  
the healthcare domain

mailto:robinsingh002@yahoo.com
http://www.whitecollarinvestigator.com
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Popular fraud schemes and their explanations
Some of the most popular types of healthcare 
fraud schemes include the following.

Billing for more expensive services
Under this scheme, the facility will falsely bill 
for more expensive services or procedures 
than were actually performed or provided. 
This is typically referred to as upcoding, 
which may also involve inflating the diagno-
sis code for the patient’s visit. For instance, a 
patient might come into the facility reporting 
chest pain and the facility upcodes the diagno-
sis to a heart attack in order to generate more 
revenue, even if the patient did not actually 
suffer a heart attack.

Unbundling
In this scheme, each step of a procedure is 
billed as though it were a separate proce-
dure. This scheme may also involve billing 
the patient multiple co-pays for services that 
were actually paid 
in full or prepaid 
under a benefit plan 
or managed care 
contract.

Identity theft
Identity theft is 
rapidly becoming a 
major concern in the 
healthcare industry. 
This can not only 
affect the credit rat-
ings of patients, but 
also result in signifi-
cant revenue loss for 
medical facilities and healthcare providers. 
Under this type of fraud, the perpetrator 
provides the name or identifying informa-
tion of another individual, without that 
person’s knowledge, in order to obtain medi-
cal services. Identity theft may also be used 

to submit false insurance claims. Even more 
concerning than the risk of revenue loss 
is the potential for medical identity theft 
victims to receive the wrong medical treat-
ment. Victims of medical identity theft may 
also be at risk for discovering that their 
medical insurance benefits have been used 
up. Individuals who have been targeted for 
medical identity theft may be surprised to 
fail physical exams for their jobs as a result 
of a medical condition or disease for which 
they have never been diagnosed.

Misrepresenting physician’s privileges
The thought of someone misrepresent ing the 
identity of a physician is certainly frighten-
ing, but it does happen. Investigations into 
healthcare fraud have uncovered situations 
in which physicians signed insurance claim 
forms stating they provided services when, 
in reality, healthcare professionals with less 
training actually performed the services. 

Under this scheme, 
the insurance 
company would 
pay more for the 
services rendered 
by physicians with 
more training.

“Privilege” is an 
“authority granted 
to a physician or 
dentist by a hospital 
governing board 
to provide patient 
care in the hospital. 
Clinical privileges 
are limited by the 

individual’s professional license, experience, 
and competence. Emergency privileges may 
be granted by a hospital governing board or 
chief executive officer in an emergency and 
without regard to the physician’s or dentist’s 
regular service assignment or status.”2

Individuals who  
have been targeted for  
medical identity theft  

may be surprised to fail 
physical exams for their jobs  

as a result of a medical 
condition or disease for 
which they have never 

been diagnosed.
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Healthcare institutions may allow a non-
privileged physician to carry out tasks for 
which he/she is not licensed or certified. And 
in order to ensure the claim pertaining to the 
treatment is not denied by the payer, they 
might change the name of discharging physi-
cian, prior to coding. This can lead to gross 
negligence from the physician and from the 
facilities side.

Bypassing medical necessity
This type of fraud involves coding to 
compensate for a shortfall in what is termed 
“medical necessity,” which refers to a type of 
code used by a payer who requests additional 
documentation. Minor adjustments may be 
made to ensure that a non-denial transaction 
is received. The key elements that can cause 
such a denial are:

 · Lack of contractual scope of coverage,
 · Whether the proposed treatment is 

consistent with professional standards 
of practice,

 · Whether the treatment is a medical 
necessity or for the convenience 
of the physician, and/or 

 · Excessive cost.

Invariably the missing documentation 
can cause other denials also, such as duplicate 
denial. This problem does not end here; it spans 
its wings beyond the realm of imagination, 
such as denials caused due to performing ser-
vices outside a physicians’ specialty. This can 
only be resurrected if there is a close link/loop 
between the Revenue Cycle Management team 
and the physicians. A loop can continuously 
communicate with the physicians if a drug pre-
scribed or a certain medical treatment is being 
constantly rejected by the payer.

Duplicate denials
Duplicate denials are yet another common 
form of healthcare fraud. Each year, numerous 

healthcare claims are denied as a duplicate 
service. This is often one of the most common 
billing errors in many medical facilities. This 
can occur by changing the payer information 
associated with a patient, which can lead the 
system to believe that it is a new transaction 
while it is an incorrect or a duplicate transaction 
associated with the same patient. The ability to 
detect such transaction depends on the type of 
system owned or configured by the payer.

Cash drawer misrepresentation 
for selfpay patients
As is the case in any other facility in which 
a cash drawer is used, medical facilities and 
healthcare providers are at risk for fraud 
committed by cash drawer misrepresentation. 
This problem most occurs when treating self-
pay patients who pay their own bills rather 
than having claim forms submitted to an 
insurance company. By misrepresenting the 
amounts received to the cash drawer, the 
staff in a medical facility can easily defraud 
medical facilities of massive amounts of 
money. Today’s systems are capable of detect-
ing these transactions, but it all fails during 
the time of reconciliation if there is collusion.

Bypassing system definitions
Under this scheme, system definitions are 
bypassed in order to categorize an outpatient 
as an inpatient for the purposes of achieving a 
non-denial encounter. Because inpatient care is 
typically more expensive than outpatient care, 
this can result in staggering levels of fraud. 
For example, an outpatient may fit into the def-
inition of daycare patient or a daycare patient 
may fit into the definition of inpatient.

Sharing patient information 
with third parties
Unauthorized sharing of patient informa-
tion with third parties might seem innocent 
enough on the surface, but it can actually place 
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patients at significant risk for becoming vic-
tims of identity theft. Furthermore, this can 
also compromise a protected status (e.g., HIV 
positive, mental health treatment) and expose 
an individual to discrimination. Compliance 
officers should ensure they develop guide-
lines, such as Patient Information Security 
Guidelines that cover confidential/sensitive 
designation, de-identification of records, 
patient access to records, and external access 
to records. This additional level of protec-
tion of patient information may be necessary 
or desirable, because of the nature of the 
patient’s identity (e.g., public figure, high-
profile individual, an organ donor, a prisoner) 
who, either alone or in combination with their 
health condition, may be at higher risk for 
breach of confidentiality and for whom the 
consequences of improper use or disclosure 
may be greater.

Theft of time via overtime
An age-old practice, the theft of time by 
reporting overtime that never actually 
occurred, can cost medical facilities massive 
amounts of money each year. Nurses are the 
ones who are on the front lines when it comes 
to patient care, which can lead to needed or 
unnecessary overtime. This is an area where 
it is difficult to bifurcate and set an acceptable 
or unacceptable limit between business 
and patient care. This fraud has a double 
impact, which can lead to a gross misconduct. 
Overtime towards excessive patient care leads 
to depletion of budget on the one hand, and 
on the other hand, these unusual long hours 
can lead to lower productivity that may cause 
minor or major medical errors.

Vendor medical education junkets
Continuing Medical Education (CME) is 
critical for any healthcare staff, but it holds a 
string potential for kickbacks. Various vendors 
carry out CME trainings for physicians, 

but their objective is to provide not only 
education, but also a sales pitch for their own 
products. Physicians/healthcare staff receive 
an honorarium for their work to incorrectly 
refer patients (referrals). Compliance officers 
should ensure that these trainings do not 
carry an honorarium over a modest amount 
and the healthcare facility’s staff do not 
receive any other gifts, or else it carries a 
strong risk of diversion. Such guidelines 
by a compliance officer should fall under 
American College of Physicians guidelines, 
which state, “acceptance by a physician of 
gifts, hospitality, trips and subsidies of all 
types from the health care industry that might 
diminish, or appear to others to diminish, the 
objectivity of professional judgment is strongly 
discouraged. As documented by some studies, 
the acceptance of even small gifts (such as 
pens and mugs) can affect clinical judgment 
and heighten the perception and/or reality of 
a conflict of interest.”3

Not guarding physicians from  
the vendors offering gifts and trips
Healthcare staff holds the sole responsibility 
to treat their patients in a fair manner without 
any conflicts. Nowadays vendors (e.g., vendor 
providing specialized drug or medical 
equipment) have realized that facilities are 
low on budget for training due to economic 
factors, and thus provide expensive gifts and 
travel vouchers for healthcare staff in critical 
positions. This could be detrimental for a 
facility, because this can sway a healthcare 
staff’s mindset in prescribing medications or 
procedures that might not be needed. It also has 
a direct impact on a patient’s permanent records 
and their health. Today's compliance officers 
need to make a choice whether to allow 
their healthcare medical staff to go for such 
training — if the staff know that there is a very 
limited budget for training (or CME) — and to 
ensure that even though they take the training, 
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that staff are mindful to provide quality patient 
care without conflicts of interest. Compliance 
officers should set out policies, such as a code 
of conduct or standard of conduct prohibiting 
such interactions and travel.

What can you do to avoid  
or prevent healthcare fraud?
As complex as healthcare fraud can be, some 
simple steps can be used to keep healthcare 
costs in check and prevent fraud.

As compliance officers, it is best to ensure 
adequate policies and procedures to cover 
guidance on how we may:

 · Use patient information;
 · Disclose patient information and under 

what circumstances;
 · Share information with patients;
 · Maintain and destroy records information;
 · Make electronic recordings 

of patient information;
 · Ensure adequate electronic declarations 

(e.g., annual declarations, conflict of 
interest, vendor sponsorship, kinship 
declaration, etc.);

 · Perform periodic surveys;
 · Carry out proactive data analytics to 

analyze denials, aged trial balance, 
productivity, etc.;

 · Train on policies (face-to-face  
or online refresher courses);

 · Set and enforce expectations towards 
an individual’s duty of reporting 
(i.e., whistleblowing helpline); and

 · Create a strong liaison with managers  
to understand what is happening.

Although the Compliance department 
might be seen as a cost center, Compliance 
acts as an anti-body, which shields this 
domain from fraudsters. Healthcare fraud is 
a serious matter that can drive up the cost of 
healthcare for everyone. Taking the time to 
become informed about fraud schemes can 
help to keep this problem in check. 
 
 
 
 
1.  Oregon Health & Science University: Patient Business Services, 

Revenue Cycle. Available at http://bit.ly/1Qcu41N
2.  The Free Dictionary: Medical Dictionary: Definition of “privileges.” 

Available at http://bit.ly/1RZ9uHz
3.  American College of Physicians: Conflicts of Interest and Medical 

Practice, page 177. Available at http://bit.ly/1RZ9zuQ

Don’t forget to earn CEUs for this issue
Complete the Compliance Today CEU quiz for the  
articles below from this issue:

 · Who’s minding the store?  
Understanding supervision requirements 
by Maryann C. Palmeter (page 23)

 · What is the “right” observation rate? 
by Ronald L. Hirsch (page 39)

 · Compliance 101: 
Fraud: A cancer to the healthcare domain 
by Robin Singh (page 71)

To complete a quiz: Visit www.hcca-info.org/quiz,  
log in with your username and password, select  
a quiz, and answer the questions. The online quiz is 
self-scoring and you will see your results immediately.

You may also email, fax, or mail the completed quiz.

EMAIL: ccb @ compliancecertification.org

FAX: 952-988-0146

MAIL:  Compliance Certification Board 
6500 Barrie Road, Suite 250 
Minneapolis, MN 55435 
United States

To receive one (1) CEU for successfully completing 
the quiz: You must answer at least three questions 
correctly. Only the first attempt at each quiz will be 
accepted. Each quiz is valid for 12 months, beginning 
on the first day of the month of issue. Quizzes received 
after the expiration date indicated on the quiz will not 
be accepted.

Questions: Call CCB at 888-580-8373.
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Congratulations, 
newly certified designees!

Achieving certification required a diligent effort by these individuals. Certified individuals promote organizational 
integrity through the development and operation of effective healthcare compliance programs.

CCB offers these certifications: Certified in Healthcare Compliance (CHC)®, 
Certified in Healthcare Compliance Fellow (CHC-F)™, Certified in Healthcare 
Research Compliance (CHRC)®, and Certified in Healthcare Privacy Compliance 
(CHPC®). To learn more, please contact us at ccb @ compliancecertification.org, 
visit www.compliancecertification.org, or call 888-580-8373.

Certified in Healthcare Compliance (CHC)®

 · Karen E. Andrews
 · Femi Bamidele
 · Summer Bell
 · Inna A. Bilmes-Mintskovsky
 · Shajine Blake
 · Ron J. Boesch
 · Rachel K. Boyle
 · Ryan P. Boyle
 · Sandra C. Brown
 · Brian Buchanan
 · Karen Carney
 · Renata Chase
 · Kashish Chopra
 · Kaitlyn R. Cosenza
 · Sarah M. Couture

 · Candace Daigle
 · Laurie M. DeWitt
 · Deon D. Falcon
 · Abby Giles
 · Gwendolyn Harris
 · Loretta Harris Stickane
 · Sandra L. Herman
 · Tamara S. Huff
 · Julie Hughes
 · John T. Jensen
 · Robin L. Kennedy
 · Jessica L. Kurle
 · Christopher O. Madsen
 · Eric Maly
 · Susan P. Martin

 · Tabe Mase
 · Joshua E. Miller
 · Katie L. Monastiere
 · Leah Montez
 · Jennie E. Moody
 · Dawn M. Morong
 · Margaret A. Newell
 · Bryan Niehaus
 · Bradley Nolet
 · Jennifer L. Oden
 · Stephen F. O’Loughlin
 · Jennifer R. Paxton
 · Julian Peskin
 · Scott Petersen
 · Shunn Phillips

 · Elizabeth M. Porrino
 · Curtis Powell
 · Jeffrey Sallot
 · Steve Schoenly
 · Brea Schultes
 · Kathleen Settoon
 · Cindy L. Stoffregen
 · Kathleen J. Swanson
 · Leah M. Talbot
 · Mila C. Todd
 · Sharon Whitehead
 · Janet B. Whitfield
 · Lisabeth A. Williams
 · Sabrina F. Winters

Certified in Healthcare Privacy Compliance (CHPC®)
 · Susan M. Amrose
 · Safa Ansari
 · Marcenia S. Beaty
 · Holly B. Benton
 · Lindsay M. Blumenthal
 · Camella B. Boateng
 · Jan K. Boettcher
 · Kaylin M. Castaneda

 · Traci L. Chepeus
 · Bonita Clark
 · Kelly Degler
 · Raul Elias-Reyes
 · Melissa Erb
 · Elizabeth Helke
 · Barbara E. Hoffmann
 · Ann Hollyday

 · Jordan Humphreys
 · Therese T. Jackson
 · Kyra Knapp
 · Judy Martin
 · Helen B. Meaher
 · Robert J. Norwicke
 · Milka A. Peguero
 · Carol Roney

 · Jennifer L. Seargent
 · Marsha L. Shepherd
 · Cindy K. Shifflett
 · Lisa Snider
 · Gretchen Venteicher
 · MaryJo White

Certified in Healthcare Research Compliance (CHRC)®

 · Beverly L. Alger
 · Cynthia D. Beckett
 · Janet L. Bierlein
 · Dannielle Branam

 · Jeffrey Chalal
 · Michelle C. Dolske
 · Patrick J. Egan
 · Aurea M. Flores

 · Mary Kathleen Flynn
 · Miriam A. Gonzalez-Siegel
 · Katherine Gouvernayre
 · Malissa Harris

 · Christine Sangalli
 · Thomas Southam
 · Deborah C. Stout



Want to become

The Certified in Healthcare Compliance (CHC)® 
designation demonstrates expertise in the  
healthcare compliance field. Earn yours today:

• Meet eligibility requirements in both  
work experience and continuing education

• Pass the CHC exam

• Maintain your designation by earning 
approved continuing education units

Certified in Healthcare  
Compliance (CHC)

®
 ?

BE RECOGNIZED  
for your experience and knowledge!

For more details on earning and maintaining this designation,  
please find the CHC  Candidate  Handbook   or other information  
at www.compliancecertification.org under the “CHC” tab.

More questions? Email ccb@compliancecertification.org  .

Hear from 
your peers
Andrea L. Eklund, JD, CHC, CHPC, CPC 
Corporate Compliance & Privacy Officer 
Tallahassee Memorial Healthcare 
Tallahassee, FL

Why did you decide to get certified?
The CHC certification is recognized as a 
key indicator of compliance competency. 
Working within a legal department of a 
mid-sized health system, I developed 
a keen interest in compliance-related 
matters. Thereafter, I recognized the 
need to define myself as a compliance 
professional and focus my attention on 
compliance-related concerns. 

How do you feel that having the 
CHC certification has helped you?

Obtaining my CHC designation was the 
defining moment of my career. Since 
obtaining the CHC designation, I have 
progressed from a Compliance Analyst 
to Corporate Compliance and Privacy 
Officer of a large hospital system. Often, 
the CHC designation is a requirement 
for any senior-level compliance position. 
When speaking to other CHC compliance 
professionals, the designation lends 
a certain amount of credibility in the 
opinions and recommendations those 
compliance professionals provide. 

Would you recommend 
that your peers get certified?

I feel senior leadership should lead 
by example and set the bar for our 
compliance workforce members. As 
a result, not only did I obtain my CHC 
but also my CHPC designation. I hope 
to obtain my CHRC designation in the 
near future. I fully support and encourage 
my compliance team to do the same. 
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HCCA welcomes NEW MEMBERS
ALABAMA

 · James Curtis, Curtis Consultants, LLC
 · Mary Mauldin, East Alabama Medical Center
 · Dottie Wilson, Pickens County Medical Center

ARIZONA
 · Michael Cardenas, TMC HealthCare
 · Wirt Rexford Duff
 · Cynthia Earnhardt, Dignity Health
 · Holly Gieszl, The Gieszl Firm
 · Janice Jacobs, Berkeley Research Group
 · Eduard Khan, Cenpatico
 · Sharlee LeBleu, Matrix Medical Network
 · John Peters, Banner Health
 · Christine Stevens, A Better Today
 · Kelli Williamson, St. Joseph’s Hospital and Medical Center
 · Maryann Wolf, Navigant Consulting

ARKANSAS
 · Amber Kandur, Highlands Oncology Group

CALIFORNIA
 · Kathleen Abanilla, San Francisco Health Network
 · Kimberly Alexander, Stanford Healthcare
 · Richard Blair, Kaiser Permanente
 · Christy Carlson, County of San Diego
 · Timothy Carlson, Los Angeles Jewish Home
 · Anna Choi, Cedars-Sinai Medical Center
 · Jennifer Foley, One Medical Group
 · Sharon Ginchansky, Los Angeles Jewish Home
 · Adrianne Govan, L.A. Care Health Plan
 · Alexandra Gross
 · Jacquie Haggarty, 23andMe
 · Brek Halgren, United States Air Force
 · Kathy Hurst, Health Quality Management Group
 · Sophie Jackson
 · Gregory King
 · Yelena Kushner, University of California, San Francisco
 · Catherine Lamoreaux, Providence Health & Services
 · Victor Lee, Zynx Health
 · Ruhina Livingstone, Palomar Health
 · Nina Ma, Compliagent
 · Susan Mahonga, Centene
 · Rima Markarian
 · Patrick Matchell, Sutter Health
 · Rolan Moldes, Ernst & Young
 · Joseph Nessim, SynerMed, Inc
 · Arun Patel, Los Angeles County Department of Health Services
 · Nilam Patel
 · Gelmy Ruiz, California Health & Wellness
 · Daniel Steeber, Palomar Health
 · Tracy Tellefson, Adventist Health Plan
 · Sherilyn Wadsworth, Desert Mountain Children’s Center
 · Monica Wright, Sutter Health

COLORADO
 · Becky Crawford, Vail Valley Medical Center
 · Sadaf Karimi, DaVita
 · Kristin Kee, High Plains Community Health Center
 · William Schmidt, Kaiser Permanente
 · Melissa Shelton, Children’s Hospital Colorado
 · Heather Smith, DaVita

FLORIDA
 · Linda Batten, Chapters Health System
 · Marty Clarke, Independent Living Systems, LLC
 · Nicolas Gross, Independent Living Systems, LLC
 · Cason Jones, Adventist Health System
 · Jodi Laurence, Florida Health Law Center
 · Lidya Lobeto
 · MariaHelena Martinez, Community Medical Group
 · Mohammed Merchant, Florida Hospital Medical Group
 · Laura Paavola, Tenet Healthcare Corporation
 · Brittany Stith, Medicus
 · Berlande Sutherland, Florida Hospital
 · Bao Thai, Family Physicians Group
 · Edy Zettler, University of Florida

GEORGIA
 · Edgar Bueno, Morris, Manning & Martin LLP
 · Constance Dotzenrod, King & Spalding, LLP
 · Chris Hendrick, Centene Corporation
 · Aviance Jenkins, Amerigroup Corporation
 · Elimu Kajunju
 · Kimyatta McClary, Alston & Bird LLP
 · Terri Sinclair, ProCare Rx

HAWAII
 · Mindy Willers, Hospice Hawaii
 · Joyce Wong, Kaiser Permanente

ILLINOIS
 · Anne Biala, Athletico
 · Steven Cloh, Wellness Healthcare Partners
 · Obumneme Eze
 · Linda Flaherty, Friendship Senior Options
 · Scott Garnick, Centene
 · Kristin Grubb, Peoria City County Health Department
 · John Haukland, Illinois Gastroenterology Group
 · Dora Sirakova, NorthShore University Health System
 · Christopher Stemler, Extended Care Clinical

INDIANA
 · Yvonne Culpepper, Hendricks Regional Health
 · Tammy Gettinger, Woodlawn Hospital
 · Mary Margaret Jackson, Physicians Health Plan of Northern Indiana
 · Peggy Miller, Blue Cross Blue Shield of Illinois
 · Robert Thomas, American Senior Communities

KANSAS
 · Tracy Jarrell, Hutchinson Clinic, PA
 · Amber Smith, Lawrence Memorial Hospital

KENTUCKY
 · Ernest Begley, Owensboro Health, Inc
 · John Cornett, Special Care Management LLC
 · Debora Leslie, Life Care Centers of America
 · Aleah Schutze, Res-Care, Inc
 · Janie Sweeney, Hemmer DeFrank Wessels PLLC

LOUISIANA
 · Kathy Boone
 · Christopher Dixon, University Health
 · Stacie Jenkins, HSLI
 · Gina McAndrew, North Oaks Health System

MAINE
 · Gisela Goldstein, Compliance Risk Consulting

MARYLAND
 · Emily Bishop, Johns Hopkins HealthCare LLC
 · JoAnn Kowalski
 · Tracey Lowcher, MedStar Health
 · Lauren Marks, University of Maryland Medical System
 · Tricia Phillips, Kaiser Permante
 · Carol Stoolmiller, Erickson Living
 · Candice Vance, MedStar Health Research Institute

MASSACHUSETTS
 · Tracy Davis, May Institute
 · Russell Dougherty, Beacon Health Options
 · Nancy Gentile, River Valley Counseling Center
 · Stacey Kane, Harvard University
 · Kristina Misiaszek, Health New England
 · Keerthana Rajagopal Shanthi, Deloitte & Touche LLP
 · Elizabeth Shew, Covenant Health

MICHIGAN
 · Amanda Carlson, Spectrum Health
 · Linda Carr, Spectrum Health
 · Kathryn Clampitt-Voiles, Judson Center
 · Constance Crawford, Blue Cross Blue Shield of Michigan
 · Tracey Fredricks, Spectrum Health
 · Kevin Green, Complete Toxicology Laboratories
 · Annie Nurski, Certified Emergency, PC
 · Shirley Santo, Spectrum Health Medical Group
 · Tatjana Savich, Complete Toxicology Laboratories
 · Crystal Scott, IHA
 · Zana Simjanovski, ACOM Drug Testing Services, LLC
 · Shelly Vrsek, Samaritas
 · Ebony Williams, Molina Healthcare of Michigan
 · Gregory Wix, Complete Toxicology Laboratories
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MINNESOTA
 · Randall Holbrook, Legal Research Center, Inc
 · Kelly Hulst, Life Care Medical Center
 · Hillary Hume
 · Elizabeth Kirpach, Chiropractic Care of Minnesota, Inc
 · Alena Lemesh, Medica
 · Heather Menard, Legal Research Center, Inc
 · Laura Nagorski, Medica
 · Amanda Pittman, Medica
 · Jennifer Sincavage, Boston Scientific Corporation
 · Beth Sullivan, Minnesota Department of Human Services
 · Lisette Wright

MISSISSIPPI
 · Jennifer Reneker, Mid South Rehab Services

MISSOURI
 · Tineen Hinton, SSM Health
 · Dana Quinn-Griffin, Washington University School of Medicine
 · Ann Schulte

NEW JERSEY
 · Shemera Bethea, BioReference Lab
 · Annemarie Dorazio, Atlantic Health Systems
 · Dipti Hingorani, Ernst & Young
 · John Kaveney, McElroy, Deutsch, Mulvaney & Carpenter, LLP
 · Caridad Marinez, Children Specialized Hospital
 · Anne Mulcahy, BioReference Laboratories
 · Michael O’Hara, KB Computing, LLC
 · Karla Pereles Ortiz, BioReference Laboratories Inc
 · Jean Santostefano, HackensackUMC at Pascack Valley

NEW MEXICO
 · John Sanchez, Innova Health Associates LLC

NEW YORK
 · Scott Beardsley, North Shore Long Island Jewish Health System
 · Sarah Breier
 · Vivian Chen
 · Susan Craig, Crouse Medical Practice
 · Molly Ford, Companion Care of Rochester
 · Kristen Fry, SUNY College of Optometry
 · Kiran Heer, Anthem Inc
 · Isabelle Kennedy, Crystal Run Health Care
 · Puja Khare, Greater New York Hospital Asssociation
 · Nancy Lanis, Henry Schein, Inc
 · Jennifer LaScala-Gomez, Optum 360
 · Scott Olszewski, Trinity Health
 · Mervin Otero, Metroplus Health Plan
 · Michael Sloma, Fresenius Medical Care
 · Sue Teal, Trinity Health
 · Sara Thompson, Maimonides Medical Center
 · Matthew Warner, Bridging Access to Care
 · Lisa Wayman, Trinity Health

NORTH CAROLINA
 · Gerri Grady, Eastern Band of Cherokee Indians PHHS
 · Sean Grady, Cherokee Indian Hospital
 · Kim Huneycutt, Trillium Health Resources
 · Mary Klock, Carolinas Healthcare System
 · Diane Powers, UNC REX Healthcare
 · Dale Robinson, Eastern Band of Cherokee Indians
 · Hannah Sorgius, Carolinas Healthcare System
 · Tracy Wetherby Williams, UNC School of Dentistry

OHIO
 · Jennifer Dobranetski, The Health Plan
 · Katelyn Jacquay Daniel, Ernst & Young
 · Aaron Lewis, Cardinal Health
 · Amy MacLean, Cincinnati Eye Institute
 · Julian Peskin, Cleveland Clinic
 · Monica Porter, Cardinal Health
 · Julie Tomlinson, Cardinal Health

OKLAHOMA
 · Jenny Washington, ProCure Proton Therapy Center

OREGON
 · Lisa Hendricks, Western Oregon Advanced Health
 · Shannon Kennedy, Legacy Health
 · Thuy Nguyen
 · Jennifer Pierce, Clackamas County Behavioral Health
 · Joe Pospisil, Umpqua Community Health Center

PENNSYLVANIA
 · Debra Brockman, Masonic Villages of the Grand Lodge of Pennsylvania
 · Maida Cemer, University of Pittsburgh Medical Center
 · David DiGiacomo, VA Butler Healthcare System
 · Debra Henninger, Geisinger Health System
 · Robert Maggs, United Healthcare M&R Insurance Solutions
 · Zara O’Hora, Pennsylvania MENTOR
 · Lisa Rossi, Trinity Health

RHODE ISLAND
 · Paula Ferdinandi, Care New England Health System
 · Antonio Fortes, Care New England Health System
 · Janice Silvia, Care New England Health System

SOUTH CAROLINA
 · Rena Hunter, ReGenesis Health Care
 · Crystal Wise, MEDcare Urgent Care

SOUTH DAKOTA
 · Lori Hestad, Sanford Health

TENNESSEE
 · Kevin Glynn, Erlanger Health System
 · Gala Murray, Volunteer Behavioral Health Care System
 · Brandy Reed, AdvanceMed
 · Landa Stricklin, Life Care Centers of America
 · Jennifer Walen, Baptist Medical Group

TEXAS
 · Pallavi Barve, Credence Resource Management
 · Brooke Colandrea, DaVita Rx
 · Laurie DeWitt, JL Compliance Group, LLC
 · Johnathan Fish, DLA Piper LLP
 · Jessica Grigsby
 · Nichole Hageman
 · Chenoa Hardwick, Global Molecular Labs, LLC
 · Rajeswari Kumar
 · Brian Mueller, Safe Harbor Compliance and Clinical Services
 · Jennifer Oden, JL Compliance Group, LLC
 · Charlotte Patterson, AccentCare, Inc
 · Tham Phan, Permian Regional Medical Center
 · Yvette Quintana-Chavez, Texas Tech University Health Sciences Center
 · Yvonne Rodriguez, El Paso Children’s Hospital
 · Dale Shultz, Baylor Scott and White Health
 · Esteban Vargas-Rodriguez, Baylor College of Medicine
 · Alison Williams, Baylor Scott & White Health

UTAH
 · Michelle Lyman, Healthcare Compliance Pros
 · Jack Rolfe, Ensign Group

VERMONT
 · Amy Dobson, CHCRR

VIRGINIA
 · David Cook, Piedmont Community Health Plan
 · Kaye Cyrus, The Burgess Group, LLC

WASHINGTON
 · Brittany Larson, Kadlec Medical Center
 · Stephen Owen, Pacific Rim Outpatient Surgery Center
 · Michelle Watson, LifePoint Hospitals
 · Autumn Wilson, MultiCare Health System
 · Cheri Wolcott, Walla Walla General Hospital

WEST VIRGINIA
 · Stacey King, West Virginia Medical Institute, Inc

WISCONSIN
 · Benita Anderson, Sixteenth Street Community Health Centers

WYOMING
 · Max Bennett, Big Horn Basin Bone & Joint

WASHINGTON DC
 · Tamara Killion
 · Melissa Williams

PUERTO RICO
 · Carola Pedraza Barrionuevo, Triple-S Advantage Solutions

BRAZIL
 · Erickson Blun Lima, Blun Financial and Investments

INDIA
 · Tracyann Hart, Sutherland Healthcare Solutions Private Ltd
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Socialize
Join the online conversation with HCCA 
and your compliance colleagues

hcca-info.org/hccanet

Blog

hcca-info.org/linkedin

hcca-info.org/google

instagram.com/thehcca

twitter.com/theHCCA

slideshare.net/thehcca

YouTube.com/ComplianceVideos

facebook.com/HCCA

pinterest.com/thehcca

complianceandethics.org
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June 2016Takeaways
Tear out this page and keep for reference, or share with a colleague. Visit www.hcca-info.org for more information.
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Who’s minding the store? 
Understanding supervision 
requirements
Maryann C. Palmeter (page 23)
 » Diagnostic tests have their own Medicare 
benefit category.

 » Medicare recognizes three levels of 
physician supervision for diagnostic tests. 

 » Non-physician practitioners may not 
supervise performance of diagnostic 
tests per Medicare.

 » Diagnostic and therapeutic service 
supervision differs in outpatient facility 
settings.

 » Supervision requirements may differ 
between ACGME, Medicaid, Medicare, 
and state practice laws.

Compliance in a new,  
value-based care world
Daniel Esquibel, Ryan Haggerty, and 
Peter A. Khoury (page 32)
 » MACRA may drive clinicians to participate 
in new payment models intended to control 
costs and improve value.

 » MACRA is expected to have organization-
wide impacts on health systems, 
including compliance. 

 » Regulations are complex and are still 
being developed.

 » Compliance officers must be engaged 
in strategic planning discussions with 
leadership.

 » Actionable plans, including compliance 
plans, must be started today to prepare 
for tomorrow.

What is the “right” 
observation rate? 
Ronald L. Hirsch (page 39)
 » There is no standard for measuring 
observation rates; avoid comparing your 
rate to other hospitals.

 » Medicare’s observation payment in 2016 
increased 85% from 2015.

 » Medical observation is fundamentally 
different from surgical observation.

 » If your follow Hirsch’s Law, your 
observation rate is at the benchmark for 
your institution.

 » Measure hours in observation and work  
to improve that.

Quality cancer registry data: 
How accurate is your data?  
Candice Morrison-General (page 45)
 » Cancer data is provided to assist our 
communities in the fight against cancer.

 » Certified tumor registrars (CTR) are an 
essential piece to accurate data collection. 

 » Every hospital registry must follow state 
requirements in order for cancer data to 
be considered reportable.

 » Quality controls within the hospital registry 
are essential in order to provide the state 
with the reliable statistics needed for 
cancer surveillance and evaluation.

 » Reportable cancer data is submitted 
quarterly and is subject to review. 

When it comes to regulatory 
compliance, prevention is key
Christina M. Kuta (page 57)
 » Investigation and enforcement of 
healthcare legal violations are on the rise.

 » To ensure compliance, providers must 
understand regulations relevant to their 
healthcare organizations.

 » Healthcare organizations should look to 
advisors and compliance personnel for 
assistance.

 » How a provider handles an investigation 
may ultimately determine the outcome.

 » The time and expense necessary to ensure 
ongoing compliance is better spent upfront 
than defending a regulatory violation.

Beware of drug lords 
bearing lunch
Diane M. Evans (page 59)
 » Lunch from drug reps doesn’t come free. 

 » In any business dealing with a 
pharmaceutical company, put the patients’ 
interests first. 

 » Beware if you’re invited to an expensive 
restaurant for free dinner served with free 
medical education. 

 » Speak out if you see drug company reps 
overstepping ethical boundaries.

 » Be ready for HIPAA to become a new law 
enforcement fallback.

Home health agency PEPPER: 
Comparative data supports  
compliance monitoring efforts
Kimberly Hrehor, and Kathryn Krenz 
(page 63)
 » Home health agencies (HHAs) are under 
increasing focus from regulatory and law 
enforcement agencies. 

 » PEPPER can be used to identify when an 
HHA may be at higher risk for improper 
Medicare payments.

 » HHAs should assess their PEPPER and 
consider internal and external factors that 
may contribute to higher billing patterns. 

 » PEPPER can support auditing and 
monitoring efforts of the HHA.

 » More information on PEPPER is available 
at www.PEPPERresources.org

Getting the most out of your 
annual compliance training
Shawn Willey (page 67)
 » The annual compliance training is arguably 
your most important task to complete.

 » There is no “one size fits all” way to 
conduct your company’s annual compliance 
training.

 » Despite company size, try to make training 
as personable as possible.

 » Get upper management involved, to show 
training starts at the top.

 » Post-training, meet with Compliance group 
to discuss what went right and wrong.

Compliance 101: 
Fraud: A cancer to the 
healthcare domain
Robin Singh (page 71)
 » If fraudsters find an exploitable weakness 
in your new healthcare domain, it not 
only affects the dollar value but also the 
patient’s health and record — permanently.

 » Manage and cultivate an understanding 
of correct coding and resubmission for 
denials.

 » Have a proactive approach to compliance 
and define adequate controls, roles, and 
relationships for multi-party interactions.

 » Set various data points to remain abreast 
of current events in the healthcare facility, 
and enforce disciplinary actions

 » Develop and implement strong processes 
for identifying and addressing risks/
regulatory requirements, etc.

Compliance
TODAY



HCCA’s Upcoming Events

Dates and locations are subject to change. 

Research Compliance Conference

June 5–8 • Baltimore, MD

Clinical Practice Compliance Conference

October 23–25 • Phoenix, AZ

Healthcare Enforcement Compliance Institute

October 23–26 • Washington, DC

Regional Conferences

June 3 • Philadelphia, PA

June 10 • Seattle, WA

June 17 • Orange County, CA

September 9 • Boston, MA

September 16 • Minneapolis, MN

September 23 • Kansas City, MO

September 30 • Indianapolis, IN

October 7 • Pittsburgh, PA

October 13–14 • Honolulu, HI

October 21 • Denver, CO

November 4 • Louisville, KY

November 11 • Phoenix, AZ

November 18 • Nashville, TN

December 2 • San Francisco, CA

December 9 • Houston, TX

Basic Compliance Academies

June 13–16 • San Francisco, CA — SOLD OUT

June 20–23 • Scottsdale, AZ — SOLD OUT

July 25–28 • Honolulu, HI

August 8–11 • New York, NY — SOLD OUT

September 12–15 • Chicago, IL — LIMITED SEATS

October 3–6 • Las Vegas, NV

October 24–27 • Nashville, TN

November 14–17 • Orlando, FL

December 5–8 • San Diego, CA

Research Basic Compliance Academies

November 7–10 • San Diego, CA

Healthcare Privacy  

Basic Compliance Academies

June 20–23 • Scottsdale, AZ — SOLD OUT

October 24–27 • Nashville, TN

November 7–10 • San Diego, CA

Learn more about HCCA’s educational opportunities at www.hcca-info.org/events

July 2016
 Sunday Monday Tuesday Wednesday Thursday Friday Saturday

26 27 28 29 30 1 2

3 4 5 6 7 8 9

10 11 12 13 14 15 16

17 18 19 20 21 22 23

24 25 26 27 28 29 30

31

WEB 
CONFERENCE 

CMS Updates: 
CY 2016 OPPS and What  
It Means to Your Hospital 

WEB 
CONFERENCE 

Expanding UR Best Practices 
to Commercial Health Plans 

WEB 
CONFERENCE 

Adapting Your Medical 
Necessity Compliance  
Program in an Evolving 
Regulatory Environment

Basic Compliance Academy
Honolulu, HIsdale, AZ  CHC Exam

Eid-al-Fitr

Canada Day Laylat al-Qadr

Bastille Day

WEB 
CONFERENCE 

Vendor Privacy:  
Due Diligence and  
Contracting Solutions 

Independence Day

HCCA OFFICE CLOSED

June 2016
 Sunday Monday Tuesday Wednesday Thursday Friday Saturday

29 30 31 1 2 3 4

5 6 7 8 9 10 11

12 13 14 15 16 17 18

19 20 21 22 23 24 25

26 27 28 29 30 1 2

WEB 
CONFERENCE 

Improving Limited English 
Proficient Patient Compliance 

Healthcare Privacy Basic Compliance Academy
Scottsdale, AZ  CHPC Exam

Basic Compliance Academy
Scottsdale, AZ  CHC Exam

Regional 
Conference
Seattle, WA

Regional 
Conference
Philadelphia, PA

Regional 
Conference
Orange County, CA

Research Compliance Conference
Baltimore, MD  CHRC Exam

Memorial Day

Ramadan Begins

Father’s Day

HCCA OFFICE CLOSED

WEB 
CONFERENCE 

Art of Performing 
Risk Assessments 

WEB 
CONFERENCE 

Privacy and Reducing 
Disclosure Incidents

WEB 
CONFERENCE 

Behavioral Health Compliance: 
The Medicare Mental Health 
Benefit 

WEB 
CONFERENCE 

There’s an Election Coming! 
What Corporate Compliance 
Officers Need to Know About 
Political Activity 

WEB 
CONFERENCE 

OCR Phase 2  
Audit Program Update:  
180 New Audit Protocols 

Basic  
Compliance  
Academy
San Francisco, CA  CHC Exam

Flag Day



Health Care Privacy Compliance Handbook, Second Edition
(Prices are as listed and considered net of any local withholding taxes applicable in your country of residence.)

 QTY COST

_____   HCCA members: $149 .............................................................................$ __________

_____   Non-members: $169 ................................................................................$ __________

_____  Join HCCA: $200 ............................................................................................$ __________
Non-members, add $200 to join HCCA, and pay member prices for your order.
(NEW MEMBERS ONLY. REGULAR DUES $295/YEAR)

TOTAL $ __________

Please type or print your mailing information below:

 Mr     Mrs     Ms     Dr

HCCA Member ID

First Name   MI

Last Name

Job Title

Name of Employer

Street Address  (NO PO BOXES)

City     State Zip

Phone

Email

Make check payable to HCCA and mail to:
HCCA, 6500 Barrie Road, Suite 250
Minneapolis, MN 55435

Or fax your order to:  952-988-0146

 Check enclosed (payable to HCCA)

 Invoice me

 I authorize HCCA to charge my credit card (choose card below)

Due to PCI Compliance, please do not provide any credit card information 
via email. You may email this form (without credit card information) and call 
HCCA at 888-580-8373 or 952-988-0141 with your credit card information.

CREDIT CARD:   American Express  Discover  MasterCard  Visa

Credit Card Account Number

Credit Card Expiration Date

Cardholder’s Name

Cardholder’s Signature

Prices are as listed and considered net of any local withholding taxes applicable in 
your country of residence. Prices are subject to change without notice. Any applicable 
sales tax is included in the product prices listed unless otherwise noted. Shipping is 
complimentary to addresses within the continental United States via FedEx Ground. 
Please include your full physical address. Products shipped via FedEx cannot be 
delivered to a PO box. Addresses outside the continental United States are subject to 
standard shipping rates: Contact HCCA for pricing. Please note that HCCA will charge 
your credit card the correct amount should your total be miscalculated.

� is second edition will help privacy professionals sort through 
the complex regulatory framework facing healthcare organizations. 
Written by the faculty of HCCA’s Healthcare Privacy Basic 
Compliance Academy®, it o� ers up-to-date guidance on:

• HIPAA Privacy and Security
• HITECH and the 

Omnibus Rule
• FERPA
• � e Federal Privacy Act

• 42 CFR, Part 2
• Privacy and Research
• Vendor Relations
• Payor Privacy Issues
• Auditing & Monitoring

Health Care Privacy 
Compliance Handbook

SECOND EDITION

Second 
edition 

available

INSERT

hcca-privacy-handbook-2ed-1pgad.indd   1 4/8/16   10:20 AM



hcca-info.org/regionals

Get high-quality, convenient, 
inexpensive education and 
networking opportunities. 

Don’t miss the chance to 
attend an HCCA Regional 
Conference in your area !

questions: beckie.smith @ hcca-info.org

June 3 • Philadelphia, PA

June 10 • Seattle, WA

June 17 • Orange County, CA

September 9 • Boston, MA

September 16 • Minneapolis, MN

September 23 • Kansas City, MO

September 30 • Indianapolis, IN

October 7 • Pittsburgh, PA

October 13–14 • Honolulu, HI

October 21 • Denver, CO

November 4 • Louisville, KY

November 11 • Scottsdale, AZ

November 18 • Nashville, TN

December 2 • San Francisco, CA

December 9 • Houston, TX

2016HCCA Regional 
Compliance 
Conferences

hcca-2016-regionals-june-ct-insert-2pgreg.indd   1 5/3/16   3:02 PM


