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Reputation Risk – It’s more 
complicated than that

For starters, let me say that I agree with 
the premise that reputation risk is very 
real. And in the healthcare sector, it is 

more important than in most other entities.
However, I think that when it comes to 

managing risk in general, and compliance 
risk in particular, reputation risk is often mis-
understood. Some organizations consider it a 

category of risk. Some list it as a risk 
event. Others list it as a consequence 
of another risk event. None of these 
treatments really accurately capture 
what reputation risk is.

Reputational damage only hap-
pens if something else happens. So, 
reputation risk is not an event, as 
I’ve seen some organizations treat 

it. A patient is harmed, a reporter criticizes 
an organization, an employee disparages our 
organization on social media, or some other 
event occurs, and reputational damage results. 
We may have a lot of control over the event 
that gives rise to the reputational damage, or 
very little. For example, our reputation may 
suffer as a result of another organization’s 
actions simply because we have something in 
common with that organization.

But, who cares if our reputation suffers? 
Here’s where the next issue comes into play. 
Reputational damage, by itself, does not 

hurt us. The real damage is the action taken 
when people become aware of a tarnished 
reputation. So, reputational damage is not a 
consequence of a risk either. It is an intermedi-
ate step that occurs as a result of an event, and 
that intermediate step can (but doesn’t always) 
lead to the ultimate consequence(s). The final 
consequence, which is what we are really 
trying to focus on, can be a variety of things. 
The first one that typically comes to mind in 
connection with reputation is lost revenue. But 
consequences can extend beyond the immedi-
ate financial effect, to things like employee 
morale and productivity.

And here’s where it gets most interest-
ing. Risks can have interactions with and 
effects on other risks. For instance, a compli-
ance investigation can result in reputational 
damage that leads to a loss of support or 
revenue. And I’ve seen reputational risk run 
in the opposite direction. In one case, I wit-
nessed reputational damage resulting from 
an employee matter that triggered a compli-
ance investigation by a government agency 
in a completely different area. The logic was 
that, even though the employee matter did not 
have any direct impact, it could be indicative 
of broader issues that the government agency 
was concerned about.

Reputation risk is different from and more 
complicated than most other commonly used 
risk categories. It requires careful consider-
ation of what causes reputational damage as 
well as how different causes relate to different 
consequences. 

LETTER FROM THE INCOMING CEO

Please don’t hesitate to call me about anything any time.
952.567.6215 Direct 
gerry.zack @ corporatecompliance.org 

 @Gerry_Zack    /in/gerryzack

Zack

by Gerry Zack, CCEP
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Gerry Zack’s financial skills

SCCE & HCCA’s incoming CEO Gerry 
Zack’s financial skills are so good, he 
has made me feel inferior. However, 

I feel inferior in a good way, because I am 
more concerned about where we are going 
than where we have been. Is finance possi-
bly our biggest risk area? Certainly it is one 

of them. Due to my skill set, I have 
primarily relied on others to get 
things right in this risk area. We 
have a great team that I have relied 
on, and we have done pretty well. 
However, there is so much more 
than just getting the financials cor-
rect, such as improved financial 
decision-making.

Great ideas come from financials. 
Gerry is going to see the financials with 
more clarity. Business opportunities and 
problems often show up in financials long 
before they show up in other ways. I have 
seen good people take a couple numbers 
out of a financial statement and make a 
proclamation. That would be like a doctor 
looking at one of 12 lab tests and making a 
medical decision. As I think Aristotle once 
may have said, “There are lies, damn lies, 
and spinning financials.” 

Gerry reminds me of the doctors I have 
worked with at the Mayo Clinic. When it 
comes to their sub-specialty, there is no 
spinning. There is the best known truth 
and then decision making. Some people 
seem to think it works the other way. They 
make a decision and then they go get some 
data to support their decision. Maybe it’s 
because of his respect for his CPA, Internal 
Audit credential, or some other experience, 
but he just can’t disrespect the truth or spin 
when it comes to financials. Watching him 
assess financials is a very matter-of-fact 
experience.

Gerry is also unafraid to tell the truth 
and does so without making people feel 
like he is being negative towards them. If he 
sees an imbalanced presentation of finan-
cial data, he will respectfully make sure 
everyone is getting the whole picture. As a 
result, our financial decisions will be made 
with much greater clarity. This is good for 
our organization. 

LETTER FROM THE CEO

Please don’t hesitate to call me about anything any time.
612.709.6012 Cell • 952.933.8009 Direct 
roy.snell @ corporatecompliance.org 

 @RoySnellSCCE    /in/roysnell

Snell

by Roy Snell, CHC, CCEP‑F

Business opportunities 
and problems often show 

up in financials long 
before they show up 

in other ways.

http://twitter.com/RoySnellSCCE
https://www.linkedin.com/in/roysnell
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NEWS

Read the latest news online · hcca-info.org/news

Compliance scores among the 50 Best Jobs in America 

Earlier this year Glassdoor released its annual 
jobs report identifying the 50 Best Jobs in 
America in 2018. Compliance Manager 
was 11 and Risk Manager was 13 on the list. 
According to Glassdoor, “The report ranks 
jobs according to each job's Glassdoor Job 

Score, determined by combining three factors: 
number of job openings, salary, and overall 
job satisfaction.” Glassdoor notes, “The jobs 
that made this list stand out across all three 
categories.”

http://bit.ly/2DydBGN

HCCA’s 2018 Healthcare Industry Compliance Staffing and 

Budget Benchmarking and Guidance Survey
The Health Care Compliance Association 
(HCCA) has conducted a comprehensive 
survey of compliance professionals in order 
to create a salary survey. The survey looks at 
salaries in relation to measures such as size of 
company (in revenues and employees) as well 
as compliance budget and ownership structure.

The survey contains a series of data tables 
that can be used to benchmark compliance 

program budgets and staffing by several fac-
tors. In reviewing the data, HCCA suggests to 
keep in mind that this data should be consid-
ered directional in nature. Different companies 
of the same size will likely have very differ-
ent histories in terms of compliance issues 
and risks.

Please use the following link for the survey 
report: http://bit.ly/2HHldZT

PwC: Organizations are not doing enough to protect 
data privacy
In March, PwC released the new findings 
of PwC’s 2018 Global State of Information 
Security® Survey (GSISS). According to the 
press release about the survey, “Less than half 
of respondents (49%) say their organization 
limits collection, retention, and access of per-
sonal information to the minimum necessary 
to accomplish the legitimate purpose for which 
it is collected. Only 51% of respondents have 
an accurate inventory of where personal data 
for employees and customers are collected, 
transmitted, and stored. And only 53% require 

employees to complete training on privacy 
policy and practices.

”When it comes to third parties who handle 
personal data of customers and employees, less 
than half (46%) conduct compliance audits to 
ensure they have the capacity to protect such 
information. And a similar number (46%) say 
their organization requires third parties to 
comply with their privacy policies.”

https://pwc.to/2phG7rH 
A copy of the new report can be down-

loaded at: https://pwc.to/2FHvadr 
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NEWS

Read the latest news online · hcca-info.org/news

Regulatory News  

Consequences for HIPAA 
violations don’t stop when a 
business closes
The U.S. Department of 
Health and Human Services 
(HHS) Office for Civil Rights 
(OCR) recently announced, 
“A receiver appointed 
to liquidate the assets of 
Filefax, Inc. has agreed 
to pay $100,000 out of the 
receivership estate to the 
U.S. Department of Health 
and Human Services (HHS) 
Office for Civil Rights (OCR) 
in order to settle potential 
violations of the Health 
Insurance Portability and 
Accountability Act (HIPAA) 
Privacy Rule. Filefax, located 
in Northbrook, Illinois, 
advertised that it provided 
for the storage, maintenance, 
and delivery of medical 
records for covered enti-
ties. Although Filefax shut 
its doors during the course 
of OCR’s investigation into 
alleged HIPAA violations, it 
could not escape its obliga-
tions under the law.”

According to the govern-
ment press release, “OCR’s 
investigation indicated that 
between January 28, 2015, 
and February 14, 2015, Filefax 
impermissibly disclosed 
the PHI of 2,150 individu-
als by leaving the PHI in an 
unlocked truck in the Filefax 
parking lot, or by granting 
permission to an unauthor-
ized person to remove the 

PHI from Filefax, and leaving 
the PHI unsecured outside 
the Filefax facility.”

The press release also 
noted, “Filefax is no longer in 
business. In 2016, a court in an 
unrelated litigation appointed 
a receiver to liquidate its assets 
for distribution to creditors 
and others.  In addition to a 
$100,000 monetary settlement, 
the receiver has agreed, on 
behalf of Filefax, to properly 
store and dispose of remain-
ing medical records found at 
Filefax’s facility in compliance 
with HIPAA.”

Use the links below for 
the resolution agreement 
and corrective action plan: 
http://bit.ly/2GAZmEe.

CMS Provider Compliance: 
Payment for outpatient 
services provided to 
beneficiaries who are 
inpatients of other facilities 
— Reminder
In a recent Centers for 
Medicare and Medicaid 
Services (CMS) Provider 
Compliance Fast Facts, accord-
ing to a report, the Office of 
the Inspector General (OIG) 
determined that Medicare 
inappropriately paid acute-
care hospitals for outpatient 
services provided to benefi-
ciaries who were inpatients 
of other facilities, including 
long term care hospitals, inpa-
tient rehabilitation facilities, 
inpatient psychiatric facilities, 

and critical access hospitals. 
As a result, beneficiaries 
were unnecessarily charged 
outpatient deductibles and 
coinsurance payments.

All items and non-physician 
services provided during a 
Medicare Part A inpatient stay 
must be provided directly 
by the inpatient hospital or 
under arrangements with the 
inpatient hospital and another 
provider. Use the following 
resources to bill correctly:

 · MLN Matters® Special 
Edition Article - 
http://bit.ly/2HHmqAt

 · Medicare Inappropriately 
Paid Acute-Care 
Hospitals for Outpatient 
Services They Provided 
To Beneficiaries Who 
Were Inpatients of Other 
Facilities OIG Report - 
http://bit.ly/2HCMSLC

 · Medicare Claims 
Processing Manual, 
Chapter 3, Section 10.4 - 
http://bit.ly/2G2CO19

 · Provider Compliance Tips 
for Ordering Hospital 
Outpatient Services Fact 
Sheet - http://bit.ly/2FREYx6

 · Acute Care Hospital 
Inpatient Prospective 
Payment System Fact 
Sheet; see payment 
information on page 3 - 
http://bit.ly/2pks0BO

 · Items and Services Not 
Covered Under Medicare 
Booklet, Page 12 - 
http://bit.ly/2tYWjTC 
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Find the latest conference information online · hcca-info.org/events

HCCA NEWS

HCCA 2018 Basic Compliance Academies
HCCA’s Basic Compliance Academies are intensive three-and-a-half day programs focused on 
subject areas at the heart of healthcare compliance practice. Academies are designed for par-
ticipants with a basic knowledge of compliance concepts and some professional experience in a 
compliance function. Hear from experienced faculty as they cover the following topics:

HCCA conference news

•   Developing Provider Risk Benchmarking Scorecards - 
How to Transition to Risk-Based Auditing

•   Structuring Therapy Services to Minimize Cost and 
Maximize Outcome

•   After the Breach: The Fine is the Easy Part

5/15
5/22
6/13

LEARN MORE AND REGISTER AT

hcca-info.org/webconferences

Upcoming HCCA Web Conferences

Learn more and register: bit.ly/2zkIbVf

Want to become Certified in  
Healthcare Compliance (CHC)®? 

Apply to take the optional CHC exam 
on the last day of the Academy.

Questions: jennifer.parrucci@corporatecompliance.org

hcca-info.org/academies

May 7–10, 2018 • Anaheim, CA

May 14–17, 2018 • Boston, MA

June 11–14, 2018 • Scottsdale, AZ

July 23–26, 2018 • Seattle, WA

August 6–9, 2018 • Washington, DC

September 10–13, 2018 • Las Vegas, NV

October 1–4, 2018 • Dallas, TX

October 15–18, 2018 • Nashville, TN

November 12–15, 2018 • San Diego, CA

December 3–6, 2018 • Orlando, FL

December 10–13, 2018 • Orlando, FL

SOLD 
OUT

LIMITED 
SEATS

REGISTER 
EARLY
Limited to 75 at 
each Academy

Academies
Healthcare Basic Compliance

hcca-2018-academies-basic-ct-may-insert.indd   1 3/30/18   11:02 AM

 · Introduction to Healthcare Compliance
 · Oversight and Infrastructure
 · Standards, Policies and Procedures
 · HIPAA Privacy  Security
 · Risk Assessment & Internal Controls
 · Routine Monitoring & Auditing

 · Education & Training
 · Organizational Ethics
 · Conflicts, Discipline and Incentives
 · Stark and Anti-Kickback
 · Internal & External Investigation
 · And more... 

Also, the optional CHC exam is offered on the final day of each Academy. 

Limited Seating
HCCA’s Basic Compliance Academies sell out quickly, and each Academy is limited to 75 attend-
ees. Register today to ensure your attendance at the Academy that best fits your schedule in 2018. 
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Find the latest HCCA website updates online · hcca-info.org

HCCA website news
Contact Tracey Page at 952.405.7936 or email her at tracey.page @ corporatecompliance.org with any questions about HCCA’s website.

HCCA NEWS

Top pages last month
Number of website 

visits last month

235,464Events

Compliance Institute Call for Speakers
Now that the Compliance Institute is over and 
you are a pro at being an attendee, why not try 
being a speaker?

On June 1st, the Call for Speaker’s opens. This 
is a great opportunity to speak to your peers on 
an area you excel at. It can be an advanced level, 
basic level, or anything in between. The sessions 
are broken down into tracks (Long-Term Care, 
Privacy & IT, Physician, Lawyer, Auditing & 
Monitoring, Internal Audit, and Quality of Care) 
if your topic doesn’t apply to any of those, there’s 
also a General Compliance/Hot Topic category. 

It’s very simple to apply. When you get the 
email on June 1st saying the Call is open, just log 
in to the HCCA website. Pick your session title, 
bullet points, and who’s going to be speaking 
with you.  Our review committees look over every 
submission and try to get a broad range of topics 

and levels, so sessions are available for all types of 
compliance professionals. 
 
Video of the month
The difference between Legal & Compliance

Kim Otte, the Chief Compliance Officer at Mayo 
Clinic, discusses board oversight, the difference 
between Legal and Compliance, and where she 
thinks Compliance will evolve next. 
See this and more http://bit.ly/votm-ct-2018-05 

 Are you subscribed to
HCCA’s Compliance Weekly News?

Once subscribed, CWN   will arrive weekly  
in your email with a wrap‑up of the week’s 
healthcare compliance‑related news.  
To subscribe, visit:

HCCA NEWS

If not, you should be.  
It’s informative 

and FREE.
hcca-info.org/cwn

Home Page Job Board My Account
About 

Membership
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  LinkedIn   —  hcca-info.org/Linkedin
Join us on LinkedIn — a business-oriented 
network with over 300 million active users. 
With more than 15,000 members, our LinkedIn 
group fosters dozens of new discussion posts 
every week. One recent highlight:

Facebook  —  facebook.com/hcca
We’re on Facebook, too! “Like” our page for 
healthcare compliance news and networking.  
One recent post:

  Pinterest  —  pinterest.com/theHCCA 
We’re also on Pinterest! Check out our 
boards for HIPAA, ICD-10, ACA, Compliance 
Videos, and using Technology & Social 
Media in healthcare as well as map-boards 
for our major conferences (highlighting local 
restaurants, sights, and things to do in each of 
our conference cities). Our infographics of the 
month and much more can all be found on our 
Pinterest boards!

  Twitter  —  twitter.com/theHCCA

Join 12,000+ others and follow HCCA for 
breaking news and insights! Here is one recent 
favorite tweet: 

Find the latest HCCAnet® updates online · hcca-info.org/HCCAnet

HCCA NEWS

HCCA social media news
Contact Doug Stupca at 952.405.7900 or email him at doug.stupca@corporatecompliance.org with any questions about HCCA social media.



14  hcca-info.org  888.580.8373

C
om

pl
ia

nc
e 

To
da

y 
 M

ay
 2

01
8

Find the latest The Compliance & Ethics Blog updates online · complianceandethics.org
Don't forget to subcribe to the daily digest · bit.ly/SCCEBlogSubscribe 

HCCA NEWS

HCCA The Compliance & Ethics Blog Highlights
Contact Doug Stupca at 952.405.7900 or email him at doug.stupca@corporatecompliance.org with any questions about HCCA's Blog.

Why leading a compliance program is like going to the gym 
by Margaret C. Scavotto, JD, CHC
President at Management Performance Associates in St. Louis, MO

L eading a compliance program is like going 
to the gym. You don't set up a gym in 
your basement, try out the treadmill, do 

ten sit ups, cross the gym off your list, and never 
go back. To thrive, your body needs you to go to 
the gym regularly. You might modify your gym 
routine, but to be healthy, it takes continuous 
work. An Olympian who quits the gym and never 
goes back will become out of shape. 

Just ask Olympic gymnast Simone 
Biles. In 2016, Biles took home 10 gold 
medals, two silver medals, two bronze 
medals, and a Nike sponsorship. Here is 
her daily routine:

“I have practice from 9 a.m. to 12 
p.m. and… 3 p.m. to 6 p.m. and usually 
have more routines. After that, I either 

have therapy at the gym or at home, and… do it 
all again the next day.” http://bit.ly/2FJavFS

Six hours at the gym. That’s commit-
ment — day in, and day out.

Compliance is the same: You cannot have an 
effective program without continuous work. 

Do you know any compliance officers who 
bought a compliance binder online? Or printed 
out policy templates, 3-hole-punched them, and 
put them in a binder titled “COMPLIANCE?” Are 
those binders stuck on a cobwebbed shelf? We 
call this the “Abandoned Home Gym Compliance 
Program.” Without training, audits, communica-
tion, and updates, a “binder” compliance program 

is not effective — even if the binder’s contents are 
fantastic.

Compliance takes work (don’t worry, even 
Simone gets days off). This applies to a new 
compliance program, and to a sophisticated, 
"Olympic” level program. 

What’s the difference between an Abandoned 
Home Gym Compliance Program, and an 
Olympic one? A routine. Borrow from Simone 
Biles’ playbook and put together a compliance 
routine. Let’s take compliance training as an 
example. If you are trying to move beyond the 
abandoned home gym, you might be doing 
annual employee compliance training — or no 
training. Here’s a sample compliance training 
routine:

 · Yearly: Train employees, contractors, and the 
board. Attend a compliance conference to keep 
up your expertise. Hold a Compliance Week.

 · Quarterly: Train staff on compliance risk areas.
 · Monthly: Post compliance reminders.
 · Weekly: Send compliance news to your 

Compliance Committee.
 · Daily: Read compliance enforcement and head-

lines. Keep a list of issues to share with staff.

These examples are a starting point, and 
soon your list will grow. But if you follow a 
routine and give your compliance program a 
regular workout, you can achieve medal-worthy 
results. 

Scavotto



888.580.8373  hcca-info.org  15

C
om

pl
ia

nc
e 

To
da

y 
 

 M
ay

 2
01

8

· Jennifer Bauguss, CPC, CPMA, CPC-I, 
CEMC has been named Vice President, 
Compliance & Quality at Hospice & Palliative 
CareCenter in Winston-Salem, NC.

· Grant Thornton LLP, in Los Angeles, 
CA, has named Beatrix Bernauer, as the 
firm’s Chief Compliance Officer. 

· Glenda C. Carter, CHC has been 
named Military and Veterans Health 
Compliance Program Director at WPS Health 
Solutions in Madison, WI.

· Iliana L. Peters is now a Shareholder 
in the Polsinelli Washington, DC office. Prior 
to joining the firm, she spent more than a 
decade at the U.S. Department of Health 
and Human Services’ (HHS) Office for Civil 
Rights, most recently as the Acting Deputy 
Director and as the Senior Advisor for HIPAA 
Compliance and Enforcement.

· Award: In February, The Greater 
Hudson Valley Health System (GHVHS), 
comprised of Catskill Regional Medical 
Center, Orange Regional Medical Center, 
Catskill Regional Medical Group and Orange 
Regional Medical Group, was recognized by 
the Ethisphere Institute as one of the 2018 
World’s Most Ethical Companies.

PEOPLE ON THE MOVE

PEOPLE
on the 

 MOVE

Every month Compliance Today  offers healthcare compliance 
professionals information on a wide variety of enforcement, 
regulatory, legal, and compliance program development and 
management issues.

We are particularly interested in articles covering compliance 
concerns involving hospitals, outpatient services, behavioral health, 
rehab, physician practices, long‑term care/homecare/hospice, 
ambulatory surgery centers, and more.

CCB awards 2 CEUs to authors of articles  
published in Compliance Today

Compliance Today  needs you!
Authors Can Earn CEUs: 

Email your topic ideas and questions 
to CT  News and Story Editor 

Margaret Dragon:  
margaret.dragon @ corporatecompliance.org
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an interview by Gabriel Imperato

Meet Lynda S. Hilliard
This interview with Lynda Hilliard (lshilliard1980 @ gmail.
com) was conducted by Gabriel Imperato, Esq., CHC, 
Managing Partner (gimperato @ broadandcassel.com), 
Broad and Cassel, and member of the SCCE/HCCA Board 
of Directors.

GI: Please tell our readers about your back-
ground and how you became a compliance 
professional.

LH: Thank you, Gabe, for this opportu-
nity to discuss my perceptions about the 
Compliance and Ethics industry from the 
viewpoint of a clinician. To understand my 
background, you need to know I was educated 
in Catholic schools, attended a religious nurs-
ing school, joined the United States Army 
Nurse Corps, and finally completed my gradu-
ate degree from a Catholic university. I have 

been in uniform and abiding by regulations 
almost all of my life! 

I worked as a clinician for several years, 
before moving into the community health and 
promotion area. During that period, I started 
graduate business school and was hired 
into an agency senior management position 
within a health system. In that position, I was 
introduced to the concept of compliance with 
federal rules and regulations. 

After moving home to California, I was 
hired into hospital administration and home 
health agency administration before moving 
directly into the compliance arena at a large 
health system. From there I was recruited to a 
large consulting firm in their national health 
care regulatory practice. My consulting time 
provided me with myriad compliance-related 

Lynda S. Hilliard 
MBA, RN, CHC, CCEP 
Principal 
Hilliard Compliance Consulting LLC
Mount Shasta, CA
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experience in healthcare and other industries, 
from developing to evaluating compliance 
programs, as well as working in the fast-paced 
healthcare merger and acquisition division. 
Rounding out my career as the System-wide 
Deputy Compliance Officer at the University 
of California was a great honor; I felt I was 
assisting my home state’s university program 
in establishing a comprehensive ethics and 
compliance program framework. I retired from 
UC in 2014 and now am working part-time as 
a consultant. Since the late 1990s, when I was 
introduced to the HCCA, I was privileged to 
become involved in its mission of networking, 
educating, and mentoring new compliance 
professionals. I started speaking at regional 
and national conferences and ultimately joined 
the Basic Academy as a faculty member where 
I remain today. 

GI: You voluntarily enlisted for duty in the 
Army twice. What were your motivations for 
doing so, where did your service take you, and 
what kinds of things did you do?

LH: I was a high school student during the 
height of the Vietnam conflict and even though 
the war did not touch me personally, I always 
felt guilty about how young men were drafted, 
while women were not. I was planning on a 
career in political science and journalism, but 
during my senior year in high school I read a 
Life magazine article that completely changed 
my mind. It listed, through pictures, the mili-
tary men who had died that week in Vietnam, 
and it broke my heart. The wounded were also 
counted, and then it detailed the poor patient 
care they received once they returned to a 
United States Veteran’s Hospital. I was angry, 
sad, and my mind was made up. I immediately 
researched and applied to a nursing school 
with the intent to join the Army and become 
an Army nurse.

I was on active duty for three years and 
served briefly at Brooke Army Medical Center, 

San Antonio for basic training and the medi-
cal facility at Ft. Polk, Louisiana as a staff 
nurse. As the war ended, I finished my term 
and went home to further my education. I 
remained a United States Army Reserve nurse 
for the next 25 years, spending most of my 
duty weekends and annual trainings work-
ing with enlisted medical staff to maintain 
their clinical skills and prepare for the next 
conflict. I only deployed once during those 
years — to Ft. Carson, Colorado for sixth 
months in support of Operation Desert Shield/
Storm as the clinical head nurse of the ICU. I 
was the Assistant Chief Nurse of a rehabilita-
tion hospital (921st) and I retired in 2002 as a 
lieutenant colonel (LTC). My last official duty 
prior to retirement was swearing in my oldest 
son, Jeffrey, to the U.S. Army as a Second 
Lieutenant, when he completed his ROTC at 
UC Berkeley.

GI: Tell us how your training and expe-
rience in the Armed Forces translated and 
assisted you in your work as a compliance 
professional.

LH: In the military, there is a rule or regula-
tion for everything we do — even tying shoes! 
It set a precedent for me to first ask in a new 
job if there are policies and procedures that 
govern the department’s operation. Military 
medicine gave me a strong foundation to 
always strive to “do the right thing” and 
even if you don’t agree, follow the regula-
tion, because the stakes were so high and the 
time was very limited. Typically there is a 
valid reason for following that policy — one 
that has been researched and clinically 
approved — that you may not understand 
individually, but as a group, it will make a dif-
ference. In the Army one did not always have 
a second chance to fix a mistake — either on 
paperwork or in a patient’s well-being. In civil-
ian compliance, the most astounding thing 
that I have seen, and still continue to see, are 
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healthcare professionals who inadvertently 
or purposefully choose not to read and/or 
abide by the regulations that govern how 
they act or how they bill for services! 

The military also gave me a very strong 
sense of purpose that I translated into my 
civilian career. In all of my positions, I have 
felt that I am working towards a larger 
goal — the betterment of a patient, a depart-
ment, or an institution. One of the main 
reasons I accepted my last position at the 
University of California is that I wanted 
to give back to my community and help 
that institution stay viable for our future 
generations.

GI: Tell us about your different experi-
ences in the healthcare industry.

LH: As I noted above, I started out as a 
clinical nurse on an orthopedic unit in the 
U.S. Army. I was instructed to follow phy-
sician orders, but at that time (due to the 
shortage of military physicians), there were 
many Army medical standard operating 
procedures that allowed registered nurses, 
in that setting, to initiate care in the absence 
of a physician. I felt very empowered, but 
within the confines of approved standards 
of practice, to assess and treat my patients 
until the physician could arrive, and also 
question the physician if an order did not 
seem appropriate. I truly felt part of a team. 
It was a different experience from civilian 
nursing, wherein the nurse was expected 
to follow the physician orders and blindly 
trust their decisions. However, that model 
was not as stringent in civilian intensive 
care units versus the medical surgical units, 
so I quickly moved to critical care. Critical 
care nurses were more highly respected and 
treated accordingly for their knowledge and 
experience.

Another change that was more fully 
emerging during that period of time 

(coincidentally, at the same time the prospec-
tive payment system was being initiated) was 
an increased awareness of the cost of medical 
procedures, drugs, and supplies, as well as 
other limited resources. Highly paid clinical 
staff productivity was scrutinized, quality 
of care measures were being researched 
and tested, and utilization review was 
implemented. Healthcare costs were rising 
exponentially, and the cost of inpatient care 
was under renewed scrutiny. Supplies that 
were typically charged to the nursing units 
were being charged directly to patients, clini-
cians who did not carry a full daily patient 
load were sent home early without pay, and 
budgets began reflecting average hours of 
care per patient versus staffing for a full 
unit. Utilization review initiated consistent 
standards for inpatient days and care costs 
per diagnosis, and quality of care brought 
out increased focus on outcomes of care. The 
for-profit business model had crept into the 
not-for-profit hospital setting. 

With an increased focus on the cost of 
care and the amount of reimbursement paid 
for each episode of care versus an overall 
cost based adjustment each year, healthcare 
professionals needed to focus on the accu-
racy of coding, billing, and reimbursement 
of services provided. After approximately ten 
years of this new payment system, decreased 
profits from overly generous payment meth-
odologies, and the apparent efforts of some 
unscrupulous providers to game the system 
for their personal gain, the healthcare com-
pliance industry was born to address the 
government focus on fraud, waste, and abuse 
arising from the healthcare industry.

During that time I went from a clinical-
focused position, to a clinical management 
role, to finally being a compliance profes-
sional. My new role went full circle — back 
to ensuring that rules and regulations are 
being met!
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GI: Tell us about your different roles as 
a compliance professional in the healthcare 
industry.

LH: My first introduction to compliance 
was as the Quality and Education Director at 
a local visiting nurse and hospice organiza-
tion. It was soon after Operation Restore Trust 
was introduced by then-President Bill Clinton 
to fight against healthcare fraud, waste, and 
abuse that I was designated the Compliance 
Officer and asked to develop a compliance 
program for the organization. It was a very 
interesting job. There was no official book of 
rules or recipes on how to set one up, but there 
was the Federal Register and a sense of how I 
could use quality management techniques to 
achieve compliance program goals. Using our 
recently updated policies 
and procedures that met 
accreditation standards, 
we built a basic program 
and were in the process of 
implementing it when the 
agency was acquired by a 
larger health system that 
had a newly established 
compliance effort. That 
effort would supersede our 
local one, and we incorpo-
rated the program into the system-wide effort. 

As mentioned earlier, when I moved 
into healthcare consulting, I was able to get 
involved in a number of very interesting com-
pliance-related activities. I was a project lead 
for determining “where coding was occur-
ring” in the health system, which involved 
multi-site interviews, process reviews, and 
document reviews. In accepting leadership 
roles, I led several compliance program devel-
opment projects and a number of program 
effectiveness reviews, compliance process 
analysis, and education and training opportu-
nities, as well as acting as Interim Compliance 
Officer on a number of occasions. I have been 

very fortunate in being in the right place at the 
right time and have been exposed to a number 
of very interesting and complex compliance 
situations on the job. It has assisted me in 
maintaining a very broad view of compliance 
across myriad types of organizations and 
situations.

GI: What have you observed relating to 
the evolution of compliance in the healthcare 
industry over the years? Where have we been 
and where are we now?

LH: That is an interesting question. I feel 
like the compliance industry is going through 
a business life cycle that has matured and sta-
bilized over the past several years; however, 
it is getting more notice and relevance as the 

potential change in the 
healthcare marketplace may 
disrupt operations once 
again. In the 1990s-2000s, 
from my vantage point, I 
felt that compliance was 
very billing and coding 
focused. Inaccurate coding 
was the “low-hanging 
fruit” for regulators intent 
on returning funds to 
the Treasury. Previously, 

healthcare management was focused less on 
accurate billing than on providing cutting-
edge services for their patients. Even though 
we know that all federal compliance activities 
relate back to reimbursement, it appeared that 
we only needed to “clean up” our documenta-
tion and coding functions to stay compliant 
with the law.

However, the focus has changed towards 
tying compliance to more than correct 
coding, and I think that is for the good. 
Reimbursement is still the hammer to get 
responses from providers, but there has been 
a strong focus on the intersection of reim-
bursement and quality of care — making sure 

I feel like the 
compliance industry 
is going through a 
business life cycle 

that has matured and 
stabilized over the past 

several years...
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governmental payers and beneficiaries are 
getting the best healthcare “bang” for the 
taxpayer’s buck. Efficiencies and efficacies are 
being reviewed and publicized. It isn’t the 
cheapest service that wins; it’s the one with 
the most positive patient outcomes, compli-
ance with professional standards of care, and 
appropriate costs that are moving towards the 
front the industry.

GI: You have been in unique position to 
understand the quality-of-care issues and 
compliance. What is the relationship between 
compliance and quality of care?

LH: The relationship between compliance 
and quality of care is very integrated, but 
complex. I remember during the early days 
of Compliance where compliance and qual-
ity were considered two completely different 
functions and “ne’er the twain shall meet.” 
The aim of both functions is to do the right 
thing, at the right time, for the right reasons, 
but I think those days of disconnect are dis-
appearing as documented quality scores that 
relate to compliance with regulations are 
more transparent. Consumers have access to 
the Medicare “Compare” websites to mea-
sure institutional quality measures. Pay for 
Performance (P4P) is another example of how 
the Centers for Medicare & Medicaid Services 
(CMS) focuses providers on meeting standard-
ized quality-related outcomes by incentivizing 
them with either increased payments during 
the early stages, or fear of decreased reim-
bursement as the program matures. 

Compliance is the adherence to laws, 
statutes/regulations, professional standards 
of practice, as well as facility-specific poli-
cies and procedures. Quality of care can be 
defined as care outcomes that are achieved 
and measured by adhering to the most up-
to-date professional standards of practice for 
clinicians and their clinical practice, and facili-
ties and their adherence to state, local, and 

federal regulations. It includes ensuring the 
competency of the professional staff and iden-
tifying and mitigating negative issues related 
to the provision and/or documentation of 
care. And it means continuing to review pro-
cesses to ensure that all appropriate regulatory 
and/or clinical gaps have been identified and 
mitigated.

As in Compliance, Quality management 
involves crossing organizational “silos” to 
focus on a risk or an issue to be addressed. 
Focusing on collaboration versus individuality, 
department leaders can achieve common goals 
by that bring about the improvement of care, 
reduction of cost to the institution and patient, 
and improvement of satisfaction to the patient. 
There are different indicators to manage and 
measure to show a commitment to quality, and 
in all of them there is a seed of compliance. 

GI: What are some ways to impact quality as 
a compliance professional and how can organi-
zations address quality as a compliance issue?

LH: I think one of the ways that Compliance 
can positively impact quality of care is the col-
laboration between the two disciplines. When 
conducting the compliance risk assessment 
to assist in developing an annual work plan, 
the compliance professional should discuss 
potential overlaps in goals and objectives with 
the Quality manager to determine activities 
that could be leveraged and mitigated from 
their unique perspectives. Great care must be 
taken though, when working with the Quality 
manager on issues that might involve medi-
cal executive privilege and applicable state 
laws that regulate the confidentiality of peer 
review. Compliance does not have the same 
protections and may cause harm if involved 
inappropriately.

Compliance can utilize the framework of 
their programs (the USSC Federal Sentencing 
Guidelines’ seven elements of an effective 
compliance program) to structure appropriate 
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mitigation efforts that help resolve quality-
related issues, for example, training and 
education and auditing and monitoring. An 
example of Compliance and Quality working 
together with Operations to improve quality 
of care is the issue of increased patient bed-
sores. This is a compliance issue as much as a 
quality and clinical issue in that the Medicare 
Conditions of Participation require that health-
care organizations provide high quality of care 
from currently licensed, competent clinicians. 
The increased focus across the various disci-
plines indicates a commitment from leadership 
that this problem can be solved. There is no 
need for duplication, because each discipline 
has their own focus and tasks to achieve; but 
in the end, they can document solidarity on 
mitigating this negative patient outcome.

GI: What are your current activities in the 
compliance world? Tell us about your work 
as a senior faculty member for the HCCA 
Compliance Academy.

LH: I currently consult on a limited number 
of engagements as I settle into retirement; 
however, I continue to act as a faculty member 
for the HCCA Basic Compliance Academy in 
the areas of board involvement, measuring 
effectiveness, and reimbursement. In addition, 
I try to stay actively involved in the HCCA 
Regional events by helping at the Northern 
California Regional Conference and speaking 
at the Compliance Institute. 

As my personal interests increase, like 
watching my grandchildren grow, I plan on 
turning over the education of our compliance 
leaders of tomorrow to the next generation. 
I do enjoy mentoring new professionals and 
helping out small and/or rural organizations 
as they face compliance challenges, and I will 
continue to do so as long as I can.

GI: Thank you, Lynda, for sharing your 
insights with us. 
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It is so nice when Operations can view the 
Compliance department as a resource to 
partner with. A director may reach out to 

partner with the compliance officer to ensure 
they have a good understanding of a change 

in a Medicare Manual section, regula-
tion, or accreditation standard. They 
may seek the compliance officer’s 
help with reviewing the way they are 
revising a policy and procedure and 
adding regulatory citations and other 
reference materials. Departments may 
seek to partner with the Compliance 

department to help develop a PowerPoint and 
participate in the specialized training session 
to ensure that all the employees are clear on 
what is required to be in compliance. 

There are so many ways compliance offi-
cers can partner with operational departments 
to reduce compliance risk in a proactive way. 
By partnering, compliance officers can truly 
feel connected to and be an extension of many 
departments as a valued extra resource to con-
sult with in helping do things the correct way. 
The partnership goes both ways, because the 
compliance officer can reach out to operational 
departments to communicate compliance 
risk areas that are on the compliance officer’s 
radar, perhaps from a recent OIG enforcement 
initiative, and the operational department can 
explain and review what controls are in place 
to prevent the risk. The operational depart-
ment can request the compliance officer’s 

assistance with tightening the controls already 
in place by perhaps monitoring and auditing 
the compliance risk area.

The compliance officer is not solely respon-
sible or accountable for compliance with 
the laws and regulations. The operational 
directors and managers are responsible and 
accountable for knowing the laws and regula-
tions that affect their area of operations. They 
are responsible for developing effective pro-
cesses and controls to ensure the organization 
is compliant. For example, it is not the compli-
ance officer’s job to ensure that claims have 
supporting documentation for a two-midnight 
stay expectation that requires medically neces-
sary hospital services payable under Medicare 
Part A. But the compliance officer can partner 
with the Quality and Case Management 
departments in developing a PowerPoint 
training to emphasize the requirements and 
provide monitoring and/or auditing support. 
Everyone wants to get this right and pass 
an outside audit by a Quality Improvement 
Organization (QIO). 

It is nice when the message is that the com-
pliance officer is here to partner with you to 
help you do your job. 

by Catherine Boerner, JD, CHC

Compliance is here to partner 
with you

EXHALE

Boerner

Catherine Boerner (cboerner@boernerconsultingllc.com) is President at  
Boerner Consulting, LLC located in New Berlin, WI.    /in/catherineboerner 

By partnering, compliance 
officers can truly feel connected 

to and be an extension of 
many departments as a valued 

extra resource...

https://www.linkedin.com/in/catherineboerner
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KimR esearch organizations that are con-
sidered covered entities as defined by 
the Health Insurance Portability and 

Accountability Act (HIPAA) must establish 
effective programs that regularly evaluate and 
mitigate HIPAA Privacy and Security risks. 
The advancement of technologies requires 
entities to deploy increasingly sophisticated 
strategies to effectively monitor and secure 
their information to minimize exposure. 
Although many covered entities have devel-
oped programs to mitigate these risks, they 
continue to experience breaches as a result of 
hacking or IT incidents, improper disposal, 
loss, unauthorized access or disclosure, or 
theft.1 Covered entities should be prepared 
to investigate and handle any HIPAA breach 
notifications that may arise (including those 
from business associates) to ensure prompt 

reporting to the Office for Civil Rights 
(OCR) and applicable research-related 
regulatory authorities, sponsoring 
agencies, and any affected research 
participants within specified time 
periods. In the case of large-scale 
breaches that impact more than 500 
individuals, additional steps are neces-
sary that require a response team to 
effectively meet requirements of the 
HIPAA Breach Notification Rule under 
the Health Information Technology 
for Economic and Clinical Health 
(HITECH) Act.2 This article highlights 
best practices and practical planning 
considerations for research organiza-
tions to effectively handle large-scale 
breaches.

Too large to handle? Assemble a task force
Ensuring that potential HIPAA breaches are 
reported to responsible organizational officials 
as soon as possible is critical in order for orga-
nizations to quickly gather facts and perform 
a HIPAA breach analysis, because the clock 
starts ticking at the point of discovery. When it 

by Emmelyn Kim, MA, MPH, CCRA, CHRC; and Cynthia Hahn

Best practices for handling 
large-scale HIPAA breaches 
in research

 » Assemble a task force involving multiple stakeholders to handle large-scale breaches.
 » Plan ahead for any required notifications to required entities.
 » Develop a robust corrective and preventive action plan.
 » Prepare for Office for Civil Rights (OCR) investigations and interactions.
 » Continue to monitor and evaluate organizational risks.

Emmelyn Kim (ekim@northwell.edu) is Assistant Vice President, Research 
Compliance & Privacy Officer at The Feinstein Institute for Medical Research, 
Northwell Health in Great Neck, NY. 
Cynthia Hahn (chahn@intresearchstrategy.com) is President of Integrated 
Research Strategy, LLC in East Northport, NY. 

 linkedin.com/in/emmelynkim    http://bit.ly/in-CynthiaHahn

Hahn
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is evident that a large-scale breach is at hand, 
a review of the events, recommended correc-
tive and disciplinary actions in compliance 
with institutional policy, a gap analysis, and 
development of preventive action plans can 
feel daunting. Assembling a task force allows 
multiple stakeholders to work on various 
aspects of the case simultaneously. This team 
approach facilitates coverage and coordination 
of multiple requirements over a short amount 
of time. Each task force member is given 
an assignment and required to report back 
during status updates, which provides greater 
flow of communication and cohesiveness. 
Task force members oversee specific aspects 
of the investigation, provide updates to the 
appropriate institutional parties, and plan and 
determine next steps. 

Gathering facts and data to inform the 
breach analysis and for required reporting to 
the OCR is an important part of the internal 
investigation. During the initial assess-
ment period, remember that any actions 
taken should be meaningful and practical. 
Although Compliance may be involved 
in the investigation, gathering all of the 
essential information may be complex and 
require assistance from members of the task 
force. For example, in the case of a breach 
due to theft, Corporate Security may need 
to contact local or federal law enforcement 
and be involved in conducting interviews 
and sequestering materials or documents. 
Information Technology (IT) Security may 
need to evaluate hardware and software, 
review similar pieces of equipment or a copy 
of the data that was lost, or retrieve emails. 
Human Resources (HR) may need to assist 
in reviewing employment files, agreements 
signed by individuals, and disciplinary 
actions. This information may be requested 
by the OCR during their investigation. In a 
research setting, the Institutional Review 
Board (IRB) and the Grants or Contracts 

office may need to assist in identifying any 
impacted research studies and evaluating 
sponsor notification requirements. In gen-
eral, a task force will gather all necessary 
facts, such as understanding what happened, 
who and what was involved (including 
whose data was potentially compromised), 
and where, when, and how it occurred. The 
task force should include senior represen-
tatives with decision-making authority to 
ensure that actions can be taken quickly and 
effectively. 

Consider including representatives from 
the following areas:

 · Research/Corporate Compliance
 · Legal Affairs
 · IT Security
 · Facility/Corporate Security
 · Human Resources
 · Public Relations
 · Institutional Review Board/Human 

Research Protection Program
 · Research/Institutional Administration 

or Operations
 · Finance, Grants, or Contracts 
 · Policy and Training
 · Risk Management

Executive and facility 
leadership/Institutional officials 
Notifications of affected individuals will 
require assessment of whether any outside 
resources may be needed. For example, seek-
ing outside legal counsel may be beneficial 
if the breach notification is required for indi-
viduals residing in other states or countries. 
For any breaches involving PHI of more than 
500 individuals, it is essential to plan ahead for 
individual and media notifications by involv-
ing the Public Relations (PR) department. 
Keep in mind that a task force may last for 
many years and will likely be involved during 
any investigations, resolution, and corrective 
actions required by the OCR.
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Plan ahead for notifications
Establish a notification timeline by work-
ing backwards from the 60-day notification 
period for individuals to ensure that you 
meet the HIPAA Breach Notification Rule 
requirements. Keep in mind that notification 
of other entities may be required and may 
not only involve affected individuals or the 
OCR. This may include notifying institutional 
committees or officials; other institutions; 
state, federal, and international agencies; and 
the media. It may be advisable to work with 
your Communications or PR department 
to develop a media kit that includes contact 
information for appropriate institutional 
officials and basic talking points, which can 
be provided to departments or individuals 
responding to individual 
or public media inquiries. 
This prevents callers from 
being “passed around” and 
allows for simple questions 
to be answered. Media 
and website notifications 
should be planned as well 
and should include review 
and direction from the PR 
department.

When research studies 
are impacted, notifications to relevant research 
committees and offices are essential to ensure 
the institution meets required reporting obli-
gations. Institutional research administrative 
offices can assist in coordination of effort, 
which may include the institutional Human 
Research Protection Program (HRPP), and 
identifying any reviewing IRBs, the Grants 
and Contracts office, and any other relevant 
research office or committee within the orga-
nization. The IRB is responsible for reviewing 
and approving human subjects research, 
including communications to research par-
ticipants, and will also need to facilitate 
notification of any agencies that regulate 

research as appropriate, such as the Office 
for Human Research Protection (OHRP) and 
the Food and Drug Administration (FDA). 
Checking with the office that handles research 
grants and contracts regarding any required 
notices to sponsoring agencies is another 
important step. Therefore, additional time 
should be factored into the timeline to ensure 
appropriate notifications are reviewed in time 
by all parties.

Prior to individual notification, establish 
a resource plan, such as staffing or procur-
ing services from a call center and a mail 
clearinghouse, implementing procedures to 
handle inquiries, or offering credit monitor-
ing. A toll-free number should be provided 
that’s answered by a live person with a dedi-

cated after-hours voicemail 
that is checked regularly. 
Once the procedures are 
set up and the notification 
letters are approved, they 
should be tracked with a 
quality-check component 
embedded within the pro-
cess. OCR will ask for the 
number of notifications that 
were sent out and unde-
liverable, how many calls 

were received, the nature of the calls, and their 
resolution. 

Expect hundreds of calls as a result of 
individual, media, and website notifications, 
possibly from people not directly impacted, 
but who had seen the news and were con-
cerned or curious. Developing a detailed 
standard operating procedure (SOP) and 
escalation process for concerned callers or 
individuals who indicate that they may have 
been the victim of identity theft is helpful. It 
is important to investigate and document all 
complaints to determine whether there was 
any harm to any individuals and whether any 
further actions are warranted.

...notifications to relevant 
research committees 

and offices are essential 
to ensure the institution 

meets required 
reporting obligations.
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Develop a robust corrective and preventive 
action plan
First, conduct a root cause analysis with the 
task force, listing factors that contributed 
to the event and reviewing existing orga-
nizational policies and procedures. Review 
resources that may be needed to take action, 
and tighten up internal controls to prevent 
recurrence. It is important to consider exter-
nal resources (e.g., an IT security firm, outside 
counsel) if the organization does not have the 
expertise or experience in handling certain 
aspects of the investigation. Initial correc-
tive actions should focus on identification 
and remediation of effects and risks directly 
related to the incident. Disciplinary actions 
and re-education or retraining for individu-
als or departments may be required. As you 
work through the investigation, it may also be 
necessary to broaden any corrective actions, 
such as expanding efforts to an entire facility 
or institution (e.g., retraining the workforce, 
rolling out larger scale efforts around encryp-
tion, and tracking of all devices). Broader 
efforts will also require increased planning 
and tracking to ensure that all proposed cor-
rective actions were completed. 

Aside from immediate corrective actions, 
consider improvements in policies and 
controls that may be needed to prevent 
recurrence of issues. Anticipate reviewing 
relevant policies and ensure that HIPAA 
training is comprehensively embedded in 
ongoing activities and communications. This 
will require departments or committees that 
track relevant HIPAA and research policies 
to work collaboratively to ensure that the 
policies are reviewed and updated regularly. 
Education and training programs may need 
to be reviewed, and possibly enhanced, to 
ensure they are frequent enough, robust, 
and reach the right members of the work-
force. This may include training during new 
employee orientation, online and in-person 

research education trainings, and verbal and 
written communications during departmen-
tal and institution-wide research meetings. 
Consider creating various tools and guid-
ance documents that contain HIPAA Privacy, 
Security, and breach notification reminders to 
distribute to researchers and staff. Frequent 
communication and dissemination of infor-
mation is necessary, due to both changes in 
personnel and changes to the physical and 
technical environment that may present 
new risks. 

In general, embedding practical and appli-
cable HIPAA tips and reminders into training 
heightens awareness of vulnerable areas and 
promotes greater dialogue around these topics 
with staff. Tracking and documenting efforts 
are also necessary, because they will need to 
be included in any correspondence or report-
ing to the OCR. In addition, institutional 
research offices or committees and reviewing 
IRBs will need to be informed of the corrective 
and preventive actions taken.

Prepare for OCR investigations and interactions
OCR investigations may take years to complete 
and involve a number of inquiries, on-site 
interviews, and requests for documents and 
information. The task force should be involved 
in reviewing any requests for information 
and documents submitted to the OCR, and 
they should be updated regarding OCR com-
munications. The requests may be rather 
complicated and require completion within a 
short period of time; therefore, a central point 
of contact (usually a senior representative 
from legal counsel or Compliance) should be 
tasked with communicating with the OCR. 
Key individuals can be tasked with drafting 
any responses when they have knowledge 
of where to obtain the information and the 
authority to request needed documentation. 
An organized system for maintaining docu-
mentation associated with the investigation 
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and with OCR communications is necessary, 
because you will likely need to refer to prior 
responses when you work on subsequent 
requests for information. 

On-site OCR interviews require ample 
planning to ensure that staff are present and 
accurate information is available if requested 
by investigators. Working with Legal Affairs 
will be essential to this process as well as 
during subsequent interactions. During the 
resolution stage, any monetary penalties, 
agreement terms, and corrective action plans 
will need to be carefully reviewed and negoti-
ated with your legal counsel and institutional 
officials. Corrective action plan terms can span 
over a few years, and it’s likely that the task 
force will need to oversee implementation and 
reporting to OCR over that 
period of time.

Monitor and evaluate risks
Ensure that your organiza-
tion takes proactive steps 
to monitor and evaluate 
risks on a regular basis. 
There are a variety of ways 
to do this, and there are 
likely departments that are 
already involved in actively 
monitoring risks. Compliance departments 
typically incorporate HIPAA assessments into 
their ongoing reviews and are involved in 
evaluating and trending data.

Research institutions can also consider pre-
ventive controls, such as reviewing proposed 
research plans before initiation. For example, 
evaluating HIPAA privacy and security con-
trols (regardless of the IRB that is used) as part 
of an institutional approval process for clinical 
research studies may be a beneficial step. This 
will also enable researchers to think about 
the PHI they plan to collect and how they will 
collect, transfer, and disclose the information. 
Compliance should then evaluate adherence 

to the research plan during routine, post-
approval reviews. Organizations should offer 
consultations to the IRB and researchers by 
their IT security group to ensure adherence to 
security requirements. 

Regular evaluations of organizational risks 
by formal committees made up of individu-
als from various parts of the organization are 
necessary. Risk governance committees can 
review the results of audits or assessments to 
evaluate trends and the resultant vulnerabili-
ties and impacts to the organization. They can 
agree upon corrective and preventive actions, 
any proposed compensating controls, and 
any required escalation of the issues detected. 
Committees can also evaluate regulatory and 
market trends to identify areas where further 

research and development 
and policy revisions are 
needed. Interviewing stake-
holders (e.g., researchers, 
administrative office staff, 
and departmental admin-
istrators) to obtain further 
insight into vulnerabilities 
and concerns should be 
part of risk assessments. 
The results of the assess-
ments should be used to 

inform future reviews, education and train-
ing efforts, and policy development. Working 
collaboratively with other departments 
and stakeholders, such as IT Security and 
Compliance, in addition to obtaining feedback 
from the workforce, will help you effectively 
evaluate organizational HIPAA risks and 
implement stronger internal controls.

Conclusion
Keeping up with HIPAA compliance require-
ments in a research environment is an ongoing 
challenge that will require involvement by 
many organizational stakeholders. One of the 
inherent qualities that researchers bring to 

Research institutions 
can also consider 

preventive controls, 
such as reviewing 
proposed research 

plans before initiation.
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1.  Office for Civil Rights (OCR) Breach Portal: Cases Currently Under 
Investigation. Available at http://1.usa.gov/1yY3CaK

2.  45 CFR §§ 164.400-414 (HIPAA Breach Notification Rule, Subpart D, 
Administrative requirements and burden of proof) 

institutions is innovation, which often encom-
passes the use of new technologies that the 
IT group may not have evaluated or imple-
mented policies or adequate controls for. This 
is complicated by the fact that exchange of 
information in a research environment is often 
multi-directional, may cross state and inter-
national borders, and often involves various 
entities (e.g., sponsors, collaborators, central 
coordinating centers). 

Complex medical devices are increasingly 
more common, consisting of multiple com-
ponents that may collect data directly from 
patients and send data to various destinations, 
including tablets reviewed by physicians, the 
electronic medical record, or an external cloud-
hosted platform. The use of non-standard 

equipment, social media, apps developed by 
researchers, and devices provided to research 
participants may also present challenges 
around encryption and other types of security 
controls. Therefore, research organizations 
must be vigilant and take actions to regularly 
evaluate and mitigate HIPAA compliance 
risks. It takes a large effort to monitor and 
implement controls while allowing research 
and business activity to occur uninterrupted; 
organizational risks constantly evolve and, 
therefore, it requires a collaborative effort for 
effective and successful risk management. 

Get HCCA’s practical guide to building and maintaining  
a clinical research compliance & ethics program

Research Compliance
Professional’s Handbook

Covers:
�	human subject protections
� biosecurity and biosafety
� research using animals
� scientific misconduct
� conflicts of interest
� grant and trial accounting 
� effort reporting 
� privacy and security 

(includes Omnibus Rule)

� clinical trial billing 
� records management 
� data and safety monitoring 
� role of oversight entities
� auditing & monitoring
� integrating research 

compliance into 
corporate compliance

Second Edition

hcca-info.org | 888.580.8373
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Hilliard

MANAGING COMPLIANCE

by Lynda S. Hilliard, MBA, RN, CCEP, CHC

Hopefully, we have settled into the 
daily office routine after attending 
the HCCA Compliance Institute 

in April. The glitz of Las Vegas cannot be 
compared to the frenzy of positive activi-
ties surrounding the education sessions, 
networking opportunities, vendor exhibits, 
and the important fun of meeting new and 
different compliance professionals!

Department budgets being what they 
are, not many institutions can send more 

than one or two employees to a 3-4 
day educational conference that is 
out of the area and includes travel 
costs. However, all employees need 
to keep current on the industry 
they work in and to understand 
more fully what they are expected 
to do. As effective leaders, we 

strive to support our staff as they become 
more integrated in the compliance function 
through daily experiences, as well as perti-
nent education. 

At budget time, it is the smart leader 
who discusses the education plan for the 
following year and determines, through 
incentives or rotation programs, who is 
going to attend what. Dependent upon 
funding, it is a strong performance metric 
for staff to be required to keep up their 
education. And it is very important to 
include all appropriate staff in the external 

training pool. The breadth of compliance 
education opportunities is vast. The Health 
Care Compliance Association (HCCA) and 
the Society of Corporate Compliance and 
Ethics (SCCE) are two leading professional 
compliance organizations at this time. They 
offer varied training, from receiving con-
tinuing education through reading select 
articles and taking a quiz, to regional con-
ferences, national academies, and annual 
compliance institutes.

As mentioned above, budget plays a 
key role in how education decisions are 
made, so it is important that we remember 
an essential component of an education 
plan is to encourage staff who attend exter-
nal conferences to bring back and share the 
information they have learned and present 
it to their colleagues. This can be done a 
number of ways, including: 

 · Provide staff in-services wherein 
individuals summarize specific pre-
sentations and highlight areas that 
have the strongest impact on their 
organization.

 · Share tapes of relevant sessions at a 
group meeting and allow for a free 
discussion of ideas raised and potential 
solutions for integration into current 
operations.

 · Select a number of topics from the ses-
sion audiotapes and assign individual 
staff to listen, review, and summarize 
what they learned from the audiotape 
for their peers. 

Leveraging learning 
opportunities
Lynda S. Hilliard (lyndahilliard@hotmail.com) is Principal of  
Hilliard Compliance Consulting in Mount Shasta, CA. 
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laws and regulations that affect 

healthcare organizations: HIPAA 
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Federal Privacy Act, and other 
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healthcare. The faculty has many 
years of experience in healthcare 

compliance and is well‑versed  
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Lipkin

On January 17, 2018 (just two days 
before the previously revised rule 
was scheduled to go into effect), 

an interim rule to delay the implementation 
and effective dates of the revisions to the 
Federal Policy for the Protection of Human 
Subjects (the revised Common Rule) was 
posted in the Federal Register.1 This interim 
rule delayed both the effective and general 
compliance dates of the requirements of the 
revised Common Rule until July 19, 2018. In 
addition to allowing institutions that conduct 
human research (regulated entities) additional 
time to prepare for the requirements of the 
revised Common Rule, the interim rule is 
intended to provide “additional time for the 
departments and agencies to seek input from 
interested stakeholders through a notice and 
comment rulemaking process that allows for 
public engagement on the proposal for a fur-
ther implementation delay.”2 The interim rule 
was published in response to requests from 
key stakeholders, including the Association 

of American Medical Colleges, the 
Association of American Universities, 
the Council on Governmental 
Relations, and the Secretary’s 
Advisory Committee on Human 
Research Protections (SACHRP), 
which all cited the revised Common 
Rule’s complexity, the lack of guid-
ance from the Office for Human 
Research Protections (OHRP), and the require-
ment to revise and update institutional-based 
electronic systems as the key drivers for the 
requested delay.

The gift of an additional six months 
presents a golden opportunity to re-evaluate 
institutional preparedness to comply with the 
requirements of the revised Common Rule. 

Organizational and strategic decisions
Noteworthy changes to the revised Common 
Rule include modifications to the informed 
consent requirements, the addition of new 
exempt research categories, new require-
ments to rely on a single Institutional Review 
Board (IRB) of record for federally sponsored 
cooperative research, use of a broad consent, 

by Scott J. Lipkin, DPM, CIP

Revised Common Rule delay: 
Evaluating institutional 
preparedness
 » The effective date for the revised Common Rule is delayed.
 » The delay provides additional time to establish new organizational policies.
 » A robust implementation plan will ease the transition to the new requirements.
 » The implementation should include provisions for post-implementation monitoring.
 » A compliance risk assessment plan should also be developed. 

Scott J. Lipkin (Scott.lipkin@ankura.com) is Managing Director at Ankura 
Consulting in Orlando, FL.
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creation of limited IRB review for certain 
research studies, and changes to continuing 
review requirements. Compliance with some 
of the new requirements has not required 
substantive decision-making, because the 
requirements are relatively straightforward. 
For example, the revised Common Rule added 
new requirements to the elements of informed 
consent,3 and it sets forth a new requirement 
for informed consent documents to begin 
with a concise and focused presentation of 
key study information.4 Meeting these new 
informed consent requirements is straight-
forward, and very little decision-making is 
required on behalf of the institution. 

Conversely, setting forth an organizational 
compliance strategy for some of the more com-
plex provisions in the revised Common Rule 
requires thoughtful and harmonized decision-
making among various institutional officials, 
including research administrators, general 
counsel, the chief compliance officer, and 
others. Decisions on how best to proceed with 
the applicability and transition to the revised 
Common Rule, broad consent, and the require-
ments for continuing review are examples of 
some of the complex provisions that you may 
have been grappling with. To elaborate, let’s 
examine the considerations and subsequent 
decisions that must be made related to these 
three issues.

Applicability and transition
Applicability of the revised Common Rule is 
limited to human research conducted or sup-
ported by federal agencies that have signed 
the Common Rule (i.e., federally funded 
research). This sharply contrasts with the cur-
rent requirement whereby institutions holding 
a Federalwide Assurance (FWA) are given 
an option to voluntarily choose to apply the 
Common Rule requirements to all non-exempt 
human research under their jurisdiction, 
regardless of the source of funding. It has been 

reported that 31% of accredited FWA-holding 
institutions have “unchecked the box” on 
their FWA or did not check the box in the first 
place, thus limiting jurisdictional applicabil-
ity of the Common Rule solely to federally 
funded, non-exempt human research.5 Many 
of these institutions have created local poli-
cies that reduce the administrative burden 
on investigators while providing equivalent 
protections to research participants. For some, 
state law requires FWA-holding institutions to 
follow federal requirements governing human 
research for all research, regardless of fund-
ing, thereby requiring the application of the 
Common Rule requirements to all research 
they oversee.6 

With implementation of the revised 
Common Rule, checking the box will not be an 
option, and OHRP will not have jurisdiction 
over any research that is not federally funded. 
All those institutions that have checked the 
box (excluding those limited by state law) 
must establish local institutional standards 
for oversight of human research studies that 
are neither federally funded nor subject to 
FDA regulation. Once institutional decisions 
are made, policies and procedures must be 
updated or created to comport with the new 
institutional standards. 

Transition to the revised Common Rule 
requires that decisions be made regarding 
applicability of the varying sets of regulations 
for human research approved prior to the 
effective date of July 19, 2018. Specifically, your 
institution’s transition plan will require apply-
ing the requirements of the revised Common 
Rule to:

 · only studies approved after the effective 
date of July 19, 2018;

 · all studies, regardless of when they were 
approved; or

 · all studies approved after the effective date 
and some studies approved prior to the 
effective date.
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Similarly, an institutional decision must be 
made related to the applicability of the revised 
Common Rule for non-federally funded stud-
ies approved by the IRB after the July 19 
effective date. Specifically, will your institu-
tion require adherence to the revised Common 
Rule for all research, regardless of funding, 
or limit applicability of the revised Common 
Rule requirements solely to federally funded 
research?

Once institutional decisions are made 
regarding transition and applicability, care 
must be given to ensure that the IRB and 
investigators apply and follow the requisite 
set of regulations and institutional standards. 
Potentially, there could be as many as four 
differing sets of policies and procedures that 
the IRB and investigators would follow at any 
given time.

Broad consent, exempt research, and limited 
IRB review
Under the revised Common Rule, research 
activities that involve collection, storage, and 
secondary research use of identifiable pri-
vate information or identifiable biospecimens 
are exempt from regulation if broad consent 
is obtained, the IRB conducts a limited IRB 
review, and the investigator does not include 
return of individual results to subjects as 
part of the research plan.7 On the surface, 
implementing these new procedures certainly 
appears easy enough, but as you begin to 
consider the requirements, nuances, and ambi-
guities around broad consent, a very different 

picture emerges. Let’s begin by examining the 
regulatory requirements of limited IRB review 
and broad consent.

The requirements of limited IRB review 
have been added to the §__.111, regulatory cri-
teria for research approval, and the following 
determinations must be made to satisfy the 
requirements of limited IRB review:
1. Broad consent for storage, maintenance, 

and secondary research use of identifiable 
private information or identifiable biospec-
imens is obtained;

2. Broad consent is appropriately docu-
mented or a waiver of documentation is 
appropriate; and

3. If there is a change made for research pur-
poses in the way the identifiable private 
information or identifiable biospecimens 
are stored or maintained, there are ade-

quate provisions to protect the privacy of 
subjects and to maintain the confidential-
ity of data.

Of note, limited IRB review can be con-
ducted by the expedited procedure, and 
continuing review of activities granted 
approval (i.e., exemption) by the limited IRB 
review procedure is not required.

Broad consent for the storage, maintenance, 
and secondary research use of identifiable pri-
vate information or identifiable biospecimens 
(collected for either research studies other 
than the proposed research or non-research 
purposes) is permitted as an alternative to the 

Before July 19, 2018 After July 19, 2018

Pre-July 19, 2018, Common Rule Regulations Post-July 19, 2018, New Common Rule Regulations

FDA Regulations Pre-July 19, 2018, Current Common Rule Regulations

Institutional Policies for non-federally funded studies FDA Regulations

Institutional Policies for non-federally funded studies
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informed consent requirements in §__.116(b) 
and (c). If the subject or the subject’s legally 
authorized representative is asked to pro-
vide broad consent, the new requirements of 
§__.116(d) must be met. 

The revised rule does not permit an IRB 
to waive informed consent for the storage, 
maintenance, or secondary research use of 
identifiable private information or identifiable 
biospecimens if an individual was asked and 
then refused to provide broad consent.

Having reviewed the requirements for 
broad consent, you can readily identify 
multiple ambiguities that require clarifica-
tion in the form of guidance from OHRP 
prior to implementation. As discussed in the 
July 26, 2017, SACHRP Recommendations for 
Broad Consent:8

1. How is refusal to consent defined? The 
revised Common Rule does not delineate 
whether an individual’s silence, non-
responsiveness, and/or express declination 
to give broad consent would constitute 
“refusal to consent” to broad consent.

2. Who are the parties bound by a refusal 
to give broad consent? The parties bound 
by refusal to give broad consent are not 
identified in the revised Common Rule. 
We must understand whether refusal 
to provide broad consent applies to all 
institutions, investigators, and IRBs, or 
whether refusal is limited to the specific 
requesting party.

3. What must be included in the description 
of the types of future research that may 
be conducted under broad consent? The 
revised Common Rule requires that the 
broad consent document include a descrip-
tion of the types of future research that 
may be conducted. The generality (or spec-
ificity) of the description is not described 
in the revised Common Rule. 

4. What are the responsibilities of the 
reviewing IRB when performing limited 

review to ensure that broad consent was 
obtained and documented appropriately? 
This becomes particularly problematic 
when identifiable tissue or data have been 
collected at another institution and then 
transferred to an investigator at your 
institution.

Moreover, information technology solu-
tions must be updated, developed, and 
implemented prior to operationalizing broad 
consent. Without a robust IT infrastructure, it 
will be extremely difficult to track those indi-
viduals who have been approached for broad 
consent and their responses. IT solutions must 
also include the capacity to track and com-
municate to investigators the scope of future 
research permitted under the broad consent, 
and they must be able to track individuals who 
affirmatively provided broad consent but then 
wish to retract consent at a later date.

Finally, it is important to point out that the 
institutional decisions related to broad consent 
will have a direct effect on exemptions and 
limited IRB review. Specifically, if your institu-
tion does not allow broad consent, you will not 
need to include exempt categories 7 or 8, and 
your utilization of limited IRB review will be 
reserved solely for research performed under 
exempt categories 2 and 3.9 

Continuing review
Under current regulation, continuing review 
of non-exempt research by the IRB is required 
at least annually.10 Continuing review is an 
opportunity for the IRB to re-review the 
research study and to reconsider and reap-
ply the regulatory requirements for research 
approval as set forth at §__.111. In addition, 
many IRBs use continuing review to assess 
enrollment status, investigator compliance, 
and other protocol-related matters. 

Under the revised Common Rule, the 
requirement for continuing review of many 
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additional types of research has been elimi-
nated. Specially, the revised Common Rule 
eliminates the requirement of IRB review 
for research eligible for expedited review, 
research reviewed by the IRB in accordance 
with limited IRB review, or research that has 
progressed to the point that it involves data 
analysis only or accessing follow-up clini-
cal data from procedures that subjects would 
undergo as part of routine clinical care.11, The 
IRB may determine that continuing review is 
otherwise required even if the conditions of 
§__.109(f)(1) are met. In this scenario, the IRB 
must document the rationale for requiring con-
tinuing review.12 Moreover, investigators who 
otherwise would not be required to undergo 
continuing review are still obligated to report 
various developments, such 
as unanticipated problems 
or proposed changes of the 
study, to the IRB.

From the perspec-
tive of protecting research 
participants, it seems 
practical to eliminate a 
formal IRB continuing 
review of minimal-risk 
research. The majority of 
these continuing reviews 
are conducted by the expedited procedure 
and do not require review by the convened 
IRB committee. Frankly, most of the regula-
tory criteria for minimal-risk research are 
easily satisfied when considered at the time 
of continuing review. For example, minimal-
risk research that has been granted a waiver 
of informed consent will continue to satisfy 
the conditions of §__.111(a)(1)-(6). However, the 
provisions related to confidentiality of data13 
may require reconsideration, depending on the 
protocol-specific data collection and storage 
methodologies.

Institutions must decide how to proceed 
in light of the regulatory revisions related to 

continuing review. If your institution chooses 
to follow the new requirements and not 
require continuing review of minimal-risk 
research, how will assurances be made to 
investigators that they are continuing to follow 
the protocol, that they report certain required 
changes to the IRB, and that research data 
that may include protected health informa-
tion is secure? To err on the side of cautious 
conservativism, some institutions have elected 
to require continuing review as an institu-
tional policy. Others have elected to require 
an abbreviated continuing review process, 
often referred to as a “check-in” whereby cer-
tain key provisions (e.g., overall status of the 
research, data storage) related to the research 
are reviewed. 

Implementation
Few institutions have had 
time to develop a strong 
implementation plan, 
and this is in large part 
due to the “all hands on 
deck” effort that has been 
required to update policies 
and procedures to meet 
the previously published 
implementation and effec-

tive date of January 19, 2018, and it appears 
that many institutions have not yet updated 
policies and procedures to comply with the 
revised Common Rule. The 6-month delay 
provides the opportunity to direct effort to 
crafting a “best fit” implementation plan for 
your institution. 

Once policies and procedures have been 
successfully updated, it is time to focus on 
your implementation plan. The importance 
of a robust and thoughtful implementation 
plan should not be underestimated. A well-
designed implementation plan will provide 
a comprehensive and detailed pathway for 
operationalizing your institution’s strategic 

...it appears that many 
institutions have not 
yet updated policies 

and procedures 
to comply with the 

revised Common Rule.
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plan. A fully developed implementation plan 
should describe major tasks, set timelines, 
define roles and responsibilities, engage key 
stakeholders, keep leadership informed, and 
establish expectations for performance moni-
toring. In terms of applicability in the context 
of the revised Common Rule, we believe that 
communication, training, and monitoring are 
the most important aspects of implementation, 
assuming that your organization has com-
pleted updating policies and procedures.

Training and education
It is important for key stakeholders (e.g., inves-
tigators, research coordinators, administrators, 
and others) to recognize that the changes 
being set forth are required because of gov-
ernmental regulatory action. In other words, 
the revisions to IRB policies and procedures 
are not occurring because Human Research 
Protection Program (HRPP) and IRB admin-
istrators are on a mission to complicate the 
lives of investigators and other stakeholders. 
Additionally, stakeholders should understand 
that the Department of Health and Human 
Services has not provided the regulated com-
munity with guidance on how to interpret 
and operationalize the changes required as 
part of the revised Common Rule. As a result, 
additional changes to institutional policies and 
procedures will undoubtedly be forthcoming 
after publication of governmental guidance. 
Thus, it is vital that your implementation plan 
is executed with transparency and collegiality. 

We believe that the effort to support effec-
tive training may well require at least one 
dedicated full-time employee (i.e., training 
specialist). This, of course, depends on both 
the size of your institution and the number 
of active human research studies. The train-
ing plan should include provisions to provide 
a blend of live presentations, access to view 
the recorded content, and a library of written 
instructional and guidance documents. The 

training specialist should actively engage the 
research community and should be easily 
accessible. If possible, setting up a help line 
and email address dedicated solely to receiv-
ing queries related to the updated Common 
Rule is highly recommended. 

Education and training must also be 
provided to IRB committee members. We 
believe that at least one separate training ses-
sion dedicated exclusively to changes under 
the revised Common Rule will be required. 
Although basic information and training 
modules that detail the changes under the 
revised Common Rule are publicly avail-
able, additional training that includes your 
institutional approach to adopting the new 
requirements is required for IRB committee 
members. 

Monitoring
Post-implementation monitoring is essen-
tial to ensure that the various institutional 
components are adhering to the revised fed-
eral regulations and updated institutional 
requirements. Your implementation plan 
should include your organizational strategy 
to monitor adherence, and it should describe 
your proposed monitoring strategy, including 
timelines, content that will be monitored, and 
frequency of monitoring. Monitoring can be 
performed by existing post-approval monitor-
ing and quality improvement (QI) resources. 
Those institutions that lack dedicated QI 
resources must reassign work responsibilities 
of existing personnel so that monitoring can 
be performed. 

In terms of prioritizing content of the 
monitoring plan, we believe that the follow-
ing changes should be assigned the highest 
priority:

 · Operational adherence to broad consent, 
 · Transition to the new requirements, 
 · Follow-up related to your institution’s 

continuing review requirements, 
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1.  82 FR 7149, Jan 19, 2017
2.  http://bit.ly/2GBLUQ8
3.  §__.116 (b)(9), §__.116 (c)(7)-(9)
4.  §__.116(a)(5)(i)
5.  http://bit.ly/2Dzwjxp
6.  For example: New York, Virginia, and Maryland.
7.  §__.104(d)(7) and (8) 
8.  http://bit.ly/2FDfiIC
9.  §__.104(d)(2)(iii) and (3)(i)(C) 
10.  §__.109(e) 
11.  §__.109(f) 
12.  §__.115(a)(3)  
13.  §__.111(a)(7)

 · Adherence to the new informed consent 
requirements, 

 · Operational adherence to limited IRB 
review, and 

 · Application of the new exempt categories. 

Compliance risk assessment plan
Separate from and in addition to your imple-
mentation plan, a compliance risk assessment 
plan should be developed. The compliance 
risk assessment should be conducted approxi-
mately 12 to 18 months after implementation, 
and it should be performed by an individual, 
or individuals, who are external to the day-
to-day operations of the HRPP. We would 
recommend handing responsibility for this 
task to your research compliance officer, chief 
compliance officer, or an external resource, 
who should then develop a compliance assess-
ment strategy. The goal of the risk assessment 
is to identify and prioritize risk so that a 
research compliance work plan can be devel-
oped by the research compliance officer (or 
whoever will oversee this compliance area) 
for execution over the next year. This work 

plan should be further vetted by your compli-
ance officers or committee and then formally 
approved. This process creates a more col-
laborative setting in which to handle risks 
associated with implementation of the revised 
Common Rule and creates an organized 
approach to ensure that the risks are dealt 
with appropriately. 

Conclusion
We encourage you to take advantage of the 
6-month regulatory delay to finalize your 
institution’s strategic plan, update policies and 
procedures, develop and begin to execute your 
implementation plan, and assist compliance 
personnel as they begin to develop a compli-
ance assessment work plan. 

Anyone working in the compliance field knows that the best ideas for 
building an effective program come from other compliance and ethics 
professionals. Author Joe Murphy has spent years not only collecting such 
ideas, but also using them and networking with others who use them. 

He shares 501 of them here — ideas big and small — to help others find 
new ways to improve their compliance and ethics programs. 

Available at hcca-info.org/books or call 888.580.8373.

501
Lessons from 30 Years of Practice

joseph e. murphy, jd, ccep

your compliance
and

ethics program

ideas for
j            i

tst

501 Ideas for Your Compliance and Ethics Program:  
Lessons from 30 Years of Practice
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I n August of 2017, CMS announced the 
cancellation of a proposed Cardiac Care 
Bundled Payment model as well as 

reversing course on a proposal to expand the 
Comprehensive Joint Replacement Bundled 
Payment model. Participation in both payment 
models would have been mandatory for cer-
tain providers in specified markets. 

In January 2018, to consider-
able fanfare, CMS announced the 
creation of “Bundled Payments for 
Care Improvement Advanced” (BPCI 
Advanced). As of the publication 
date of this article, CMS will be dis-
tributing pricing to BPCI Advanced 
program applicants and, per the 
model program timeline, will move 

to execute participation agreements by the 
end of August 2018. This voluntary model is 
proposed to go live on October 1, 2018 with 
the first determination date for program pay-
ments on March 31, 2019. BPCI Advanced will 
be treated as an Advanced Alternate Payment 
Model under the CMS Quality Payment 
Program. The following is an introduc-
tion to some of the key components of BPCI 
Advanced. 

First, acute care hospitals and physician 
groups may participate as “covener” or “non-
covener” participants. The former will agree 
to coordinate care among patients throughout 
a 90-day “clinical episode,” which com-
mences on the date of inpatient discharge or 
on the date of a covered outpatient procedure. 
Coveners will also assume some financial 

risk for the entire episode of care, whereas 
a non-covener participant bears no financial 
risk for care provided by other providers. 
Providers other than acute care hospitals and 
physician groups will be permitted to partici-
pate only as non-coveners. 

Secondly, BPCI Advanced includes 29 dis-
tinct inpatient Medicare Severity-Diagnosis 
Related Group (MS-DRG) codes and three 
types of outpatient surgical encounters. A 
BPCI Advanced clinical episode is triggered 
by submission of a Medicare fee-for-service 
program claim by an “episode initiator.” 

Thirdly, subject to certain exclusions, the 
clinical episode will generally include all phy-
sician services; inpatient, outpatient, long-term 
care, and inpatient rehab hospital services; 
hospital readmissions; skilled nursing; home 
health; clinical lab services; durable medical 
equipment; Part B drugs; and hospice services 
relating to the MS-DRG or the event that trig-
gered the outpatient surgery.

Lastly, the payment reconciliation 
model is extremely complex, but is largely 
predicated on performance against select 
process-and-outcome quality measures and 
by comparing the aggregate costs of care 
provided during a clinical episode against an 
established target. 

As an interesting backdrop, the Trump 
administration under former HHS Secretary 
Price, has taken aim at rolling back manda-
tory bundled payment initiatives, whereas 
Alex Azar, confirmed in January to fill that 
important role, has expressed support for 
alternate and bundled payment models. So, 
to bundle or not to bundle? Stay tuned for 
further developments. 

To bundle or not to bundle?
by Sharon Parsley, JD, MBA, CHC, CHRC

Parsley

Sharon Parsley (sparsley@youcompli.com) is Director of Content 
Development for YouCompli in Ocala, FL.

THE COMPLIANCE–QUALITY CONNECTION
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CMS OKs Audit of ED Facility Fees in TPE;  

No Universal Method for Resource Use Exists

In a surprise move, CMS has approved audits of facility fees for the emergency 

department (ED) under Targeted Probe and Educate (TPE), the new medical review 

strategy. Some hospitals will face scrutiny of the resources they charge Medicare for 

in the ED and whether they mesh with a system of their own making. 

WPS, the Medicare administrative contractor (MAC) for Iowa, Kansas, Missouri, 

Nebraska, Indiana and Michigan, will review the “number and types of interventions 

under the facility charge, the visit record showing the signs/symptoms that support 

the medical necessity for the interventions and the internal guidelines used to deter-

mine the HCPCS equivalent CPT code (99281-99285) for the hospital resources being 

billed (HCPCS to CPT conversion guidelines),” according to its website. CMS may 

have given other MACs the go-ahead to review ED facility charges.

It seems like an odd choice for an audit because there’s no national standard 

for selecting ED facility evaluation and management (E/M) levels of service, says 

Ed Gaines, chief compliance officer of the emergency department division of Zotec 

Partners in Greensboro, N.C. “From a coding compliance standpoint, it doesn’t make 

much sense. Every hospital is charged by CMS with adopting an ED facility coding 

standard and implementing that standard consistently—there is no ED facility
continued 

On the Eve of Trial, Hospital, M.D.s Settle  

Stark Case for $20M; ‘Writing’ Is a Focus

The day before their trial was set to begin—Nov. 15—UPMC Hamot, a hospital 

in Erie, Pa., and Medicor Associates, a cardiology group, agreed to pay $20.7 million 

to settle false claims allegations that their lucrative medical directorships violated the 

Stark Law, according to the attorney representing the whistleblower and a court order. 

The whistleblower alleged in the false claims complaint and a pretrial statement that 

the hospital used the medical directorships—which allegedly were light on work and 

poorly documented—to reward the cardiologists for patient referrals.

During the legal skirmishing, all hospitals got a message from a federal court that 

refused to throw out the case: the writing requirement in the Stark Law exceptions 

should be taken seriously. “People see it as a technicality, but the court determined that the writing require-

ment is material to payment,” says Houston attorney Adam Robison, with King & 

Spalding, which was not involved in this case. “No payments should be made to physi-

cians without a signed, written agreement.”
The settlement hasn’t been announced yet by the Department of Justice, which 

didn’t intervene in the case. The alleged violations occurred between Oct. 8, 2004, 

and March 31, 2010, before UPMC owned the hospital—then called Hamot Medical 

Center—which UPMC bought in 2011. 
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OCR: After an Opioid Overdose, Sharing 

Patient Information Can ‘Help Save Lives’

Doctors and other medical professionals can tell the friends and loved ones that a 

person who overdosed may be abusing opioids or other drugs or substances without 

fear of violating the HIPAA privacy rule. 
“We know that support from family members and friends is key to helping people 

struggling with opioid addiction, but their loved ones can’t help if they aren’t informed 

of the problem,” Roger Severino, director of the HHS Office for Civil Rights (OCR) says 

in a statement. Severino made his remarks as OCR issued what he called “clarifying guidance” on 

Oct. 27 to “give medical professionals increased confidence in their ability to cooperate 

with friends and family members to help save lives.”

The two-page guidance came days after a presidential declaration that the misuse 

of opioids in the United States is a “public health emergency.” 

As OCR explains, “Current HIPAA regulations allow healthcare providers to share 

information with a patient’s loved ones in certain emergency or dangerous situations.” 

But providers who misunderstand HIPAA “can create obstacles to family support 

that is crucial to the proper care and treatment of people experiencing a crisis situation, 

such as an opioid overdose,” OCR says. “It is critical for healthcare providers to 
continued 

HIPAA Doesn’t Mean ‘No’: McGraw Shares 

OCR Insights as She Joins Records Start-Up

A long-time patient advocate and sought-after speaker on the HIPAA compliance 

conference circuit, Devin McGraw brought her passion and expertise to the HHS Office 

for Civil Rights (OCR) in 2015. At the time, she called her new position as deputy direc-

tor for health information privacy “the job of a lifetime.”

An acknowledged critic and sometimes fan of OCR, McGraw had already run the 

well-regarded Health Privacy Project and spent a year with a law firm by the time she 

joined the federal workforce (RPP 7/15, p. 8). McGraw’s reputation as a stalwart was so 

cemented that her Twitter handle is simply @healthprivacy. Her move to OCR raised 

eyebrows, but she saw it as a unique opportunity to bring a “focus on outreach, educa-

tion and guidance” and to be “influential” in creating policies regarding the data pri-

vacy and security matters about which she cares deeply.

But almost as quickly as she came, McGraw was gone from OCR. In September, 

a tech start-up in Silicon Valley that’s building an electronic health record for consum-

ers lured her from OCR to become its chief regulatory officer. The company is so new 

that McGraw can’t yet disclose its name, she tells RPP. In a wide-ranging interview, 

McGraw shares her reasons for leaving, highlights of her tenure—including what made 

her “tear my hair out”—and thoughts about the work of the officemates she’s leaving 

behind at OCR.
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3 Allegations, Inquiries,  and Investigations  Reported by Institutions of Higher Education by Year, 2006–2015
4 Somewhat in the Background, NIH’s Extramural RIO Plays Important Role

6 Changing Values, Fight for Animals’ ‘Legal Personhood’ Impact Studies

8 Three NSF Resolutions, Three OIG Audits Highlight Differing Opinions

11 In This Month’s E-News
Pivotal ORI Misconduct Investigative Chief 

Resigns; Both Divisions Now Lack Leaders

Susan Garfinkel, who for nearly 15 years helped shepherd the HHS Office of 

Research Integrity’s critical investigative team through vacancies, retirements and a 

controversial new director, is herself now leaving ORI. Beginning Dec. 11, Garfinkel 

will join Ohio State University in a new position as assistant vice president for research 

compliance, OSU officials confirmed to RRC. She is resigning her position as ORI’s 

director of the Division of Investigative Oversight (DIO) this month (RRC 10/20/17).

Barring any quick hires, Garfinkel’s departure leaves the agency responsible for 

ferreting out fabrication, falsification and plagiarism in research supported by NIH 

and other related agencies minus the heads of both of its divisions. Further slowing 

down ORI’s work, it is currently operating with perhaps half the number of investiga-

tors it had two years ago. All the moves follow the appointment in December 2015 

of ORI Director Kathy Partin, whose tenure has been rocky since the start. Within six 

months of Partin’s arrival, investigative staff first began—without success—to plead 

for help from higher-ups in HHS (RRC 10/16, p. 1).

“The DIO investigators were stunned and deeply saddened when we heard from 

Susan that she was leaving,” one staffer who requested anonymity told RRC. “But no 

one was surprised by the news. We all are thrilled for her to have this opportunity to 

escape the dysfunction of ORI. We all have nothing but respect for Susan and count 

ourselves lucky to have had the opportunity to work with and learn from her and John 

Dahlberg,” who formerly held Garfinkel’s position before retiring.

News and Analysis for Colleges, Universities, AMCs and Other Non-Federal EntitiesNIH: Exceptions to sIRB Policy To Be ‘Rare;’ 

‘Compelling Justifications’ Still Unknown

Twice delayed, NIH’s controversial mandate for the use of a single institutional 

review board (sIRB) of record for multisite research is set to go into effect in just 

under three months. But many questions remain unanswered, the most pressing 

among them is how to get out of having to comply with the requirement.

The policy requires a sIRB to conduct “the ethical review of NIH-funded 

multi-site studies for participating sites” for “all competing grant applications 

(new, renewal, revision, or resubmission)” that are due as of a certain date. It 

applies “to domestic sites of multi-site studies where each site will conduct the 

same protocol involving non-exempt human subjects research funded wholly 

or in part by NIH, including grants, cooperative agreements, and Research and 

Development (R&D) contracts.”
Saying the use of a sIRB will streamline oversight while relieving compliance 

burdens without reducing subject protections, NIH has been trying to put the re-

quirement in place since 2014. In December of that year, it posted a draft version of 

the policy (RRC 12/4/14). That was followed by a final policy in June 2016. 
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For years, misconduct in scientific 
research was policed primarily by the 
Office of Research Integrity (ORI) at 

the U.S. Department of Health and Human 
Services.1 After a lengthy and confidential 
review, an institution suspected of producing 
false or fraudulent research was either cleared 
of the charges or required to issue retractions 
and pay back any federal grants that had been 
tainted by misconduct.

In recent years, two new players have 
entered the field: The Department of Justice 
(DOJ) and private whistleblowers. Driven 
partly by a University of Iowa scandal that 
caught the attention of Sen. Charles Grassley, 
the DOJ has become more aggressive in pur-
suing False Claims Act (FCA) cases against 
research institutions where researchers have 
been accused of misconduct.2 Private whistle-
blowers, sometimes financed by law firms 

specializing in such qui tam litigation, 
are also bringing suits, galvanized 
by the treble damages offered under 
the FCA and bounties of up to 30% of 
anything the government recovers.

Duke University currently is 
facing more than $600 million in 
potential damages in an FCA suit 
brought by a former lab technician 
who alleges another researcher’s 
false experimental data was incor-
porated into grant requests and 
progress reports involved in more 
than $200 million in grants.3 A federal 
judge in North Carolina allowed the 
case to proceed to discovery in April 
2017, despite Duke’s arguments the 
plaintiff, known as a relator, failed to identify 
any grant applications or other claims contain-
ing falsified data. Because it failed to “foster 
an environment conducive to responsible 
research,” the plaintiff argues, Duke is liable.

These new threats force research institu-
tions to confront vexing questions: When does 

by Michael Tuteur and Torrey Young

Scientific research misconduct 
vs. fraud: How to tell 
the difference

 » The Office of Research Integrity (ORI) has a regulatory framework for research misconduct matters.
 » Following ORI regulatory requirements does not shield research institutions from False Claims Act (FCA) liability.
 » Understanding when research misconduct creates FCA liability is the first step in protecting a research institution.
 » Research misconduct can create FCA liability if the misconduct results in false information submitted in an application that was 
material to the government’s decision to fund the research. 

 » Research institutions may need to conduct parallel investigations to comply with ORI requirements and to mitigate potential 
FCA liability.

Michael J. Tuteur (mtuteur@foley.com) is a Partner and Torrey K. Young 
(tyoung@foley.com) is a Senior Counsel in the Boston office of Foley & 
Lardner LLP.

Tuteur

Young
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research cross the line from sloppy or even 
deliberately false, to a potential FCA viola-
tion? And how early must administrators and 
lawyers intervene to prevent the former from 
becoming the latter? 

Under the traditional ORI process, inves-
tigations are delegated to the institution itself, 
which relies on “fact finders” — typically 
scientific experts — to determine whether mis-
conduct has occurred. The primary goal is to 
remove bad science from the published litera-
ture. Helping the government recover federal 
grant money is secondary.

Because the ORI process can take several 
years or more, it can expose an institution to 
hefty FCA fines if misconduct is proven at the 
end. Every dollar the institution accepts after 
the initial referral to ORI could be subject to 
treble damages unless the institution halts fed-
eral funding immediately. And while the ORI 
process is predominately a scientific inquiry, 
an FCA investigation is primarily a legal one, 
with an emphasis on non-scientific concerns 
such as the preservation of evidence and due 
process. So at the initiation of an FCA inves-
tigation, administrators may face the terrible 
Hobson’s choice of either giving researchers 
the benefit of the doubt through a confiden-
tial and scientifically-driven investigation, or 
cutting off funding immediately, potentially 
spelling the end of a lab and its workers. 

Unfortunately, there are no firm rules to 
distinguish scientific misconduct from deliber-
ate fraud, but experience suggests some basic 
principles. The National Institutes of Health 
defines research misconduct4 as:

 · Fabrication — Making up data or results 
and reporting them.

 · Falsification — Manipulating research 
materials, equipment, or processes, or 
omitting data so that the research isn’t 
accurately represented in the record.

 · Plagiarism — Appropriating another per-
son’s ideas, processes, results, or words 
without appropriate credit.

Importantly, research misconduct does not 
include honest error or differences of opinion. 
Experts involved in ORI investigations must 
perform meticulous analyses of the research, 
first to determine whether it includes false 
data and then whether that data was falsified 
deliberately or through carelessness, sloppy 
technique, or merely the inevitable errors 
that occur when scientists are operating at 
the cutting edge. Plagiarism is always a seri-
ous violation that requires immediate action, 
although it may not have any implications 
under the FCA.

How does the FCA define a violation? In 
theory, any incorrect statement made to the 
government when requesting payment for 
goods or services can give rise to an FCA pen-
alty, but the U.S. Supreme Court has narrowed 
that to statements that are material to obtaining 
payment. In Universal Health Services v. U.S. ex 
rel. Escobar, the high court stated the FCA is 
not “an all-purpose antifraud statute” and isn’t 
intended to punish “garden-variety breaches 
of contract or regulatory violations.”5 

In the context of medical research, that 
means errors and even negligence probably 
don’t rise to the level of an FCA violation. 
Some labs are incredibly sloppy, and that’s 
inexcusable on a professional level. But, 
the FCA comes to bear only if the institu-
tion knowingly allows false information to 
be included in a federal grant proposal or 
some other request for payment. A postdoc 
who runs off the rails and plagiarizes or 
Photoshops microscope images to get the 
results she wants may not implicate FCA if 
her misconduct was discovered and wasn’t 
incorporated in grant proposals. A principal 
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investigator who knowingly or recklessly uses 
tainted research to obtain federal funds may 
be putting the institution in grave danger.

Thanks to online publications like 
Retraction Watch and so-called “Clare 
Francis” letters from anonymous tipsters, 
scientific institutions today may receive warn-
ings about suspect research.6 The challenge is 
to identify when scientific error or misconduct 
is serious enough to begin a parallel inquiry 
into possible FCA violations. The questions to 
ask include:

 · Is there reason to believe there was fabrica-
tion or plagiarism?

 · Is there reason to believe it was deliberate, 
or at least reckless?

 · Is the tainted research out in the world 
in the form of a publication or grant 
proposal?

 · What is the relationship to federal 
funding?

This last question is the most important 
one, because it could be the deciding factor 
between allowing the ORI investigation to 
proceed to a conclusion, or calling in the law-
yers to prepare for a potential subpoena from 
the DOJ. Because qui tam suits are filed under 
seal while the government decides whether 
to join the action, institutions must con-
sider the possibility of an FCA violation and 
potential mitigating actions — including halt-
ing the flow of federal funds and returning 
moneys already received — to avoid greater 
costs later. 

1.  42 CFR Part 93 (Public Health Service Policies on Research 
Misconduct; Final Rule) 

2.  Sara Reardon: “US vaccine researcher sentenced to prison for fraud,” 
Nature, July 1, 2015. Available at http://go.nature.com/2G49ZOJ 

3.  U.S. ex rel. Thomas v. Duke University, Case No. 4:13-cv-17 
(W.D. Va. March 28, 2017).

4.  42 CFR 93.103 (Research misconduct)
5.  Universal Health Services v. United States ex rel. Escobar, 136 S.Ct. 1989 

(2016). 
6.  See “Clare Francis scores a bullseye: Journal of Cell Biology paper 

retracted for image manipulation” Retraction Watch. Available at 
https://bit.ly/2G2YI12 
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HCCA’s video provides everything you need  
to conduct compliance and ethics training…

Compliance and Ethics:  
An Introduction for Health Care Professionals

•  23-minute video with seven dramatizations (available in DVD)
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A ll right, not many people will 
admit that their computers start 
up quickly. However, what about 

when, over time, they notice their computers 
are taking longer to start up? This month’s 

Security Awareness Suggestion is 
related to one reason why comput-
ers may take longer than usual to 
start up. 

Suggested text
“If you notice your computer is taking 
longer than usual to start up, please 

contact the Information Technology (IT) 
department so that someone can try to deter-
mine what may be causing your computer 
to slow down. Your computer may be run-
ning applications that are slowing down its 
performance.”

Why this reminder matters
As computer hackers get more sophisticated, 
so does their use of tools and techniques that 
are used to compromise someone’s computer. 
Computer hackers may try to mask some of 
their intentions by placing an offer on a web-
site for a useful computer utility program. 
When a user downloads the utility from the 
Internet, the user may also be downloading 
software that installs and runs itself with-
out the computer user ever realizing it. This 
downloaded program runs in what is known 
as the “background” from the main applica-
tions when a user starts up a computer.

Computer programs, both the one you can 
see and those that operate in the background, 
use computer resources in order to run. These 
resources include computer memory and the 
computer’s processing unit. As a result, there 
are fewer resources available to run other pro-
grams. This may result in a computer taking 
more time to start up, because time is needed 
to load computer programs that may have 
installed themselves without the computer 
user’s knowledge.

What next
Most IT departments have a basic user pro-
file, which includes a copy of the programs 
that are authorized for installation on a com-
puter. One approach to this problem is for 
the IT department to run an antivirus pro-
gram to scan for viruses on the compromised 
computer. Once the scan is complete, the IT 
department runs an inventory of the programs 
on the computer against the list of authorized 
programs for a user’s profile. This ensures that 
only authorized programs are installed on the 
computer and helps to identify and remove 
unauthorized programs. 

Slow start up
by Frank Ruelas

Ruelas

Frank Ruelas (francisco.ruelas@dignityhealth.org) is a Facility Compliance Professional 
with Dignity Health in Phoenix.    bit.ly/in-FrankRuelas    @Frank_  _Ruelas 

When a user downloads 
the utility from the Internet, 

the user may also be 
downloading software that 

installs and runs itself...

SECURITY AWARENESS REMINDER

http://bit.ly/in-FrankRuelas
http://twitter.com/Frank__Ruelas
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Compliance programs of non-profit 
hospitals and health systems 
should focus more closely on 

tax-exemption matters in the wake of the 
Tax Cuts and Jobs Act (the Act)1 and recent 
Internal Revenue Service enforcement 
initiatives. Such focus is consistent with 
the general recognition that compliance 
programs should not be single-subject in 
nature (e.g., focusing solely on government 
payment program regulations), but should 
address the full spectrum of material legal 
and regulatory risks facing the organiza-
tion. These new developments present an 
important opportunity for compliance pro-
grams to enhance their value to tax-exempt 
healthcare organizations, and should be 
brought to the attention of the board’s Audit 
& Compliance Committee.

The new developments fall into 
five separate categories: first, the 
tax-exempt hospital-specific provi-
sions of the newly enacted Tax Cuts 
and Jobs Act; second, the broader 
policy themes of the Act as they 
affect tax exemption compliance; 
third, enhanced IRS enforcement 
of the requirements of the charity 
care/community benefit provisions of 
Section 501(r) of the Internal Revenue 
Code; fourth, the recent and unrelated 
action by the IRS to revoke the tax-
exempt status of two hospitals; and 
fifth, an increasing public presence of 
the IRS in connection with tax-exemp-
tion enforcement and compliance 
guidelines.

Specific tax changes in the Act
The Act, signed into law on 
December 22, 2017, contains several note-
worthy tax law changes for tax-exempt 

by Michael W. Peregrine and Erika Mayshar

New health system 
compliance focus on tax 
exemption matters
 » The new tax bill reflects increasing Congressional skepticism that non-profit health systems deserve the benefits 
of tax-exempt status.

 » The IRS’s Exempt Organizations Division appears to be invigorated, based on recent enforcement actions against 
tax-exempt hospitals.

 » These developments suggest the renewed importance of organizational compliance with tax-exemption standards.
 » Recent developments are also a reminder that compliance programs should not be single subject in nature.
 » This is an important opportunity for compliance professionals to team with the general counsel and the 
organization’s tax advisors.

Peregrine

Michael W. Peregrine (mperegrine@mwe.com) is a Partner in the Chicago 
office and Erika Mayshar (emayshar@mwe.com) is a Partner in the Los 
Angeles office of McDermott Will & Emery LLP. 

Mayshar
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organizations, including but not limited to 
healthcare organizations. Many of these 
new provisions are disadvantageous to the 
tax-exempt healthcare sector. They include: 
(1) the elimination of advance refunding 
bonds (i.e., bonds issued to refinance exist-
ing bonds that are not callable within 90 days 
of the related issuance); (2) provisions that 
potentially increase organizational expo-
sure to unrelated business income taxation; 
and (3) a new excise tax on compensation in 
excess of $1 million and “excess parachute 
payments” to any of its “covered employees,” 
which applies not only to current com-
pensation, but also to all forms of deferred 
compensation. These new provisions may 
create significant tax planning challenges for 
tax-exempt healthcare systems.2

The policy themes of the Act
Particularly important from a tax compliance 
perspective is the broader “anti-exempt orga-
nization” bias that appears to arise from the 
Act. This can be seen not only in the actual 
exempt organization provisions enacted, but 
also in the several punitive proposals made 
at various points in the legislative process 
that were not included in the final bill (e.g., 
the proposed evisceration of the “Rebuttable 
Presumption of Reasonableness” guidelines 
under the intermediate sanctions rules of 
Code Section 4958). The totality of the actual 
and proposed provisions reflects the percep-
tion of many in Congress that the non-profit 
healthcare sector is inexorably drifting 
towards the purely commercial sector (and 
thus should be taxed accordingly).3 This per-
spective is prompted by concerns about the 
consistency of exempt status with several 
factors, for example: (1) the emergence of the 
“nation-sized” non-profits — organizations 
that are national (or even global) in scope 
and scale; (2) an inability to distinguish 
tax-exempt and commercial healthcare; and 

(3) highly complex, lucrative executive com-
pensation arrangements.

Enhanced 501(r) enforcement
In recent public comments, senior IRS offi-
cials have confirmed that the agency is now 
conducting approximately 400 examinations 
of tax-exempt hospitals regarding compliance 
with Internal Revenue Code Section 501(r). 
As most compliance professionals are aware, 
Section 501(r) requires tax-exempt hospitals to 
meet four general requirements: (1) establish 
written financial assistance and emergency 
medical care policies; (2) limit amounts 
charged for emergency or other medically 
necessary care to individuals eligible for finan-
cial assistance; (3) make reasonable efforts to 
determine whether an individual is eligible 
for financial assistance before engaging in 
extraordinary collection actions against the 
individual; and (4) conduct a Community 
Health Needs Assessment (CHNA) and adopt 
an implementation strategy at least once every 
three years. The regulations implementing 
Section 501(r) are highly complex and can be 
operationally challenging for multi-entity 
health systems because they require facility-
by-facility compliance analysis. IRS audits 
to date have revealed that, in addition to 
required policies, appropriate board approval 
for Section 501(r) documents appears to be of 
great importance to the IRS.4

Recent exemption revocations
In 2017, the IRS revoked the tax-exempt 
status of two separate hospitals. This is an 
extraordinary measure, particularly since 
the enactment of the intermediate sanctions 
excise tax,5 which was designed to give the 
IRS an alternative enforcement approach to 
outright revocation. It is highly unusual to see 
the IRS revoke the exempt status of a hospital, 
let alone two in a single year. Loss of exemp-
tion can be catastrophic: donors disappear, 
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tax-exempt bonds can become taxable, and 
major public relations damage occurs.

The first revocation6 involved unique 
facts, as it dealt with a so-called “dual status 
hospital” that was tax-exempt both as an orga-
nization described in Section 501(c)(3) of the 
Code and as an instrumentality of the state 
whose income was exempt under Section 
115 of the Code. Accordingly, the revocation 
of its Section 501(c)(3) status did not result in 
the entity being taxable. The revocation was 
based on the hospital’s non-compliance with 
the requirements of Section 501(r) of the Code 
(specifically, its failure to timely conduct and 
adopt a CHNA and implementation strategy).

The second revocation7 involved a rural 
hospital that had experienced financial dis-
tress. As an alternative to 
closure of the facility, the 
hospital system transferred 
control of the hospital non-
profit entity to the county 
board for nominal consid-
eration. Later, the county 
board leased the hospi-
tal facility to a for-profit 
entity, covering property, 
plant, and equipment, as 
well as control over the 
hospital’s operations and 
revenue collection. The adverse determina-
tion letter does not state whether the exempt 
lessor or the for-profit lessee held the license 
to operate the hospital facility. Following the 
execution of the lease, the only remaining 
activities of the tax-exempt entity were to act 
as lessor of the property, enforcing the lease 
covenants concerning the operation of the 
facility and monitoring hospital operations.

The IRS revoked this hospital’s tax-exempt 
status based on its determination that the hos-
pital was not operated exclusively for exempt 
purposes. The crux of the IRS’s position 
appears to be that the net effect of the lease 

was the transfer of complete control to the 
for-profit entity with the exempt entity retain-
ing only an advisory role. According to the 
IRS, such an arrangement “insures that profit 
maximization will be the guiding principle 
under which the [leased] hospital operates.”

Taken together with other recent IRS 
activity and congressional actions, these 
revocations serve as a reminder to the Audit 
& Compliance Committee, and its legal and 
compliance staff, of the importance of exempt 
organization tax issues. Renewed attention 
should be devoted to organizational compli-
ance with tax exemption standards. This 
should include compliance with the highly 
detailed requirements of Section 501(r) for 
exempt hospitals as an overlay onto general 

tax-exempt operational 
principles, and particular 
attention to documenta-
tion of transactions with 
for-profit entities, includ-
ing negotiation of critical 
protective provisions into 
such documents.

IRS exemption-related 
guidance
In October 2017, the IRS 
Exempt Organizations 

Director publicly identified five core strate-
gic areas of IRS focus for potential exempt 
organization non-compliance:8 (1) engaging in 
private inurement or conducting non-exempt 
activities, (2) self-dealing, (3) excess benefit 
transactions, (4) unrelated business income, 
and (5) employment taxes. In the same month, 
the IRS published links to 30 guides used 
by IRS-exempt organization examiners, 
including for audits of public charities such 
as non-profit hospitals and health systems. 
These “Audit Technique Guides” are intended 
to assist IRS examiners as they audit specific 
types of tax-exempt organizations. Although 

The IRS revoked this 
hospital’s tax-exempt 
status based on its 
determination that 

the hospital was not 
operated exclusively 
for exempt purposes.
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their primary goal is to provide guidance 
to IRS employees, the IRS perceives them as 
similarly helpful to the management (e.g., 
compliance personnel) and governing boards 
of exempt organizations, as well as their 
internal and external tax advisors. According 
to the IRS, these guides recommend specific 
examination techniques, explain special-
ized business practices and terminology, 
and explore issues common to certain types 
of exempt organizations, including issues 
identified as IRS priorities.

Until the broader October publication, 
access to the audit technique guides had only 
been through the Internal Revenue Manual.9 
This more accessible form can be particularly 
helpful to the non-profit health system’s gen-
eral counsel and chief compliance officer in 
educating the board’s Audit & Compliance 
Committee on specific examination tech-
niques and significant tax issues. 

Summary
Taken as a whole, these developments 
reflect an increased willingness of IRS 
officials to discuss these issues in a public 
forum, if not a more aggressive IRS focus on 
tax-exempt organizations. They should be 
viewed together with the “suspect” evalua-
tion applied by Congress to many existing 
tax-exemption benefits during the tax reform 
process. It would appear that exempt orga-
nization tax issues will require much more 
attention from a legal compliance perspective 
in the future.

In light of these developments, tax-exempt 
healthcare system leadership should strive 
to demonstrate to internal and external 
audiences: (1) the value of their charitable 
purposes and activities, and (2) how the 
delivery of healthcare services through a 
tax-exempt, non-profit model is distinguish-
able from the delivery of such services in a 
proprietary model.

The compliance program, under the direc-
tion of the Audit & Compliance Committee, 
can provide valuable assistance in this 
regard. Several elements of this new focus 
are process-related and thus well suited for 
monitoring by compliance officers, in close 
consultation with the general counsel and tax 
advisors. These include:

 · the incorporation of language in board 
minutes and resolutions about how board 
decisions serve charitable purposes; 

 · increased emphasis on medical research 
and education; 

 · close monitoring and compliance with the 
various Section 501(r) requirements for 
charitable hospitals; and 

 · inclusion of provisions in key service 
agreements, joint venture agreements, and 
major transaction documents that preserve 
the exempt organization’s control over 
exempt purposes and prevent unreason-
able benefits to private parties.

A health system’s chief compliance officer 
has a unique opportunity to team with the 
general counsel and external and internal tax 
advisors to develop an enhanced process for 
monitoring the system’s compliance with tax 
exemption criteria. 

The views expressed in this article are the authors’, and 
do not necessarily represent the views of McDermott Will 
& Emery or its clients.
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W ith summer upon us in a few 
weeks, you may be thinking, 
“What can I do over the busy 

vacation season with my research compli-
ance program?” Every now and then, I have 
someone call me and ask what areas are most 
important for research compliance. As hot 

button items go, there are many that 
one can choose from to do a pro-
cess review or a gap analysis. But a 
couple stand out if you want to get 
into a summer state of mind for com-
pliance that doesn’t take a large team 
in place to do!

Sites and principal investiga-
tors (PI) want their money from 

trials. Many times, there is a lack of struc-
ture around residual balances. This can be 
problematic if it is not tracked appropriately. 
Federal funds not booked toward a grant 
award must be returned. Sometimes you may 
find the accounting out of sync with what 
is actually left over at the end for a spon-
sored drug or device study. Problems can 
arise when physician payouts with left-over 
funds appear large without a policy in place. 
Remember that when remaining funds are to 
be moved to a discretionary fund, someone 
might decide that not invoicing anything to 
the study will create a higher pool of money 
at the end. 

Knowing what a study truly costs starts 
with a coverage analysis at the pre-award 
point in time. This simple method to ensure 

you are covering your true cost is a must. 
Even when pricing a grant application for 
patient care costs, a coverage analysis can 
be beneficial. Cost accounting for grants is 
important, but for sponsored studies, so is 
accounting and funds distribution to the vari-
ous ancillary services that provide support 
for the trial. Do not forget to apply sponsored 
studies funding to salary and effort for your 
research team members too, because this 
sometimes is missed. This is another quick 
review that can be done. 

Another area that you can easily review is 
the procedures that occur prior to informed 
consent. This can be done in combination 
with a small billing review during the screen-
ing for an inpatient study. Reviewing records 
for patients who have research-related activi-
ties while they are inpatients is a great way to 
find not only consent errors in your clinical 
practice, but in your billing practice as well. 
This review is quick to do for a small study 
and can provide insight into both regulatory 
and billing compliance. 

Indulge in a summer state of mind in 
research compliance!  

Summer is a state of mind
by Kelly M. Willenberg, DBA, RN, CCRP, CHRC, CHC

Willenberg

Kelly M. Willenberg (Kelly@kellywillenberg.com) is President and  
CEO of Kelly Willenberg, LLC in Chesnee, SC. 

REFLECTIONS IN RESEARCH

Knowing what a study 
truly costs starts with a 

coverage analysis at the 
pre-award point in time.
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Robinson

Part 1 of this article, which covers Elements I 
and II, appeared in in the February 2018 issue of 
Compliance Today. 

Chapter 21, Section 50 of the Medicare 
Managed Care Manual1 outlines the 
compliance program requirements 

that a Medicare Advantage Organization 
(MAO) must follow to ensure the organiza-
tion has an effective compliance program. 
Section 50 is organized into sub-sections, 
each of which outlines general guidelines 
MAOs must follow to remain compliant with 
regulatory guidelines.

In Part 1 of this article, I made an impor-
tant distinction that bears repeating: When 
writing and implementing your policies 
and procedures based upon the regulatory 
guidance in Chapter 21, it is important to 

remember that there is no differ-
ence between what an MAO ‘‘must” 
do and what it “should” do. On the 
bottom of page 2 of the chapter, it 
explicitly states, “[T]he word “must” 
is used to reflect requirements created 
by statute or regulation. The word 
“should” is used to indicate expecta-
tions created by this guidance.” 

Chapter 21 was written to sup-
port Chapter 8 of the Federal Sentencing 
Guidelines,2 which encourage organizations 
to implement an effective compliance pro-
gram that can be cited to offset penalties 
associated with wrongdoing. An effective 
compliance program, if implemented cor-
rectly, can serve as a mitigating factor in 
the event wrongdoing is detected in your 
organization. Those of us who serve our 
organizations understand that there is not 
really a need for the Sentencing Guidelines 
to provide motivation for doing the right 

by Scott Robinson, CFE, CHC, CPA

Writing specific policies for 
the Seven Elements, Part 2: 
Elements III through VII

 » There is no difference between what an organization ‘‘must” do and what it “should” do in the compliance guidance 
from CMS.

 » The requirements for compliance programs are deliberately vague so they can be adapted to fit various kinds and sizes 
of organizations.

 » You could create one all-encompassing policy for each element, but shorter, more specific policies are easier to read 
and understand.

 » Policies and procedures will only be effective if every employee receives training and the terms used are clearly 
defined.

 » Policies and procedures should be reviewed periodically and updated as necessary.

Scott Robinson (srobinson2@superiorvision.com) is the Director of 
Compliance at Davis Vision-Superior Vision in Linthicum, MD.



888.580.8373  hcca-info.org  53

C
om

pl
ia

nc
e 

To
da

y 
 

 M
ay

 2
01

8

thing. Doing the right thing is something that 
should be engrained in our organization’s 
culture.

The seven elements as captured in Chapter 
21, Section 50 are:
1. Written Policies, Procedures and Standards 

of Conduct
2. Compliance Officer, Compliance 

Committee and High-Level Oversight
3. Effective Training and Education
4. Effective Lines of Communication
5. Well-Publicized Disciplinary Standards
6. Effective System for Routine Monitoring, 

Auditing and Identification of Compliance 
Risks 

7. Procedures and System for Prompt 
Response to Compliance Issues

Organizations must create policies and 
procedures that support the seven elements of 
an effective compliance program. The Centers 
for Medicare & Medicaid Services (CMS) 
intentionally does not prescribe what poli-
cies and procedures an MAO should create or 
how many, because CMS believes that there is 
no one-size-fits-all compliance program that 
all MAOs should use. An MAO’s compliance 
program must be created based on the size of 
the organization and the resources available 
to the program. What works well in a small 
organization with 20,000 beneficiaries may not 
work for a large organization serving millions. 
Larger organizations are often able to devote 
more resources to compliance. There is noth-
ing inherently wrong with that. The important 
thing is, each organization must decide how 
many resources are enough and what kinds of 
policies and procedures will help it achieve its 
goals of remaining compliant with the seven 
elements. 

Part 1 covered the policies and proce-
dures I updated for my organization related 
to elements 1 and 2. In this article, I will 
cover policies and procedures I updated for 

elements 3-7. As a reminder, there are sev-
eral decisions to consider when you create 
policies and procedures. The first decision 
is determining how many policies and pro-
cedures you are going to create to support 
each of the seven elements. You could create 
one all-encompassing policy for each ele-
ment. However, when you drill down into 
Section 50, you begin to notice all of the 
sub-sections and all of the requirements 
each element contains. Creating that one 
all-encompassing policy could become very 
long and unwieldly. On the other hand, you 
could create different policies related to each 
sub-section or each different requirement 
within the element. Doing so will result in 
creating shorter, more concise policies that 
will be easier for your employees to read and 
understand. Policies do not serve their pur-
pose unless your employees are able to read 
them and interpret them properly. 

Let’s start with policies and procedures 
related to element 3. From there, I will cover 
the remaining four elements discussed in 
Chapter 21. 

Element 3: Effective training and education
Element 3 appears to be an easy element for 
which to write policies and procedures. That 
is, until you consider all of the subtext. 

To whom is the MAO going to provide 
effective training and education? 
The short answer is everyone! However, you 
should write a more specific policy identify-
ing “everyone.” All employees (e.g., full-time, 
part-time, temporary), including senior-level 
management as well as volunteers, interns, 
and governing body members must receive 
training. You know the requirement, because 
you have read the chapter thousands of times. 
The customer service representative who 
spends eight hours per day answering the 
phones has not read the chapter often, if at all. 
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Therefore, it is important to create a policy 
that makes it clear who “everyone” is. 

When and how will effective training and 
education be provided? 
Compliance professionals understand that 
general compliance and fraud, waste, and 
abuse (FWA) training must be provided to 
appropriate stakeholders within 90 days 
of hire and annually thereafter. There is a 
good chance that your organization’s 2018 
compliance plan includes a period of weeks 
or months that you will provide general 
compliance and FWA training to all of your 
employees. That information should be added 
to any compliance training and education 
policy you write. However, use caution when 
you write your policy. You do not want to 
write a policy stating you will provide train-
ing and education to your employees every 
July. If July passes and you have not completed 
the training, CMS is likely to cite a deficiency 
when it performs its compliance program 
effectiveness audit. If, however, your policy 
generally states the organization will provide 
training within 90 days (or 60 or 30) of hire 
and annually during every calendar year, you 
will have an easier time ensuring compliance.

How are you going to document the training 
you have provided? 
MAOs are familiar with CMS’s favorite 
refrain: “If it was not documented, it was not 
done.” In the world of policies and procedures, 
this is important. You want your policies and 
procedures to be clear about what you are 
going to do to ensure an effective compliance 
program. What is more important is ensuring 
you have clearly documented all of the train-
ing you have provided to your employees. 
Give yourself the credit you deserve. You took 
the time to provide the training to everyone, 
including your board of directors. Make sure 
you document the training you provided and 

when it was completed. Additionally, make 
sure to indicate in your policy and procedure 
how you are going to document the training 
was provided. 

There are two things to keep in mind as 
you write your training and education poli-
cies. First, are you going to create one policy 
with everything, or are you going to create 
separate policies for each sub-element? I rec-
ommend creating separate policies for the 
reasons cited above. Second, be specific about 
the training you are going to provide. Make 
a determination about whether you are okay 
simply providing one hour of general compli-
ance and FWA training once a year, or if you 
need to provide some specialized training. If 
you believe additional or specialized training 
is necessary, cite it in your policy. 

Element 4: Effective lines of communication
Chapter 21, Section 50.4 requires MAOs to 
provide methods for employees to report sus-
pected non-compliance or FWA confidentially 
and anonymously. As with everything else, 
the requirement is open-ended. CMS does not 
require MAOs to implement a hotline or to use 
an independent phone line that does not sit on 
somebody’s desk. CMS simply requires you to 
maintain confidentiality (to the greatest extent 
possible), allow anonymity if desired (e.g., 
through telephone hotlines or mail drops), 
and emphasize the policy of non-intimidation 
and non-retaliation for good faith reporting of 
compliance concerns. Once again, CMS inten-
tionally was not specific, because what works 
well in a large organization may not be practi-
cal for a smaller organization and vice versa. 

I work in a small office at which I have 
made a concerted effort to meet every 
employee. I talk with as many employees as 
I can to build trust and to be accessible, so 
they believe that someone in the Compliance 
office listens to and addresses concerns. I 
encourage them to stop by my office and 
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share their concerns. This is an easy thing 
to do when you share an office location with 
130 people. However, it is infinitely harder if 
your organization consists of thousands of 
employees spread across several buildings on 
a large campus. Therefore, you must draft a 
policy that is best for your organization and 
explains how employees can report suspected 
non-compliance and FWA, as well as how 
they can report those issues confidentially 
and anonymously. Remember, policies are not 
effective if nobody reads them. You want to 
write a policy that makes sense and that all 
employees will read and understand. Often, 
shorter policies are easier to read and digest.

I suggest writing an effective communica-
tion policy that lays out the following: 

 · The organization encourages its employ-
ees to report all cases of suspected 
non-compliance and FWA. 

 · Reports may remain confidential and 
anonymous to the extent possible.

 · Explicitly describe all methods by which 
suspected non-compliance and FWA can 
be reported. 
• The hotline number and if it is 

anonymous,
• The reporting website and if it is 

anonymous,
• Direct phone numbers that will not 

guarantee anonymity but will be held 
confidentially, and

• Office locations of individuals 
to contact. 

My organization stresses that good com-
munication about suspected non-compliance 
or FWA can start with your direct supervisor, 
manager, or HR. This cannot be emphasized 
enough. Employees need to know they can 
rely on their superiors to do the right thing. If 
they see something that is wrong, they need to 
be able to escalate their concern to the proper 
place without the fear of retaliation. Therefore, 

I suggest including references to superiors 
and HR in your compliance policy. Most alle-
gations of non-compliance are reported to 
supervisors and managers, so it is critical that 
these individuals understand their obligation 
to further elevate issues to the Compliance 
department when appropriate.

Element 5: Well-publicized disciplinary 
standards
When you think of disciplinary standards, it is 
easy to think these policies should be created 
in Human Resources. After all, HR is responsi-
ble for implementing the disciplinary actions. 
However, compliance professionals must think 
about disciplinary standards from the com-
pliance perspective. A policy should answer 
questions concerning what kinds of actions the 
organization may take against an employee 
who violates HIPAA, who participates in 
fraudulent activity, or who knowingly fails to 
report an issue of suspected non-compliance 
with federal or state regulations. In addition, 
the same policy can outline the procedures 
that will be followed when the Compliance 
department learns of these types of incidences. 
A disciplinary standards policy can truly 
never account for all possibilities. However, the 
policy should provide employees with general 
steps the organization will follow if a violation 
occurs. In addition, the policy should include 
escalating discipline for repeated violations. 
You do not want to create a policy that states 
an employee must undergo remedial training 
after every violation. Escalating disciplinary 
steps are important to ensure appropriate 
action will be taken.

Something else to contemplate is whether 
to create a separate disciplinary retaliation 
policy that addresses action to be taken against 
those who retaliate against individuals who 
report suspected compliance issues or FWA. 
This can be part of the same policy, or you can 
create a separate policy addressing the concept 
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of retaliation. I suggest creating a separate 
policy, simply to avoid creating a policy that is 
too long and that people will not read. 

Element 6: Routine monitoring, auditing and 
identification of compliance risks
Element 6 is very complex with so many 
variables, it would be difficult to create one 
all-encompassing policy. Among the require-
ments in element 6, MAOs must:

 · Perform a baseline risk assessment to 
define the highest risks to the organization 
and periodically re-assess those risks for 
changes.

 · Create an auditing and monitoring work 
plan to address the identified risks.

 · Complete an annual compliance program 
effectiveness self-assessment, which must 
be performed by an independent party 
who does not work in the Compliance 
office.

 · Audit and monitor their first-tier, 
downstream, and related entities.

 · Check the OIG List of Excluded 
Individuals/Entities3 and the General 
Services Administration System for Award 
Management (SAM, formerly the GSA 
Excluded Persons List)4 at the time of hire 
and monthly thereafter for all employees 
who provide administrative or healthcare 
services to beneficiaries on your behalf. 

 · Implement a proactive method to find 
fraud, waste, or abuse, either through the 
implementation of a special investigations 
unit or within the Compliance department.

 · Report any suspected non-compliance or 
FWA to the NBI MEDIC5 (for Medicare 
Part C and D programs) and/or law 
enforcement. 

With all of those requirements, one 
all-encompassing policy would certainly 
overwhelm employees. Therefore, I suggest 
implementing separate policies that address 

each requirement. This will keep your poli-
cies short, will result in less confusion, and 
the policies are more likely to be read. 

Element 7: Procedures and system for 
prompt response to compliance issues
Element 7 includes several variables that are 
more likely to be combined into a compre-
hensive policy. However, before you decide 
to create one all-encompassing policy that 
discusses every requirement, you should 
take into account how long and compre-
hensive you want the policy to be. Policies 
are only effective if your employees read 
them and understand them. Therefore, it is 
advisable to break these requirements into 
several smaller policies. 

Compliance professionals are well 
aware of CMS’s requirement to conduct a 
timely and reasonable inquiry of detected 
offenses. Most of us know what a “timely 
and reasonable” inquiry is, but the aver-
age non-compliance professional will need 
this information defined. Therefore, I sug-
gest writing a policy that specifies what 
response you will take when you receive 
the report of a detected non-compliance 
or FWA issue. The policy should, first 
and foremost, advise employees that the 
organization supports an anti-retaliation 
environment. If anything, that statement 
provides assurances to your employees that 
they can report detected issues without the 
fear of retaliation. The policy should also 
clearly define periods for investigations. For 
example, if you determine you are going 
to conduct an investigation within two 
weeks, your policy should explicitly outline 
it will take two weeks. If you believe the 
timeframe needs to be tighter, state it in the 
policy. However, keep in mind that CMS 
is likely to hold you to your policy. If you 
know you will not open an investigation for 
two weeks, do not write a policy that holds 
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you to a higher standard. It will likely result 
in a corrective action required (CAR). 

Compliance professionals are also aware 
of CMS’s requirement to implement correc-
tive actions. I suggest writing a completely 
separate policy about corrective actions for 
detected instances of non-compliance or FWA. 
The policy does not have to be long and com-
prehensive. However, you should include the 
following information in the policy:

 · What specific corrective actions you will 
implement as an organization; 

 · The timeframe for implementing the cor-
rective actions; 

 · What type of monitoring the compliance 
office will do to ensure the corrective 
action is operating;

 · What criteria the organization will use to 
determine if the compliance issue will be 
reported to the NBI MEDIC or law enforce-
ment; and 

 · How you will ensure the issue does 
not recur. 

Conclusion:
Chapter 21 of the Medicare Managed Care 
Manual contains many requirements that 
Medicare Advantage Organizations must 
implement to ensure an effective compliance 
program. The very first requirement MAOs 
must follow is to have written policies and 
procedures. The content of written policies and 
procedures is left to each MAO’s discretion. 
It is important to understand that the policies 
and procedures will only be effective if every 
employee reads them and understands them. 
Therefore, compliance professionals must take 
the time to consider the number of policies 
and the content of each one to ensure the com-
pliance program is effective. 
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M ost people know what controlled 
substances are, but may not be 
as familiar with the settings in 

which they are used. So, what does it mean 
to use controlled substances in a non-clinical 
setting? In research, this distinction refers to 
the fact that human subjects are not involved; 

instead, the controlled substance is 
used in bench (wet lab) experiments 
or for animal research. 

The Drug Enforcement Agency 
(DEA) requires individual research-
ers to complete an application 
for a research registration to use 
controlled substances for research 
purposes in the non-clinical set-
ting. In this article, these individuals 

are referred to as registrants. Upon DEA 
approval, the registrant will receive approval 
documents called registrations (akin to 
licensure). 

Authorized users are individuals the 
registrant has granted permission (by way 
of their registration and DEA Authorized 

Users Log) to have access to the controlled 
substances. Many states mimic this pro-
cess, meaning researchers have to maintain 
both federal and state registrations. And, 
last but not least, in the world of controlled 
substances, a diversion is when controlled 
substances go purposefully missing by 
way theft. 

Who is responsible?
Last year, I spoke at a conference about the 
ins and outs of controlled substances, going 
over the regulations and implementation 
within my institution. One of the ques-
tions I received was, “Who is responsible?” 
The answer is one that most compliance 
professionals don’t like, but have become 
accustomed to giving…it depends. It depends 
on your institutional commitment, infrastruc-
ture, internal resources, risk tolerance, etc. I 
also had one person ask why the institution 
would be involved at all, given that the regis-
trant is solely responsible for the registration, 
documentation, and storage of the controlled 
substances.

I thought this was a very interesting 
question; however, from my perspective 

by Kelé Piper, MS, CIP, CHRC 

Controlled substances in 
non-clinical research

 » Determine your institutional involvement in the use and management of controlled substances. 
 » Know your baseline compliance to determine resources needed to create an effective program to prevent diversion of con-
trolled substances and meet regulatory requirements.

 » Write a clear policy and/or standard operating procedure, and educate staff to enhance compliance.
 » Make the process simple; standardize where possible.
 » Go to the source; don’t be afraid to contact your regulatory officials.

Kelé Piper (kpiper@bidmc.harvard.edu) is Director, Research Compliance at 
Beth Israel Deaconess Medical Center, Boston.    /in/kele-piper

Piper
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it was a simple answer. For my institu-
tion, controlled substance compliance is a 
partnership between the institution and 
the registrant. My institution has a role in 
the process and, therefore, responsibility. 
The registrant will contact us to order their 
controlled substances, and then the order is 
placed and processed through our system, 
the substance is received by our loading 
docks, and it is delivered by our personnel. 
It isn’t until the point of delivery that the 
registrant actually has custody of the con-
trolled substance, but then it is stored in a 
safe that was installed by our personnel in 
one of our facilities. Second, it is a good faith 
investment, as with many of the research 
regulations, that we provide education to 
help facilitate compliance. Last, as with all 
bad deeds that get published for the public 
eye, reputation is at stake when the headline 
will read, “Dr. Diversion at Your Hospital 
investigated in loss of controlled substances” 
and no one will know whether the hospital 
was technically responsible or not.

Additonal questions
In putting together an infrastructure, some 
initial questions to consider might include: 
Who is at risk? Where are the pitfalls? Where 
does it fit? Will the institution provide sup-
port, such as training, monitoring, auditing, 
and/or facilities? The answers to these ques-
tions are not always easy or clear-cut, and 
there will undoubtedly be many different 
answers for different institutions. 

At my institution, we have a hybrid 
approach to managing controlled substances 
used in non-clinical research. We built an 
infrastructure based on an understanding 
that both the institution and the registrant 
are making a commitment to producing 
good science. Good science takes good over-
sight. To be successful in this partnership, 

both sides need to be educated and 
transparent. 

This approach is a multi-contributor col-
laboration with each individual involved 
in the process influencing the program’s 
success. Research Operations provides a 
dedicated full-time employee to support the 
ordering, receipt, and delivery of controlled 
substances. The registrant is responsible for 
the receipt, storage, handling, documenta-
tion, and accountability of the controlled 
substances. Research Compliance supports 
education, monitoring, and audit. Finally, 
Environmental Health & Safety provides 
support with disposal of expired, aban-
doned, or unused controlled substances.

Starting points
Getting to the nuts and bolts of things, 
a good process needs transparency and 
accountability. A good place to start is by 
making new friends. It is very helpful to 
have contacts in your state and local fed-
eral offices to ask questions and get advice. 
I found this to be tremendously valuable 
where the regulations are a bit bare or not 
as clear as I would like. As we are all pain-
fully aware, interpretation and timeliness 
are important to developing effective prac-
tices. My experience has been positive; my 
local DEA office has been more than happy 
to address my questions and get back to me 
in a reasonable amount of time. Just remem-
ber to keep good notes of these interactions; 
these are the issues and clarifications that 
you won’t find in the regulation to use for 
documentation.

Another good starting point is to do 
some auditing and verify you are following 
federal, state, and institutional policy. If you 
don’t have a policy, you may discover you 
need one. At any rate, knowing your compli-
ance baseline will assist you in creating or 
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improving your process for controlled sub-
stances. If you take this step, you can make 
the most of your resources so you are not 
expending time, energy, and money in areas 
that are functioning well.

If possible, standardize your process 
as much as possible. This makes for an 
easy audit trail and helps track down miss-
ing, lost, or stolen controlled substances or 
documentation. Be mindful of the journey 
a controlled substance takes through your 
institution from the time it is ordered to the 
time it is completely used or disposed. Have 
good checks and balances. For example, if 
the registrant is able to place and receive 
orders for controlled substances with 
no checkpoint in between, your institu-
tion could be at risk for a 
diversion. 

If you are watching on 
the big screen what can 
go wrong, documenta-
tion is a real tear jerker. By 
standardizing the docu-
mentation process, you can 
significantly reduce risk. 
At my institution, we cre-
ated a Controlled Substance 
Accountability Book. This is a printed, 
bound book that contains pages for the 
Authorized Users Log, Disposition Log, and 
the Biennial Audit. In addition, we added 
a Quick Guide in the front that contains 
references for the regulations, state laws, 
institutional policy, training requirements, 
and institutional support contacts for the 
controlled substances infrastructure. Our 
institution requires registrants to use this 
book to meet the regulatory requirements 
and make monitoring and auditing an 
easier process. To roll this out and get buy-
in, the institution purchased the books to 
give to each registrant when we conducted 

our baseline visit. Re-ordering information 
is included in the Quick Guide.

Another good practice is education. 
When we hit the road for our baseline 
visits, we also provided education. We 
developed a tool that encompassed the 
federal regulations, state laws, and institu-
tional policy. Going through this tool with 
the registrant and their lab staff identified 
areas of non-compliance as well as areas 
for improvement — it was very beneficial. 
We then provided this feedback to the reg-
istrant. As an institution, we had a very 
good baseline of where we needed to spend 
efforts and resources. Each registrant had 
a keen understanding of their role and 
responsibilities. Registrants were extremely 

grateful, and their 
response was incredibly 
positive. Additionally, 
this has opened up a 
dialogue with regis-
trants that continues 
to bring forward ques-
tions before they become 
non-compliant issues.

Conclusion
Having strong policy is very important to 
success. Be clear about roles and responsi-
bilities. At our institution, we opted for a 
policy to outline responsibility and a stan-
dard operating procedure to outline the 
steps. Using the knowledge gained from the 
baseline visits, I was able to identify gaps 
in understanding to improve and provide 
better clarity for these documents.

Institutions will be different; there is 
obviously more than one way to success-
fully implement a controlled substances 
program. However, there are some key ele-
ments to consider as you embark on your 
assessment. 

By standardizing 
the documentation 

process, you 
can significantly 

reduce risk.
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I n today’s volatile healthcare environment, 
the threat of privacy and security breaches 
has become a perpetual concern. Consider 

the July 2017 incident involving a Utah hospi-
tal nurse arrested for refusing to allow a police 
officer to draw blood from an unconscious 
patient. As a responsible healthcare profes-

sional, the nurse was complying 
with hospital policy and the HIPAA 
Privacy Rule1 governing disclosure of 
patient information. In doing so, she 
prevented a breach of privacy while 
placing her own safety at risk. The 
police officer was ultimately fired and 
his watch commander demoted for 
poor judgement and failure to respect 

HIPAA’s patient protection rules.2 
This case has focused national attention 

on the complexities of HIPAA compli-
ance — adherence to guidelines that ensure 
proper release of protected health information 
(PHI) and prevent breach of privacy. It also 
points to the importance of properly disclos-
ing patient information, centralizing release 

of information (ROI) activities, implementing 
proactive processes, and tracking privacy data. 

Common privacy risks with disclosure of PHI 
Managing the disclosure of PHI is more 
complex than ever, due to evolving federal 
regulations, patient access rights, and pressure 
to manage and exchange health information 
electronically. Because multiple departments 
release PHI, there are concerns and risks 
across the entire enterprise. 

The most frequently impacted areas 
include the Emergency department (ED), 
Health Information Management (HIM), 
Radiology, the business office, and physician 
practices — although disclosures can occur 
in any area or provider setting. For individu-
als whose primary tasks do not include PHI 
disclosure, keeping privacy regulations top of 
mind is a challenge. Without ongoing educa-
tion and process change, the potential for risk 
escalates.

For example, the business office might 
quickly release records to a payer to expedite 
reimbursement without taking time to verify 
delivery details, check for comingling of 
medical record data, or adhere to “minimum 
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Privacy dashboards: Tracking 
and reporting for compliant 
PHI disclosure management
 » Privacy dashboards improve compliance by showing root causes, patterns, and trends.
 » Centralized release of information (ROI) helps safeguard protected health information (PHI) and assures patient access rights.
 » High-risk areas include Health Information Management (HIM), the Emergency department, Radiology, the business office, and 
physician practices.

 » Compliant PHI disclosure management requires constant analytics tracking and reporting.
 » Actionable compliance data is a critical tool for value-based care.
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necessary” guidelines. Another scenario may 
involve front desk personnel in Radiology or 
a physician practice hastily printing PHI for 
the patient without proper authorization or 
verified dates of service. In the fast-paced ED, 
disclosure management can be a distraction, 
impinging on caregivers’ focus, when admin-
istrative staff are much better equipped with 
the knowledge to safeguard PHI. 

Best practice is to assign PHI disclosure 
and ROI responsibilities to a focused group of 
professionals who understand the regulations, 
receive ongoing education on changes, and 
realize the complexities of the process. 

Centralization yields stronger 
privacy compliance
Centralized disclosure management is the 
recommended approach to safeguard PHI 
and assure adherence to patient access rights. 
Many health systems are now working with 
individual organizations to move toward 
an enterprise model that centralizes the ROI 
process. This means establishing one area 
for maintaining appropriate records of what 
information has been released, where it’s 
going, and when to escalate notification issues. 
Regulating information through one depart-
ment provides a much higher level of patient 
privacy and care. 

While working to mitigate risk, keep in 
mind that the right combination of people, 
processes, and technology yields optimal 
outcomes. Choose technology that aligns 
with your PHI disclosure management prac-
tices — particularly data analytics. Every 
disclosure should be tracked to include all 
information needed for Office for Civil Rights 
(OCR) reporting, along with any inadvertent 
mistakes or issues. Data points to be tracked 
include: 

 · all identifying information of the individ-
ual affected by the incident,

 · details of any information accessed 
or viewed,

 · details of what happened,
 · risk factors, and
 · mitigation efforts.

The following types of human error mis-
takes commonly occur during PHI disclosures 
resulting in an inadvertent privacy breach:

 · comingling of medical record data 
(i.e., patient receives another patient’s 
information),

 · incorrect recipient address or email,
 · improper or missing patient 

authorization, and
 · multiple encounters sent.

Breaches associated with ROI will occur. It 
is a matter of when, not if. The onus is on each 
provider organization to track mistakes and 
improve PHI protections over time. 

Privacy dashboards identify root causes, track 
patterns and trends
Every privacy incident yields valuable data 
to improve compliance. Privacy dashboards 
can be used as a powerful tool to show pat-
terns and trends for smaller incidents — now 
being tracked by OCR — and for large events 
as well. An effective compliance tool will 
provide:

 · consistent capture of data that can be cat-
egorized by the information data points 
needed for an OCR report, crosswalked to 
OCR requirements; 

 · built-in risk analysis, attached to the 
notification provided to you, enabling 
expanded analysis based on information 
about the patient and/or event;

 · built-in state laws, notifying you if a 
report is warranted; 

 · time-sensitive data alerts; 
 · tracking of incidents related to the respon-

sible person or process for drill-down 
pattern analysis; and

 · system dashboard reports per schedule 
and/or on request, as needed.
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Regardless of size, an organization’s abil-
ity to consistently identify and track trends is 
essential. Your compliance data tells a story 
through visualization. A privacy dashboard 
can indicate the number of times a specific 
incident was caused by a certain process or 
individual, or occurred within a particular 
unit within a facility (see figure 1). That level 
of detail enables deeper inquiry to determine 
root causes. Is there a staff education deficit? 
Are there program gaps? Is process change 
required? Are policies and procedures up 
to date? 

Look closely at your events and conduct 
a root cause analysis to ascertain what went 
wrong and take corrective action to stay ahead 
of the curve. Examples of corrective action 
include:

 · revising compliance policies and 
procedures,

 · providing additional staff training on hos-
pital policy and HIPAA regulations,

 · assessing and improving PHI disclosure 
management processes, and

 · ensuring encryption of all devices used 
by staff. 

One of the most common types of inap-
propriate PHI disclosure occurs when patient 
information goes to the wrong provider. If this 
happens with more than one patient, indicat-
ing an unusual pattern, then create a process 
to address the issue. You might establish a 
policy that specifies that an event involving 
three or more patients must be reported to 
a data protection committee for root cause 

Case List

3

2

1

0

Privacy Incidents (3) Security Incidents  All Cases (3)  BA Tracking Library

Discovery Date

Facility

Status

Owner

Region

Health System:

Any

Any Any

Any Any

Show Advanced

New Privacy Incident

My Action Items (0)

3
Active Cases

0
New Cases

0
Closed Cases

4.3
Avg # of Days open

Analytics

Choose Panels:
Summary Totals Timeline By Assessment By Category By Incident Type By Corrective Action  By Region/Facility/Dept By Days Active By Owner

Case Timeline

Cases by Category

Cases by Assessment

Cases by Incident Type

July 17 Aug 17

1

2

Time Interval: Month Quarter Year

Discovered

Misdirected Fax (2)
No Category (1)

Loss (1)
No Type (2)

Breach (2)
No Assessment (1)

                     Welcome  l  My Profile l  Logout

     Home  l  Admin  l  Announcements  l  Help  SAMPLE

Go to case #

Figure 1



1.  Department of Health and Human Services: HIPAA for 
Professionals. Available at http://bit.ly/2FUy7TQ

2.  Mary Butler: “Utah Nurse in Viral Video Complies with HIPAA 
Policies, Faces Arrest” Journal of AHIMA, September 15, 2017. 
Available at http://bit.ly/2FT7cYA

analysis. Any abnormal occurrence should be 
further analyzed. What caused it? Did staff 
receive proper orientation? Are they aware of 
policies? Consider all aspects. 

Lessons learned from privacy dashboards
At one progressive, multi-state healthcare 
system, hospitals now have access to compli-
ance dashboards and reports that display 
current data for each incident, including root 
causes by category, along with corrective 
action. In addition, each facility in the system 
can compare data with other hospitals within 
regions and across the country to assess per-
formance against the norm. This capability 
sets a new level of awareness and ability to 
target areas for process improvement. What 
patterns are linked to people or to electronic 
medical record (EMR) systems? Are legacy 
systems part of a pattern that could be cor-
rected by conversion to an EMR system? Is 
consistency within enterprise management a 
core issue? 

The most important factors in compli-
ance program management are constant 

awareness, communication, tracking, and 
reporting through easy access to reliable and 
actionable data. 

Compliance analytics — a critical tool
As the volume of PHI requests continues 
to rise — with multiple points of access and 
disclosure from EMRs — the risk of a serious 
breach exists. Yet many organizations still lack 
the ability to perform comprehensive, effec-
tive, and timely data analysis to determine 
root causes and implement corrective action. 
Using privacy analytics to identify compli-
ance patterns and trends, improve operational 
processes, and resolve breach issues is increas-
ingly important. Actionable compliance data 
has become a critical tool for healthcare orga-
nizations along the journey to value-based 
care. Does your data tell a true story?  
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I n healthcare, every day brings about new 
emergencies, and compliance profession-
als are often tasked with assisting their 

organizations to navigate through them. To 
patients and their families, every emergency 
is significant and requires discretion and pri-
vacy of patient health information. A visit to 
a hospital often evokes fear and anxiety, not 
only for the patient, but also for their families 
and loved ones. Each type of emergency may 
require a different level of use and/or disclo-
sure of protected health information (PHI) 
under the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA), with the 
potential of requiring disclosure to govern-
ment, public health, relief, or other entities. 
Some events may even bring about immense, 
and sometimes challenging interest from 
media outlets. 

To prepare and respond efficiently to these 
situations, compliance professionals should: 

 · understand the governing 
rules and regulations associ-
ated with using and disclosing 
patient information;

 · evaluate the need to create 
policies, procedures, and train-
ings that outline how to handle 
patient information; and

 · plan and develop different sce-
narios with colleagues.

Recent events have also 
brought about clarification and 
reinforcement from Health and 
Human Services (HHS) to com-
monly accepted practices for 
disclosing patient information 
during emergency situations. 
Many emergencies are different 
in one element of the incident or 
another, and how one may respond 
can depend on various facts and 
circumstances. Establishing a 
management response plan with 
defined roles and a designated 
team may facilitate a faster and 
more coordinated proactive 
response.

by Terrie B. Estes, MHSA, MS, CHC, CHPC; Peter A. Khoury, MHA, MJ, CHC, CHPC; and Kaitlin McCarthy, CHC

Maintaining patient privacy 
during an emergency

 » Emergency events can create risks to patient privacy.
 » Various federal and state regulations outline privacy groundwork.
 » Recent events have brought about important HIPAA clarification.
 » Penalties continue to increase; assess preparedness now.
 » Prepare and respond to emergencies by deploying a response plan.
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HIPAA Privacy Rule and recent guidance 
HIPAA required the Secretary of Health and 
Human Services to create privacy regulations 
if Congress did not pass its own.1

In 2000, HHS published the final Privacy 
Rule, and in 2002 modifications were made.2 

Generally, the Privacy Rule creates standards 
for protecting health information, requires 
safeguards to protect this information, and 
establishes conditions for how and when this 
information can be used and disclosed by a 
covered entity. The Privacy Rule also restricts 
the information that healthcare organizations 
can release through facility directories and 
to the public, including news outlets, without 
written authorization.

The Privacy Rule outlines only two 
scenarios where a covered entity must dis-
close PHI: (1) when the individual, or their 
legal representative, requests access to or an 
accounting of disclosures of their PHI; and (2) 
to HHS as part of an investigation or enforce-
ment matter.3 Outside of these two scenarios, 
there are other situations where the use and 
disclosure of PHI may be permitted without 
the individual’s authorization.4 The scenarios 
frequently encountered by compliance profes-
sionals are:

 · for treatment, payment, and operations 
purposes;

 · to provide the individual or their rep-
resentative the opportunity to agree 
or object;

 · incident to an otherwise permitted use 
and disclosure;

 · public Interest and Benefit Activities 
(within exceptions and conditions); and

 · limited Data Set for purposes of research, 
public health, or healthcare.

The Privacy Rule also sets out various 
controls related to the Notice of Privacy 
Practices and content requirements for a 

notice, electronic notices, and a right to access 
information.5

Most recently, in response to Hurricane 
Harvey, the HHS Office for Civil Rights (OCR) 
published a bulletin that outlined HIPAA 
Privacy and disclosures in an emergency situ-
ation.6 This bulletin provided information 
regarding the waiving of certain penalties for 
select provisions of the Privacy Rule to hospi-
tals that had instituted a disaster protocol and 
reinforced permissible uses and disclosures 
of information without a waiver under the 
HIPAA Privacy Rule. This is not the first time 
HHS has provided guidance on the Privacy 
Rule related to an emergency situation. In 
2005, after Hurricane Katrina, HHS published 
compliance guidance in a bulletin on HIPAA 
Privacy and disclosures in emergency situ-
ations, and in 2014, in the wake of the Ebola 
outbreak, HHS issued additional guidance.7,8 

Further, HHS has created a decision tool to 
assist compliance professionals when working 
through disclosure decisions in emergency 
situations.

In addition, in response to confusion after 
the Orlando Pulse nightclub incident, the OCR 
provided clarification for covered entities, 
describing when covered entities are permit-
ted to share patient health status information, 
treatment, or payment arrangements with a 
person who is not married to the patient or is 
otherwise not a relative under applicable law. 
In January 2017, HHS clarified that the loca-
tion, general condition, or death of a patient 
may be shared with a patient’s family member, 
relative, guardian, caregiver, friend, spouse, or 
partner.9 

Penalties for non-compliance and privacy 
violations are increasing, and with the pas-
sage of the Federal Civil Penalties Inflation 
Adjustment Act of 2015, they will likely 
continue to increase in line with inflation 
annually.10,11 However, if the President declares 
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an emergency and a public health emergency 
is declared by the Secretary of HHS, sanctions 
for non-compliance with the Privacy Rule may 
be waived for a defined time period so as not 
to interfere with emergency responses to the 
incident.

Interacting with the media
Emergency situations can bring about a frenzy 
of activity inside and outside of a hospital. 
Media outlets may become interested in 
reporting on the developing story, and — in 
some cases — organizations may decide to 
hold news conferences to update the media 
and the public on the situation. In today’s 
digital age, online social media creates an 
additional layer of risk. At times, media outlets 
will use official and unofficial communication 
channels and contacts, including hospital staff, 
to obtain the latest updates in hopes of report-
ing the information first. This sometimes can 
undermine and jeopardize the privacy and 
security of patient information. Inappropriate 
access, use, and disclosure should not be toler-
ated and should be met with consequences in 
line with established organizational policies. 
Hospitals can take a few important steps to 
prepare for emergency situations that may 
require interaction with media outlets.

Understand the rules and educate staff
At all times, a patient’s right to privacy sur-
passes the media’s desire for information. 
Patients have a right to opt out of provid-
ing information that can be used for public 
release, and patients may choose not to 
authorize their information being disclosed 
or publically displayed in public records 
such as a patient directory. If a patient’s writ-
ten authorization has not been obtained or a 
patient is not able to provide written authori-
zation due to their condition, hospitals should 
take caution and seek experienced advice 
before providing information about a patient. 

In disaster situations, implementation of a 
defined protocol may provide clear procedures 
on how to handle patient health information.

Specific policies and procedures should be 
reviewed at staff meetings of specific depart-
ments, including the Emergency department, 
as part of the organization’s policy review pro-
cess. In addition to policies and procedures, 
developing other easy-access resources (e.g., 
an Emergency Department Patient Privacy 
Frequently Asked Questions brochure that 
cites various tools and resources from the 
OCR and contact information for the compli-
ance team) can assist staff in the event of an 
emergency.

Follow the established response plan
Creating, accepting, and disseminating an 
emergency response plan that details the roles 
and responsibilities of specific clinical and 
administrative teams and establishes protocols 
and company policies for interacting with the 
media are helpful proactive steps that can 
be taken to reduce the risk of PHI becoming 
compromised. Reminding staff, as part of their 
annual compliance training, of the organiza-
tion’s commitment to the confidentiality and 
security of patient information is an impor-
tant reinforcement message. So is providing 
staff with a contact person or department to 
refer media and other inquiries from those 
who do not have a legitimate need to know. 
This can be a risk-mitigating step in bring-
ing awareness to staff not directly involved 
in the emergency response plan. The physical 
security of the hospital should also be consid-
ered during these events, and staff should be 
appropriately credentialed with name badges 
for identification purposes.

Establish a spokesperson to communicate 
with the public
Assigning a spokesperson who is tasked 
with serving as the liaison to the media 
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during emergency situations can help chan-
nel inquires and requests for information. The 
spokesperson should be an individual who 
has received media training, has established 
relationships with media outlets, and has ade-
quate access to executives and clinical staff so 
that they are able to obtain accurate informa-
tion. Many times the spokesperson will be a 
member of the public relations, marketing, or 
governmental affairs staff. This individual is 
responsible for keeping the response team and 
specific leadership regularly updated about 
media activity and responses. This individual 
should work closely with the chief compli-
ance officer and have a strong understanding 
of privacy rules and requirements in order 
to safeguard patient information and protect 
against providing identifiers 
that can be linked to a spe-
cific patient.

Control the message and 
correct the record
The hospital should provide 
factual information about 
the situation, as permitted, 
without compromising a 
patient’s right to privacy. 
Organizations are not obli-
gated to respond to media inquiries. They 
may choose to intake questions and distribute 
individual responses, or hold larger briefings 
where questions may or may not be enter-
tained. The spokesperson serves an important 
role to not only provide updates, as permitted, 
but also to correct the record with respect to 
inaccurately reported information. With the 
advent of social media, instant access to news 
and the instantaneous ability of anyone in the 
public to post about an event, whether cor-
rect or incorrect, pose additional challenges. 
The spokesperson should serve as the main 
contact for inquiries related to the event and 
the patients being treated. This, at times, may 

require coordination with law enforcement 
officials.

Remind leadership and staff of company 
policies and enforce them 
At the outset of an emergency situation, 
remind staff of established protocols and com-
pany policies related to maintaining patient 
privacy and where to direct questions regard-
ing patients being treated from those without 
a need to know. Many hospitals run drills for 
events like these with their staff. Enforcing 
these policies demonstrates a strong com-
mitment to maintaining trust between the 
hospital and the public, while also setting an 
example for other employees that breaches of 
patient information will not be tolerated and 

will be handled in accor-
dance with established 
company policies and 
procedures.

Disaster situations
Disaster situations can 
be particularly chaotic. 
Situations may arise where 
patient consent cannot 
be obtained. As has been 
reinforced through mul-

tiple HHS publications, when a patient is 
incapacitated, it is up to the covered entity to 
determine if sharing this information would 
be in the patient’s interest. This is important 
guidance that is intended to empower hos-
pitals to provide critical health information 
for treatment purposes, notify loved ones 
of a patient’s general condition or death, 
inform anyone necessary to prevent or lessen 
a serious threat to a person or the public, or 
to include patient information in a facility 
directory.

It is also permissible, when circumstances 
dictate, to disclose the minimum necessary 
PHI for care and notification purposes to 

The hospital should 
provide factual 

information about the 
situation, as permitted, 
without compromising 

a patient’s right 
to privacy.



70  hcca-info.org  888.580.8373

C
om

pl
ia

nc
e 

To
da

y 
 M

ay
 2

01
8

1  Public Law 104-191 (Health Insurance Portability and 
Accountability Act)

2.  67 FR 53182 (Standards for Privacy of Individually Identifiable 
Health Information)

3.  45 C.F.R. § 164.502(a)(2) (Uses and disclosures of protected health 
information)

4.  45 C.F.R. § 164 (Security and Privacy)
5.  45 C.F.R. §§ 164.520, 164.524 (Notice of Privacy Practices)
6.  U.S. Department of Health and Human Services, Hurricane Harvey 

Bulletin: Limited Waiver of HIPAA Sanctions and Penalties During 
a Declared Emergency. Available at http://bit.ly/2wMq8V8

7.  HHS: Hurricane Katrina Bulletin: HIPAA Privacy and Disclosures 
in Emergency Situations. Available at http://bit.ly/2FDMGPJ

8.  HHS: Bulletin: HIPAA Privacy in Emergency Situations. Available at 
http://bit.ly/2HBdwnT 

9.  45 C.F.R. 164.510(b) (HIPAA FAQ). Available at 
http://bit.ly/2DwuEsw

10.  Public Law 114-74 § 701 (Bipartisan Budget Act of 2015)
11.  45 C.F.R. Part 102 (Adjustment of Civil Monetary Penalties)

disaster relief agencies, such as the American 
Red Cross, when authorized by law. 

Hospitals should establish and activate 
an incident response team so that all person-
nel who need to be aware and involved are 
included once the incident response plan has 
been activated. 

The OCR has released guidance and tools 
about the HIPAA Privacy Rule’s application 
during emergency situations. With that said, 
patient identifiers that are released should be 
done carefully so as to not be linked to a spe-
cific patient. Hospitals may tell the media the 
number of patients brought to the facility by 
gender or age group and the general cause of 
their treatment needs. The same rules under 
HIPAA apply in these disaster situations. 
Patients must provide authorization for their 
information to be used and disclosed, unless 
an exception is met, or a patient is unable to 
do so because of their condition, or if doing so 
would interfere with an organization’s ability 
to respond to the emergency, in which case, 
the hospital must obtain a patient’s authoriza-
tion as soon as practicable.

Learn and adjust
At the conclusion of a situation where an 
emergency response plan has been deployed, 
the team should debrief and gather intel-
ligence from the incident. The team should 
revisit their plans and adjust them as needed. 
This may include holding an in-service for 
response team members to walk through 
the scenario and outline barriers that were 
encountered and opportunities to overcome 
those barriers in future situations to improve 
the efficiency of the response.

Final thoughts
With careful preparation, hospitals can 
respond with confidence during emergency 

events. Central to this response is the role of 
the compliance professional prior to, during, 
and after an emergency incident. Frequent 
messaging to hospital staff (based on roles 
and responsibilities) about privacy policies 
and procedures, as well as proper response 
scenarios detailing what to do if contacted by 
the media, may assist in reinforcing the orga-
nization’s commitment to protecting patient 
information. This messaging can also be cou-
pled at the conclusion of an event where gaps 
or areas of improvement have been identified. 
Various federal and state laws and regulations 
set the ground rules for privacy compliance, 
and a close assessment of those requirements 
and protections should be undertaken when 
creating a response plan. 

This article contains general information only and 
Deloitte is not, by means of this article, rendering 
accounting, business, financial, investment, legal, tax, 
or other professional advice or services. This article is 
not a substitute for such professional advice or services, 
nor should it be used as a basis for any decision or 
action that may affect your business. Before making 
any decision or taking any action that may affect your 
business, you should consult a qualified professional 
advisor. Deloitte shall not be responsible for any loss 
sustained by any person who relies on this article.
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H ave you heard the saying, “The 
good news is, you won a federal 
contract; the bad news is, you won a 

federal contract”? As tongue-in-cheek as this 
phrase may be, it is frequently quoted when 
an organization takes that step to becoming a 
government contractor. But why is this phrase 
so accurate? The basis for this phrase can be 
traced to unique and burdensome compliance 
requirements a government contractor must 
follow. And depending on function, compli-
ance has different meanings. 

Healthcare organizations provide a myriad 
of goods and services, from pharmaceuticals 
and equipment, to administrative services. 
Many of the goods and services healthcare 
organizations provide commercially are also 
procured by the federal government and, 
to grow revenue, organizations frequently 

end up playing in the government’s 
sandbox. Generally, compliance for 
healthcare under a federal govern-
ment contract, grant, or cooperative 
agreement requires specific con-
trols to address and comply with 
Chapters I, IV, or V of Title 42 — Public 
Health of the Code of Federal 
Regulations (42 CFR).1 

Because the scope of 42 CFR addresses 
a spectrum of healthcare services and 
oversight, ranging from patient safety 
to the requirements of programs like 
Medicare and Medicaid, and Office of 
Inspector General (OIG) oversight, organi-
zations gravitate to the 42 CFR compliance 
requirements, as they should. However, 
organizations frequently don’t adapt to 
the administrative requirements unique 
to the government contracting environ-
ment beyond those found in 42 CFR. 
Unfortunately, organizations take a “we’ll 

by Noah Leiden, CPA
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 » The administrative terms and conditions incorporated into government contracts require an understanding of Acquisition 
Regulations System (48 CFR), OMB Guidance for Grants and Agreements (2 CFR), Cost Accounting Standards, and 
agency-specific supplements. 

 » Failure to comply with the federal government’s unique administrative terms and conditions can impact your organization’s 
bottom line in the future as specific audits may occur several years after award or contract completion.

Noah Leiden (Noah.leiden@bakertilly.com) is a Partner at Baker Tilly’s Government 
Contractor Advisory Services Practice in Tysons, VA. 
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figure it out later” approach to address 
challenges associated with the negotiation, 
administration, and settlement of federal 
contracts.

The administrative requirements and 
rules of the game in which the federal gov-
ernment operates are different from the 
commercial world, don’t permit a “we’ll 
figure it out later” approach, and should 
be understood by organizations prior to 
expending valuable resources pursuing or 
performing a federal contract. By not under-
standing the administrative challenges of 
a federal contract, organizations may be 
putting themselves in significant financial 
and compliance risks that far outweigh the 
benefits they initially expect.

Federal government contracting policies 
and procedures
The federal government attaches unique 
administrative clauses to its procurements 
and contracts for goods and services outside 
those of 42 CFR, and as a result, the unique 
clauses frequently get overlooked. Primarily 
originating within the Federal Acquisition 
Regulations System (48 CFR) and Office of 
Management and Budget (OMB) Guidance 
for Grants and Agreements (2 CFR), a 
wide-ranging set of clauses and require-
ments provide for the codification and 
publication of uniform policies and pro-
cedures for acquisition by all executive 
agencies.2,3 Clauses found within these 
regulations address organizational and 
contract-specific administrative require-
ments, providing the government unique 
rights and access to administrative aspects 
of organizations’ operations, which are not 
normally included in commercial arrange-
ments and many of which may arise years 
after contract performance. These adminis-
trative clauses and requirements are what is 
considered to be, for this article, “a different 

perspective of compliance,” and they carry 
additional administrative and financial 
implications.

48 CFR Chapter 1 — Federal Acquisition 
Regulation (the FAR) crosses all execu-
tive agencies, in addition to agency-specific 
acquisition regulations and requirements. 
Two supplements of note include 48 CFR 
Chapter 3 — Health and Human Services 
Acquisition Regulation (HHSAR), which 
provides specific acquisition policies and 
procedures unique to the U.S. Department of 
Health and Human Services (HHS) contracting 
activities4; and 48 CFR Chapter 2 — Defense 
Federal Acquisition Regulation Supplement 
(DFARS)5 in cases where healthcare organiza-
tions may perform contracts supporting the 
Department of Defense, such as TRICARE and 
other Defense Health Agency contracts. 

Regardless of whether organizations 
obtain revenue directly from the government, 
or through a subcontract under a federal 
prime contract, in order to avoid undesirable 
and damaging administrative and financial 
consequences, it is critical that organizations 
be knowledgeable of “other compliance” topics 
within the FAR, HHSAR, DFARS, and applica-
ble sections of 2 CFR Part 2006 that are outside 
the scope of 42 CFR. It is with this other half 
of compliance that, if not properly understood, 
can unexpectedly negate the revenue growth 
an organization hopes to obtain through gov-
ernment contracts. The following sections 
provide a high-level overview of a few of the 
more important regulations and compliance 
requirements related to federal contracts.

Key administrative regulations and provisions
The government inserts its rights and interests 
through a series of standard and contract-
specific provisions and clauses found within 
the FAR, agency supplements (i.e., HHSAR 
and DFARS), and specific OMB guidance. 
Although many of the provisions and clauses 
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are mandatory based on a range of factors, 
including agency needs, contract type, and 
the recipients’ organizational structure, others 
are discretionary. Additionally, prime contrac-
tors on federal contracts have an obligation to 
ensure the required clauses are included in 
subcontract arrangements, requiring subcon-
tract recipients to be knowledgeable of such 
clauses as well.

Whether an organization is a commer-
cial, higher education, hospital network, or 
not-for-profit entity, contracts contain unique 
compliance-related provisions and clauses 
that differ from 42 CFR. By addressing 
socio-economic programs, federal laws, and 
the negotiation, administration, and settle-
ment of government contracts, the provisions 
within FAR Part 52 and OMB guidance at 
2 CFR impose a broad range of administra-
tive requirements that, if not addressed, can 
be financially problematic to an organization. 
It is within addressing these provisions and 
clauses that a different perspective of compli-
ance arises. The balance of this article focuses 
on some common procurement regulations 
within federal contracts that can have unex-
pected consequences for an organization.

FAR 52.203-13 — Contractor Code of Business 
Ethics and Conduct
Businesses awarded federal contracts main-
tain an obligation to the public to ensure 
those contracts are administered and 
performed in a manner compliant with 
government contracting laws and regula-
tions. Depending on contract award value 
and period of performance, FAR 52.203-13, 
Contractor Code of Business Ethics and 
Conduct, requires contractors to maintain a 
code of business ethics and conduct, a business 
ethics awareness and compliance program, 
and an internal control system that facilitates 
timely discovery and disclosure of improper 
conduct. Further, and when applicable for 

federal contracts, this clause is required to be 
included in subcontract arrangements that 
meet certain conditions.

Although applicable across an organiza-
tion, FAR 3.1003 prescribes specific, internal 
control responsibilities that extend deeper 
than a code of ethics and business conduct. 
An example would include the Payment 
Clauses7 that require contractors to remit 
overpayments to the government when iden-
tified. As a result, it is critical that functions, 
such as billing and accounts receivable, main-
tain appropriate internal controls to mitigate 
associated risks. 

FAR 52.215-2 Audit and Records — Negotiation
The award of certain federal contract types 
allows the federal government under FAR 
52.215-2, Audit and Records — Negotiation, 
the right to examine and audit all records and 
other evidence sufficient to reflect properly 
all costs claimed to have been, or are antici-
pated to be incurred. For costs incurred, access 
to and examination of contractors’ records 
include books, documents, accounting proce-
dures and practices, and other data regardless 
of types or forms. For costs anticipated to be 
incurred that are associated with a proposal 
for a contract, subcontract, or modification, 
records also include computations and pro-
jections necessary to evaluate the accuracy, 
completeness, and currency of the certified 
cost or pricing data when required to be 
submitted.8 

As one can see, the reach of the govern-
ment into an organization’s records is very 
broad. Understanding and complying with the 
requirements of FAR 52.215-2 minimizes the 
potential for future conflicts and audit chal-
lenges with the government. If organizations, 
as well as subcontractors, do not maintain 
adequate records and supporting documen-
tation, the government has the authority to 
disallow otherwise allowable costs. As a result, 
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it is critical that organizations establish appro-
priate record retention controls in line with 
FAR 4.7, Contractor Records Retention, to sup-
port the allowability and allocability of costs 
claimed that are subject to audit and which the 
government is entitled to access. 

Truthful cost or pricing data 
In its procurements, the government tries to 
maximize its purchases of goods and services 
based on commercial availability, pricing, and 
competition.9 However, in situations where 
commercial items are not available, con-
tracts are procured and awarded at fair and 
reasonable prices through competitive or non-
competitive negotiated acquisitions covered in 
FAR Part 15, Contracting by Negotiation. 

When adequate price competition does not 
exist and exceptions do not apply under FAR 
Part 15, 10 USC 2306a, Cost or Pricing Data: 
Truth in Negotiations, and 41 USC Ch. 35, 
Truthful Cost or Pricing Data, the government 
is required to obtain certified cost or pricing 
data to aid in determining whether a contract 
price is fair and reasonable. These statutes, 
commonly referred to as TINA (based on the 
law’s prior title, Truth in Negotiations Act), 
are intended to put the government on a level 
playing field in contract negotiations and 
require the contractor to submit and certify to 
cost or pricing data that is current, accurate, 
and complete before award of a negotiated 
contract or modification over a certain dollar 
threshold. Incorporated into the prime contract 
through a variety of contract clauses, related 
clauses are required to be flowed down to 
subcontractors.10

The government will incorporate FAR 
52.215-2, Audit and Records — Negotiation, 
into the contract’s clauses, permitting the gov-
ernment to review data the contractor certifies 
to be current, accurate, and complete. Failure 
to comply poses financial risks to an organiza-
tion if the data submitted and certified is later 

identified as not current, accurate, and com-
plete. If review of the data by the government 
deems the data non-compliant, TINA permits 
a price adjustment remedy as well as interest 
and penalties for overpayments that resulted 
from defective cost or pricing data submitted 
to the government.11 As a result, it is critical 
for organizations to understand and comply 
with TINA when required through the devel-
opment of and adherence to sound internal 
controls. 

FAR 52.216-7 — Allowable Cost and Payment 
Federal contracts are awarded as either 
fixed-price or cost-reimbursement contracts. 
These contract types directly impact the 
reimbursement methodology.12 Although 
fixed-price contracts generally provide for a 
price not subject to adjustment, cost-reimburs-
able contracts provide for the payment of the 
contractor’s allowable and allocable incurred 
costs to the extent prescribed in the contract. 
The Allowable Cost and Payment Clause at 
FAR 52.216-7 is a unique clause associated with 
cost-reimbursable and time-and-materials (for 
reimbursement of materials) contracts address-
ing interim and final reimbursement of costs.

In federal contracting, expenses are treated 
as either direct or indirect, and allowable or 
unallowable. Direct costs are specific to a con-
tract and billable to the government when paid 
or will be paid in the ordinary course of busi-
ness by the contractor, but indirect costs are 
not specifically identifiable to a contract and 
are reimbursed on an interim basis through 
the application of provisional billing rates 
(PBRs). Whether direct or indirect, all costs 
claimed by the contractor must be allocable 
and allowable as dictated by FAR Part 31, con-
tract terms, and the organization’s accounting 
practices. 

Because PBRs are typically developed 
reflecting historical or budgeted costs, FAR 
52.216-7 requires the submission of a final 
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indirect cost rate proposal (ICP) in order to 
report actual costs incurred.13,14 The final indi-
rect rates for the period, resulting from audit 
and negotiations with the government, are 
used to “true up” indirect costs previously 
billed via the PBRs. 

In preparing the ICP, organizations must 
address specific risks that could significantly 
impact cost reimbursement and revenue. 
First, the ICP must be free of expressly unal-
lowable costs and reflect direct and indirect 
costs in accordance with established account-
ing practices.15 Second, if the ICP is not filed 
timely, the government may unilaterally 
determine the organization’s final indirect 
rates, decrementing the rates beyond what an 
audit may determine. As a result, organiza-
tions without effective internal controls over 
related accounting practices and processes 
may encounter unpleasant surprises, resulting 
in lower-than-expected indirect rates, because 
claimed indirect costs are deemed unallow-
able, claimed indirect costs are determined to 
be direct in nature, or unilaterally determined 
rates are significantly lower than actual.

FAR 52.242-3 — Penalties for 
Unallowable Costs
As discussed above, the government will not 
reimburse for costs it deems unallowable per 
the contract or FAR Part 31. All unallowable 
costs must be removed from the PBRs as well 
as the proposed indirect rates in the ICP.16,17 In 
the case of the ICP, contractors are required 
to certify under FAR 52.242-4, Certification of 
Final Indirect Costs, all costs included in the 
ICP to establish final indirect cost rates are 
allowable and the proposal does not include 
any costs that are expressly unallowable. 
To enforce this requirement, FAR 52.242-3, 
Penalties for Unallowable Costs, permits pen-
alties to be imposed on contractors where 
unallowable indirect costs are identified in a 
final indirect cost rate proposal.

If the unallowable cost is determined by 
the government to be expressly unallowable 
under the FAR or an agency supplement, the 
organization will be assessed a penalty equal 
to the amount of the disallowed cost allocated 
to the contract plus interest on the amount the 
contractor was paid in excess of the amount to 
which the contractor was entitled. If the gov-
ernment determines that a cost submitted was 
previously determined to be unallowable, the 
organization will be assessed a penalty in an 
amount equal to two times the amount of the 
disallowed cost allocated to the contract.18 

Accounting records utilized to prepare 
the ICP and develop the final indirect cost 
rates may be generated throughout the orga-
nization, sometimes within cost centers or 
departments varying in federal and commer-
cial customer bases. It is therefore critical that 
parties incurring and entering costs within 
an organization understand allowability cri-
teria, so proper classification and treatment of 
costs can occur. Not incorporating front-end 
controls, such as training and point-of-entry 
expense screening, may lead to challenges 
during the ICP process and significantly 
increase the risk of unallowable costs being 
included in the final proposed indirect rates. 

Cost Accounting Standards
The Cost Accounting Standards (CAS) are a 
set of accounting concepts identified within 
19 standards developed to achieve uniformity 
and consistency for the measurement, assign-
ment, and allocation of costs.19 Organizations 
subject to CAS must establish compliant cost 
accounting practices for use in estimating, 
accumulating, and reporting costs in connec-
tion with the pricing and administration of 
negotiated federal contracts and subcontracts.20 
The premise behind CAS is, once an organi-
zation establishes compliant cost accounting 
practices, those accounting practices must be 
consistently followed. 
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Although it is often misconstrued that 
the organization is covered by CAS, the 
individual contract is where CAS cover-
age applies. Assuming the contract contains 
FAR 52.230-2, Cost Accounting Standards, 
or FAR 52.230-3, Disclosure and Consistency 
of Cost Accounting Practices, and there are 
no exemptions, contracts will be subject to 
modified coverage or full coverage based on 
procurement characteristics, award values, 
and timing.21 Modified CAS-covered contracts 
are subject to only four of the cost accounting 
standards; contracts subject to full CAS cover-
age must comply with all 19 cost accounting 
standards and submit a CASB Disclosure 
Statement that provides a description of the 
organization’s cost accounting practices and 
procedures.22 

Once an organization establishes compli-
ant cost accounting practices, it is critical such 
practices are consistently followed. Simple, yet 
frequent, examples of non-compliance include 
a specific cost being charged as direct in the 
organization’s disclosed accounting practices, 
but being charged to the government as indi-
rect, or the cost associated with a function or 
activity being charged as both direct and indi-
rect within the organization. 

Not following disclosed accounting prac-
tices or not complying with the standards 
can lead to an administrative process that, 
depending on the basis for change, may have a 
significant impact on the organization’s bottom 
line. When a change or non-compliance in 
an accounting practice occurs and results in 
lesser costs being allocated to a contract and 
increased costs to the government, the govern-
ment is entitled to recover the increased costs 
plus applicable interest.23 

Final thoughts
The illustrative regulations discussed above 
provide healthcare organizations with a dif-
ferent type of compliance to be considered 

when doing business with the government, 
the application and requirements of which 
differ based on contract type. To some extent, 
these regulations are the responsibility of 
a select population within an organization, 
with little-to-no knowledge by others. The 
bottom line is, the government expects every 
organization it contracts with to maintain 
internal controls and systems to address the 
regulations associated with specific contract 
types in order to play in its sandbox. As a 
result, it is important that the organization 
not only knows what they signed up for, but 
every employee whose costs may directly or 
indirectly find a way into the contract knows 
as well. If adequate attention is not paid to the 
other half of compliance, the additional reve-
nue an organization anticipates receiving from 
adding government contracts to its portfolio 
may be threatened. 

1.  Code of Federal Regulations (CFR) Title 42 Federal Acquisition 
Regulations System 

2.  CFR Title 48 Federal Acquisition Regulations System
3.  CFR Title 2 Grants and Agreements
4.  Health and Human Services Acquisition Regulations (HHSAR). 

Available at http://bit.ly/2GbcyBH 
5.  Defense Federal Acquisition Regulation Supplement (DFARS). 

Available at http://bit.ly/2pxmKuT
6.  2 CFR 200 – Uniform Administrative Requirements, Cost Principles, 

and Audit Requirements for Federal Awards. Available at 
http://bit.ly/29I6fWE

7.  48 CFR § 52.212-4(i)(5) Contract Terms and Conditions – Commercial 
Items 

8.  48 CFR § 52.215-2(b) and (c) Audit and Records – Negotiation
9.  48 CFR § 7.102(a) & (b)Acquisition Plans - Policy 
10.  48 CFR § 52.215-12 and 13 Subcontractor Certified Cost or Pricing 

Data; Subcontractor Certified Cost or Pricing Data – Modifications 
11.  48 CFR § 52.215-10(d) and 11(e) Price Reduction for Defective 

Certified Cost or Pricing Data and Modifications
12.  48 CFR § 16.101(b) Selecting Contract Types - General 
13.  48 CFR § 42.704(b) Billing Rates
14.  48 CFR § 52.216-7(d) Allowable Cost and Payment
15.  48 CFR § 52.242-4 Certification of Final Indirect Costs 
16.  48 CFR § 42.704 Billing Rates 
17.  48 CFR § 52.242-4 Certification of Final Indirect Costs 
18.  48 CFR § 42.709-1(a)(1) and (2) Penalties for Unallowable Costs 
19.  48 CFR § 9901.302 Authority 
20.  48 CFR § 9901.306 Standards Applicability 
21.  48 CFR § 9903.201-1 CAS Applicability 
22.  48 CFR § 9903.201-2 Types of CAS Coverage 
23.  48 CFR § 52.230-6 Administration of Cost Accounting Standards
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A lthough training may appear to be 
straightforward to most healthcare 
leaders, the effectiveness of follow-

up is anything but clear-cut. There is an 
investment of resources, cost per employee, 

supplies, test fees, and lost rev-
enue in terms of time away from 
the employees’ current job duties 
when a hospital allows long-term 
instructional courses to be offered 
during regular business hours. If 
the hospital is going to offer their 
employees 20, 40, or even 80 hours 
of instruction, management wants 

to know if the training was effective. After 
training is completed, the primary focus is on 
the individual employee’s behavior. Did the 
employees learn the material, and can they 
use it effectively in their current or future 
role? If, at the end of the training program, 
there is a certification test, the goal is to have 
all the trainees pass. If there is no official cer-
tification test, management stills want some 
type of assurance that the employees have 

learned the course material, and they know 
how to apply it. How does management gain 
that assurance?

Years ago, training evaluation focused 
on “after the fact” reporting. It’s quick and 
numbers-based (i.e., completion rates, atten-
dance participation, and due date tracking), 
but this is just reporting on efficiency and 
operational activities. It’s not evaluating the 
training’s effectiveness. 

Measuring the training’s effect
The HCCA-OIG Measuring Compliance 
Program Effectiveness: A Resource Guide,1 issued 
in March 2017, provides ideas on what to mea-
sure and how to measure the effectiveness 
of an organization’s compliance program. 
Because training is a part of an effective com-
pliance program, the ideas offered can be 
applied to all types of training. 

The Resource Guide measurement 
tips to evaluate the effectiveness of compli-
ance education include: 

 · A review of the organization’s documents 
to determine if the organization has 
established a method for evaluating the 
effectiveness of the program;

by Joette P. Derricks, FACMPE, CHC, CPC, LSSGB

Evaluating your training 
effectiveness

 » Review ways to measure compliance effectiveness training.
 » Understand how a knowledge survey works.
 » Develop metrics that support your underlying training objectives.
 » Select metrics that are not counterproductive to your goals.
 » Realize that training programs may fail for various reasons, including the underlying culture.

Joette Derricks (jpderricks@gmail.com) is CEO at Derricks Consulting, LLC, in 
Hunt Valley, MD.    /bit.ly/in-JoetteDerricks    @JoetteD  

Derricks
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 · A review of post-training incident logs 
to determine if employees’ behavior has 
changed because of the training;

 · The use of post‐training tests or evalua-
tions that include employee feedback and 
subsequent modifications of the training 
material, if needed; and 

 · The use of a knowledge survey post-train-
ing and up to six months after the training.

Effectiveness requires one to validate the 
results in a meaningful way to determine 
whether the employees learned the material or 
not. If not, technical assistance or other assis-
tance may be provided before the participant 
moves on to the next subject or more advanced 
training modules. Training is always done 
with specific objectives. Validating through 
measurable metrics based on the specific 
objectives gives leaders the answers they need 
regarding the training’s effectiveness.

Most professional associations that offer 
some type of certification maintain data on 
their pass/fail rate and, at times, will hold that 
data tight rather than release it through their 
website or other means. If the association’s 
training curriculum states that 70% of trainees 
who attend the full course pass the certifi-
cation exam the first time they take it, the 
hospital’s management has a basic fact-finding 
benchmark to use to judge the success of their 
training. If ten employees were in the course 
and only four passed the certification test, the 
results are below the benchmark, and leaders 
need to dig deeper into the why. When partici-
pants do not learn what was intended from the 
training, it should prompt the training mate-
rial to be revised or the instructor to deploy a 
different training methodology. If the training 
material has generated the desired results with 
other instructors, perhaps it is the instructor, 
rather than the students, who requires addi-
tional mentoring or training. 

Evaluating the instructor
Acquiring knowledge from experts (i.e., 
instructors) is not always an easy task. The 
instructor may be an expert in the field, but 
may not know how to coherently share their 
knowledge. The instructor being tested may 
have displayed a distinct set of behaviors 
when they were observed or interviewed, 
but not when they were teaching. At times, 
there can be interpersonal communication 
factors that may affect the instructor’s abil-
ity to properly relay the knowledge to the 
employees/students. 

Let’s assume the following:
 · The training objectives are sound and 

specific. 
 · The training material is accurate, complete, 

and easy to follow.
 · The instructor is knowledgeable and a 

proven teacher.

Too often, the poor outcome is brushed off 
as a fluke. Often, organizations may hand the 
participants a course evaluation form when 
the training is over. It is an effortless way to 
get feedback, but it is not the best way to mea-
sure the training’s effectiveness. Frequently, 
course evaluation forms are focused on mean-
ingless items, with questions on the length 
of the program, the temperature in the room, 
and whether the donuts were fresh. Some 
organizations have moved these post-training 
feedback evaluations to a new level, a level 
in which the content of the training is evalu-
ated with an assessment as to whether the 
participant knows more about the subject after 
training than before.

Choosing the metrics
What management needs to know is if the 
training material is retained for longer than 
the time it takes to fill out the post-training 
evaluation form. Commonly referred to 
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as knowledge assessment, the goal is to 
measure knowledge retention long beyond 
the “pass the test” phase — at least six 
months after the training event. The draw-
back for a knowledge assessment tool is it 
requires time to develop an effective pre-
and post-assessment. When the long-range 
objective is to affect behavior, passing the 
test, whenever it is given, does not guar-
antee the knowledge is going to be used 
by the employees when they are perform-
ing their daily duties. In fact, research by 
Robert Brinkerhoeff of Western Michigan 
University, found that a lot of the training 
that is successfully delivered and confirmed 
by knowledge assessments does not get 
used at all or declines over time when not 
practiced or routinely used. Brinkerhoeff 
advocates that the real test is how well the 
organization uses the training to get busi-
ness results.2

What metrics do you use to evaluate 
your training effectiveness? There are no set 
metrics to use to measure an organization’s 
training effectiveness. What is important 
is that any metrics selected must be mean-
ingful, decided on prior to the training 
event, and tracked over set time periods. It 
is important for Operations, Compliance, 
and Human Resources to agree on the met-
rics and how to report them to leadership 
to avoid overreaction to the data. The data 
alone provides little value. Its interpreta-
tion is a key factor, because it may include a 
root cause analysis to a known or unknown 
problem or lead to improvements in both 
additional training programs, operations, 
and the overall culture of the organization.

One thing to avoid in selecting the met-
rics is to inadvertently incentivize negative 
behavior. For example, it would be coun-
terproductive to measure the increase in 

coding productivity without factoring in 
the quality of the work following a train-
ing program on new CPT or ICD-10 codes. 
When designed, managed, and tracked 
properly, metrics are a valuable tool to help 
determine the effectiveness of your training 
programs.

Conclusion
When your basic fact-finding numbers 
indicate the training is not working, (i.e., 
six out of ten participants fail the exam), 
what action should leaders take? The easy 
answer is to label the training as inef-
fective, whether it was due to the design 
of the program or the instructor’s skill 
set. The tougher answer may be assess-
ing whether the failure of the training is a 
symptom that the organization’s culture is 
not in tune with the training objectives. A 
well-designed pre/post knowledge assess-
ment process would validate that the stated 
training objectives and programs designed 
for all employees, such as compliance train-
ing, were not only ineffective, but also 
identify why the training did not accom-
plish the desired behavior downstream. The 
root cause might be that management does 
not behave in a manner that demonstrates 
compliance is important to them, result-
ing in a misalignment between the specific 
training objectives and the reality of what 
is, rather than what the organization wants 
to pretend it is. In such a case, the outcome 
will not only be poor training metrics, but 
also overall poor compliance effectiveness 
throughout the organization. 

1.  HCCA-OIG Compliance Effectiveness Roundtable: Measuring 
Compliance Program Effectiveness: A Resource Guide. January 2017. 
Available at http://bit.ly/2nFBFCZ

2.  Robert O. Brinkerhoff: “Maximizing the Value of Learning & 
Development” slide deck. Available at http://bit.ly/2FZ6D2y
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Financial reimbursement in healthcare 
entails lots of pressure, which can lead 
to or result in a false claim or false claim 

activities. “A false claim can take many forms, 
the most common being a claim for goods or 
services not provided or provided in viola-
tion of contract terms, specification, statute or 

regulation.”1 Understandingly, elimi-
nating healthcare fraud, waste, and 
abuse remains a top priority for the 
federal government. Simply review 
the Office of Inspector General (OIG) 
annual and semi-annual reports, and 
you’ll see that we are talking about 
billions of dollars that are labeled 

“fraud, waste and/or abuse.” Don’t forget that 
a false claim can occur in many sectors and 
settings of healthcare. Certainly the clinical 
codes that drive reimbursement put added 
importance and attention on having a coding 
compliance and ethics program in place.

For those who work in clinical coding 
and/or are coding professionals, their work 
is often under a microscope, and for good 
reason — numerous risk areas surround docu-
mentation and coding. Volumes of rules and 
guidelines must be followed, which often are 
open to interpretation. The April 2017 report 
from Crowe Horwath titled, “20 of the Top 
Risk Areas in Healthcare,”2 included these risk 
areas related to clinical coding:

 · Clinical Documentation Improvement 
(CDI)

 · Billing and collections 
 · Inpatient coding
 · Charge capture
 · Physician practice coding and billing

When we know the risk areas and/or 
potential risks, we can start with the seven key 
compliance elements3 and see if they are in 
place before diving into the coding compliance 
program/plan: 

 · Standards of Conduct
 · Compliance Officer and Board/Committee
 · Education

by Gloryanne Bryant, RHIA, CDIP, CCS, CCDS

Coding compliance and ethics: 
Make it work and be effective

 » Healthcare compliance and coding compliance are directly linked and support each other.
 » There are 11 principles that make up the foundation of the ethical coding standards.
 » Developing a coding compliance program/plan is not just paper; it is taking action and being effective also.
 » Being open and engaging, plus having transparency, can greatly help your effectiveness and success.
 » Compliance leadership should work closely with HIM Coding leadership and use the OIG resources and targets to help guide 
your efforts.

Gloryanne Bryant (gloryanneb@sbcglobal.net) is Executive Director and 
Consultant at HIM Coding in Grass Valley, CA. and is also an AHIMA-approved 
ICD-10-CM/PCS trainer. 

Bryant
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 · Auditing and Monitoring
 · Reporting and Investigations
 · Enforcement and Discipline
 · Response and Prevention

These elements should be a foundational 
guide for any and every healthcare organi-
zation, company/system, practice, hospital, 
clinic, etc. The seven elements can then be 
built into a coding compliance program 
and/or plan to outline the effort and work to 
be carried out.

Last year, the healthcare community and 
industry received a wonderful resource guide, 
“Measuring Compliance Program Effectiveness; A 
Resource Guide” from the HCCA and OIG.4

The resource guide contents include the 
following:
1. Standards, Policies, and Procedures
2. Compliance Program Administration
3. Screening and Evaluation of Employees, 

Physicians, Vendors and Other Agents
4. Communication, Education, and Training 

on Compliance Issues
5. Monitoring, Auditing and Internal 

Reporting Systems
6. Discipline for Non-Compliance
7. Investigations and Remedial Measures

This effectiveness guide goes into great 
detail to assist the compliance industry and 
compliance professionals. As such, there is 
a wealth of information that can improve 
and/or enhance healthcare compliance.

Having a Code of Ethics is extremely ben-
eficial for the workplace and for the coding 
area. The American Health Information 
Management Association (AHIMA) 
Code of Ethics5 for the Health Information 
Management (HIM) arena includes coding 
and serves seven purposes:
1. Promotes high standards of HIM practice.
2. Identifies core values on which the HIM 

mission is based.

3. Summarizes broad ethical principles that 
reflect the profession's core values.

4. Establishes a set of ethical principles to 
be used to guide decision-making and 
actions.

5. Establishes a framework for professional 
behavior and responsibilities when pro-
fessional obligations conflict or ethical 
uncertainties arise.

6. Provides ethical principles by which the 
general public can hold the HIM profes-
sional accountable.

7. Mentors practitioners new to the field 
to HIM's mission, values, and ethical 
principles.

Ethical behavior is one area that certainly 
has come under scrutiny in Hollywood, poli-
tics, and the corporate business world. An 
ethical culture is created by an organization's 
leaders who manifest their ethics in their atti-
tudes and behavior.6 

Thus, now is the time to look closely at 
the Coding profession and, in addition to the 
AHIMA Code of Ethics, use the December 
2016 AHIMA Standards of Ethical Coding.7 The 
standards now include definitions that provide 
terminology consistency and clarity without 
needless repetition in the standard itself.

For example, the section on coding-related 
activities includes selection, research, and 
completion of code assignment, querying, 
other health record data abstraction, data ana-
lytics and reporting with codes, coding audits, 
remote coding, and coding educational activi-
ties and functions. In addition, the portion 
on data includes all healthcare data elements, 
including clinical, demographic, and financial.

Eleven principles make up the foundation 
of the ethical coding standards:
1. Apply accurate, complete, and consistent 

coding practices that yield quality data.
2. Gather and report all data required 

for internal and external reporting, in 
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accordance with applicable requirements 
and data set definitions.

3. Assign and report, in any format, only 
the codes and data that are clearly and 
consistently supported by health record 
documentation in accordance with appli-
cable code set and abstraction conventions 
and requirements.

4. Query and/or consult, as needed, with 
the provider for clarification and addi-
tional documentation prior to final code 
assignment in accordance with acceptable 
healthcare industry practices. 

5. Refuse to participate in, support, or change 
reported data and/or narrative titles, bill-
ing data, clinical documentation practices, 
or any coding-related activities intended to 
skew or misrepresent data and their mean-
ing that do not comply with requirements. 

6. Facilitate, advocate, and collaborate with 
healthcare professionals in the pursuit 
of accurate, complete and reliable coded 
data and in situations that support ethical 
coding practices.

7. Advance coding knowledge and practice 
through continuing education, including 
but not limited to meeting continuing edu-
cation requirements.

8. Maintain the confidentiality of protected 
health information in accordance with the 
Code of Ethics.

9. Refuse to participate in the development 
of coding and coding-related technology 
that is not designed in accordance with 
requirements.

10. Demonstrate behavior that reflects integ-
rity, shows a commitment to ethical and 
legal coding practices, and fosters trust in 
professional activities.

11. Refuse to participate in and/or conceal 
unethical coding, data abstraction, query 
practices, or any inappropriate activities 
related to coding, and address any per-
ceived unethical coding-related practices.

A closer look at Standard #1 (Apply accu-
rate, complete, and consistent coding practices 
that yield quality data) shows it states the 
following: 

Coding professionals shall: 
1.1. Support selection of appropriate diagnostic, 

procedure, and other types of health service 
related codes (e.g., present-on-admission indica-
tor, discharge status). 

1.2. Develop and comply with comprehensive 
internal coding policies and procedures that are 
consistent with requirements. 

 Example: Develop internal policies and proce-
dures for the coding function such as Facility 
Coding Guidelines that do not conflict with the 
Requirements and use as a framework for the 
work process, and education and training is 
provided on their use. 

1.3. Foster an environment that supports honest 
and ethical coding practices resulting in accu-
rate and reliable data. 

 Example: Regularly discussing the standards of 
ethical coding at staff meetings. 

 
Coding professionals shall not: 
1.4. Distort or participate in improper preparation, 

alteration, or suppression of coded information. 
 Example: Assigning diagnosis and/or procedure 

codes based on clinical documentation not rec-
ognized in requirements (as defined above in 
the definitions). 

1.5. Misrepresent the patient's medical conditions 
and/or treatment provided, are not supported 
by the health record documentation. 

 Example: Permitting coding practices that 
misrepresent the provider documentation for a 
given date of service or encounter such as using 
codes from a previous encounter on the cur-
rent encounter (except with bundled payment 
models or other methodologies). 

Take the ethical coding standards docu-
ment (for AHIMA members only; check 
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with your HIM coding director for access): 
http://bit.ly/2GcQ975, and read through all 11 prin-
ciples and the sub-elements for each with 
your coding HIM leadership. Then share the 
principles with others in the Revenue Cycle 
department/team, in Risk Management, in 
Clinical Documentation Improvement (CDI), 
your internal and external audit staff/teams, 
and with your Legal and Compliance depart-
ments. Annually, have your coding leadership 
and staff review the Standards, even include 
the Standards in your employee orientation 
process.

I would strongly recommend taking the 
OIG Seven Elements of Compliance Program 
Guidance, the AHIMA Code of Ethics, and the 
Standards of Ethical Coding and using them to 
develop a coding compliance program/plan. 
Then interject the OIG/HCCA Measuring 
Compliance Program Effectiveness elements 
to complete the task and ensure action-
able results for your coding compliance 
program/plan.

An example of a simple, effective ele-
ment would be for your coding compliance 
program to include a validation process for 
coding credentials and ensure the employees 
maintain the educational requirements of 
those credentials. Keep a file with copies of 
credential certificates and continuing educa-
tion credits. Compare the type of credential 
to the work being performed. And finally, 
check the job descriptions to validate that the 
credential requirements are actually being 
met. If you use third-party vendors, the above 
checks and balances also need to be con-
ducted and in place for them. 

Through your coding compliance pro-
gram, you can expand the functions to 
include effectiveness elements and compo-
nents. Being open and engaging, plus having 
transparency, can greatly help your effec-
tiveness and success. Once the program is 
in place and operational, assess the overall 
coding compliance program effectiveness 
at least every two years to ensure success 
and desired outcomes are being achieved. 
This assessment may be done by an external 
resource and would include interviews with 
staff as well. 

Conclusion
Making your coding compliance program 
work and ensuring it is effective takes 
strength and courage, plus knowledge of the 
coding profession. Remember and promote 
the quote from the Rev. Dr. Martin Luther 
King, “The time is always right, to do what 
is right.” For compliance and coding compli-
ance, these are words that help direct and 
move us in the ethical direction. 

1.  The False Claims Act, Senate Report No.99-345 at 9, reprinted in 1986 
U.S.C.C.A.N. 5266, 5274. Available at http://bit.ly/2FGonkc

2.  Sarah A. Cole: “20 of the Top Risk Areas in Healthcare” Crowe 
Horwath, April 18, 2017. Available at http://bit.ly/2DvwBW7

3.  HHS, Office of the Inspector General: Compliance Guidance. 
Available at http://bit.ly/2kZMqx1

4.  HCCA-OIG Compliance Effectiveness Roundtable: “Measuring 
Compliance Program Effectiveness — A Resource Guide” 
March 27, 2017. Available at http://bit.ly/2nFBFCZ

5.  AHIMA Code of Ethics. Available at http://bit.ly/2HCTcCD
6.  Michael McMillan: "Codes of Ethics: If You Adopt One, Will They 

Behave?" Enterprising Investor, February 20, 2012. Available at 
http://cfa.is/2FZ6fRE

7.  American Health Information Management Association 
(AHIMA): Revised Standards of Ethical Coding. May 2017. Available 
at http://bit.ly/2qWFVxG 



The Health Care Compliance 
Professional’s Manual gives you all the 
tools you need to plan and execute a 
customized compliance program that 
meets federal standards.

THE HEALTH CARE COMPLIANCE 
PROFESSIONAL’S MANUAL

• Draft your own compliance policies that will form 
the basis for your organization’s program 

• Develop and reinforce a solid infrastructure, 
including guidelines for hiring the right personnel

• Perform risk assessments within your program to 
help you uncover possible areas of risk

• Design an effective education program that instills 
the importance of compliance

• Keep continually up-to-date with the latest 
regulatory changes, including practical coverage of 
federal and state laws

STAY UP TO DATE WITH THE MANUAL’S 
SUBSCRIPTION SERVICE:

• Hard-copy subscribers receive 
quarterly updates

• Internet subscribers receive updates 
as soon as they are issued

hcca-info.org/books or call 888.580.8373

The Manual shows you how to:

Get your copy today:

Available in print or as a searchable, printable internet service

USED BY HCCA FOR ITS 
COMPLIANCE ACADEMY

hcca-2018-03-healthcare-comp-manual-ct-insert-2pg.indd   1 2/6/18   2:53 PM
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Congratulations, 
newly certified designees!

Achieving certification required a diligent effort by these individuals. Certified individuals promote organizational 
integrity through the development and operation of effective healthcare compliance programs.

CCB offers these certifications: Certified in Healthcare Compliance (CHC)®, 
Certified in Healthcare Compliance Fellow (CHC-F)®, Certified in Healthcare 
Research Compliance (CHRC)®, and Certified in Healthcare Privacy Compliance 
(CHPC®). To learn more, please contact us at ccb @ compliancecertification.org, 
visit compliancecertification.org, or call 888.580.8373.

Certified in Healthcare Compliance (CHC)®

 · Spencer E. Alexander
 · Maureen Amaral
 · Catherine Argumedo
 · Stephanie Belue
 · Rebecca Beyer
 · Rachael Burlingame
 · Terri W. Cammarano
 · Joyce Caramella
 · Eric Christensen
 · Brenda C. Clark
 · Scott M. Clark
 · Natasha E. Cogdill
 · Tracy Connor

 · Lindsey Crabtree
 · Toni C. Daniel
 · Lisa R. Denney
 · Eric Dodsley
 · Alek Drexler
 · Donna Fone
 · Jeffrey Frayer
 · Chanelle Gamble
 · Brittany L. Geary
 · Jennifer M. Glenn
 · Allison Glueck
 · Matthew Gomez
 · Dan Hiser

 · Pamela D. Jackson
 · Simone C. Johnson
 · Courtney W. Landy
 · William A. May
 · Wanda McClatchy
 · Alysa Medina
 · Ravi Mehta
 · Douglas E. Miller
 · Heather Mills
 · Phil Nieri
 · Kaitlyn Oakley
 · Nyrelle Patten
 · Angela Persky

 · Andra M. Popa
 · Philip Ramirez
 · Andrew J. Reitz
 · Veneta Rodrigues
 · Marvin Sanders
 · Judy Sarles
 · Tauri Schow
 · Melaney Scott
 · Veronica Slaughter
 · Angela Sorbelli
 · JoAnn M. Stevens
 · Katrina Straight
 · Shibaanee D. Sumeshwar

 · Hannah Surh
 · Stephanie Tasker
 · Craig J. Thomas
 · David Tulbert
 · Andy Wallace
 · Mary K. Wickens
 · Celeste Williams
 · Clarence Wilson
 · Candace M. Wood
 · Allison Yau
 · Megan Yelorda
 · Barbara Zabawa
 · Pat Zawko

Certified in Healthcare Privacy Compliance (CHPC®)
 · Catherine Biddle
 · Shane Carter

 · Daphne Copenhaver
 · James D. DeGloria

 · Lindsey Green
 · Christina G. Matsiga

 · Deb Snow

Certified in Healthcare Research Compliance (CHRC)®

 · John W. Barker  · Karen Habercoss  · Kathleen Wilcox



Want to become

BE RECOGNIZED  
for your experience and knowledge!

For more details on earning and maintaining this designation,  
please find the CHC  Candidate  Handbook   or other information  
at compliancecertification.org under the “CHC” tab.

More questions? Email ccb@compliancecertification.org .

Hear from 
your peers 

Matt Padelli, CHC, CFE 
Sr. Compliance Analyst 
East Region Compliance Team 
UnitedHealthcare Community & State  
Connecticut

Why did you decide to  
get certified?
I decided to get certified for the chal-
lenge of becoming a Compliance 
professional. The material required to 
review for the exam allowed me learn 
a great deal along with finding new 
resources to assist with my day-to-day 
activities. 

How do you feel that having 
the CHC certification has 
helped you?
I feel the certification has helped me 
by the recognition that it holds from my 
peers and leadership. Having the CHC 
designation allows me to stand out in 
the crowd. 

Would you recommend 
that your peers get certified?
I would recommend getting certified if 
you want to become recognized as a 
Compliance professional.

The Certified in Healthcare Compliance (CHC)® 

designation demonstrates expertise in the  
healthcare compliance field. Earn yours today:

• Meet eligibility requirements in both  
work experience and continuing education

• Pass the CHC exam

• Maintain your designation by earning 
approved continuing education units

Certified in Healthcare  
Compliance (CHC)®?
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HCCA welcomes NEW MEMBERS
ALABAMA

 · Susan McMullen, DCH Health System

ALASKA
 · Teresa Bivens, Kenaitze Indian Tribe
 · Debbie Davey, Cross Road Health Ministries, Inc
 · Crystal Gilmore, Geneva Woods Health Supplies 

Alaska LLC

ARIZONA
 · Sabine Brelin, United Cerebral Palsy of Central 

Arizona
 · Liza Dejesa-Jamanila, Fujifilm Medical Systems 

USA, Inc
 · Michelle Duhe, Tenet Health
 · Becca Hansen, Yavapai Regional Medical Center
 · Francisco Leon, Blue Cross and Blue Shield of 

Arizona Advantage
 · Carin Mates, FTI Consulting Health Solutions
 · Jason Rentscheler, Solera Health Inc
 · Cindy Richardson
 · Melissa Richardson, PMDRX
 · Kathleen Ross, Blue Cross Blue Shield Arizona 

Advantage
 · Terri Ruhter, Kindred Healthcare
 · Monica Snyder, Crisis Response Network
 · Krisza VitoCruz, Solera Health Inc

ARKANSAS
 · Charles Fairchild, Centene Corporation

CALIFORNIA
 · Tracie Acosta, AmerisourceBergen
 · Tamara Artman, Sutter Health
 · Jennifer Baldwin, Kaiser Permanente
 · Iris Barrera-Daily, Dignity Health-Glendale Memorial 

Hospital
 · Jeffrey Bergen, Cedars-Sinai Health System
 · Roxana Blades, Institute on Aging
 · Sondra Boddy, Thermo Fisher Scientific
 · Allie Braun, Scripps Health
 · Jenny Chalifoux, Kings County Behavioral Health
 · Renee Chiea, Anthem Blue Cross
 · Angie Coffman, Dignity Health MSO
 · Martha Cortez, Los Angeles County-DHS
 · Colette Crannell, Dignity Health
 · Yvonne Dutra, Tenet Health
 · Maria Evans, VARIS LLC
 · Laura Fong, UCLA Health System and David Geffen 

School of Medicine
 · Elizabeth Foster, Sutter Delta Medical Center
 · Ruben Gabriel, Monterey County Behavioral Health
 · Ryan Galli, Desert Oasis Healthcare
 · Joanne Gerhards, Dignity Health
 · Melissa Guerrero, Satellite Healthcare
 · Russell Harder, Deloitte
 · Brooke Haynes, Sutter Health
 · Nancy Hiteshew, Mark Twain Medical Center
 · Judy Hong, BRI
 · Miley Imlach, Owens Healthcare
 · Serena Khaira, Marina Village Medicine
 · Jennifer Kortz
 · Jane Lenz, JL Compliance Consulting
 · Mary Lourdes Leone, Calviva Health
 · Jennifer Lorge, Community Care Health Plan
 · Brett Lund, Genoptix
 · Arlene Luu, MedPro Group
 · Michael Mays, Molina Healthcare, Inc
 · Eric Mok, SCAN Health Plan
 · Leslie Nelson, Dignity Health
 · Julie Parrish, Orange County Hospice
 · Heena Patel, Solano County
 · Hannah Porter, Adventist Health Clear Lake
 · Lucero Robles, Monterey County Behavioral Health

 · Christopher Schenk, Dignity Health
 · Stephanie Shaner, Kaiser Permanente
 · Sandra Sramek, Optum 360
 · Laura Vail, AltaMed Health Services
 · Kandice Voelker, San Francisco Health Plan
 · Roxanne Washington, Cedars-Sinai Health System
 · Hollie Wehrle, Ludi Inc
 · Kimberly Wilson, AltheaDx, Inc
 · Megan Yelorda, Stanford Health Care

COLORADO
 · Bridgett Jabour, Southwest Health System
 · Douglas Larner
 · Sandra McCarthy, Hall Render Killian Heath & 

Lyman PC
 · Brian Sullivan, Centura Health St. Anthony Hospital
 · Kårrey Terry
 · Rebecca Tingstrom, Synergist Medical Management

CONNECTICUT
 · Rafael Avila, Whitney Center
 · Olivia Esposito, Hartford Healthcare

DELAWARE
 · Clare Thomas, St. Francis Healthcare

FLORIDA
 · Sara Bridges, Department of Veteran Affairs
 · Crystal Bucciarelli, Chapters Health System
 · Jennifer Cipriani, Bettinger, Stimler & Associates
 · Monica Cruz, CIGNA Corporation
 · Christopher Cuellar, Broward Health
 · Maria-Teresa de Cespedes, Ohana Health Initiative
 · Kelly Dean, Florida Cancer Specialists
 · Colleen Doris, Quinnipiac University
 · Christina Drinkwater, Gottlieb
 · Christina Garcia, Tenet Health
 · Krista Gibbons, America's 1st Choice
 · Barbara Goding, Health Integrated
 · Jennifer Hambly, Florida Hospital Medical Group
 · Melissa Justice, Integrity Health Care Systems
 · Kelli Newman
 · Tracy Olsten, Gottlieb
 · Alexandria Perry-Ingram, Centene Corporation
 · Leisha Peters, Tenet Health
 · Cathrine Poteet, Parrish Medical Center
 · Mounira Ragsdale, Coastal Behavioral Healthcare, 

Inc
 · Lisa Ruggiero, Change Healthcare
 · Eric Sullivan, Integrity Health Care Systems
 · Timothy Sullivan, Integrity Health Care Systems
 · Ingrid Velasquez, Global TPA

GEORGIA
 · Amy Barbieri, Vital 4 Data
 · Patrick Bastar, Vital 4 Data
 · Elitsa Evans, Change Healthcare
 · Beth Friedman, Agency Ten22
 · Katia Grow, Carestream Dental LLC
 · Jessica Hatton, Implantable Provider Group
 · Ryan Kerr, Arnall Golden Gregory, LLP
 · John McMullan, Life Care Centers of America
 · Madison Pool, Arnall Golden Gregory LLP
 · Kristin Stafford, Vital4 Data
 · Monty Telford, Shepherd Center
 · Susana Tuttle, Implantable Provider Group
 · Jennifer Tyler, Arnall Golden Gregory

HAWAII
 · Rory Kaneshiro, University of Hawaii
 · Margaret Leong, Hawaii Health System Corporation

IDAHO
 · Teresa McClure, The Evergreen at NorthPoint

ILLINOIS
 · Laura Doty, Decatur Memorial Hospital
 · Sheri Hopkins, Salem Township Hospital
 · Michelle Koder, Aperion Care, Inc
 · Debra Lemke, Amita Health
 · Randall Mims, Arjo Huntleigh
 · Kate Moberg, Berkeley Research Group
 · Shaquita Pack
 · John Pantaleon, Chicago Methodist Senior Services
 · Edwin Punsalan, Thorek Memorial Hospital
 · Sandra Reis, Villa Finanacial Services
 · Kathleen Scherff, AIM Specialty Health
 · Kathleen Stanford, Managed Resources Inc
 · Rena Towles, Medline Industries, Inc
 · Ryan Whitney, Ankura Consulting Group

INDIANA
 · Candie Allen, Union Hospital, Inc
 · Eleather Baker, HealthLinc
 · Jennifer Ceynar Moen, JurisMedicus Consulting, PC
 · Elizabeth Eichhorn, Indiana Health Care Association
 · Linda Fletcher, Franciscan Alliance
 · Carl McKinley, Regenstrief Institute

IOWA
 · Shane Buer, Mercy Medical Center
 · Rene Grover, Hospice of Siouxland
 · James Mountain, Palmer College

KANSAS
 · Rachel Backes, Pivotal Health Care
 · Julie Lafon, HealthSplash

KENTUCKY
 · Keva Elery, ResCare Inc
 · Robert Franko, HealthFirst Bluegrass
 · Rebecka Hambrick, Reliant Rehabilitation
 · Mallory Howell, Humana
 · Kate Renn, Humana
 · Micheal Stephens, Baptist Health

LOUISIANA
 · Joel Cummings, National Pharmacy
 · Shannon Leonard, Cardiovascular Institute of the 

South
 · Maureen Shuh

MARYLAND
 · Natalie Armstrong, Superior Vision
 · Lisa Denney, Johns Hopkins Advantage Maryland
 · Kathryn Fox, Cystic Fibrosis Foundation
 · Tricia Hogewood
 · Kay Mesia, Two International
 · Tami Radisch, Asbury Communities
 · Elizabeth Sharpe, MedStar Health
 · Crystal Wardrup, CalvertHealth Medical Center

MASSACHUSETTS
 · Maureen Amaral, Wingate Healthcare
 · Phillips Axten
 · Joshua Dennis, StoneTurn Group
 · Lilia House, Fresenius Health Partners
 · Mary Shirley, Fresenius Medical Care North America
 · Nidhi Singh, Boston Medical Center
 · Nicole Visyak, Ankura
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MICHIGAN
 · Brandy Kline, Delta Dental
 · Kaleigh Krajkowski, Covenant HealthCare
 · Sinitra McClore, Southwest Counseling Solutions
 · Jennifer McWain, Mary Free Bed Rehabilitation 

Hospital Outpatient Therapy Center
 · Brook Mishler, Cardinal Health
 · Michelle Pinter, McLaren Health Care
 · Kenneth Sharp

MINNESOTA
 · Adam Bleck, Mayo Clinic
 · Ann Gross-Resch, MIlle Lacs Health System
 · Emily Hardel, Cardiovascular Systems, Inc
 · Rachel Pugliano, Eide Bailly LLP
 · Brandon Tabbert, New Perspective Senior Living
 · Amy Tepp, Eide Bailly LLP
 · Sharon Wilson, Augustana Care

MISSOURI
 · Janna Balkenbusch, St. Lukes Hospital
 · Brett Cavender, Compass Health, Inc
 · Joseph Fink, Eyecare Partners
 · Scott Gima, Management Performance Associates
 · Catherine Proctor, Hayes Mgmt Consulting
 · Michael Rinard, Mosaic Life Care
 · Julie Whitney, BJC Medical Group

MONTANA
 · Catherine Todd, North Valley Hospital

NEBRASKA
 · Dan Kennelly, Mutual of Omaha Insurance Company
 · Jeff Woodward, Mutual of Omaha Insurance 

Company

NEVADA
 · Cyndie Husak, Addus HomeCare

NEW JERSEY
 · Olga Barone-Allan, BESLER
 · Curtis Evans, The Francis E Parker Memorial Home 

Inc
 · Selena Grados, Horizon Blue Cross Blue Shield 

New Jersey
 · Yesenia Velez-Torres, CompleteCare Health 

Network

NEW YORK
 · Johanna Arteaga, Independent Support Services
 · Wahida Bhuyan, AbleTo Inc
 · Joyce Ehrlich, Farragut Square Group
 · Jeffrey Giandurco, Byram Healthcare
 · Edele Harding-David, Elderplan
 · Dawn Hunter, MVP Health Care
 · Eileen Phelan, Allied Physicians Group, PLLC
 · Robert Porr, BDO
 · Jorge Rivera-Agosto
 · Jennifer Scully, Davis Vision
 · Roland Surprenant, Hayes Management Consulting
 · Raul Tabora, Bond Schoeneck & King
 · Stephanie Tam, SquareCare Health
 · Janel Welch, St. Ann's Community

NORTH CAROLINA
 · Candace Alva, Fujifilm Medical Systems USA, Inc
 · Kevin Anders, Pathways Human Services
 · Kimberly Nester, Ameritox
 · Antonia Peck, Nelson Mullins Riley & Scarborough 

LLP
 · Mary Elizabeth Reiss, RTI International
 · Lakisha Rogers-Marelli, Childrens Hope Alliance
 · Julie Spivey, OrthoCarolina
 · Tammy Virnig, Inmar Inc

OHIO
 · Tamara Dennis-Herrmann, Johnson & Johnson 

Medical Device
 · Emily Durig
 · Jeanine Fisher, Wooster Community Hospital
 · Katie Gartner, Cleveland Clinic
 · Sheila Grubb, Fidelity Healthcare
 · Kristen Halsey, CareSource
 · Karen Hiner, Vibra Healthcare
 · Tonya Lloyd, Fisher-Titus Medical Center
 · Tom Mischell, UCHealth
 · Larry Pliskin, MediGold
 · Kimberly Rieve, CareSource

OKLAHOMA
 · Vanessa Rops, OU Medicine Inc
 · Katreece Tate, GlobalHealth

OREGON
 · Philip Edwards, Oregon State Hospital
 · Erin Fair Taylor, CareOregon, Inc
 · Eugenia Gilkey, Oregon State Hospital
 · Andrew Lee, Capitol Dental Care
 · Adam Martin, Advanced Health, LLC
 · David Perkins, Kaiser Permanente
 · Lorraine Pike, Providence Health Care
 · Kristi Scales, Pacific Retirement Services
 · Cindy Vanyi, Providence Health and Services
 · Marie Welch, Family Dental Care, Inc

PENNSYLVANIA
 · Jodi Bennett, Guardian Elder Care
 · Julia Coelho, McNees Wallace & Nurick LLC
 · Michelle Grant, OSS Health
 · Barbara Mccormick, Children's Hospital of 

Philadelphia
 · Kyle Merkel, iMedics
 · Hugh Packard, Ethos Therapy Solutions
 · Deborah Porter-Jones, Dental Benefit Management, 

Inc
 · John Truitt, Mercy Health System
 · Carrie Wolbert, Select Rehab

RHODE ISLAND
 · Moshe Berman, CharterCARE Health Partners
 · Ave Houston

SOUTH CAROLINA
 · Dennie Guidici, Interim HealthCare of the Upstate

TENNESSEE
 · D Charlene Allen, Life Care Centers of America
 · Mark Davis, Life Care Centers of America
 · Marie Drenthe, Kemberton Healthcare Service, LLC
 · Brett Estenoz, eviCore Healthcare
 · Paul Gilbert, Epstein Becker & Green PC
 · Tina Noble, Life Care Centers of America
 · Catherine Pavlov, Optum 360
 · Chhaya Surti, Cigna Healthspring
 · Ramona Theriot, eviCore Healthcare
 · Kelly Thomas, Kelly Thomas
 · Meredith VanWagner, Church Health
 · Matthew Woods

TEXAS
 · Jamie Allen, Tenet Health
 · Teresa Ayala, Texas Health Resources
 · Summer Beagle, Tenet Health
 · Troy Brooks, Brooks Acevedo
 · Megan Carey-Geltman, Davis Vision
 · Rosa Choi, Sybrid Health LLC
 · Tessa Clifford, Texas Institute for Surgery
 · Anissa Cloud, Parkland Health and Hospital Systems
 · Andre Coleman, Texas Institute for Surgery

 · Lorna Ellis, Aseracare
 · Jeremy Forsberg, University of Texas System Admin
 · Stephanie Glover, Texas Health Resources
 · Greg Gramling, Children's Medical Center Dallas
 · Douglas Grasty, Texas Health Physicians Group
 · Julie Griffin
 · Barbara Hoffmann, Scott & White Memorial Hospital
 · Cindy Lopez, Texas Health Resources
 · Joshua Malone, Children's Medical Center
 · Robin Moreno, United Regional Health Care System
 · Caren Munai, Jeftons Healthcare Inc
 · Beatrice Njuguna, Tenet Health
 · Amanda Oldfield, Texas Health Physicians Group
 · Louisa Parker, Emerus Healthcare
 · Monica Raines, Addus HealthCare, Inc
 · Victoria Ray, Texas Health Resources
 · Craig Robinson, Harris Health System
 · Esmeralda Sartain
 · Janice Shock, Global Neuro-Diagnostics
 · Debbie Stewart, Encompass Health
 · Michael Sullivan, Community Health Center of 

Lubbock
 · Trey Tagert, Experian
 · Ann Thielke, Legacy Community Health
 · Linda Thompson

UTAH
 · Autumn Begay, Intermountain Healthcare
 · Julie Bell, Intermountain Healthcare
 · Byron Clarke, Utah Navajo Health System Inc
 · William Harrison, Utah Navajo Health System, Inc
 · Jeffrey Stitt, GE Power - Steam Power Systems

VERMONT
 · David Fuller, UVMHN-Porter Medical Center
 · Lorin Young, Brattleboro Retreat

VIRGINIA
 · Gerald Canaan, Hancock Daniel
 · Linda Canada, Piedmont Community Health Plan
 · Peyton Hash, Carilion Clinic
 · Robert Hedstrom, Horizontech, Inc
 · Julie Hoff, Carilion Clinic
 · Cleopatra Kitt, Medical Facilities of America, Inc
 · Joseph McKee, Magellan Rx Management
 · Mariama Swedish, Cognizant Technology Solutions

WASHINGTON
 · April Duff, Peacehealth
 · Jon French, Jefferson Healthcare
 · Hannah Kimball, Pullman Regional Hospital
 · Karen Kranz, University of Washington Medicine 

Compliance
 · Valerie Martinolich, UnitedHealthcare
 · Brandi Shisler, Providence Health & Services
 · Mandy Smith, Kadlec Clinic Hematology and 

Oncology

WISCONSIN
 · Laura Cantrall, SSM Health
 · Ron Orth, Relias
 · Lauren Pfaff-Caves, Froedtert Health

DISTRICT OF COLUMBIA
 · Wayne Gibson, FTI Consulting
 · Michael Ruggio, Nelson Mullins Riley & Scarborough 

LLP

PUERTO RICO
 · Mayra Padro, Akorn Inc

MEXICO
 · Pedro Gonzalez, Fresenius Medical Care
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Help Keep Your 
Compliance Program 
Fully Staffed

List Your Job Openings 
Online with HCCA
It’s hard to have an effective compliance 
program when you have openings on your 
team. Help fill those openings quickly—list 
your compliance job opportunities with the 
Health Care Compliance Association.

Benefits include:

• Listing is posted for 90 days to maximize exposure

• Targeted audience

• Your ad is also included in our biweekly HCCA Jobs 
Newsletter, which reaches more than 30,000 emails

Don’t leave your compliance positions open any longer 
than necessary. Post your job listings with HCCA today.

Visit hcca-info.org/newjobs 
or call us at 888.580.8373
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Best practices for handling large-scale 
HIPAA breaches in research
by Emmelyn Kim and Cynthia Hahn (page 24)
 » Assemble a task force involving multiple stakeholders 

to handle large-scale breaches.
 » Plan ahead for any required notifications to required 

entities.
 » Develop a robust corrective and preventive action 

plan.
 » Prepare for Office for Civil Rights (OCR) investigations 

and interactions.
 » Continue to monitor and evaluate organizational risks.

Revised Common Rule delay: 
Evaluating institutional preparednes
by Scott J. Lipkin (page 32)
 » The effective date for the revised Common Rule is 

delayed.
 » The delay provides additional time to establish new 

organizational policies.
 » A robust implementation plan will ease the transition to 

the new requirements.
 » The implementation should include provisions for post-

implementation monitoring.
 » A compliance risk assessment plan should also be 

developed.

Scientific research misconduct vs. fraud: 
How to tell the difference
by Michael Tuteur and Torrey Young (page 41)
 » The Office of Research Integrity (ORI) has a regulatory 

framework for research misconduct matters.
 » Following ORI regulatory requirements does not shield 

research institutions from False Claims Act (FCA) 
liability.

 » Understanding when research misconduct creates 
FCA liability is the first step in protecting a research 
institution.

 » Research misconduct can create FCA liability if the 
misconduct results in false information submitted in 
an application that was material to the government’s 
decision to fund the research. 

 » Research institutions may need to conduct parallel 
investigations to comply with ORI requirements and to 
mitigate potential FCA liability.

New health system compliance focus 
on tax exemption matters
by Michael W. Peregrine and 
Erika Mayshar (page 46)
 » The new tax bill reflects increasing Congressional 

skepticism that non-profit health systems deserve the 
benefits of tax-exempt status.

 » The IRS’s Exempt Organizations Division appears to 
be invigorated, based on recent enforcement actions 
against tax-exempt hospitals.

 » These developments suggest the renewed importance 
of organizational compliance with tax-exemption 
standards.

 » Recent developments are also a reminder that 
compliance programs should not be single subject in 
nature.

 » This is an important opportunity for compliance 
professionals to team with the general counsel and the 
organization’s tax advisors.

Writing specific policies for 
the Seven Elements, Part 2: 
Elements III through VII
by Scott Robinson (page 52)
 » There is no difference between what an organization 

‘‘must” do and what it “should” do in the compliance 
guidance from CMS.

 » The requirements for compliance programs are 
deliberately vague so they can be adapted to fit various 
kinds and sizes of organizations.

 » You could create one all-encompassing policy for each 
element, but shorter, more specific policies are easier 
to read and understand.

 » Policies and procedures will only be effective if every 
employee receives training and the terms used are 
clearly defined.

 » Policies and procedures should be reviewed 
periodically and updated as necessary.

Controlled substances in 
non-clinical research
by Kelé Piper (page 59)
 » Determine your institutional involvement in the use and 

management of controlled substances. 
 » Know your baseline compliance to determine 

resources needed to create an effective program to 
prevent diversion of controlled substances and meet 
regulatory requirements.

 » Write a clear policy and/or standard operating 
procedure, and educate staff to enhance compliance.

 » Make the process simple; standardize where possible.
 » Go to the source; don’t be afraid to contact your 

regulatory officials.

Privacy dashboards: Tracking and 
reporting for compliant PHI disclosure 
management
by Rita Bowen (page 62)
 » Privacy dashboards improve compliance by showing 

root causes, patterns, and trends.
 » Centralized release of information (ROI) helps 

safeguard protected health information (PHI) and 
assures patient access rights.

 » High-risk areas include Health Information 
Management (HIM), the Emergency department, 
Radiology, the business office, and physician practices.

 » Compliant PHI disclosure management requires 
constant analytics tracking and reporting.

 » Actionable compliance data is a critical tool for value-
based care.

Maintaining patient privacy during 
an emergency
by Terrie Estes, Peter A. Khoury, and 
Kaitlin McCarthy (page 66)
 » Emergency events can create risks to patient privacy.
 » Various federal and state regulations outline privacy 

groundwork.
 » Recent events have brought about important HIPAA 

clarification.
 » Penalties continue to increase; assess preparedness 

now.
 » Prepare and respond to emergencies by deploying a 

response plan.

A different perspective of compliance
by Noah Leiden (page 72)
 » Contracting with the government requires complying 

with unique administrative terms and conditions not 
normally found when contracting with a commercial 
entity. 

 » Compliance may be defined differently based on the 
perspective taken and specific compliance challenges 
associated with the federal government’s expectations 
of its contractors. 

 » Many of the federal government’s administrative 
terms and conditions come with unique compliance 
requirements and entail a level of internal controls 
normally not focused on by commercial organizations. 

 » The administrative terms and conditions incorporated 
into government contracts require an understanding 
of Acquisition Regulations System (48 CFR), OMB 
Guidance for Grants and Agreements (2 CFR), 
Cost Accounting Standards, and agency-specific 
supplements. 

 » Failure to comply with the federal government’s unique 
administrative terms and conditions can impact your 
organization’s bottom line in the future as specific 
audits may occur several years after award or contract 
completion.

Evaluating your training effectiveness
by Joette P. Derricks (page 78)
 » Review ways to measure compliance effectiveness 

training.
 » Understand how a knowledge survey works.
 » Develop metrics that support your underlying training 

objectives.
 » Select metrics that are not counterproductive to your 

goals.
 » Realize that training programs may fail for various 

reasons, including the underlying culture.

Coding compliance and ethics: 
Make it work and be effective
by Gloryanne Bryant (page 81)
 » Healthcare compliance and coding compliance are 

directly linked and support each other.
 » There are 11 principles that make up the foundation of 

the ethical coding standards.
 » Developing a coding compliance program/plan is not 

just paper; it is taking action and being effective also.
 » Being open and engaging, plus having transparency, 

can greatly help your effectiveness and success.
 » Compliance leadership should work closely with HIM 

Coding leadership and use the OIG resources and 
targets to help guide your efforts.
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REGIONAL CONFERENCES
May 11 • New York, NY

May 17–18 • San Juan, PR

June 1 • Philadelphia, PA

June 8 • Seattle, WA

June 15 • Orange County, CA

September 7 • Boston, MA

September 14 • Minneapolis, MN

September 21 • Kansas City, MO

September 28 • Indianapolis, IN

October 5 • Pittsburgh, PA

October 11–12 • Honolulu, HI

October 19 • Denver, CO

October 26 • Chicago, IL

November 2 • Louisville, KY 

November 9 • Scottsdale, AZ

November 16 • Nashville, TN

November 30 • San Francisco, CA 

December 7 • Houston, TX

BASIC COMPLIANCE ACADEMIES
May 7–10 • Anaheim, CA

June 11–14 • Scottsdale, AZ

July 23–26 • Seattle, WA

August 6–9 • Washington, DC

September 10–13 • Las Vegas, NV

October 1–4 • Dallas, TX

October 15–18 • Nashville, TN

November 12–15 • San Diego, CA

December 3–6 • Orlando, FL

December 10–13 • Orlando, FL

HEALTHCARE PRIVACY BASIC 
COMPLIANCE ACADEMIES
July 23–26 • Seattle, WA

September 10–13 • Las Vegas, NV

October 15–18 • Nashville, TN

December 3–6 • Orlando, FL

RESEARCH BASIC 
COMPLIANCE ACADEMIES
December 3–6 • Orlando, FL

RESEARCH COMPLIANCE 
CONFERENCE
June 3–6 • Austin, TX

HCCA’S UPCOMING EVENTS

Dates and locations are subject to change. 

Learn more about HCCA’s educational opportunities at hcca-info.org/events

June 2018
 Sunday Monday Tuesday Wednesday Thursday Friday Saturday

27 28 29 30 31 1 2

3 4 5 6 7 8 9

10 11 12 13 14 15 16

17 18 19 20 21 22 23

24 25 26 27 28 29 30

31

RESEARCH COMPLIANCE CONFERENCE 
Austin, TX CHRC Exam

REGIONAL  
CONFERENCE
Seattle, WA

REGIONAL  
CONFERENCE
Philadelpia, PA

BASIC COMPLIANCE ACADEMY
Scottsdale, AZ CHC Exam

May 2018
 Sunday Monday Tuesday Wednesday Thursday Friday Saturday

29 30 1 2 3 4 5

6 7 8 9 10 11 12

13 14 15 16 17 18 19

20 21 22 23 24 25 26

27 28 29 30 31 1 2

BASIC COMPLIANCE ACADEMY
Anaheim, CA CHC Exam

REGIONAL  
CONFERENCE
New York, NY

REGIONAL  
CONFERENCE
Columbus, OH

BASIC COMPLIANCE ACADEMY
Boston, MA CHC Exam

WEB  
CONFERENCE:  

Advancing Compliance 
Efforts through 
Information Governance

REGIONAL CONFERENCE
San Juan, PR

WEB  
CONFERENCE:  

Background Screening: 
What You Don't Know Can 
Hurt Your Organization

REGIONAL  
CONFERENCE
Orange County, CA

WEB  
CONFERENCE:  

Developing Provider Risk 
Benchmarking Scorecards 
- How to Transition to 
Risk-Based Auditing 

WEB  
CONFERENCE:  

Structuring Therapy 
Services to Minimize Cost 
and Maximize Outcome 

WEB  
CONFERENCE:  

After the Breach: 
The Fine is the Easy Part 

WEB  
CONFERENCE:  

The Unknown Unknowns 
of Provider Credentialing, 
Privileging & Enrollment 





CLINICAL
PRACTICE
COMPLIANCE
CONFERENCE

October 7–9, 2018 | San Diego, CA

Learn more at hcca-info.org/clinical
QUESTIONS?  catherine.stollenwerk@corporatecompliance.org

The Health Care Compliance Association’s Clinical Practice Compliance Conference 

enables you to build your network and gain the latest insights into best practices for 

compliance in a clinical setting. Get updated on government initiatives speci� c 

to physicians and their practice, and learn the latest enforcement trends.

Register by 
August 14 to 

SAVE $300 
(savings includes free 

pre-conference)
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