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How is our ePHI
cHected?
Confidentiality Availability
N
First...let’s look

at what makes
up security.

Let’s start with a
description.
(NIST)
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Malware, also known as malicious code, refers to a
program that is covertly inserted into another program
F"] with the intent to destroy data, run destructive or intrusive
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integrity, or availability of the victim’s data, applications, or
operating system.
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Now let’s look
at malware...
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Common Categories and Types of

Malware

* Viruses * Trojan
* Worms Horses

* Rootkits
* Keyloggers
* Grayware

WARE * Spyware * Ransomware
JARE

Common Categories and Types of

Malware
* Viruses * Trojan
* Worms orse
* Spyware
¢ Rootkits
« Keyloggers Our focus
* Grayware today...
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Ransomware Can be Stopped - Try the Free Security Scan Now
v racud mware ¥ {408) 342

arracuda.com/ransof

Free Eval Unit Barracuda Firewall
Barracuda SSL VPN Next Generation Firewall

Ransomware Protection Guide - Steps to Follow After Attack - druva.com

inSync Plans & Pricing - Start a Free Trial - How Druva inSync
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Ooops, your files have been encrypted!

[What Happened to My Computer?

85 5ot waste yor time Nobody can recover pout files withat

[Can I Recover My Files?
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Voucamocryh toue o your e o Fron Ty sow by kg <Docry P
VP A35001 flo, 0 e 0

Vo ity B3 ey o bt th payiaest. ARer that he peic will b dobled

v you ot pay 1 7 days you o be able o recerer yosr i

e -

pectves sl yoar flea safely and aisly. But you have

How Dol Pay?
paymect i ccepted in Bicein aly. For more nformaton clck <At btcols:
gros s

i <How to buy bitcoins
[ At 300 the correct st o the address specified nthis windowe
[Arter o paymaest.cick <Chack Paymaet>. Best tima to check: 9.00am - 1 1.00m
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. Browser Tip:
Search terms

Unless the covered entity or business associate can demonstrate that there is a “..low probability that
the PHI has been compromised,” based on the factors set forth in the Breach Notification Rule, a breach
of PHI is presumed to have occurred. The entity must then comply with the applicable breach

notification provisions, including to affacted without ble dalay, to the
Secretary of HHS, and to the media (for breaches affecting over 500 individuals) in accordance with
HIPAA breach notification requirements. See 45 C.F.R. 164.400-414.

This applies to each of the
four “impermissibles”...

What are the four
impermissibles?
* Access
“M * Acquisition
| * Use
* Disclosure
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-» So essentially we have
‘ a presumed breach.

) What is the question that
1 l most people want to ask?

Is it a HIPAA breach if

ransomware infects a
% covered entity’s or
‘ business associate’s

computer system?
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Breach means the acquisition, access,
use, or disclosure of protected health
information in a manner not permitted
under subpart E of this part which
compromises the security or privacy of
the protected health information.
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Let’s do a LoProCo
for a ransomware
o*)

attack...

Four Factors
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Four Factors
“ 4 st
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To pay or not to pay?
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To pay or not to pay?

o) That IS a very
‘ good question.

Interesting Observations

o e Customer service focus

l * Knowledgeable

Interesting Observations

o e Customer service focus

» * Knowledgeable
" One IT supervisor mentioned

good “Help Desk Etiquette”
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Strategies Considerations

)

‘ Safeguards

Strategies Considerations

o e Administrative

" *  Physical
e Technical

Actual Practices
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Actual Practices

¢ Link detection and processing
* Attachment quarantine

* Drills: Practice vs “Gotcha”

¢ Patch Management
 Security Reminders

¢ Access privileges
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