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Patient & Employee 
Record Retention Strategies 
When Systems Get Replaced

Shannon Larkin
October 9, 2018

HOSPITAL

2

Source:  PwC US Health Services 
Deals Insights Year‐end 2016  

967
M&A Deals 

2017

The Market is Consolidating

+ EHR Vendor Consolidation
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Data Volume, Variety & Velocity:
It’s sort of a big deal

2013 = 153 Exabytes
2020 = 2314 Exabytes

= 10 Exabytes

What is 
the Overall

?
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ERP
Doc
Mgmt

Trans‐
plant

Types of 
Security Risks

 Third‐Party Hacking  

 Ransomware 

 Phishing Attacks

 Employee Errors

 Insider User Threats

 Vendor Mistakes

Outdated Systems & 
Too Many Data Silos

Don’t let risk sneak up 
on you from behind
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Medical 
Specialty

Federal 

(CMS) 

State
Disease 
Registries

Research

7-25
YEAR

S

Record Retention Periods Vary

.

Hospital 1 Hospital 2 Hospital 3 Hospital 4 Purchase #1

Spring 2017 Epic Go‐Live Fall 2017Epic Go‐Live

328 beds 79 beds 49 beds 25 beds ‐ CAH 139 beds

NexGate 
eMPI

McKesson 
Series

IDX
Cerner 

Millennium
Meditech

In
p
at
ie
n
t

MiSys Vision
Allscripts 

Touchworks

Allscripts 
Pro

NextGen

O
u
tp
at
ie
n
t

Kronos ERP

B
u
si
n
es
s

Legacy Systems Become 
Data Traps

4 Basic Options for Retaining ePHI

Convert all the data1

Maintain the legacy 
system

2

PDF the records3

Archive the data 
discretely

4
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XXXXX?

PROS CONS

 All records stored together
 High cost and complexity
 Timeframes
 Data mapping/integrity

Convert 
all the Data1

XXXXX?XXXXX?

PROS CONS

 All records stored together
 High cost and complexity
 Timeframes
 Data mapping/integrity

Convert 
all the Data1

 Short‐term, easy access to data

 Technically, vulnerable over time
 HIM ROI from multiple systems
 User training as staff turns over
 Legacy vendor maintenance cost

Maintain the Legacy 
System

2

XXXXX?XXXXX?

PROS CONS

 All records stored together
 High cost and complexity
 Timeframes
 Data mapping/integrity

Convert 
all the Data1

 Short‐term, easy access to data

 Technically, vulnerable over time
 HIM ROI from multiple systems
 User training as staff turns over
 Legacy vendor maintenance cost

Maintain the Legacy 
System

2

May entail less time/cost than 
discrete data conversion or archiving

 Buries data in multi‐page files
 User access tracking/audit is less 
reliable, if available
 Query/analytics compromised

PDF 
the Records

3
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XXXXX?

PROS CONS

 Consolidation of legacy data silos
 Easy data access/sort/filter/query
 Less system maintenance cost
 Secure, compliant record storage

 Some up‐front costs for legacy data 
extraction and migration

Archive the 
Data 

Discretely

May entail less time/cost than 
discrete data conversion or archiving

 Buries data in multi‐page files
 User access tracking/audit is less 
reliable, if available
 Query/analytics compromised

PDF 
the Records

 Short‐term, easy access to data

 Technically, vulnerable over time
 HIM ROI from multiple systems
 User training as staff turns over
 Legacy vendor maintenance cost

Maintain the Legacy 
System

 All records stored together
 High cost and complexity
 Timeframes
 Data mapping/integrity

Convert 
all the Data1

2

3

4

Preserve
vital information 
to improve lives

HIM Clinical RCM Legal HR

Data when, where and 
how it’s needed
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Sample Patient Search

Sample Discrete Data 
Element Display

Sample Scanned Documents
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Sample Record Display/Print

Unencrypted 
Data in Transit

●Unsupported OS

● Insecure Legacy          
Applications

●Unregulated Back 
Door Access

●Outdated Security 
Protocols
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ONE Compromise 
Opens the Door 

to Disaster/Breach

Archive Security Features

Passwords

Dual Factor 

Active Directory

Audit Trails

Data Encryption

Legacy Data Management Planning

Get an Inventory

Do Basic Discovery

Prioritize the List

Source a Vendor

 Inpatient, Outpatient, Ancillary

 Clinical, Financial, Administrative

 Operating System

 Database Type and Size

 Risk Evaluation

 Contract Renewal Date(s)

 Broad Enterprise Experience

 HITRUST Certified
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More Information

LEGAL eDISCOVERY SYSTEM REPLACEMENT

CYBERSECURITY PRIVACY & SECURITY

More Information

Contact Information

Shannon Larkin,
VP Marketing & 
Business Development

www.HarmonyHIT.com
slarkin@harmonyhit.com

(800) 781‐1044, Ext. 109


