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Large Hospitals and 
Health Systems
HCCA 19th Annual
Compliance Institute
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APRIL 19, 2015

Session Goal

This session is the opportunity for Large Hospital and Health System 
compliance officers to engage in a collaborative discussion of both 
emerging and chronic challenges to effective compliance programs 
unique to such organizations, share model practices and practical 
solutions. 

A panel of experienced large system compliance professionals will 
introduce and speak to such topics, engage the audience in an interactive 
exchange of perspectives and approaches and solicit additional issues of 
concern. 

You should take away from this session an enhanced understanding of 
challenges common to compliance programs in large organizations, new 
approaches to these challenges and the wisdom of your colleagues. 

Discussion Facilitators:

Suzie Draper  – VP, Business Ethics and Compliance
Intermountain Healthcare

John Steiner  – Chief Compliance and Privacy Officer
and Associate General Counsel
Cancer Treatment Centers of America

Cheryl L. Wagonhurst – Law Office of Cheryl Wagonhurst
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Overview

I. Compliance Best Practices
II. Subject Matter Challenges
III. Emerging Risks

Evolution of a Compliance Program
• Complexity Regulatory Agency – Enforcement and Oversight



4/9/2015

3

Evolution of a Compliance Program

• Proliferation
2014, Intermountain Healthcare
• 19 websites checked daily
• 3,287 regulations reviewed    

(> 32,000 pgs)
• 451 “Prime” assignments
• 2,090 “FYI” Communications

Regulatory Agency – Enforcement and Oversight

Evolution of a Compliance Program

• Federal Compliance Program Guidances
– stipulates the need for an Effective Compliance Program
• Silent on how to measure effectiveness
• Emphasizes that to be effective, the program “must” 

• Be fully implemented
• Be adequately resourced
• Have an annual independent audit of “effectiveness” 

(select programs) 
• Have effective board oversight

• Increased push for “outcomes” and “performance” 
measures

Regulatory Agency – Enforcement and Oversight

Evolution of a Compliance Program

• Solo Practitioner or Large Integrated Delivery System
o Risks facing a healthcare entity

• Regulatory
• Financial
• Patient Safety
• Reputational

Scalability
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Evolution of a Compliance Program

• Solo Practitioner or Large Integrated Delivery System
o Assessing the environment in which your Program exists

• Size and diversity of business lines
• Available expertise and budgetary resources
• Leadership / organizational structure

Scalability

Compliance Program Evolution

Mature

•Performance 
Metrics

•Demonstrate 
Effectiveness  & 
Consistent 
Improvement

•Benchmarking and 
Trending

Initial

•Establish 
Program 
Elements

•Basic Metrics

Maturing

•Activity Metrics
•Demonstrate 
Elements of 
Compliance 
Program 

•Monitor 
Compliance 
Program Elements

Elements of an Effective Compliance Program

High Level Commitment

Policies and Standards of Conduct

Training and Education

Effective Lines of Communication

Auditing and Monitoring

Response and Prevention

Discipline

Risk Assessment
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Compliance Program Effectiveness

High Level Commitment
• Which of the following has been the most 

challenging for your organization?
• Culture of Compliance

• Tone at the Top

• Compliance Program Performance Metrics

• Partnering – Internal Audit/Quality/Risk Management

• Employee Engagement

Element:  High Level Commitment



Compliance Program Effectiveness

High Level Commitment

• Culture 

Element:  High Level Commitment





4/9/2015

6

Compliance Program Effectiveness

High Level Commitment

• Culture – What is the maturity of your culture?

• Are you an advisor or an afterthought?

• Do they run to you, or from you?
• Do you have routine access to Senior 

Management and the Board of Directors?
• Do you partner with Internal Audit?

Cultural Maturity



Compliance Program Effectiveness

Auditing and Monitoring

Element:  Auditing and Monitoring



Compliance Program Effectiveness

Auditing and Monitoring
• In which area do you think your organization 

has the best Auditing and Monitoring 
infrastructure?
• Clarity of Roles: 3 Lines of Defense

• Data Mining – Proactive 

• Regular Dashboard Reporting

• Routine Process Monitoring

• System-wide Learning

Element:  Auditing and Monitoring
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Compliance Program Effectiveness

Auditing and Monitoring

• Clarity of Roles

• 3 Lines of Defense

Element:  Auditing and Monitoring



Compliance Program Three Lines of Defense

Board of Directors and Audit Committee

Senior Management
E
x
tern

al A
u
d
ito

rs

R
eg
u
lato

rs

Operations 
Management

•Monitoring

•Processes and 
Procedures

•Training

•Issue Reporting

•Issue Correction

Compliance

•Issue 
Management

•Regulatory Risk 
Analysis

•Risk Assessment 
Process

•Operational 
Oversight

•Tools and 
Resources

Internal Audit

•Independent 
Audits

•Collaboration 
with Compliance

•Risk‐Based Audits

•Issue Correction 
Verification

•Improvement 
Opportunities

Compliance Program Effectiveness

Response and Prevention

Element:  Response and Prevention
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Compliance Program Effectiveness

Response and Prevention

• Shift from reactive to proactive

Element: Response and Prevention



Compliance Program Evolution

Detect / 
Identify

Investigate

CAP

‐ Payback
‐ Sanction

‐ Penalties

Next Issue

Risk / 
Identify

Assess

CAP
‐ Process Standardization

‐ Education

‐ Controls

‐Monitors

SustainReactive Proactive

Effective
Detect / 
Identify

Investigate

CAP
‐ Payback

‐ Sanction

‐ Penalties

Next Issue

Evolution of ERM and GRC

• GRC
o Governance
o Risk Management
o Compliance

• RACI
o Responsible
o Accountable
o Consultation
o Information
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Compliance Program Effectiveness

Response and Prevention
• Even with extensive resource infusion, which 

area in your organization continues to have 
the most problems/errors?
• Ethics in Patient Referral Act (Stark Law)

• Government Payor Audits – Reimbursement Denials

• Information and Data Security

• Privacy and Data Breaches

• Limited English Proficiency / ADA

Element:  Response and Prevention



Compliance Program Effectiveness

Risk Assessment

Element:  Risk Assessment



Compliance Program Effectiveness

Risk Assessment

• Risk Assessment

Moving from checking-the-boxes



Risk 
Identification

Risk 
Prioritization

Risk Strategies
Risk 
Mitigat

Risk 
Identification

Risk 
Prioritization

Risk 
Mitigation
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Risk Assessment Process

Risk 
Identification

Risk 
Prioritization

Risk 
Strategies

Risk 
Mitigation

Risk 
Identification

Risk 
Prioritization

Risk Strategy

Risk 
Mitigation

Compliance Program Effectiveness

Risk Assessment

• All risks are not equal

Moving from checking-the-boxes
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Subject Matter Challenges

I. Compliance Best Practices
II. Subject Matter Challenges
III. Emerging Risks

Compliance Program Effectiveness

Risk Assessment
• Which regulatory area is creating the 

most activity within your organization?
• Quality / Joint Commission

• OIG Workplan

• CoPs

• Agency Surveys 

• Certifications / Best of Class Status

Moving from checking-the-boxes



Evolving Organizational Response to Risk
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Healthcare Outlook

• Changes in Corporate Structure
o Clinical System Integration
o Zero Harm – Reporting and Escalation

• Changes in Physical Plant
o Smaller facilities
o Expanded delivery of services

• Changes in Delivery Structure
o Accountable Care Organizations

Systems Improvement Agreements

• New and Effective means of preventing 
termination and closure

• One year

• Use of “IRO”

• Focus on Conditions of Participation

Systems Improvement Agreements

• Allows for process improvements

• Integrates quality and compliance

• Promotes sustainable compliance
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Emerging Risks

I. Compliance Best Practices
II. Subject Matter Challenges
III. Emerging Risks

Compliance Program Effectiveness

Risk Assessment

• In which area do you feel your organization is the 
least mature?

• Electronic Health Record

• Information Systems Security

• Business Innovation

• Mergers and Acquisitions

• Stakeholders – Added Value

• Contracts



Compliance Program Effectiveness

Risk Assessment
• Risk Identification

• Monitoring
• Audits
• Regulatory updates
• Compliance issue and risk trends
• CMS/OIG identified risk areas
• Gaps in controls
• Functions / activities with high impact

Moving from checking-the-boxes
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Compliance Program Effectiveness

Risk Assessment
• Emerging Risks – Clinical Documentation

• EHR 
• copy and paste

• Risk Adjustment Coding
• ACO/ Shared Accountability
• Population Health Management

Moving from checking-the-boxes
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Intermountain Healthcare
Suzie Draper

Vice President, Business Ethics and Compliance
Intermountain Healthcare
Salt Lake City, UT 84111
(801) 442-1502

Suzie.Draper@imail.org

Intermountain Healthcare
• Serves Utah and southeastern Idaho
• Not-for-profit healthcare system
• 22 hospitals
• >185 clinics

o 24 community clinics for low-income, homeless and uninsured; 6 owned,18 receiving 
financial support

• 1,100 physician multi-specialty Intermountain Medical Group
• Health insurance – SelectHealth

o 750,000 covered lives
• Homecare and Hospice
• Clinical Quality Board Goals
• 36,000 employees
• Total assets of $6.3 billion
• Total operating revenues of $5.5 billion

Cancer Treatment Centers of America
John Steiner

Chief Compliance and Privacy Officer and Associate General Counsel
Cancer Treatment Centers of America
Schaumburg, IL
(847) 342-6603

John.Steiner@ctca-hope.com

Cancer Treatment Centers of America
• National network of cancer hospitals founded in 1988

• Serves patients from all 50 states, at specialty hospitals located in Chicago, Tulsa, 
Philadelphia, Phoenix and Atlanta

• Focuses on complex and advanced-stage cancer

• Offers fully integrated approach to cancer treatment

o Traditional treatments like surgery, radiation and chemotherapy, and 
complementary therapies like nutrition, acupuncture and mind-body medicine to 
manage side effects, all under one roof

• Known for delivering the Mother Standard® of care and Patient Empowerment Medicine®

• 4,500 employees (called “stakeholders” at CTCA)
• Partners with nearly 300 different organizations to educate, support local communities 

and improve health and wellness

Cheryl L. Wagonhurst
Cheryl Wagonhurst

Attorney at Law
Law Office of Cheryl Wagonhurst
Santa Barbara, CA 
(805) 729-6720

cwagonhurst@wagonhurst.com
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Compliance Program Start Up:  
What are the Basics Needed for 

your Infrastructure?

Debbie Troklus, CHC-F, CHRC, CCEP-F, CHPC, CCEP-I

Managing Director, Aegis Compliance & Ethics Center

Sheryl Vacca, CHC-F, CHRC, CCEP-F, CHPC, CCEP-I

SVP/Chief Compliance and Audit Officer

University of California

www.hcca-info.org | 888-580-8373 2

Why are Compliance Programs Important? 

• Raise Awareness

• Mitigation Factor

• Communicate Commitment

• Reduce Threat of Qui-Tams (Whistleblower) 

• Makes Good Business Sense

• Minimizes impact of CIA

www.hcca-info.org | 888-580-8373 3

How Comprehensive Should a Compliance Program Be?

• Medicare Billing 
Compliance

• Medicaid

• Third Party Payors

• Employment/Labor Law

• Therapy Centers

• Safety

• EMTALA (Emergency 
Medical Treatment & 
Active Labor Act)

• HIPAA Privacy & 
Security

• Research

• Stark

• Anti-kickback

• Sarbanes-Oxley

• Quality

• Accreditation

• Other Federal &/or 
State Laws
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• Voluntary Disclosure

• Hospital & Supplement

• Laboratory

• Home Health

• Third Party Billing 

• DME

• Hospice

• Medicare + Choice

• Nursing Facilities & Supplement

• Ambulance

• Pharma

• Research (draft)

• Physician Practice

OIG Guidance

www.hcca-info.org | 888-580-8373 5

Compliance Program Development

What are the top 3 obstacles to 
Effective Compliance Program 
Implementation?

www.hcca-info.org | 888-580-8373 6

What is a Compliance Program

A program which:

• Utilizes tools to prevent and/or detect violations of law or 
policy

• Defines expectation for employees for ethical and proper 
behaviors when conducting business

• Demonstrates the organization’s commitment to “doing 
the right thing”

• Encourages problems to be reported

• Provides a mechanism for constant monitoring

• Promotes an ethical culture
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Untied States Sentencing Guidelines

• Effective November 1, 1991

• Revised November 2004 and 2010

• Control sentencing of organizations for most federal 

criminal violations

• Sentencing credit for “effective programs to prevent and 

detect violations of law”

www.hcca-info.org | 888-580-8373 8

Nov 2004: FSG Revisions

• “culture” of compliance

• defining compliance standards & procedures

• spelling out compliance obligations

• adequate resources

• clarifying employee screening practices

www.hcca-info.org | 888-580-8373 9

Recommendations, cont.

• Training an essential element

• Mandating means for anonymous reporting

• add, “specifically encourage prevention and deterrence 
of violations of the law as part of compliance programs”

• “ongoing risk assessments” if credit expected
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Nov. 2010:  FSG Revisions

• 1st:  the organization must respond appropriately to the 
criminal conduct, including restitution to the victims, self-
reporting and cooperation with authorities.

• 2nd: the organization must assess its program and modify 
it to make the program more effective.  They seem to 
encourage the use of an independent monitor to ensure 
implementation of the changes.

www.hcca-info.org | 888-580-8373 11

You can get credit for having an effective program, 
provided you meet the new criteria:

• the head of the compliance program must report directly to 
the governing authority or appropriate subgroup, 

• the compliance program must discover the problem before 
discovery outside the organization was reasonably likely, 

• the organization must promptly report the problem to the 
government, and 

• no person with operational responsibility in the compliance 
program participated in, condoned or was willfully ignorant 
of the offense. 

Nov. 2010:  FSG Revisions 

www.hcca-info.org | 888-580-8373

Organizations Steps to an 
Effective Compliance Program
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Organizational Relationships and Support

• Board

• Senior Leadership

• Management

• Providers

• Staff

• Budget

www.hcca-info.org | 888-580-8373 14

Seven Essential Elements of a Compliance Program

“The Seven Elements of a compliance program are 

important individually, but are most effective on an 

interdependent basis.”   CMS

www.hcca-info.org | 888-580-8373 15

Seven Elements of an Effective Compliance Program

• Standards and Procedures

• Education and Training

• Oversight

• Monitoring and Auditing

• Reporting

• Enforcement and Discipline

• Response and Prevention

(Keep in mind that Risk Assessment and Effectiveness 

Assessments are also important)
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Standards and Procedures

• Code of Conduct

– Simple, short and separate from policies and procedures

– Provide to all new employees, staff and vendors and during 

annual compliance training

– Outline specific legal duty in ‘plain’ English

– Post prominently – posters and/or intranet

– Use of attestations

– Consider putting code in other languages

www.hcca-info.org | 888-580-8373 17

Standards and Procedures

• Policies and Procedures

– Assure that you are not writing policies that should be the 

management arena

– Senior leadership endorsed/approved including Board

– Follow institutional template

– Periodically reviewed and revised

– Responsible party is defined

– Education is provided to all affected staff

– Ongoing evaluation/revision

– Do not duplicate what might be already in place

www.hcca-info.org | 888-580-8373 18

Oversight (Authority and Resources)

• Board’s Role

• Governing Board Committee, ie: Audit and Finance, 

Compliance and Audit (whatever is appropriate title)

• Compliance Officer

• Compliance Committee

• Other Committees

• Distributed Compliance Positions

• Subject Matter Experts
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Education and Training

• Role of Compliance Officer in developing

• Specific to roles and responsibilities

• Use training to focus on key risk areas

• General annual education

• Focused/specific education

• Physician training most effective with timely, personal 

approach

• Essential to reinforcing importance of your compliance 

program

www.hcca-info.org | 888-580-8373 20

Group Discussion

• Describe what is currently being done in your 
organization related to Oversight, Reporting Structure, 
Structure for Compliance Program and Education and 
Training.

• Identify 3 practices from the discussion which you 
thought would be good ideas for implementation and 
report these back to the session participants.

www.hcca-info.org | 888-580-8373 21

Monitoring and Auditing

• Leverage existing resources on auditing and monitoring 

activities

• Define for your institution the difference between auditing 

and monitoring

• Annual Plan is developed from a risk assessment and 

includes reviewing previous audits, monitors and other 

pertinent internal and external information

• Addition of ad hoc projects

• Concurrent vs. Retrospective 

• Sharing results across the organization
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Group Discussion

• Discuss your risk assessment process.

• Discuss how your risk assessment process helps identify 
auditing and monitoring plan.

• Discuss budget you have specifically for this process.

www.hcca-info.org | 888-580-8373 23

Reporting and Investigation

Mechanism to report matters anonymously, ie: hotline

• Internal vs. external 

• Caller knows how to receive updates and information 
related to their matter

• Tracking of investigations and results

• Reporting to leadership

• Non-retaliation policy

• Confidentiality and Anonymity

• Use of performance reviews and exit interviews for 

identifying potential areas of concern

www.hcca-info.org | 888-580-8373 24

Reporting and Investigation (cont)

• Process for triaging investigations should be defined

• Considerations for attorney client privilege should be 

given to high risk and/or sensitive matters

• Team to conduct investigations should be defined

• Investigators should be trained in procedures related to 

interviews, objective methodologies and forensics, where 

applicable

• Investigations are confidential 

• Tracking of investigations and results

• Reporting to leadership



9

www.hcca-info.org | 888-580-8373 25

• Internal Investigation

– Are their enough facts to 
investigate?

– Consider “fact finding” as a 
first step before deciding to 
investigate

• Consult appropriate area for 
potential methodologies, ie: 
audit, legal, etc.

• Contact Legal Counsel if fact 
finding warrants advice and/or 
privilege

Considerations:

• Who will conduct interviews?

• Discovery possibilities

• Determine from facts as to 
substantiation of allegations

• Monitor management’s actions 
to resolve issue

• Possible follow up audit 

• Document 
retention/destruction policy

Response and Prevention

www.hcca-info.org | 888-580-8373 26

Group Discussion

• How do you decide when an investigation should be 
done?

• Who conducts the investigation.

• Share 3 practices with the session participants on ideas 
to implement at your home organization.
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Enforcement and Discipline

• Sanctions for non-compliant behaviors

• Fair and Consistent

• OIG Sanctions

• SAM/GSA Sanctions

• SDN Sanctions

• Incentives
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• Protect process and initial data gathering

• Provides for internal assessment before determining 
actions

• “Waiver of the privilege for the government acts as a 
waiver for all purposes”

Attorney Client Privilege

www.hcca-info.org | 888-580-8373 29

• Annual review of written program

• Continual review of policies and procedures
– Are policies being followed?

– Revisions necessary?

– Awareness

– Who is responsible?

• On-going risk assessment

• Effectiveness assessment

Evaluating for Success

www.hcca-info.org | 888-580-8373 30

Key Points for a Compliance Officer to Remember

1. It is important that the program be scalable to the resources 
available to your organization

2. Risk Assessments are your “help” in identifying the organization’s 
vulnerabilities and prioritizing them.

3. The program will be in evolution from day 1 so each key element of 
the program will mature based on the time, skill and effort given as 
you go.

4. Rome was not built in one day…compliance programs are also not 
built in one day.  

5. Build your framework and design, before responding to issues 
(which incidentally were probably around long before you were).

6. DON’T DO THIS ALONE.  Find an organization champion to be the 
management voice to support your efforts.

7. Network for “sanity”….Identify peers in the profession who can be 
safe and independent sounding boards for you.
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In summary….

 Independence for the Compliance Officer Role is critical to the 
success of the role. 

 Current models of compliance programs vary but regardless of 
design, it is important that you have a direct reporting structure to 
the governing board and/or CEO.

 The Federal Sentencing Guidelines and the 7 elements are a good 
start for developing compliance programs.  However, it is important 
to conduct a risk assessment which is the basis for your focus within 
each of the elements, ie: education and training, auditing and 
monitoring

 Measures for success for the new compliance program in the first 2 
years are mainly related to your process and design…is it working 
as it should be.  As the program evolves, outcome measurements 
will be able to be obtained.

www.hcca-info.org | 888-580-8373 32

Questions
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HIPAA Privacy, 
Breach & Security  

Rules 101

Erika Bol, Director, Corporate Privacy-Incident Program; Anthem

erika.bol@anthem.com

Chris Duprey, Owner, Caris Consulting, LLC 

chris@carisinnovation.com

Amit Kulkarni, CEO, Secure Healing Inc.
amit@securehealing.com

Daniel Steiner, Senior Manager, Baker Tilly Virchow Krause, LLP
Daniel.Steiner@bakertilly.com

HIPAA Privacy & Enforcement 
Rules 

Erika Riethmiller-Bol, CISM, CHPC, CIPP/US

2

Objectives

 History and Context of Privacy in the U.S.

 Enforcement Overview

 HIPAA’s Privacy Rule
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Disclaimer

The information provided in this presentation is 
intended for educational purposes only, does not 

constitute legal advice, and does not represent the 
official opinion of my employer.

COMPANY CONFIDENTIAL  |  FOR INTERNAL USE ONLY  |  DO NOT COPY

Historical Look Back

The modern version of the Hippocratic 
Oath: 

“I will respect the privacy of my 
patients, for their problems are not 
disclosed to me that the world may 
know.”

‐ Late 5th Century B.C.

Privacy Defined – United States

• 1890 U.S. Supreme Court justices Samuel 
Warren and Louis Brandeis publish “The 
Right to Privacy” in Harvard Law Review

•Defined as “the right to be left alone”

•U.S. Constitution does not specifically 
provide Right to Privacy
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Other U.S. laws dealing with Health Care Privacy
STATE

Genetic Information Non-
Discrimination Act (GINA)

Gramm-Leach-Bliley Act 
(GLBA)

Fair Credit Reporting Act 
(FCRA)

Privacy Act of 1974 (regulates 
federal gov’t)

Family Educational Rights & 
Privacy Act (FERPA)

Security Breach Notification 
Laws

Minors’ Rights

Sensitive health conditions
• Mental health

• Aids/HIV status

• Psychiatric treatment

Sector-specific
• Regulates licensed providers

• Insurance‐specific regulations (DOI)

FEDERAL

Privacy Protections in the United States

• “Permissible Purpose” 
Approach

• Limits data use to purposes 
permitted under law

• Example:  Fair Credit 
Reporting Act (FCRA)

• Fair Information 
Practices Approach

• Process‐oriented

• Major concepts: 
Individual Participation, 
Notice,  Choice, Security

• Example:  Gramm‐Leach‐
Bliley Act (GLBA)

Newer Approach:
Combine the above to have elements of each!

Example:  Health Insurance Portability and Accountability Act 
(HIPAA)

HEALTH INSURANCE PORTABILITY AND

ACCOUNTABILITY ACT OF 1996 (“HIPAA”) 

Pub. L. No. 104-
191, 110 Stat. 
1936 (1996) 

Established, for 
the first time, a 
set of national 
standards for 
the protection 
of certain health 
information
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Two Objectives of HIPAA

Portability
• Ensure that individuals 
would be able to maintain 
their health insurance 
between jobs

Accountability
• Combat fraud & abuse

• Establish national, uniform 
baseline of privacy and 
security protections for 
individuals’ health 
information

• Mandate uniform standards 
for electronic data 
transmission of 
administrative and financial 
data relating to patient 
health information

Health Information Technology for Economic & 
Clinical Health Act (HITECH) – 2009

• Enacted as part of American Recovery and Reinvestment 
Act of 2009 (ARRA) signed into law February 17, 2009

• Goal - to promote adoption and meaningful use of health 
information technology (HIT)  to improve efficiency & 
effectiveness of health care system

• Subtitle D - addresses privacy and security concerns with 
electronic transmission of health information

• Strengthened and broadened HIPAA’s Enforcement & Privacy Rules
• Added Breach Notification requirements (Rule)
• Did Not change Security Rule; however, increased  penalties for not 

being in compliance with it

COMPANY CONFIDENTIAL  |  FOR INTERNAL USE ONLY  |  DO NOT COPY 11

HIPAA Omnibus Final Rule Components –
Implementing HITECH

HITECH Privacy & Security 
–Business associates 
–Marketing & Fundraising 
–Sale of PHI 
–Right to request restrictions 
–Electronic access 

HITECH Breach 
Notification 

 HITECH  Enforcement 

 GINA Privacy 

 Other (non‐statutory) 
Modifications 
–Research authorizations 
–Notice of privacy practices 
updates
–Decedents 
–Student immunizations

12

Final Omnibus HIPAA Rule implementing HITECH effective 
3/26/2013; compliance date of 9/23/2013
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Still to Come – HITECH

Rulemaking:

Accounting of Disclosures

Method for sharing Penalty 
Amounts With Harmed 
Individuals

National Instant Criminal 
Background Check System 
(NICS) Final Rule 

Guidance:
 Breach Safe Harbor Update

 Breach Risk Assessment Tool

 Minimum Necessary

 More on Marketing

 More Fact sheets on other 
provisions

 Online versions of other 
guidance

 Security Rule Guidance 
Updates
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HIPAA Administrative Simplification

• Preemption (state law), Compliance, 
Investigations, Enforcement, Civil 
Money Penalties (CMPs)

PART 160—GENERAL 
ADMINISTRATIVE 
REQUIREMENTS 

• Standard Unique Identifiers (health 
plans, providers, employers), 
Transactions & Code Sets

PART 162—
ADMINISTRATIVE 
REQUIREMENTS 

• Security, Breach Notification, Privacy 
including Patient RightsPART 164—SECURITY 

AND PRIVACY 

Part 160 General Administrative 
Requirements

General ProvisionsSubpart A

Preemption of State LawSubpart B

Compliance & EnforcementSubpart C

Imposition of CMPs (Civil Money Penalties)Subpart D

Procedures for HearingsSubpart E
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Part 162 Administrative Requirements

General ProvisionsSubpart A

ReservedSubpart B‐C

Standard Unique Health Identifier for Health Care ProvidersSubpart D

Standard Unique Health Identifier for Health PlansSubpart E

Standard Unique Employer IdentifierSubpart F

ReservedSubpart G‐H

General Provisions for TransactionsSubpart I

Code SetsSubpart J

Health Care Claims or Equivalent Encounter InformationSubpart K

Eligibility for a Health PlanSubpart L

Referral Certification & AuthorizationSubpart M

Health Care Claim StatusSubpart N

Enrollment & Disenrollment in a Health PlanSubpart O

Health Care Electronic Funds (EFT) & Remittance AdviceSubpart P

Health Plan Premium PaymentsSubpart Q

Coordination of BenefitsSubpart R

Medicaid Pharmacy SubrogationSubpart S

NOT PART OF TODAY’S CONVERSATION!

Part 164 Security and Privacy

General ProvisionsSubpart A

ReservedSubpart B

Security Standards for the Protection of 
Electronic Protected InformationSubpart C

Notification in the Case of Breach of 
Unsecured Protected Health InformationSubpart D

Privacy of Individually Identifiable Health 
InformationSubpart E

HIPAA Regulation Text

Unofficial Version, as amended through March 
26, 2013

• http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/hipaa‐
simplification‐201303.pdf

• Does not include recent CLIA update to HIPAA Covered Entity‐
laboratories dealing with Patient Access to Records
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Enforcement of 
HIPAA

Leon Rodriguez, former Director, 
Office for Civil Rights

Jocelyn Samuels, Director, Office for 
Civil Rights (since July 2014)

HIPAA Enforcement

Civil Actions
• By:

– Office for Civil Rights (OCR) of 
Dept. of Health and Human 
Services (HHS)

– State Attorney’s General 
Office

• Types:

• Settlements

• Resolution Agreements 
w/Corrective Action Plan

Criminal Actions
• Referred by OCR to U.S. 
Department Of Justice (DOJ)

– Against organizations subject 
to HIPAA

– Against individuals

HIPAA Enforcement

21Source:  http://www.hhs.gov/about/regionmap.html



3/25/2015

8

Civil Enforcement of HIPAA – Key Terms

Reasonable diligence - the business care and prudence expected 
from a person seeking to satisfy a legal requirement under similar 

circumstances

Reasonable cause - an act or omission in which a covered entity 
or business associate knew, or by exercising reasonable diligence 

would have known, that the act or omission violated an 
administrative simplification provision, but in which the covered 

entity or business associate did not act with willful neglect

Willful neglect - conscious, intentional failure or reckless 
indifference to the obligation to comply with the administrative 

simplification provision violated. 

Civil Money Penalty Structure

Violation Category Each 
violation

All such 
violations of 
identical 
provision in 
Calendar Year

Did Not Know $100 -
$50,000

$1.5M

Reasonable Cause $1000 -
$50,000

$1.5M

Willful Neglect – Corrected $10,000 -
$50,000

$1.5M

Willful Neglect – Not Corrected $50,000 $1.5M

As of March 2015, HHS has entered into 21 resolution 
agreements and issued CMPs to one covered entity

Enforcement of HIPAA

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

Since April 2003 – OCR has referred 495 
cases of potential criminal violations to DOJ
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Privacy Rule

Part 164 “Parts”
PRIVACY RULE

Identifies what is to be 
protected

Regulates what entities 
subject to HIPAA (covered 
entities) must do to 
safeguard information

Outlines individual’s 
Rights regarding their PHI

SECURITY RULE

Protects ELECTRONIC 
health information (EPHI) 

Organizations must ensure 
the availability, 
confidentiality and integrity
of that information

BREACH NOTIFICATION RULE

 Requires WRITTEN NOTIFICATION to affected individual and 
federal government (and the media if >500 individuals 
affected) if a breach of unsecured PHI occurs

What is Protected?
Protected Health Information 
(PHI): 

Refers to individually identifiable
health information maintained by 
certain entities

Relates to the past, present, or 
future health condition, treatment, 
or payment of a client

Identifies the individual, or could 
be used to identify the individual

Can be transmitted or maintained 
in any form or medium
• Paper, electronic, verbal
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The Many Forms of PHI

Paper copies / printed copies

Telephone calls and voice mail

Photos / videos

Verbal communication and 
conversations

Fax transmissions

CDs, thumb drives

E-mail

Tattoos?

Individual Identifiers of PHI

Name
Address
Social Security number
Family History
Telephone number
Fax number
Account numbers
Medical record number
E-mail address
Dates 
Medicaid Client ID #

Drivers’ license numbers
Vehicle ID
Pharmacy ID #
Personal Assets
Device identifiers and serial 
numbers
Biometric (finger or voice 
print)
Photographs
Geographic indicators 
Any unique identifying 
number, code or characteristic

Health information – Past, Present, 
Future

United Health Care health plan member ID# 34-457633

Chief diagnosis:  diabetes

Member of Elderly, Blind & Disabled Waiver program

Dx code 780.79

Medical record #HO-934578

Eligibility paperwork for CHP+ program
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identifier

health 
information

WHAT IT TAKES TO MAKE PHI

A list of health care identification numbers 

A list of patients’ names and dates of service at a physician’s office

A list of patients’ full dates of birth (07/03/91) and their chief 
complaint when presenting to a hospital

A list of medical codes

Examples:

Who is Covered under HIPAA?

Covered Entities

• Providers
– Hospitals, physicians, allied 
health providers, mental health 
practitioners, etc.

– WHO ELECTRONICALLY BILL A 
STANDARD TRANSACTION 
REGULATED BY HIPAA

• Health plans

• Health care clearinghouses

Business 
Associates
• And their 
subcontractors who 
handle PHI

Know who and what you are under HIPAA
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Are you a Covered Entity?

http://www.cms.gov/Regulations-and-Guidance/HIPAA-Administrative-
Simplification/HIPAAGenInfo/Downloads/CoveredEntitycharts.pdf

Organizational Options for CEs

Organized Health Care Arrangement (OHCA)

Affiliated Covered Entities (ACE)

Hybrid Covered Entity

KNOW YOUR STRUCTURE UNDER HIPAA – IT DOES 
MAKE A DIFFERENCE!

You don’t have to be one of these, but you 
may be!

Are you a Business Associate?

1) Do you create, 
receive, maintain, or 
transmit PHI on 
behalf of a CE (or 
another BA) for a 
function or activity 
regulated by the HIPAA 
Rules?

…where the 
provision of the 
service involves the 
disclosure of PHI

Note:  Does not include disclosures 
to health care providers 

concerning treatment of an 
individual!
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Business Associates & the Privacy Rule
BA is a BA by definition not by act of contracting with a CE

Directly liable for:
• Uses and disclosures of PHI not in accord with its BAA or Privacy Rule

• Failing to disclose PHI when required by Secretary to investigate and 
determine BA’s compliance with HIPAA

• Failing to disclose PHI to CE, individual, or individual’s designee as 
necessary to satisfy CE’s obligations with respect to individual’s 
request for electronic copy of PHI

• Failing to make reasonable efforts to limit PHI to minimum necessary 
to accomplish intended purpose

• Failing to enter into BAA with subcontractors that create/receive PHI 

Contractually liable for all other Privacy Rule obligations included in 
their contracts with CEs

Business Associates & the Security Rule

Must comply with ALL of Security Rule

Must review and modify security measures as 
needed and update security measures accordingly

• Must enter into contract with any subcontractors to protect electronic PHI

• Must report breaches of unsecured PHI to CE (or upstream BA)

• Requirements of BAAs apply to BAs and their subcontractors in SAME 
MANNER as between CEs and BAs

Subcontractor ‐ a person to whom a BA delegates a function, activity, or service, 
other than in the capacity of a member of the BA’s workforce.

Written Requirement Between CEs and BAs
& BAs and Subcontractor BAs

Must enter into an 
Agreement to ensure BA 
will appropriately and 
adequately safeguard PHI

Commonly referred to as: 
Business Associate 
Agreement (BAA) or 
Business Associate 
Contract (BAC)

BAAs or BACs have 
specific requirements 
under the Privacy, 
Security, Breach and
Enforcement Rules
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How HIPAA 
Works

Basic Tenets of HIPAA

Patients have a right to 
access their health 
information and to 
control where it goes 
(with exceptions); 
otherwise requires 
“Authorization”

Covered entities may use 
patient information for 
certain Treatment and 
business operations 
(Payment, health care 
Operations) = “TPO”

They must tell patients how 
they will use the information 
and implement safeguards to 
protect it = “Notice of Privacy 
Practices”

P
at
ie
n
t

C
o
ve
re
d
 E
n
ti
ty

Federal
Gov’t

Key concept:  Use vs. Disclosure

Use :
Sharing

Employing

Applying

Utilizing

Examining

Analyzing

Information is used when it 
moves within an organization

Disclosure :
Releasing

Transferring

Providing access to

Divulging in any manner

Information is disclosed 
when it is transmitted 
between or among 
organizations
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Key Concept:  Required Disclosures

HIPAA requires disclosure of PHI in only two 
Instances

Every other disclosure is permissible under the 
Rule

To the Federal 
government when 

they are investigating  
an Entity’s 

compliance with 
HIPAA

To the 
Individual 

when 
he/she 

requests it

Key Concept:  Minimum Necessary 
Principle 

Requires Covered Entities to always limit any use, 
disclosure or request of PHI to the minimum 
necessary to accomplish the intended purpose

Handle PHI specific to your daily 
job functions on a need-to-

know basis

Always consider minimum 
necessary when sharing 

individual’s PHI, even with co-
workers

PHI

Treatment, Payment, 
Healthcare Operations Uses & 

Disclosures
(164.506)

Uses & Disclosures 
with an Opportunity  
for Individual to Agree 

or Object
(164.510)

Uses & Disclosures in the 
Public Interest
(164.512)

Authorization
(164.508)

And….incidental uses & disclosures  (45 CFR 164.502(a)(1)(iii)) 
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Treatment, Payment, Health Care Operations

Treatment:  the provision, 
coordination or management of 
health care for an individual by 
providers

“TPO”

Uses and Disclosures Based on TPO

CE may use or disclose 
PHI for its own 
treatment, payment 
and health care 
operations

• May disclose to health care 
provider for provider’s 
treatment purposes

• May disclose to CE or 
provider for payment of CE 
or provider

• May disclose to another CE 
for that CE’s health care 
operations WITH CERTAIN 
RESTRICTIONS!

Opportunity for Individual to Agree or Object 
(164.510)

• Facility directories

• For involvement in the individual’s 
care and notification purposes
– With individual present

– When individual is not present

– For disaster relief purposes

• About decedents to family members 
and others involved in care
– Care or payment for care

•“…in the exercise of professional judgment”
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Allowable Public Interest Disclosures 
(164.512)

• CE may use or disclose PHI without written 
authorization or opportunity for individual 
to agree or object 

• When CE is required to inform the 
individual, or when individual may agree to 
a use or disclosure in this section, CE’s 
information and individual’s agreement may 
be given orally

• Caution:  these exceptions are narrowly 
defined under HIPAA. 
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Allowable Public Interest Disclosures 
(164.512) cont.

Required by Law (a)

For public health activities (b)

About victims of abuse, neglect or domestic 
violence (c)

For health oversight activities  (d)

For judicial and administrative proceedings (e)

For law enforcement purposes (f)
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Allowable Public Interest Disclosures 
(164.512) cont.

About Decedents (g)

For Cadaveric Organ, Eye or Tissue Donation (h)

For Research Purposes (i)

To avert a serious threat to health and safety (j)

For specialized government functions (k)

For workers’ compensation (l) 
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Incidental use or disclosure

Defined:  a secondary use 
or disclosure that cannot 
reasonably be prevented, 
is limited in nature, and 
that occurs as a result of 
another use or disclosure 
that is permitted by 
HIPAA

HIPAA permits certain 
incidental uses and disclosures 
IF:

• You have put in place:
– reasonable safeguards

–minimum necessary 
standard policies, 
procedures & training 

164.502(a)(1)(iii) 

An incidental use or disclosure is not permitted 
if it is a by‐product of an underlying use or 
disclosure which violates the Privacy Rule

Authorizations

Disclosures not 
permitted 
elsewhere under 
HIPAA require a 
valid written 
authorization from 
the individual 

Authorization 
Checklist 
Example

Note:  
AUTHORIZATIONS 
MUST INCLUDE ALL 

REQUIRED 
ELEMENTS TO BE 
CONSIDERED VALID 

UNDER HIPAA
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When HIPAA Requires Authorization

•Psychotherapy Notes
• Definition matters; Exceptions exist

•Marketing
• Definition matters; Exceptions exist

•Sale of PHI
• Definition of “sale” key

Note:  there are 
restrictions around 

combining  
Authorizations for 
different purposes

Personal Representatives

• Person authorized under state/other law 
to act on behalf of individual for 
healthcare-related decisions

• Personal representative has ability to act 
for individual and exercise individual’s 
Rights under HIPAA

• There is an abuse, neglect, or 
endangerment exception

Psychotherapy Notes

Specific definition – know it if 
you think you deal with these 
notes

Almost always require special 
Authorization to release
• Note:  Authorization may not be 
combined with any other 
Authorization 

Right of access to these notes 
by the individual (patient) is 
NOT REQUIRED by HIPAA

HIPAA does NOT restrict 
disclosure of these notes to 

individuals/patients

CE has discretion as to 
whether to disclose to 

individual upon request or 
withhold
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Marketing

…to make a communication about a 
product or service that encourages
recipients of the communication to 
purchase or use the product or service

• Must be a communication (written or verbal)

• Must involve use of PHI

• Exceptions exist (statutory from HITECH and 
within definition of marketing); consult legal 
advice when dealing with potential marketing 
issues

Marketing Requires Written Authorization

Unless

1. Face-to-face for 
health care 
operations, 
treatment, “or other 
marketing 
communication”

2. Promotional gift of 
nominal value 
provided by the CE  

Even if you get 
paid for these

3. If CE does NOT receive 
financial remuneration in 
exchange for making 
communication in limited 
circumstances:
• Treatment by health care 

provider 
• To describe health-related 

product/service provide by 
or included in plan of 
benefits

• Case management or care 
coordination, etc.

CONSULT LEGAL ADVICE 
FOR MORE GUIDANCE

Marketing Requires Written Authorization
• Must obtain valid authorization before

using/disclosing PHI for marketing

• Authorization must disclose if CE is receiving financial 
remuneration (direct or indirect payment from 3rd

party whose product or service is being described) 
from 3rd party

• If individual signs authorization to receive such 
communications, CE may send them until individual 
revokes it

• If individual doesn’t sign authorization, CE may not 
send these types of communications
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Sale of PHI

Definition:
• “a disclosure of PHI by a CE 
where the CE directly or 
indirectly receives remuneration 
from or on behalf of the 
recipient of the PHI in exchange 
for the PHI”

• Note:  any remuneration, not 
just “financial”

Exceptions:
• Treatment and Payment

• Public health purposes

• Transfer, merger or consolidation of CE & 
related due diligence

• Required by Law

• To Business Associates for their 
contracted activities

• Exceptions with RESTRICTIONS:
– Research

– To the individual

– Reasonable cost‐based 
remuneration to cover cost to 
prepare and transmit PHI

CONSULT LEGAL ADVICE FOR MORE GUIDANCE

In Order to “Sell” an Individual’s PHI
• Must obtain an individual’s authorization 
before CE may disclose PHI in exchange 
for remuneration

– even if disclosure is for an otherwise 
permitted disclosure under the 
Privacy Rule

• Notice of Privacy Practices must mention 
the prohibition on sale of PHI without the 
express written authorization of the 
individual

Marketing vs. Sale

Marketing Sale of PHI

 For a communication

 Financial remuneration 
(payment)

 Applies to a “use or 
disclosure”

 Requires valid 
authorization stating that 
CE is receiving payment for 
making communication

 Exceptions exist

 For anything regarding 
PHI

 Any remuneration

 Applies to a “disclosure”

 Requires valid 
authorization stating CE 
will receive remuneration 
from sale of PHI

 Exceptions exist
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Fund Raising

•May use or disclose to Business Associate or 
institutionally related foundation:
1.Demographic information relating to individual (name, 
address, other contact information, age, gender, date of birth

2.Dates of health care provided

3.Department of service information*

4.Treating physician*

5.Outcome information*

6.Health insurance status

…for the purpose of raising funds for its own benefit, without 
an Authorization

* New as of 9/2013

Fund Raising, cont.

Requirements:
• Include statement in Notice of Privacy Practices

• Provide individual with clear & conspicuous opportunity to 
opt out of  further fundraising communications with each
communication 

• Opt‐out method may not cause individual undue burden or 
more than nominal cost

• May not condition treatment or payment on individual’s 
choice

• May not make fundraising communications to an individual 
who has opted out

Requires:
1. Written Authorization from 

the individual OR

2. Documented approval from 
an Institutional Review 
Board (IRB) or Privacy Board 
OR

3. Only sharing of a Limited 
Data Set (LDS) of data with 
valid Data Use Agreement 
(DUA) for research, public 
health or health care 
operations only

Defined:  

“a systematic 
investigation, 

including research 
development, testing, 

and evaluation, 
designed to develop or 

contribute to 
generalizable 
knowledge.” 

Research under HIPAA
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IRB or Privacy Board 
Approval/Waiver

• Specific requirements:

1. Use of PHI involves no more 
than minimal risk

2. Research could not practicably 
be conducted without waiver

3. Research could not practicably 
be conducted without access 
to/use of PHI

Specific documentation 
requirements
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Research under HIPAA

Authorizations
• Can be compound

• Conditioned- and non-
conditioned activities can 
be combined on same form

• Must clearly differentiate 
between two & provide 
individual with 
opportunity to opt in to 
research activities

• Gets tricky; consult the 
regulations or an expert in 
this area

Research - Limited Data Set Exclusions
Names
Postal address information OTHER THAN TOWN OR CITY, STATE, AND 
FULL ZIP CODE
Telephone numbers
Fax numbers
Electronic mail addresses
Social security numbers
Medical record numbers
Health plan beneficiary numbers
Account numbers 
Certificate/license numbers
Vehicle identifiers and serial numbers, including license plate numbers
Device identifiers and serial numbers
Web Universal Resource Locators (URLs)
Internet Protocol (IP) address numbers
Biometric identifiers, including finger and voice prints
Full face photographic images and any comparable images

NOTE:  DOES NOT EXCLUDE DATES SUCH AS DATE OF BIRTH

De-identified Data

Health information 
can be de-
identified

De-identified data 
is not subject to 

HIPAA

Two Methods:

1. “Safe Harbor” approach
– Remove 18 identifiers AND 

have no knowledge that 
remaining information 
could be used alone or 
with other information to 
identify an individual

2. Statistical approach
– Qualified statistical or 

scientific expert concludes 
that risk of re‐
identification is very small

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De‐
identification/guidance.html
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Patients’ Rights

Patients’ Rights under HIPAA

• Notice of Privacy Practices (NPP)

• The right to access, copy, and inspect their health-care 
information

• The right to request an amendment to their healthcare 
information

• The right to obtain an accounting of certain disclosures of 
their health-care information

• Rights to request privacy protections for PHI

• The right to complain about alleged violations of the 
regulations and the entity's own information policies

• The right to be notified when a breach of an individual’s 
unsecured PHI occurs

Notice of Privacy Practices

Applies to providers and health 
plans

Certain content requirements

• How entity may use and disclose PHI about 
an individual

• Individual’s Rights and how individual may 
exercise these Rights

• Entity’s legal duties with respect to the 
information, including statement that entity 
is required by law to maintain privacy of PHI

• Whom individuals can contact for further 
information about entity’s privacy policies

• An effective date
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Providing the notice to individuals

All providers
• On request

• If maintain a website, must be posted there

Providers with direct treatment relationship
• By date of first service delivery

• If have physical service delivery site:
– Have available at site for individuals to request to take with them 

– Post Notice in clear and prominent location

• If emergency ‐ as soon as reasonably practicable after emergency

Must make good faith effort to obtain written acknowledgment 
of receipt of Notice 

PROVIDERS

Providing the notice to individuals

HEALTH PLANS

To new enrollees at time of enrollment

At least every 3 years - must notify individuals then 
covered of availability of Notice and how to obtain a copy

Notice -- Miscellaneous

Material revisions to Notice 
require:
• Providers

– Revise Notice & remove all copies of 
old Notice; replace with new Notice

– Provide new Notice to individuals 
upon request and at first treatment 
opportunity (or electronically)

• Health plans
– Post revised Notice on website  by 

effective date

– If no website, must send out to all 
members covered by plan within 60 
days of revision (or send information 
on how to obtain copy)

Electronic Notice
• Allowed if individual agrees 
to receive it in this manner

Joint Notice of Privacy 
Practices
• If part of an Organized Health 
Care Organization (OHCA) you 
may have one of these

• Further requirements on 
content

Exceptions for group 
health plans and inmates
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Right to Access, Copy, and Inspect Health Care 
Information

• Right to inspect and obtain copy of PHI about individual in CE’s 
designated record set (DRS)

• “Form and format” requested by individual, if readily producible 

• Exceptions Exist (psychotherapy notes, prepared for litigation)

• CE may deny access (unreviewable & reviewable reasons) 

• Manner of Access (individual may direct CE to send DRS to 3rd

party)

• Any fees must be reasonable and cost-based

• Must provide within 30 days (one 30 day extension possible)

Key Concept:  
HIPAA’s Designated Record Set

It is what a patient “gets” 
when they request access or a 
copy of their PHI

Organizations need to define 
this

Should contain the 
information that an 
organization uses to make 
decisions about an 
individual…

Examples:

• The patient’s medical record

• A list of claims information (from a 
health plan)

• The anesthesia record from an 
operation (from an anesthesia 
provider)

• A radiological image with associated 
notes (from a radiologist)

Right to Amendment

Right to amend information in CE’s DRS

CE has right to deny amendment under certain circumstances
• Was not created by CE (unless originator no longer available)

• Isn’t part of DRS

• Restricted from right to access

• Is accurate and complete

CE has 60 days to respond; can extend 30 more if necessary

If amend, CE has duty to inform others
• Persons identified by individual and business associates

If deny, denial can be lengthy and allows for disagreement by 
individual to be kept with DRS
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Right to Request Privacy Protections

Right of Individual to Request Restriction of Uses and 
Disclosures
• Must permit individuals to request restrictions for:

– Uses or disclosures of PHI to carry out TPO

– Disclosures for involvement in individual's care and notification purposes 

• CE does not have to agree but if CE does agree, bound by that restriction

EXCEPTION:  CE PROVIDER MUST restrict 
information from going to insurer if individual pays 
for item/service out-of-pocket & in full and requests 
this!

Right to Request Privacy Protections, 
cont.

Right to Confidential Communications
• Must permit individuals to request…

• Must accommodate reasonable requests to receive 
communications of PHI by alternative means or at alternative 
locations

CE Provider may not ask why

Health plans may require individual to state doing so would 
endanger the individual before allowing confidential 
communication

Right to Obtain Accounting of 
Disclosures

Right to receive an accounting of disclosures of PHI 
made by CE in prior 6 years

Exceptions:
• Treatment, payment and health care operations 

• To individuals of PHI about them 

• Incident to a use/disclosure otherwise permitted or required by HIPAA

• Pursuant to an Authorization 

• For facility's directory

• To persons involved in individual's care or notification purposes 

• For national security or intelligence 

• To correctional institutions or law enforcement officials

• Disclosures of limited data sets



3/25/2015

28

Content of Accounting

• Date of disclosure

• Name of entity or person who 
received PHI and address, if 
known 

• Brief description of PHI

• Brief statement of purpose

Grouping allowed for 
routinely occurring and 
research disclosures

Timeliness

• CE has 60 days to provide 
accounting, may have 30 day 
extension

Fees

• CE may charge reasonable, cost‐
based fee after providing 1 copy 
for free ‐ for each subsequent 
request by same individual in 12 
month period

Right to Obtain Accounting of Disclosures

Right to Complain

…about alleged violations 
of the regulations and CE’s 
own policies

CE must provide a process 
for individuals to make 
complaints

CE must document all 
complaints received, and 
their disposition, if any

Right to be Notified when a Breach Occurs

CEs must state in Notice of Privacy Practices that it 
will notify affected individuals following a breach of 

unsecured PHI

SUBPART D—NOTIFICATION IN THE CASE 
OF BREACH OF UNSECURED PROTECTED 

HEALTH INFORMATION 

§ 164.400 - § 164.414
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Miscellaneous

Genetic information Non-Discrimination 
Act of 2008

GINA required Secretary of HHS to revise Privacy Rule

Genetic information is health information

HIPAA prohibits all health plans that are CEs under HIPAA  
from using or disclosing PHI that is genetic information for 
underwriting purposes

• Excepts:  long‐term care plans from underwriting prohibition

 Note:  an authorization CANNOT be used to permit a use or 
disclosure of genetic information for underwriting purposes!

Key Concept:  Training

Must train:

• All workforce members on policies and procedures regarding 
PHI safeguards in order for them to carry out their duties

• Each new workforce member within a reasonable period of 
time after he/she joins the entity

• Each workforce member whose functions are affected by 
material change in policies or procedures ‐‐ within a reasonable 
period of time after the material change
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Key Concept:  Sanctions

Required that you have them 
and apply them to workforce 
members who violate your 
policies and procedures

Must train workforce to 
understand sanctions may 
apply

Must document sanctions 
taken

One of the first things you 
may be asked for in an audit!

Key Concept:  Retaliation

Privacy Rule:
• CE may not intimidate, 
threaten, coerce, 
discriminate against, or 
take other retaliatory 
action against any 
individual for…

…the exercise by the 
individual of any Right 
established under HIPAA

Enforcement Rule:
• CE may not threaten, intimidate, coerce, 
harass, discriminate against, or take any 
other retaliatory action against any 
individual or other person for…

• Testifying, assisting, or participating in an 
investigation, compliance review, 
proceeding, or hearing under this part

• Opposing any act or practice made 
unlawful by HIPAA

– …provided individual has good faith belief 
that practice opposed is unlawful, and 
manner of opposition is reasonable and 
does not involve a disclosure of PHI in 
violation of HIPAA

Policies and Procedures “Musts”

Implement policies and procedures to comply with standards, 
implementation specifications, or other requirements 

Be reasonably designed to ensure compliance

Change as necessary and appropriate to comply with changes in 
the law

Document it all
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Erika Riethmiller-Bol 
Director, Corporate Privacy-
Incident Program 
erika.bol@anthem.com

Thank you.
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BREACH NOTIFICATION
Chris Duprey, Owner, Caris Consulting, LLC

PHI/E-PHI Data

See No 
PHI

Say No 
PHI

Hear No 
PHI

Caris Consulting, LLC – 2015 HCCA

What happens when the 
“cat’s out of the bag”?

Caris Consulting, LLC – 2015 HCCA
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Definition of Breach

Breach 

• Means the acquisition, access, use, or 
disclosure of protected health information 
in a manner not permitted under subpart E 
of this part which compromises the 
security or privacy of the protected health 
information.
• (i.e. stolen laptop) 

Caris Consulting, LLC – 2015 HCCA

(1) Breach excludes: 
• (i) Any unintentional acquisition, access, or 

use of protected health information by a 
workforce member or person acting under the 
authority of a covered entity or a business 
associate, if such acquisition, access, or use 
was made in good faith and within the scope 
of authority and does not result in further use 
or disclosure in a manner not permitted under 
subpart E of this part. 

Caris Consulting, LLC – 2015 HCCA

Exclusions, con’t.
• (ii) Any inadvertent disclosure by a person 

who is authorized to access protected health 
information at a covered entity or business 
associate to another person authorized to 
access protected health information at the 
same covered entity or business associate, or 
organized health care arrangement in which 
the covered entity participates, and the 
information received as a result of such 
disclosure is not further used or disclosed in a 
manner not permitted under subpart E of this 
part. 
• Files that were transferred to wrong individuals within 

the organization – wrong name selected on email list

Caris Consulting, LLC – 2015 HCCA
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Exclusions, con’t.
• (iii) A disclosure of protected health 

information where a covered entity or 
business associate has a good faith belief 
that an unauthorized person to whom the 
disclosure was made would not reasonably 
have been able to retain such information.

. 

Caris Consulting, LLC – 2015 HCCA

Unauthorized/Improper Disclosure vs. 
Breach

Improper 
Disclosure

Within the 
organization, 
unintended 

receiver

Disclosure – not 
acquired, accessed 

or viewed

Breach

Outside the 
organization, 

acquired, accessed 
and/or viewed

Unknown recipient 
(stolen unencrypted 

laptop)

In 1996 HIPAA did 
not require 
notification when 
patient PHI was 
inappropriately 
disclosed, covered 
entities may have 
chosen to include 
notification as part of 
the mitigation 
process.

In 2009 
ARRA/HITECH does
require notification of 
certain breaches of 
unsecured PHI to the 
following:
• Individuals
• Department of Health and 
Human Services (HHS)
• Media

On January 25, 2013, 
the Final Breach 
Notification Rule was 
published, requiring 
an entity to assess 
the probability that 
the protected health 
information has been 
or may be further 
compromised based 
on a risk assessment.

The Final Rule was published on January 25, 2013 to be effective on 
March 23, 2013 with compliance required by September 23, 2013.

Breach Notification

9
9Caris Consulting, LLC – 2015 HCCA
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Application of Provisions and Penalties 
to Covered Entities

10

CE responsible for BA, 
and subject to fines 
and penalties.

HITECH/ARRA penalties 
introduced by increasing 
the fines and levels of 
penalties.

Omnibus Rule- CE & BA 
responsible for the 
compliance and satisfactory 
assurances. Final 
modification which enhanced 
civil monetary penalties.

1996 2009 2013

10Caris Consulting, LLC – 2015 HCCA

Penalty Considerations

11
11

> Nature and extent of the violation

> Nature and extent of the harm resulting from the violation

> History or prior compliance with the administrative 
simplification provision, including violations by the covered 
entity or business associate, consideration of which may 
include but is not limited to: 
• Financial condition of the covered entity or business associate

• Such other matters as justice may require

Caris Consulting, LLC – 2015 HCCA

Unsecure PHI

> Unsecured PHI:

• Means PHI that is not secured through the use of a technology 

or methodology specified by the “Guidance Specifying the 

Technologies and Methodologies that render PHI Unusable, 

Unreadable, or Indecipherable to Unauthorized Individuals for 

Purposes of the Breach Notification Requirements Under 

HITECH/ARRA; Request for information”.

12
12Caris Consulting, LLC – 2015 HCCA
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Compromising PHI Data

13

Data in Motion – data that is moving through a network, 
including wireless transmission;

Data at Rest – data that resides in databases, file systems, 
and other structured storage methods;

Data in Use – data in the process of being created, retrieved, 
updated, or deleted; or

Data Disposed – discarded paper records or recycled 
electronic media

13Caris Consulting, LLC – 2015 HCCA

Have you implemented? 

> Encryption 
• Recommendations for the industry encryption standards to meet 

definition for “secured PHI”

> Destruction
• Recommendations for the industry destruction standards to meet 

the definition of “secured PHI”

> Storage
• Recommendations for the industry storage of electronic media to 

meet the definition of “secured PHI”

14Caris Consulting, LLC – 2015 HCCA

(1) The nature and extent of the protected health information 
involved, including the types of identifiers and the likelihood 
of re-identification

(2) The unauthorized person who used the protected health 
information or to whom the disclosure was made

(3) Whether the protected health information was actually 
acquired or viewed

(4) The extent to which the risk to the protected health information 
has been mitigated

Risk Factors to Consider for Breach Notification

15
15

An acquisition, access, use, or disclosure of protected health information in a 
manner not permitted under subpart E is presumed to be a breach unless the 
covered entity or business associate, as applicable, demonstrates that there is 
a low probability that the protected health information has been 
compromised based on a risk assessment of at least the following factors: 

Caris Consulting, LLC – 2015 HCCA
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Breach Discovery

• Discovery of an incident can be brought to your attention 
from internal systems or employees.
• Ensure appropriate policies and procedures are in place to identify 

and report a potential incident for further investigation

• Clients or Patients can report an incident.
• Ensure all information about the data is obtained from the initial 

report.  How was the information acquired, accessed or viewed, 
who received the information and whether or not the original 
information can be retained.

• External, non-related entities.
• Information that may have ended up at another organization but 

has been found or returned to the sender for further action. 

Caris Consulting, LLC – 2015 HCCA

Breach Reporting
• Covered Entity/ Business Associate

• Agreements will specify the time reporting requirements for 
unauthorized uses and disclosures, incidents and breaches;

• Most agreements specify the information that is required within the 
report:
• A brief description of what happened, date of the breach, date of the 

discovery;
• Description of the types of unsecured PHI that were involved in the breach;
• Any steps individuals should take to protect themselves from potential harm 

resulting from the breach;
• Brief description of what the entity is doing to investigate the breach, to 

mitigate harm to individuals, and protect against future breaches; and
• Contact procedures for individuals to ask questions or learn additional 

information pertaining to the incident

• Reporting required to the covered entity no longer than 60 days from 
the date of discovery.

Caris Consulting, LLC – 2015 HCCA

Business Associate Impacts of Breach

• Identification

Policies, procedures and training should be conducted to inform all 
employees handling e-PHI/PHI of the following breach tasks:

• Investigation

• Report

• Supporting documentation

• Notification letter to the Covered Entity

Caris Consulting, LLC – 2015 HCCA
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Breach Assessment

• Evaluating the Incident
• Investigate the cause of the incident, define whether or not the 

incident is a breach by definition

• Conduct the Breach Risk Assessment

• Determine appropriate remediation

• Notify appropriate individuals

• LoProCo – Low Probability that the data has been 
Compromised
• The Breach Risk Assessment should be completed immediately to 

determine whether or not there is a low probability of compromise

• If the conclusion is that there was a high probability of compromise 
– notification is required

Caris Consulting, LLC – 2015 HCCA

Breach Assessment
Factors Low Probability High Probability

The nature and extent of 
the PHI involved, including 
the types of identifiers and 
the likelihood of re-
identification

Low probability that the 
information involved would 
identify who the 
individual(s) would be.

High Probability the 
individuals can be 
identified.

Who was the unauthorized 
person who received or 
accessed the PHI

Was the unauthorized 
individual an ee of the 
Covered Entity or another 
entity that is required to 
protect Privacy?

Was the recipient 
someone other than a 
covered entity or an 
employee of a similar 
entity?

Whether the PHI was 
actually acquired or viewed

Is there evidence that the 
information was not 
acquired or viewed?

Is it probable that the 
information was acquired 
and /or viewed? Is it 
unknown?

The extent to which the 
risk to the PHI has been 
mitigated

Were you able to get the 
PHI or make sure it was 
properly destroyed?

Were you unable to reduce 
the risk which in turn would 
contribute to more than a 
low probability that the PHI 
was compromised.Caris Consulting, LLC – 2015 HCCA

Breach Notification
• Covered Entity – Plain language response
• Notification to Individuals

• Written Notice (first-class mail / e-mail)
• Substitute Notice (out-of-date contact information, <10 individuals 

alternative communication, >10 individuals conspicuous notice for 
90 days on the home page of the website.

• Additional Notice in Urgent Situations – phone or other means

• Notification to the Media
• More than 500 residents of a State or jurisdiction, notify prominent 

media outlets serving the area;
• Without reasonable delay no later than 60 days after date of 

discovery;
• Content requirements remain the same.

Caris Consulting, LLC – 2015 HCCA
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Breach Notification
• Notification to the Secretary

• Breaches involving 500 or more individuals, 
notification is required contemporaneously with 
the notice required to the individual and in the 
manner specified on the HHS Website.

• Breaches involving less than 500 must be 
logged and provided no later than 60 days 
after the end of each calendar year, report as 
required under the HHS Website.

To report a breach to the Secretary access 
this link:

• http://www.hhs.gov/ocr/privacy/hipaa/administr
ative/breachnotificationrule/brinstruction.html

Caris Consulting, LLC – 2015 HCCA

Resolution Agreements

Caris Consulting, LLC – 2015 HCCA

Summary

• Analyze the incident against the definition of a breach

• Determine if it is a breach or unauthorized disclosure

• Investigate the incident, how many individuals are 
affected, why it happened, what can be done to prevent it 
in the future

• Conduct the Breach Risk Assessment

• Determine whether or not there is a Low Probability of 
Compromise or High Probability of Compromise

• Notify appropriate individuals

Caris Consulting, LLC – 2015 HCCA
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Un-Tech Your Tech:
A non-technical overview of Technical Safeguards, including 

network and end point security, describing available technology 
options for organizations of various sizes, to meet requirements.

AMIT KULKARNI, 
CEO, Secure Healing Inc.

amit@securehealing.com

26

Agenda

• The need of Security

• Information Security – Basics

• Securing Data – The ignored kind

• Recommended Open Source products

27

Everything is networked
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2828

DATA BREACHES ARE TOP OF MIND FOR 
HEALTHCARE ORGANIZATIONS

2929

CURRENT PRIVACY BREACH 
INVESTIGATIONS ARE RETROACTIVE

Patient /Employee/IT
gets suspicious of 
unknown access

Complaint to 
Security/Privacy

Officer

They log into
Multiple reporting 

solutions

Try to correlate 
data from various 

sources

IT Security/ HR will stop 
bad guy’s access/

give disciplinary
action to user (insider)

3030

ROGUE USERS CAN EASILY AVOID DETECTION

Internal user or malicious
outsider accesses data and is

careful to not disclose to others

No Alerts No Investigation No one gets caught



3/17/2015

11

31

The Threat 

• Cyber Criminals - (financial data)

• Cyber-warriors - (political/military)

• Corporate espionage - (IP theft)

• Hacktivists - (idealism)

• Individual Hackers - (fame/thrill)

• Spammers - (ad distribution)

32

Covert Channels

• Clever misuse of 
network protocols

• Nearly undetectable

• Not that uncommon

“They’ll never 
see me coming!”

3333

The Basics - The OSI layers
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The Basics – Security Controls

Inventory 
Control

Secure 
Network 
Engineering

Secure 
Configuration
-Servers

Vulnerability

Management

Malware 
Defense

Application

Security

Wireless

Control

User Data

Encryption

Secure 
Configuration 
-Perimeter

Control of 
Admin 
Privileges

Boundary 
Defense Access 

Monitoring & 
Audit

Data 
Loss 
Prevention

Incident 
Response

Penetration 
Testing

Identity

Management

Source: Spring 2013 SANS Poster

35

Enterprise Security’s Gaping Hole

DATA

“64% of the 10 
million security 
incidents tracked 
targeted 
applications.”

Information Week

36

Why Should I Care?
Let’s just think this through…

• How likely is a successful web application attack?

• Stunningly prevalent .. check the recent breach headlines

• Easy to exploit without special tools or knowledge

• Little chance of being detected

• Consequences?

• Disclosure of database contents

• Loss of authentication and access control for users

• Defacement

• Secondary attacks from your organization
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Network Firewalls Do Not Work Beyond HTTP

Firewall

Port 80HTTP Traffic

Web
Client

Web
Server

Application

Application

Database
Server

38

Internal or 
External User

Network Firewalls Do Not Work Beyond HTTP

39

Requirements For Application Security

Proactive monitoring user AND transaction access to  applications and 
data is critical to completely securing enterprise IT 

Partner/BA

Employee

Customer

Invalid
Transaction From 

A Valid System

Unauthorized
User From A Valid 

Terminal

Corporate Apps 
& Data

Corporate Network

User/transaction validity
App & data access auth.
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Why Another Security layer?

Sources: Gartner, OWASP

90% of security spending prevents only 10% of attacks

Network 
Server

Web
Applications

% of Attacks % of Dollars

90%

Security Spending

75%

25%

10%

• Intent of attacks has 
shifted to financial gains. 
It used to be 
DoS/Disruptions

• The objective of 
attackers is to steal real 
world identity

• Today’s Firewalls do not 
understand L7 protocols. 

Layer-2, deep packet inspection firewalls do not see layer-7 attacks!

41

Monitoring

• Use IDS/IDP

• Offload logs to central repository

• Custom apps need to generate logs

• Understand what’s going on - situational awareness

42

Sniffing 

A sniffer is a program that monitors and analyzes network 
traffic and is used legitimately or illegitimately to capture 
data transmitted on a network
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Defense-In-Depth

• Defense-in-depth is an information  assurance (IA) 

strategy in which multiple layers of defense are placed 

throughout an information technology (IT) system. 

• It addresses security vulnerabilities in personnel, 

technology and operations for the duration of the 

system's life cycle.

44

Defensive practices

• Firewall
• Block outgoing unexpected 

ICMP or non-needed 
• traffic

• Intrusion Detection 
• Spotting known signatures 

• Anomaly Detection
• Spot unusual spikes in 

traffic/access
• Any anomalous behavior (How 

hard is that?!)

• Disk Encryption 
• Does it stop malicious 

users/hackers ?

45

Source - SANS Technology Institute

Visualization / Dashboard
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Visualization / Dashboard

47

Summary

• Assume you will be targeted/hacked/breached by a 
rogue insider or malicious outsider

• Defenders need to look for indicators of compromise 
across many sources

• SIEM solution centralize data

• Start small with basic methods, test, and move to more 
advanced techniques

• Goal is to detect breach as early as possible and gather 
as much information as possible before starting incident 
response

48

References

• Twenty Critical Security Controls for Cyber Defense: 
SANS/CAG

• Twenty Most Important Controls and Metrics for Effective 
Cyber Defense and Continuous FISMA Compliance by 
John Gilligan

• Security Metrics, Replacing Fear, Uncertainty and Doubt, 
Gary McGraw

• A Guide to Security Metrics (SANS Reading Room), Shirley 
C. Payne

• NIST Guides to Security

http://csrc.nist.gov/publications/PubsSPs.html
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Some New Open Source Security Products

1. Truecrypt: - encrypt all the things.

2. Suricata: leverages both signature and anomaly-

based intrusion detection.

3. GRR Rapid Response:  An open source incident 

response tool currently in beta.

4. The Sleuth Kit: The Sleuth Kit features a library and 

a collection of tools for investigating disk images, 

including volume and file system data. 

50

AMIT KULKARNI, 
CEO, SECURE HEALING Inc. 

amit@securehealing.com
Stop by at HCCA conference booth # 605

Thank you !

Senior Manager, Baker Tilly Virchow 
Krause, LLP

Daniel.Steiner@bakertilly.com
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Physical Safeguards 

Physical Safeguards – Facility Access 
Controls

Contingency Operations (Addressable) - Physical security measures entities 
established in the event of the activation of contingency plans and employ while 
the contingency plans required by the Administrative Safeguards are active. 

Sample questions to ask: 

• Are procedures developed to allow facility access while restoring lost data in 
an emergency?

• Can the procedures be appropriately implemented by workforce members 
responsible for the data restoration process?

• Do the procedures identify personnel that are allowed to re-enter the facility 
to perform data restoration?

Physical Safeguards – Facility Access 
Controls

Facility Security Plan - Implement policies and procedures to safeguard the 
facility and the equipment therein from unauthorized physical access, tampering, 
and theft.

1. Locked doors, signs warning of restricted areas, surveillance cameras, 
alarms. 

2. Property controls such as property control tags, engraving on equipment. 

3. Personnel controls such as identification badges, visitor badges and/or 
escorts for large offices. 

4. Private security service or patrol for the facility. 

Sample questions to ask:

• Are policies and procedures developed to protect the facility and associated 
equipment against unauthorized physical access, tampering, and theft?

• Do the policies and procedures identify controls to prevent unauthorized 
physical access, tampering, and theft?
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Physical Safeguards – Facility Access 
Controls

Access Control & Validation Procedures - Implement procedures to 
control and validate a person’s access to facilities based on their role or 
function.

Sample questions to ask:

• Are procedures developed to control and validate a person’s access to 
facilities based on their role or function?

• Do the procedures also identify visitor controls, such as requiring them to 
sign in, wear visitor badges and be escorted by an authorized person?

Physical Safeguards – Facilities Access 
Controls

Maintenance Records - Implement policies and procedures to document 
repairs and modifications to the physical components of a facility which are 
related to security (for example, hardware, walls, doors and locks.

Sample questions to ask:

• Are policies and procedures developed and implemented that specify 
how to document repairs and modifications to the physical components 
of a facility which are related to security?

• Do the policies and procedures specify all physical security components 
that require documentation?

Physical Safeguards – Workstation Use

Workstation Use - A workstation is defined as an electronic computing 
device, such as a laptop or desktop computer, or any other device that 
performs similar functions, and electronic media stored in its immediate 
environment.

Sample questions to ask:

• Are policies and procedures developed that specify the proper functions 
to be performed, the manner in which they are performed, and the 
physical attributes of the surroundings of a specific workstation that can 
access ePHI?

• Do the policies and procedures identify workstations that access ePHI
and those that do not?

• Do the policies and procedures specify the use of additional security 
measures to protect workstations with ePHI, such as using privacy 
screens, enabling password protected screen savers or logging off the 
workstation?



3/17/2015

20

Physical Safeguards – Workstation Security

Workstation Security - Implement physical safeguards for all workstations 
that access electronic protected health information, to restrict access to 
authorized users.

Sample questions to ask:

• Are physical safeguards implemented for all workstations that access 
ePHI, to restrict access to authorized users?

• Have all types of workstations that access ePHI been identified, such as 
laptops, desktop computers, personal digital assistants (PDAs)?

• Are current physical safeguards used to protect workstations with ePHI
effective?

Physical Safeguards – Device and Media 
Controls

Device and Media Controls - Implement policies and procedures that 
govern the receipt and removal of hardware and electronic media that 
contain ePHI, into and out of a facility, and the movement of these items 
within the facility.

Sample questions to ask:

• Are policies and procedures developed and implemented that govern the 
receipt and removal of hardware and electronic media that contain ePHI, 
into and out of a facility, and the movement of these items within the 
facility?

• Do the policies and procedures identify the types of hardware and 
electronic media that must be tracked?

Physical Safeguards – Disposal

Disposal - Implement policies and procedures to 
address the final disposition of electronic protected health 
information, and/or the hardware or electronic media on 
which it is stored.

Sample questions to ask:

• Are policies and procedures developed and 
implemented that address disposal of ePHI, and/or the 
hardware or electronic media on which it is stored?

• Do the policies and procedures specify the use of a 
technology, such as, software or a specialized piece of 
hardware, to make ePHI, and/or the hardware or 
electronic media, unusable and inaccessible?

• Are the procedures used by personnel authorized to 
dispose of ePHI, and/or the hardware or electronic 
media?



3/17/2015

21

Physical Safeguards – Media Re-Use

Media Re-Use - Implement procedures for removal of electronic protected 
health information from electronic media before the media are made 
available for re-use.

Sample questions to ask:

• Are procedures developed and implemented for removal of ePHI from 
electronic media before re-use?

• Do the procedures specify situations when all ePHI must be permanently 
deleted or situations when the electronic media should only be 
reformatted so that no files are accessible?

Physical Safeguards – Accountability

Accountability - Maintain a record of the movements of hardware and 
electronic media and any person responsible therefore.

Sample questions to ask:

• Is a process implemented for maintaining a record of the movements of 
hardware and electronic media containing ePHI?

• Have all types of hardware and electronic media that must be tracked 
been identified, such as hard drives, magnetic tapes or disks, optical 
disks or digital memory cards?

• If there are multiple devices of the same type, is there a way to identify 
individual devices and log or record them separately, such as a serial 
numbers or other tracking mechanisms?

Physical Safeguards – Data Backup & 
Storage

Data Backup & Storage - Create a retrievable, 
exact copy of electronic protected health information, 
when needed, before movement of equipment.

Sample questions to ask:

• Is a process implemented for creating a retrievable, 
exact copy of ePHI, when needed, before 
movement of equipment?

• Does the process identify situations when creating 
a retrievable, exact copy of ePHI is required and 
situations when not required before movement of 
equipment?

• Does the process identify who is responsible for 
creating a retrievable, exact copy of ePHI before 
movement of equipment?
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Technical Safeguards 

Technical Safeguards – Access Control

Unique User Identification - Assign a unique name and/or number for 
identifying and tracking user identity.

Sample questions to ask:

• Does each workforce member have a unique user identifier? 

• What is the current format used for unique user identification? 

• Can the unique user identifier be used to track user activity within 
information systems that contain ePHI? 

Technical Safeguards – Emergency Access 
Procedure

Emergency Access Procedure - Establish procedures for obtaining 
necessary electronic protected health information during an emergency.

Sample questions to ask:

• Who needs access to the ePHI in the event of an emergency? 

• Are there policies and procedures in place to provide appropriate access 
to ePHI in emergency situations? 
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Technical Safeguards – Automatic Logoff

Automatic Logoff - Implement electronic procedures that terminate an 
electronic session after a predetermined time of inactivity.

Sample questions to ask:

• Do current information systems have an automatic logoff capability? 

• Is the automatic logoff feature activated on all workstations with access 
to ePHI? 

Technical Safeguards – Encryption & 
Decryption

Encryption & Decryption - Implement a 
mechanism to encrypt and decrypt electronic 
protected health information.

Sample questions to ask:

• Which ePHI should be encrypted and 
decrypted to prevent access by persons or 
software programs that have not been 
granted access rights? 

• What encryption and decryption 
mechanisms are reasonable and 
appropriate to implement to prevent 
access to ePHI by persons or software 
programs that have not been granted 
access rights? 

Technical Safeguards – Audit Controls 

Audit Controls – Implement hardware, software, and/or procedural 
mechanisms that record and examine activity in information systems that 
contain or use electronic protected health information.

Sample questions to ask:

• What audit control mechanisms are reasonable and appropriate to 
implement so as to record and examine activity in information systems 
that contain or use ePHI? 

• What are the audit control capabilities of information systems with ePHI? 
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Technical Safeguards – Person or Entity 
Authentication

Person or Entity Authentication – Implement procedures to verify that a 
person or entity seeking access to electronic protected health information 
is the one claimed.

Sample questions to ask:

• What types of authentication mechanisms are currently used? 

• What level or type of authentication is reasonable and appropriate for 
each information system with ePHI? 

• Are other authentication methods available that may be reasonable and 
appropriate? 

Technical Safeguards – Transmission 
Security

Integrity Controls - Implement security measures to ensure that
electronically transmitted electronic protected health information is not
improperly modified without detection until disposed of.

Sample questions to ask:

• What security measures are currently used to protect ePHI during
transmission?

• Has the risk analysis identified scenarios that may result in modification
to ePHI by unauthorized sources during transmission?

• What security measures can be implemented to protect ePHI in
transmission from unauthorized access?

Technical Safeguards – Transmission 
Security

Encryption - Implement a mechanism to encrypt electronic protected
health information whenever deemed appropriate.

Sample questions to ask:

• How does the organization transmit ePHI? 

• How often does the organization transmit ePHI? 

• Based on the risk analysis, is encryption needed to protect ePHI during 
transmission? 

• What methods of encryption will be used to protect the transmission of 
ePHI? 



3/17/2015

25

Administrative Safeguards – Security 
Awareness

Protection From Malicious Software  ( Addressable) – Procedures for 
guarding against, detecting, and reporting malicious software.

Security Reminders (Addressable) - Periodic security updates.

Log-In Monitoring (Addressable) - Procedures for monitoring log-in 
attempts and reporting discrepancies.

Password Management (Addressable) - Procedures for creating, 
changing, and safeguarding passwords.

Presenter’s Contact information: 
(in order of presentations):

Erika Riethmiller‐Bol I Director, Corporate Privacy‐Incident 
Program I Anthem, Inc  erika.bol@anthem.com

Chris Duprey, Owner, Caris Consulting, LLC; 

chris@carisinnovation.com

Amit Kulkarni, CEO, Secure Healing Inc.

amit@securehealing.com

Daniel Steiner, Senior Manager, Baker Tilly Virchow Krause, LLP

Daniel.Steiner@bakertilly.com



HIPAA’s Allowable “Public Interest Disclosures”  
SUPPLEMENT to HIPAA Privacy & Security 101 

 
NOTES ONLY – not to be considered as guidance or legal advice 

 
164.512 Uses and Disclosure for Which an Authorization or Opportunity to 

Agree or Object is Not Required 
 

- CE may use or disclose PHI without written authorization or opportunity for individual to 
agree or object - for this section 

- When CE is required to inform individual, or when individual may agree to use or 
disclosure in this section, CE’s information and individual’s agreement may be given 
orally 

 
(a) Standard:  Uses and disclosures required by law 

a. CE may use or disclose - if required by law and use/disclosure complies with and 
is limited to relevant requirements of the law 

b. Must meet requirement for disclosures about victims of abuse, neglect or 
domestic violence (c), disclosures for judicial and administrative proceedings (e), 
or disclosures for law enforcement purposes (f) for uses or disclosures required by 
law 

 
(b) Standard:  Uses and disclosures for public health activities 

a. May use or disclose to: 
i. Public health authority authorized by law to collect/receive information 

for purpose of preventing or controlling disease, injury or disability, 
including: 

1. reporting of disease,  
2. injury,  
3. vital events such as birth or death, 
4. conduct of public health surveillance, 
5. public health investigations and public health interventions, 
6. at direction of public health authority to official of foreign 

government agency that is acting in collaboration with public 
health authority. 

ii. Public health authority or other government authority authorized by law to 
collect or receive reports of child abuse or neglect 

iii. Person subject to jurisdiction of FDA for FDA-regulated product or 
activity - for quality, safety purposes (product recalls, tracking of FDA-
regulated products, reporting of adverse events, etc.) 

iv. Person who may have been exposed to communicable disease if CE or 
public health authority is authorized by law to notify 

v. Employer if: 
1. CE is provider who provides health care to the individual at 

request of employer to conduct evaluation relating to medical 



surveillance of workplace or evaluate if individual has work-
related illness/injury 

2. PHI consists of findings concerning work-related illness or injury 
or related surveillance 

3. Employer needs findings to comply with federal or state law 
4. Provider provides written notice to individual that PHI relating to 

medical surveillance of workplace and work-related illnesses and 
injuries is disclosed to employer (specific provision of notice 
requirements apply) 

vi. A school, about student or prospective student if PHI is limited to proof of 
immunization, school is required by law to have immunization records 
prior to admitting student and CE obtains and documents agreement to 
disclosure from parent, guardian or individual (if individual is an adult or 
emancipated minor) 

 
b. If CE also public health authority – CE is permitted to use PHI in all cases in 

which it is permitted to disclose it for public health activities 
  

Public health authority - an agency or authority of the United States, a State, a territory, a 
political subdivision of a State or territory, or an Indian tribe, or a person or entity acting 
under a grant of authority from or contract with such public agency, including the employees 
or agents of such public agency or its contractors or persons or entities to whom it has granted 
authority, that is responsible for public health matters as part of its official mandate. 

 
(c) Standard:  Disclosures about victims of abuse, neglect or domestic violence. 

a. CE may disclose PHI to government authority about individual whom they 
reasonably believe to be a victim of abuse, neglect or domestic violence (includes 
social service or protective services agency) 

i. to extent disclosure required by law 
ii. if individual agrees to disclosure 

iii. to extent disclosure is expressly authorized by statute or regulation, AND 
1. CE believes disclosure is necessary to prevent serious harm to 

individual or others, or 
2. if individual is incapacitated and information is not intended to be 

used against them and there is an immediate enforcement activity 
that depends upon the disclosure 

b. Informing individual: 
i. CE must promptly inform individual if such a disclosure (above) is made 

except if: 
1. CE believes informing individual would place individual at risk of 

serious harm, or 
2. CE would be informing personal representative (PR) and CE 

believes PR is responsible for abuse, neglect or other injury, etc.; 
therefore informing PR would not be in best interest of individual 

 
(d) Standard:  Uses and disclosures for health oversight activities. 



a. Permitted disclosures:  to health oversight agency for oversight activities 
authorized by law including: 

i. Audits 
ii. Civil, administrative or criminal investigations 

iii. Inspections 
iv. Licensure or disciplinary actions 
v. Civil, administrative or criminal proceedings or actions 

vi. Other activities necessary for appropriate oversight of: 
1. health care system 
2. government benefit programs (for which health information is 

relevant to beneficiary eligibility) 
3. entities subject to government regulatory programs -- for which 

health information is necessary to determine compliance with 
program standards, or 

4. entities subject to civil rights laws for which health information is 
necessary for determining compliance 

 
b. Exception:  does not include investigation/other activity in which individual is 

subject of investigation/activity, and investigation does not arise out of/is not 
directly related to receipt of health care, claim for public benefits related to health 
or qualification for/receipt of public benefits when patient’s health is integral to 
claim for public benefits or services 

 
c. Joint activities or investigations:  if health oversight activity/investigation 

conducted in conjunction with oversight activity/investigation relating to claim 
for public benefits not related to health, joint activity considered health oversight 
activity for purposes of this section 

 
d. Permitted Uses: If CE is also health oversight agency, CE may use PHI for health 

oversight activities of this section 
 

Health oversight agency - an agency or authority of the United States, a State, a territory, a 
political subdivision of a State or territory, or an Indian tribe, or a person or entity acting 
under a grant of authority from or contract with such public agency, including the employees 
or agents of such public agency or its contractors or persons or entities to whom it has granted 
authority, that is authorized by law to oversee the health care system (whether public or 
private) or government programs in which health information is necessary to determine 
eligibility or compliance, or to enforce civil rights laws for which health information is 
relevant. 

 
(e) Standard:  Disclosures for judicial and administrative proceedings 

 
a. Permitted disclosures – CE may disclose PHI in course of a judicial or 

administrative proceeding in response to: 1) order of court or administrative 
tribunal; 2) subpoena, discovery request or other lawful process (without order of 
court/tribunal) if: 



i. CE receives satisfactory assurance from party seeking information that 
reasonable efforts have been made to ensure individual who is subject of 
PHI has been given notice of request; OR 

ii. CE receives satisfactory assurance from party seeking information that 
reasonable efforts have been made to secure qualified protective order (see 
below) 

iii. CE receives satisfactory assurances from party seeking PHI that party 
requesting info if CE receives written statement and documentation that: 

1. Party requesting information has made good faith attempt to 
provide written notice to individual; 

2. Notice included sufficient information about litigation to permit 
individual to raise objection to the court or administrative tribunal, 
AND 

3. Time for individual to raise objections to court or administrative 
tribunal has elapsed, AND no objections were filed, all objections 
filed by individual have been resolved by court and disclosure 
being sought are consistent with such resolution 

iv. CE considered to have received satisfactory assurance if receives written 
statement and accompanying documentation that parties have agreed to 
qualified protective order (QPO) or party seeking PHI has requested 
qualified protective order from such court or administrative tribunal 
 

v. Qualified protective order - an order of a court or of an administrative tribunal or 
a stipulation by the parties to the litigation or administrative proceeding that: (A) 
Prohibits parties from using or disclosing the PHI for any purpose other than the 
litigation or proceeding for which the information was requested; and (B) 
Requires the return to the CE or destruction of the PHI (including all copies 
made) at the end of litigation or proceeding 

 
vi. CE may disclose PHI in response to lawful process without receiving 

satisfactory assurance if CE makes reasonable efforts to provide notice to 
individual or seek qualified protective order 
 

b. Other uses and disclosures: provisions of (e) don’t supersede other provisions that 
otherwise permit or restrict uses or disclosures of PHI 

 
(f) Standard:  Disclosures for law enforcement purposes 

-for a law enforcement purpose to a law enforcement official if following conditions are 
met: 

 
1.  Permitted disclosures:  Pursuant to process and as otherwise required by law 

a. CE may disclose PHI as required by law including laws that require reporting 
of certain types of wounds or other physical injuries except for: 

1. (b)(1)(ii)[public health authority authorized by law to receive reports of 
child abuse or neglect] and (c)(1)(i) [required by law for victims of abuse, 
neglect and domestic violence] 

  



b. In compliance with and as limited by: 
1.  Court order or court-ordered warrant, or subpoena or summons issued by 

judicial officer 
2.  Grand jury subpoena 
3. Administrative request including administrative subpoena or summons, 

civil or authorized investigative demand or similar process authorized 
under law if: 

- Information sought is relevant and material to legitimate law 
enforcement inquiry 

- Request is specific and limited in scope to extent reasonably 
practicable  

-  De-identified information could not reasonably be used 
 

2. Permitted disclosures:  Limited Information for identification and location purposes 
- CE may disclose PHI in response to law enforcement official’s request for 
information for purposes of identifying or locating a suspect, fugitive, material 
witness or missing person 

1. CE may only disclose: 
a. Name and address 
b. Date and place of birth 
c. SSN 
d. ABO blood type and rh factor 
e. Type of injury 
f. Date and time of treatment 
g. Date and time of death (if applicable) 
h. Description of distinguishing characteristics – height, 

weight, gender, race, hair and eye color, facial hair, scars, 
tattoos, etc. 

2. May NOT disclose DNA, dental records or typing, samples or 
analysis of body fluids or tissue! 

 
3. Permitted disclosure:  Victims of a crime 

a. CE may disclose in response to law enforcement official’s request for 
information about individual suspected to be victim of crime if: 

1. Individual agrees to disclosure, or 
2. CE can’t obtain agreement due to incapacitation or other 

emergency circumstance if: 
a. Law enforcement official represents that he/she needs 

information to determine whether violation of law by a person 
other than the victim has occurred and this information won’t 
be used against victim; AND 

b. Law enforcement official represents that the activity that 
depends upon disclosure would be materially and adversely 
affected by waiting until individual is available to agree to 
disclosure; AND 



c. Disclosure is in best interests of individual as determined by 
CE in exercise of professional judgment 
 

4. Permitted disclosure:  Decedents 
 – CE may disclose PHI about an individual who has died to a law enforcement 
official for purpose of alerting law enforcement of the death if CE has suspicion that 
death may have resulted from criminal conduct 

 
5. Permitted disclosure:  Crime on premises 

-  CE may disclose to a law enforcement official PHI that it believes (in good faith) 
constitutes evidence of criminal conduct that occurred on premises of CE 
 

6. Permitted disclosure:  Reporting crime in emergencies  
- Note:  not for crime on premises; instead deals with the provision of emergency 
health care in response to a medical emergency 

a. CE may disclose during provision of emergency health care if necessary to 
alert law enforcement to: 

i. Commission and nature of a crime 
ii. Location of crime and/or victims 

iii. Identity, description and location of perpetrator 
b. If medical emergency is believe to be a result of abuse, neglect, or domestic 

violence of individual in need of emergency care – CE may disclose as per 
164.512(c), not this section!  

 
(g) Uses and disclosures about Decedents 

a. Coroners and medical examiners 
i. CE may disclose to coroner or medical examiner for purpose of 

identifying deceased person, determining cause of death, or other duties 
authorized by law 

ii. CE that is a coroner or medical examiner may use PHI for these purposes 
as well 
 

b. Funeral directors 
i. CE may disclose to funeral directors if consistent with law as necessary to 

carry out their duties with decedent 
ii. CE may disclose prior to and in reasonable anticipation of the individual’s 

death if necessary for funeral directors to carry out their duties 
 

(h) Uses and disclosures for Cadaveric Organ, Eye or Tissue Donation 
i. To organ procurement organizations or others involved in procurement, 

banking, or transplantation of cadaveric organs, eyes or tissue for purpose 
of facilitating organ, eye or tissue donation or transplantation 

ii. Note:  doesn’t count for living donors such as kidneys, bone marrow, etc. 
 

(i) Uses and disclosures for Research Purposes  
a. Permitted uses and disclosures 



i. CE may use or disclose PHI for research, regardless of source of funding, 
if: 

1. Board approval of a waiver of authorization (whole or partial) 
a. Institutional Review Board (IRB) 
b. Privacy Board 

i. Has members with varying backgrounds and 
appropriate professional competency as necessary 
to review the effect of the research protocol on 
individual’s privacy rights and related interests; 

ii. Includes at least one member who is embership 
criteria key to establishing this 
 

2. Reviews preparatory to research 
a. use/disclosure solely for purposes of preparing for research 
b. no PHI is removed from CE premises and PHI used is 

necessary for the research purposes 
 

3. Research on decedent’s information 
a. use/disclosure only for purposes of research on decedents 
b. documentation of death of individuals if CE requests this 
c. PHI sought is necessary for research purposes 

 
ii. Documentation of waiver approval 

1. Identification of IRB or privacy board and date of waiver 
2. Criteria 

a. Use or disclosure involves no more than minimal risk to 
privacy of individuals 

i. Plan to protect identifiers of individuals 
ii. Plan to destroy identifiers at earliest possible date 

(unless necessary for research) 
iii. Written assurance that PHI will not be further 

used/disclosed unless required by law, for 
authorized oversight of research program or for 
other permitted research 

b. Research could not be practically undertaken without the 
waiver 

c. Research could not be practically undertaken without the 
PHI 
 

3. Brief description of PHI needed 
 

4. Statement that waiver has been reviewed and approved under 
either normal or expedited process 

a. IRB must follow requirements of Common Rule 



b. Privacy board must review waiver at meeting where 
majority of members are present, majority of members 
votes to approve 

i. Can use expedited review process 
 

5. Signature by chair of IRB or Privacy Board or appointee 
 

(j) Standard:  Uses and disclosures to avert a serious threat to health and safety 
a. Permitted disclosures 

i. CE may use or disclose for following if it believes in good faith that use or 
disclosure is: 

1. is necessary to prevent or lessen serious and imminent threat to 
health or safety of person or public 

2. is to person reasonably able to prevent or lessen threat 
ii. Is necessary for law enforcement authorities to identify or apprehend 

individual 
1. Based on statement by individual admitting participation in violent 

crime that CE believe may have cause serious physical harm to 
victim, OR 

2. Appears that individual has escaped from correctional institution or 
from lawful custody 
 

b. Uses or disclosures not permitted 
i. Can’t use it if learned by CE 

1. In course of treatment to affect propensity to commit criminal 
conduct that is basis for disclosure or counseling or therapy; OR 

2. Through request by individual to initiate or be referred for 
treatment, counseling or therapy 
 

c. Limit on information that may be disclosed 
i. Disclosure based on statement by individual must be limited to statement 

 
d. Presumption of good faith belief on behalf of CE 

 
(k) Standard:  Uses and disclosures for specialized government functions 

a. Military and veterans activities 
i. Armed forces personnel 

ii. Separation or discharge from military service 
iii. Veterans 
iv. Foreign military personnel 

 
b. National security and intelligence activities 

 
c. Protective services for the President and others 

 
 



d. Medical suitability determinations 
i. If component of Department of State for medical suitability to component 

of Department of State 
1. Required security clearance 
2. To determine worldwide availability or availability for mandatory 

service abroad under Foreign Service Act 
3. For family to accompany Foreign Service member abroad 

consistent with Foreign Service Act 
 

e. Correctional institutions and other law enforcement custodial situations 
i. May disclose to correctional institution or law enforcement official having 

lawful custody of inmate or other individual IF correctional institution or 
law enforcement official represents that PHI is necessary for: 

1. Provision of health care to individual 
2. Health and safety of individual or other inmates 
3. Health and safety of officers or employees or others at correctional 

institution 
4. Health and safety of individuals and officers or other persons 

responsible for transporting of inmates from one institution, 
facility or setting to another 

5. Law enforcement on premises of correctional institution 
6. Administration and maintenance of safety, security and good order 

of the correctional institution 
 

ii. Permitted uses 
1. A CE that is a correctional institution may use PHI of inmates for 

same purposes as they can disclose it 
 

iii. No application after release 
1. This section does NOT apply once individual is no longer inmate – 

ie when released on parole, probation, supervised release or 
otherwise is no longer in lawful custody 
 

f. CEs that are government programs providing public benefits 
i. Health plan that is government program providing public benefits may 

disclose PHI relating to eligibility for or enrollment in health plan to 
another agency administering government program providing public 
benefits if sharing of information amongst agencies or maintenance of 
information in single or combined data system accessible to all agencies is 
required or expressly authorized by statute or regulation 
 

ii. CE that is government agency administering government program 
providing public benefits may disclose PHI relating to program to another 
CE that is government agency administering government program 
providing public benefits of programs serve same or similar populations 
and disclosure is necessary to coordinate CE functions of the programs or 



to improve administration and management relating to covered functions 
of the programs 

 
(l) Standard:  Disclosures for workers’ compensation 

a. CE may disclose PHI as authorized by and to extent necessary to comply with 
laws relating to workers’ compensation or similar programs established by law 
that provide benefits for work-related injuries or illness without regard to fault 

 



Privacy Rule Standards 

Standard:  a rule, condition or requirement… with respect to the privacy of 

individually identifiable health information 

1. CE or BA may not use or disclose PHI except as permitted or required by Privacy 

Rule and Compliance/Enforcement 

2. Minimum Necessary 

3. Uses and Disclosures of PHI subject to an Agreed Upon Restriction (per 164.522) 

4. Uses and Disclosures of DE identified PHI 

5. Disclosures to Business Associates (includes BA Subcontractors) 

6. Deceased individuals 

7. Personal Representatives 

8. Confidential Communications 

9. Consistent with Notice 

10. Disclosures by Whistleblowers & Workforce Member Crime  Victims 

11. Business Associate Contracts 

12. Requirements for Group Health Plans 

13. Requirements for a CE with multiple Covered Functions 

14. Permitted Uses and Disclosures 

15. Consent for Uses and Disclosures 

16. Authorizations for Uses and Disclosures 

17. Use and  Disclosure for Facility Directories 

18. Uses and Disclosures for Involvement in the Individual’s Care and Notification 

Purposes 

19. Use and  Disclosure Required by Law (a) 

20. Uses and Disclosures for Public Health Activities (b) 

21. Disclosures about Victims of Abuse, Neglect or Domestic Violence (c) 

22. Uses and Disclosures for Health Oversight Activities (d) 

23. Disclosures for Judicial and Administrative proceedings (e) 

24. Disclosure for Law Enforcement Purposes (f) 

25. Uses and Disclosures about Decedents (g) 

26. Uses and disclosures for Cadaveric Organ, Eye or Tissue Donation (h) 

27. Uses and disclosures for Research Purposes (i) 



28. Uses and disclosures to avert a serious threat to health or safety (j) 

29. Uses and disclosures for specialized government functions (k) 

30. Disclosures for workers’ compensation (l) 

31. De-identification of PHI 

32. Minimum necessary Requirements 

33. Limited Data Set 

34. Uses and disclosures for Fundraising 

35. Uses and disclosures for underwriting and related purposes 

36. Verification requirements 

37. Notice of Privacy Practices 

38. Right to request privacy protection for PHI 

39. Confidential Communications Requirements 

40. Access to PHI 

41. Right to Amend 

42. Right to Accounting of Disclosures 

43. Personnel Designations 

44. Training 

45. Safeguards 

46. Complaints 

47. Sanctions 

48. Mitigation 

49. Refraining from Intimidating or Retaliatory Acts 

50. Waiver of Rights 

51. Policies and Procedures 

52. Changes to Policies and Procedures 

53. Documentation 

54. Group Health Plans 

55. Effect of prior authorizations 

56. Effect of prior contracts or other arrangements with business associates 
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Speakers’ Disclaimer
● Richard E. Moses, DO, JD and D. Scott Jones, CHC do not 

have any financial conflicts to disclose.

● This presentation is not meant to offer medical, legal 
accounting, regulatory compliance or reimbursement 
advice and is not intended to establish a standard of care.  
Please consult professionals in these areas if you have 
related concerns.

● The speakers are not promoting any service or product.
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Presentation Goals

● Examine PPACA and Clinical Practice Guidelines (CPGs) 

● Review the impact of PPACA quality reporting mandates, 
timeliness, and reimbursement penalties

● Discuss the impact of CPGs and other PPACA requirements 
on quality of care

● Review processes to provide timely CPG, quality information, 
and education to physicians
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INTRODUCTION
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INTRODUCTION
● Background – CPGs, Quality Reporting, and More

● PPACA and Quality Reporting

● PPACA and Physicians

● PPACA and Clinical Practice Guidelines

● PPACA and EHR: Risks, Benefits, & Complications

● PPACA and Physician Risk Education

● Building the Compliance Program of the Future

● CONCLUSIONS & SUMMARY

5
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PPACA: 
CPGs, Quality Reporting, 

and More 

6
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PPACA: Health Care Reform

● Health Care Reform Goals

• Improve Access

• Universal Coverage

• Increase quality reporting to include outcomes

• Increase integration of care through partnerships 
of physician networks and hospitals

• Cost control and cost reduction
7
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PPACA and Payments
● Patient Protection and Affordable Care Act (PPACA 2010) was 

amended by the Health Care and Education Affordability 
Reconciliation Act (HCERA 2012)
• 21.3% scheduled reduction in Medicare physician pay (postponed by the 

Continuing Extension Acts, 2010‐2014) 

• Quality and Cost Payment (Title III, §§ 3002, 3003, 3007) – Adjusts 
physician payments based on quality and cost through a value‐based 
modifier, beginning January 1, 2015

• PQRS – penalties for not reporting beginning in 2015 up to 2% of the 
prevailing fee schedule

• Fee‐for‐service → value‐based reimbursement (“quality”)

8
www.physiciansfoundation.org/uploads/default/Physicians_Foundation_2012_Biennial_Survey.pdf

www.ncsl.org/documents/health/ppaca‐consolidated.pdf
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PPACA and Volume

• Increase from 260.2 Million Americans with health insurance to 
292.6 Million under PPACA 

• US Census Bureau 2012 Current Population Survey, Annual Social and 
Economic Supplement

• 32‐40 Million Americans acquire new health insurance benefits 
with PPACA; proof of insurance required 2015

• U.S. physician workload expected to increase by 29% from 2005‐
2025 

• More than 50% of physicians are health system employees

9
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From Fee Based to Quality Based

● Fee‐for‐service → Value‐based/Quality‐based 
reimbursement system

• Reward doctors and hospitals for improving quality of care 

• Lower demand for inpatient hospital services, higher demand for 
outpatient services

• Increased number of insured patients

• Improving patient experience key to preserving reimbursement

• Public outcomes reports = hospital competition on outcomes and 
total value

• Clinically Integrated Networks and Population Health Initiatives

10Health Affairs October 11, 2012
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PPACA
and 

Quality Reporting

11
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Hospital Value‐Based Purchasing

● PPACA Title III, Subtitle A:  Transforming the Health Care 
Delivery System

• Incentive Payments to Hospitals meeting performance standards in

 MI, Heart Failure, Pneumonia, Surgery, Infections, Pulmonary Embolism 
and DVT Prophylaxis, Stroke

 ED, Readmissions, Children’s Asthma

• Performance Scores increase/decrease DRG payments 

• Incentives up to 2% of the Medicare FS by 2017

• Data and Scores on Hospital Compare Internet Site

• GAO reports October 2015 and January 2016  

12
http://www.medicare.gov/hospitalcompare
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Hospital Acquired Conditions 
Payment Reductions  

● PPACA Section 3008

• FS Payments for Hospital Acquired Conditions will equal 99% 
of the FS

• The Secretary will determine a list of “hospital acquired 
conditions”

• Confidential reports to hospitals tracking conditions

• This program will be expanded to all other types of providers

• Possible CMS reports on Hospital Compare Internet Site

• Effective FY 2015
13

www.medicare.gov/hospitalcompare
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Long Term Care, Rehabilitation, Hospice, 
PPS Exempt Cancer Hospitals, SNF, HHA

● PPACA Sections 3304‐3006

● Quality Reports required 2014 for all types of facilities

● CMS “Compare” Internet sites to post data  

● Reduction in the “increase factor” of payments, up to 2%

● Increase Factor can = 0%, resulting in a 2% reduction 

14
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Integrated Care Demonstration Project

● PPACA Section 2704

● Project continues through December 31, 2016

● Goal:  Establish bundled payments for services and 
providers involving an episode of care and hospitalization

● Severity of illness adjusted payment

● Data collection monitors outcome, cost, quality

● Report to Congress:  December 31, 2017   

15
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Physician Compare Website
● PPACA Section 10331(a)(1) 

• PQRS Measures Reported 

• Assessment of Patient Health Outcomes

• Assessment of continuity and coordination of care

• Assessment of efficiency and cost

• Assessment of patient experience

• Assessment of safety, effectiveness, and timeliness of care

• July 1, 2014: User Interface; reports published online

• January 1, 2015: CMS Report to Congress  

16www.medicare.gov/physiciancompare

w w w . hpix-ins . c o m

Physician Compare Website

● CMS must allow physicians & other professionals to 
have reasonable opportunity to review their results 
before posting

• 30 day preview period for all measurement data

• October 2015 is next review date

● CMS details of review process

• www.cms.gov

17
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PPACA Section 10331(a)(2): CG‐CAHPS

● Clinician and Group Consumer Assessment of Healthcare 
Providers and Systems (CG‐CAHPS)

• Patient surveys begin 2014…individual physician surveys by 2015 

• Timely care, appointments, information

• How well doctors communicate

• Patient ratings of doctors

• Health promotion and education

• Shared decision making

• Health status/functional status as a result of care rendered

● “Certified Survey Vendor” created 

18
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PPACA Rule CMS‐1600‐P
Quality Reporting Measures

● Physician Quality Reporting System (PQRS) 2014:  

• 9 Measures be reported

• 3 from National Quality Strategy domains

• For 50% of the entire Medicare‐eligible patient population  

● Effect of not reporting PQRS occurs in 2016

● Failure to report a selection of the measures = up to 2% reduction 
in prevailing Medicare FS 

● Qualified Clinical Data Registries created for sub‐specialists 
dealing with specific diagnoses, conditions (§ 1848(m)(3)(E)(ii))  

19
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Value Based Modifier (VBS)

● How quality data reported under PQRS equals modification to 
payments under the FS

● VBS use begins 2015; full implementation 2017

● Physician groups of 10 or more must report beginning 2016; 
expect all physicians to report by 2017

● Quality tier system results in FS reductions of up to 2%

● QRUR (Quality and Resource Use Reports) will report how the 
value based modifier will impact individual physician 
reimbursement

20
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National Strategy for Quality Improvement 
in Health Care

● PPACA Part S, Subpart I, Section 399HH(2)(B)(i‐iii)

● Calls for CMS to establish priorities that will:

• Have the greatest potential for improving health outcomes, 
efficiency, and patient‐centeredness…

• Identify areas…that have the potential for rapid improvement in 
the quality and efficiency of patient care…

• Address gaps in quality…

21
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National Strategy for Quality Improvement

● HHS Annual Report to Congress

● “Key Measures and Long Term Goals”

• “…reducing the harm caused in the delivery of care…reduce harm 
from inappropriate or unnecessary care….”

• CDC: 5% of hospital patients acquire health care associated 
infections

• 145 Health Care Acquired Conditions (HACs) occur per 1,000 
admissions

• Agency for Healthcare Research and Quality (AHRQ): Hospital 
Readmissions occur at a rate of 14.4%

• Physicians and Compliance Officers are now Quality Officers    
22
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PPACA and PHYSICIANS

23
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“No college junior studies organic chemistry and 
takes the MCAT planning to devote 4 years to 

medical school and 3 plus years to residency and 
fellowship just to cheat Medicare and 

Medicaid.”

Julie K. Taitsman, M.D., J.D.

CMO for the OIG, Department of HHS

24
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The Physicians Foundation

● National not‐for‐profit grant making organization dedicated to 
advancing the work of practicing physicians and to improving 
the quality of healthcare for all Americans

● Founded in 2003 through settlement of a class action law suit 
brought by physicians and state medical associations against 
third‐party payers

● Board of Directors: physicians and medical society leaders 
across the United States

www.physiciansfoundation.org 25
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The Physicians Foundation

● 2014 Biennial Survey

• Every other national survey of physicians conducted

• Provide a “state of the union of the medical profession”

• Survey sent to over 650,000 physicians
 80% of all physicians currently involved in patient care

• 20,000+ physicians responded in all 50 states

http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf 26
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The Physicians Foundation

● 2014 Biennial Survey

• Data derived from responses to > 35 questions
 Many questions multi‐response

• Over 13,000 written comments by physicians on current 
state of medical profession & healthcare system

• Data compared to 2012 and 2008 surveys

http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
27
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Physician Opinion: Retirement 2014

I will accelerate my retirement plans 38.7%

I will defer my retirement plans 18.6%

I will not change my retirement plans 42.7%

http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf

Medicine and healthcare are changing in such a way that:

28
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Physician Opinion: PPACA

● The Physicians Foundation 2014 Biennial Report
• 46% Physicians give PPACA grade of D or F 

• 25% Physicians give PPACA grade A or B

• 39% Physicians are accelerating retirement plans due to 
PPAA

http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf 29
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Physician Opinion: Key Findings
• 81% physicians  overextended or at full capacity

• Up from 75% in 2012 & 76% in 2008

• 19%  have time to see more patients 

• 44% physicians  plan to reduce patient access to 
services

• Cut back visits, work part‐time, retire, close practice to new 
patients, seek non‐clinical jobs

• 35% physicians  independent practice owners

• Down from 49% in 2012 & 62% in 2008

30http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: Key Findings
● 17% physicians are in solo practice

• Down from 25% in 2012

● 69% physicians believe their clinical autonomy has been 
limited & their decisions compromised

● 24% physicians do not see Medicare patients or limit the 
number seen

● 26% physicians participate in an ACO

• 13% of this group believe ACOs will enhance quality & 
decrease costs

31http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: Key Findings

● Physicians spend 20%  of their time on non‐clinical 
paperwork

● Concierge/Direct pay medicine

• 7% physicians now practice this way in some form

• 13% indicate they are planning to transition in whole or in part

• 17% physicians 45 yo or younger indicate they will transition 
to this form of practice

32http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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About Doctors in General
● Main Goal: Deliver quality care in effective safe manner

● Competitive, OCD, delayed gratification & clinical

● Tend to be detailed overachievers and/or survivors

● Clueless about Compliance…do not “get” it

● Think in terms of medical malpractice avoidance

● No prior training about fraud, abuse, & medical malpractice  

● Inherently do not like or trust administrators

● Some people are just crooks…doctors included!

33
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Approaching Physician Education
● One size does not fits all programs

● Each organization has unique needs

● One teaching method alone is not enough

● Areas of malpractice & compliance risks evolve and 
change with time

● A “check off” approach to physician education does not 
work

● You catch more flies with honey that you do with 
vinegar…PARTNER WITH YOUR DOCS! 

34
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Things to Consider
• Size of practice to be educated

• Physical location of  practices

• Method(s) & venue of physician education

• Education is perpetual: not a one shot deal!

• Relevant & necessary topics 
• Provide education required by law first; then everything else

• OIG Work Plan

• Areas of risk that have internally or externally surfaced

• Allowable time ‐ Time is money to physicians

• Budget

35

w w w . hpix-ins . c o m

Teaching Principles

● Positive attitude – Compliment & encourage
● Explain topic background & reference
● Engage physicians to share experiences
● Avoid confrontation with physicians, et al.
● Helpful & supportive approach
● Teamwork philosophy
● Avoid intimidation 
● Request feedback, review it, act on it!

36
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Teaching Principles: An Administrator and 
Compliance Officer’s Perspective   

● Physicians are taught to assess, diagnose, implement correct 
treatment action, and be responsible for outcomes

● Little tolerance for ambiguity  

● As scientists, respect facts and data that can be supported by 
research

● Understand but often dislike Peer Review  

● Dislike being outliers

● Dislike being embarrassed before peers

● Generally want to do the right thing…But what is it?
37
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Educational Resources
● “A Roadmap for New Physicians: Avoiding Medicare & Medicaid 

Fraud & Abuse”
• Booklet  & companion slide presentation 

• www.oig.hhs.gov/fraud/PhysicianEducation

● Internally Produced v. Commercial CME Programs

● Agency for Healthcare Research & Quality
• http://webmm.ahrq.gov/cme.aspx

● Medscape Education
• http://www.medscape.org/medscapetoday

● GOOGLE! 

38
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PPACA 
and 

Clinical Practice Guidelines

39
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New Nomenclature

● Community Based Standard/Standard of Care

● Clinical Practice Guidelines = CPG

● Evidence Based Medicine = EBM

Williams, C. 61 Wash & Lee L. Rev. 179 (2004)

Leape, L. et al. 288 JAMA 501 (2002) 40
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Standard of Care & the Expert Witness

● Standard of care → legal responsibility

• Determining legal responsibility required of individual physician treating 
for a unique patient is a problem in medical malpractice allegations

● Each state has its own legal definition

● General requirement:
• Each physician has a non‐delegable duty to render professional services 

consistent with that objectively ascertained minimally acceptable level 
of competence he may be expected to apply given the qualifications 
and level of expertise he holds himself out as possessing and given the 
circumstances of the particular case 

41Barry Furrow et al. Liability and Quality Issues in Health Care 291 (6th ed. 2008)
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Standard of Care & the Expert Witness

● Knowledge & skills required to practice medicine lie outside 
realm of common knowledge

• Expert witness required 

● Testify as to the standard of care

● Testify whether physician’s failure to meet that standard 
caused patient’s injury

● Expert’s role is to educate the court

● Allegedly honest and impar al → objec vity?

42
https://www.nolo.com/legal-encyclopedia/medical-malpractice-using-expert-witnesses-30087.html
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Standard of Care & the Expert Witness

● Our legal system requires experts be obtained by plaintiff 
& defendant NOT by the judge or jury

● Conflict of interest: Between expert’s opinion and 
interests of individual or entity who retained the expert

● Additional issues:

• Multiple treatment options available

• Questions in medicine not answered by scientific evidence

• “Art” remains critical along with science

43
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Clinical Practice Guidelines 
Evidence Based Medicine

● Institute of Medicine (IOM)

● EBM Defined:

 “The conscientious, explicit, and judicious use of 
current best evidence in making decisions about the 
care of individual patients.”

Sacket, D. et al. 312 Brit. Med. J. 71 (1996)

Eddy, D. 26 J. Health Pol., Policy & L. 387 (2001) 44
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Clinical Practice Guidelines

Institute of Medicine, TO ERR IS HUMAN: BUILDING A SAFER HEALTH CARE SYSTEM (1999) 

Barry Furrow, et al., HEALTH LAW 267 (2nd ed. 2000)

Finder, J. Health Matrix: Journal of Law-Medicine 2000;10:67-115  

● IOM

● CPGs Defined:

 “Systematically developed statements to assist the 
practitioner with patient decisions about appropriate 
health care for specific clinical circumstances.” 

45
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Clinical Practice Guidelines

● ISSUE:

• Can CPGs obviate the need for expert witnesses in medical malpractice 
cases and for other situations?

● Purpose of CPGs

• Improve effectiveness & efficiency of medial practice

• Standardize practice

• Improve healthcare outcomes

● CPGs produced by professional societies, healthcare 
organizations, government, international organizations

46
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Clinical Practice Guidelines

● Published in 1970s & 1980s

● 1990s showed significant increase in CPGs

● NIH database → 6,793 English language CPGs 

• 2011

● Variations in scientific validity, reliability, and usability 
exist across the world

• “standardization of the standards” has been advocated

47http://qualitysafety.bmj.com/content/12/1/18.full.pdf+html
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Clinical Practice Guidelines

48

Number of English‐Language References for “Clinical Practice 
Guidelines” from 1974 – 2011 Per NIH Database, PubMed

Taylor C. Journal of Legal Medicine 2014;35:273-290.
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The Law & CPGs

• Evidence of customary medical practice

• Act as authoritative expert

• Used as well accepted review article

• Used by PLAINTIFFS

• Used by DEFENDANTS

Hyams A, Shapiro D, Brennan T. Medical Practice Guidelines in Malpractice Litigation: An Early Retrospective, 21 J.Health Pol., Policy & Law (1996)  

49
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CPGs in Medical Malpractice Cases 

● Already affecting settlement patterns according 
to survey of malpractice lawyers

● Plaintiffs have used guidelines to their 
advantage 

● EXPERT TESTIMONY STILL NEEDED!

Hyams A, Shapiro D, Brennan T. 21 J.Health Pol., Policy & Law (1996)  

Miles v. Tabor, 443 N.E.2d 1302 (Mass.1982); Basten v. U.S., 848 F.Supp. 962 (M.D.Ala.1994) 
50
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CPG: Quality & Reimbursement
• Measures collected under PQRS → “Quality Measures”

• Assessment of patient health outcomes & functional status of 
patients

• Assessment of continuity & coordination of care & care 
transitions

• Assessment of efficiency

• Assessment of patient experience & patient, caregiver, & 
family engagement

• Assessment of safety, effectiveness, & timeliness of care

51
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Example: CPG v. Reality

• CRC Screening Recommendations

• Cancer prevention tests should be offered first. The 
preferred CRC prevention test is colonoscopy every 10 
years, beginning at age 50.

• Screening should begin at 45 years in African 
Americans.

• REALITY CHECK → insurance coverage

• Despite PPACA

Rex DK, et al. Am J Gastroenterol 2009;104:739-750.
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Example: Quality Indicators for Colonoscopy

1. Appropriate indication 

2. Informed consent is obtained, including specific discussion of risks associated with colonoscopy 

3. Use of recommended post polypectomy and post cancer resection surveillance intervals 

4. Use of recommended ulcerative colitis/Crohn’s disease surveillance intervals 

5. Documentation in the procedure note of the quality of the preparation

6. Cecal intubation rates (visualization of the cecum by notation of landmarks and photo documentation of  
landmarks should be present in every procedure)

7. Detection of adenomas in asymptomatic individuals (screening) 

8.Withdrawal time: mean withdrawal time should be >6 minutes in colonoscopies with normal results performed in 
patients with intact anatomy 

9. Biopsy specimens obtained in patients with chronic diarrhea 

10. Number and distribution of biopsy samples in ulcerative colitis and Crohn’s colitis surveillance. 

11. Mucosally based pedunculated polyps and sessile polyps < 2 cm in size should be endoscopically resected or 
documentation of  unresectabiltiy obtained

12. Incidence of perforation by procedure type (all indications vs screening) is measured

13. Incidence of post polypectomy bleeding is measured

14. Post polypectomy bleeding managed non‐operatively

Rex DK, et al. Am J Gastroenterol 2006;101:873–885.
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Colonoscopy Guidelines 
real time…

54
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56
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CPGs Can Be Our Friends…

57Rex DK. Clin Gastroenterol Hepatol 2013;11:768-773.
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Guidelines & Quality
Compliance, Quality, Fraud & Malpractice 

● Government Accountability Office (GAO)

• “…beneficiaries…who receive healthcare from providers who adhere to 
PPACA…may receive higher quality of care…Conversely, those who receive 
care from providers who fail to do so may receive lower quality of care.” 

• “…it is possible that, if these (PPACA) standards and guidelines become 
accepted medical practice, they could impact the standard of care against 
which provider conduct is assessed in medical malpractice litigation.”

● Inadequate Quality can = Fraud and Malpractice  

58
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Measurement is now the 
new normal!

59
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PPACA and EHR: 
Risks, Benefits, 

& 
Complications

60
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EHR Practice Implementation 2014

2014 2012

Yes 85.2% 69.5%

No 14.8% 30.5%

http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf

Has your practice implemented EMR?

61
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EHR Practice Implementation 2014

2014

Improved quality of care 32.1%

Detracted from quality of care 24.1%

Improved efficiency 24.3%

Detracted from efficiency 45.8%

Improved patient interaction 4.6%

Detracted from patient interaction 47.1%

Little to no impact on the above 7.6%

http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf

If yes, how has EMR affected your practice?

62
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EHR & Clinical Practice Guidelines

● EHRs & CPGs are being incorporated into routine 
medical practice

● Synergism exists between EHRs and CPGs 

63
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Paper Days
If it’s not documented, you didn’t do it!

64
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EHR Days
You documented it…did you do it?

65
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OIG EHR VULNERABILITY REPORT

● January 2014

● Objective:

• Describe how CMS & its contractors implemented program 
integrity practices in light of EHR adoption

● Concerned that EHRs may make it easier to commit fraud

● 2 Major areas where EHRs c/b used to commit fraud:

• Copy/Pasting

• Over documentation 

66http://oig.hhs.gov/oei/reports/oei-01-11-00571.pdf
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EHR Liability Issues

● Cloning/Cut & Paste

● Did/did not perform

• Dropdowns, templates, defaults, macros

● Pre‐populated templates 

● Voice recognition issues

http://oig.hhs.gov/oei/reports/oei-01-11-00571.pdf 67
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EHR Liability Issues

● Failure to check all areas of program for results

• Scanned data v. direct drop

● Improper or incomplete scanning by support staff

● Failure to check “paper chart” or “scanned chart”

● Changing the note 

● Locking the note

68
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EHR Liability Issues

● Chart inconsistencies

• History

• Exam

● Failure to read office visit notes created 

● Automatic acceptance of coding engine 
recommendation 

● Automatic acceptance of modifier recommendation

● Lack of interoperability
69
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EHR Liability Issues 
Reasons for RAC Overbilling

AHA (November 2010). RAC TRAC Survey 70
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EHR Liability Issues
Breach Notification Highlights

HHS Office for Civil Rights (2010) 71
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Surgical Mystery

72
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Where’s the HPI?

73
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Where’s the appropriate exam?

74
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Voice Recognition Error

75
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Voice Recognition Error

76
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EHR Risk Protection Strategies 

● Develop a process to use EHRs to evaluate 
patients

● Be careful

● Take your time

● Read what you typed, dictated &/or clicked

77
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Risk Protection Strategies

● Stay in contact with administration & leadership  re: 
time demands and necessary support

● Stay in contact with IT and trainers &/or super users

● Cooperate and support the Compliance Team

● Offer and take constructive criticism

● DO NOT FORGET THE PATIENT

78
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PPACA 
and 

Physician Risk Education

79
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Areas of Risk Exposure
● Medical Record Documentation

● Informed Consent Deficiencies

● Inadequate Patient Education

● Poor Physician‐Patient Communication

● Poor Physician‐Physician‐Nurse Communication

● Lack of Medical Necessity for Performed Medical 
Services

● Improper Performance of Medical Services/Care
80
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Areas of Risk Exposure

● Overutilization or Unusual Utilization Triggers 
Investigation

● Investigation Leads to Publicity

● Investigations Lead to Medical Malpractice Suits

● Hospital / Physician Arrangements At Risk

● Hospital Survival At Risk

● Physician License At Risk 

81Moses RE, Chaitt MM, Jones DS. JHCC 2013;15:35-40.
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Risk Education Resources: CPGs
● General Professional Organizations

• American College of Physicians

• American College of Surgeons 

● Specialty Organizations Examples
• www.gi.org (American College of Gastroenterology)

• www.gastro.org (American Gastroenterological Association)

• www.aasld.org (American Association for the Study of Liver Disease)

● U.S. Department of Health and Human Services
• www.guidelines.gov

● www.google.com

82
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COMBINING COMPLIANCE, QUALITY OF 
CARE, RISK MANAGEMENT, & 

MEDICAL MALPRACTICE

Building the Compliance 
Program of the Future

83
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INTERDISCIPLINARITY

● No one discipline can accomplish compliance

● Integration between compliance disciplines is 
necessary

● Interdisciplinarity uses integration to produce a 
cognitive advancement  resulting in a positive and 
productive outcome

84

Repko AF. Interdisciplinary Research: Process & Theory. 2nd ed. Sage Publications Inc. 2012
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INTERDISCIPLINARITY
PPACA

● PPACA INTERDISCIPLINARITY

• Electronic Medical and Health Records 

• Quality of Care Reporting

• Risk Management

• Medical Error Reduction

• Medical Error Disclosure

• Self Disclosure of Overbilling

• Patient–Staff–Physician Communications and Portals 

• Quality of Care Violations/Medical Malpractice 

• Physician/Medical Practice Management 

85
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INTERSECTION: 
Compliance, Quality, Fraud, & Malpractice 

● Government Accountability Office (GAO)

• “…beneficiaries…who receive healthcare from providers who adhere to 
PPACA…may receive higher quality of care…Conversely, those who receive 
care from providers who fail to do so may receive lower quality of care.…it 
is possible that, if these (PPACA) standards and guidelines become 
accepted medical practice, they could impact the standard of care against 
which provider conduct is assessed in medical malpractice litigation.”

86www.gao.gov/assests/590/589657.pdf
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Preventing Never Events

● §5001(c) of the Deficit Reduction Act of 2005 (DRA)

• Never events are not reimbursable by CMS

• Hospital Acquired Conditions (HAC’S) not reimbursable

• Implemented 

Medicare 2008

Medicaid 2011

 States July 2012

87www.cms.gov/Regulations-and-Guidance/Legislation/LegislativeUpdate/Downloads/Dra.pdf
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Creating the Compliance Culture 
for the Future

● Create a Just Culture

● Create a Culture of Responsibility 

● Create a Reporting Culture 

● Create a Systems Culture  

● Create a Quality Culture 

88
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CONCLUSIONS 
& 

SUMMARY

89
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Exploring CMS’s Proposed Rule on Reporting 
and Refunding Overpayments

Gary W. Eiland, Partner

King & Spalding LLP

Houston, Texas

2

Background on Government Approach to 
Overpayments

3

Legal Obligations to Disclose and Refund

• There is a long history of debate between the
provider and supplier communities and the
government regarding the duty to refund
overpayments and the methods to accomplish such
refunds.

• PPACA creates an express “report, notify, and
return” requirement for all Medicare and Medicaid
overpayments.
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Potential Criminal Liability 
• 42 U.S.C. §1320a–7b(a)(3). Criminal penalties for acts

involving federal health care programs
(a) Making or Causing to be Made False Statements or

Representations-whoever—
(3) having knowledge of the occurrence of any event affecting

(A) his initial or continued right to any such benefit or
payment, or

(B) the initial or continued right to any such benefit or
payment of any other individual in whose behalf he has
applied for or is receiving such benefit or payment,
conceals or fails to disclose such event with an intent
fraudulently to secure such benefit or payment either in a
greater amount or quantity than is due or when no such
benefit or payment is authorized

• Linked to exclusion statute at 42 U.S.C. §1320a–7(a)

Originally Enacted 1972

5

1998 OIG Compliance Program Guidance for 
Hospitals

• Responding to Detected Offenses and Developing Corrective Action Initiatives 

― “The hospital should take appropriate corrective action, including prompt
identification and restitution of any overpayment to the affected payor and the
imposition of proper disciplinary action. Failure to repay overpayments within
a reasonable period of time could be interpreted as an intentional attempt to
conceal the overpayment from the Government, thereby establishing an
independent basis for a criminal violation with respect to the hospital, as well
as any individuals who may have been involved.”

― “The OIG Provider Self-disclosure Protocol suggests that after discovery of
“credible evidence of misconduct from any source and, after a reasonable
inquiry, [the hospital] has reason to believe that the misconduct may
violate…law, then the hospital promptly should report the existence of
misconduct to the appropriate governmental authority within a reasonable
period, but not more than sixty (60) days after determining that there is
credible evidence of a violation.”

― Is there a difference between “determining” and “identified?”

OIG Provider Self-disclosure Protocol, 63 Fed. Reg. 58399 (Oct. 21, 1998) 

6

Additional OIG Compliance Program 
Guidance 

• OIG Compliance Program Guidance (CPG) for
various industry segments has provided that
overpayments should be “returned promptly” to the
affected payor.

― 1998 Home Health CPG

― 1999 Durable Medical Equipment, Prosthetics,
Orthotics and Supply Industry CPG

― 1999 Hospice CPG

― 2000 Skilled Nursing Facility CPG

― 2003 Ambulance Supplier CPG
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Review of Prior CMS Rulemaking . . . 

• This is not the first time CMS has issued a proposed rule
regarding overpayment reporting and refunding
requirements.
― 1998 Proposed Rule: Proposed criteria under which a

provider or supplier would have been released of
overpayment liability based on being “without fault.”

― 2002 Proposed Rule: Postured as a supplement to the
1998 Proposed Rule to “establish, in regulations, the
long standing responsibility of providers, suppliers,
individuals and also managed care organizations
contracting with us to report and return overpayments to
us.”

• Neither rule was finalized.

8

OIG State FCA Reviews 
The OIG, in consultation with the Attorney General, determines
whether States have FCAs that qualify for an incentive under section
1909 of the Social Security Act. Those States deemed to have
qualifying laws receive a 10-percentage-point increase in their share of
any amounts recovered under such laws.

States Meeting Requirements: States Not Meeting Requirements:
California 4/3/2011, Colorado 10/24/2013, Florida 8/31/2011, Louisiana 11/15/2011,

Connecticut 8/22/2014, Delaware 11/12/2013, Michigan 8/31/2011, Nevada 3/12/2014,

Georgia 5/22/2014, Hawaii 5/22/2013, Illinois 5/22/2013, New Hampshire 7/24/2008, New Jersey 3/21/2011,

Indiana 7/31/2014, Iowa 12/29/2011, New Mexico 7/24/2008, North Carolina 3/21/2011,

Massachusetts 7/31/2013, Minnesota 11/12/2013, Oklahoma 8/31/2011 and Wisconsin 3/21/2011

Montana 10/24/2013, New York 2/19/2014,

Rhode Island 10/24/2013, Tennessee 7/31/2013,

Texas 9/12/2013, Virginia 7/31/2014 and

Washington 11/20/2012

http://oig.hhs.gov/fraud/state-false-claims-act-reviews/index.asp

9

Corporate Integrity Agreements and 
Certification of Compliance Agreements 

• Providers and suppliers are often obligated to
report and refund overpayments under the terms of
their Corporate Integrity Agreements (CIAs) or
Certification of Compliance Agreements (CCAs).
― CIAs and CCAs often require that overpayments

be reported within 30 days of identification.
• Providers and suppliers may be subject to FCA

liability for failing to report and return
overpayments pursuant to the terms of their CIA or
CCA. See United States ex rel. Matheny v. Medco
Health Solutions, Inc. et al., No. 10-15406 (11th
Cir.) (Feb. 22, 2012).
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Medicaid Overpayment Considerations
• New York Medicaid OMIG Self-Disclosure Program 

August 2012
― “The New York State Office of Medicaid Inspector

General (OMIG) originally issued self-disclosure
guidance for Medicaid Providers on March 12, 2009
and has made enhancements and added resources to the
process . . . Providers must determine whether the
repayment warrants a self-disclosure or whether it
would be better handled through administrative billing
processes.”

• Claims older than 6 years from the date of the
overpayment are not subject to audit or self-disclosure.

• OMIG requests that providers do not send a check for the
overpayment or void/adjust claims when submitting a self-
disclosure.

11

Medicaid Overpayment Considerations 

• Georgia Medicaid 

― “Once a provider has identified claims that are 
potential overpayments, a self disclosure letter 
detailing the potential overpayments should be 
forwarded to the Program Integrity Unit within 
the Office of Inspector General.”

― The suggested overpayment amount should not 
be included in the self-disclosure.

― “NO PAYMENT SHOULD BE SUBMITTED PRIOR TO THE 
EXECUTION OF A SETTLEMENT AGREEMENT.”

Part I, Policies and Procedures for Medicaid/Peachcare for Kids.

12

Review of FERA and PPACA 
Overpayment Reporting and 

Refunding Requirements
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Expansion of FCA Liability for Retention 
of Overpayment Obligation

• This may be the single most significant development for the
healthcare industry.

• The FERA amendments to the FCA in 2009 expanded liability for
overpayments by amending section 3729(a)(7).

• Previously, a “false claim, record, or statement” was required to
violate the FCA. Now, “knowing” and “improper” concealment or
avoidance of an obligation is sufficient.

• Under FERA, if one knowingly and improperly retains an
overpayment form the Government, there is potential liability.

• “Improperly” is not defined.

Section 6402, Effective March 23, 2010;  31 U.S.C. 3729(b)(3) 

14

What is an overpayment?
• “Any funds that a person receives or retains under 

title XVIII [Medicare] or XIX [Medicaid] to which 
the person, after applicable reconciliation, is not 
entitled under such title.” 

PPACA § 6402(d); 42 U.S.C. § 1320a-7k(d)(4).

15

Expansion of FCA Liability for Retention 
of Overpayment Obligation

• The FERA amendments added a definition of
“obligation” to mean: “an established duty,
whether or not fixed, arising from…the retention of
any overpayment.”

• The FCA’s requirement to report and return
overpayments is linked to the new definition of
“obligation” in the statute.
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FERA Legislative History – Cost 
Reporting and Other Reconciliations

• The FERA Committee Report notes that this provision is
not intended to capture interim retention of an
overpayment permitted by a reconciliation process so long
as it is not the product of any willful act to increase interim
payments to which the entity is not entitled.

• “This would include reconciliation processes established
under statutes, regulations, and rules that govern Medicare,
Medicaid, and various research grants and programs.”

155 Cong. Rec. H 5260, 5268 (daily ed. May 6, 2009);  S. Rep. No. 111-10, at 15 (March 23, 2009)

17

Overpayment Obligation – 60 Day Time 
Period

• PPACA provides a 60-day deadline for reporting and returning
overpayments and notifying the payor in writing of the reason for
the overpayment.

• The deadline if the later of:

− (A) the date which is 60 days after the date on which the
overpayment was identified;
or

− (B) the date any corresponding cost report is due, if applicable.

• Effective for overpayments “identified” as of March 23, 2010
PPACA enactment date.

− Initial reports would have been due on May 22, 2010, and
sequentially thereafter.

Section 6402, Effective March 23, 2010

18

FCA Damages and Penalties 

• Damages equal to 3 times the amount of 
the Government’s loss

• Civil Penalty of $5,500 to $11,000 for 
each violation
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Civil Monetary Penalty and Exclusion 

• Failure to report and return an overpayment in
accordance with PPACA’s 60-day requirement
may subject a person to a civil monetary penalty
(CMP) of up to $10,000 for each item or service.

• In addition, a person may be subject to an
assessment of not more than 3 times the amount
claimed for each such item or service.

• The Secretary may also make an exclusion
determination in “the same proceeding.”

42 U.S.C. § 1320a-7a(a)(10).

20

PPACA Raises Many Questions 

• When is a provider or supplier “not entitled” to funds? 

• When is an overpayment “identified”? 

• What does “after applicable reconciliation” mean? 

• Who can “identify” an overpayment?

• When is the cost report deadline applicable?

• What must be included in the overpayment report? 

• What if the overpayment cannot be quantified within 60-
days?

• What if the provider or supplier intends to pursue a 
voluntary disclosure? 

• What if a provider or supplier is pursuing an appeal?

21

CMS’s Proposed Rule
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CMS Issues Proposed Rule 
• On February 16, 2012, CMS issued a Proposed Rule to implement

The Patient Protection and Affordable Care Act’s (PPACA’s)
overpayment reporting and refunding requirements.

• In the Proposed Rule, CMS attempts to clarify some of the open
questions raised by PPACA’s overpayment reporting and refunding
requirements.

― CMS does not address all questions raised by PPACA;  and

― CMS’s Proposed Rule introduces new questions.

• The Proposed Rule contains several far reaching questions. 

• On February 13, 2015, CMS announced a one-year delay in the final 
rule publication for policies and procedures, the timeline has been 
extended to February 16, 2016.

• CMS cited “significant policy and operational issues” as the reason 
for the extension.

https://federal register.gov/a/2015-03072; 80 FR 8247

23

Scope of the Proposed Rule 

• The Proposed Rule applies to Medicare Part A and
Part B fee-for-service (FFS) overpayments.

• However, all Medicare and Medicaid providers and
suppliers are subject to Section 6402(d)’s reporting
and refunding requirements.

• The Proposed Rule offers insight into CMS’s
current thinking on how to interpret the reporting
and refunding requirements set forth in 6402(d).

24

Enforcement of PPACA’s Requirements

• The FCA applies its scienter requirement to the
retention of an overpayment -- “knowingly and
improperly” avoiding an obligation to refund.

• In contrast, the Proposed Rule grafts a
“knowledge” requirement onto the identification of
an overpayment -- acting in “reckless disregard” of
the existence of an overpayment.
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The “Identification” of Overpayments

• CMS proposes that a person has identified an overpayment
if:

― “the person has actual knowledge of the existence
of the overpayment or acts in reckless disregard
or deliberate ignorance of the overpayment.”

• CMS asserts that “Congress’ use of the term ‘knowing’ in
the [PPACA] was intended to apply to determining when a
provider or supplier has identified an overpayment.
[CMS] believe[s] defining ‘identification’ in this way
gives providers and suppliers an incentive to exercise
reasonable diligence to determine whether an overpayment
exists.”

26

CMS Offers Examples of “Identification”

• “A provider of services or supplier reviews billing or
payment records and learns that it incorrectly coded
certain services, resulting in increased reimbursement.”

• “A provider of services or supplier learns that a patient
death occurred prior to the service date on a claim that has
been submitted for payment.”

• “A provider of services or supplier learns that services
were provided by an unlicensed or excluded individual on
its behalf.”

• “A provider of services or supplier performs an internal
audit and discovers that overpayments exist.”

27

CMS Offers Examples of “Identification”
• “A provider of services or supplier is informed by a

government agency of an audit that discovered a
potential overpayment, and the provider or supplier fails
to make a reasonable inquiry. (When a government
agency informs a provider or supplier of a potential
overpayment, the provider or supplier has an obligation to
accept the finding or make a reasonable inquiry.)”

• “A provider of services or supplier experiences a
significant increase in Medicare revenue and there is no
apparent reason (When there is reason to suspect an
overpayment, but a provider or supplier fails to make a
reasonable inquiry into whether an overpayment exists, it
may be found to have acted in reckless disregard or
deliberate ignorance of any overpayment.)”
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28

Duty to Investigate Potential Overpayments

• CMS states that a provider or supplier “may receive
information concerning a potential overpayment that
creates an obligation to make a reasonable inquiry to
determine whether an overpayment exists.”

• “[F]ailure to make a reasonable inquiry, including failure
to conduct such inquiry with all deliberate speed after
obtaining the information, could result in the provider
knowingly retaining an overpayment because it acted in
reckless disregard or deliberate ignorance of whether it
received such an overpayment.”

• It remains unclear whether a determination that an
overpayment likely exists when an amount cannot be
readily determined triggers the 60-day period.

29

Open Questions . . . 
• The Proposed Rule does not address the circumstances that

would indicate that a provider or supplier has “improperly”
avoided the refund of an overpayment, which is a requirement
under the FCA.

• CMS does not mention the relationship between the
identification of overpayments and the ability to quantify
overpayments.

• CMS does not mention the claims appeal process as a form of
reconciliation.
― For example, what about the statutory protection from

recoupment/repayment under § 935 of the Medicare
Modernization Act?

• What if a contractor issues its findings but the demand letter is
not issued for several months?

30

Cost Report Considerations
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31

Applicable Reconciliation Considerations 

• Both PPACA and the Proposed Rule limit the universe of
potential overpayments to certain funds recognized after
“applicable reconciliation” occurs.

• The Proposed Rule attempts to clarify the meaning of
“applicable reconciliation,” which is not defined in
PPACA.

• CMS proposes that “applicable reconciliation” will occur
with the provider’s submission of a cost report.

• CMS further explains that applicable reconciliation “would
include an initial cost report submission or an amended
cost report.”

32

Cost Report Considerations
• If an overpayment is such that it would generally be reconciled on

the cost report by the provider, CMS proposes that the provider
would be permitted to report and return the overpayment either (1)
60 days from the identification of the overpayment or (2) on the date
the cost report is due, whichever is later. CMS provides the
following two examples:

― Example No. 1: Upcoding -- CMS proposes that “issues
involving upcoding must be reported and returned within 60
days of identification because the upcoded claims for payment
are not submitted to Medicare in the form of cost reports.”

― Example No. 2: Graduate Medical Education (GME) --
CMS also proposes that “overpayments that would generally
be reconciled on the cost report, such as overpayments related
to GME payments, must be reported and returned either 60
days after it has been identified or on the date the cost report
is due, whichever is later.”

33

Applicable Reconciliation Considerations

• CMS proposes two exceptions to the general rule
that the applicable reconciliation occurs with the
provider’s submission of a cost report:
― (i) Disproportionate Share Hospital (DSH) Payment

Adjustment -- in calculating DSH payments, CMS recognizes
that providers often receive more recent Supplemental Security
Income (SSI) ratio data after the submission of its cost report and
therefore the provider is not required to return any overpayment
resulting from the updated information until the final
reconciliation of the provider’s cost report; or

― (ii) Outlier Reconciliation -- CMS also recognizes that in the
context of outlier reconciliation, providers will not be required to
estimate the change in reimbursement and return the estimated
overpayment until after the final reconciliation of a cost report.
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34

Reporting Overpayments

35

Overpayment Refund Process 

• Under PPACA, providers and suppliers must, notify,
report and refund identified overpayments.

• CMS proposes for providers and suppliers to use the
“existing voluntary refund process,” which will be
renamed the “self-reported overpayment refund
process.”

• CMS proposes that providers and suppliers must:
1. Comply with the existing voluntary refund process outlined in Chapter

4 of the Medicare Financial Management Manual; and

2. Utilize overpayment forms issued by local contractors such as fiscal
intermediaries, durable medical equipment Medicare administrative
contractors (DME MACs), and Medicare Part A and Part B
administrative contractors (A/B MACs).

36

Self-Reported Overpayment Refund Process

• Under the Proposed Rule, an overpayment report “must”
include the following information: 

1. Person’s name.
2. Person’s tax identification number.
3. How the error was discovered.
4. The reason for the overpayment.
5. The health insurance claim number, as appropriate.
6. Date of service.
7. Medicare claim control number, as appropriate.
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37

Self-Reported Overpayment Refund Process

8. Medicare National Provider Identification (NPI) number.
9. Description of the corrective action plan to ensure the error

does not occur again.
10. Whether the person has a CIA with the Office of Inspector

General or is under the OIG Self-Disclosure Protocol.
11. The timeframe and the total amount of refund for the

period during which the problem existed that caused the
refund.

12. If a statistical sample was used to determine the overpayment
amount, a description of the statistically valid methodology
used to determine the overpayment.

13. A refund in the amount of the overpayment. A person may
request an extended repayment schedule as that term is
defined in 42 C.F.R. § 401.603.

38

10 Year Look-Back Period

39

10 Year Look-Back Period 

• CMS proposes that overpayments must be reported
and returned only if a person identifies the
overpayment within 10 years of the date the
overpayment was received.

• CMS explains that it selected a 10 year look-back
period since this is the outer limit of the FCA
statute of limitations.

• CMS further proposes to amend the claims
reopening rules currently found at 42 C.F.R. §
405.980(b) to account for such a look-back period.
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40

10 Year Look-Back Period
• Inclusion of a 10 year look-back period could greatly

expand liability for routine errors which potentially result
in overpayments.

• By proposing a 10 year look-back period, it is unclear
whether CMS expects providers and suppliers to utilize
such a look-back period when conducting audits.

• CMS does not mention whether the reopening period
would be amended to permit a 10 year look-back period or
reopening for underpayments.

• CMS also does not mention any changes to the cost report
reopening period at § 405.1885, which only permits
reopenings within three years of a final determination of a
fiscal intermediary.

41

10 Year Look-Back Period

• Comparison to other “Look-Back” Periods

― General government claims statute of limitations: 6
years. 28 U.S.C. § 2415.

― False Claims Act statute of limitations:
― 6 years, or
― 3 years from date when facts material to the claim were

known or should have been known by U.S. officials, but no
more than 10 years after the violation. 31 U.S.C. § 3731.

― Reopening of claims for good cause: 4 years from
claims determination. 42 C.F.R. § 405.980.

― Reopening of cost reports: 3 years from final
determination (e.g. NPR). 42 C.F.R. § 405.1885.

42

10 Year Look-Back Period

• Other relevant comparisons:

― HIPAA record retention: retain required
documentation for six years from the date of its
creation or the date when it last was in effect,
whichever is later. 45 C.F.R. § 164.316(b)(2).

― Providers submitting cost reports: records
retained in their original or legally reproduced
form for a period of at least 5 years after the
closure of the cost report. 42 C.F.R. §
482.24(b)(1).
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43

Implications for Health Care Providers to 
Consider

• Retention of funds during reconciliation period?

• Internal discovery of an overpayment without voluntary disclosure?

• How quickly must one act?  When is an overpayment considered 
identified?

― “The OIG Provider Self-disclosure Protocol suggests that after 
discovery of “credible evidence of misconduct from any source 
and, after a reasonable inquiry, [the hospital] has reason to 
believe that the misconduct may violate…law, then the hospital 
promptly should report the existence of misconduct to the 
appropriate governmental authority within a reasonable period, 
but not more than sixty (60) days after determining that there is 
credible evidence of a violation.” 

― Is there a difference between “determining” and “identified?”

OIG Provider Self-disclosure Protocol, 63 Fed. Reg. 58399 (Oct. 21, 1998)

44

Anti-Kickback Considerations

45

Anti-Kickback Considerations 

• CMS states that for providers and suppliers
compliance with the Anti-Kickback Statute is a
condition of payment, and “claims that include
items and services resulting from a violation of this
law are not payable and constitute false or
fraudulent claims for purposes of the FCA.”

• CMS proposes that providers who are not a party
to a kickback arrangement are “unlikely in most
instances to have ‘identified’ the overpayment that
has resulted from the kickback arrangement and
would therefore have no duty to report it or . . . to
repay it.”
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46

Anti-Kickback Considerations 

• However, to the extent that a provider or supplier
who is not a party to a kickback arrangement has
“sufficient knowledge” of the arrangement to have
identified the resulting overpayment, CMS
proposes that the provider or supplier must report
the overpayment in accordance with these
regulations.

47

Relationship With Other Reporting 
Mechanisms

48

Intersection with Self-Disclosure Protocols 

• CMS recognizes the potential intersections between
PPACA’s reporting and refunding requirements
and existing self-disclosure protocols.

• CMS proposes exceptions to the proposed PPACA
reporting and refunding requirements for providers
pursuing the following protocols:
― Self-Referral Disclosure Protocol (SRDP)
― OIG Self-Disclosure Protocol (OIG SDP)

• CMS seeks comments on alternative approaches
that would allow providers and suppliers to avoid
making multiple reports of identified
overpayments.
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49

Self-Referral Disclosure Protocol

• The SRDP is a voluntary self-disclosure protocol,
under which providers of services and suppliers
may self-disclose actual or potential Stark
violations.

• CMS proposes the following for providers pursuing
the SRDP:

― Suspend the obligation to return overpayments
when CMS acknowledges receipt of a SRDP.

― However, the provider or supplier is still
obligated to report the overpayment.

50

OIG Self-Disclosure Protocol 

• The OIG SDP is intended to be used by providers
who wish to voluntarily disclose self-discovered
evidence of potential violations of law.

• CMS proposes the following for providers pursuing
the OIG SDP:

― Suspend the obligation to return and report
overpayments when OIG acknowledges receipt
of a submission to the OIG SDP.

51

Additional Considerations 

• CMS does not propose to create an exception for
providers or suppliers reporting an overpayment to
the OIG pursuant to the terms and conditions of a
CIA.
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52

Practical Tips

53

Remember . . . 

• The Proposed Rule offers valuable insight into
CMS’s current thinking on how to implement
certain provisions of Section 6402(d).

• Medicare and Medicaid providers, suppliers, and
certain contractors are subject to PPACA’s
overpayment reporting and refunding requirements.

54

Policy Review 

• Audit Policies and Protocols  

• Overpayment and Refund Policies 

• Disclosure Protocols  
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55

Policy Review 

• Audit Policies and Protocols 
― Who has the authority to initiate an audit? 

― Distinction between routine and non-routine audits?
― Is the ability to use sampling and extrapolation 

addressed?
― Distinction between internal and external audits? 
― Distinction from audits conducted pursuant to the 

attorney-client privilege?
― Is an audit inventory maintained?
― How are audit findings characterized and vetted? 
― Are overpayments and disclosures addressed? 

56

Policy Review 
• Overpayment and Refund Policies
― Who has authority to identify an overpayment?

― Universe of individuals that are authorized to identify
“potential overpayments” should be broader than the universe
of individuals authorized to identify “actual overpayments.”

― How is the identification process described?
― Internal investigations?
― Review of reconciliation processes?

― Are overpayments defined to exclude those
overpayments identified by third parties (e.g. RACs)
that are contested?

― Does policy contemplate varying processes for
Medicare, Medicaid and commercials payors?

57

Policy Review

• Disclosure Protocols 

― Who has authority to initiate a “disclosure”?

― How is disclosure defined? 
― Enforcement agencies?
― Government contractors?

― Process 
― How are different facts and circumstances taken into 

account?
― Distinctions for various federal healthcare programs?

― Including managed care entities?
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58

Additional Practical Tips 

• Review comments submitted to CMS on
controversial provisions included in the Proposed
Rule.

• Review contractor voluntary refund processes.

― May be challenging for multi-state providers and
suppliers.

• Are appropriate stakeholders within the
organization aware of PPACA’s overpayment
reporting and refunding requirements?

59

Questions

Gary W. Eiland, Partner
King & Spalding LLP
Telephone: (713) 751-3207
Email: geiland@kslaw.com
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INTRODUCTION 

 
 The False Claims Act (“FCA”) was enacted in 1863 in response to allegations of fraud 

that arose in the context of Civil War procurements, but the FCA became a significant 

enforcement tool only after Congress enacted watershed amendments in 1986, including stiffer 

damages and penalties and the expansion of the rights of private citizens, known as qui tam 

relators, to bring suits on behalf of the government.  The Department of Justice recovered more 

than $5.6 billion under the FCA in fiscal year 2014, bringing total FCA recoveries to more than 

$44.6 billion since 1986.1  Nearly $3 billion recovered in 2014 was in qui tam cases initiated or 

brought by relators, whose “relator’s share” totaled $435 million that year.  The number of qui 

tam suits filed in fiscal year 2014 was 713, roughly seven times the number of non-qui tam suits 

that the government filed that year.      

  

The Affordable Care Act strengthened the government’s focus on health care fraud, 

allocating an additional $350 million to that effort over the next ten years, but the single most 

effective weapon in the government’s arsenal continues to be the civil False Claims Act.  Of the 

$5.6 billion in FCA recoveries in 2014, more than $2.3 billion was from the health care industry 

(broadly defined to include pharmaceutical and medical device companies).2  As the Justice 

Department has noted, the government’s focus on healthcare-related actions has consistently 

produced large FCA recoveries: 

 

The $2.3 billion in health care fraud recoveries in fiscal year 2014 marks five 

straight years the department has recovered more than $2 billion in cases 

involving false claims against federal health care programs such as Medicare, 

Medicaid and TRICARE, the health care program for the military. This 

steady, significant and continuing success can be attributed to the high priority 

the Obama Administration has placed on fighting health care fraud.3    

 

 

In a recent speech to the American Bar Association’s 10th National Institute on the Civil False 

Claims Act and Qui Tam Enforcement, the Assistant Attorney General emphasized that the 

Justice Department’s comprehensive approach to health care fraud includes using the FCA “to 

encourage the adoption of, and consistent adherence to, best practices.”4  Increasingly, DOJ is 

demanding “nonmonetary remedial measures,” such as expensive corporate integrity agreements, 

in FCA settlements.   

 

Substantive areas of particular concern to health care providers and the health care 

industry include upcoding, off-label promotion, failure to document patient care, deficient 

compliance training, worthless services, and the expanded use of the Antikickback statute as 

bases for FCA liability.  In addition, the knowing nonpayment of an “obligation”—defined to 

include “knowingly and improperly” retaining an “overpayment” from a government health care 

program—is a basis for the FCA’s treble damages and penalties under the “reverse false claim” 

                                                 
1 See Press Release, Dep’t of Justice, Justice Department Recovers Nearly $6 Billion from False Claims Cases in 

Fiscal Year 2014 (Nov. 20, 2014) (“DOJ’s 2014 Press Release”).  
2 See id.  
3 Id.   
4 See Press Release, Dep’t of Justice, Assistant Attorney General Stuart Delery Delivers Remarks at American Bar 

Association’s 10th National Institute on the Civil False Claims Act and Qui Tam Enforcement (June 5, 2014).   



 

theory of liability.  Provisions linking the FCA to government health care program requirements 

ensure that the FCA’s role in health care fraud enforcement will only increase.   

 

 Substantive and procedural FCA amendments enacted in 2009 and 2010―in the Fraud 

Enforcement and Recovery Act of 2009 (“FERA”), the Affordable Care Act (“ACA”), and the 

Dodd-Frank Wall Street Reform and Consumer Protection Act (“Dodd-Frank”)―make it easier 

for the government and qui tam relators to conduct investigations and obtain recoveries under the 

FCA.5  Most of these amendments took effect upon their enactment and therefore apply to 

conduct on or after that date.  However, FERA’s liability amendments in Section 3729(a)(1)(B) 

apply to “claims” pending as of June 7, 2008, and several procedural amendments specifically 

apply to “cases” pending when the amendments were enacted.  As a result, two different FCAs 

may be involved in pending cases―the statute as it existed prior to the amendments in 2009 and 

2010, and the statute after those amendments.  Now that twenty-nine states plus the District of 

Columbia have state false claims laws, false claims litigation often takes place at the federal, 

state, and multi-state levels.   

 

Key changes under FERA, the ACA, and Dodd-Frank are discussed below: 

 

 FERA’s amendments to FCA liability   

 FERA’s amendments to the FCA’s procedural provisions  

 FERA’s retroactive application to pending FCA cases  

 The ACA’s amendments to the “public disclosure” bar 

 Dodd-Frank’s amendments to the FCA’s whistleblower provisions.  

 

Important recent developments are also discussed, including: 

 

 Claims and presentment 

 Pleading requirements under Rule 9(b) 

 Liability based on false certifications 

 Materiality  

 Causation  

 The FCA’s knowledge and intent standards  

 Reverse false claims 

 Damages and penalties 

 Public disclosure and first-to-file  

 Retaliation 

 

For a full discussion of the FCA and decisional law under it, please refer to JOHN T. BOESE, 

CIVIL FALSE CLAIMS AND QUI TAM ACTIONS (Wolters Kluwer Law & Business) (4th ed. & Supp. 

2015-1) (“BOESE”).  A redline showing the current FCA, as amended, is attached as Appendix 

1.   

 

 

A.  FCA Fundamentals  

 

                                                 
5 See FERA, Pub. L. No. 111-21 (2009);  ACA, Pub. L. No. 111-148, 124 Stat. 119 (2010);  Dodd-Frank Act, Pub. 

L. No. 111-203, §3301, 124 Stat. 1376, 2079 (2010).   



 

Some important features that are present in both versions of the FCA―before and after 

FERA―should be noted at the outset:  

 

 Violations of the FCA give rise to potentially enormous economic liability.  The law 

provides that all damages are trebled.  Each false claim submitted is subject to a 

mandatory penalty of $5,500 and $11,000 per violation. 

 

 The FCA can be enforced not only by the powerful resources of the federal 

government, but also through the use of private plaintiffs, referred to as qui tam 

relators.  The term "qui tam" is derived from a Latin phrase, "qui tam pro domino 

rege quam pro se ipso," or “who pursues this action on our Lord the King’s behalf as 

well as his own.” As this phrase indicates, the qui tam action arose in early English 

common law as a device for permitting private individuals to litigate claims on the 

sovereign's behalf.  Like relators in modern FCA actions, early qui tam litigants not 

only gained standing they otherwise would lack, but also a share of any recovery 

obtained on the sovereign's behalf as a result of the qui tam action.  Significant 

amendments to the False Claims Act in 1986 strengthened the rights of relators, and 

increased the bounties that may be awarded to successful relators, thus dramatically 

increasing the incentives to filing suit.  There are unique procedural steps involved 

when a qui tam relator initiates FCA litigation, including the requirement that the 

complaint must be filed under seal, and the United States may intervene and take over 

the action. 

 

 Whether an FCA suit is initiated by the government or by a qui tam relator, the 

liability, damages and penalties provisions remain the same.  Defendants are also 

liable for the attorneys' fees and costs of relators.   

 

 A number of state and local governments have adopted their own versions of false 

claims acts, with qui tam enforcement.  Although in the past these laws have varied 

considerably from the federal FCA, most of them no longer do because they must 

follow the federal model in order to receive an economic incentive under the Deficit 

Reduction Act of 2005.6       

 

It is also important to note what the False Claims Act does not cover. Although false tax 

returns are almost certainly the most common false claim filed with the federal government, the 

False Claims Act expressly excludes such claims from the scope of its coverage.7  This FCA “tax 

bar” has been held to apply broadly whenever a false claim is made or a benefit is procured 

under the Internal Revenue Code, and is not limited to false income tax claims.8  Recently, 

however, New York amended its state FCA to allow qui tam enforcement of tax law violations.9  

                                                 
6  Pub. L. No. 109-171, §§ 6031-6033, 120 Stat. 4, 72-74 (2006) (to be codified at 42 U.S.C. §§  1396a(a), 1396b(i), 

1396h(a)).   
7  31 U.S.C. § 3729(e) provides that “This section does not apply to claims, records, or statements made under the 

Internal Revenue Code of 1954.”   
8  United States ex rel. Lissack v. Sakura Global Capital Mkts., Inc., 377 F.3d 145 (2d Cir. 2004).  Congress has 

enacted a “tax qui tam” statute which provides a bounty to anyone who brings tax underpayments by certain 

corporations and high-income individuals to the attention of the IRS.  See Tax Relief and Health Care Act of 

2006, Pub. L. No. 109-432, §406, 120 Stat. 2922, 2958 (Dec. 20, 2006).  See also BOESE, §1.07[A][1].         
9 See N.Y. State Fin. Law §189.4(a).  See also FraudMail Alert No. 10-08-26, New York State FCA:  New York’s 

False Claims Act Now Equals or Exceeds Federal Fraud Law―False State Tax Returns Are Now Privately 



 

 

B.  The 1986 Law 

 

Prior to the 2009 and 2010 amendments, liability under the civil False Claims Act has 

arisen primarily under the provisions of 31 U.S.C.  §§ 3729(a)(1) - (7).  The government (or the 

qui tam relator) bears the burden of proving each element of a False Claims Act violation, 

including damages, by the preponderance of the evidence.10  The four most commonly-invoked 

liability provisions of the 1986 FCA are:   

 

 Section 3729(a)(1) establishes liability for so-called “direct” false claims 

to the government;  

 

 Section 3729(a)(2) imposes liability for making false records or false 

statements to support a false claim; 

 

 Section 3729(a)(3) involves conspiracy to get a false claim paid; and  

 

 Section 3729(a)(7), the so-called “reverse false claims provision,” 

imposes liability for false records or statements made to reduce or avoid 

an obligation to the government. 

 

The remaining three subsections of Section 3729(a), subsections (a)(4), (a)(5) and (a)(6), tend to 

be either redundant or to apply to situations that occur infrequently under modern government 

contracting procedures.  These sections of the FCA are seldom invoked, and therefore have not 

been the subject of significant case law analysis.11 

 

The 1986 amendments lowered the intent needed for an FCA violation to the 

“recklessness” standard, established the burden of proof at a preponderance of the evidence, and 

expanded the qui tam enforcement mechanism by: 

 

 increasing the relators’ share to up to 30 % of the government’s recovery; 

 removing the government knowledge bar and replacing it with public 

disclosure/original source provisions; 

 adding a retaliation provision; 

 allowing qui tam participation after U.S. intervention; and  

 encouraging qui tam intervention if the U.S. declined to intervene.   

 

C.  The 2009 Amendments―FERA 

Although Congress stated that its purpose in enacting FERA was to expand the FCA’s 

liability provisions in order to reach frauds by financial institutions and other recipients of TARP 

and economic stimulus funds, the 2009 amendments were not needed for that purpose because 

financial institutions and stimulus funds were already covered by the existing FCA.  FERA was 

simply the vehicle for FCA amendments that had been languishing in Congress since well before 

                                                                                                                                                             
Enforceable under State FCA, available at 

http://friedlive.icvmgroup.net/siteFiles/Publications/Fried%20Frank%20FraudMail%20Alert.pdf.              
10 31 U.S.C. § 3731(c). 
11 For a review of the limited case law arising under subsections (a)(4), (a)(5), and (a)(6), see BOESE, §§ 2.01[G] - 

[J]. 

http://friedlive.icvmgroup.net/siteFiles/Publications/Fried%20Frank%20FraudMail%20Alert.pdf


 

the financial crisis in 2008.  The broader purpose of a general expansion of the FCA is reflected 

in the amendments: they are not limited to mortgage and financial fraud, they have nothing to do 

with financial markets, and they apply across the board to all recipients and payers of 

government money or property, including health care providers and the health care industry.  

 

 

The amendments expand FCA liability beyond previous limits by revising all seven of 

the statute’s liability provisions and redefining key terms such as “claim,” “material,” and 

“obligation.”  While the key liability provisions of the FCA remain those addressing false claims, 

false statements supporting false claims, conspiracy, and reverse false claims, FERA renumbered 

and expanded these provisions to cover additional conduct.  The new Sections 3729(a)(1)(A), 

(a)(1)(B), (a)(1)(C), and (a)(1)(G), extend liability to any person who: 

 

(A) knowingly presents, or causes to be presented, a false or 

fraudulent claim for payment or approval;    

(B)       knowingly makes, uses, or causes to be made or used, a false 

record or statement material to a false or fraudulent claim; 

(C) conspires to commit a violation of subparagraph (A), (B), (D), 

(E), (F), or (G); 

 

[ . . . ] or  

(G) knowingly makes, uses, or causes to be made or used, a false 

record or statement material to an obligation to pay or transmit 

money or property to the Government, or knowingly conceals or 

knowingly and improperly avoids or decreases an obligation to 

pay or transmit money or property to the Government.   

 

A red-line version of the False Claims act is attached as Appendix 1, and use of this red-line is 

critical to understanding the revisions.  Many of the important details of the 2009 amendments 

are discussed in a contemporaneously issued FraudMail Alert (attached as Appendix 2).  A few 

key illustrations of the expansion in FCA liability under FERA include the following:   

 

   

 Section 3729(a)(1)(B) amended Section 3729(a)(2) to remove the phrase “to get,” 

on which the unanimous Supreme Court relied in Allison Engine Co. v. United 

States ex rel. Sanders12 to limit FCA liability to false statements or claims made 

by defendants for the purpose of getting the government to pay the claim.  FERA 

expressly applied this amendment retroactively to “claims” pending on or after 

June 7, 2008 (which was two days before the Supreme Court’s decision in Allison 

Engine).  This attempt to apply the amendment retroactively to prior conduct has 

been challenged, and courts are divided on its retroactive application in pending 

cases.13    

                                                 
12 553 U.S. 662 (2008).   
13 Compare Hopper v. Solvay Pharmaceuticals, Inc., 588 F.3d 1318, 1327 (11

th
 Cir. 2009) (defining “claim” as a 

demand for payment as under Section 3729(b)(2)(A) and finding that no such claims were pending as of June 7, 

2008), and Allison Engine Co. v. United States ex rel. Sanders, No. 1:95CV970, 2009 WL 3626773 (S.D. Ohio 

Oct. 27, 2009) (defining “claim” as a demand for payment, and finding that applying the amendment retroactively 

would violate the Ex Post Facto Clause), and United States v. Science Applications Int’l Corp., No. 04-1543, 

2009 WL 2929250 (D.D.C. Sept., 14, 2009), with United States ex rel. Kirk v. Schindler Elevator Corp., 601 F.3d 

94 (2d Cir. 2010) (applying amendment retroactively because relator’s claim was pending as of June 7, 2008), and 



 

 

 The language in Section 3729(a)(3) had been properly interpreted to limit liability 

for conspiracy to violations of then-Section 3729(a)(1).  Section 3729(a)(1)(C) 

amended this provision to extend liability for conspiracy to commit a violation of 

any other substantive section of the FCA.   

 

 Section 3729(a)(1)(G) expanded the scope of reverse false claims liability in the 

prior law under Section 3729(a)(7) to include retention of an overpayment.   

 

More key changes to FCA liability are included in FERA’s statutory definitions of “claim,” 

“obligation,” and “material” in Section 3729(b), which are discussed below.   

 

The Department of Justice has authority to conduct broad pre-intervention discovery 

through civil investigative demands (“CIDs”) that allow it to demand production of documents, 

oral testimony, and answers to interrogatories.  This CID discovery power augments DOJ’s pre-

existing power to obtain documentary evidence through subpoenas and authorized investigative 

demands, and it is stronger than standard civil discovery because the Federal Rules of Civil 

Procedure do not apply to it.  FERA expanded DOJ’s power to issue CIDs and to use the 

information received in response to CIDs for an “official use.”14  Under this expanded authority, 

the Attorney General’s authority to issue CIDs was delegated to the Assistant Attorney General 

for the Civil Division,15 who then redelegated this authority to certain senior enforcement 

officials in the Civil Division as well as to U.S. Attorneys in certain cases.16  After this 

expansion, use of CIDs by both DOJ and U.S. Attorneys’ Offices has increased dramatically.17  

 
 
FERA also amended the FCA to permit the government’s complaint-in-intervention and 

amendments to the complaint to relate back to the original qui tam complaint for statute of 

limitations purposes.18   FERA revised the FCA’s retaliation provision so that it protects 

contractors and agents in addition to employees, although the conduct and remedies under this 

provision are still employment-based.19 

 

Key FCA provisions unchanged by FERA include:  (1) the FCA’s standard of scienter, 

which is “knowing” or “knowingly,” (2) the FCA’s definition of damages, and (3) the public 

                                                                                                                                                             
United States ex rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5

th
 Cir. 2010) (same).  See also New York v. 

Sprint Nextel Corp., No. 103917/2011 (N.Y. Sup. Ct. July 1, 2013) (slip op.) (ruling that the New York FCA’s tax 

liability amendment was not sufficiently punitive in nature or effect to preclude its retroactive application under 

the Ex Post Facto Clause);   United States ex rel. Romano v. New York-Presbyterian Hosp., No. 00 Civ. 

8792(LLS), 2008 WL 612691 (S.D.N.Y. Mar. 5, 2008) (ruling that the relator could not add state FCA claims to 

federal claims that were based on Medicaid claims submitted more than six years prior to the New York FCA’s 

effective date).    
14 See Appendix 2 at 5 (discussing CID amendment).   
15 See Order No. 3134-2010 (Jan. 15, 2010).   
16 See Dep’t of Justice, Directive No. 1-10, Redelegation of Authority of Assistant Attorney General, Civil Division, 

to Branch Directors, Heads of Offices and United States Attorneys in Civil Division Cases (Mar. 8, 2010) (to be 

codified at 28 C.F.R. Part 0).     
17 In fiscal year 2011, DOJ authorized the issuance of 888 CIDs—more than ten times the number issued during the 

two years before re-delegation combined.  See Press Release, Dep’t. of Justice, Acting Assistant Attorney General 

Stuart F. Delery Speaks at the American Bar Association’s Ninth National Institute on the Civil False Claims Act 

and Qui Tam Enforcement (June 7, 2012), http://www.justice.gov/iso/opa/civil/speeches/2012/civ-speech-

1206071.html.    
18 See Appendix 2 at 5 (discussing relation-back amendment).  
19 See id. at 4 (explaining FERA’s retaliation amendments). 



 

disclosure/original source jurisdictional bar provisions.  FERA made no change in the law on the 

question of whether government employees can be qui tam relators, and on the application of 

Rule 9(b)’s pleading requirements to FCA complaints.  As discussed below, the Affordable Care 

Act amended the FCA’s public disclosure bar in 2010, and a further revision of the FCA’s 

retaliation provision was made by the Dodd-Frank Act.          

     

 

D.  Recent Developments in FCA Liability, Qui Tam Enforcement, and Retaliation  

An FCA case now pending before the Supreme Court raises two key questions: whether the 

Wartime Suspension of Limitations Act (“WSLA”) applies to civil fraud actions and suspends 

the FCA’s statute of limitations, and whether dismissal of an earlier filed qui tam complaint 

means that the prior action is no longer “pending” for purposes of applying the FCA’s first-to-

file bar.20  The Court heard oral argument on both questions in January,21 and a decision is 

expected by June of this year.  Other recent developments include a D.C. Circuit decision 

providing privilege protection for internal FCA investigations,22 and the First Circuit’s decision 

to apply an “economic realities” test to determine the tax treatment of a defendant’s payments 

under an FCA settlement agreement where the settlement document leaves the issue open.23  

Following the expansions in the 2009 and 2010 FCA amendments, business groups proposed 

comprehensive legal reforms focused on incentivizing effective compliance programs rather than 

qui tam suits based on technical violations and excessive penalties.24 These proposals include 

requiring relators to report internally within 180 days, eliminating false certification cases, 

precluding qui tam enforcement if the company makes a voluntary disclosure, basing the FCA’s 

damages multiplier on the level of intent, and reducing per claim penalties. A congressional 

hearing was held on these proposals and the issue of FCA reform in July 2014.25 

 

Given the number of important developments this year, only a few of the most significant 

can be briefly touched upon in these pages.  For a more exhaustive analysis of recent FCA 

developments, see JOHN T. BOESE, CIVIL FALSE CLAIMS AND QUI TAM ACTIONS (Wolters Kluwer 

Law & Business) (4th ed. & Supp. 2015-1).   

 

1.  Claims and Presentment 

 

Prior to FERA, Section 3729(a)(2) liability was limited to false statements supporting 

false claims for money or property that the government “provides” or “will reimburse.”  Some 

courts read this language to require the false claim to be subjected to a government payment or 

approval process, but the circuits were split on the underlying question of whether “presentment” 

of the false claim to the government was required under Section 3729(a)(2).  In a unanimous 

                                                 
20 See Petition for cert., Kellogg Brown & Root, Inc. v. United States ex rel. Carter, No. 12-1497 (filed June 24, 

2013).   
21 See FraudMail Alert No. 15-01- 14, Supreme Court Justices Express Skepticism at Relator and Government 

Attmepts to Apply the Wartime Suspension of Limitations Act to Civil Cases (Jan. 14, 2015) (attached as Appendix 

5).  
22 In re Kellogg Brown & Root, 756 F.3d 754 (D.C. Cir. 2014).   
23 Fresenius Med. Care Holdings, Inc. v. United States, 763 F.3d 64 (1st Cir. 2014).   
24 See U.S. Chamber, Institute for Legal Reform, Fixing the False Claims Act; The Case for Compliance-Focused 

Reforms (Oct. 2013) (“Fixing the FCA”), 

http://www.instituteforlegalreform.com/uploads/sites/1/Fixing_The_FCA_Pages_Web.pdf.   
25 See Oversight of the False Claims Act, Hearing Before the Subcomm. on the Constitution and Civil Justice of the 

H. Comm. on the Judiciary, 113 Cong., 2d Sess. (2014) (statement of David Ogden, Co-author, Fixing the FCA). 

http://www.instituteforlegalreform.com/uploads/sites/1/Fixing_The_FCA_Pages_Web.pdf


 

decision, in Allison Engine Co. v. United States ex rel. Sanders, 26 the Supreme Court resolved 

this split by holding that presentment was not required under Section 3729(a)(2), but that  was 

limited to false statements that were designed “to get” a false claim paid or approved “by the 

Government.”  The Court found that this limitation was necessary because, without a clear link 

to payment or approval by the government, the FCA would be “boundless” and become an “all-

purpose antifraud statute.”27   

 

FERA, however, eliminated both the “to get” language and the “by the Government” 

limitation in Section 3729(a)(2) as well as comparable language in Sections 3729(a)(3) and 

(a)(7).   Now Section 3729(a)(1)(B) liability is limited by a nexus to the government requirement 

in the definition of “claim” in Section 3729(b)(2)(ii), which covers requests for funds to a 

contractor, grantee, or other recipient, if the money or property requested “is to be spent or used 

on the Government's behalf or to advance a Government program or interest.”  FERA does not 

define the key terms “used on the Government's behalf” or “to advance a Government program 

or interest,” and therefore their meaning is left to the courts to determine on a case-by-case basis.   

 

 The presentment requirement remains in Section 3729(a)(1)(A), however, and the 

definition of “claim” in Section 3729(b)(2)(A)(i) makes clear that presentment must be directly 

to the government.  The Fourth Circuit‘s decision in United States ex rel. Nathan v. Takeda 

Pharm. N.A., Inc. emphasizes that this requirement is still of primary importance under Section 

3729(a)(1)(A) and must be pled with particularity under Rule 9(b) even when a fraudulent 

scheme is alleged: 

 

[T]he critical question is whether the defendant caused a false claim to be 

presented to the government, because liability under the Act attaches only to a 

claim actually presented to the government for payment, not to the underlying 

fraudulent scheme.” 28   

 

The Fourth Circuit compared the Nathan relator’s allegations with those in United States ex rel. 

Grubbs v. Kanneganti,29 and United States ex rel. Duxbury v. Ortho Biotech Products,30 and 

drew clear distinctions between allegations of fraudulent conduct that necessarily lead to an 

inference that false claims were presented to the government and the allegations made by the 

Nathan relator, which did not lead to the same inference.  The relator in Nathan asked the 

Supreme Court to review the Fourth Circuit’s decision, and the Court invited the Solicitor 

General to submit a brief expressing the views of the United States on the question of whether 

Rule 9(b) requires an FCA complaint to allege with particularity that specific false claims 

actually were presented to the government.  After the Solicitor General submitted a brief 

opposing a per se rule but noting that this qui tam suit would be dismissed under either standard, 

the Court denied certiorari in Nathan.    

 

 

                                                 
26 553 U.S. 662 (2008).   
27 553 U.S. at 669, 672.   
28 707 F.3d 451, 456 (4th Cir. 2013) (internal citations omitted)). 
29 565 F.3d 180 (5th Cir. 2009).   
30 579 F.3d 13 (1st Cir. 2009).  It should be noted that the scope of the claims in Duxbury were strictly limited when 

the First Circuit affirmed the district court’s order limiting discovery to the claims that survived dismissal and 

precluding the relator from discovery on “nationwide” fraud that was outside the time frame and geographic 

location of the original relator’s employment.  See United States ex rel. Duxbury v. Ortho Biotech Prods., LP, 719 

F.3d 31 (1st Cir. 2013).  

   



 

 

 

2.  Requirements under Rule 9(b)  

 

Rule 9(b) provides:   

 

In all averments of fraud or mistake, the circumstances constituting 

fraud or mistake shall be stated with particularity.  Malice, intent, 

knowledge, and other condition of mind may be averred generally.   

 

Courts have explained that the purposes of this “heightened” requirement to plead the 

circumstances of the fraud with particularity are to deter meritless claims of fraud, to protect 

defendants’ reputations, to give particularized notice to defendants of plaintiffs’ claims, and to 

prevent fraud suits in which the dispositive facts are learned through discovery.31  To satisfy this 

requirement, the complaint must set forth specifics as to the who, what, when, where, and how of 

the fraud alleged.32  Courts universally apply this heightened pleading requirement to FCA 

complaints because the allegations sound in fraud, and there is no conflict between the FCA’s 

lower intent requirements and Rule 9(b), which provides that intent may be averred generally.  

Courts use a case-by-case approach in applying Rule 9(b) to substantive claims that have various 

proof requirements, and this approach helps to define the contours of FCA liability.  However, 

some erosion in the heightened standard is occurring in certain qui tam cases where the details of 

a fraudulent scheme have been alleged with particularity but no actual false claim was pled.      

 

As the Nathan case discussed above reflects, the False Claims Act was not designed to 

punish every type of fraud committed upon the government.  Instead, because liability under the 

FCA attaches only to a claim actually presented to the government for payment, not to the 

underlying fraudulent scheme, “the critical question is whether the defendant caused a false 

claim to be presented to the government.”33  Despite this key requirement for FCA liability, a 

clear circuit split has developed over whether Rule 9(b) requires FCA complaints to allege the 

details of a false claim that actually was submitted.  Some recent decisions from the First, Third, 

Fifth, Seventh, Eighth, and Ninth Circuits have found that detailed allegations of a particular 

fraudulent scheme that produce a strong inference that false claims were submitted may meet 

Rule 9(b)’s requirement for specificity,34 although even within those circuits there is some 

confusion over the proper standard.  Other decisions in the Second, Fourth, Sixth, and Eleventh 

Circuits have applied a stricter standard under which not just the existence of the fraudulent 

scheme, but false claims that actually were submitted as a result, must be pled with 

                                                 
31 See, e.g., United States ex rel. Karvelas v. Melrose-Wakefield Hosp., 360 F. 3d 220, 226 (1

st
 Cir. ), cert. denied, 

125 S. Ct. 59 (2004);  United States ex rel. Clausen v. Lab. Corp. of Am. 290 F.3d 1301, 1313, 1316-17 (11th Cir. 

2002);  United States v. Rogan, No. 02-C-3310, 2002 WL 31433390, at *3 (N.D. Ill. 2002). 
32 See, e.g., United States ex rel. Cafasso v. General Dynamics C4 Sys., 637 F.3d 1047, 1057 (9th Cir. 2011);  

United States ex rel. Lacy v. New Horizons, Inc., 348 F. App’x 421 (10th Cir. 2009);  Corsello v. Lincare, Inc. 

428 F.3d 1008, 1014 (5th Cir. 2005).   
33 707 F.3d 451, 456 (4th Cir. 2013). 
34 See, e.g., United States ex rel. Duxbury v. Ortho Biotech Prods., L.P., 579 F.3d 13 (1st Cir. 2009);  United States 

ex rel. Foglia v. Renal Ventures Management, LLC,  754 F.3d 153 (3d Cir. 2014);  United States ex rel. Grubbs v. 

Kanneganti, 565 F.3d 180 (5th Cir. 2009);  United States ex rel. Lusby v. Rolls-Royce Corp., 570 F.3d 849 (7th 

Cir. 2009);  United States ex rel. Thayer v. Planned Parenthood, No. 13-1654, 2014 WL 4251603 (8th Cir. Aug. 

29, 2014);  Ebeid v. Lungwitz, 616 F.3d 993 (9th Cir. 2010).  



 

particularity.35 The fact that the lower standard is still in flux within individual circuits that have 

applied it,36 and the subsequent dismissals in cases where the inference that false claims were 

submitted was not borne out following discovery,37 indicate that the limits to its application are 

still being delineated.   

 

3.  Materiality 

Because it is obvious that no regulated party could ever comply with the tens of 

thousands of applicable laws, regulations, and guidelines, courts needed to develop a legal 

mechanism for differentiating violations that went to the heart of the claim for federal money 

from violations that were inconsequential to the funding decision.  At first, that legal mechanism 

became known as “materiality,” and the historical basis of the materiality requirement can be 

traced to United States v. McNinch, in which the Supreme Court held that the civil False Claims 

Act is “not designed to reach every kind of fraud practiced on the Government.”38  More 

recently, in Allison Engine Co. v. United States ex rel. Sanders, the Supreme Court clearly 

indicated in the context of its discussion of the elements of liability under Section 3729(a)(2) that 

a showing of “materiality” is required, and that a false statement must be a “condition of 

payment” in order to satisfy that materiality requirement.39   

After FERA, however, the statutory definition of “material” became “having a natural 

tendency to influence, or be capable of influencing, the payment or receipt of money or 

property.”  This standard is not new, and courts have interpreted it as strongly limiting FCA 

liability to false statements that directly affect the government’s payment decision.  For example, 

several courts have held that violations of “conditions of participation” in a federal healthcare 

program did not result in FCA violations.  In United States ex rel. Conner v. Salina Regional 

Health Center, the Tenth Circuit found that sweeping, general certifications of compliance with 

conditions of participation in annual Medicare cost reports were not actionable because they 

were not specific conditions of payment.
 40

  Similarly, in United States ex rel. Landers v. Baptist 

Memorial Health Care Corp., the district court found that there was no evidence showing that 

noncompliance with Medicare’s conditions of participation would make the defendants ineligible 

for Medicare payments or lead to nonpayment of the claims.
 41

    

                                                 
35 See, e.g., United States ex rel. Nathan v. Takeda Pharms. N. Am., Inc., 707 F.3d 451 (4th Cir. 2013), cert. denied, 

81 U.S.L.W. 3650 (U.S. Mar. 31, 2014) (No. 12-1349);   United States ex rel. SNAPP, Inc. v. Ford Motor Co., 

618 F.3d 505 (6th Cir. 2010);  Hopper v. Solvay Pharms., Inc., 588 F.3d 1318, 1326 (11th Cir. 2009), cert. denied, 

130 S. Ct. 3465 (2010).  See also United States ex rel. Siegel v. Roche Diagnostics Corp., 988 F. Supp. 2d 341 

(E.D.N.Y. 2013) (applying a heightened standard that requires an actual false claims to be pled).        
36 See, e.g., United States ex rel. Grenadyor v. Ukranian Village Pharmacy, Inc., 772 F.3d 1102 (7th Cir. 2014);  

United States ex rel. Dunn v. North Mem’l Health Care, 739 F.3d 417 (8th Cir. 2014);  United States ex rel. Ge v. 

Takeda Pharm. Co., 737 F.3d 116 (1st Cir. 2013);  United States ex rel. Nunnally v. W. Calcasieu Cameron Hosp., 

519 F. App’x 890, 892-95 (5th Cir. 2013) (unpublished decision).   
37 See, e.g., United States ex rel. Lusby v. Rolls-Royce Corp., No. 1:03CV680-SEB-WGH, 2012 WL 4357438 (S.D. 

Ind. Sept. 24, 2012) (granting summary judgment to defendant because relator had no proof that Rolls–Royce 

made a false claim for payment to the government);   United States ex rel. Duxbury v. Ortho Biotech Prods., LP, 

719 F.3d 31 (1st Cir. 2013) (“Duxbury II”) (granting summary judgment to defendant). 
38 356 U.S. 595, 599 (1958). 

39 553 U.S. 662, 672 (2008) (FCA defendants must “intend the Government to rely on [their] false statement as a 

condition of payment”). 

40 543 F.3d 1211 (10th Cir. 2008). 

41 525 F. Supp. 2d 972 (W.D. Tenn. 2007).  The reader should note that the author was one of the attorneys 

representing the defendants in this case.   



 

However, the materiality analysis used by other courts obscures the difference between 

violations of conditions of participation and conditions of payment.  For example, in United 

States ex rel. Hendow v. University of Phoenix, the Ninth Circuit found it unimportant that the 

University’s certification was a promise to comply with a restriction on enrollment incentive 

compensation in the future, and ruled that the distinction between a condition of participation 

and payment was “a distinction without a difference” because the government “plainly care[d]” 

about the restriction.
42

  Ultimately, the court required “a causal . . . connection between fraud and 

payment,” but this condition to payment requirement was undercut by the court’s emphasis on  

materiality in its analysis of the allegations.   

In United States v. Science Applications International Corp., the DC Circuit adopted a 

similar approach in rejecting SAIC’s effort to limit the implied certification theory to exclude the 

violation of an organizational conflict of interest provision that was not an express condition of 

payment:  

Even though we have rejected SAIC's effort to cabin the implied certification 

theory, we fully understand the risks created by an excessively broad 

interpretation of the FCA.  As SAIC compellingly points out, without clear limits 

and careful application, the implied certification theory is prone to abuse by the 

government and qui tam relators who, seeking to take advantage of the FCA's 

generous remedial scheme, may attempt to turn the violation of minor contractual 

provisions into an FCA action. In our view, however, instead of adopting a 

circumscribed view of what it means for a claim to be false or fraudulent, this 

very real concern can be effectively addressed through strict enforcement of the 

Act's materiality and scienter requirements.
43

 

But the DC Circuit’s concern about potential abuse under the implied false certification theory of 

liability is unhelpful given the low “materiality” threshold put in place by FERA’s amendments. 

In light of the potential for abuse under this theory, business groups have proposed 

reforms that include eliminating the implied false certification theory of liability in FCA cases.
44

  

Meanwhile, the courts have found another way to limit this broad liability, and they are easing 

the impact of FERA’s low materiality threshold by refusing to conflate the elements of 

“materiality” and “falsity” in FCA cases premised on this theory, as discussed below.   

 

4.  Falsity and False Certification  

The terms “false” and “fraudulent” are not specifically defined in the FCA.  They have 

been construed and interpreted by the courts with reference to their construction and 

interpretation in other contexts, most notably in criminal cases brought under 18 U.S.C. §§ 287 

and 1001.  Establishing falsity under both the FCA and the criminal False Claims or False 

Statements Act requires proof of “actual falsity.”45  In the FCA context, resolving disputed 

questions of falsity often involves the interpretation of a law, regulation, contract, or agreement.    

                                                 
42 461 F.3d 1166, 1176-77 (9th Cir. 2006).   

43 626 F.3d 1257, 1270 (D.C. Cir. 2010). 

44 See Fixing the FCA, supra. note 23.     

45 See United States v. Diogo, 320 F.2d 898 (2d Cir. 1963); United States v. Lange, 528 F.2d 1280 (5th Cir. 1976).   



 

Many FCA cases are based not on facially or factually false claims, but on allegedly false 

certifications of compliance with a law, regulation or contract provision.  Some of the most 

significant FCA developments each year arise in “false certification” or “legally false” claim 

cases that involve something quite different from direct overbilling or factually false claims.  

FCA plaintiffs are using the statute to litigate alleged regulatory and statutory violations, most of 

which lack a private right of action, on the theory that the defendant falsely certified compliance 

with the regulatory scheme and the government would not have paid the claim had it known 

about the noncompliance.  In a “false certification” or “legally false” claim, the defendant has 

provided the goods or services to the government or government beneficiary for the agreed upon 

price.  For example, a hospital has provided medically necessary services to a Medicare eligible 

beneficiary and billed the government the proper amount, but the hospital has not complied with 

some other regulation, statute, or contract term in the course of delivering those services.  For 

example, the hospital may have violated one or more “conditions of participation” in the course 

of delivering the necessary services to the eligible beneficiary.   

 

FCA liability based on implied false certifications has been rightly criticized and 

subjected to significant limitation in a number of jurisdictions because it imposes potentially 

enormous liability under the statute’s reckless disregard standard without the defendant’s making 

an express false claim or a false statement to support a false claim.  Many courts have limited the 

application of this theory to situations in which the government has explicitly conditioned its 

payment upon compliance with the statute or regulation violated, and have refused to infer a 

false claim if the claimant was not expressly required to certify compliance in order to receive 

payment. 46  With the statutory adoption of the more lenient test for materiality under which a 

false statement only has to “be capable of influencing” the government's decision to pay the 

claim, courts have begun to rely more heavily on the “prerequisite to payment” analysis of falsity 

as a limit on liability under the false implied certification theory.  To establish “legal falsity” in 

these cases, certification of “compliance with a statute or regulation as a condition to 

government payment” is required.47 

In a remarkable decision in 2010, the Fifth Circuit adopted a stringent standard for false 

certification cases that prevents the FCA from becoming a catch-all vehicle for punishing minor 

violations of law that occur in the course of providing federally-funded medical services or 

performing under government contracts.  In United States ex rel. Steury v. Cardinal Health, 

Inc.,
48

 the Fifth Circuit ruled that a defendant can be liable under the FCA for a false certification 

of compliance with a regulatory requirement―even one that is “material” to the government’s 

decision to pay the claim―only if the payment by the government agency is conditioned on 

compliance with the statute, regulation, or contract provision. The relator in Steury claimed that 

by submitting claims for payment to the Veterans Administration for allegedly defective 

intravenous fluid pumps, Cardinal Health falsely and implicitly certified compliance with an 

implied warranty of merchantability.  Without deciding whether it would adopt the implied false 

certification theory, the Fifth Circuit found that Cardinal Health did not make an implied 

certification simply because the FAR includes warranty of merchantability provisions.  This 

basis for liability did not suffice because the FAR also allows the government to choose to 

                                                 
46 See, e.g., United States ex rel. Mikes v. Straus, 84 F. Supp. 2d 427, 435 (S.D.N.Y. 1999) (The “implied false 

certification” theory applies “only in those exceptional circumstances where the claimant’s adherence to the 

relevant statutory or regulatory mandates lies at the core of its agreement with the Government, or . . .  where the 

Government would have refused to pay had it been aware of the claimant’s non-compliance”);  United States ex 

rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5th Cir. 2010).  See also BOESE, § 2.03 (citing cases by circuit).      
47 Mikes, 274 F.3d 687, 697.  (Emphasis added). 
48 625 F.3d 262 (5th Cir. 2010). 



 

override implied warranties of merchantability with express warranties, or to accept and pay for 

noncompliant commercial items.  The court held that the claim could not be “false” within the 

meaning of the FCA if compliance with this warranty was not required in order to receive 

payment, and that “a false certification, without more, does not give rise to a false claim for 

payment unless payment is conditioned on compliance.”
49

  

Moreover, the court found that determining whether a false certification is “material” 

under the expansive “natural tendency” definition of that term does not eliminate the 

applicability of the “prerequisite to payment” test.
50

  The court concluded that there could be no 

liability in Steury because payment by the government agency was not conditioned on 

compliance with the certification alleged.  The language used by the court in Steury permits the 

argument that the Fifth Circuit would apply this “falsity” requirement in both express and 

implied certification cases.  The Fifth Circuit’s analysis of falsity introduces a welcome 

concept—fundamental fairness—and imposes it on False Claims Act enforcement. 

In reaching its decision in Steury, the Fifth Circuit cited with approval the Second 

Circuit’s decision in United States ex rel. Mikes v. Straus,51 which also required the false 

certification to be a “prerequisite for payment” in order to support an FCA violation.  As the 

circuit court decisions summarized below demonstrate, most other circuit courts have adopted 

this prerequisite to payment requirement in the analysis of legal falsity, and they have applied it 

as a threshold requirement for FCA liability based on a false certification—whether express or 

implied. 

Key cases discussing the requirements for legal falsity include: 

 First Circuit.  United States ex rel. Ge v. Takeda Pharm.Co., 737 F.3d 116, 121 (1st Cir. 

2013) (ruling that the relator “alleged facts that would demonstrate a ‘fraud-on-the-FDA’ 

with respect to intentional under-reporting of adverse events,” but she failed to allege that 

any claims submitted to Medicare or Mediciaid by patients and physicians were rendered 

“false” as a result), cert. denied, 83 U.S.L.W. 3184 (U.S. 2014).   

 Second Circuit.  United States ex rel. Mikes v. Straus, 274 F.3d 687, 700 (2d Cir. 2001) 

(ruling that “implied false certification is appropriately applied only when the underlying 

statute or regulation upon which the plaintiff relies expressly states the provider must 

comply in order to be paid”) (emphasis in original).   

 Third Circuit.  United States ex rel. Wilkins v. United Health Group, Inc., 659 F.3d 295 

(3d Cir. 2011) (holding that compliance with Medicare marketing regulations was not a 

condition of government payment under federal health insurance programs, but that 

submitting claims to these programs while violating the AKS was actionable under the 

FCA). 

 Fourth Circuit.  United States ex rel. Rostholder v. Omnicare, Inc., 745 F.3d 694 (4th 

Cir.) (“Because the Medicare and Medicaid statutes do not prohibit reimbursement for 

drugs packaged in violation of the [FDA safety regulations], Omnicare could not have 

knowingly submitted a false claim for such drugs”) (emphasis in original), cert. denied, 

83 U.S.L.W. 3185 (U.S. 2014). 

                                                 
49 Id. at 269. 

50 Id.   

51 274 F.3d 687, 700.   



 

 Fifth Circuit.  United States ex rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5th 

Cir. 2010) (refusing to base FCA liability on the allegation that claims for payment for 

allegedly defective intravenous fluid pumps were “false” because they violated an 

implied warranty of merchantability).   

 Sixth Circuit.  United States ex rel. Hobbs v. MedQuest Assocs., 711 F.3d 707, 713 (6th 

Cir. 2013) (holding that regulatory noncompliance that violates “conditions of 

participation”—even if serious and intentional—is not enough to establish an FCA 

violation and  that “approved physician” and updating enrollment information 

requirements were not conditions of Medicare payment).   

 Seventh Circuit. United States ex rel. Hill v. City of Chicago, No. 14-1317, 2014 WL 

6065418 (7th Cir. Nov. 14, 2014) (affirming dismissal of relator’s false certification 

allegations that the City’s implemented program differed from its grant application for 

lack of falsity).   

 Eighth Circuit.  United States ex rel. Ketroser v. Mayo Found., 729 F.3d 825, 832 (8th 

Cir. 2013) (rejecting relator’s reporting violation claim because it did not allege a 

violation of any regulation or code and the reporting requirement was not a “material 

condition of payment”).   

 Ninth Circuit.  United States ex rel. Ebeid v. Lungwitz, 616 F.3d 993, 998 (9th Cir.) 

(joining other circuits in ruling that “the false certification theory is premised on a false 

certification of compliance that is “a prerequisite to obtaining a government benefit”), 

cert. denied, 131 S. Ct. 801 (2010).   

 Tenth Circuit.  United States ex rel. Conner Salina Reg’l Health Ctr., 543 F.3d 1211, 

1220 n.6 (10th Cir. 2008) (adopting a “materiality” requirement that limited FCA liability 

to violations of conditions of payment and concluding that, “although the government 

considers substantial compliance a condition of ongoing Medicare participation, it does 

not require perfect compliance as an absolute condition to receiving Medicare payments 

for services rendered”) (emphasis in original).     

 Eleventh Circuit.  United States ex rel. Clausen v. Lab. Corp. of Am., Inc., 290 F.3d 

1301, 1311 (11th Cir. 2002) (holding that the FCA does not create liability “merely for a 

health care provider’s disregard of Government regulations or improper internal policies 

unless, as a result of such acts, the provider knowingly asks the Government to pay 

amounts it does not owe”).   

 D.C. Circuit.  United States v. Science Applications Int’l Corp., 626 F.3d 1257, 1269 

(D.C. Cir. 2010) (adopting the implied false certification theory and noting that liability 

under this theory could be based on plaintiff’s showing that the contractor “withheld 

information about its noncompliance with material contractual requirements”).  

 

 5.  Causation 

 

 Section 3729(a)(1) of the FCA imposes liability on any person who “knowingly 

presents, or causes to be presented, to an officer or employee of the United States Government or 

a member of the Armed Forces of the United States a false or fraudulent claim for payment or 

approval.” (emphasis added).  Liability under this provision specifically requires a causal link 

between the defendant’s actions and the submission of a false claim to the government, but the 

Act does not include a definition of causation.  Principles of causation from tort law have been 

applied by some courts, but their application to FCA allegations could stretch these principles 



 

beyond their legal foundation.  In view of the FCA's punitive nature, and because the provisions 

of the civil FCA and the criminal false claims statute were historically the same until relatively 

recently, a strong argument can be made for strictly construing undefined or ambiguous 

provisions such as causation under the FCA as under criminal statutes.   FERA amended the 

predicate of the “causes to be presented” language in Section 3729(a)(1)(A), but neither the 

meaning of causation nor its role was changed.  Similar amendments to Section 3729(a)(1)(B) 

did not change its requirement for causing a false record or statement in support of a false claim.  

The courts are developing standards for these causal requirements.   

 

In United States ex rel. Franklin v. Parke-Davis, the court held that common law tort 

causation principles required two questions to be considered in determining whether the 

defendant’s allegedly improper promotion of off-label uses caused the submission of false 

claims:  (1) whether the defendant’s conduct was a “substantial factor” in producing the harm; 

and (2) whether the outcome was foreseeable.52  The court concluded that the relator provided 

sufficient evidence to show that the defendant “played a key role in setting in motion a chain of 

events that led to false claims,” and that it was foreseeable that the defendant’s actions would 

“ineluctably result in false Medicaid claims.”53  In United States ex rel. Drescher v. Highmark, 

Inc., however, the court cautioned the government that basing causation on medical insurers’ 

incorrect denial or incorrect payment of claims and subsequent submission of false claims by a 

secondary insurer was a “novel” theory that required evidence of direction and control on the 

medical insurers’ part and few options on the part of secondary insurers.54  More recently, in 

Allison Engine, the Supreme Court applied a common law principle underlying proximate cause 

in interpreting Section 3729(a)(2) liability to ensure that “a defendant is not answerable for 

anything beyond the natural, ordinary and reasonable consequences of his conduct.”55  And 

while FERA’s amendments in Section 3729(a)(1)(B) eliminated the purpose-based “to get” 

limitation which was the focus of the Court’s analysis in Allison Engine, there is no indication of 

congressional intent to extend liability beyond these natural, ordinary, and reasonable 

consequences.     

 

In United States ex rel. Hutcheson v. Blackstone Med., Inc., the relator alleged that 

Blackstone paid kickbacks to physicians to get them to use its medical devices in surgeries 

performed in a hospital, causing the physicians and the hospital to submit false claims to 

Medicare for reimbursement of services using those devices as well as for the devices 

themselves.  Referring to the Supreme Court's rulings in United States ex rel. Marcus v. Hess and 

United States v. Bornstein that a non-submitting entity could be liable for knowingly causing a 

                                                 
52 No. Civ. A. 96-11651PBS, 2003 WL 22048255, at *4 (D. Mass. Aug. 22, 2003).  See also United States ex rel. 

Freedman v. Suarez-Hoyos, MD, No. 8:04CV933-T-24 EAJ, 2012 WL 4344199 (M.D. Fla. Sept. 21, 2012) 

(citing Parke-Davis and ruling that liability could attach to a kickback arrangement that was a substantial factor in 

causing presentment of a false claim);  United States ex rel. Carpenter v. Abbott Labs., Inc., 723 F. Supp. 2d 395 

(D. Mass. 2010) (finding allegations that defendant’s literature compared its drug favorably with other drugs 

approved for off-label outpatient use and failed to reflect unfavorable information about the drug were sufficient 

to pass the “substantial factor” test for causation of claims to Medicare for off-label use);  United States ex rel. 

DeCesare v. Americare In Home Nursing, No. 1:05CV696, 2010 WL 5313315, at *13 (E.D. Va. Dec. 16, 2010) 

(finding that it was a “necessary, foreseeable, and obvious consequence of VNSN's referrals that Medicare and 

Medicaid claims would be filed,” and therefore that the complaint alleged that VNSN caused false claims to be 

submitted under the “substantial factor” test);  United States ex rel. Strom v. Scios, Inc., 676 F. Supp. 2d 884, 891 

(N.D. Cal. 2009) (finding that the causation requirement of Rule 9(b) had been met by the allegation that 

“Defendants' marketing activities created the market for the outpatient use of [the drug], and . . . encouraged such 

a use even though they had no credible evidence that [the drug] was effective in that context”).  
53 2003 WL 22048255, at *6.   
54 305 F. Supp. 2d 451 (E.D. Pa. 2004). 
55 553 U.S. 662, 672 (2008).   



 

submitting entity to submit a false claim, the First Circuit found that FCA liability was not 

conditioned on whether the submitting entity knew or should have known about the non-

submitting entity's unlawful conduct.56 The First Circuit reasoned that the qui tam complaint 

could state a claim under the “causes to be presented” or “causes to be made or used” language 

in Sections 3729(a)(1) and (a)(2) if it identified a materially false or fraudulent claim—including 

a claim that was false due to an implied representation of compliance with a precondition of 

payment, such as the prohibition on kickbacks in the provider agreement. 

 

After the Affordable Care Act amended the Antikickback Statute to provide that 

Medicare or Medicaid claims that include “items or services resulting from” a kickback violation 

are false claims under the FCA, defendants have argued that the phrase “resulting from” requires 

the government to plead that the kickback scheme actually caused false claims to be submitted 

on a claim-by-claim basis.  One court has rejected that argument as calling for “a strict ‘but for’ 

causation requirement” that would narrow the scope of the word “false.”57     

 

 6.  Knowledge and Intent  

 

Under Section 3729(b) of the FCA, "knowing" and "knowingly" are defined as: 

 

(1)   has actual knowledge of the information; 

(2)  acts in deliberate ignorance of the truth or falsity of the 

information; or 

(3)  acts in reckless disregard of the truth or falsity of the 

information, 

  

and no proof of specific intent to defraud is required.   

 

FERA made no substantive change in this definition.    
 

a.  Allison Engine Intent  
 

In Allison Engine Co. v. United States ex rel. Sanders, the Supreme Court found that the 

“presentment” requirement that limits liability under Section 3729(a)(1) was not a requirement 

under Section 3729(a)(2).  In order to prevent the FCA from being used as an “all-purpose 

antifraud statute,”58 however, the Court imposed another intent element, in addition to the FCA’s 

“knowing” standard, that limited a defendant’s liability under Sections 3729(a)(2) and (a)(3) to 

the “natural, ordinary, and reasonable consequences of his conduct.”  The Court found that the 

purpose of a false statement under Section 3729(a)(2) must be “to get” a false claim paid or 

approved by the government, and that a conspiracy to defraud under Section 3729(a)(3) must be 

for the purpose of “getting” a false claim allowed or paid.  FERA’s FCA amendments removed 

these references to purpose, substituting a materiality requirement for the “to get” language in 

Section 3729(a)(1)(B) that the Supreme Court in Allison Engine relied upon in imposing the 

additional intent requirement, and making a similar substitution in Section 3729(a)(1)(G).  These 

substantive alterations to the statute complicate FCA litigation and raise retroactivity issues in 

                                                 
56 Id. at 390 (citing Hess, 317 U.S. 537 (1943), and Bornstein, 423 U.S. 303 (1976)). 
57 See United States ex rel. Kester v. Novartis Pharma Corp., No. 11CV8196(CM), 2014 WL 4230386 (S.D.N.Y. 

Aug. 7, 2014) (ruling that the government sufficiently pled an AKS violation against Novartis under the express 

false certification theory without requiring the government to allege that the kickback scheme actually caused the 

pharmacy’s sale to a particular patient).     
58 553 U.S. 662, 672 (2008).      



 

some cases, as already noted above.  FERA did not alter Section 3729(b)(1), which defines the 

statutory intent standards for “knowing” and “knowingly,”discussed below.      

 

 

b. The “Reckless Disregard” Standard 

 

The FCA’s actual knowledge and deliberate ignorance standards are rarely used by the 

government to prove intent because the defendant's specific state of mind is the determining 

factor under them.  Reckless disregard, on the other hand, has been described as aggravated gross 

negligence, gross negligence-plus, or conduct that runs an unjustifiable risk of harm. 59  The 

government has also argued that the FCA’s knowledge standard can be met with “collective 

knowledge,” but that argument was soundly rejected by the D.C. Circuit in a recent decision, as 

discussed below.   

 

In Safeco Insurance Co. of America v. Burr, the Supreme Court held that the  reckless 

disregard standard was an objective one in a case interpreting a similar standard in the Fair 

Credit Reporting Act ("FCRA").60  Under this objective standard, the Court found that a 

defendant’s incorrect interpretation of an ambiguous statutory provision, if reasonable, does not 

provide a basis for liability unless there was an unjustifiably high risk of violating the statute.  In 

United States ex rel. K & R Ltd.  Partnership v. Massachusetts Housing Finance Agency, the 

D.C. Circuit applied the definition of reckless disregard from the Supreme Court's Safeco 

decision to an FCA case. 61   Safeco and K & R Ltd. make examinations of subjective intent 

unnecessary in FCA cases involving reasonable interpretations of ambiguous requirements where 

the government has not provided guidance.62 

 

The government has argued that corporate “collective knowledge” is appropriate under 

the False Claims Act because the Act is remedial rather than penal in nature. This fundamentally 

misconstrues the nature of the statute, particularly in light of rulings characterizing FCA 

damages and penalties as punitive.  In United States v. Science Applications International Corp., 

the D.C. Circuit forcefully and definitively rejected the government’s argument that collective 

knowledge can be used to prove intent under the False Claims Act.63  Exhibiting a clear grasp of 

the high stakes involved in FCA liability, the panel unanimously held that collective knowledge 

was “an inappropriate basis for [FCA] scienter” because 

it effectively imposes liability, complete with treble damages and 

substantial civil penalties, for a type of loose constructive knowledge that 

                                                 
59 See United States v. Krizek, 859 F. Supp. 5 (D.D.C. 1994) , aff'd, 111 F.3d 934 (D.C. Cir. 1997).   
60 551 U.S. 47 (2007).   
61 530 F. 3d 980 (D.C. Cir. 2008).   
62 See, e.g., United States ex rel. Ketroser v. Mayo Found., 729 F.3d 825 (8th Cir. 2013) (“Mayo’s reasonable 

interpretation of any ambiguity inherent in the regulations belies the scienter necessary to establish a claim of 

fraud under the FCA”);  United States ex rel. Farmer v. City of Houston, 523 F.3d 332 (5th Cir. 2008) (finding 

that relator could not show that the defendants “knew” of the falsity of the claims because the regulations 

governing the program were unclear).  See also Chapman Law Firm v. United States, No. 09-891C, 2012 WL 

256090 (Fed. Cl. Jan. 18, 2012) (applying the doctrine of contra proferentem to the ambiguous contract provision 

that was drafted by the government, accepting the contractor’s reasonable interpretation, and denying the 

government’s motion for partial summary judgment on the FCA claim).  Cf. United States ex rel. Chilcott v. KBR, 

Inc., No. 09CV4018, 2013 WL 5781660 (C.D. Ill. Oct. 25, 2013) (finding both interpretations facially reasonable, 

but drawing from the allegations the “reasonable inference that [Reltator’s] interpretation is the correct one” and 

inferring that “Defendants did not simply choose, in good faith, a reasonable interpretation among equal 

alternatives”).      
63 626 F.3d 1257 (D.C. Cir. 2010). 



 

is inconsistent with the Act’s language, structure, and purpose.64 

As a result, the court found that the FCA’s scienter standard must be strictly enforced, and it 

interpreted this standard to allow liability based on constructive knowledge only when 

defendants act with “reckless disregard” or “deliberate ignorance,” noting that innocent mistakes 

or negligence remain defenses to liability.  Collective knowledge conflicts with this statutory 

standard, the court concluded, because it lacks balance and precision, noting that it would allow 

 

“a plaintiff to prove scienter by piecing together scraps of ‘innocent’ 
knowledge held by various corporate officials, even if those officials never 
had contact with each other or knew what others were doing in connection 
with a claim seeking government funds.” United States ex rel. Harrison v. 
Westinghouse Savannah River Co., 452 F.2d 908, 918 n.9 (4th Cir. 2003). In 
other words, even absent proof that corporate officials acted with deliberate 
ignorance or reckless disregard for the truth by submitting a false claim as the 
result of, for instance, a communication failure, the fact-finder could 
determine that the corporation knowingly submitted a false claim.65 

 

The court held that the proper standard for knowledge under the FCA excludes collective 

knowledge.  Because the district court’s instruction to the jury allowed it to find that SAIC 

submitted false claims “knowingly” where no individual at SAIC had all of the knowledge 

necessary for FCA liability, the court found that the district court’s instruction was erroneous and 

prejudicial, and ordered a new trial. 

 The SAIC case includes one more element that is critical to the “knowledge” requirement 

in FCA cases based on implied certifications that are alleged to be false.  While deciding that the 

D.C. Circuit would accept this basis for FCA liability, the court placed an important limit on its 

use: 

Establishing knowledge under this provision on the basis of implied 

certification requires the plaintiff to prove that the defendant knows (1) that it 

violated a contractual obligation, and (2) that its compliance with that 

obligation was material to the government’s decision to pay.66 

 

This knowledge requirement is a critical limit on the use of the implied certification theory of 

liability because it means that the government or the relator will have to prove the defendant 

knew that the government’s paying agent considered the violation to be material.  Only time will 

tell if this rational limitation on false certification cases will be adopted by other circuits.    

        

7.  Reverse False Claims  

Under Section 3729(a)(7), liability for a “reverse false claim” is triggered only when a 

person 

 

knowingly makes, uses, or causes to be made or used, a false record or 

statement to conceal, avoid, or decrease an obligation to pay or transmit 

money or property to the Government.  

                                                 
64 Id. at 1274.   
65  Id. at 1275.   
66 Id. at 1271.   



 

 

This requires the person to take an affirmative step to avoid an obligation to pay the government.  

In United States ex rel. Bahrani v. ConAgra, Inc. (“Bahrani II”) the Tenth Circuit agreed with 

the defendants that Allison Engine’s intent requirement was equally applicable to claims brought 

under Section 3729(a)(7), even though the Supreme Court had not specifically resolved the 

issue.67  Thus, in order to prove liability under this section, in addition to taking an affirmative 

step, the relator must also “establish that the defendant ‘made a false record or statement for the 

purpose of’ concealing, avoiding, or decreasing an obligation to pay or transmit money or 

property to the Government.”68  In ruling that Section 3729(a)(7) liability required proof of this 

intent element and concluding that the jury specifically determined that the relator had not 

proved the required Allison Engine intent element, the Tenth Circuit reversed the judgment 

below in favor of the relator on the reverse false claims allegations in Bahrani II.  The Tenth 

Circuit also rejected the government’s argument that the five claims should be remanded, and  

declined to order a new trial, concluding that: 

 

[i]f every defendant who knows or should know about an obligation to pay 

money is automatically deemed to have acted with the purpose of decreasing 

the obligation, there is no purpose or intent standard left.69 

 

FERA, however, eliminated the key words denoting purpose in Section 3729(a)(7)―“to 

conceal, avoid, or decrease”―and instead, bases liability under Section 3729(a)(1)(G) on 

making, using, or causing a false record or statement that is “material” to an “obligation” to pay 

money to the government.  In addition, FERA provides an alternative basis for liability which 

requires simply knowingly concealing, or knowingly and “improperly” avoiding or decreasing an 

“obligation” to pay the government—without the necessity of making any false statement.70    

 

FERA defines “obligation” as an established duty, whether or not fixed, arising from a 

contract, grant, license, fee-based, or similar relationship, or from retention of an overpayment.  

Precisely how a duty arises from retention of an overpayment and when it becomes “established” 

is not clear under this statutory language.  The Senate Report explained that this language was 

not intended “to create liability for a simple retention of an overpayment that is permitted by a 

statutory or regulatory process for reconciliation,” such as those under a state-administered 

Medicaid program.71  The term “improperly” in Section 3729(a)(1)(G) seems to limit this 

liability to a bad faith retention of an overpayment.72   

 

The phrase “whether or not fixed” in this definition of “obligation” has been interpreted 

to cover cases where an established duty to pay the government is owed but the amount owed is 

unfixed.  Recently, however, a qui tam plaintiff attempted to extend liability beyond recognized 

limits to a statutory fine under the Environmental Protection Act.  While no reverse false claim 

liability was ultimately found in the EPA case because the jury concluded that the statutory 

                                                 
67 624 F.3d 1275, 1302 (10th Cir. 2010).  The reader should note that the author was an expert witness for the 

defense on the issue of attorneys’ fees in the Bahrani case.   
68 Id. at 1303 (quoting Allison Engine, 553 U.S. at 671).   
69 Id.   
70 See United States ex rel. Yannacopoulos v. General Dynamics, 652 F.3d 818 (7th Cir. 2011) (noting that Section 

3729(a)(1)(G) makes it unlawful to conceal, avoid or decrease an obligation to pay the government, “apparently 

regardless of whether such actions involve . . . a falsehood”)  Id. at *14 n. 16.   
71 S.Rep. No. 111-10, at 15 (2009). 
72 In a contemporaneous statement about the amendment, Senator Kyl explained that the definition of “improperly” 

under state law was inherently tortious, illegal, or malum in se, and thus it required either improper motive or 

inherently improper means.  155 Cong. Rec. S. 4540 (daily ed. Apr. 22, 2009) (statement of Sen. Kyl). 



 

condition for imposing the fine—substantial risk information that should have been reported—

was unmet,73 the judge allowed the claim to go to a jury rather than simply dismissing it because 

the fine was contingent. 74  Attempts by qui tam plaintiffs to extend FCA liability to penalties or 

fines should be dismissed on the grounds that the “obligation” requirement under Section 

3729(a)(1)(G), like that under Section 3729(a)(7), is not met where the duty to pay is 

contingent.75      

 

While FERA imposed liability for retention of an overpayment under the FCA in the 

general terms discussed above, the Affordable Care Act of 2010 directly linked retention of an 

overpayment under Medicare or Medicaid to FCA liability.  It did so by defining an 

“overpayment” as any Medicare or Medicaid funds “that a person receives or retains . . . to 

which the person, after applicable reconciliation, is not entitled,” and it established the deadline 

for reporting and returning an overpayment as the later of either 60 days after an overpayment 

has been “identified” or the date of a corresponding cost report.76  The ACA did not define the 

term “identified,” however, nor did it use the FCA’s terms “knowing” or “knowingly.”  

Although overpayments returned within the deadline are excluded from FCA liability, the ACA 

stated that an overpayment retained after reconciliation is an “obligation” under Section 

3729(b)(3) of the FCA.  The ACA provided no lookback period for this FCA liability.   In a 

pending intervened case, the defendant is challenging one of the first qui tam cases brought to 

enforce the ACA’s overpayment requirements through the FCA.77      

 

 

The Centers for Medicare and Medicaid Services (“CMS”) proposed rules regarding 

Medicare overpayments under Parts A and B that address a number of issues raised by the 

ACA’s overpayment provisions.78   CMS has not yet issued final rules for Part A and B, but it 

has issued final rules regarding overpayments under Parts C and D.  Those final rules set a six-

year lookback period for reporting and repaying “identified” overpayments, and deem an 

overpayment to have been “identified” when an organization “has determined, or should have 

determined through the exercise of reasonable diligence, that [it] has received an 

overpayment.”79  The six-year lookback apparently applies to all overpayments, even those 

relating to fraud.80 

                                                 
73 Simoneaux v. E.I. DuPont De Nemours & Co., No. 12-219, 2015 U.S. Dist. LEXIS 22505 (M.D. La. Feb. 25, 

2015).   
74 See Simoneaux v. E.I. DuPont De Nemours & Co., No. 12-219-SDD-SCR, 2014 WL 4352185 (M.D. La. Sept. 2, 

2014) (rejecting DuPont’s argument that because payment of statutory penalties under the Toxic Substances 

Control Act was not mandatory but was contingent on an order of the EPA, the “obligation” requirement was 

unmet).   
75 See American Textile Mfrs. Inst., Inc. v. The Limited, Inc., 190 F.3d 729 (6th Cir. 1999) (“ATMI”) (“Contingent 

obligations—those that will arise only after the exercise of discretion by government actors—are not 

contemplated by the statute.”).  The reader should noted that the author represented the defendants in the ATMI 

case.   
76 ACA, Pub. L. No. 111-148, 124 Stat. 119, § 6402 (2010). 
77 See Complaint in Intervention of the United States, Kane v. Healthfirst, Inc., No. 1:11-cv-02325-ER, No. 20 

(S.D.N.Y. June 27, 2014);  David S. Greenberg, Linda A. Baumann, Jason S. Madden, Hospital System Responds 

in ‘Reverse False Claims Act’ Overpayment Suit, Health Care Counsel Blog (Oct 22, 2014).      
78 Medicare Program;  Reporting and Returning of Overpayments, 77 Fed. Reg. 9179 (proposed Feb. 16, 2012) (to 

be codified at 42 C.F.R. pts 40, 405).   
79 Medicare Program;  Contract Year 2015 Policy and Technical Changes to the Medicare Advantage and the 

Medicare Prescription Drug Benefit Programs, 79 Fed. Reg. 29,844, at 29,958, 29,963 (May 23, 2014) (to be 

codified at 42 C.F.R. pts. 422, 423).   
80 79. Fed. Reg. 29,844, at 29,847 (noting that, in response to comments on this issue, CMS removed the following 

sentence from its proposed rules on the six-year lookback:  “Overpayments resulting from fraud are not subject to 

this limitation of the lookback period”).   



 

 

 

 

8.  Damages and Penalties  

 

FCA violations result in liability for:  

 

a civil penalty of not less than $5,000 and not more than $10,000, . . . plus 3 times 

the amount of damages which the Government sustains because of the [person’s] 

act.”81     

 

The measure of damages in a False Claims Act case is dependent on the nature of the alleged 

fraud, but the test is always the same: the difference between what the government actually paid 

and what it should have paid absent the FCA violation.   

 

In false certification cases, courts of appeals appear to be divided regarding whether a 

broad “but for” test or an actual loss test of causation is the proper measure of damages.  In 

United States v. Science Applications International Corp.,82 the D.C. Circuit vacated the 

damages portion of the decision below because of a flawed jury instruction that required the jury 

to assume that SAIC’s services had no value.  That assumption was particularly egregious in this 

case because the jury had already decided that actual damages to the government, as measured 

for purposes of the alternative breach of contract claim, were $78, yet the district court imposed 

FCA damages of $6.49 million.  Reversing that portion of the lower court’s decision, the circuit 

court held that there is no irrebuttable presumption that expert services and advice are worthless 

if an organizational conflict of interest provision has been violated, and ruled that the damages 

must take into account the value of the goods and services.  The panel pointed out that, under the 

benefit of the bargain framework that applied in this case, damages should be calculated by 

determining the amount the government paid minus the value of the goods or services provided, 

which is the standard measure under the FCA.  Indeed, the evidence showed that the government 

agency, NRC, continued to use SAIC’s work product after its contract with SAIC was terminated 

in 1999, and an NRC project manager testified that SAIC’s “actual work product ‘constituted the 

opposite of a conflict,’ . . . due to its transparency and fairly conservative results.”  The jury 

instruction erroneously removed this calculation from the case, and established an irrebuttable 

presumption that the services of an expert are worthless where a violation of a conflict of interest 

requirement has occurred.  Because the district court’s instruction to the jury required them to 

assume that SAIC’s services had no value, the court vacated and remanded the damages for a 

new trial.  This case ultimately settled for $1.5 million.     

 

 In United States v. Rogan,83 on the other hand, the district court did not apply a benefit of 

the bargain analysis in evaluating damages in the context of Stark Act and AKS violations. The 

court noted that the violations were “myriad” and “overwhelming,” and found that the 

government would not have paid anything for the claims of patients referred by physicians that 

had prohibited financial relationships with the hospital, citing the Stark Act.  It measured the 

damages as the entire federal share of these claims to Medicare and Medicaid.84  After they were 

trebled, the damages were more than $50 million.  

 

                                                 
81 31 U.S.C. §3729(a)(1) (emphasis supplied).     
82 626 F. 3d 1257 (D.C. Cir. 2010). 
83 459 F. Supp. 2d 692 (N.D. Ill. 2006), aff’d, 517 F.3d 449 (7th Cir. 2008). 
84 Id. at 726-27.   



 

The physicians involved in the alleged kickbacks had already pled guilty in criminal 

proceedings on the scheme.  Under Stark, Rogan might have argued that the $16.8 million 

overpayments should be disallowed and repaid rather than trebled under the FCA.  Rogan, a 

healthcare and hospital administrator, however, argued that he could not be liable under the Stark 

Act because he was not a physician.  The court rejected the argument, finding that the issue was 

Rogan's violation of the FCA rather than the Stark Act.  It also applied a particularly harsh 

damages calculation under the FCA, rather than engaging in a benefit analysis, and trebled the 

entire overpayment amount without considering the value of the services provided.  In addition, 

it found that there were 18,000 penalties, bringing the total damages and penalties to over $64 

million.  The Seventh Circuit affirmed the damages award in Rogan, adopting the lower court’s 

decision that placed no value on the medical services provided during the period of the unlawful 

payments for referrals and agreeing that “when the conditions [of the government’s payment] are 

not satisfied, nothing is due.”   

 

As the decisions above reflect, a key feature of FCA liability is its treble damages 

provision.  An important development on the application of this multiplier is the Seventh 

Circuit’s revisitation of the question of whether net or gross damages are trebled when deducting 

the value of goods or services received by the government.  Historically, the Justice Department 

advocated and employed the “gross trebling” method—which trebles the claim amount first and 

afterward deducts the value of goods and services provided—but that method distorts the 

government’s actual damages by severely diminishing the value of any benefit received.  In 

United States v. Anchor Mortgage Corp.,85 the Seventh Circuit held that the proper approach was 

“net trebling”—which subtracts the value of goods or services provided before multiplying the 

damages and thus accounts for the actual benefit that the government received.  The Seventh 

Circuit based its holding on the finding that no FCA language or policy supported departure from 

the norm in civil litigation, where damages are based on net loss, and it rejected the Justice 

Department’s misreading of the Supreme Court’s decision in United States v. Bornstein.86  Given 

the Ninth Circuit’s decision that applied gross trebling in United States v. Eghbal,87 a circuit split 

has emerged on this issue.   

 

 

Without question, the remedy most feared under the False Claims Act is the $5,500-

$11,000 per claim penalty.88  FCA penalties are assessed on a per-claim basis regardless of the 

amount of the damages, except when the court finds that the result is an excessive civil penalty.89  

A recent decision by the U.S. Court of Appeals for the Fourth Circuit in United States ex rel. 

Bunk v. Gosselin World Wide Moving, N.V., unwittingly may have opened the door to a new and 

unsettling era in qui tam litigation.90   Dispensing with decades of Supreme Court 

                                                 
85 711 F.3d 745 (7th Cir. 2013).   
86 423 U.S. 303 (1976).  In Bornstein, the Court supported using the traditional market value approach to measure 

actual damages—and thus net trebling—but found that this approach did not apply to a third party’s settlement 

payments to the government, which were deducted after damages were multiplied.  423 U.S. at 317 n.13.  
87 548 F.3d 1281 (9th Cir. 2008) (noting defendants’ concession that damages were subject to gross trebling, and  

stating that, in computing treble damages in Bornstein, “the Court specifically directed that ‘the Government's 

actual damages are to be [multiplied] before any subtractions are made for compensatory payments previously 

received by the Government from any source’”).   
88 Under the 1986 amendments, FCA penalties range from $5,000 to $10,000 per violation.  However, on August 

30, 1999, the Justice Department published a final rule that increased these penalties to a minimum of $5,500 and 

a maximum of $11,000 for violations occurring  after September 29, 1999. See 28 C.F.R. § 85.3 (a)(9) (2002).   
89 See, e.g., United States v. Cabrera-Diaz, 106 F. Supp.2d 234 (D.P.R. 2000) (refusing to impose any penalties at 

all, because they would be excessive).  See also United States v. Mackby, 261 F.3d 821 (9th Cir. 2001) (holding 

that FCA damages and penalties are subject to Eighth Amendment limitations).   
90 No. 12-1369 (4th Cir. Dec. 19, 2013).   



 

jurisprudence—including one case argued by Chief Justice Roberts before he took the federal 

bench—the Fourth Circuit ordered the trial court to impose $24 million in FCA penalties against 

the defendants following a trial at which the relator pointedly sought no FCA damages and no 

proof of economic harm to the United States was ever established.  This result is squarely at odds 

with a number of constitutional protections, particularly the Eighth Amendment’s Excessive 

Fines Clause, as well as decisions applying that constitutional provision to FCA penalty 

awards.91  The Fourth Circuit’s sole reliance on intangible and non-economic factors such as 

“deterrent effects” and public policy considerations to override the traditional excessive fines 

analysis lacks precedent.  The Supreme Court declined to review this decision, however, and on 

remand, the trial court imposed the $24 million qui tam award that it previously found excessive.    

 

9.  Public Disclosure, Original Source, and First-to-File     

In 2010, Congress amended the FCA’s public disclosure bar as part of the comprehensive 

health care reform initiative in the Affordable Care Act,92 adding new limitations to the public 

disclosure provision in Section 3730(e)(4)(A) and expanding the original source exception in 

Section 3730(e)(4)(B).  Section 3730(e)(4) now provides: 

(A)  The court shall dismiss an action or claim under this section, unless opposed by the 

Government, if substantially the same allegations or transactions as alleged in the action 

or claim were publicly disclosed― 

(i) in a Federal criminal, civil, or administrative hearing in which the Government 

or its agent is a party;   

(ii) in a congressional, Government Accountability Office, or other Federal report, 

hearing, audit, or investigation; or  

(iii) from the news media,  

unless the action is brought by the Attorney General or the person bringing the action is 

an original source of the information. 

(B)  For purposes of this paragraph, “original source” means an individual who has 

either― 

(i) prior to a public disclosure under subsection (e)(4)(A), has voluntarily disclosed to the 

Government the information on which allegations or transactions in a claim are based, or  

(ii) who has knowledge that is independent of and materially adds to the publicly 

disclosed allegations or transactions, and who has voluntarily provided the information to 

the Government before filing an action under this section. 

Under the 2010 bar, if “substantially the same” allegations or transactions were publicly 

disclosed, then the qui tam relator must be an “original source,” unless the government opposes 

dismissal.  While the 1986 public disclosure bar was considered a threshold jurisdictional 

determination,93 the 2010 amendments eliminate the word “jurisdiction,” and replace it with the 

requirement that “the court shall dismiss an action or claim . . . unless opposed by the 

Government.”  Until last year, the government had not exercised this veto, but it has begun to do 

                                                 
91 See FraudMail Alert No. 13-12-20, Fourth Circuit Holds That a $24 Million FCA Penalty is Not an “Excessive 

Fine” Even Where the Relator Fails to Prove That the United States Suffered Any Economic Harm (Dec. 12, 

2013), http://www.friedfrank.com/index.cfm?pageID=25&itemID=6834.   
92 ACA, Pub. L. No. 111- 148, 124 Stat. 119, 901-02 (2010) (amending 31 U.S.C. § 3730(e)(4)).  See FraudMail 

Alert No. 10-03-24, Here They Go Again―Newly Enacted Comprehensive Health Care Reform Law Contains 

More FCA Amendments (attached as Appendix 3).   
93 See Rockwell Int’l Corp. v. United States ex rel. Stone, 127 S. Ct. 1397, 1406 (U.S. 2007). 

http://www.friedfrank.com/index.cfm?pageID=25&itemID=6834


 

so.94 

In addition, the amendments narrow the definition of public disclosures to disclosures in 

federal sources―that is, disclosures in federal criminal, civil, or administrative hearings under 

Section 3730(e)(4)(A)(i), and in federal hearings, reports, audits, or investigations under Section 

3730(e)(4)(A)(ii).  These revisions effectively overrule the Supreme Court’s ruling in Graham 

County Soil & Water Conservation District v. United States ex rel. Wilson, (“Graham County 

II”)95 that qui tam allegations could be publicly disclosed by state and local sources, and 

eliminate defenses based on disclosures from state and local government sources unless the 

information is also disclosed in the news media or otherwise publicly disclosed.  The defense to 

public disclosures in federal hearings is further narrowed to hearings in which the government or 

its agent is a party, thus excluding disclosures made in purely private litigation such as retaliation 

or negligence actions.     

The amendments also revise the original source exception.  Rather than requiring the 

original source to have both “direct” and “independent” knowledge of the alleged fraud, the 

original source exception is met by knowledge that is “independent” of and “materially adds” to 

the publicly disclosed allegations, which must be voluntarily disclosed to the government before 

filing suit.  The courts have begun to apply this new statutory language.  For example, in United 

States ex rel. Paulos v. Stryker Corp., the Eighth Circuit rejected the relator’s claim that he had 

knowledge that materially added to the publicly disclosed allegations despite his claim that he 

was among the first to link the defendant’s medical device to the resulting disease, because, even 

if he discovered the link to chondrolysis first, Section 3730(e)(4)(B) does not provide an 

exception for “early discoveries or suspicions.”96   

Because of the ACA’s silence on the issue of an effective date for these qui tam 

amendments, the Supreme Court applied the presumption against retroactivity in Graham County 

II, limiting the impact of the ACA’s public disclosure amendments in cases pending at the time 

of enactment and leaving open the question of whether the amendments apply retroactively to 

prior conduct where no qui tam case was pending.97   

 

 Under a separate bar in Section 3730(b)(5) known as the “first-to-file” bar, when a relator 

brings a qui tam action, “no person other than the Government may intervene or bring a related 

action based on the facts underlying the pending action.”  The primary purpose of this bar—the 

text of which has remained unchanged since its inclusion in the 1986 amendments—is to prevent 

multiple qui tam suits based on the same underlying conduct.  Recently, a circuit split developed 

on whether the phrase “pending action” is a purely temporal requirement, as the Fourth Circuit 

interpreted it in United States ex rel. Carter v. Halliburton Co.,98 or whether it is a shorthand 

reference to the first-filed action that distinguishes the first action from subsequent actions, as the 

                                                 
94 See, e.g., United States ex rel. Szymoniak v. Am. Home Mortgage Serv. Inc., No. 0:10-cv-01465-JFA, 2014 WL 

1910845  (D.S.C. May 12, 2014).       
95 130 S. Ct. 1396 (U.S. 2010).  The reader should note that the author filed an amicus brief on behalf of the 

Washington Legal Foundation and the Allied Educational Foundation in support of Petitioners in Graham County 

II. 
96 762 F.3d 688, 694 (8th Cir. 2014). 
97 See Graham County II, 130 S. Ct. 1396, 1400 n.1 (2010).  To the extent that it is not effectively foreclosed under 

Schumer, this will be a disputed issue, with defendants arguing, as they did in Schumer, that the qui tam 

amendments should not be given retroactive effect because they would enlarge liability and eliminate defenses in 

qui tam suits, and relators arguing in favor of retroactivity.  See Hughes Aircraft Co. v. United States ex rel. 

Schumer, 520 U.S. 939, 948 (1997).   
98 701 F.3d 171 (4th Cir. 2013), cert. granted sub nom. Kellogg Brown & Root Servs. v. United States ex rel. 

Carter, 134 S.Ct. 2899 (U.S. 2014). 



 

D.C. Circuit decided in United States ex rel. Shea v. Cellco P’ship.99  The Supreme Court 

granted certiorari on this question in the Carter case, and the question is currently pending before 

the Court, but there is some prospect that the Court will not reach the first-to-file issue if it 

decides the WSLA issue in favor of the defendants in Carter.100   

10.  Whistleblower Retaliation  

 

In 1986, a whistleblower’s cause of action for retaliation was enacted in Section 3730(h) 

of the FCA, which provided that an employee who was discharged or otherwise discriminated 

against in the terms or conditions of employment by an “employer” because of lawful acts done 

by the “employee” in furtherance of an action under Section 3730 “shall be entitled to all relief 

necessary to make the employee whole.”  FERA revised the definition of both protected persons 

and protected conduct in Section 3730(h) by (1) removing the specific reference to the 

“employer” (and thus the requirement of an employee-employer relationship) so that 

independent contractors could bring retaliation actions,101 and (2) replacing lawful acts “in 

furtherance of an action under this section” with the phrase “in furtherance of other efforts to 

stop 1 or more violations.”  The new definition of protected conduct seemed to require the 

person to actually try to stop the fraud itself rather than simply take steps toward filing a qui tam 

action.      

The following year, Congress provided a new definition of protected conduct under 

Section 3730(h) in the Dodd-Frank Wall Street Reform and Consumer Protection Act.102  This 

revision restores the original protection of lawful acts in furtherance of a qui tam action in 

addition to FERA’s “other efforts to stop 1 or more violations.”  As amended, Section 3730(h) 

now provides:  

Any employee, contractor, or agent shall be entitled to all relief necessary 

to make that employee, contractor, or agent whole if that employee, 

contractor, or agent is discharged, demoted, suspended, threatened, 

harassed, or in any other manner discriminated against in the terms and 

conditions of employment because of lawful acts done by the employee, 

contractor, or agent on behalf of the employee, contractor or agent, or 

associated others in furtherance of an action under this section or other 

efforts to stop 1 or more violations of this subchapter. 

 

The Dodd Frank amendments also provided, for the first time, a statute of limitations for 

retaliation that requires the action to be brought within three years of the date when the 

retaliation occurred.103  

Courts are beginning to grapple with whether the new definitions in Section 3730(h) 

apply to a variety of employment relationships and conduct.  In most cases, the term “employee” 

                                                 
99 748 F.3d 338 (D.C. Cir. 2014).    
100  See FraudMail Alert No. 15-01-14,  (attached as Appendix 5).   
101 See BOESE, § 4.11[B][2][b] (discussing the term “employer” and the independent contractor issue). 
102 Pub. L. No. 111-203, § 3301, 124 Stat. 1376 (2010).  See FraudMail Alert No. 10-06-29, Here They Go Again, 

Round III:  Financial Reform Bill Contains More FCA Amendments (attached as Appendix 4).     
103 31 U.S.C. §3730(h)(3).  See Weslowski v. Zugibe, 14 F. Supp.3d 295 (S.D.N.Y. Mar. 31, 2014) (rejecting 

plaintiff’s attempt to bring an action against his employer more than three years after his resignation and ruling 

that this “continuing violation” theory of liability could not be used because the FCA’s retaliation provision only 

applies to retaliatory conduct that occurred during the plaintiff’s employment).   



 

has been limited to persons in an employment-like relationship with the defendant, which does 

not include applicants or non-employer corporations.104  Recently, protected conduct has been 

interpreted to include reporting the fraud within the organization, such as informing a board 

member or the company’s corporate compliance arm in some cases.105  However, if the plaintiff 

was not reporting fraud to a supervisor in furtherance of an FCA claim and never said that the 

defendant committed fraud on the government, the retaliation claim has been dismissed.106 

Refusing to participate in the fraud alone has not been deemed protected activity.107   

 

III.  State False Claims Acts  

As a result of the Medicaid fraud provisions in the Deficit Reduction Act of 2005 

("DRA") and an economic incentive in the DRA that encourages every state without a state false 

claims act with qui tam  provisions to adopt one, state legislatures have enacted state false claims 

laws with provisions that mirror, or exceed, the federal FCA.108  There are now 29 of these state 

laws, and they are increasing false claims visibility, enforcement actions, and recoveries. 109  

The  states that have qui tam false claims statutes are:  California, Colorado, Connecticut, 

Delaware, Florida, Georgia, Hawaii, Illinois, Indiana, Iowa, Louisiana, Maryland, 

Massachusetts, Michigan, Minnesota, Montana,  Nevada, New Hampshire, New Jersey, New 

Mexico, New York, North Carolina, Oklahoma, Rhode Island, Tennessee, Texas, Virginia, 

Washington, and Wisconsin.  The District of Columbia, New York City, Philadelphia, and 

Chicago also have false claims laws with qui tam enforcement.  Many states have begun the 

process of amending their state false claims laws to include the far more onerous provisions in 

the FERA, ACA, and Dodd-Frank amendments in order to qualify for the DRA incentive.      

   

                                                 
104 See, e.g., Boegh v. Energysolutions, Inc., 772 F.3d 1056, 1064 (6th Cir. 2014) (finding that the “FCA’s 

legislative history and case law from other courts reinforce that “employee” is limited to employment-like 

relationships);  United States ex rel. Abou–Hussein v. Science Applications  Int’l Corp., No. 2:09-1858-RMG, 

2012 WL 6892716, at *3-4 (D.S.C. May 3, 2012) (reasoning that Congress intended to extend protection to 

“‘individuals who [a]re not technically employees within the typical employer[-]employee relationship, but 

nonetheless have a contractual or agent relationship with an employer”), aff’d, 475 Fed. App’x. 851 (4th Cir. 

2012) (per curiam).  Cf. Tibor v. Michigan Orthopedic Inst., No. 14-10920, 2014 WL 6871320 (E.D. Mich. Dec. 

5, 2014) (noting that the amended provision prohibits retaliation against independent contractors or “doctors 

without traditional employment relationships with hospitals” who are not technically “employees”).     
105 See, e.g., United States ex rel. Si v. Laogai Research Found., No. 09CV2388 (KBJ), 2014 WL 5446487 (D.D.C. 

Oct. 14, 2014);  United States ex rel. Booker v. Pfizer, Inc., 9 F. Supp. 3d 34 (D. Mass. 2014).  9 F. Supp. 3d 34 

(D. Mass. 2014).   
106 See Lee v. Computer Scis. Corp., No. 1:14cv581 (JCC/TCB), 2015 U.S. Dist. LEXIS 21998 (E.D. Va. Feb 24, 

2015). 
107 See United States ex rel. Tran v. Computer Scis. Corp., No. 11-cv-0852 (KBJ), 2014 WL 2989948 (D.D.C. July 

3, 2014). 
108 See Deficit Reduction Act of 2005, Pub. L. 109-171, § 6031 (2006).  Updated guidelines for evaluating whether 

state FCAs conform to the current federal FCA were issued by HHS OIG in 2013.  See Dep’t of Health & Human 

Servs., Office of Inspector Gen., OIG Guidelines for Evaluating State False Claims Acts (Mar. 15, 2013), 

available at http://oig.hhs.gov/fraud/docs/falseclaimsact/guidelines-sfca.pdf.         
109 See BOESE, Chapter 6 (discussing individual state and municipal false claims laws).   

http://oig.hhs.gov/fraud/docs/falseclaimsact/guidelines-sfca.pdf
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THE FEDERAL FALSE CLAIMS ACT 

31 U.S.C. §§ 3729-3733  

 

As amended by: 

 The Fraud Enforcement and Recovery Act of 2009, Pub. L. No. 111-21, § 4, 123 Stat. 

1617, 1621 (2009) (signed by the President on May 20, 2009) 

 

 The Patient Protection and Affordable Care Act, Pub. L. No. 111-148, § 1303, 124 Stat. 

119, 168 (2010) (signed by the President on Mar. 23, 2010) 

 

 The Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 111-203, 

§ 1079A, 124 Stat. 1376, 2077 (2010) (signed by the President on July 21, 2010).   

 

 

§ 3729.  False claims  

(a) LIABILITY FOR CERTAIN ACTS.—Any 

(1) IN GENERAL.—Subject to paragraph (2), any person who— 

(1A) knowingly presents, or causes to be presented, to an officer or 

employee of the United States Government or a member of the 

Armed Forces of the United States a false or fraudulent claim for 

payment or approval; 

(2B) knowingly makes, uses, or causes to be made or used, a false 

record or statement material to get a false or fraudulent claim paid 

or approved by the Government; 

(3C) conspires to defraud the Government by getting a false or 

fraudulent claim allowed or paidcommit a violation of 

subparagraph (A), (B), (D), (E), (F), or (G); 

(4D) has possession, custody, or control of property or money used, or 

to be used, by the Government and, intending to defraud the 

Government or willfully to conceal the property, knowingly 

delivers, or causes to be delivered, less property than the amount 

for which the person receives a certificate or receiptthan all of that 

money or property; 

(5E) is authorized to make or deliver a document certifying receipt of 

property used, or to be used, by the Government and, intending to 
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defraud the Government, makes or delivers the receipt without 

completely knowing that the information on the receipt is true; 

(6F) knowingly buys, or receives as a pledge of an obligation or debt, 

public property from an officer or employee of the Government, or 

a member of the Armed Forces, who lawfully may not sell or 

pledge the property; or 

(7G) knowingly makes, uses, or causes to be made or used, a false 

record or statement material to conceal, avoid, or decrease an 

obligation to pay or transmit money or property to the 

Government, or knowingly conceals or knowingly and improperly 

avoids or decreases an obligation to pay or transmit money or 

property to the Government, 

is liable to the United States Government for a civil penalty of not less 

than $5,000 and not more than $10,000, as adjusted by the Federal Civil 

Penalties Inflation Adjustment Act of 1990 (28 U.S.C. 2461 note; Public 

Law 104-410), plus 3 times the amount of damages which the Government 

sustains because of the act of that person, except that if. 

(2) REDUCED DAMAGES.—If the court finds that— 

(A) the person committing the violation of this subsection furnished 

officials of the United States responsible for investigating false 

claims violations with all information known to such person about 

the violation within 30 days after the date on which the defendant 

first obtained the information; 

(B) such person fully cooperated with any Government investigation of 

such violation; and 

(C) at the time such person furnished the United States with the 

information about the violation, no criminal prosecution, civil 

action, or administrative action had commenced under this title 

with respect to such violation, and the person did not have actual 

knowledge of the existence of an investigation into such violation, 

the court may assess not less than 2 times the amount of damages which 

the Government sustains because of the act of thethat person.  

(3) COSTS OF CIVIL ACTIONS.—A person violating this subsection shall also be 

liable to the United States Government for the costs of a civil action 

brought to recover any such penalty or damages. 

(b) KNOWING AND KNOWINGLY DEFINEDDEFINITIONS.—For purposes of this section, 

— 
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(1) the termsterms “knowing” and “knowingly” ”— 

(A) mean that a person, with respect to information— 

(1i) has actual knowledge of the information; 

(2ii) acts in deliberate ignorance of the truth or falsity of the 

information; or 

(3iii) acts in reckless disregard of the truth or falsity of the 

information,; and  

(B) require no proof of specific intent to defraud is required.; 

(c) CLAIM DEFINED.—For purposes of this section,(2) the term “claim” 

includes”— 

(A) means any request or demand, whether under a contract or 

otherwise, for money or property which and whether or not the 

United States has title to the money or property, that— 

(i) is presented to an officer, employee, or agent of the United 

States; or 

(ii) is made to a contractor, grantee, or other recipient, if the 

money or property is to be spent or used on the 

Government’s behalf or to advance a Government program 

or interest, and if the United States Government — 

(I) provides or has provided any portion of the money 

or property which is requested or demanded,; or if 

the Government  

(II) will reimburse such contractor, grantee, or other 

recipient for any portion of the money or property 

which is requested or demanded; and 

(B) does not include requests or demands for money or property that 

the Government has paid to an individual as compensation for 

Federal employment or as an income subsidy with no restrictions 

on that individual’s use of the money or property; 

(3) the term “obligation” means an established duty, whether or not fixed, 

arising from an express or implied contractual, grantor-grantee, or 

licensor-licensee relationship, from a fee-based or similar relationship, 

from statute or regulation, or from the retention of any overpayment; and 
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(4) the term “material” means having a natural tendency to influence, or be 

capable of influencing, the payment or receipt of money or property. 

(dc) EXEMPTION FROM DISCLOSURE.—Any information furnished pursuant to 

subparagraphs (A) through (C) of subsection (a)(2) shall be exempt from disclosure under 

section 552 of title 5. 

(ed) EXCLUSION.—This section does not apply to claims, records, or statements made 

under the Internal Revenue Code of 1986.  

§ 3730.  Civil actions for false claims 

(a) RESPONSIBILITIES OF THE ATTORNEY GENERAL.—The Attorney General diligently 

shall investigate a violation under section 3729. If the Attorney General finds that a person has 

violated or is violating section 3729, the Attorney General may bring a civil action under this 

section against the person. 

(b) ACTIONS BY PRIVATE PERSONS.— 

(1) A person may bring a civil action for a violation of section 3729 for the 

person and for the United States Government. The action shall be brought 

in the name of the Government. The action may be dismissed only if the 

court and the Attorney General give written consent to the dismissal and 

their reasons for consenting. 

(2) A copy of the complaint and written disclosure of substantially all material 

evidence and information the person possesses shall be served on the 

Government pursuant to Rule 4(d)(4) of the Federal Rules of Civil 

Procedure. The complaint shall be filed in camera, shall remain under seal 

for at least 60 days, and shall not be served on the defendant until the court 

so orders. The Government may elect to intervene and proceed with the 

action within 60 days after it receives both the complaint and the material 

evidence and information. 

(3) The Government may, for good cause shown, move the court for 

extensions of the time during which the complaint remains under seal 

under paragraph (2). Any such motions may be supported by affidavits or 

other submissions in camera. The defendant shall not be required to 

respond to any complaint filed under this section until 20 days after the 

complaint is unsealed and served upon the defendant pursuant to Rule 4 of 

the Federal Rules of Civil Procedure. 

(4) Before the expiration of the 60-day period or any extensions obtained 

under paragraph (3), the Government shall— 

(A) proceed with the action, in which case the action shall be 

conducted by the Government; or 
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(B) notify the court that it declines to take over the action, in which 

case the person bringing the action shall have the right to conduct 

the action. 

(5) When a person brings an action under this subsection, no person other 

than the Government may intervene or bring a related action based on the 

facts underlying the pending action. 

(c) RIGHTS OF THE PARTIES TO QUI TAM ACTIONS.— 

(1) If the Government proceeds with the action, it shall have the primary 

responsibility for prosecuting the action, and shall not be bound by an act 

of the person bringing the action. Such person shall have the right to 

continue as a party to the action, subject to the limitations set forth in 

paragraph (2). 

(2)       (A) The Government may dismiss the action notwithstanding the 

objections of the person initiating the action if the person has been 

notified by the Government of the filing of the motion and the 

court has provided the person with an opportunity for a hearing on 

the motion. 

(B) The Government may settle the action with the defendant 

notwithstanding the objections of the person initiating the action if 

the court determines, after a hearing, that the proposed settlement 

is fair, adequate, and reasonable under all the circumstances. Upon 

a showing of good cause, such hearing may be held in camera. 

(C) Upon a showing by the Government that unrestricted participation 

during the course of the litigation by the person initiating the 

action would interfere with or unduly delay the Government’s 

prosecution of the case, or would be repetitious, irrelevant, or for 

purposes of harassment, the court may, in its discretion, impose 

limitations on the person’s participation, such as— 

(i) limiting the number of witnesses the person may call; 

(ii) limiting the length of the testimony of such witnesses; 

(iii) limiting the person’s cross-examination of witnesses; or 

(iv) otherwise limiting the participation by the person in the 

litigation. 

(D) Upon a showing by the defendant that unrestricted participation 

during the course of the litigation by the person initiating the 

action would be for purposes of harassment or would cause the 
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defendant undue burden or unnecessary expense, the court may 

limit the participation by the person in the litigation. 

(3) If the Government elects not to proceed with the action, the person who 

initiated the action shall have the right to conduct the action. If the 

Government so requests, it shall be served with copies of all pleadings 

filed in the action and shall be supplied with copies of all deposition 

transcripts (at the Government’s expense). When a person proceeds with 

the action, the court, without limiting the status and rights of the person 

initiating the action, may nevertheless permit the Government to intervene 

at a later date upon a showing of good cause. 

(4) Whether or not the Government proceeds with the action, upon a showing 

by the Government that certain actions of discovery by the person 

initiating the action would interfere with the Government’s investigation 

or prosecution of a criminal or civil matter arising out of the same facts, 

the court may stay such discovery for a period of not more than 60 days. 

Such a showing shall be conducted in camera. The court may extend the 

60-day period upon a further showing in camera that the Government has 

pursued the criminal or civil investigation or proceedings with reasonable 

diligence and any proposed discovery in the civil action will interfere with 

the ongoing criminal or civil investigation or proceedings. 

(5) Notwithstanding subsection (b), the Government may elect to pursue its 

claim through any alternate remedy available to the Government, 

including any administrative proceeding to determine a civil money 

penalty. If any such alternate remedy is pursued in another proceeding, the 

person initiating the action shall have the same rights in such proceeding 

as such person would have had if the action had continued under this 

section. Any finding of fact or conclusion of law made in such other 

proceeding that has become final shall be conclusive on all parties to an 

action under this section. For purposes of the preceding sentence, a finding 

or conclusion is final if it has been finally determined on appeal to the 

appropriate court of the United States, if all time for filing such an appeal 

with respect to the finding or conclusion has expired, or if the finding or 

conclusion is not subject to judicial review. 

(d) AWARD TO QUI TAM PLAINTIFF.— 

(1) If the Government proceeds with an action brought by a person under 

subsection (b), such person shall, subject to the second sentence of this 

paragraph, receive at least 15 percent but not more than 25 percent of the 

proceeds of the action or settlement of the claim, depending upon the 

extent to which the person substantially contributed to the prosecution of 

the action. Where the action is one which the court finds to be based 

primarily on disclosures of specific information (other than information 

provided by the person bringing the action) relating to allegations or 
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transactions in a criminal, civil, or administrative hearing, in a 

congressional, administrative, or Government [General] Accounting 

Office report, hearing, audit, or investigation, or from the news media, the 

court may award such sums as it considers appropriate, but in no case 

more than 10 percent of the proceeds, taking into account the significance 

of the information and the role of the person bringing the action in 

advancing the case to litigation. Any payment to a person under the first or 

second sentence of this paragraph shall be made from the proceeds. Any 

such person shall also receive an amount for reasonable expenses which 

the court finds to have been necessarily incurred, plus reasonable 

attorneys’ fees and costs. All such expenses, fees, and costs shall be 

awarded against the defendant. 

(2) If the Government does not proceed with an action under this section, the 

person bringing the action or settling the claim shall receive an amount 

which the court decides is reasonable for collecting the civil penalty and 

damages. The amount shall be not less than 25 percent and not more than 

30 percent of the proceeds of the action or settlement and shall be paid out 

of such proceeds. Such person shall also receive an amount for reasonable 

expenses which the court finds to have been necessarily incurred, plus 

reasonable attorneys’ fees and costs. All such expenses, fees, and costs 

shall be awarded against the defendant. 

(3) Whether or not the Government proceeds with the action, if the court finds 

that the action was brought by a person who planned and initiated the 

violation of section 3729 upon which the action was brought, then the 

court may, to the extent the court considers appropriate, reduce the share 

of the proceeds of the action which the person would otherwise receive 

under paragraph (1) or (2) of this subsection, taking into account the role 

of that person in advancing the case to litigation and any relevant 

circumstances pertaining to the violation. If the person bringing the action 

is convicted of criminal conduct arising from his or her role in the 

violation of section 3729, that person shall be dismissed from the civil 

action and shall not receive any share of the proceeds of the action. Such 

dismissal shall not prejudice the right of the United States to continue the 

action, represented by the Department of Justice. 

(4) If the Government does not proceed with the action and the person 

bringing the action conducts the action, the court may award to the 

defendant its reasonable attorneys’ fees and expenses if the defendant 

prevails in the action and the court finds that the claim of the person 

bringing the action was clearly frivolous, clearly vexatious, or brought 

primarily for purposes of harassment. 

(e) CERTAIN ACTIONS BARRED.— 
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(1) No court shall have jurisdiction over an action brought by a former or 

present member of the armed forces under subsection (b) of this section 

against a member of the armed forces arising out of such person’s service 

in the armed forces. 

(2)      (A) No court shall have jurisdiction over an action brought under 

subsection (b) against a Member of Congress, a member of the 

judiciary, or a senior executive branch official if the action is based 

on evidence or information known to the Government when the 

action was brought. 

(B) For purposes of this paragraph, “senior executive branch official” 

means any officer or employee listed in paragraphs (1) through (8) 

of section 101(f) of the Ethics in Government Act of 1978 (5 

U.S.C. App.). 

(3) In no event may a person bring an action under subsection (b) which is 

based upon allegations or transactions which are the subject of a civil suit 

or an administrative civil money penalty proceeding in which the 

Government is already a party. 

 (4)(A)  NoThe court shall have jurisdiction overdismiss an action 

or claim under this section based upon the public disclosure of, 

unless opposed by the Government, if substantially the same 

allegations or transactions as alleged in the action or claim were 

publicly disclosed-- 

(i) in a Federal criminal, civil, or administrative hearing, in which 

the Government or its agent is a party; 

(ii) in a congressional, administrative, or Government 

Accountabinglity Office, or other Federal report, hearing, audit, or 

investigation,; or 

(iii) from the news media,  

unless the action is brought by the Attorney General or the person 

bringing the action is an original source of the information. 

 

(B)  For purposes of this paragraph, “original source” means an 

individual who has direct and independent knowledge ofeither (i) 

prior to a public disclosure under subsection (e)(4)(a), has 

voluntarily disclosed to the Government the information on which 

the allegations are basedallegations or transactions in a claim are 

based, or (2) who has knowledge that is independent of and 

materially adds to the publicly disclosed allegations or transactions, 

and who has voluntarily provided the information to the 

Government before filing an action under this section which is 

based on the information. 
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 (f) GOVERNMENT NOT LIABLE FOR CERTAIN EXPENSES.—The Government is not 

liable for expenses which a person incurs in bringing an action under this section. 

(g) FEES AND EXPENSES TO PREVAILING DEFENDANT.—In civil actions brought under 

this section by the United States, the provisions of section 2412(d) of title 28 shall 

apply. 

            (h)       Any employee who (h) Relief From Retaliatory Actions. ― 

 

(1)  IN GENERAL. ― Any employee, contractor, or agent shall be entitled to all 

relief necessary to make that employee, contractor, or agent whole if that 

employee, contractor, or agent is discharged, demoted, suspended, threatened, 

harassed, or in any other manner discriminated against in the terms and conditions 

of employment by his or her employer because of lawful acts done by the 

employee on behalf of the employee or, contractor, agent, or associated others in 

furtherance of an action under this section, including investigation for, initiation 

of, testimony for, or assistance in an action filed or to be filed under this section, 

shall be entitled to all relief necessary to make the employee whole. Such relief or 

other efforts to stop 1 or more violations of this subchapter.  

  

(2)  RELIEF. ―Relief under paragraph (1) shall include reinstatement with the 

same seniority status suchthat employee, contractor, or agent would have had but 

for the discrimination, 2 times the amount of back pay, interest on the back pay, 

and compensation for any special damages sustained as a result of the 

discrimination, including litigation costs and reasonable attorneys'’ fees.  An 

employee may bring an action under this subsection may be brought in the 

appropriate district court of the United States for the relief provided in this 

subsection. 

  

(3)  LIMITATION ON BRINGING CIVIL ACTION. ―A civil action under this 

subsection may not be brought more than 3 years after the date when the 

retaliation occurred.   

  

§ 3731.  False claims procedure 

(a) A subpena [subpoena] requiring the attendance of a witness at a trial or hearing 

conducted under section 3730 of this title may be served at any place in the United States. 

(b) A civil action under section 3730 may not be brought— 

(1) more than 6 years after the date on which the violation of section 3729 is 

committed, or 

(2) more than 3 years after the date when facts material to the right of action 

are known or reasonably should have been known by the official of the 

United States charged with responsibility to act in the circumstances, but 
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in no event more than 10 years after the date on which the violation is 

committed, whichever occurs last. 

(c) If the Government elects to intervene and proceed with an action brought under 

3730(b), the Government may file its own complaint or amend the complaint of a person who 

has brought an action under section 3730(b) to clarify or add detail to the claims in which the 

Government is intervening and to add any additional claims with respect to which the 

Government contends it is entitled to relief.  For statute of limitations purposes, any such 

Government pleading shall relate back to the filing date of the complaint of the person who 

originally brought the action, to the extent that the claim of the Government arises out of the 

conduct, transactions, or occurrences set forth, or attempted to be set forth, in the prior complaint 

of that person. 

(c)(d) In any action brought under section 3730, the United States shall be required to 

prove all essential elements of the cause of action, including damages, by a preponderance of the 

evidence. 

(de) Notwithstanding any other provision of law, the Federal Rules of Criminal 

Procedure, or the Federal Rules of Evidence, a final judgment rendered in favor of the United 

States in any criminal proceeding charging fraud or false statements, whether upon a verdict after 

trial or upon a plea of guilty or nolo contendere, shall estop the defendant from denying the 

essential elements of the offense in any action which involves the same transaction as in the 

criminal proceeding and which is brought under subsection (a) or (b) of section 3730.  

§ 3732.  False claims jurisdiction 

(a) ACTIONS UNDER SECTION 3730.—Any action under section 3730 may be brought 

in any judicial district in which the defendant or, in the case of multiple defendants, any one 

defendant can be found, resides, transacts business, or in which any act proscribed by section 

3729 occurred. A summons as required by the Federal Rules of Civil Procedure shall be issued 

by the appropriate district court and served at any place within or outside the United States. 

(b) CLAIMS UNDER STATE LAW.—The district courts shall have jurisdiction over any 

action brought under the laws of any State for the recovery of funds paid by a State or local 

government if the action arises from the same transaction or occurrence as an action brought 

under section 3730.  

(c) SERVICE ON STATE OF LOCAL AUTHORITIES.—With respect to any State or local 

government that is named as a co-plaintiff with the United States in an action brought under 

subsection (b), a seal on the action ordered by the court under section 3730(b) shall not preclude 

the Government or the person bringing the action from serving the complaint, any other 

pleadings, or the written disclosure of substantially all material evidence and information 

possessed by the person bringing the action on the law enforcement authorities that are 

authorized under the law of that State or local government to investigate and prosecute such 

actions on behalf of such governments, except that such seal applies to the law enforcement 

authorities so served to the same extent as the seal applies to other parties in the action. 

§ 3733.  Civil investigative demands 
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(a) IN GENERAL.— 

(1) ISSUANCE AND SERVICE.—Whenever the Attorney General, or a designee 

(for purposes of this section), has reason to believe that any person may be 

in possession, custody, or control of any documentary material or 

information relevant to a false claims law investigation, the Attorney 

General, or a designee, may, before commencing a civil proceeding under 

section 3730(a) or other false claims law, or making an election under 

section 3730(b), issue in writing and cause to be served upon such person, 

a civil investigative demand requiring such person— 

(A) to produce such documentary material for inspection and copying, 

(B) to answer in writing written interrogatories with respect to such 

documentary material or information, 

(C) to give oral testimony concerning such documentary material or 

information, or 

(D) to furnish any combination of such material, answers, or testimony. 

The Attorney General may not delegate the authority to issue civil 

investigative demands under this subsection. Whenever a civil 

investigative demand is an express demand for any product of discovery, 

the Attorney General, the Deputy Attorney General, or an Assistant 

Attorney General shall cause to be served, in any manner authorized by 

this section, a copy of such demand upon the person from whom the 

discovery was obtained and shall notify the person to whom such demand 

is issued of the date on which such copy was served.  Any information 

obtained by the Attorney General or a designee of the Attorney General 

under this section may be shared with any qui tam relator if the Attorney 

General or designee determine it is necessary as part of any false claims 

act investigation. 

(2) CONTENTS AND DEADLINES.— 

(A) Each civil investigative demand issued under paragraph (1) shall 

state the nature of the conduct constituting the alleged violation of 

a false claims law which is under investigation, and the applicable 

provision of law alleged to be violated. 

(B) If such demand is for the production of documentary material, the 

demand shall— 

(i) describe each class of documentary material to be produced 

with such definiteness and certainty as to permit such 

material to be fairly identified; 
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(ii) prescribe a return date for each such class which will 

provide a reasonable period of time within which the 

material so demanded may be assembled and made 

available for inspection and copying; and 

(iii) identify the false claims law investigator to whom such 

material shall be made available. 

(C) If such demand is for answers to written interrogatories, the 

demand shall— 

(i) set forth with specificity the written interrogatories to be 

answered; 

(ii) prescribe dates at which time answers to written 

interrogatories shall be submitted; and 

(iii) identify the false claims law investigator to whom such 

answers shall be submitted. 

(D) If such demand is for the giving of oral testimony, the demand 

shall— 

(i) prescribe a date, time, and place at which oral testimony 

shall be commenced; 

(ii) identify a false claims law investigator who shall conduct 

the examination and the custodian to whom the transcript 

of such examination shall be submitted; 

(iii) specify that such attendance and testimony are necessary to 

the conduct of the investigation; 

(iv) notify the person receiving the demand of the right to be 

accompanied by an attorney and any other representative; 

and 

(v) describe the general purpose for which the demand is being 

issued and the general nature of the testimony, including 

the primary areas of inquiry, which will be taken pursuant 

to the demand. 

(E) Any civil investigative demand issued under this section which is 

an express demand for any product of discovery shall not be 

returned or returnable until 20 days after a copy of such demand 

has been served upon the person from whom the discovery was 

obtained. 
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(F) The date prescribed for the commencement of oral testimony 

pursuant to a civil investigative demand issued under this section 

shall be a date which is not less than seven days after the date on 

which demand is received, unless the Attorney General or an 

Assistant Attorney General designated by the Attorney General 

determines that exceptional circumstances are present which 

warrant the commencement of such testimony within a lesser 

period of time. 

(G) The Attorney General shall not authorize the issuance under this 

section of more than one civil investigative demand for oral 

testimony by the same person unless the person requests otherwise 

or unless the Attorney General, after investigation, notifies that 

person in writing that an additional demand for oral testimony is 

necessary. The Attorney General may not, notwithstanding section 

510 of title 28, authorize the performance, by any other officer, 

employee, or agency, of any function vested in the Attorney 

General under this subparagraph. 

(b) PROTECTED MATERIAL OR INFORMATION.— 

(1) IN GENERAL.—A civil investigative demand issued under subsection (a) 

may not require the production of any documentary material, the 

submission of any answers to written interrogatories, or the giving of any 

oral testimony if such material, answers, or testimony would be protected 

from disclosure under— 

(A) the standards applicable to subpoenas or subpoenas duces tecum 

issued by a court of the United States to aid in a grand jury 

investigation; or 

(B) the standards applicable to discovery requests under the Federal 

Rules of Civil Procedure, to the extent that the application of such 

standards to any such demand is appropriate and consistent with 

the provisions and purposes of this section. 

(2) EFFECT ON OTHER ORDERS, RULES, AND LAWS.—Any such demand which 

is an express demand for any product of discovery supersedes any 

inconsistent order, rule, or provision of law (other than this section) 

preventing or restraining disclosure of such product of discovery to any 

person. Disclosure of any product of discovery pursuant to any such 

express demand does not constitute a waiver of any right or privilege 

which the person making such disclosure may be entitled to invoke to 

resist discovery of trial preparation materials. 

(c) SERVICE; JURISDICTION.— 
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(1) BY WHOM SERVED.—Any civil investigative demand issued under 

subsection (a) may be served by a false claims law investigator, or by a 

United States marshal or a deputy marshal, at any place within the 

territorial jurisdiction of any court of the United States. 

(2) SERVICE IN FOREIGN COUNTRIES.—Any such demand or any petition filed 

under subsection (j) may be served upon any person who is not found 

within the territorial jurisdiction of any court of the United States in such 

manner as the Federal Rules of Civil Procedure prescribe for service in a 

foreign country. To the extent that the courts of the United States can 

assert jurisdiction over any such person consistent with due process, the 

United States District Court for the District of Columbia shall have the 

same jurisdiction to take any action respecting compliance with this 

section by any such person that such court would have if such person were 

personally within the jurisdiction of such court. 

(d) SERVICE UPON LEGAL ENTITIES AND NATURAL PERSONs.— 

(1) LEGAL ENTITIES.—Service of any civil investigative demand issued under 

subsection (a) or of any petition filed under subsection (j) may be made 

upon a partnership, corporation, association, or other legal entity by— 

(A) delivering an executed copy of such demand or petition to any 

partner, executive officer, managing agent, or general agent of the 

partnership, corporation, association, or entity, or to any agent 

authorized by appointment or by law to receive service of process 

on behalf of such partnership, corporation, association, or entity; 

(B) delivering an executed copy of such demand or petition to the 

principal office or place of business of the partnership, corporation, 

association, or entity; or 

(C) depositing an executed copy of such demand or petition in the 

United States mails by registered or certified mail, with a return 

receipt requested, addressed to such partnership, corporation, 

association, or entity at its principal office or place of business. 

(2) NATURAL PERSONS.—Service of any such demand or petition may be 

made upon any natural person by— 

(A) delivering an executed copy of such demand or petition to the 

person; or 

(B) depositing an executed copy of such demand or petition in the 

United States mails by registered or certified mail, with a return 

receipt requested, addressed to the person at the person’s residence 

or principal office or place of business. 
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(e) PROOF OF SERVICE.—A verified return by the individual serving any civil 

investigative demand issued under subsection (a) or any petition filed under subsection (j) setting 

forth the manner of such service shall be proof of such service. In the case of service by 

registered or certified mail, such return shall be accompanied by the return post office receipt of 

delivery of such demand. 

(f) DOCUMENTARY MATERIAL.— 

(1) SWORN CERTIFICATES.—The production of documentary material in 

response to a civil investigative demand served under this section shall be 

made under a sworn certificate, in such form as the demand designates, 

by— 

(A) in the case of a natural person, the person to whom the demand is 

directed, or 

(B) in the case of a person other than a natural person, a person having 

knowledge of the facts and circumstances relating to such 

production and authorized to act on behalf of such person. 

The certificate shall state that all of the documentary material required by 

the demand and in the possession, custody, or control of the person to 

whom the demand is directed has been produced and made available to the 

false claims law investigator identified in the demand. 

(2) PRODUCTION OF MATERIALS.—Any person upon whom any civil 

investigative demand for the production of documentary material has been 

served under this section shall make such material available for inspection 

and copying to the false claims law investigator identified in such demand 

at the principal place of business of such person, or at such other place as 

the false claims law investigator and the person thereafter may agree and 

prescribe in writing, or as the court may direct under subsection (j)(1). 

Such material shall be made so available on the return date specified in 

such demand, or on such later date as the false claims law investigator 

may prescribe in writing. Such person may, upon written agreement 

between the person and the false claims law investigator, substitute copies 

for originals of all or any part of such material. 

(g) INTERROGATORIES.—Each interrogatory in a civil investigative demand served 

under this section shall be answered separately and fully in writing under oath and shall be 

submitted under a sworn certificate, in such form as the demand designates, by— 

(1) in the case of a natural person, the person to whom the demand is directed, 

or 

(2) in the case of a person other than a natural person, the person or persons 

responsible for answering each interrogatory. 
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If any interrogatory is objected to, the reasons for the objection shall be stated in the certificate 

instead of an answer. The certificate shall state that all information required by the demand and 

in the possession, custody, control, or knowledge of the person to whom the demand is directed 

has been submitted. To the extent that any information is not furnished, the information shall be 

identified and reasons set forth with particularity regarding the reasons why the information was 

not furnished. 

(h) ORAL EXAMINATIONS.— 

(1) PROCEDURES.—The examination of any person pursuant to a civil 

investigative demand for oral testimony served under this section shall be 

taken before an officer authorized to administer oaths and affirmations by 

the laws of the United States or of the place where the examination is held. 

The officer before whom the testimony is to be taken shall put the witness 

on oath or affirmation and shall, personally or by someone acting under 

the direction of the officer and in the officer’s presence, record the 

testimony of the witness. The testimony shall be taken stenographically 

and shall be transcribed. When the testimony is fully transcribed, the 

officer before whom the testimony is taken shall promptly transmit a copy 

of the transcript of the testimony to the custodian. This subsection shall 

not preclude the taking of testimony by any means authorized by, and in a 

manner consistent with, the Federal Rules of Civil Procedure. 

(2) PERSONS PRESENT.—The false claims law investigator conducting the 

examination shall exclude from the place where the examination is held all 

persons except the person giving the testimony, the attorney for and any 

other representative of the person giving the testimony, the attorney for the 

Government, any person who may be agreed upon by the attorney for the 

Government and the person giving the testimony, the officer before whom 

the testimony is to be taken, and any stenographer taking such testimony. 

(3) WHERE TESTIMONY TAKEN.—The oral testimony of any person taken 

pursuant to a civil investigative demand served under this section shall be 

taken in the judicial district of the United States within which such person 

resides, is found, or transacts business, or in such other place as may be 

agreed upon by the false claims law investigator conducting the 

examination and such person. 

 

(4) TRANSCRIPT OF TESTIMONY.—When the testimony is fully transcribed, the 

false claims law investigator or the officer before whom the testimony is 

taken shall afford the witness, who may be accompanied by counsel, a 

reasonable opportunity to examine and read the transcript, unless such 

examination and reading are waived by the witness. Any changes in form 

or substance which the witness desires to make shall be entered and 

identified upon the transcript by the officer or the false claims law 

investigator, with a statement of the reasons given by the witness for 

making such changes. The transcript shall then be signed by the witness, 
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unless the witness in writing waives the signing, is ill, cannot be found, or 

refuses to sign. If the transcript is not signed by the witness within 30 days 

after being afforded a reasonable opportunity to examine it, the officer or 

the false claims law investigator shall sign it and state on the record the 

fact of the waiver, illness, absence of the witness, or the refusal to sign, 

together with the reasons, if any, given therefor. 

(5) CERTIFICATION AND DELIVERY TO CUSTODIAN.—The officer before whom 

the testimony is taken shall certify on the transcript that the witness was 

sworn by the officer and that the transcript is a true record of the testimony 

given by the witness, and the officer or false claims law investigator shall 

promptly deliver the transcript, or send the transcript by registered or 

certified mail, to the custodian. 

(6) FURNISHING OR INSPECTION OF TRANSCRIPT BY WITNESS.—Upon payment 

of reasonable charges therefor, the false claims law investigator shall 

furnish a copy of the transcript to the witness only, except that the 

Attorney General, the Deputy Attorney General, or an Assistant Attorney 

General may, for good cause, limit such witness to inspection of the 

official transcript of the witness’ testimony. 

(7) CONDUCT OF ORAL TESTIMONY.— 

(A) Any person compelled to appear for oral testimony under a civil 

investigative demand issued under subsection (a) may be 

accompanied, represented, and advised by counsel. Counsel may 

advise such person, in confidence, with respect to any question 

asked of such person. Such person or counsel may object on the 

record to any question, in whole or in part, and shall briefly state 

for the record the reason for the objection. An objection may be 

made, received, and entered upon the record when it is claimed 

that such person is entitled to refuse to answer the question on the 

grounds of any constitutional or other legal right or privilege, 

including the privilege against self-incrimination. Such person may 

not otherwise object to or refuse to answer any question, and may 

not directly or through counsel otherwise interrupt the oral 

examination. If such person refuses to answer any question, a 

petition may be filed in the district court of the United States under 

subsection (j)(1) for an order compelling such person to answer 

such question. 

(B) If such person refuses to answer any question on the grounds of the 

privilege against self-incrimination, the testimony of such person 

may be compelled in accordance with the provisions of part V of 

title 18 [18 USCS §§ 6001 et seq.]. 
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(8) WITNESS FEES AND ALLOWANCES.—Any person appearing for oral 

testimony under a civil investigative demand issued under subsection (a) 

shall be entitled to the same fees and allowances which are paid to 

witnesses in the district courts of the United States. 

(i) CUSTODIANS OF DOCUMENTS, ANSWERS, AND TRANSCRIPTS.— 

(1) DESIGNATION.—The Attorney General shall designate a false claims law 

investigator to serve as custodian of documentary material, answers to 

interrogatories, and transcripts of oral testimony received under this 

section, and shall designate such additional false claims law investigators 

as the Attorney General determines from time to time to be necessary to 

serve as deputies to the custodian. 

(2) RESPONSIBILITY FOR MATERIALS; DISCLOSURE.— 

(A) A false claims law investigator who receives any documentary 

material, answers to interrogatories, or transcripts of oral testimony 

under this section shall transmit them to the custodian. The 

custodian shall take physical possession of such material, answers, 

or transcripts and shall be responsible for the use made of them and 

for the return of documentary material under paragraph (4). 

(B) The custodian may cause the preparation of such copies of such 

documentary material, answers to interrogatories, or transcripts of 

oral testimony as may be required for official use by any false 

claims law investigator, or other officer or employee of the 

Department of Justice, who is authorized for such use under 

regulations which the Attorney General shall issue.  Such material, 

answers, and transcripts may be used by any such authorized false 

claims law investigator or other officer or employee in connection 

with the taking of oral testimony under this section. 

(C) Except as otherwise provided in this subsection, no documentary 

material, answers to interrogatories, or transcripts of oral 

testimony, or copies thereof, while in the possession of the 

custodian, shall be available for examination by any individual 

other than a false claims law investigator or other officer or 

employee of the Department of Justice authorized under 

subparagraph (B). The prohibition in the preceding sentence on the 

availability of material, answers, or transcripts shall not apply if 

consent is given by the person who produced such material, 

answers, or transcripts, or, in the case of any product of discovery 

produced pursuant to an express demand for such material, consent 

is given by the person from whom the discovery was obtained. 

Nothing in this subparagraph is intended to prevent disclosure to 

the Congress, including any committee or subcommittee of the 
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Congress, or to any other agency of the United States for use by 

such agency in furtherance of its statutory responsibilities. 

Disclosure of information to any such other agency shall be 

allowed only upon application, made by the Attorney General to a 

United States district court, showing substantial need for the use of 

the information by such agency in furtherance of its statutory 

responsibilities. 

(D) While in the possession of the custodian and under such reasonable 

terms and conditions as the Attorney General shall prescribe— 

(i) documentary material and answers to interrogatories shall 

be available for examination by the person who produced 

such material or answers, or by a representative of that 

person authorized by that person to examine such material 

and answers; and 

(ii) transcripts of oral testimony shall be available for 

examination by the person who produced such testimony, 

or by a representative of that person authorized by that 

person to examine such transcripts. 

(3) USE OF MATERIAL, ANSWERS, OR TRANSCRIPTS IN OTHER PROCEEDINGS.—

Whenever any attorney of the Department of Justice has been designated 

to appear before any court, grand jury, or Federal agency in any case or 

proceeding, the custodian of any documentary material, answers to 

interrogatories, or transcripts of oral testimony received under this section 

may deliver to such attorney such material, answers, or transcripts for 

official use in connection with any such case or proceeding as such 

attorney determines to be required. Upon the completion of any such case 

or proceeding, such attorney shall return to the custodian any such 

material, answers, or transcripts so delivered which have not passed into 

the control of such court, grand jury, or agency through introduction into 

the record of such case or proceeding. 

(4) CONDITIONS FOR RETURN OF MATERIAL.—If any documentary material has 

been produced by any person in the course of any false claims law 

investigation pursuant to a civil investigative demand under this section, 

and— 

(A) any case or proceeding before the court or grand jury arising out of 

such investigation, or any proceeding before any Federal agency 

involving such material, has been completed, or 

(B) no case or proceeding in which such material may be used has 

been commenced within a reasonable time after completion of the 
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examination and analysis of all documentary material and other 

information assembled in the course of such investigation, 

the custodian shall, upon written request of the person who produced such 

material, return to such person any such material (other than copies 

furnished to the false claims law investigator under subsection (f)(2) or 

made for the Department of Justice under paragraph (2)(B)) which has not 

passed into the control of any court, grand jury, or agency through 

introduction into the record of such case or proceeding. 

(5) APPOINTMENT OF SUCCESSOR CUSTODIANS.—In the event of the death, 

disability, or separation from service in the Department of Justice of the 

custodian of any documentary material, answers to interrogatories, or 

transcripts of oral testimony produced pursuant to a civil investigative 

demand under this section, or in the event of the official relief of such 

custodian from responsibility for the custody and control of such material, 

answers, or transcripts, the Attorney General shall promptly— 

(A) designate another false claims law investigator to serve as 

custodian of such material, answers, or transcripts, and 

(B) transmit in writing to the person who produced such material, 

answers, or testimony notice of the identity and address of the 

successor so designated. 

Any person who is designated to be a successor under this paragraph shall 

have, with regard to such material, answers, or transcripts, the same duties 

and responsibilities as were imposed by this section upon that person’s 

predecessor in office, except that the successor shall not be held 

responsible for any default or dereliction which occurred before that 

designation. 

(j) JUDICIAL PROCEEDINGS.— 

(1) PETITION FOR ENFORCEMENT.—Whenever any person fails to comply with 

any civil investigative demand issued under subsection (a), or whenever 

satisfactory copying or reproduction of any material requested in such 

demand cannot be done and such person refuses to surrender such 

material, the Attorney General may file, in the district court of the United 

States for any judicial district in which such person resides, is found, or 

transacts business, and serve upon such person a petition for an order of 

such court for the enforcement of the civil investigative demand. 

(2) PETITION TO MODIFY OR SET ASIDE DEMAND.— 

(A) Any person who has received a civil investigative demand issued 

under subsection (a) may file, in the district court of the United 

States for the judicial district within which such person resides, is 



 

21 

found, or transacts business, and serve upon the false claims law 

investigator identified in such demand a petition for an order of the 

court to modify or set aside such demand. In the case of a petition 

addressed to an express demand for any product of discovery, a 

petition to modify or set aside such demand may be brought only 

in the district court of the United States for the judicial district in 

which the proceeding in which such discovery was obtained is or 

was last pending. Any petition under this subparagraph must be 

filed— 

(i) within 20 days after the date of service of the civil 

investigative demand, or at any time before the return date 

specified in the demand, whichever date is earlier, or 

(ii) within such longer period as may be prescribed in writing 

by any false claims law investigator identified in the 

demand. 

(B) The petition shall specify each ground upon which the petitioner 

relies in seeking relief under subparagraph (A), and may be based 

upon any failure of the demand to comply with the provisions of 

this section or upon any constitutional or other legal right or 

privilege of such person. During the pendency of the petition in the 

court, the court may stay, as it deems proper, the running of the 

time allowed for compliance with the demand, in whole or in part, 

except that the person filing the petition shall comply with any 

portions of the demand not sought to be modified or set aside. 

(3) PETITION TO MODIFY OR SET ASIDE DEMAND FOR PRODUCT OF 

DISCOVERY.— 

(A) In the case of any civil investigative demand issued under 

subsection (a) which is an express demand for any product of 

discovery, the person from whom such discovery was obtained 

may file, in the district court of the United States for the judicial 

district in which the proceeding in which such discovery was 

obtained is or was last pending, and serve upon any false claims 

law investigator identified in the demand and upon the recipient of 

the demand, a petition for an order of such court to modify or set 

aside those portions of the demand requiring production of any 

such product of discovery. Any petition under this subparagraph 

must be filed— 

(i) within 20 days after the date of service of the civil 

investigative demand, or at any time before the return date 

specified in the demand, whichever date is earlier, or 



 

22 

(ii) within such longer period as may be prescribed in writing 

by any false claims law investigator identified in the 

demand. 

(B) The petition shall specify each ground upon which the petitioner 

relies in seeking relief under subparagraph (A), and may be based 

upon any failure of the portions of the demand from which relief is 

sought to comply with the provisions of this section, or upon any 

constitutional or other legal right or privilege of the petitioner. 

During the pendency of the petition, the court may stay, as it 

deems proper, compliance with the demand and the running of the 

time allowed for compliance with the demand. 

(4) PETITION TO REQUIRE PERFORMANCE BY CUSTODIAN OF DUTIES.—At any 

time during which any custodian is in custody or control of any 

documentary material or answers to interrogatories produced, or 

transcripts of oral testimony given, by any person in compliance with any 

civil investigative demand issued under subsection (a), such person, and in 

the case of an express demand for any product of discovery, the person 

from whom such discovery was obtained, may file, in the district court of 

the United States for the judicial district within which the office of such 

custodian is situated, and serve upon such custodian, a petition for an 

order of such court to require the performance by the custodian of any 

duty imposed upon the custodian by this section. 

(5) JURISDICTION.—Whenever any petition is filed in any district court of the 

United States under this subsection, such court shall have jurisdiction to 

hear and determine the matter so presented, and to enter such order or 

orders as may be required to carry out the provisions of this section. Any 

final order so entered shall be subject to appeal under section 1291 of title 

28. Any disobedience of any final order entered under this section by any 

court shall be punished as a contempt of the court. 

(6) APPLICABILITY OF FEDERAL RULES OF CIVIL PROCEDURE.—The Federal 

Rules of Civil Procedure shall apply to any petition under this subsection, 

to the extent that such rules are not inconsistent with the provisions of this 

section. 

(k) DISCLOSURE EXEMPTION.—Any documentary material, answers to written 

interrogatories, or oral testimony provided under any civil investigative demand issued under 

subsection (a) shall be exempt from disclosure under section 552 of title 5. 

(l) DEFINITIONS.—For purposes of this section— 

(1) the term “false claims law” means— 

(A) this section and sections 3729 through 3732; and 
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(B) any Act of Congress enacted after the date of the enactment of this 

section [enacted Oct. 27, 1986] which prohibits, or makes available 

to the United States in any court of the United States any civil 

remedy with respect to, any false claim against, bribery of, or 

corruption of any officer or employee of the United States; 

(2) the term “false claims law investigation” means any inquiry conducted by 

any false claims law investigator for the purpose of ascertaining whether 

any person is or has been engaged in any violation of a false claims law; 

(3) the term “false claims law investigator” means any attorney or investigator 

employed by the Department of Justice who is charged with the duty of 

enforcing or carrying into effect any false claims law, or any officer or 

employee of the United States acting under the direction and supervision 

of such attorney or investigator in connection with a false claims law 

investigation; 

(4) the term “person” means any natural person, partnership, corporation, 

association, or other legal entity, including any State or political 

subdivision of a State; 

(5) the term “documentary material” includes the original or any copy of any 

book, record, report, memorandum, paper, communication, tabulation, 

chart, or other document, or data compilations stored in or accessible 

through computer or other information retrieval systems, together with 

instructions and all other materials necessary to use or interpret such data 

compilations, and any product of discovery; 

(6) the term “custodian” means the custodian, or any deputy custodian, 

designated by the Attorney General under subsection (i)(1); and 

(7) the term “product of discovery” includes— 

(A) the original or duplicate of any deposition, interrogatory, 

document, thing, result of the inspection of land or other property, 

examination, or admission, which is obtained by any method of 

discovery in any judicial or administrative proceeding of an 

adversarial nature; 

(B) any digest, analysis, selection, compilation, or derivation of any 

item listed in subparagraph (A); and 

(C) any index or other manner of access to any item listed in 

subparagraph (A); and 

(8) the term “official use” means any use that is consistent with the law, and 

the regulations and policies of the Department of Justice, including use in 

connection with internal Department of Justice memoranda and reports; 
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communications between the Department of Justice and a Federal, State, 

or local government agency, or a contractor of a Federal, State, or local 

government agency, undertaken in furtherance of a Department of Justice 

investigation or prosecution of a case; interviews of any qui tam relator or 

other witness; oral examinations; depositions; preparation for and response 

to civil discovery requests; introduction into the record of a case or 

proceeding; applications, motions, memoranda and briefs submitted to a 

court or other tribunal; and communications with Government 

investigators, auditors, consultants and experts, the counsel of other 

parties, arbitrators and mediators, concerning an investigation, case or 

proceeding. 

* * * 

S. 386 Section 4(f): 

EFFECTIVE DATE AND APPLICATION.—The amendments made by this section shall take 

effect on the date of enactment of the Act and shall apply to conduct on or after the date of 

enactment, except that— 

(1) subparagraph ( B) of section 3729(a)(1) of title 31, United States Code, as 

added by subsection (a)(1), shall take effect as if enacted on June 7, 2008, 

and apply to all claims under the False Claims Act (31 U.S.C. 3729 et 

seq.) that are pending on or after that date; and 

(2) section 3731(b) of title 31, as amended by subsection (b); section 3733, of title 31, as 

amended by subsection (c); and section 3732 of title 31, as amended by subsection (e); shall 

apply to cases pending on the date of enactment. 
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CIVIL FALSE CLAIMS ACT: Here They Go 
Again--Newly Enacted Comprehensive Health 

Care Reform Law Contains More FCA 
Amendments 

In May of last year, Congress enacted a dramatic revision to the substantive provisions of the civil 

False Claims Act, but left alone the key jurisdictional “public disclosure / original source” bar put in 

place by Congress in 1986 to avoid parasitic qui tam suits. See FraudMail Alert No. 09-05-21  

(discussing FCA amendments in the Fraud Recovery and Enforcement Act of 2009 (“FERA”)). In 

the FCA amendments in FERA, Congress refused to weaken the public disclosure bar, but that 

restraint did not last a full year. 

The Patient Protection and Affordable Care Act, signed into law by the President on March 23, 

2010, directly amends the FCA’s public disclosure bar and original source exception to expand 

private enforcement of qui tam actions beyond these long-established boundaries. The FCA-

related amendments are not limited to FCA actions against health care companies, but instead 

apply to all individuals and organizations covered by the FCA. The new law also contains 

confusing provisions that attempt to bootstrap FCA definitions such as “knowingly” and “obligation” 

to enforcement actions against participants in health care programs without amending the FCA. 

Similarly, it defines certain conditions of eligibility as “material” conditions of entitlement to receive 

payment, a designation that does not necessarily accord with FCA case law on conditions of 

eligibility. There is no substantive legislative history on these FCA-related provisions and 

amendments, which is unfortunate for those trying to understand and abide by them. As with past 

FCA amendments, these changes will trigger extensive litigation, and courts will be forced to 

grapple with how to apply them in the years to come. 

A red-line version of the new public disclosure provision can be found here. 

The FCA’s Public Disclosure Bar is Amended 

The FCA’s public disclosure bar is amended in major ways. The new law 

provides: 

(4)(A) The court shall dismiss an action or claim under this section, unless 

opposed by the Government, if substantially the same allegations or transactions 

as alleged in the action or claim were publicly disclosed-- 
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(i) in a Federal criminal, civil, or administrative hearing in which the 

Government or its agent is a party; 

(ii) in a congressional, Government Accountability Office, or other Federal report, 

hearing, audit, or investigation; or 

(iii) from the news media,unless the action is brought by the Attorney General or 

the person bringing the action is an original source of the information. 

(B) For purposes of this paragraph, “original source” means an individual who 

either (i) prior to a public disclosure under subsection (e)(4)(a), has voluntarily 

disclosed to the Government the information on which allegations or 

transactions in a claim are based, or (2) who has knowledge that is 

independent of and materially adds to the publicly disclosed allegations or 

transactions, and who has voluntarily provided the information to the 

Government before filing an action under this section. 

H.R. 3590, § 10104(j), 111
th

 Cong. (2009) (emphasis added). 

The new public disclosure bar maintains the essential structure of the prior bar by requiring a 

court to dismiss a whistleblower’s qui tam suit if the allegations were “publicly disclosed,” unless 

the relator is an “original source” of the information underlying the allegations. However, the 

reach of the new public disclosure provision is limited by the following revisions: 

•Dismissal is not required if the government opposes it; 

•Only federal hearings in which the government “or its agent” is a party are considered public 
disclosures of qui tam allegations; 

•Only a federal report, hearing, audit or investigation qualifies as a public disclosure. 
 

While the word “jurisdiction” has been removed, the use of the words “shall dismiss” means that 

the provision is similar to jurisdiction in that this issue should be resolved before the substantive 

case goes forward. Because the public disclosure bar is limited to federal hearings, however, 

fewer proceedings will be considered “public” and trigger the bar; fewer reports, audits, or 

investigations will trigger it for the same reason. Thus, although the question of whether a state 

report qualifies as a public disclosure is currently pending before the Supreme Court in Graham 

County Soil & Water Conservation District v. United States ex rel. Wilson, No. 08-304, that issue 

would be moot in future cases to which the amendment applies. See FraudMail Alert No. 09-11- 

30. Importantly, the “news media” prong of the public disclosure bar is unchanged. 

The new “original source” amendments also expand the exception to the public disclosure bar by 

eliminating the requirement that a person must have “direct” knowledge of the information 

underlying the allegations. This revision, however, does not eliminate the need for some firsthand 

knowledge, which is the very essence of a true whistleblower; otherwise, it would allow anyone 

who acquired information secondhand from public sources to bring a qui tam suit and share in any 

recovery. With the new changes, a person with such “independent” knowledge must “materially 

add” to the publicly disclosed allegations to qualify as an original source. It is not clear exactly 

what is intended by the language “materially add,” which is not defined in the law. There does 
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not appear to be any intent by Congress, however, to overturn the result in 

Rockwell International Corp. v. United States ex rel. Stone, 549 U.S. 457 (2007), 

where the Supreme Court required the relator’s knowledge to encompass the 

allegations of fraud that were actually tried in the case, rather than simply to 

predict the ineffectiveness of a planned method of waste disposal that was never 

used. See FraudMail Alert Nos. 07-04-11 and 07-03-27. More importantly, the 

dual purposes of the bar--encouraging whistleblowers to alert the government to 

fraud while preventing parasitic suits--which date back to the statute’s origins, 

appear to remain intact after this revision. 

Nothing in the new amendments to the FCA appears to express congressional 

intent for any of these changes to apply retroactively. Under the teaching of 

Hughes Aircraft Co. v. United States ex rel. Schumer, 520 U.S. 939 (1997), that 

should mean that this new language would apply only to conduct occurring after 

March 23, 2010. 

Attempts to Apply FCA Liability and Definitions in New Health Care Contexts 

The other FCA “amendments” in the new health law are truly bizarre. The new 

law attempts to apply several of the FCA’s definitions to various health care 

transactions without amending the FCA’s liability provisions to cover these 

transactions. For example, a program integrity provision governing enforcement of 

retained overpayments states that an overpayment retained beyond the deadline for 

reporting and returning it is an “obligation” as defined in the FCA. See H.R. 3590, 

§ 6402(a). The provision also states that “knowingly” is defined as it is defined for 

purposes of the FCA, but the term “knowingly” does not appear in the provision on 

overpayments. Rather, the new provision requires reporting or return of an 

overpayment within 60 days after it was “identified”--a term that the provision 

does not define. 

Despite this attempt to attach FCA liability using the definitions (or lack thereof) 

provided in the new enforcement provisions, the FCA itself governs liability based 

on “knowingly” avoiding or decreasing an “obligation.” Under the FCA, 

“obligation” is defined to include retention of an overpayment, but the FCA’s 

reverse false claims liability is limited to “knowingly and improperly” avoiding or 

decreasing an obligation, which requires the element of bad faith rather than the 

“identification”--however that term is defined--of an overpayment. See John T. 

Boese, Civil False Claims and Qui Tam Actions § 2.01[L] (Aspen Law & 

Business) (3d ed. 2006 & Supp. 2010-1). 

The amendments provide a sense of the Congress relating to false claims and 

“payments made by, through, or in connection with an Exchange.” For example, 

the law’s tax credit and cost-sharing reduction provisions, which apply to health 

insurance exchanges, contain the statement that any payment in connection 

with an exchange that includes federal funds is subject to the FCA. The 

amendments contain language that would raise the FCA damages for such false 

claims to exchanges to an amount “not less than 3 times and not more than 6 

times the amount of damages which the Government sustains,” but in another 

amendment, that language is declared null and void. See H.R. 3590, § 

10104(j)(1). 

 

 



 

   

 

 

 

 Finally, the amendments provide: 

Compliance with the requirements of this Act concerning 

eligibility for a health insurance issuer to participate in the 

Exchange shall be a material condition of an issuer’s 

entitlement to receive payments, including payments of 

premium tax credits and cost-sharing reductions, through the 

Exchange. 

H.R. 3590, § 1313(a)(6). This provision equates requirements for eligibility--

whether important, unimportant, general, or specific--with a material condition of 

entitlement to payment. But, under the FCA, conditions of eligibility are not 

necessarily conditions of payment without a strong showing of materiality. See, 

e.g., United States ex rel. Conner v. Salina Reg’l Health Ctr., 543 F.3d 1211 

(10th Cir. 2008); United States ex rel. Landers v. Baptist Mem’l Health Care 

Corp., 525 F. Supp. 2d 972 (W.D. Tenn. 2007). While these conditions of 

eligibility--many of which are yet to be established--may indeed be material under 

the FCA, a general statement that includes all of them does not necessarily 

suffice under the FCA. See John T. Boese, Civil False Claims and Qui Tam 

Actions, § 2.04 & n. 637 (citing cases). Also, the new law does not explain whether 

or how improper tax credit claims could be subject to FCA liability in light of the 

FCA’s tax exception. See 31 U.S.C. § 3729(d). 

* * * 
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2015 HCCA Compliance Institute
Sunday, April 19, 2015

(9AM‐12AM)

Session P7

The Wonderful NIST 800‐30! Guide 
for Conducting Risk Assessments

Jim Donaldson

Jim Donaldson, M.S., MPA, CHC, CIPP/US, CISSP

Director of Compliance, Chief Privacy and 
Information Security Officer

Baptist Health Care Corporation
Pensacola, Florida

Baptist Health Care Corporation
Not-For-Profit Integrated Delivery System
Headquartered in Pensacola, Florida

6671 Employees

Four Hospitals (3 Florida, 1 Alabama*)
150+ Employed Providers
Andrews Institute Ortho and Sports Med

Lakeview Center Inc. – Behavioral health
DUI Program
FamiliesFirst Network
Gulf Coast Enterprises (13 States)
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What is your password?

Session Goals
• Review NIST and other risk assessment related 

resources available for use in your compliance 
program

• Deep‐dive into NIST 800‐30 Rev 1 “Guide for 
Conducting Risk Assessments”

• Step through a simple risk assessment using the 
NIST 800‐30 methodology
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House Keeping and Other Items:

 We will take a break sometime around 10:30

 The format is informal so ask questions along the way

 Your presenter does not know everything so audience 
participation is critical to the success of P7

 Surveys – Please complete one after each session

 After the Institute is over, feel free to contact me anytime I 
may be of assistance in your compliance career

Risks In Health Care

What are some examples?
 Employee/Visitor Safety

 Patient Safety

 Regulatory Compliance

 Information Privacy and Security

 Bond Ratings

 Reputation

 Reimbursement Changes/Pressures

Risk

Tell us how risk is assessed and 
managed in your organization.
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NIST SP 800‐30 Guide for Conducting Risk Assessments
http://csrc.nist.gov/publications/nistpubs/800‐30‐rev1/sp800_30_r1.pdf

NIST SP 800‐39 Managing Information Security Risk
http://csrc.nist.gov/publications/nistpubs/800‐39/SP800‐39‐final.pdf

NIST SP 800‐66 Guide to Implementing the HIPAA Security Rule (Appendix E)
http://csrc.nist.gov/publications/nistpubs/800‐66‐Rev1/SP‐800‐66‐Revision1.pdf
OCR Final Guidance on Risk Analysis
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf

ISO 3100 Series (Risk Management – Principles and Guidelines)**
http://www.iso.org/iso/catalogue_detail?csnumber=43170

NERC Health & Safety Procedure Number 12: Risk Assessment and Risk Management**
http://www.nerc.ac.uk/about/policy/safety/procedures/procedure_riskassessment.pdf

Controlling the risks in the workplace 
http://www.hse.gov.uk/risk/controlling‐risks.htm

Risk Assessment – A Brief Guide to Controlling Risk in the Workplace
http://www.hse.gov.uk/pubns/indg163.pdf

Department of Homeland Security – Risk Management Fundamentals
https://www.dhs.gov/xlibrary/assets/rma‐risk‐management‐fundamentals.pdf

PricewaterhouseCoopers:  A Practical Guide to Risk Assessment 
http://www.pwc.com/en_us/us/issues/enterprise‐risk‐management/assets/risk_assessment_guide.pdf

Resources

What is NIST?
 National Institute of Standards and Technology

 Agency within the Department of Commerce

 Founded in 1901 as Office of Standard Weights and Measures

 Mission:
 Promote U.S. innovation and industrial competitiveness by advancing 
measurement science, standards, and technology in ways that enhance 
economic security and improve our quality of life.

The NIST 800 Series

 Special Publications in the 800 series (established in 1990) 
are of general interest to the computer security community. 
This series reports on ITL's research, guidelines, and 
outreach efforts in computer security, and its collaborative 
activities with industry, government, and academic 
organizations. 
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The NIST 800 Series (examples)

 800‐163 Vetting the Security of Mobile Applications

 800‐153 Guidelines for Security Wireless Local Area Networks

 800‐145 The NIST Definition of Cloud Computing

 800‐121 Guide to Bluetooth Security

 800‐88 Guidelines for Media Sanitization

 800‐ Guide for Applying the Risk Management Framework to 
Federal Information Systems: A Security Lifecycle Approach

NIST Special Publication 800‐30 
Revision 1

Guide for Conducting 
Risk Assessments

Disclaimers

 There are many U.S. and international resources to assist 
you and your organization with risk assessment and 
management.  P7 is not intended to make you an expert but 
it is intended to provide you with a basic understanding of 
the risk assessment process laid out in NIST 800‐30.

 NIST 800‐30 was written primarily to address cyber security 
related risks. HOWEVER – the framework and processes are 
solid and will work for assessing any risk areas. We will hitch 
a ride on 800‐30.

 The vast majority of this presentation is attributable to the 
work published by NIST.
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Notable Resources

Notable Resources

Risk Analysis – Is a REQUIRED Standard under 
the Security Rule.

Risk Analysis (Required)  Conduct an accurate 
and thorough assessment of the potential risks 
and vulnerabilities to the confidentiality, 
integrity, and availability of electronic protected 
health information held by the organization.
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Notable Resources

Notable Resources

Notable Resources
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Notable Resources

Risk Assessments from ORC
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Threat/Hazard – Any circumstance or event 
with the potential to adversely impact 
organizational operations, assets, individuals 
or other organizations

Threat Source:

 The intent and method (Vector) targeted at 
exploiting a vulnerability

A situation and method that may 
accidentally exploit a vulnerability

Risk – The possibility that something bad or 
unpleasant (such as an injury or loss) will 
happen (Merriam‐Webster)

Risk ‐ A measure of the extent to which an entity 
is threatened by a potential circumstance 
(Hazard) or event, and typically a function of: (i) 
the adverse impacts that would arise if the 
circumstance or event occurs; and (ii) the 
likelihood of occurrence. (NIST)
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Risk Assessment ‐ The process of identifying, 
estimating and prioritizing risks to organizational 
operations (including mission, functions, image, 
reputation), organizational assets, individuals 
and other organizations. (NIST)

Risk Assessment ‐ A process to identify 
potential hazards and analyze what could 
happen if a hazard occurs. (Ready.Gov)

Risk Assessment – The process to identify the 
potential hazards arising from a work activity 
and the likelihood of harm from those hazards, 
then putting the two together to estimate the 
risk involved in the activity. (NERC)

Vulnerability – the inability to withstand 
hostile environment and/or action from a 
threat source

Vulnerability Assessment – The process of 
identifying, quantifying and prioritizing 
vulnerabilities
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Threat Event – an event or situation that has 
the potential for causing undesirable 
consequences or impact

Threat Assessment – Process of formally 
evaluating the degree of threat and 
describing the nature of the threat

Likelihood – a weighted factor based on 
subjective analysis of the probity that a given 
threat is capable of exploiting a given 
vulnerability or set of vulnerabilities

Impact – The level of harm that can be 
expected from an adverse event

Risk Assessment Methodology – A risk 
assessment process, together with a risk 
model, assessment approach and analysis 
approach

Risk Model – A key component of a risk 
assessment methodology (in addition to 
assessment approach and analysis approach) 
that defines key terms and assessable risk 
factors
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Risk Management – is the process of identifying, 
analyzing, and communicating risk and 
accepting, avoiding, transferring or controlling it 
to and acceptable level considering associated 
costs and benefits of any actions taken (DHS 
Risk Lexicon, 2010 Edition)

Risk Management ‐ The program and  
supporting process to manage risks to 
organizational operations, assets and individuals 
and includes: 

 Establishing the context for risk‐related 
activities

Assessing risk

Responding to risks once determined

Monitoring risks over time

Risk Mitigation – Prioritizing, evaluating and 
implementing the appropriate risk‐reducing 
controls/countermeasures recommended 
from the risk management process.
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E – Eliminate

R – Reduce or Substitute

I – Isolate 

C – Control

P – Personal Protective Equipment

D ‐ Discipline

Assessment Types

Quantitative– Based on numbers (0 – 100)

Qualitative – Based on nonnumeric categories or 
levels (very low, low, medium, high, very high, 

Simi‐quantitative – Uses bin, scales or 
representative numbers to communicate risk

(0‐10, 11‐20, 21‐30, etc.)

Risk Management Process
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#1 ‐ Risk Management Framework –
Describes the environment in which risk‐
based decisions are made. 
Assess/Respond/Monitor ‐ The 
organization's Risk Policy

#2 The Risk Assessment Process – The 
process for assessing risk – How is it done 
within the organization’s Risk Framework?

#3 – Risk Response– Describes how the 
organization responds to risks once they 
have been identified in step #2.

#4 Monitoring Risk – Describes how the 
organization monitors risks over time and to 
determine effectiveness of risk mitigation.  
Helps determine if the risk framework is 
working as it should and provides feedback 
for ‘tweaking’ the framework.

Risk Framework Concept
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The Risk Assessment

S = Step

T = Task

The Risk Assessment

How to prepare for a risk assessment (S1)

How to conduct a risk assessment (S2)

How to communicate risk assessment findings 
to stakeholders and leadership (S3)

How to maintain risk assessments over time 
(S4)

Preparing for the Assessment (S1)

 Identify the purpose (S1.T1)

 Identify scope (S1.T2)

 Identify assumptions and constraints (S1.T3)

 Identify information sources (S1.T4)

 Identify the risk model and analytic approach 
(S1.T5)
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Conducting the Risk Assessment (S2)

 Identify threat/hazard sources (S2.T1)

 Identify threat events (S2.T2)

 Identify vulnerabilities and predisposing 
conditions (S2.T3)

Determine likelihood (S2.T4)

Determine impact (S2.T5)

Determine risk (S2.T6)

Communicate and Share Risk 
Assessment Results (S3)

Communicate to key decision makers (Formal):

 Executive briefings/summaries, reports, 
dashboards (board/compliance committee) 
(S3.T1)

Communicate with organization stakeholders

 Briefings, dashboards, meetings, webinars, pod 
and video casts, etc. (S3.T2)

Maintaining the Risk Assessment (S4)

Conduct ongoing monitoring of risk factors 
(S4.T1)

Update the risk assessment to reflect changes 
in risk factors and communicate updated risk 
posture as necessary (S4.T1)
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Source: U.S. Department of State ‐ OSAC
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Prepare for a risk assessment (S1)

 What is the purpose (S1.T1)?  Determine the risk of an 
active shooter at X facility

Prepare for a risk assessment (S1)

 What is the scope of the assessment (S1.T2)? The 
assessment is limited to the ED of X facility

 **The assessment is being created with a repeatable 
framework that can be used for active shooter risk 
assessments in other facilities/locations (off‐site billing 
operations, stand‐alone physician practices, etc. ) 
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Prepare for a risk assessment (S1)

 Identify and document the assumptions and constraints 
(This is where we document the thought process) (S1.T3)  

 Threat Sources

 Threat Events

 Vulnerabilities and Predisposed Conditions

 Likelihood – how will it be determined?

 Impacts – what is the adverse impact of the event?

Prepare for a risk assessment (S1)

 Identify the assumptions and constraints (S1.T3)  

 ED shootings happen frequently across the country

 The ED is generally open to the public

 The ED is open 24/7

 The ED is a trauma center that receives GSW patients

 Threat source and events depend on day of 
week/holidays/weather conditions

 Framework is being created to allow cross facility usage (say 
it in writing)

Prepare for a risk assessment (S1)

 Identify information sources (S1.T4) 

 National hospital data

 Crime statistics around hospital X

 Past events at hospital X

 Interview local law enforcement officials

 Interview ED staff who deal with tense situations

 Interview security staff

 Review incident reports
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Prepare for a risk assessment (S1)

 Determine Risk Model and analytic approach (S1.T5) 

 Is this a standard model that has been used at other ED’s or 
high risk facilities/departments?

 What type of analytical approach will be used?

 Quantitative (numbers)

 Qualitative (non‐numerical)

 Semi‐Quantitative (bins, scales, number grouping)

 In this case, Red/Yellow/Green?  H/M/L?

Conduct the Risk Assessment (S2)

 Identify threat sources (S2.T1)

 Disgruntled patient

 Gang violence spill‐over

 Mercy killing

 Revenge/retaliation

 Domestic issue spill‐over

 Armed patients and visitors (CCP)

 Disgruntled employee

Conduct the Risk Assessment (S2)

 Identify potential threat events (S2.T2)

 EMS brings in gang related GS victim – revenge/retaliation 
shooting possible

 Domestic situation becomes violent

 Patient under police custody obtains weapon

 Fired ED worker returns to take revenge on supervisor

 Accidental firearm discharged in facility
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Conduct the Risk Assessment (S2)

 Identify vulnerabilities and predisposing conditions (S2.T3)

 Minimal ED security

 ED access code shared with 100’s of non‐staff

 No medal detector

 Armed police presence only 12 hours/day

 HR doesn’t communicate employee issues with ED staff

 Heavily armed population

 Local gang related violence treated at Hospital X’s ED

Conduct the Risk Assessment (S2)

 Determine the likelihood that vulnerabilities could lead to 
events(S2.T4)

 Based on obtained data and established criteria, what is the 
likelihood that any of the threat sources could create an 
event by exploiting identified vulnerabilities.

 Very subjective – document in S1 your determination 
process

 How likely is it that a disgruntled ex‐employee could enter 
the ED and shoot a coworker?

Conduct the Risk Assessment (S2)

 Determine the impact (Cost) from the adverse event (S2.T5)

 Identify the negative impact if the event were to occur

 Death or serious injury

 Loss of business (short term – ED lockdown/crime scene)

 Loss of business (long term – Reputational damage)

 Regulatory oversight/scrutiny

 Employee morale/safety concerns
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Conduct the Risk Assessment (S2)

 Determine the risk (S2.T6)

 Identify the risk based on the threat/event, likelihood and 
impact

 Risk = Threat x Vulnerability x Impact 

 Very subjective – if your input data to this point is solid, you 
should start to see a break‐out of risk rankings.

 The risk is communicated in various ways

Communicate and Share Results (S3)

 Communicate with decision makers (S3.T1)

 What did we find? 

 Communicate with appropriate organizational personnel 
(S3.T2)

 May be a limited group or skipped all together

Risk Mitigation/Management Plan

 Use Risk Assessment results to create a mitigation plan

 Can be added to the assessment document to provide more 
clarity

 May be better to keep assessment and mitigation plan 
separate (think of liability concerns when you identify a high 
risk but don’t put it in a plan to correct)

 Consider attorney guided assessments to add some degree of 
protection
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Maintain the Risk Assessment (S4)

 Continue to monitor risk factors that contributed to the risk 
scoring (S4.T1)

 Measures the effectiveness of your risk mitigation plan

 What did we find? 

 Update the risk assessment as factors change and 
communicate as necessary (S4.T1)

The Risk Assessment

How to prepare for a risk assessment (S1)

How to conduct a risk assessment (S2)

How to communicate risk assessment findings 
to stakeholders and leadership (S3)

How to maintain risk assessments over time 
(S4)

NIST SP 800‐30 Guide for Conducting Risk Assessments
http://csrc.nist.gov/publications/nistpubs/800‐30‐rev1/sp800_30_r1.pdf

NIST SP 800‐39 Managing Information Security Risk
http://csrc.nist.gov/publications/nistpubs/800‐39/SP800‐39‐final.pdf

NIST SP 800‐66 Guide to Implementing the HIPAA Security Rule (Appendix E)
http://csrc.nist.gov/publications/nistpubs/800‐66‐Rev1/SP‐800‐66‐Revision1.pdf
OCR Final Guidance on Risk Analysis
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf

ISO 3100 Series (Risk Management – Principles and Guidelines)**
http://www.iso.org/iso/catalogue_detail?csnumber=43170

NERC Health & Safety Procedure Number 12: Risk Assessment and Risk Management**
http://www.nerc.ac.uk/about/policy/safety/procedures/procedure_riskassessment.pdf

Controlling the risks in the workplace 
http://www.hse.gov.uk/risk/controlling‐risks.htm

Risk Assessment – A Brief Guide to Controlling Risk in the Workplace
http://www.hse.gov.uk/pubns/indg163.pdf

Department of Homeland Security – Risk Management Fundamentals
https://www.dhs.gov/xlibrary/assets/rma‐risk‐management‐fundamentals.pdf

PricewaterhouseCoopers:  A Practical Guide to Risk Assessment 
http://www.pwc.com/en_us/us/issues/enterprise‐risk‐management/assets/risk_assessment_guide.pdf

Resources
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Risk Model – Big Picture

2015 HCCA Compliance Institute
Sunday, April 19, 2015

(0900‐1200)

Session P7

The Wonderful NIST 800‐30! Guide 
for Conducting Risk

Jim Donaldson



3/17/2015

1

HOW AND WHEN TO CONDUCT A

COMPLIANCE INTERNAL AUDIT

Pali Lipoma
Manager Corporate Compliance & Internal Audit 

MultiCare Health System, Tacoma, WA

Lori Laubach
Principal, Health Care Industry Group

Moss Adams LLP

HCCA Annual Compliance Institute
Sunday, April 19

9:00AM – 12:00PM

The material appearing in this presentation is for informational 
purposes only and should not be construed as advice of any kind, 
including, without limitation, legal, accounting or investment 
advice. This information is not intended to create, and receipt 
does not constitute, a legal relationship, including, but not 
limited to, an accountant-client relationship. Although this 
information may have been prepared by professionals, it should 
not be used as a substitute for professional services. If legal, 
accounting, investment, or other professional services is required, 
the services of a professional should be sought.

TODAY’S OBJECTIVE

o Different types of compliance audits

o Risk assessment process

o Overview of audit process

o Process for showing the value add of these audits

o What do you want to get out of today? 
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INTRODUCTIONS

o Us
o You!

INTRODUCTION TO MHS

o Not for Profit Health System located in Tacoma, 
Washington
 5 hospitals 
 100+ Outpatient/Professional services
 10,000+ employees

o Corporate Compliance & Internal Audit Dept
 5 auditors (2 Internal Auditors, 1 Senior Auditor, 1 

Senior Nurse Auditor, 1 IT Auditor)

INTRODUCTION TO MOSS ADAMS

o Moss	Adams	LLP	provides	
accounting,	tax,	and	consulting	
services	to	public	and	private	
middle‐market	enterprises	in	
many	different	industries.	

o Founded	in	1913	and	
headquartered	in	Seattle,	Moss	
Adams	has	24	locations	in	
Washington,	Oregon,	California,	
Arizona,	New	Mexico,	Kansas,	and	
Texas.

o Moss	Adams	is	one	of	the	15	
largest	accounting	and	consulting	
firms	in	the	United	States.
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BACKGROUND

ONE OF THE SEVEN ELEMENTS

“An ongoing evaluation process is critical to a 
successful compliance program. The OIG believes that 
an effective program should incorporate thorough 
monitoring of its implementation and regular 
reporting to senior hospital or corporate officers.
Compliance reports created by this ongoing 
monitoring, including reports of suspected 
noncompliance, should be maintained by the 
compliance officer and shared with the hospital’s 
senior management and the compliance committee” 

http://oig.hhs.gov/authorities/docs/cpghosp.pdf

https://oig.hhs.gov/compliance/provider-compliance-
training/files/OperatinganEffectiveComplianceProgramFinalBR508.pdf

HHS/DOJ HEALTH CARE FRAUD PREVENTION

AND ENFORCEMENT ACTION TEAM'S ("HEAT")
Internal Auditing 
o Perform proactive reviews in coding, contracts & quality of 

care. 
o Create an audit plan and re-evaluate it regularly. 
o Identify your organization’s risk areas. Use your networking 

and compliance resources to get ideas and see what others 
are doing. 

o Don’t only focus on the money – also evaluate what caused 
the problem. 

o Create corrective action plans to fix the problem. 
o Refer to sampling techniques in OIG’s Self Disclosure 

Protocol and in CIAs to get ideas. 
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https://oig.hhs.gov/compliance/provider-compliance-
training/files/OperatinganEffectiveComplianceProgramFinalBR508.pdf

HHS/DOJ HEALTH CARE FRAUD PREVENTION

AND ENFORCEMENT ACTION TEAM'S ("HEAT")

Enforcement of Policies and Procedures and 
Prompt Response to Compliance Issues 
o Delegate/empower teams closest to the issues to perform 

reviews, but be careful of possible conflicts or personal 
relationships that may interfere with getting an objective 
review. 

o Act promptly, and take appropriate corrective action. 
o Create a system or process to track resolution of 

complaints. 
o Enforce your policies consistently through appropriate 

disciplinary action. 

RISK ASSESSMENTS

RISK ASSESSMENT PROCESS FLOW

Board/ 
Compliance 
Committee

Identify 
Risk

Risk 
Assessment

Controls 
Assessment

Establish 
Priorities

Develop 
Work Plans

Control 
Activities

Monitor

Evaluate

Communicate

Broad focus on 
all types of risks
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AHLA & OIG COMPLIANCE GUIDANCE

FOR BOARDS

o Does	the	compliance	program	address	the	significant	
risks	of	the	organization?	How	were	those	risks	
determined	and	how	are	new	compliance	risks	
identified	and	incorporated	into	the	program?

o How	is	the	Board	kept	apprised	of	significant	
regulatory	and	industry	developments	affecting	the	
organization’s	risk?	How	is	the	compliance	program	
structured	to	address	such	risks?

DEFINE RISK ASSESSMENT GOALS

Depth

Reach

SpeedAccuracy

Integration

Will your risk assessment focus on one area (e.g. 
Fraud), or combine several (Operational, Strategic, 
Compliance…)?

Are you involving a 
smaller team or many 
people across the 
organization?

Also, are your 
participants at one level 
(e.g. management) or 
across many levels?

How quickly are you able to 
execute the assessment from 
launch to reports?

Do you have responses from the most informed people?

Do you have responses from enough people to have an 
accurate view?

Are your risks and 
controls commonly 
named across 
your organization 
in order to 
integrate results?

RISK ASSESSMENT APPROACH

o Determine	the	scope	and	preliminary	list	of	
compliance	risks	to	be	assessed

o Identify	key	compliance	risk‐related	data
o Finalize	set	of	risks	to	be	assessed
o Evaluate	control	activities	and	level	of	risk	mitigation
o Calculate	risk	concern	level	and	rank	risk	areas
o Confirm	risk	evaluation	results
o Create	Action	Plan	
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MHS RISK ASSESSMENT

o Process	Overview
 Each	Department	and	their	key	functions	are	risk	assessed	
based	on	annual	revenue	(more	revenue	generated	higher	
risk)

 Management	Interviews	and	surveys	of	risk	(this	is	done	
as	part	of	our	Enterprise	Risk	Assessment	Process)	
 Interviews	conducted	with	Senior	Level	Management,	Legal,	
Compliance	Department	Staff	and	others	on	an	as	needed	basis.	

 Surveys	sent	to	Director	level	and	above	and	select	staff	level	
personnel

SAMPLE RISK RANKING ON $

SURVEY QUESTIONS

Enterprise	Risks
o What	do	you	see	as	emerging enterprise‐level	risks	(i.e.,	competitive	environment,	internal	changes)	

that	will	prevent	MultiCare	from	achieving	our	strategic	objectives?			Do	you	feel	that	adequate	
controls	or	processes	are	in	place	to	address	those	risks?		

o What	significant	changes	in	the	external	environment	(i.e.,	rapid	technology	change,	exchanges/ACOs,	
increased	consumerism)	may	pose	potential	risk	to	MultiCare?		Do	you	feel	that	the	organization	
properly	positioned	to	adequately	address	those	risks?	
See	current	dashboard	and	example	2014	healthcare	risks	on	slide	3

Operational	Risks
o What	are	your	key	areas	of	concern	and/or	what	are	the	key	business	processes	that	clearly	need	

improvement	within	your	department(s)	or	within	the	organization	as	a	whole?	
o Are	there	risks	that	result	from	interdependencies	with	other	parts	of	MultiCare	that	you	feel	have	

significant	impact	to	your	department(s)?	

General
o What	areas	within	the	organization	do	you	believe	may	have	significant	risk	of	fraud,	waste	or	abuse?	
o What	keeps	you	up	at	night?	
o Are	there	key	internal	control	concerns	or	risks	you	would	like	to	have	CCIA	evaluate?
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INTERVIEW QUESTIONS

o Are the top enterprise-level risks (per the MHS 2013/2014 Risk Dashboard 
below) still representative of the top strategic, operational and technology 
risk areas for MultiCare? How do you feel our current infrastructure, 
processes, people and technology are positioned to address these risks?  

INTERVIEW QUESTIONS

o Which	of	the	below	topics	do	you	believe	is	a	top	risk	concern/opportunity	that	can	impact	
MultiCare’s ability	to	achieve	our	strategic	objectives?		Does	our	current	infrastructure,	
processes,	people	and	technologies	positioned	us	adequately	to	properly	address	these	
risks?		

Cost structure (3) 
Disruptive 
innovation/competition

Inability to use data 
analytics (big data)

Engaging consumers 
in preventative 
health

Pricing transparency (2)*** Population Health 
management ICD10

Brand/Reputation 
protection

Leadership transitions (3) Pricing/Patient choice (2)*** Mobile Health
Failure to comply with 
regulations

Physician 
relationships/Comp models Value Based purchasing ACA requirements

Shift in customer 
preferences or 
demographics

Organizational culture (1) Uncertainty regarding changes 
in state/federal regulations Clinical innovation

Business interruption 
from natural or man-
made disaster

Quality data reporting Cyber threats
Decreased 
reimbursement (3)

Ability to attract and 
retain qualified 
personnel (3)

Care delivery model 
transformation

Impact of an unexpected crisis 
(lack of preparedness)

Managing in 
uncertainty (2)***

Union activity

Losing or failing to receive 
accreditation

HIPAA Privacy or security 
breach

Pandemic infectious 
disease outbreak ACO development

Legend 
(1) Noted as a Top 5 Risk 
per Management Survey
(2) Noted as a Top 5 Risk 
per Staff Survey
(3) Noted as a Top 5 Risk 
in both the Management 
and Staff Surveys
*** - tied based on 
number of responses 

INTERVIEW QUESTIONS

o Are	there	other	emerging enterprise‐level	risks	that	you	feel	may	
prevent	MultiCare from	achieving	our	strategic	objectives?		Do	you	feel	
that	adequate	controls	or	processes	are	in	place	to	address	those	risks?	

o What	are	the	significant	changes	in	our	external	or	internal	
environment	(people,	processes	and	technology)	that	could	affect	our	
risk	profile?	

o What	impacts	to	risk	management	may	result	from	the	recent	
organizational	restructuring?		As	these	changes	introduce	
decentralization	in	some	management	practices,	how	will	CEO	Council	
establish	a	clear	view	of	risk	across	MultiCare?

o How	would	you	describe	how	responsibilities	for	the	management	of	
organizational	risk	are	assigned	within	MultiCare?		Do	you	believe	that	
management	is	provided	the	tools	and	education	necessary	to	execute	
those	responsibilities?

o What	areas	within	the	organization	do	you	believe	may	have	significant	
risk	of	fraud,	waste	or	abuse?

o What	keeps	you	up	at	night?
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RISK ASSESSMENT TOOL

WORK PLAN DEVELOPMENT

RISK RANKING SCALE
SCALE OF 1 (LOW) TO 5 (HIGH)

Level I = High Priority (Scores of 4 or 5) 

Must Do Items

Level II = Medium Priority (Score of  3)

Should Do Items

Level III = Low Priority (Scores of 1 or 2)

If Time Permits Items

RISK CONCERN LEVELS

o Likelihood: Inherent probability of a risk 
occurring, without considering existing controls.

o Impact: The potential significance of a risk, 
without considering existing controls.

o Risk Factor: The estimated percentage of 
unmitigated risk.
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CALCULATION OF RISK CONCERN LEVEL

(Likelihood) X (Impact) X (Risk Factor)
X Confidence Level

=
Risk Concern Level

MAGNITUDE OF IMPACT

Reputation 
(20%)

Legal/Regulatory
(40%)

Financial 
(40%)

High

Systemic loss of 
public confidence 
resulting in loss of 
customers –
headline news

Major infraction 
resulting in criminal 
or civil prosecution –
significant potential 
interruption of 
business 

Significant
financial impact

Moderate

Loss of confidence 
among large number
of customers and a 
segment of the 
general public –
media coverage

Infraction resulting in 
civil enforcement

Considerable 
financial impact

Low
Loss of confidence
among limited 
number of customers

Minor infraction that 
is readily remediated 
with no loss in ability 
to operate

Minimal
financial impact

RISK ASSESSMENTS – OTHER ORGANIZATIONS

No.
Process, Risk 

Area Description/Risks Area

2015 
Likelihood 
of Error or 
Misstatem

ent 
Occurring

1=low, 
5=high

Magnitude 
of Error or 
Misstateme

nt 
1=low, 
5=high 

Risk Score
Likelihood 

x 
Magnitude

Actions to Address 
Risks Audit Area Objective

1 Construction/ 
Bond

Risks include: compromised scope, budget 
or schedule including money spent but 
building not complete, payments not in 
compliance with contract terms and 
conditions, overpayments, changes made 
without approval, over pricing of change 
orders, fraud, waste, equipment damages, 
inadequate commissioning, inadequate 
payment to subcontractors, delays due to 
inspections, delays due to equipment 
arrival, delays due to long lead items, 
inadequate project documentation, 
inadequate facility documentation. 

5 5 25 Continue to follow up 
on Construction Bond 
corrective actions and 
on controls over change 
orders, management of 
owner furnished 
equipment, and 
competitive bid 
procedures in 2014.

Conduct a control 
assessment over the 
facility 
contract/competitive 
bid process for the 
new hospital, with 
focus on owner-
furnished items.

To address the risks 
related to large scale 
construction, test 
change orders to 
determine if controls 
are functioning as 
management 
intended.
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QUESTIONS

o How many in the room use an electronic tool for 
conducting risk assessments?  What is it?

o Who is involved in conducting the risk 
assessment?

o Who do you interview during the risk 
assessment?

AUDIT PLANS

AUDIT PLAN DEVELOPMENT

o Based on risk assessment, interviews, industry 
knowledge, organization risks, etc.

o Taken to Compliance Steering Committee and Audit 
Committee for final approval.

o Annual audit plan finalized and quarterly plans 
developed.
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AUDIT PLAN
Corporate Compliance Work Plan - Resource Hours Estimation (Subject to Change)

2014 Corporate Compliance Audit Work Plan (italicized items are prior year carryovers)

Type Q1
Q1 

Hours Q2
Q2 

Hours Q3 Q3 Hours Q4
Q4 

Hours
Privacy At least 5 walkthroughs At least 5 

walkthroughs 
At least 5 
walkthroughs 

At least 5 walkthroughs 

Security McKesson PACS 60Aria 60Acuity Plus 60QS 60

Annual HIPAA 
Security Objectives

80

Facility (Rotation) Laboratories 160MB Clinics 160Surgical Services -
Supplies

160

Compliance Audits Replacement Medical 
Devices

160Credentialing/Privilegi
ng Services

200DME 200

Monitoring ( OIG Work 
Plan)

Anesthesia Services -
Payments for Personally 
Performed Services

80Sleep Disorder Clinics 
- High Utilization of 
Sleep Testing 
Procedures

80Inpatient Claims for 
Mechanical Ventilation

80Review of Cardiac 
Catheterization and 
Heart Biopsies

80

Medication Management Drug Diversion -
Surveillance and 
Reporting Processes

240Risk Assessment 
Update

120Smart Pumps - Billing 
and Coding

160

ICD-10 Implementation Q3 Readiness 
Asssessment 
(90/60/30)

180

Follow-up: CC audits with 
"A" rated issues addressed 
in 2012/13 

Respiratory Therapy 40Pyxis Audit 40OB Hospitalists -
Facility Billing

40

Payment Card Industry 
(PCI)

Payment Card Industry (PCI) 
Attestation/Validation 

60Payment Card 
Industry (PCI) 
Attestation/Validation 

120Payment Card 
Industry (PCI) 
Attestation/Validation 

120Payment Card Industry 
(PCI) 
Attestation/Validation 

60

TOTALS 360 940 960 600

TOTAL 
HOURS 
-
Complia
nce 
Audits

2860

QUESTIONS?

o How do you ensure management buy in and 
support of compliance audits?
 Board Level
 Executive Level
 Department Level
 Clinical Level

o Who in your organization reviews and signs off 
on the audit plan?

AUDIT PROCESS
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AUDITING VERSUS MONITORING

o Auditing 
 The process of going back and looking at some thing 

or some part of an ongoing process that is completed 
and checking to see whether it was done and, if it 
was done, was it done correctly.

o Monitoring
 It is the on-going, day-to-day process that ensure that 

things do get done on time and correctly.

AUDITING & MONITORING - HOW? 

o Use a RISK BASED APPROACH to determine what 
to audit and monitor.

o Develop and implement POLICIES AND 
PROCEDURES for periodic auditing and 
monitoring.

o Establish MONITORING SYSTEMS focused on 
prevention, early detection and resolution. 

o Rotate through specific areas on periodic basis
o Operating departments should be doing on-going 

monitoring of key processes and accounts.

MULTICARE’S AUDIT PROCESS

o Audits are based on:
 An annual risk assessment
 Current issues
 Management requests
 Regular rotations
 Industry Guidance
 Other
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MULTICARE’S AUDIT PROCESS

Preliminary 
Discussion

Audit Outline / 
Scope

Engagement 
Letter

Entrance 
Conference

Testing, Interviews & 
Analysis

Observations & 
Discussions 

Draft 
Report

Exit 
Conference

Final 
Report

Follow up

Direct 
Management 
Involvement

APPROACH

Plan and 
Confirm

Review Desk 
Materials

Interview and 
Observe

Test to Validate

Identify Gaps 
and 

Opportunities

Quality 
Assurance

Confirm and 
Verify Findings

Deliver Report

QUESTIONS

o What process do you use to conduct audits?
o How are audits compared and trended?
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AUDIT PROGRAM DESIGN
What should I plan for?

AUDIT PROGRAM DESIGN

1. Define the need
2. Establish your compliance goal / accuracy rate
3. Obtain policies and procedures for area of focus
4. Choose an appropriate sample size
5. Choose who should perform review
6. Request data
7. Prepare the audit report with findings and 

recommendations
9. Corrective Action Plan (CAP)
10. Ongoing monitoring

DEFINE THE NEED

o Based identified concerns on reported activity

o Identified from monitoring

o Random or focused

o Document the audit objectives

o Define the reporting process of results

o How often will the audit be performed?
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COMPLIANCE GOAL

o A policy to define expectations

o Define accuracy rate 

o Determine what will be measured

o Define disciplinary or education

WHO PERFORMS?

o According the Office of Inspector 
General 's (OIG) auditing standards, 
evidence gathered by auditors and 
compliance officers should be 
sufficient, competent, and relevant. 
 Sufficiency
 Competency
 Relevancy

REPORTING AND FOLLOW-UP

o Draft report with stakeholders
o Rebuttals
o Final report with recommendations
o Follow-up on status of implementation 

of recommendations/corrective actions
o Identify monitoring activities for long 

term compliance
o Establish follow-up reporting 

timeframes
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DISCUSSION

o How do others track open audit issues?

o Do you have a standard process for determining 
issue remediation deadlines?

QUESTIONS

o How do you engage management into the audit?
o How many have standard audit programs? How 

are these documented and tracked?
o Is there a standard error rate? 

WHAT SHOULD WE AUDIT?
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MULTICARE STANDARD AUDITS

o HIPAA Security Audits

o HIPAA Privacy Audits

o Facility/Billing Compliance Audits

o Monitoring Audits

MULTICARE SECURITY AUDITS

o HIPAA Security Focused
 Based on and I.S. risk assessment completed annually.
 Ensures that technology systems used are meeting HIPAA 

Security Standards
 Objective: to assess the compliance of (system) with the 2005 HIPAA 

Security Rule, HITECH Act and internal policies and procedures
 Scope: Focused on the administrative, technical, and physical 

safeguards as referenced in the HIPAA Security Rule, HITECH Act 
and internal policies

Test Category Validation Step

Management 

Process

 Reviewed formal risk assessment performed by IS Security management for systems with electronic 

Protected Health Information (ePHI).

 Reviewed system activity based on audit logs and access reports.

 Consulted with department manager, Information Security, and Human Resources regarding security 

violations and sanctions occurring in the past 12 months to assess employee compliance with IS security 

guidelines.

Clearance and 

Authorization

 Reviewed policies and procedures for the authorizing, provisioning and de‐provisioning, and supervising of 

appropriate access of ePHI to workforce.

Workforce Security  Tested (SYSTEM) user list against Lawson termination list; reviewed for former employees.

Awareness and 

Training

 Reviewed system requirements and capabilities to monitor log‐in attempts and reported discrepancies.

 Reviewed procedures for creating, changing, and safeguarding passwords.

 Reviewed application training.

Incident Procedures  Surveyed employees and manager regarding procedures for education on how to recognize and report 

suspected or known security incidents.

Contingency Plan  Reviewed policies and procedures for continuation of critical business processes for protection of the 

security of ePHI while operating in emergency mode.  

Business Associate 

Contracts

 Validated existence of current Business Associate Agreement.

Facility Access 

Controls

 Observed if employees wore ID badges in the facility.

Workstation 

Security

 Evaluated the workstation security and proper disposal of paper PHI.

Access Controls  Reviewed (SYSTEM) application user ID list to ensure that ID’s are not shared among workforce.

 Reviewed application logoff requirements.

HIPAA Security Audit Steps
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o HIPAA Privacy Focused
 To ensure clinical locations are compliant with HIPAA Privacy 

requirements.
 Conversations kept confidential
 No paper with PHI visible
 Patient Boards have limited Identifying Information
 No sign-in sheets
 How to clinics call patients back from waiting room (first and last or 

only one)
 Shred bins (location and appropriate use)
 Look in the trash (any PHI?)
 Notice of Privacy Practices (distributed, signed)
 Are computers secured or visible to public
 Do people log off when stepping away
 Fax coversheets are used
 Printers and fax machines are appropriate locations

MULTICARE PRIVACY AUDITS

EXAMPLE

FACILITY/BILLING AUDIT SPREADSHEET

o Focus on coding and billing compliance
 Does not include medical necessity
 Objective: to determine compliance with the Centers for 

Medicare and Medicaid Services (CMS) rules and 
regulations for coding and billing.  
 Also look at specific FI, JC, DOH requirements

 Scope: Includes a sample chart to claim review for a 
selected sample
 Selection of scope is specific to service we are reviewing.  

FACILITY/BILLING AUDIT SPREADSHEET
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MONITORING AUDITS

o Conduct Quarterly Monitoring Audits
 Generally based on audits on the OIG work plan
 Review consists primarily of data analysis
 These audits are designed to “scratch the surface” to determine 

if a deep review is necessary.  
 Example: Place of Service Codes

 Pull billing for last 6 months and compare POS codes on claims 
with actual place of service.  Are all Hospital/Provider Based 
locations being billed with the correct POS code.  

 Sleep Disorder Clinics – high utilization of sleep testing procedures
 Inpatient claims for mechanical Ventilation over 96 hours

OTHER AUDIT OPPORTUNITIES

o Based on
 Management requests
 Additional data mining
 Other audits
 OIG audits
 PEPPER Reports
 Current Events

 HCCA magazine
 Report on Medicare Compliance newsletters
 Professional connections
 Etc…

QUESTIONS?

o What has been the focus of your organization? 
How was the audit found or focused?

o How many people do audits of EHR changes?
 How are you doing it?
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CORRECTIVE ACTION PLANS

AHLA & OIG COMPLIANCE

GUIDANCE FOR BOARDS

o What processes are in place to ensure that 
appropriate remedial measures are taken in 
response to identified weaknesses?

REPORTING AND FOLLOW-UP

o Draft report for review with stakeholders

o Final report with recommendations

o Follow-up on status of implementation of 
recommendations/corrective actions

o Identify monitoring activities for long term 
compliance

o Establish follow-up reporting timeframes
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CORRECTIVE ACTION PLANS

o Based on root cause of issue
o Collaboration with management to develop 

appropriate corrective action
 Specific
 Actionable
 Measureable
 Has a timeline

ISSUE: ISSUE RATING:

Issue Description Management Action Plan

What is the issue? (Condition)

What is required? (Criteria)

What is causing the issue? (Cause)

What is the issue’s impact? (Effect)

Recommendation

Management Response

Responsible Party

Implementation Date

CORRECTIVE ACTION PLANS

AUDIT ISSUE RANKING
Issue Priority Assigned To General Conclusion Conditions for Rating

‘A’ (High) SVP Level (or 
above)

Immediate management attention 
is required to address the issue.

 Significant internal control weakness
 Significant policy or procedure exceptions
 Significant risk exposure
 Significant financial exceptions (loss, 

misstatement, errors, fraud)
 Significant legal or regulatory violations with 

direct financial impact to MHS
 Significant potential opportunity – revenue, 

savings, efficiencies, improvements
 Substantial losses possibly in conjunction with 

other weaknesses in the control framework.
 Serious violation of corporate strategies, policies 

or values.
 Serious reputation or brand damage

‘B’ 
(Moderate)

VP Level (or 
above)

Management should initiate timely 
action to address the issue.

 Substantive internal control weakness
 Substantive policy or procedure exceptions
 Substantive risk exposure
 Moderate financial exceptions (loss, 

misstatement, errors, fraud)
 Substantive legal or regulatory violations
 Substantive potential opportunity – revenue, 

savings, efficiencies, improvements
 Potential for/Realization of material impacts to 

reputation or brand
‘C’ (Low) Administrator/

Director Level (or 
above)

Management should initiate 
reasonable action to incorporate a 
plan to address the issue in the 
normal course of business.

 Minor internal control weakness
 Minor policy or procedure exceptions
 Limited risk exposure
 Limited potential opportunity – revenue, savings, 

efficiencies, improvements



3/17/2015

22

o All audit issues are tracked in our audit management 
software  
 Tracked by rating and deadline
 30 days prior to issue due date auditor sends reminder 

email to responsible party 
 Auditor works with responsible party to close issue prior to 

due date
 If unable to close, institute issue extension process 

AUDIT ISSUE MANAGEMENT

REPORTING OF RESULTS

Corrective action plans and 
who to report to

ERROR CALCULATION

o Count of met and not met for:
 Claims
 Lines (services billed)

o Net reimbursement
o Weighted points to the total lines

 By line
 By type of CPT code
 Diagnosis errors
 Modifiers
 Teaching physician count
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QUESTIONS?

o How does your organizations track corrective 
action plans?

o What is the interval for follow up? 60 days? 90 
days? 

o How do you maintain independence during 
presentation of audit results? 

HOW CAN WE BE PROACTIVE?

NATIONAL FRAUD PREVENTION PROGRAM

TWO CONCURRENT APPROACHES

Provider 
Screening

(Enrollment)

Predictive 
Analytics

(Claims)

Take quick 
administrative 
action to prevent 
improper 
payments.

Identify bad 
actors and 
prevent them 
from enrolling in 
Medicare. 

Take quick action 
to remove bad 
actors from 
Medicare. 

Take quick 
action to 
remove bad 
actors from 
Medicare. 
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NATIONAL FRAUD PREVENTION PROGRAM

TWO CONCURRENT APPROACHES

Provider 
Screening

(Enrollment)

Predictive 
Analytics

(Claims)

Take quick 
administrative 
action to prevent 
improper 
payments.

Identify bad 
actors and 
prevent them 
from enrolling in 
Medicare. 

Take quick action 
to remove bad 
actors from 
Medicare. 

Take quick 
action to 
remove bad 
actors from 
Medicare. 

Develop 
Test
Refine

Predictive Modeling

Risk Scoring 
Solution

Including:
Submitted claims
Paid Investigations
Complaints
Stolen IDs
Enrollment

Alert 
Management 

System

Zone PI
Contractors

Data

$

Integrates predictive 
modeling as part of an 
end‐to‐end solution 
that triggers effective, 
timely  CMS 
administrative actions.

Assures that analytics 
are effective (minimize 
false positives), efficient 
(return on investment), 
and risk‐based.

Meets the requirements 
of Section 4241 of the 
Small Business Jobs Act 
of 2010







NATIONAL FRAUD PREVENTION PROGRAM

CLAIMS PAYMENT

Advanced Technology 
Risk Scores             
based on 
Comprehensive Set of 
Models

Rules
Rules to filter 

fraudulent claims and 
behaviors

Anomaly 
Detection

Detect individual and 
aggregated abnormal 

patterns vs. peer group

Predictive 
Models

Predictive assessment 
against known fraud 

cases 

Social Network 
Analysis

Knowledge discovery 
through associative 

link analysis

Claims

ADVANCED TECHNOLOGY RISK SCORES BASED ON

COMPREHENSIVE SET OF MODELS
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OTHER KEY FACTS

o Increased Data Sources
• APS leverages thousands of government, public, and 

private resources to verify and supplement data submitted 
by providers.

o Monitoring Alerts 
• APS monitors critical eligibility requirements (e.g. 

sanctions, death, convictions) and immediately alert CMS 
to any changes. 

• APS also regularly re-screens all information on a provider 
enrollment application for continued accuracy. 

o Unified Screening Process 
• APS will provide a unified screening process for all MACs 

to ensure that all Medicare providers are screened with the 
same degree of rigor.

76

COMPREHENSIVE STRATEGY

Provider 
Screening

(Enrollment)

Predictive 
Analytics
(Claims)

Detect suspicious 
claims prior to 

payment

Prevent fraudulent 
providers from 

enrolling

Focus on risk and 
reduce burden on 

legitimate providers

Share information 
with States, law 

enforcement and 
private plans to 
target and track 

fraudsters

Revoke bad actors 
from Medicare
and Medicaid

Keep bad actors 
from re-enrolling

SHOWING VALUE ADD
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MEASURING AND REPORTING ASSESSMENT RESULTS

Risk Analysis: Inpatient and Outpatient Hospital Claims 
Replacement of Medical Devices 

ACTION PLAN TO MITIGATE RISK

Risk Analysis of Inpatient and Outpatient Hospital Claims 
Replacement of Medical Devices 

CREDIT FOR PROGRESSIVE MITIGATION OF RISK
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QUARTERLY REPORTING

VALUE ADD REPORTING

Audit / Initiative Revenue Identified  Cost Savings Cost Avoidance

INTERNAL AUDIT 

Net Revenue Identified in Drug Administration Audit $XX,XXX

Net Revenue Identified in Charge Capture – MOGA Review  $XXX,XXX

Net Revenue Identified in Charge Capture – TFM Review $XX,XXX

CORPORATE COMPLIANCE

Missed Delivery and Facility Charges (net) $XX,XXX

Appeals ‐ Repayments avoided due to appeals submitted to HCA 
on audit denials (represents two separate audits). 

$XXX,XXX

Single Dose Vial Rebilling – Resubmission of previously denied 
Medicaid claims after approval received to split single dose vials.

$XX,XXX

OTHER CCIA ACTIONS

Internal 2013 Financial Stmt Testing ‐ reduction in external auditor 
fees (287 hours * $100)

$ XX,XXX

Internal 2013 Benefits Audit Testing ‐ reduction in external auditor
fees (14 hours * $100)

$ X,XXX

TOTALS $XXX,XXX $X $XXX,XXX

Grand Total  $ X,XXX,XXX actual (vs. $1,000,000 2014 target)

OTHER VALUE ADD ACTIVITIES

o Data Analysis (missed revenue)
 Missed Deliveries
 Missed Facility Fee
 Missed Workers Compensation Visit Charges
 Non-matching CPT Codes

o System Go-live Readiness Assessments
 New billing systems
 New timecard systems
 Electronic medical record implementations
 ICD-10

o Validation reviews
 Meaningful use 
 Quality data reporting (Leapfrog, PQRS)
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QUESTIONS?

o What do others do to show the value of their 
work?

o Has any one been successful at showing cost 
avoidance for incorrect claim submissions?

EXAMPLES

Purpose
The	purpose	of	this	audit	is	to	verify	the	use	of	
high	level	E/M	codes	by	one	provider	using	time	
to	assign	E/M	level.

Scope

Unless	decided	otherwise	after	initial	research	has	
been	done,	the	audit	will	examine	services	billed	
for	the	provider	in	2011.	The	charts	will	be	
examined	solely	for	the	purpose	stated	above.

Other Place	project	under	attorney	client	privilege.

SAMPLE AUDIT PLAN FOR HIGH LEVEL E/M
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SAMPLE AUDIT PLAN

Paid or not paid

What claims to audit?

Medical Necessity

Analyze and track?

Sample of?

Audit tool focus

Inquiries

Audit status meeting

What is to be in the report?

Review report with?

Corrective Action Plan

FRAUD CASE – NEW YORK

A Manhattan man charged with more than $30 million in health-care fraud 
saw his Lamborghini seized and made bail only after his parents put up 
their home as collateral in Brooklyn federal court yesterday.

The manager took over a Queens radiology office where he worked and 
billed Medicaid and Medicare for services credited to a doctor who no longer 
worked at the office, federal authorities charged.

“X is not a doctor,” said Assistant US Attorney William Campos. “The 
defendant is accused of billing the government for radiological services for 
Dr. John Doe [whose name the feds are protecting], who didn’t work there.”

The feds say the manager billed Medicare about $20 million and Medicaid 
about $12 million for work supposedly done between May 2010 and March 
2012. But that doctor told an FBI agent that he did no work during that 
period.

Read more: 
http://www.nypost.com/p/news/local/fraud_bye_bye_borghini_VMtACnvfnsqNKU4INmqLHI
#ixzz258CfjPB3

FORMER OWNER OF DAYTONA BEACH CLINIC

PLEADS GUILTY TO FRAUD, CONSPIRACY, AND
MONEY LAUNDERING

o Submitted inflated bills to public and private 
health care beneficiary programs, including 
Medicare. 

o Charged those programs at the higher rates for 
services rendered by medical doctors, instead of the 
rates appropriate for chiropractors. 

o Systematically submitted claims for reimbursement 
for services not rendered. 

o Submitted fraudulent billings in the names of 
medical doctors

o Provided customers with prescriptions for 
prescription drugs, often in return for cash 
payments
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Purpose
The purpose of this audit is to review claims 
for services provided. Reported concern of 
manager.

Scope
Identify scope by completing an utilization 
analyses which is reviewed by one or two 
physicians

Other Place project under attorney client privilege.

2 - SAMPLE AUDIT PLAN FOR THIS TYPE OF CASE

SAMPLE AUDIT PLAN

Paid or not paid

What claims to audit?

Medical Necessity

Analyze and track?

Sample of?

Audit tool focus

Inquiries

Audit status meeting

What is to be in the report?

Review report with?

Corrective Action Plan

LOS ANGELES CASE

o A doctor already serving a lengthy prison sentence in 
a narcotics case has been convicted of health care 
fraud for submitting approximately $1 million in 
fraudulent bills to Medicare in just seven months

o The evidence presented at trial showed that the 
provider repeatedly lied to Medicare about services he 
claimed to have provided at clinic locations from 
which he had been evicted. 

o The jury also heard expert testimony from a 
neurologist about the provider’s patient files, which 
contained so many internal inconsistencies and 
improbably identical results that they appeared to 
have been a “copy-and-paste job.”

http://www.justice.gov/usao/cac/Pressroom/2012/122a.html
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VASCULAR SURGEON SENTENCED

o A Chicago area vascular and thoracic surgeon 
was sentenced today to 10 months in federal 
custody 

o Made false statements in post-operation reports
 Falsified post-operation reports 
 Included extensive details about aneurysm repairs 

that he never performed
 Reported surgeries he did perform as being more 

complex and elaborate than they actually were

Purpose
The purpose of this audit is to review claims
for Copy and Paste

Scope
Identify scope by completing an utilization 
analyses

Identify services by diagnosis type
Other Place project under attorney client privilege.

3 - SAMPLE AUDIT PLAN FOR THIS TYPE OF CASE

SAMPLE AUDIT PLAN

Paid or not paid

What claims to audit?

Medical Necessity
Analyze and track?

Sample of?

Audit tool focus

Inquiries?

Audit status meeting

What is to be in the report?

Review report with?

Corrective Action Plan
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Deann M. Baker, CHC, CCEP, CHRC 
Compliance Officer Sutter Health‐ Sutter Care at Home

Dwight Claustre,  CHC‐F, CCEP, CHRC 
Director, AEGIS Compliance & Ethics Center, LLP

Shawn DeGroot, CHC‐F, CCEP, CHRC , CHPC
Associate Director, Navigant

Compliance Effectiveness Strategies
HOW TO SUCCEED AS A COMPLIANCE PROFESSIONAL 
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Discussion Goals

 Establishing a compliance plan and program through 
collaboration 

 Positioning yourself in alignment with corporate strategy to 
advance the compliance program

 Best approaches to advance the compliance program

 Please participate; a discussion can’t happen without you

2 2015 HCCA Compliance Institute

Process of Our Review & Discussion

 Federal Sentencing Guideline (FSG) elements and roles of the 
Board, Leadership and the Compliance Executive

 Compliance strategies, resources and important documents 
to support our message

3 2015 HCCA Compliance Institute
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High Level Oversight 
Compliance Officer Role & 

Compliance Committee
& Governance 
Board of Directors

Promote a C & E  
Culture               

Performance Incentives “Tone 
at the top” – Just Culture

Open Lines of 
Communications 

Confidential Message Line, 
Surveys & Exit Interviews

Detection, Remediation & 
Enforcement                                

Timely Response to Misconduct, Consistent 
Sanctions, Exclusion Screening, & CAPs

Risk Assessment          
Evaluation and Prioritization 

of Risks & Identification of 
Mitigation Strategies 

Auditing 
&Monitoring     

Ongoing Testing of 
Controls to Address Risk 

Assessment of 
Effectiveness            
C & E Program 

Evaluation

Compliance elements 
in place

Leadership 
commitment to 

participate

An effective 
compliance program

FSG Elements of An Effective Compliance & Ethics Program

Establish Standards      
Develop and Disseminate 
Policies & Standards for 

Business Conduct

Education/Training  
Roles, Values & Risk Based

4 2015 HCCA Compliance Institute

Federal Sentencing Guidelines (FSG)

 §8B2.1. Effective Compliance and Ethics Program 

 an organization shall— (1)  exercise due diligence to prevent 
and detect criminal conduct; and (2)  otherwise promote an 
organizational culture that encourages ethical conduct and a 
commitment to compliance with the law. 

 Such compliance and ethics program shall be reasonably 
designed, implemented, and enforced so that the program is 
generally effective in preventing and detecting criminal 
conduct. 

5 2015 HCCA Compliance Institute

High‐level Oversight 
Board & Leadership Set the Tone

 (2) (A) The organization's governing authority shall be: 
knowledgeable about the content and operation of the 
compliance and ethics program and shall exercise reasonable 
oversight

 (B) High‐level personnel Specific individual(s) within high‐level 
personnel shall be assigned overall responsibility for the 
compliance and ethics program. 

 (C) Specific individual(s) within the organization shall be 
delegated day‐to‐day operational responsibility for the 
compliance and ethics program. 

6 2015 HCCA Compliance Institute
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Discussion – High‐level Oversight

Define Roles & Responsibilities
• Board, CEO, Leadership &

Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

7 2015 HCCA Compliance Institute

Role of the CEO & Leadership

“What you allow you encourage”  

Michael Josephson

8 2015 HCCA Compliance Institute

Compliance Officer Responsibilities

 CO priorities and Executive Leadership priorities. 

Reduce Costs
Limit/Reduce
Initiatives

GrowthManage Operations

Compliance/Regulations

9 2015 HCCA Compliance Institute
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The Compliance Officer

10 2015 HCCA Compliance Institute

Compliance Officer Role

 “Accountability is equally important, and belongs to the 
business line. The role of the compliance officer is to make 
sure that the business line knows the compliance risks, not to 
assume them, the panelists said. Partial quote ‐Gregory J 
Millman with the Wall Street Journal Blog:  “Risk and 
Compliance Journal “The Morning Risk Report: Compliance 
Verses Growth” 

 http://blogs.wsj.com/riskandcompliance/2014/04/24/the‐
morning‐risk‐report‐compliance‐versus‐growth/

11 2015 HCCA Compliance Institute

Strategies For a Seat at The Table

 Leadership qualities are essential 

12 2015 HCCA Compliance Institute
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Strategic Planning Method

 Strategic planning is a method that defines the goals and 
objectives of business and how to get there.

 Without strategic planning there is no clear direction.

 A plan must prioritize and coordinate the effort and resources.

 Failure to achieve a specific goal or action step requires a review 
of the plan.  

 Learn from your efforts and make corrections that will improve 
your planning process.

13 2015 HCCA Compliance Institute

Strategy Prioritization Matrix

Level
of 

Impact

Degree
of 

Risk/Difficulty

High Impact, 
Low Risk/Difficulty 

Low Impact, 
High Risk/Difficulty 

Low Impact, 
Low Risk/Difficulty 

High Impact, 
High Risk/Difficulty 

Low 

High 

High 

14 2015 HCCA Compliance Institute

Define Why, What & How

15 2015 HCCA Compliance Institute
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Picture It

Set Clear Goals & Measures

N
O
.

COMPLIANCE ELEMENT/FOCUS
METRICS, & DATA COMPILATION & 

EVALUATION 
REPORT TO

REPORTIN
G

FREQUENC
Y

CORPORATE 
STRATEGY/INITIATIVES AND 

GOALS

1 EDUCATION AND TRAINING

Compliance Type of activities:                                         
Required education and training -
tracked by area

Compliance Report pulled from On-line 
system 
Measure: # Participants / # Total EE = %                       
Performance Met/didn't meet:% / #s;                                              

Executive 
Compliance 
Committee 
(ECC) 
BOD 
Committee 
and other

Quarterly 
and      
Annual

People - Invest in Our People -
Satisfaction                             
1.Maintain a qualified workforce. 2. 
Demonstrate effectiveness and 
meet compliance program element 
"Education".

A

Annual Compliance: Refresher on 
DRA/FCA, Hotline/Reporting, COC, 
Privacy/Security,etc) 

Online training maintained in system -
Education/Org Development maintain data 
and pull reports. Managers

Monthly 
reports 
distributed to 
managers

B

New Hire Compliance Training: 
Initial DRA/FCA, Hotline/Reporting, 
COC, Privacy/Security, etc.)

Live training and/or on-line system -
Education/Org Development maintain data 
and pull reports. Managers

Monthly 
reports 
distributed to 
managers

C

Target Education - such as position 
specific and education identified as 
part of a CAP

Live: maintained in system. 
Participation/signature sheets sent to upload 
in the system by Education/Org 
Development and generate reports monthly. Managers

Monthly 
reports 
distributed to 
managers

D

Evaluation of Education/training 
effectiveness

Online testing - pass/fail
Paper test results to be tracked in on-line 
system

Org 
Development 
evaluation Annual17 2015 HCCA Compliance Institute

4
STANDARDS OF WRITTEN 

CONDUCT & POLICIES
Compliance Type of Activity: 
Routine communication of 
written standards to workforce; 
Identify if it's response to a CAP. 

Compliance Report pulled from Policy, 
Procedure Management System (PPMS)                            
Performance Met/didn't meet: % /#s; 

ECC
BOD 
Committee 
and other

Quarterly 
and
Annual

Community - Increase Corporate 
Responsibility 1. Community 
Participation -2. Community 
Commitment; 

A
Compliance Policies and 
Procedures 

# of policies by area assigned
# of policies attested to within timeline

B Code of Conduct attestation

Current workforce: # attested/# of 
workforce;                                                                  
New workforce: # attested/# of new 
workforce 

C Confidentiality attestation

Current workforce: # attested/# of 
workforce;                                                                  
New workforce: # attested/# of new 
workforce

5
RISK ASSESSMENT AND 
ANNUAL WORK PLAN

Evaluate & Assess Compliance 
Risk 

Compliance Report Pulled from Data 
Base:    
# projects identified for work plan                                             
# to be resourced internally/externally or not 
at all               Performance (oversight and 
participation in ECC meetings)

ECC
BOD 
Committee 
and other

Quarterly 
and Annual

Community - Increase Corporate 
Responsibility 1. Community 
Participation -2. Community 
Commitment; 

A
Purpose of Compliance Risk 
Assessment:            

# Payer/External Agency activities; Internal 
significant control or isolated weaknesses; 
New or revised regulations or standards, 
CAP, etc. 

B Area: # Program, Dept. Div. Risk Areas evaluated 
Priority/Risk Level at: # High Med Low 

Define annual work plan 
Evaluate completion of projects and 
participation

COMPLIANCE ELEMENT/FOCUS
METRICS, & DATA COMPILATION & 

EVALUATION 
REPORT TO REPORTING

FREQUENCY

CORPORATE 
STRATEGY/INITIATIVES AND 

GOALS

18 2015 HCCA Compliance Institute
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Clear Expectations, Integrity + 

Accountability Help Build Trust

 “An organization that wants to empower its team members 
doesn’t give out power haphazardly, like writing blank 
checks. Instead, empowerment needs to come with terms 
attached, so people know how their results will be measured. 
Trust grows, on the other hand, when expectations are clear, 
when people know what they’ve been empowered to do, and 
when they can focus on doing it.”

“Joel Peterson, Chairman, JetBlue Airways

19 2015 HCCA Compliance Institute

Board, CEO & CCO Roles Documents

 OIG 8/7/12 Focus on Compliance: The Next Generation of CIAs
https://oig.hhs.gov/compliance/compliance‐guidance/docs/Focus_on_Compliance.pdf

 CCO 
JD:http://www.corporatecompliance.org/Resources/ResourceOverview/Library/LibraryDo
cument/ArticleId/1432/Corporate‐Compliance‐Officer‐Role‐and‐Responsibilities.aspx

 CEO & How they can make a 
difference:http://www.corporatecompliance.org/Resources/ResourceOverview/Library/Li
braryDocument/ArticleId/1720/How‐Can‐a‐CEO‐Make‐a‐Difference.aspx

 Board responsibilities:
http://managementhelp.org/boards/
Corporate Responsibility and Corporate Compliance:
https://oig.hhs.gov/fraud/docs/complianceguidance/040203CorpRespRsceGuide.pdf
Corporate Responsibility and Health Care Quality:
https://oig.hhs.gov/fraud/docs/complianceguidance/CorporateResponsibilityFinal%209‐4‐

07.pdf

20 2015 HCCA Compliance Institute

Promote a Compliant & Ethical Culture 
Incentivize performance and promote a Just Culture

 (6) The organization's compliance and ethics program 
shall be promoted and enforced consistently 
throughout the organization through (A) appropriate 
incentives to perform in accordance with the 
compliance and ethics program; 

21 2015 HCCA Compliance Institute
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Discussion ‐ Promote a Compliant & 
Ethical Culture 

Define Roles & Responsibilities
• Board, CEO, Leadership &

Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

22 2015 HCCA Compliance Institute

The Budget Reflects Organizational 
Values

 “Regardless of the type of reward, developing criteria for 
incentives, implementing it, and executing a plan of action 
will benefit the organization, demonstrate effectiveness, and 
create awareness of the compliance program in a positive 
manner.”  Shawn DeGroot, Associate Director at Navigant 
Consulting

23 2015 HCCA Compliance Institute

Tools (Metrics for Accountability)

24 2015 HCCA Compliance Institute
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Behavior & Perception Matters 

25 2015 HCCA Compliance Institute

Pause
Time for a break!
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Establish Written Standards for Conduct 
Code of Conduct, Policies & Procedures (communicate)

 (b) Due diligence and the promotion of an 
organizational culture that encourages ethical conduct 
and a commitment to compliance with the law within 
the meaning of subsection (a) minimally require the 
following: 

 (1) The organization shall establish standards and 
procedures to prevent and detect criminal conduct.

27 2015 HCCA Compliance Institute
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Discussion ‐Written Standards for 
Conduct 

Define Roles & Responsibilities
• Board, CEO, Leadership &

Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

28 2015 HCCA Compliance Institute

Tool for Discussion and Evaluation

29 2015 HCCA Compliance Institute

Open Lines of Communication
Confidential Message Line, Surveys & Exit Interviews

 (5) The organization shall take reasonable steps—
(C) to have and publicize a system, which may 
include mechanisms that allow for anonymity or 
confidentiality, whereby report or seek guidance 
regarding potential or actual criminal conduct 
without fear of retaliation. 

30 2015 HCCA Compliance Institute
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Discussion ‐Open Lines of 
Communication

Define Roles & Responsibilities
• Board, CEO, Leadership &

Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

31 2015 HCCA Compliance Institute

Tools for Discussion and Evaluation

32 2015 HCCA Compliance Institute

Education and Training
Annual, Role Based and Targeted 

 (4) (A) The organization shall take reasonable steps to 
communicate periodically and in a practical manner its 
standards and procedures, and other aspects of the 
compliance and ethics program, to the individuals referred to 
in subparagraph (B) by conducting effective training 
programs and otherwise disseminating information 
appropriate to such individuals' respective roles and 
responsibilities. 

33 2015 HCCA Compliance Institute
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Discussion ‐ Education/Training Roles

Define Roles & Responsibilities
• Board, CEO, Leadership & Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

34 2015 HCCA Compliance Institute

Compliance Training Can Be Fun

 Connect to Purpose

35 2015 HCCA Compliance Institute

Corporate Compliance & Ethics Week

Awareness Opportunities Help Create a Culture:

 Products, logos and ideas and themes

36 2015 HCCA Compliance Institute
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Additional Awareness Resources

 Expert Videos:

• http://www.hcca‐
info.org/Resources/HCCAResources/ExpertVideos.aspx

• https://www.youtube.com/playlist?list=PLA_9sigAHJtNirLcI‐
VgzG21x2N0JwH47

• https://www.youtube.com/playlist?list=PLA_9sigAHJtO70oskU
RwmWBB3j5C1sdr4

 Pamphlets and whitepapers

 Y‐Comply: a compliance‐related article delivered electronically four 
times annually to help communicate the value and purpose of compliance 
and ethics to the general workforce.

37 2015 HCCA Compliance Institute

For Discussion and Evaluation 

38 2015 HCCA Compliance Institute

Detection, Remediation & Enforcement
Screening, Response and Corrective Action Plans

 (3) The organization shall use reasonable efforts not to 
include individuals whom engaged in illegal activities or other 
conduct inconsistent with an effective compliance and ethics 
program. 

 (7) the organization shall take reasonable steps to respond to 
prevent further similar criminal conduct, including making 
any necessary modifications to the organization's compliance 
and ethics program. 

39 2015 HCCA Compliance Institute
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Discussion ‐Detection, Remediation & 
Enforcement

Define Roles & Responsibilities
• Board, CEO, Leadership & Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

40 2015 HCCA Compliance Institute

Screening Best Practice

 Updated Special Advisory Bulletin on Effect of Exclusion from 
Participation in Federal Health Care Programs

OIG updates the LEIEmonthly, so screening employees and 
contractors each month best minimizes potential 
overpayment and CMP liability. Additionally, in January 2009, 
CMS issued a State Medicaid Director Letter (SMDL) 
recommending that States require providers to screen all 
employees and contractorsmonthly. 

http://oig.hhs.gov/exclusions/files/sab‐05092013.pdf

41 2015 HCCA Compliance Institute

Corrective Action Plan Best Practice

 Understanding the Root Cause(s) and impacts

 Stakeholder expertise involved

 Assigned responsibilities

 Mitigation timelines

 High‐level oversight for accountability

 Monitoring and reporting

 Documenting all activities and completion (verify its fixed)

42 2015 HCCA Compliance Institute
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An Example from OSI CA

43 2015 HCCA Compliance Institute

Assessment Activities
Auditing, Monitoring, Risk Assessment & Effectiveness

 (5) The organization shall take reasonable steps—
 (A) to ensure that the organization's compliance and ethics 

program is followed, including monitoring and auditing

 (B) to evaluate periodically the effectiveness; and 

 (c) shall periodically assess the risk (b) to reduce the risk of 
criminal conduct identified through this process. 

44 2015 HCCA Compliance Institute

Discussion ‐Assessment Activities

Define Roles & Responsibilities
• Board, CEO, Leadership &

Compliance Officer

 Establish Relationships & Trust

• Key Partners 

• Conversations

Align with Corporate Strategy
• Data and Metrics

• Incentives

• Tools/Resources

45 2015 HCCA Compliance Institute
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Demonstrating Our Value

Risk Assessment
+ An organization can fulfill its 

mission, achieve growth, 
improve quality and be more 
financially viable by conducting 
risk assessment.  It’s a process 
that can help determine the best 
way to allocate its financial and 
human resources to minimize 
risk to accomplishing its goals.

+ It must be part of the plan & 
STRATEGY!

46 2015 HCCA Compliance Institute

The Compliance Work Plan

 Auditing

 Monitoring

 Focused risk assessments 

 Education

 Policy development and dissemination 

 More

47 2015 HCCA Compliance Institute

Assessment/Work Plan

48 2015 HCCA Compliance Institute
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Risk Assessment

49 2015 HCCA Compliance Institute

Risk Assessment

50 2015 HCCA Compliance Institute

A Few Leadership Resources

 “Leadership: The Power of Emotional Intelligence” by Daniel 
Coleman

 “Crucial Conversations” by Kerry Patterson

 The Just Culture Organization www.justcutlure.org; 
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Contact Information

 Deann Baker: bakerd3@sutterhealth.org; 
707‐864‐4666

 Dwight Claustre: dclaustre@aegis‐compliance.com;            
623‐866‐9106  

 Shawn Degroot: Shawn.degroot@navigant.com; 
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Controls
Score Reputation Financial Legal Likelihood of Risk Detectability Controls

1

Little or no 
repputation risk at 
either System or 
hospital level

Loss is less than 
$____________ of gross 
revenue or expense 
(excluding legal 
fines/penalities)

Technical violation of 
law or regulation.  
Little or no fine 
probable.

Low risk, unlikely to occur.  
Historical and industry 
experience show low 
likelihood of occurrence.

Failures are likely to be detected.  Process is 
directly supervised.  Automated safeguards for 
identifying variations/errors.

Internal and/or automated controls 
proven to be highly effective in 
mitigating all risk'

.

2

Slight reputation risk.  
Possible bad press 
but no significant 
patient, physician, 
constituent 
consequences.

Loss between $_______ 
of gross revenue or 
expense

Civil fines and/or 
penalties up to --------- 
possible, but little risk 
of exclusion, CIA, loss 
of 
accreditation/licensure
.

Slight risk, historical industry 
experience shows  some 
likelihood however not 
experienced in organization 
to date; simple well 
understood process; 
competency demonstrated - 
less likely to fail

Slight risk that failure will not be detected - 
process failures; moderate safeguards in place; 
partially automated process with moderate 
management oversight

Routinely audited and/or tested. 
Performance metrics are established, 
routinely reviewed and show little 
variation.  Current policies and 
procedures exist.  Employee training 
and competency established.  Well-
prepared to manage this risk 
appropriately based on implemented 
risk management plans.

3

Moderate reputation 
risk.  Probable bad 
press.  Probable 
modest physician, 
patient and/or 
constituent fallout.

Loss between $_______  
of gross revenue or 
expense.

Civil fines and/or 
penalties up to --------- 
probable.  Modest risk 
of exclusion, CIA 
possible.

Moderate risk of occurrence 
within next 12 months; 

Moderate risk that failure will not be detected. 
Limited safeguards in place to identify failure prior 
to occurrence.  Partially automated process with 
limited management oversight.  

Periodically audited and/or tested.  
Corrective action plans developed and 
tested for effectiveness.  Limited 
performance metrics established. 

4

Significant negative 
press coverage.  
Significant patient, 
physician and/or 
constituent fallout.

Loss between $_______  
of gross revenue or 
expense.

Civil fines and/or 
penalties up to --------- 
probable. Loss of 
business unit 
licensure/accreditation
.  Exclusion possible.  
CIA probable.

Significant risk; likelihood of 
occurrence complex and/or 
manual process

Significantly difficult to detect prior to failure; 
manual safeguards in place to identify failures; no 
automated processes; periodic management 
oversight

Management Review and approval 
required.  Process not audited or tested 
or infrequently audited or tested.  
Limited policy or procedure guidance.  

5

Extensive and 
prolonged negative 
press coverage.  
Significant 
sponsor/board 
questions of 
management.  
Extensive patient, 
physician, and/or 
constituent fallout.

Loss greater than 
$__________ of gross 
revenueor expense.

Criminal conviction 
and/or exclusion of 
hospital or System 
probable.  Fines, 
penalties and or legal 
exposure in excess of 
1% net revenue.  CIA 
certain.

High risk of occurrence.  
Likely to occur in next 12 
months.  Highly complex 
process with numerous hand-
offs.  Relies on extensive 
specialized skills.  

Extremely hard to detect prior to failure.  Highly 
automated with little or no human intervention, 
oversight or control.  No built-in safeguards, cross-
checks, or other mechanisms to identify 
errors/failures prior to submission/completion.

No formal controls in place.  

Risk Assessment Scoring Matrix
Impact to the Organization Vulnerability



CHW SERVICE AREA LEADERS/FACILITY COMPLIANCE LIAISON  

COMPLIANCE PROGRAM OBJECTIVES  

Hospital: ____________________________  

President: ___________________________    
Facility Compliance Liaison: ____________________________________    
F.Y.:       2010 

   

 
Compliance is critical to the success of CHW.  It is the expectation of CHW’s Board and Management that each Service Area Leader and Facility Compliance Liaison 
ensure that CHW’s annual Compliance Workplan is properly implemented within her/his sphere of accountability.  Categories 1-7 below contain objectives relating to 
each of the elements of an effective compliance program as described in the Federal Sentencing Guidelines and OIG guidance.  Other objectives relate to areas 
determined to be high risk.  The President and Facility Compliance Liaison will not be deemed to have met their performance objectives unless you obtain a score equal 
to or greater than 75% of possible points which can be earned below.  These are fiscal year objectives. 

    Possible Total 
    Points Points 

1. Policies and Procedures       
 All new or revised compliance policies and procedures are communicated to affected (as described 

in each CHW Compliance Policy) full and part-time employees within 60 days.   
(Score is equal to percentage of completion above 85%.  Below 85% = 0 pts.  Audit method will be self-audit with Compliance 
Director verification.)   100   

 New employees receive compliance introduction and orientation within 30 days of commencing employment.   
(Score is equal to percentage of completion above 90%, under 90% = 0.)     100   

 New employees receive orientation to compliance policies and procedures (Administrative Policies in the Compliance Series) 
applicable to their job responsibility within 60 days of hire.  (Score is equal to the percentage of completion above 85%.  Below 85% = 
0 points.  Audit method will be self-audit with System Compliance Director verification)  100  

       

2. High Level Oversight       

 25 points for each quarterly compliance meeting or audit exit conference where hospital 
President is present.  (Maximum 100 points awarded.)   100   

 20 points for each bi-monthly systemwide FCL conference call attended by FCL (20 points per call)   120  
        

3. Education       
 All employees required to complete Compliance education programs have satisfactorily completed these requirements.  (Score is equal 

to the percentage of employees who have completed requirements above 80%, if under 80% score = 0.)                             WebInservice 
 

OCEP 
/EduCode 

 

200 
100 

   
 Ethics Training:  With facilitation by hospital mission integration leaders, hospital senior leadership team will view and discuss one 

ethics scenario contained in the Organizational Ethics DVD in 3 of the 4 quarters during the year.  Leadership should devote at least 15 
minutes to discussion of each scenario.  (2 or less scenarios = 0 points.  All 3 scenarios = 300 points)  

  300   

4. Audits/Remediation       
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 Inpatient Medicare Coding (annual and follow-up SWCT reviews only).  Score is equal to the accuracy rate of the facility in the audit.  

Only overpayments will be considered.  (Below 92 = 0 points; 92-95 = 70 points; 96% and above 100 points.)   100   
 Outpatient Medicare Coding, OPS & ED/ER (annual and follow-up SWCT reviews only).  Score is equal to the accuracy rate of the 

facility in the audit.  Only overpayments will be considered.  (70% - 79% accuracy = 50 points; 80% -89%  
accuracy = 85 points; 90%-94% accuracy = 90 points; 95% and above accuracy = 100 points.)     100   

 Corrective Action Plan elements (Annual and follow-up audits) implemented within agreed upon timetable.  (60-89% =60 points; 90% 
and above = 100 points.)   100   

    

5. Screening       
 New hires checked against the OIG exclusion list and  

criminal background checks per CHW policy.  (Score is equal to percentage of completion above 90%, under 90% = 0.)   100   
        

6.  Hotline/Reporting       

 Initial investigation of Hotline calls/complaints (including privacy & security) is completed within 30 days.  
(Score is equal to percentage of completion over 80%.  Under 80% = 0)   100   

        

7.  Physician Financial Arrangements Policy          
 By September 1, 2009, an employee is assigned the primary accountability to manage and oversee the receipt of check requests for 

physician payments, maintain and validate the accuracy of the AP Physician Payment Log and assure payments entered on Log are 
supported by a fully executed contract. ( 100 points pass/fail)  

   100   
 Fair Market Value documentation for each physician contract is maintained by the hospital consistent with CHW policy.  ) Score will 

be equal to % of contracts with sufficient FMV documentation for maximum of 200 points.)  
   200   

      

 All new hospital Executives (VP’s and Presidents) will participate in a Physician Transaction training class within 6 months of date of 
hire or promotion.  (Score is equal to percentage of completion at 75% or above, under 75% = 0)  

   

 200 
 
 

   

8.  Applicable Medicare Program Transmittals and Notices     

 Applicable Medicare Program Transmittals are responded to timely.   (69% and below = 0 points, 70 – 79% = 50 points, 80 – 89% = 75 
points, 90% or above = 100 points  100  
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 Corrective action plans are implemented consistent with instructions provided by the Subject Matter Lead .  Score equal to percent fully 
implemented within identified time frames (89% and below= 0 points, 90 – 94% = 50 points, 95% and above  = 100 points)   100  

   
9.  Hospital Based Clinic Compliance: 
 Score is based on percent of points achieved from the CHW Clinics Compliance Program Objectives (79% and below = 0 points, 80% - 

89% = 100 points, 90% or above = 200 points)  200  
    

  
 
  

10.  HIPAA    
[].  
 Submit plan for periodic review for appropriate use of the facilities top five electronic applications (reference FY09 Q3 deliverable) to 

the facility Service Area Leader for review and approval.  The plan will include a summary of the audit objectives for each application, 
the frequency of the review based on the system’s criticality and the facility’s experience with privacy issues, and the party(s) 
responsible for completion of the review.  A reporting template will be issued 30 days prior to the due date.   100 points will be awarded 
for on time submission of the Service Area Leader approved plan.  Due by July 31, 2009  100  

   
 Submit quarterly reports summarizing the results of the periodic review including a summary of actions taken to address privacy and 

security violations identified during the review and any plan adjustments made as a result of the findings. A reporting template will be 
issued 30 days prior to each due date.  Score equals (25% of total) points for each on time report.   

                                                                                                                                                                                         Q1 – October 15, 2009  
                                                                                                                                                                                         Q2  - January 15, 2010 
                                                                                                                                                                                           Q3 – April 15, 2010 
                                                                                                                                                                                          Q4 – July 15, 2010  

  

 
 
  
 
 

100 
100 
100 
100 

  
  .    
    
 TOTAL 2,820  
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Unless otherwise noted, all points are awarded on the basis of reviews conducted by Internal Audit, the CHW Compliance function or the CHW Systemwide 
Coding Team although CHW reserves the right to utilize other CHW personnel or contractors to perform all or part of the reviews necessary.  The percentage 
score will generally be based review samples, although CHW reserves the right to review all relevant data rather than a sample of CHW 's discretion.  All HIPAA 
points are awarded based on self-reporting and/or reviews conducted by Internal Audit or Chief Privacy and Data Security Administrator. 
 
 

Notes: 
1. Policy and Procedures 

 Per diem and casual employees must be trained within 160 working hours of commencing employment. 
 

2. High Level Oversight 
 The FCL may receive credit for participation through a designee/surrogate for no more than two (2) calls each year. 
 

7. Payments not otherwise complying with the Stark laws or CHW policy will not be treated as compliant for purposes of the scorecard simply because CHW  
Legal approves the payment based on other legal requirements. 

 
9. Medicare Program Memorandum 

 Program Memorandum requiring changes to the CDM will be excluded for purposes of the scorecard.  However, it is expected that these Program 
Memorandum are evaluated and appropriate timely corrective action is taken, including completion of the verification form. 

 Appropriate corrective action plans, which include timely implementation of the Program Memorandum, if included with the verification form will 
suffice as completed for purposes of the scorecard.  Action plan completion within established timeframes will be validated during the annual 
compliance program audit. 
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 New Business/Service Compliance Checklist 
 

Dignity Health 
New Business/Service Compliance Checklist 

Facility:  New Business/Service Line:  

Target Opening/Start Date:  Has System Compliance Director been notified?  Yes  No 
 

Element Resources Action Required Comments 
Date 

Complete 

Regulatory 

Have Federal and State 
requirements (including program 
licensing) been assessed/reviewed 
for this program/service? 

Policy 6.110 Licensing, 
Certification and Accreditation 

   

Have Joint Commission 
requirements been 
assessed/reviewed for this 
program/service (if applicable)? 

    

Are Policies and Procedures 
required for Joint Commission or 
State Requirements completed & 
approved? 

    

Are any notifications required to 
CMS (Medicare/Medicaid) prior to 
start up of program/service? 

    

Has business license been 
obtained (if required)? 

    

Have physical plant requirements 
been met? 

    

D i g n i t y    J u s t i c e    C o l l a b o r a t i o n    S t e w a r d s h i p    E x c e l l e n c e  
Page 1 of 9, revised Feb 20, 2013 

http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pandp/documents/pandp/108018.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pandp/documents/pandp/108018.pdf


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Have the CMS Physician 
Supervision requirements for 
provider-based diagnostic and 
therapeutic services been 
evaluated and put in place as 
required? 

Physician Supervision Rules 
Memo 
 
Physician Supervision Rules 
Flowchart 
 
The Physician Supervision 
Documentation Tool 

   

Is this a “Provider-Based” entity? 
Provider-Based Requirements 
 
Provider-Based Checklists 

If yes, complete the applicable 
checklists.   

  

     

Medical Staff 

Is the physician or non-physician 
(NPP) privileged and credentialed 
to provide the services in this new 
service line? 

    

Has the scope of practice for all 
non-physician practitioners (NPP) 
been reviewed to ensure they are 
licensed to provide this service(s)? 

Physician Assistant’s Scope of 
Practice 
 
American College of Nurse 
Practitioners 

   

Have the anticipated 
ordering/referring physicians been 
verified in PECOS? 

Medicare Provider Ordering and 
Referring Report 

   

Have state physician supervision 
requirements been met? 
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http://codi.chw.edu/stellent/groups/public/@sys_comp/documents/comm_corr/355869.pdf
http://codi.chw.edu/stellent/groups/public/@sys_comp/documents/comm_corr/355869.pdf
http://codi.chw.edu/stellent/groups/public/@sys_comp/documents/comm_corr/355870.pdf
http://codi.chw.edu/stellent/groups/public/@sys_comp/documents/comm_corr/355870.pdf
http://codi.chw.edu/stellent/idcplg?IdcService=GET_FILE&dDocName=355871&RevisionSelectionMethod=LatestReleased
http://codi.chw.edu/stellent/idcplg?IdcService=GET_FILE&dDocName=355871&RevisionSelectionMethod=LatestReleased
http://codi.chw.edu/stellent/groups/public/@sys_comp/documents/comm_corr/353260.pdf
http://codi.chw.edu/stellent/idcplg?IdcService=GET_FILE&dID=437444&dDocName=353261&RevisionSelectionMethod=LatestReleased
http://www.aapa.org/the_pa_profession/federal_and_state_affairs/resources/item.aspx?id=758&terms=scope%20of%20practice
http://www.aapa.org/the_pa_profession/federal_and_state_affairs/resources/item.aspx?id=758&terms=scope%20of%20practice
http://www.acnpweb.org/i4a/pages/index.cfm?pageid=3465
http://www.acnpweb.org/i4a/pages/index.cfm?pageid=3465
http://www.cms.gov/MedicareProviderSupEnroll/06_MedicareOrderingandReferring.asp
http://www.cms.gov/MedicareProviderSupEnroll/06_MedicareOrderingandReferring.asp


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Joint Ventures 

Is the program/service a Joint 
Venture? 

    

Have you reviewed the HIPAA 
Considerations in structuring the 
joint venture? 

HIPAA Considerations in 
structuring a joint venture 

   

     

HIPAA 

Has the new business service 
been added to the HIPAA 
organization chart? Contact your 
FPO. 

    

If access, use or disclosure of 
Dignity Health data is involved has 
a privacy impact assessment been 
completed by the FPO?  

    

     

Legal / Contracting 

Has Dignity Health Legal been 
notified of new service line 
development? 

    

Does the Medical Director contract 
meet all requirements as stated in 
Dignity Health Physician 
Transaction policy? 

Dignity Health Policy 70.5.001 
Physician Transactions 

   

Has Managed Care reviewed all 
contracts as needed? 
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https://collaboration.mychw.org/sites/HIPAACommunity/HIPAA%20Scorecard/FY2012%20Presidents%20Scorecard/FY%202012%20HIPAA%20Org%20Chart%20Review/JointVentureGuidelines_07March2006.doc
https://collaboration.mychw.org/sites/HIPAACommunity/HIPAA%20Scorecard/FY2012%20Presidents%20Scorecard/FY%202012%20HIPAA%20Org%20Chart%20Review/JointVentureGuidelines_07March2006.doc
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/101416.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/101416.pdf


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Has Legal reviewed all contracts 
for services including physicians, 
vendors, third party billing 
companies, and any other 
contracted services? 

    

If leasing office space to a 
physician have real estate leases 
been reviewed by Legal and /or 
Corporate Real Estate to ensure 
compliance with Dignity Health 
Physician Transaction policy and 
to ensure that current Fair Market 
Value has been assessed and 
documented? 

    

Is the service/program/business 
owned in part or in whole by a 
physician? 

    

     

     

Documentation / Medical Records 

Does the system for storage and 
retrieval of medical records ensure 
records are available for audit and 
medical record requests by 
payers? 

Dignity Health Policy 70.2.020 
Record Retention 

   

Does the electronic billing system 
allow for adequate back-up and 
data retrieval to ensure 
compliance with Dignity Health 
Record Retention policy? 70.2.020 

Dignity Health Policy 70.2.020 
Record Retention 
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http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/106957.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/106957.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/106957.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/106957.pdf


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

If using an EMR for professional 
services, have the documentation 
templates been reviewed to 
ensure E&M documentation 
guidelines will be met? 

Documentation Guidelines for 
E&M Services 

   

     

Professional Claim Billing/Coding 

Will this service be performed by a 
physician? 

    

Have individual physician NPI’s 
been validated?  

    

If one or more of the performing 
providers is non-physician 
practitioner (NPP), what name and 
NPI will appear on the CMS1500 
claim form for each payer type? 

Dignity Health Policy 70.4.001 
“Incident to” Services 

   

If the Non Physician Practitioner is 
employed by the hospital, please 
contact the Dignity Health System 
Compliance Director for Clinics 

    

Have CPT/HCPCS codes and 
documentation requirements been 
identified and reviewed by a 
Dignity Health or DHMF Coding 
Compliance Manager? 

    

Have encounter forms been 
created/updated and reviewed by 
a Dignity Health or DHMF Coding 
Compliance Manager?   
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https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNEdWebGuide/EMDOC.html
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNEdWebGuide/EMDOC.html
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/079827.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/079827.pdf


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Do non-Medicare payers have 
specific coding/reimbursement 
requirements? If so, have these 
requirements been documented as 
outlined in the Dignity Health 
policy 70.4.016 “Payer Specific 
Coding Instructions”? 

70.4.016 “Payer Specific Coding 
Instructions”? 

   

Has the practice management 
system been updated to include 
the new CPT codes and fees? 

    

If a contract billing service is to be 
utilized, has this been reviewed by 
Dignity Health Compliance to 
ensure all CMS 
(Medicare/Medicaid) requirements 
have been met? 

    

Does the new service/business 
meet the Medicare/Medicaid 
program requirements for billing 
including review of applicable 
LCD’s/NCD’s and/or CMS 
transmittals? 

    

Has a New Provider/Program audit 
be arranged with Dignity Health or 
DHMF Compliance Manager? 
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http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/265271.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/265271.pdf


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Facility Charging / Coding / Billing 

Have you reviewed the charging, 
coding and billing forms, policies 
and practices with a Dignity Health 
Coding Compliance Manager? 

    

Who will be responsible for the 
assignment of ICD-9 diagnosis 
codes? Is this person properly 
educated, qualified and 
competency tested? 

    

Has a 60-90 day (post program 
start up) compliance audit of 
coding, charging and 
documentation been scheduled to 
ensure errors/problems are 
identified and corrected early in 
the start up phase of the service? 

    

Who will validate CPT/HCSPCS 
codes against the clinical 
documentation? 

    

Have all items on CDM been 
reviewed and audited for accuracy 
of codes, descriptions, and to 
ensure that any unique CMS 
(Medicare/Medicaid) requirements 
have been met in conjunction with 
System CDM team? 

    

Has CDM’s been tested to ensure 
the appropriate charge description 
and associated charges appear 
correctly on the claim/patient’s bill? 

    

Has a charge reconciliation 
process been implemented? 

    

D i g n i t y    J u s t i c e    C o l l a b o r a t i o n    S t e w a r d s h i p    E x c e l l e n c e  
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 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Is there a process in place for the 
billing staff to return claims that 
were incorrect on initial submission 
to the hospital for correction?  

    

If a contract billing service is to be 
utilized, has this been reviewed by 
Dignity Health Compliance to 
ensure all CMS 
(Medicare/Medicaid) requirements 
have been met? 

    

Have the system and documents 
utilized to input charges been 
reviewed for accuracy and to 
ensure all CMS 
(Medicare/Medicaid) requirements 
have been met?  

    

Has the denial management plan 
been reviewed to ensure any 
charging/billing errors are 
identified and corrected? 

    

Has the cancel/credit tracking 
system been reviewed to ensure 
that all overpayments will be 
identified and promptly returned to 
the payer? 

    

Has a system been implemented 
to ensure that any outpatient 
charges related to the acute 
hospitalization are identified and 
meet the requirements of the 
3-day rule?  

Dignity Health Policy 70.2.010 
Three Day Window 
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http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/083900.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/083900.pdf


 New Business/Service Compliance Checklist 
 

Element Resources Action Required Comments 
Date 

Complete 

Has system been implemented to 
ensure that ABN’s (Advanced 
Beneficiary Notice), MSP 
(Medicare Secondary Payer) and 
CMS Conditions of 
Admission/Participation are 
properly utilized? 

70.2.003 Medicare Secondary 
Payer Screening 
 
70.2.021 Advanced Beneficiary 
Notices 
 
CMS Conditions of Participation 

   

Are E&M leveling criteria 
established and associated 
policies and procedures 
completed? 

    

Are encounter form/charge form 
policies and procedures 
completed? 

    

Does the new service/business 
meet the Medicare/Medicaid 
program requirements for billing 
including review of applicable 
LCD’s/NCD’s and/or CMS 
transmittals? 

CMS Transmittals    

     

Leadership 

Have Service Line / Business 
leaders attended (or enrolled in) 
the Dignity Health Physician 
Transaction Training? 
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http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/083867.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/083867.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/083907.pdf
http://codi.chw.edu/stellent/groups/extranet/@sys_adm_pman/documents/pandp/083907.pdf
https://www.cms.gov/CFCsAndCoPs/
http://www.cms.gov/Transmittals/2010Trans/list.asp
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As compliance professionals, we 
sometimes receive inquiries on how 
to get into the compliance profession. 

Many who have been in the profession for 
more than 15 years entered the career out of 
default, and certi!cations and courses were 

not available. Further, there is no 
de!nitive degree or background that 
ensures a position in the !eld.

First, be self-aware of your 
moti va tion for joining the !eld. 
Salary is important; however, if that 
is the motivating factor, the career 
choice may not be long-term. There 
are a couple key characteristics 

needed to be successful:

Ability to multi-task
Individuals enter the career thinking a typical 
day involves writing policies and attending 
meetings. In fact, a typical day is multiple 
“!res” and prioritizing what emergency, 
identi!ed by others, needs immediate atten-
tion. Add to it the workload of investigations, 
potential whistleblowers, and the pressure 
that can mount when discerning the truth 
and consequences.

 Skills in messaging
 � Delivering a concise message is important.  

More important is the ability to speak to the 
audience, at their level, in an applicable format 
for true understanding and comprehension.

 � Accept that you will be the messenger, 
whether good or bad news. Don’t take 
resistance to the message personally.

Now, if your motivating factor for joining 
the !eld is to enhance business integrity, 
then it is time to take the next step.

Once you are aware of your motivation, 
there are other actions to consider:

When an open position is posted
 � Follow up with HR on every level, and 

attempt to work with one individual on 
the application, interview schedule, and 
tentative timeframe.

 � Update your LinkedIn page regularly by 
highlighting your strengths, community, 
and professional association involvement.

 � Following an interview, always send a letter 
(within 24 hours) to the person(s) you met 
— including the HR representative — and 
re-emphasize your desire for the role and 
your top three strengths of what you could 
offer the organization. An email simply 
does not suf!ce.

When no open position is posted
 � Send a letter to the HR vice president or a 

contact within the organization who could 
facilitate sharing your contact information.

 � Inquire/offer to perform an internship 
(without a salary). Consider the act an 
investment in your future.

 �  Schedule a 15-minute meeting with the 
current compliance of!cer and introduce 
yourself.

 � Network with multiple compliance 
professionals through HCCA and LinkedIn 
proactively, prior to needing a job.

 � Market yourself by writing, speaking, 
co-authoring, and/or co-speaking.

Finally, believe in yourself, because with the 
right attitude and passion, a door will open. 

by Shawn DeGroot, CHC-F, CCEP, CHRC, CHPC

Get your foot in the door

EXHALE

DeGroot

Shawn DeGroot (shawn.degroot@navigant.com) is an Associate Director at 

Navigant Consulting in Denver. She is also the Immediate Past President of 

the HCCA Board of Directors.    bit.ly/in-ShawnDeGroot 

http://bit.ly/in-ShawnDeGroot
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I t seems to be an appropriate time of year 
to discuss incentives that often are associ-
ated with rewards. As a noun, incentives 

are something that incites action or greater 
effort as a reward offered for an action. Many 
compliance incentives were developed as 

a result of the Federal Sentencing 
Guidelines; however, there are new 
compliance of!cers who may not be 
aware of or those that have chosen 
to ignore the following standard:

CHAPTER EIGHT 
PART B - REMEDYING HARM 
FROM CRIMINAL CONDUCT,  

AND EFFECTIVE COMPLIANCE  
AND ETHICS PROGRAM
(6) The organization’s compliance and ethics 
program shall be promoted and enforced 
consistently throughout the organization 
through (A) appropriate incentives to per-
form in accordance with the compliance and 
ethics program; and (B) appropriate disci-
plinary measures for engaging in criminal 
conduct and for failing to take reasonable 
steps to prevent or detect criminal conduct.

The key word in the statement above is 
“shall” meaning, not optional. To initiate a 
plan, criteria should be developed to incen-
tivize the workforce consistently. Without 
criteria, there will more than likely be incon-
sistency and an employee who constantly 
calls with issues simply to receive the reward. 
Drawing a name at an employee meeting 
for a reward is an easy approach; however, 

it’s not as effective. Best practice would be to 
develop incentives for compliance reporting 
that result in change. A few examples are to 
reward an employee who submits a concern 
and/or issue that results in a policy revision, 
a change in a process, or leads to enhancing 
the compliance education.

The type of reward or incentive can be 
tangible or intangible, such as a designated 
parking spot for a month, four hours of vaca-
tion, free cafeteria meals for a week (although 
that may be taxable in the near future), coffee 
cards, gift certi!cates, cash, or items with your 
company’s logo. The issue and incentive could 
be generated and awarded to a department. If 
you have appropriate in"uence and supportive 
management, wouldn’t it be nice to collaborate 
with the director and provide an item staff 
have been requesting for their break room or 
an item on their budgeted wish list? Another 
approach with incentives is to work with the 
Marketing department (as applicable) to select 
logo jackets, portfolios, or caps to be distrib-
uted during Compliance and Ethics Week.

The last component with incentives is who 
decides whether the issue/concern submitted 
has value and resulted in change. The com-
pliance team could decide or the compliance 
committee could make the decision. Selection 
by the multi-disciplinary compliance commit-
tee would promote inherent awareness simply 
through the act of reviewing the issue that was 
submitted with the associated change.

Regardless of the type of reward, develop-
ing criteria for incentives, implementing it, 
and executing a plan of action will bene!t the 
organization, demonstrate effectiveness, and 
create awareness of the compliance program 
in a positive manner. 

by Shawn DeGroot, CHC-F, CCEP, CHRC, CHPC

Incentives
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DeGroot

Shawn DeGroot (shawn.degroot@navigant.com) is an Associate Director  

at Navigant Consulting in Denver.    bit.ly/in-ShawnDeGroot 

http://bit.ly/in-ShawnDeGroot


Compliance Department 2008 Dashboard Measures for EffectivenessNO
.

COMPLIANCE ELEMENT/FOCUS
METRICS, & DATA COMPILATION & 

EVALUATION 
REPORT TO

REPORTING
FREQUENCY

CORPORATE 
STRATEGY/INITIATIVES AND 

GOALS

1 EDUCATION AND TRAINING Example of how to tie to Strategy

Compliance Type of activities:                                         
Required education and training - tracked by 
area

Compliance Report pulled from On-line system 
Measure: # Participants / # Total EE = %                       
Performance Met/didn't meet:% / #s;                                              

Executive 
Compliance 
Committee 
(ECC) 
BOD Committee 
and other

Quarterly and      
Annual

People - Invest in Our People - Satisfaction                             
1. Maintain a qualified workforce. 2. 
Demonstrate effectiveness and meet 
compliance program element "Education".

A
Annual Compliance: Refresher on DRA/FCA, 
Hotline/Reporting, COC, Privacy/Security,etc) 

Online training maintained in system - Education/Org 
Development maintain data and pull reports. Managers

Monthly reports 
distributed to 
managers

B

New Hire Compliance Training: Initial 
DRA/FCA, Hotline/Reporting, COC, 
Privacy/Security, etc.)

Live training and/or on-line system - Education/Org 
Development maintain data and pull reports. Managers

Monthly reports 
distributed to 
managers

C
Target Education - such as position specific 
and education identified as part of a CAP

Live: maintained in system. Participation/signature 
sheets sent to upload in the system by Education/Org 
Development and generate reports monthly. Managers

Monthly reports 
distributed to 
managers

D Evaluation of Education/training effectiveness
Online testing - pass/fail
Paper test results to be tracked in on-line system

Org 
Development 
evaluation Annual

2                                                                                                                 DETECTION, REMEDIATION AND ENFORCEMENT (Response and prevention of a pattern of issues)

Compliance type of activities: Identify if it 
is an
Investigations, response to 
payor/enforcement audits or 
investigations, screening, hotline, etc.

Compliance Report pulled from data base  
Performance CAP Met/didn't meet:% / #s;                            
Performance Participation and timely response to EA              

ECC
BOD Committee 
and other

Quarterly and       
Annual

Quality  - Evidence Based Medicine - 
Process Improvement -1.  CMS 
Indicators  2. Metric tracking;   Growth - 
Develop system awareness

A Method of Notification or Identification:            

# Hotline; Incident Report system; External agency; 
Payor; Direct report from employee; Customer; Exit 
interviews; Screening; etc.   

B Area: # Program, Dept. Division of occurrence/issue

C Types of issues: # Categories/Subcatagories 
Priority/Risk Level at: # High Med Low

D Outcome: 

#  Not Substantiated; Substantiated; Deficiencies found 
or not found; Significant (widespread) or Isolated;               
Response to payors or external agencies: timely or not;         
# repayments/overpayments and appeals



Compliance Department 2008 Dashboard Measures for EffectivenessNO
.

COMPLIANCE ELEMENT/FOCUS
METRICS, & DATA COMPILATION & 

EVALUATION 
REPORT TO

REPORTING
FREQUENCY

CORPORATE 
STRATEGY/INITIATIVES AND 

GOALS

E Corrective Action Plan: 

# Discipline (type); Develop or revise P&P; 
Develop/provide education; Self disclosure; Report; 
Repayment.                     # of CAPs requested; # of 
CAPS implemented and the                                                     
# of CAPS not responded to or addressed 
adequately/timely.

F Monitoring:
# Implementation of CAPs or other areas of risk for the 
organization

3                                                                  AUDITING AND MONITORING (testing of controls and remediation)

Compliance Type of Activity: Identify 
whether it’s a Audit or  Monitoring 

Compliance Report pulled from data base  
# of Audits & monitoring by area, type, priority and 
results   Performance Met/didn't meet:% / #s; 

ECC
BOD Committee 
and other

Quarterly and 
Annual

Finance- Improve Operating Efficiency - 
Process Improvement/Cost Containment           
1. Billing Accuracy

A
Type & purpose of identifying Audit or 
Monitor: 

# Identify specific standard and/or process; identify  
controls or CAPs being monitored

B Area: # Program, Dept. Division identified

C Purpose of Audit or monitor: # Categories & Subcategories
Priority/Risk Level at: # High Med Low

D Outcome of monitoring of CAPs: 

No opportunities identified; Opportunities Identied: 
Significant control weakness or isolated                                     
Distinguish CAPs monitored (internal vs. external 
oversight and outcome - met or didn’t meet)

4                                    STANDARDS OF WRITTEN CONDUCT & POLICIES
Compliance Type of Activity: Routine 
communication of written standards to 
workforce; Identify if it's response to a 
CAP. 

Compliance Report pulled from Policy, Procedure 
Management System (PPMS)                            
Performance Met/didn't meet: % /#s;  

ECC
BOD Committee 
and other

Quarterly and
Annual

Community - Increase Corporate 
Responsibility 1. Community Participation -
2. Community Commitment; 

A Compliance Policies and Procedures 
# of policies by area assigned
# of policies attested to within timeline

B Code of Conduct attestation
Current workforce: # attested/# of workforce;                                                                  
New workforce: # attested/# of new workforce 

C Confidentiality attestation
Current workforce: # attested/# of workforce;                                                                  
New workforce: # attested/# of new workforce

5                               RISK ASSESSMENT AND ANNUAL WORK PLAN

Evaluate & Assess Compliance Risk 

Compliance Report Pulled from Data Base:                      
# projects identified for work plan                                             
# to be resourced internally/externally or not at all               
Performance (oversight and participation in ECC 
meetings)

ECC
BOD Committee 
and other

Quarterly and 
Annual

Community - Increase Corporate 
Responsibility 1. Community Participation -
2. Community Commitment; 

A Purpose of Compliance Risk Assessment:            

# Payer/External Agency activities; Internal significant 
control or isolated weaknesses; New or revised 
regulations or standards, CAP, etc. 

B Area: # Program, Dept. Div. Risk Areas evaluated 

Priority/Risk Level at: # High Med Low 



Compliance Department 2008 Dashboard Measures for EffectivenessNO
.

COMPLIANCE ELEMENT/FOCUS
METRICS, & DATA COMPILATION & 

EVALUATION 
REPORT TO

REPORTING
FREQUENCY

CORPORATE 
STRATEGY/INITIATIVES AND 

GOALS

Define annual work plan Evaluate completion of projects and participation

6           EVALUATION OF COMPLIANCE EFFECTIVENESS 

Engagement/Participation/Completion           
Evaluate: engagement of the board, 
leadership and employees (include culture 
check)

Compliance Data pulled from data base, minutes, 
online education system and PPMS 

ECC 
BOD Committee 
and other

Quarterly and 
Annual

Community - Increase Corporate 
Responsibility 1. Community Participation -
2. Community Commitment; 

A
Executive Compliance Committee 
participation

Minutes and content of reports; charter expectation and 
evaluation of fulfillment of those requirements.

B
Board Compliance Committee 
participation and access to BOD

Minutes and reports; charter expectation, board duty of 
care and evaluation of fulfillment of those 
requirements.

C Compliance Risk Assessment

Completed;  Executive leadership and Board engaged 
to identify appropriate response and alignment of 
resources.

D Compliance Annual Work Plan

Completion of the assigned work plan projects (also a 
Executive Leadership/Compliance Committee 
participation).

E
Corporate compliance policies to address 
identified risk area

Completion and revision schedule of those policies 
(met or not met)

F Compliance Education/Training assigned Timely completion (# / %) (met or didn't meet)

G
Policies reviewed and attested to as 
assigned Timely completion (# / %) (met or didn't meet)

H Auditing and monitoring results

Audits: # identified, # completed successfully and # 
opportunities identified for CAPs verse # without 
findings.     Monitors: Same as above

I Detection, Remediation and Enforcement

Timely response to external agencies/payors;                    
External agency outcomes;                                                                               
Timely and successful completion of CAPs (external);                                                                       
Timely and successful completion of CAPS (internal);     
Timely and successful screening of 
workforce/contractors

Evaluation of Compliance & Ethics 
Program Effectiveness

Evaluate workforce knowledge, understanding and 
compliance program activities successes and 
opportunities 

ECC 
BOD Committee 
and other Periodic

Community - Increase Corporate 
Responsibility 1. Community Participation -
2. Community Commitment; 

A
Compliance & Ethics program 
effectiveness  (Independent)

Assess: 1. Workforce understanding of their 
responsibility to C&E, 2. level of comfort reporting, 3. 
perception of organizational culture,  4. effectiveness of 
elements above. 

Every three 
years

B
Compliance & Ethics program 
effectiveness (Internal)

 Assess:  1. Performance through annual review of 
compliance metrics.  2. Exit interviews  3. EOW 
Surveys; or other surveys 

Every
year



Compliance Department 2008 Dashboard Measures for EffectivenessNO
.

COMPLIANCE ELEMENT/FOCUS
METRICS, & DATA COMPILATION & 

EVALUATION 
REPORT TO

REPORTING
FREQUENCY

CORPORATE 
STRATEGY/INITIATIVES AND 
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COMPLIANCE & ETHICS: 
How can the CEO make the difference? 

By Joe Murphy  
 

Too many companies have made the headlines because of illegal and unethical conduct.  The 
cost to a company in terms of fines, penalties, reputation and lost business can be staggering.  
The individual costs to those involved can be shattering.  We hear much about the need for the 
right tone at the top, but what does this mean in practical terms? 
 
The following is just one list of ideas for executives to consider.  A creative executive, working 
with his or her compliance and ethics professional, can probably come up with many more, but 
this is offered as a pump primer to get the ideas flowing: 

 
1. Have a used, dog-eared copy of the company’s code of conduct on the top of 

your desk and be seen consulting it. 
2. Make sure the compliance & ethics officer has plenty of clout, including direct 

reporting to the board’s audit committee, and is professional and subject to 
strong professional ethical standards.   

3. At your senior executive meetings go around the table and have each senior 
officer report on what he or she had done specifically to promote the compliance 
& ethics program in his/her business unit.  Be sure the compliance & ethics 
officer is there to sort the wheat from the chaff in this discussion.  As is true for 
the CEO, just mouthing the right words counts for little, if anything.   

4. Insist that compliance and ethics be tied into the incentives and evaluations, 
including those for officers, in a meaningful way.  There are many ways to do this 
- SCCE has a whole white paper showing how: 
http://www.corporatecompliance.org/resources/documents/DRAFTwhitepaper-
BuildingIncentivesCompliance_WOappdx.pdf 

5. Be the model in your business decisions.  Turn down a trip offer from a vendor, 
pass on to the company a gift you received, reject a business deal if you think the 
ethical risks are too high.   

6. Be the model in the compliance program. Take the training first, do the safety 
walk-through, call the company helpline with a question, call and ask a field line 
manager about his/her role in the code of conduct roll-out and training.  Attend an 
SCCE program.   

7. Personally recognize outstanding compliance & ethics performance.  Personally 
insist on the toughest discipline when one of the top brass breaks the rules or 
threatens retaliation.   

8. Recruit a compliance & ethics officer from another company for your board’s 
audit committee.   

9. Get a truly independent outside review of your compliance & ethics program, with 
the results reported directly to the audit committee. 

10. Ask your company’s suppliers to embrace your commitment to compliance and 
ethics, and offer your company’s help for them to do this.   

11. Network with your peers in other companies on ways to promote compliance and 
ethics.   

 
 The Society of Corporate Compliance & Ethics (SCCE) exists to champion effective programs, to 
help companies act legally and ethically.   

 
For those who might be interested in working in this field, we have a new book on the subject 
called “Building a Career in Compliance and Ethics.” For more information about SCCE and to 
use the numerous resources we offer please visit the SCCE web site at 
www.corporatecompliance.org.   



<Project Name> 
Office of Systems Integration 

Corrective Action Plan 
<Date > 

 

CORRECTIVE ACTION PLAN (CAP) 
(Use one template for each incident) 

GENERAL INFORMATION 

Test Stage: Unit                      Functionality          Integration          System        Interface         
Performance        Regression            Acceptance        Pilot 

Specify the testing stage where the requirement was not met or the deficiency occurred. 

Incident 
Number: 

Specify the unique identifier assigned to 
the incident. 

Test Case Number: Specify the unique test 
case number. 

Test 
Description: 

Describe the items being tested, such as versions or revision levels. Describe environmental 
attributes in which the testing is being conducted. 

Requirement not 
met: 

Describe the requirement and/or deficiency that were not successfully completed during a testing 
stage. Identify the requirement number and details from the Requirements Traceability Matrix. 

Results of 
Incident 
Correction Re-
Test: 

Pass     Fail Re-Test Case 
Number, if 
applicable: 

Specify the unique 
test case number. 

Date of Incident 
Correction  
Re-Test: 

mm/dd/yy 

INCIDENT 

How was the 
Incident 
Identified: 

Describe how the incident was indentified during the test stage. 

Incident 
Description: 

Describe the incident, in detail. 

APPROACH TO COMPLIANCE 

Corrective 
Action: 

Describe the necessary steps to correct the incident. 

Roles and 
Responsibilities: 

Describe each project team member and stakeholder involved in the correction and re-test, and 
identify their associated responsibilities for ensuring the test is executed appropriately. 

<OSIAdmin #7345>      1 



<Project Name> 
Office of Systems Integration 

Corrective Action Plan 
<Date > 

 

Interim 
Activities (until 
compliance is 
reached): 

Describe any processes or procedures that need to be followed until the incident is corrected. 

Approval of 
Approach: 

Describe the approval process required for the correction of the incident. 

SCHEDULE FOR COMPLIANCE 

Major 
Milestones: 

Provide the milestones and dates for the correction of the incident.  

Dependencies: List any dependencies to other tests, tasks, projects, etc. 

COST OF COMPLIANCE 

Time: List any additional cost in time due to the correction of the incident. 

Resources: List any additional cost in resources due to the correction of the incident. 

Fiscal Impact: List any additional fiscal impact due to the correction of the incident. 

CONCLUSION AND NEXT STEPS 

Checkpoints: Designate checkpoints to ensure the correction of the incident. 

Re-assessment 
of Incident: 

Describe the steps required to re-assess the incident once it has been corrected and re-tested. If the 
re-test is unsuccessful, include how this open incident will be handled. If the incident cannot be 
corrected, describe how it will be dealt with. Include any timeframes, if appropriate. 

Approvals and 
Certification of 
Compliance: 

Describe the approval required for the re-assessment/certification of compliance once the incident 
has been corrected and re-tested successfully. 

Formal Review 
of Status: 

Describe the steps necessary for a formal status review of the correction of the incident. 

 

<OSIAdmin #7345>      2 



HEALTH CARE 
COMPLIANCE 
ASSOCIATION 
 

5780 Lincoln Drive · Suite 120 · Minneapolis, MN 55436 · 888/580-8373 · www.hcca-info.org 
 
January 24, 2003 
 
 
Dear HCCA Colleagues: 
 
On behalf of the HCCA Board of Directors and the many volunteers from across the country who served on the 
HCCA Compliance Performance Measurement Initiative Task Force and its Steering and Drafting Committees, 
we are pleased to announce the release of the following document, “Evaluating and Improving a Compliance 
Program, A Resource for Health care Board Members, Health care Executives and Compliance Officers.”  
This resource is now available to all HCCA members and other interested parties on the public section of the 
HCCA website at www.hcca-info.org.   
 
This document is the product of an extensive collaborative process and reflects hundreds of volunteer hours of 
research, meetings, drafting, collaborative discussions, decades of collective professional experience, as well as 
the important feedback received from the HCCA membership through surveys, interactions at meetings and 
finally, through comments received during a 45-day review and comment period. 
 
We trust that this document will provide added value by identifying and sharing information and best practices 
regarding the operation and evaluation of compliance programs.  While principally developed for the benefit of 
HCCA members, this reference is intended to be a useful guide to all health care compliance professionals.  
Nevertheless, it is important to note that this document is not intended nor should it be used as a “cookbook” or 
“list of standards.”  One size certainly does not fit all.  As a reference, you should use and tailor this information 
to meet the specific needs of your organization and to better inform your board members, senior management and 
executives. 
 
This document will also serve as the foundation for the next steps in HCCA’s continued efforts to provide 
practical tools to you, our members, to assess the performance of compliance programs within health care 
organizations.   Recognizing the complexity and variety of compliance issues within different health care industry 
sectors, the HCCA Board has assigned the task of developing specific performance measurement tools for 
different health care industry sectors to the HCCA Compliance Focus Groups (CFG’s), e.g., Health Systems CFG, 
Home Health CFG, Pharmaceutical CFG, etc.  The CFG’s will provide an appropriate and useful forum to attract 
volunteers and their ideas to tailor and customize these tools to fit specific industry sector needs. 
 
We encourage you to volunteer your time and ideas and join the CFG that represents your sector of health care. 
Become part of the solution – join a CFG today!  For more information on HCCA’s CFG’s, please contact Tracy 
Hlavacek at (888) 580-8373, via email at tracy.hlavacek@hcca-info.org, or visit the HCCA website at hcca-
info.org. 
 
 
With best regards, 

 
 

L. Stephan Vincze, J.D., LL.M., CHC    Sheryl Vacca 
Chairman, Compliance Performance Measurement    Immediate Past President, HCCA 
Initiative Task Force       Chair, Drafting Committee 
Chairman, HCCA Pharmaceutical Compliance Focus Group HCCA Board Member  
HCCA Board Member        
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PREAMBLE 
 

The goal of the HCCA Compliance Performance Measurement Initiative is to improve the quality and 
effectiveness of compliance programs by identifying and sharing information regarding the operation and 
evaluation of compliance programs.  
 
Due to the complexity and volume of health care regulations and the relative infancy of compliance 
programs in health care organizations, management and governing bodies frequently have questions about 
compliance programs.  Are we focused on the right issues?  Is the program addressing our principal risks?  
How much should we spend?  Are we deriving maximum value from our efforts?  How do we evaluate 
the quality and effectiveness of our program?  While this document does not provide definitive answers to 
these questions, it is intended to assist governing bodies, management teams, and compliance officers in 
health care organizations in evaluating and improving compliance activities.  In short, this document is 
provided by the HCCA as a tool to help an organization determine whether the resources it devotes to 
compliance are effectively, efficiently and appropriately utilized. 
 
Simply stated, the objective of a compliance program is to create a process for identifying and reducing 
risk and improving internal controls.  Stated another way, from a legal enforcement standpoint, an 
effective compliance program reduces the likelihood that an organization will be found to have recklessly 
disregarded or deliberately violated the law.  The aim of this document is to be a fluid guide to common 
indicators and recommended best practices for compliance programs, not a collection of rigid standards. 
In rare instances we have taken the position that a particular action or practice is an essential component 
of an effective compliance program.  In most instances however, what the organization is advised to do 
depends on its size, resources, business activities, and past behaviors.  We recognize and emphasize that 
“one size does NOT fit all.”  Compliance activities are best tailored to the unique needs and risks of the 
organization.  The common indicators identified in this document will not be applicable or appropriate for 
every organization and even those common indicators that are relevant may need to be adjusted or 
modified by the organization to achieve the objective of compliance.     
 
Nevertheless, investigative and enforcement entities have consistently stated that a compliance program 
should be judged, at least in part, by how it compares to programs of similarly situated organizations.  
The HCCA believes that this document will help governing bodies, management teams, and compliance 
officers effectively evaluate compliance programs and serve as a useful tool in the effort to improve the 
quality and efficiency of compliance activities. 
 
While the HCCA initiative is conducted principally as a benefit and service to HCCA members, the work 
of this initiative will be shared with other interested public and private parties in a sincere effort to 
promote greater understanding and progress in the field of health care compliance.   
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Introduction 

 
We live and operate in an era of risk.  Nowhere is this truer than in the health care industry.  While we 
have decades of experience in the development of programs to address risks associated with patient care, 
infectious diseases, workplace injuries, and natural disasters, most health care organizations have only 
recently recognized the seriousness of the risk posed by non-compliance with the complex laws that 
govern business practices in health care, like the False Claims Act, fraud and abuse, tax and antitrust 
laws.  Many organizations have begun implementing compliance programs to address these risks and to 
answer new challenges like those posed by the Health Insurance Portability and Accountability Act, 
“HIPAA.”   Recent, highly publicized failures of corporate governance have raised questions regarding 
the role of governing bodies and increased the emphasis on promoting and enhancing board oversight. 
 
Compliance programs play an important role in helping health care organizations fulfill their obligations 
to public and private payers, shareholders or bondholders, and the community at large.  Health care 
organizations have recognized that such programs are important because the regulatory environment in 
which we operate is exceedingly complex, and we have a fundamental obligation to our patients and the 
public to ensure that our participation in government and private reimbursement systems and the 
operation of our health care organization is consistent with applicable laws and regulations.   

 
What Is A Compliance Program? 

 
In its simplest terms, a compliance program is a systematic process aimed at ensuring that the 
organization and its employees (and perhaps business partners) comply with applicable laws, regulations, 
and standards.  In the context of health care, it usually includes a comprehensive strategy to ensure the 
submission of consistently accurate claims to federal, state, and commercial payers.  It frequently includes 
an effort to adhere to other applicable laws and regulations relating to the delivery of health care products 
and services.  Some programs go beyond these areas and address antitrust, environmental, tax and other 
laws as well.  However, the principal focus of most compliance programs is on health care specific laws.  
 
In a general sense, a compliance program has two basic components - structural and substantive.   

 
x The structural component includes the basic framework necessary to build and operate an effective 

compliance program.  The structural component includes those elements articulated by the Office of 
the Inspector General as necessary elements of a compliance program.  These elements would 
typically be included in any compliance program, regardless of the substantive legal or regulatory 
issues the organization is trying to address.  Generally, a program would include standards (policies 
and procedures), high-level oversight, reporting, employee screening, education, auditing/monitoring, 
enforcement and prevention. 

 
x The substantive component relates to the specific body of substantive law (Medicare, Medicaid, anti-

kickback, Stark, insurance, ERISA, tax, antitrust, environmental, privacy, etc.) with which the 
organization is attempting to comply.  Organizations frequently develop policies and education 
programs that explain to affected employees the obligations that the law imposes upon them in the 
performance of their particular job function.  For example, if the Medicare program requires patient 
care providers to document patient care and treatment, an organization would seek to ensure that its 
patient care staff understands the documentation requirements.  Similarly, where services must be 
provided by properly licensed and approved providers, care would be taken to ensure that providers 
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are properly qualified and enrolled. Also, health plans comply with laws governing mandated 
benefits, appeals and grievance procedures and timely claims payment.  

 
A compliance program is much more than a policy communicating the organization's intent to comply 
with the applicable laws.  In order to be effective, the compliance program must be designed in a manner 
which:  
 
x Addresses the organization's business activities and consequent risks; 
 
x Educates those persons whose jobs could have a material impact on those risks; 
 
x Includes auditing and reporting functions designed to measure the organization’s actual compliance 

and the effectiveness of the program, and to identify problems as quickly and as efficiently as 
possible;  

 
x Provides for the prompt remediation of problems which are identified; and  
 
x Contains enforcement and discipline components that ensure that employees take seriously their 

compliance responsibilities. 
 

Creating an effective compliance program requires the commitment of the organization to comply with 
applicable laws.  It also requires a systematic effort (scaled to the size, resources, and complexity of the 
organization) to understand its principal legal obligations and risks and to make employees aware of how 
the relevant laws and risks impact the performance of their job functions.  In addition, employees will be 
made aware of their obligation to be an active participant in the organization's compliance effort.   
 
Compliance Program Foundation 
   
In its various guidance documents, the Office of the Inspector General, “OIG,” has spoken authoritatively 
on the basic elements of an effective compliance program.  The Federal Sentencing Guidelines have 
defined an effective compliance program as "a program that has been reasonably designed, implemented, 
and enforced so that it generally will be effective in preventing and detecting criminal conduct."1  Clearly, 
this requires more than just policy statements reminding employees of their obligation to obey the law.  In 
fact, the Sentencing Guidelines discuss seven elements of a compliance program. 
 
1. Compliance Standards “The organization must have established compliance standards and procedures 

to be followed by its employees and other agents that are reasonably capable of reducing the 
prospect of criminal conduct."  Comment 3.(k)(1). 

 
2. High Level Responsibility "Specific individual(s) within high level personnel of the organization 

must have been assigned overall responsibility to oversee compliance with such standards and 
procedures."  Comment 3.(k)(2).   

 
3. Trustworthy Individuals  "The organization must have used due care not to delegate substantial 

discretionary authority to individuals whom the organization knew, or should have known through the 
exercise of due diligence, had a propensity to engage in illegal activities."  Comment 3.(k)(3).   

                                                      
1 Federal Sentencing Guidelines, §8.A.2.Comment 3. 
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4. Education "The organization must have taken steps to communicate effectively its standards and 

procedures to all employees and other agents, by requiring participation in training programs or by 
disseminating publications that explain in a practical manner what is required." Comment 3.(k)(4). 

 
5. Monitoring and Auditing  "The organization must have taken reasonable steps to achieve compliance 

with the standards, by utilizing monitoring and auditing systems reasonably designed to detect 
criminal conduct by its employees and other agents and by having in place and publicizing a reporting 
system whereby employees and other agents could report criminal conduct by others within the 
organization without fear of retribution."  Comment 3.(k)(5). 

 
6. Enforcement and Discipline  "The standards must have been consistently enforced through 

appropriate disciplinary mechanisms, including, as appropriate, discipline of individuals responsible 
for the failure to detect an offense.  Adequate discipline of individuals responsible for an offense is a 
necessary component of enforcement; however, the form of discipline that will be appropriate will be 
case specific."  Comment 3.(k)(6). 

 
7. Response and Prevention  "After an offense has been detected, the organization must have taken all 

reasonable steps to respond appropriately to the offense and to prevent further similar offenses -- 
including any necessary modifications to its program to prevent and detect violations of law."  
Comment 3.(k)(7). 

  
Evaluation and Measurement  

 
In recent years compliance professionals Boards and executive leadership of organizations that have 
implemented compliance programs, and enforcement officials who have an interest in compliance 
effectiveness have all wrestled with how to evaluate an organization’s compliance efforts.  Due to  the 
relative infancy of such programs there is scant data of measurable and objective criteria on which to 
build an evaluation process. 
 
As a practical matter, and in order to create a starting point for efforts to improve the quality and 
efficiency of compliance programs, we believe that a compliance program can be evaluated by analyzing 
two dimensions:  effort and outcomes. 
 
Effort is the time, money, resources and commitment that an organization puts into building and 
improving a compliance program.  While effort by itself will not guarantee compliance, it is unlikely that 
outcomes will improve if the organization devotes inadequate time and resources to the task.  Particularly 
in the first several years of a program, effort is one measure of effectiveness that an organization can use 
to assess its compliance program.  How do the resources devoted to the program compare to similarly 
situated organizations (size and complexity)?  Are we addressing the issues that create the greatest risk for 
similar organizations engaged in similar activities?  Are we promptly refunding overpayments?  Have we 
addressed the issues that the OIG has identified in its guidance documents?    

 
Outcomes are the impact that our efforts have on our level of compliance. As the compliance program 
matures, the principle measure of effectiveness moves from effort to outcomes.  If our processes are 
appropriate, patients receiving non-covered services in an outpatient setting will have first received an 
Advanced Beneficiary Notice or “ABN”.   If our education efforts are adequate, coding will improve over 
time.  If our screening is consistent, the frequency with which we discover that we have employed or 
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contracted with an excluded individual decreases.  If our processes are adequate we will have fewer 
instances where employees fail to receive required training.  Our claim denial rates will decline, the 
number of payments to physicians without an appropriate contract will fall, and we will consistently have 
documentation that supports the claims we have submitted. 
 
Obviously, progress will not always be linear.  Staff turnover or personnel shortages will occur, 
something will fall through the cracks, the rules will change, new reimbursement methodologies will be 
adopted (APCs, RUGs, Home Health PPS, Medicare + Choice), new rules will be adopted (Stark), and 
new laws will be enacted (HIPAA). Each of these events may temporarily slow our improvement.  
Similarly, efforts will not always be perfect.  An issue may be overlooked, an employee may ignore the 
rules, or systems may temporarily fail us.  In these instances we must show that we have moved promptly 
to address an issue we missed in the past, appropriately disciplined the individual who disregarded the 
rules, and corrected the mistakes caused by human error or system failure. 
 
However, a compliance program that cannot demonstrate improvement in mitigating risk areas cannot be 
deemed effective. Many providers are beginning to develop measurement tools to objectively evaluate 
compliance programs.  This document reflects some of the benchmarks or indicators that are in use and 
the HCCA will continue to gather and share these tools with the health care industry.  In doing so, it is our 
goal to improve the quality and efficiency of compliance programs in the organizations we are honored to 
serve. 
 
Scalability 
 
Provider groups and representatives are understandably concerned about the time and effort required to 
implement, maintain and improve a compliance program.  In many segments of health care, margins are 
razor thin if they exist at all.  Providers are struggling with new government mandates, declining 
reimbursement, increasing numbers of uninsured, professional shortages, and technology challenges.  The 
resources that an organization can devote to a compliance program are directly linked to both its size and 
its margins.   
 
While many of the specific activities discussed in this document – and even in the federal guidance 
documents noted above – are relevant to most organizations, we recognize some activities will not work 
in all organizations.  For example, comment 3(k)(5) suggests that organizations must have reporting 
systems, which employees and other agents may utilize “…without fear of retribution.”  The OIG 
suggests, and many organizations utilize, hotlines (staffed either internally or externally) designed to 
preserve the anonymity of callers.  As a practical matter, anonymity is difficult if not impossible in the 
context of a small physician practice, which employs only a handful of people.  Even if the caller did not 
identify himself or herself, it is unlikely that the members of the clinic would not be able to identify the 
source of the call.  However, while anonymity may be a good idea in many contexts, the important 
element is that the clinic has a process in place, which encourages employees to articulate their concerns 
(e.g., through a suggestion/question box).  The clinic should also have a mechanism to reasonably 
evaluate and address the concern, and a culture that assures employees do not suffer retaliation as a result 
of participating in the process.  
 
In short, with rare exceptions, the components of an effective compliance program described in this 
document can be altered if they are not relevant to the organization or if they are impractical given the 
organization’s size and structure.  This document frequently suggests multiple alternatives for achieving a 
specific objective.  Finally, this is the HCCA’s initial effort in this regard, but certainly not the last.  
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Accordingly, this reference should be used as a “living document”—one that will evolve over time with 
advances made and lessons learned in the compliance profession.  This document has been formally 
issued by the HCCA only after the HCCA Board, HCCA members, other interested persons and 
organizations, and government had a meaningful opportunity to review the document, provide comments 
and feedback and participate in collaborative discussions about how to make the document more useful.   
We fully expect that the quality and utility of this document will improve as we continue to gather 
information and comments from our members and other interested persons, review our practices, measure 
our programs and improve our understanding of the laws, our organizations and our profession. 
 
Questions are frequently raised regarding the respective roles of the Compliance Officer, management, 
and the Board of Directors (or relevant Board committee) in the compliance process.  The HCCA believes 
that it is the Compliance Officer’s job to oversee the development and/or implementation of the 
compliance program, to monitor adherence to the program, and to assess the impact of the program on the 
organization’s compliance (outcome).  These duties would include the program structure, content, 
education programs, monitoring processes and other pieces of the program working with those in 
operations in the organization and appropriate resources (e.g., legal, human resources, procurement, 
billing, coding, reimbursement, and accounts payable) within and/or outside the organization. In an era of 
resource constraints, it is also the Compliance Officer’s job to ensure that the program developed is as 
efficient as possible. 
 
The role of management is to ensure that the Compliance Officer is provided adequate resources (taking 
into consideration the organizations size, risk, and resources) and to ensure that the program, once 
developed, is effectively implemented.  Fundamentally, it is management’s job to ensure that the program 
developed by the compliance function is properly implemented. 
 
The role of the Board is to ensure that the organization has implemented a compliance program that is 
reasonably calculated to be effective.  One purpose of this document is to help the Board (and 
management) understand the components of an effective compliance program and enable the Board to 
more intelligently and efficiently fulfill its responsibility. 
 
We hope that the document is useful.  If you have questions, suggestions or concerns, you can 
provide your comments to the HCCA at the following address: Attention Tracy Hlavacek, HCCA, 
5780 Lincoln Drive, Suite 120, Minneapolis, Minnesota 55436. 
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Indicator #1 – Policies and Procedures 
 
A. Rationale 
 
In order to effectively operate a compliance program, an organization must generally develop written 
standards, policies and procedures designed to address its principal risks.  These written standards 
communicate organizational values and expectations regarding employee behavior, explain the operation 
of the compliance program, clarify and establish internal standards for compliance with laws and 
regulations, and help employees understand the consequences of non-compliance to both the organization 
and the individual. 
 
Health care law and regulations are very complex.   Providers and other health care organizations must 
comply with thousands of pages of laws, rules, manual provisions and other requirements that are specific 
to health care alone.  Most health care organizations must also comply with the same tax, antitrust, 
employment, environmental and other laws that apply to business organizations generally.   
Meeting this obligation is most effectively accomplished in organizations that have developed policies 
designed to guide employee conduct.    These policies will distill relevant laws and regulations into clear, 
understandable direction for employees.  They will help focus the employee’s attention on the principal 
compliance pitfalls or risks the organization faces. 
 
B. Relevant Issues 
 
Building an effective compliance program does not require the development of hundreds or even dozens 
of policies and procedures.  However, most compliance programs include policies and procedures that fall 
into three broad categories: (i) a Code of Conduct; (ii) policies relating to the operation of the compliance 
program; and (iii) policies addressing the organization’s principal legal (substantive) risks. 
 
The Code of Conduct is typically a document that sets forth in general terms the organization’s 
commitment to comply with the law.  It varies from one or two to more than 30 pages in length.  It 
frequently includes statements or guidelines addressing the organization’s principal legal risks, 
expectations relating to employee conduct, information regarding the organization’s compliance program 
and instructions on how an employee can access the organization’s reporting mechanisms (see Indicator # 
3).  It may outline fundamental expectations regarding employee behavior applicable to all employees.  It 
is typically distributed to all employees upon commencement of employment.   
 
Operational policies and procedures address the operation of the compliance program itself.  Policies may 
address issues such as the compliance reporting structure in the organization, compliance education 
requirements, the operation of the hotline or other complaint mechanisms, how the organization will 
investigate complaints or problems, and how the organization will institute remediation efforts when 
issues are identified.   
 
Substantive policies address the principal legal risks of the organization.  As noted above, the volume of 
laws applicable to health care organizations is immense, and precludes policies on every issue.  
Consequently, most health care organization policies are focused on addressing applicable risk areas that 
have already been identified in the context of OIG guidance, fraud alerts, OIG workplans, or frequent 
enforcement actions.  Organizations may also develop policies in response to specific issues identified in 
the course of the organization’s own audits, investigations or other reviews and assessments.   
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C. Implementation 
 
Policies and Procedures 
 

1. The organization develops policies and procedures designed to address its principal business risks.   
 

x The organization has evaluated its principal risks. 
 

x The organization’s policies address issues identified in guidance documents (e.g., OIG guidance, 
fraud alerts) or enforcement actions by the OIG and other government agencies whose legal 
requirements are applicable to the organization. 

 
x The organization’s policies address previously identified serious weaknesses in its practices. 

 
2. The organization develops policies that describe how the organization’s compliance program 

operates and the consequences of non-compliance. 
 
x The organization has developed and distributed a Code of Conduct or similar document to all 

employees. 
 

x The organization has communicated alternative complaint mechanisms to employees. 
 

x The organization has a process in place to promptly address and rectify employee non-
compliance. 

 
3. The organization ensures that relevant employees and agents are promptly oriented to applicable 

new and revised policies and procedures. 
 

x The organization ensures prompt orientation to applicable policies for new employees. 
x The organization ensures prompt distribution of revised policies to existing employees. 

 
4. The organization’s policies and procedures are periodically reviewed and are updated to reflect 

changes in laws, regulations or processes. 
 

5. The organization monitors adherence to its policies and procedures (See Indicator #4). 
 

x The organization reviews policies and procedures at regular intervals. 
 
x The organization has a process to monitor significant changes in law and modify policies as 

appropriate. 
 

6. The organization appropriately disciplines employees who do not adhere to the organization’s             
policies or procedures (See Indicator #5). 

 
D. Role of Compliance Officer, Management and Board 
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1. Compliance Officer:  advises organization on policies that may be required; oversees 
development, distribution and implementation of policies; assures that policies accurately and 
effectively communicate legal and regulatory requirements; periodically reviews policies and 
initiates needed updates. 

 
2. Management:  provides adequate resources (taking into account the organization’s size, risk, 

resources and scope of the compliance program); participates in policy development to assure 
that policies will be consistent with operations and capable of being implemented and followed; 
implements policies by conforming operations to policy requirements. 

 
3. Board:  may serve as originator or final adopter of some written standards, such as the Code of 

Conduct (Compliance Officer will generally develop for the Board’s approval and adoption); 
may monitor to assure that legal risks are addressed.  

 
E.  Evaluation and Measurement  
 
 1.  Effort 
 
   x Do policies and procedures exist for relevant topics and areas? 
 

x Has a risk assessment been completed to identify the relevant risk areas? 
 

   x Are the policies comprehensive? 
 

x Are policies understandable and capable of being fully applied? 
 

   x Have the requirements of the policies and procedures been communicated to employees? 
 

x Have any audits been conducted to monitor compliance with the policies and procedures? 
 
 2.  Outcome 
 
   x Have audits revealed fewer errors in areas where policies have been implemented?  
 
   x Upon testing, are the internal controls established by policies working? 
 

x When interviewing employees during an audit or review, do they understand what the policies 
require? 
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Indicator #2 – Ongoing Education and Training  
 

 A. Rationale 
 

 Internal standards in the form of a Code of Conduct and compliance policies are useful in initiating the 
process of explaining health care laws and regulations, and establishing processes for compliance within 
an organization.  However, to promote understanding of these internal standards and of the requirements 
of external laws and regulations, an organization’s compliance program should include an active 
education and training program.  An effective compliance training program will generally provide 
ongoing education and training specifically designed for management employees, non-management 
employees, and non-employed business associates.  Training will generally be designed to provide an 
overview of compliance program activities and requirements that is appropriate to the audience (e.g., 
information needed by management is generally distinct from that needed by non-management 
employees).   Specific training is generally also provided to address legal and regulatory requirements that 
impact the performance of each significant category of job function within the organization (e.g., 
physicians, billing staff, admission staff), and provides information on how to raise questions.   
 
The existence of an education and training program is an important component of compliance programs 
for a number of reasons, including the following: 
 

x To promote understanding of and compliance with relevant federal, state and local laws and 
regulations. 

 
x To enable implementation of the compliance program’s policies and procedures and ensure 

that employees understand their role in the compliance process. 
 

x To demonstrate the organization’s commitment to compliance and ensure that commitment is 
carried out throughout the organization. 
 

x To communicate the effect that industry standards and governmental requirements have on an 
organization’s business activities and to improve skills for identifying potential compliance 
issues. 
 

The overall benefit to an organization from an ongoing compliance education and training program is 
constant reinforcement of an organization’s commitment to compliance and the expectation that everyone 
working for or affiliated with the organization is an integral part of the compliance effort.  In addition, 
employees develop an understanding of the legal and regulatory requirements that most directly impact 
their specific job function. 
 
B. Relevant Issues 
 
Education and training programs typically include information regarding how the organization’s 
compliance program operates (structure) and as well as information on specific laws and regulations (e.g., 
reimbursement, coding, prompt payment requirements, etc.) that impact the organization (substantive).  
Education also frequently includes a discussion of the consequences of non-compliance, (e.g. recoupment, 
fines, penalties, exclusion) for both the organization and the individual. 
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C. Implementation 
 
 1.  Common Structural Education Topics 
 

x Why the organization is implementing the compliance program 
 

x The organization’s commitment to compliance 
 

x The necessity of adhering to the organization’s policies and procedures as well as applicable 
laws and regulations 

 
x The duty of employees to report concerns or misconduct 

 
x A description of the organization’s compliance program including reporting/complaint 

mechanisms and the organization’s commitment to non-retaliation 
 
 2.  Substantive Education Components 
 
   In the health care delivery, context education should include, a description of key substantive 

laws and regulations that affect the employee’s job function.  This education obviously varies for 
different employee groups but frequently includes information on such topics (as applicable and 
by way of example only) as: 

 
   x admitting/registration requirements   x medical necessity 
   x documentation requirements  x charge entry risks 
   x privacy/confidentiality issues  x coding requirements 
   x coverage and billing rules  x EMTALA 
   x cost report preparation  x licensure/qualification requirements 
    
   In addition, employees are typically provided with information regarding the consequences of 

violations of the various laws (e.g., false claims act(s), Stark, anti-kickback) that may be imposed 
on individuals or organizations.  This typically includes discussion of fines, penalties, exclusion 
and other remedies that may be imposed on an offending entity or individual. 

 
   Those individuals in the management/administrative roles or those involved in negotiating, 

drafting or administering arrangements with other providers or business partners are also 
frequently provided education regarding laws which may impact provider relationships with 
referral and payment sources as well.  These may include (as applicable and by way of example),  

   anti-kickback laws, Stark laws, tax laws, and other laws. 
 
   Compliance training strategies include the entire range of traditional and emerging education 

programs.  Lectures, videos, interactive CDs or Internet training, and other self and group study 
methods are utilized.  These training sessions typically are part of an ongoing process and 
repeated on a regular cycle.  Training sessions typically occur for both new and existing 
employees with appropriate revisions to the training content as the rules change or at regular 
intervals.  The frequency of the training or length of the training interval depends on the 
directness of the link between the employees’ job and principal risks of the organization, the 
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frequency of rule changes in the context of the employee’s job functions, and the level of non-
compliance in the particular area to which the education applies. 

 
   Education can be one of the most expensive components of a compliance program.  In addition, 

development of education and training programs can be difficult as some organizations lack the 
expertise to develop those training programs internally.  However, for the small organization 
there are a number of resources where education can be obtained free of charge or at relatively 
nominal prices.  In addition, hospitals and other larger providers are frequently willing to assist 
the small physician practices in a community in compliance education efforts, a practice 
encouraged by the OIG in its compliance guidance for hospitals.  

 
D. Role of Compliance Officer, Management and Board 
 

1. Compliance Officer:  develops training programs that suit the unique needs of the organization, 
assuring that training accurately reflects and communicates legal and regulatory requirements; 
develops and implements tracking mechanisms to document attendance at and/or completion of 
required training. 

 
2. Management:  provides necessary funding to support compliance training program; enforces 

training requirements among the organization’s staff; provides necessary accountability measures 
to support the mandatory nature of compliance training requirements. 

 
3. Board:  reviews periodic (e.g., annual) reports on status of completion of compliance training 

requirements throughout the organization; periodically reviews compliance training plan to 
confirm that necessary training is being provided. 

 
E.  Evaluation and Measurement  
 
 1.  Effort 
 

 x Organizational policies require employees to receive periodic training and education regarding 
the organization’s compliance program. 

 
 -  Percentage of employees who receive training regarding the organization’s compliance    

program promptly following commencement of employment. 
 

-  Percentage of employees in higher risk roles who receive specific, job related education 
designed to reduce the incidence of non-compliance in the department or function at 
intervals established by the provider. 

 
x The organization evaluates the roles of its agents and provides education (or requires the 

agent’s organization to provide education) if such agents directly impact the organization’s 
compliance. 

 
x The organization can demonstrate it has evaluated the role of non-employee agents and 

contractors and assessed the need to ensure they are adequately trained. 
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x The organization has a plan to train those non-employee agents or contractors who are 
determined to need training. 

 
x The content of the education and training addresses the operation of the compliance program 

and the substantive legal issues that most directly impact the organization’s risk and the 
employee’s duties. 

 
  - The organization has engaged in an assessment of its most significant risks  by 

reviewing applicable OIG guidance, fraud alerts and work plans, through consultation 
with health care counsel or other experts, or by some other mechanism (consistent with 
the organization’s size and resources) reasonably calculated to identify its principal 
risks. 

 
  - The organization has a process to monitor changes in laws and regulations relating to 

its greatest risk areas and modifies education content as appropriate. 
 
 x The organization assesses the effectiveness of its education efforts by utilizing tests, which 

evaluate employee comprehension and measure impact on job processes, or some other 
mechanism designed to ensure the training is effective. 

 
  - Failure to fulfill compliance education requirements is grounds for an employee’s 

discipline up to and including termination. 
 

x The organization consistently ensures that employees complete required education and takes 
appropriate steps where employees do not. 

 
2. Outcome 

   
x The organization has documentation that training and education of employees has occurred. 
  
x The organization and its Compliance Officer have documentation that proves that policies and 

procedures and the Code of Conduct have been distributed to all applicable employees.  
Frequently, organizations will have a tear out sheet in the back of the Code of Conduct and will 
request that individuals simply sign the form and send it to the Compliance Officer upon receipt 
of the Code of Conduct. 

 
x There is documentation in employee files showing discipline for employees who do not 

complete training or who do not return the receipt of the Code of Conduct. 
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Indicator #3 – Open Lines of Communication 
 
A. Rationale 
 
Compliance programs operate most effectively in organizations that encourage employees and business 
partners to report suspected wrongdoing so that it can be investigated and properly addressed.  An 
organization’s compliance efforts will be less effective if only a small number of individuals are willing 
to confront impropriety, than if the majority of employees are empowered to report their concerns.  As an 
organization increases its numbers of employee-watchdogs, it will be better able to identify possible 
violations early and more immediately initiate investigation, determine the materiality of violations and, if 
necessary, implement the appropriate corrective action.  An organization that encourages open 
communication will be more effective at identifying risk areas on which to concentrate its performance 
improvement efforts. 
 
To achieve an open environment, employees at every level of the organization must believe that their 
good faith report of possible non-compliance will be taken seriously.  They must be assured that the 
organization will not tolerate retaliation.  They must be confident that if an investigation confirms 
impropriety, it will be appropriately addressed.  Creating an environment where open communication 
about suspected misconduct is encouraged often requires ongoing affirmative efforts by those with 
leadership responsibility for the compliance program. 
 
B. Relevant Issues 
 
The creation and maintenance of mechanisms to encourage and facilitate candid communication are 
frequently components of an effective compliance program.  The following issues are generally 
considered and addressed in an organization’s compliance program strategy: 
 

x Creation of an environment in every segment of the organization within which employees feel free 
to report concerns, questions, and instances of improper conduct without fear of retribution or 
retaliation. 

 
x Provision of a mechanism for confidential or anonymous reporting for employees who are 

uncomfortable reporting concerns to a supervisor or to the compliance officer. 
 
x Tracking, documentation and oversight mechanisms to ensure that reports of suspected non-

compliance are fully and timely investigated and addressed. 
 

x Mechanisms to assure that management and the board are properly and regularly apprised of, and 
can take appropriate action on, issues identified in investigations that resulted from reports of non-
compliance. 

 
The clearly articulated expectation of open communication needs to permeate all levels of the 
organization.  Board members, executive leadership, and the Compliance Officer need to promote the 
message that they expect everyone to adhere to a “culture of compliance” and give the assurance that 
reported issues and concerns will be acted upon. 
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C. Implementation 
 

 1. Creating a Culture of Open Communication.  To create a culture of open communication, 
organizations typically address some or all of the following issues in compliance program 
literature, organizational policies, training programs or otherwise: 
 

   x Organizations often require employees and other associates at all levels of the organization to 
report compliance concerns, significant legal risk questions, and suspected or actual 
misconduct, and to allow this reporting requirement to be satisfied by a report to a supervisor, a 
compliance officer, or to the organization’s confidential reporting mechanism. 

 
x Organizations with compliance programs communicate and publicize the existence, intent, 

process, and mechanisms available for raising compliance concerns. 
 
x Communication mechanisms used for clarification (both external and internal), questions or 

education can be the same mechanisms as those used for reporting potential concerns and 
issues. 

 
x Compliance programs typically explain how employees and those affiliated with the 

organization can expect reported concerns to be handled.  
 
   x The Compliance Officer and compliance department staff often publicize their availability to 

receive reports of non-compliance from employees and others affiliated with the organization. 
 

x Managers and supervisors receive formal communication on their responsibility to respond 
appropriately and honestly when possible wrongdoing is brought to their attention.  They are 
often trained on how to respond to questions and concerns and their responsibility to relay 
reports of non-compliance to the Compliance Officer. 

 
x Generally organizations adopt, publicize and enforce a no-tolerance policy for retaliation or 

retribution against an employee or associate who reports suspected compliance violations or 
misconduct. 

 
2. Establishing Confidential/Anonymous Reporting Mechanisms.   

Establishing a variety of reporting mechanisms can be an effective way to demonstrate the 
organization’s desire that potential compliance issues be reported.  Independent, confidential 
mechanisms outside of more traditional reporting methods (i.e., directly to supervisor, human 
resources, etc.) may give reluctant employees greater assurance when making reports. 

 
   x Independent mechanisms may include hotlines, suggestion boxes, employee exit interviews, e-

mails, and other forums that promote information exchange. 
 
   x Reporting mechanisms need to be convenient to employees and those associated with the 

organization. This may mean having at least one mechanism that is available at all times. 
 

x Assurance of confidentiality, except where disclosure of identity is required by a legal 
obligation to resolved discovered non-compliance may also be important. 
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x Those reporting should be provided with clear information about what they may expect after 

reporting a suspected compliance issue (i.e., timely response, striving to preserve 
confidentiality, progress reports if appropriate). 

  
3. Documentation of Compliance Related Reports.  Compliance Officers will be able to more 

efficiently and accurately manage the compliance program if they have developed a formalized 
means to document and track reported questions and concerns. 

 
   x Establishing a process to document and track reported concerns, including the status of related 

investigations and corrective action, may improve an organization’s efficiency in resolving 
reports and preventing or correcting ongoing non-compliance. 

 
   x Confidential intake forms can be used to record an initial report of a potential compliance issue.   
 

x Thorough documentation of corrective actions implemented, disciplinary measures imposed, 
and any overpayments returned should generally be maintained in conjunction with the 
organization’s tracking mechanisms. 

 
   x The tracking process may be housed and maintained manually or may be automated to facilitate 

referral, trending and reporting. 
 

 4.   Reporting to Board and Executive Leadership.  Regularly  informing an organization’s Board and 
executive leadership of reported concerns will foster the culture of open communication, and will 
allow organizational leaders to respond appropriately to risks or improprieties that are identified 
through the organization’s reporting mechanisms.  
 

   x An organization’s executive leadership, compliance committee, and Board of Directors often 
receive statistical and trending information on reports or inquiries received through compliance 
reporting mechanisms.  Reports and inquiries may be categorized by area of concern, 
seriousness of allegation, and otherwise, to allow organizational leaders to assess whether 
trends in use of the reporting mechanisms or in organizational operation or behavior suggest 
that improvements may be required.  

 
x Reports to executive leadership and/or to the Board often include specific reports on areas of 

material legal risk or significant breaches of policy or misconduct that have been identified, and 
the status of necessary corrective action steps. 

 
x An aging of reports and inquiries, from date of receipt by the compliance office, to date of 

resolution, may be maintained and reported periodically to organizational leaders to assure that 
inquiries and reports are investigated and addressed in a timely manner. 

 
D. Role of Compliance Officer, Management and Board 
 

1. Compliance Officer:  establishes and maintains reporting mechanisms; manages response to 
reports, including determining when investigation may be required; reports regularly to the 
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Board and executive leadership on reports and inquiries received; assists in setting a tone and 
creating a culture of open communication. 

 
2. Management:  primarily responsible for creating a culture of open communication by 

responding appropriately when reports are received; works with the compliance officer as 
needed to investigate reported concerns; executive leadership and/or compliance committee 
provides oversight and receives regular reports on trends or issues identified. 

 
3. Board:  provides oversight and receives regular reports on trends or issues identified; assists in 

setting a tone by mandating a culture that promotes open communication and assures effective 
response. 

 
E. Evaluation and Measurement 
 
 1.  Effort 
 

   x Do the necessary communication policies exist and have they been implemented and 
maintained? 

 
   x Are reporting mechanisms appropriate to the size of the organization (i.e., suggestion boxes 

in smaller facilities vs. continuously available hotlines in larger, more geographically diverse, 
organizations)? 

 
   x Is the reporting mechanism available to all levels of the organization and to those affiliated 

with the organization? 
 

x Are reporting mechanisms publicized throughout the organization? 
 
 2.  Outcome 
 

x Is analysis being conducted on reports to determine whether response is timely and thorough? 
 
x Is there a trending of questions, issues raised or potential misconduct to direct where the 

organization should be focusing its efforts? 
 
x Have employees been surveyed to evaluate their knowledge of the reporting mechanism? 
 
x Does evidence show that there is a confidence in the reporting mechanism? 
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Indicator #4 – Ongoing Monitoring and Auditing 
 
A. Rationale 
 
Effective compliance programs include proactive monitoring and auditing functions that are designed to 
test and confirm compliance with legal requirements and with the organization’s written compliance 
standards.  These functions serve to test compliance with internal policies and procedures and with 
federal, state and local laws, regulations and rules.  As such they may assist an organization’s compliance 
activities by identifying possible misconduct or criminal activity.  
 
Self-evaluation that occurs as a result of a compliance auditing and monitoring program is often critical in 
identifying areas where compliance standards have not been fully understood or fully implemented.  An 
effective monitoring and auditing program may allow an organization to correct any oversight or resulting 
non-compliance before it creates significant risk to the organization.    
 
The auditing and monitoring function of the compliance program can also be used to test the completion 
and effectiveness of functions at the heart of the compliance program, such as compliance training 
programs, employee and vendor screening, or whether disciplinary action is occurring and is appropriate.  
This function also provides a unique opportunity for a compliance program to measure and benchmark its 
own effectiveness.    
 
Compliance audits are typically structured to test compliance in a finite cross section or functional area of 
the organization.  It is, therefore, generally possible to repeat the same audit periodically, and thereby to 
measure not only the organization’s current level of compliance, but also its progress in attaining higher 
levels of compliance as the compliance program matures. 

 
B. Relevant Issues 
 
Compliance guidance documents often use a variety of terms when referring to the auditing and 
monitoring components of a compliance program.  An audit is typically a more formal review of 
compliance with a particular set of internal (e.g., compliance policies) or external (e.g., laws and 
regulations) standards.  Audits are typically conducted by individuals who are independent from the area 
being audited—usually compliance department staff or outside auditors.  Monitoring refers to reviews 
that are repeated on a regular basis during the normal course of operations.  An organization may monitor 
its activities as part of a corrective action plan, to assure that corrections implemented continue to be 
effective.  Monitoring may also be initiated when no specific problems have been identified to confirm 
and document ongoing compliance.  
 
Prospective audits occur before billing, allowing an organization to correct discovered errors before 
submitting the bill.  Retrospective audits occur after billing and may require an organization to correct 
discovered errors by re-billing or self-disclosing to a payer or to the government.  A baseline audit is 
typically the initial audit in a series of identical audits, and as such establishes the baseline against which 
progress measured by future audits is compared.  A risk assessment is typically a broad based audit that 
may be used to identify opportunities for improvement either before development of the compliance 
program or workplan or periodically thereafter. 
 
Critical issues to consider in developing an auditing and monitoring program include: 
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x Comprehensive programs typically include a variety of both auditing and monitoring 
functions. 

 
x Properly trained and independent audit resources are key to a successful compliance audit 

program.  Will the organization use internal or external resources?  Does the organization 
have existing internal resources with necessary expertise and independence from the areas to 
be audited?  At what level will the organization support budget allocation for a compliance 
audit program? 

 
x Compliance auditors must be given authority to conduct audits and access to documents and 

other information needed to complete the audit process. 
 

x The most effective compliance audit programs review operations in areas where the 
organization is at risk.  The results of past internal reviews may help identify what risk areas 
an organization should focus on, or which areas may no longer require the same amount of 
attention. Patient/member satisfaction surveys can quickly point to risk areas, as can 
patient/member complaint logs, payment denial logs and other indicators.  An organization 
should also review its compliance plan within the context of recent government issuances 
such as the OIG’s annual Work Plan, Fraud Alerts, Bulletins and other guidance documents. 

 
C. Implementation 
 

1. Developing an auditing and monitoring plan.   
Organizations typically develop an auditing and monitoring plan, setting out the areas that will be 
the focus of auditing or monitoring activity for a given period of time, such as a calendar or fiscal 
year. 

 
x An Organizations’ monitoring and auditing plans are often constructed based upon a review of 

risk areas that are generic to all health care organizations, in addition to those risk areas specific 
to the organization itself. 

 
x Past organizational performance, patient complaints or satisfaction surveys, and guidance from 

the Office of Inspector General (e.g., OIG Work Plans and Fraud Alerts) are examples of 
resources that an organization uses to identify issues for audit. 

 
x Consideration of the organization’s audit budget and audit staff resources are critical to 

developing a workable auditing and monitoring plan. 
 
x Issues that have previously been discovered and corrected by the compliance program should 

generally be included in the organization’s monitoring and/or auditing plan, especially in 
periods immediately after they were discovered and corrected. 

 
x The auditing and monitoring plan may include review of compliance with substantive internal 

(e.g., compliance policies) and external (e.g., an intermediary’s local medical review policies) 
standards; and of operational components of the compliance program (e.g., the OIG database 
screening process). 
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x The methods used for each monitoring and auditing activity should be documented so that 
auditing and monitoring functions can be repeated in the future if that becomes necessary. 

 
2. Conducting auditing and monitoring activities.  

 
x To the extent practicable, an organization’s compliance audit activities should be conducted by 

audit personnel who have expertise in the areas being audited, and who are independent from 
the activities being reviewed. 

 
x Monitoring activities may be conducted by independent audit staff or by operational staff 

responsible for compliance in the area that is being audited. 
 
x Findings from auditing and monitoring activities should be reported as appropriate to the 

compliance officer, to the organization’s management, and to the board. 
 

3. The method of review. 
  Organizations may collect information using a variety of methods to increase their ability to 

identify improper procedures or activities.  Methods of review that organizations might use 
include: 

 
x Site visits 
 
x Interviews of personnel in areas such as management, operations, coding, claim development 

and submission, patient care and other activities 
 
x Questionnaires given to a cross-section of employees 
 
x Reviews of records and source documents, such as medical and financial records that support 

claims for reimbursement and Medicare cost reports 
 
x Reviews of written materials and documentation prepared by departments not included in the 

current review or audit. 
 
x Trend analyses or longitudinal studies that identify deviations, positive or negative, in specific 

areas over a given period of time 
  

4. Addressing adverse findings.   
 

x When auditing or monitoring activities identify opportunities for improvement or compliance 
failures, it is often appropriate and/or necessary to take corrective action to address the findings.  
When corrective action is taken, follow-up auditing and/or monitoring should be conducted to 
confirm the effectiveness of the corrective action. 

 
x Findings of significant noncompliance are generally promptly reported to the organization’s 

internal management and the Board of Directors. 
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x Organizations promptly evaluate (usually in consultation with legal counsel) whether there is an 
obligation to report the existence of misconduct that may violate criminal, civil or 
administrative law to the appropriate governmental authority within a reasonable time after 
discovery.  (In some instances, violations may be so serious, as to warrant immediate 
notification to governmental authorities prior to, or simultaneous with, commencing an internal 
investigation.)  

 
x Not all instances of errors necessitate the initiation of a formal disclosure process.  For 

example, clerical or inadvertent billing errors with no apparent pattern are different from 
intentional “upcoding” or deliberate overbilling.   

 
D. Role of Compliance Officer, Management and the Board 
 

1. Compliance Officer:  establishes auditing and monitoring plan; oversees compliance audit 
functions; continuously reviews organizational risk areas to identify necessary auditing and 
monitoring activities; assists management with formulation of corrective action plans and 
oversees and/or verifies implementation of corrective action. 

 
2. Management:  works cooperatively with compliance officer to facilitate compliance audit 

activity; conducts or oversees monitoring activities of operations in manager areas; works with 
compliance officer to implement corrective action as required by adverse audit findings. 

 
3.  Board:  is accessible to receive reports of severe adverse audit findings from the compliance 

officer; periodically reviews summary reports of audit findings; assures that compliance officer 
has adequate resources to conduct an adequate auditing and monitoring program. 

 
E. Evaluation and Measurement   
 

1. Effort 
 

x Is the organization conducting a regular auditing and monitoring program consistent with 
the size, complexity and scope of its business operations? 

 
x To the extent possible, are audit staff responsible for conducting compliance audits 

independent from the areas of the organization that they are auditing? 
 
x Does the organization have a written compliance auditing and monitoring plan that 

includes subject, method, and frequency of audits? 
 
x If any major findings were made, was senior management and/or the Board notified as 

appropriate in a timely manner? 
 
x When appropriate, have government agencies been notified of adverse finding in a timely 

manner? 
 
x Have written corrective action plans been produced and followed when adverse findings 

were made? 
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x Are overpayments promptly refunded? 
 
x Are audit plans built on organizational history? 
 
x Have audit results been disseminated to the appropriate groups for corrective actions? 

 
 2.  Outcome 

 
x Do the results of audits indicate that the organization understands and is complying with 

internal and external laws, regulations, rules and policies? 
 
x Does analysis of the results of repeat audits indicate an upward trend of improvement in 

the organization’s understanding of and compliance with internal and external standards? 
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Indicator #5 - Enforcement and Discipline  
 
A. Rationale 
 
There are significant risks when health care organizations fail to meet the requirements and legitimate 
expectations of their stakeholders.  Compliance programs play a key role in helping organizations to 
fulfill this obligation in the legal, regulatory and policy arenas.  In so doing, an effective compliance 
program can assist an organization in earning and maintaining public trust.   
 
The effectiveness of an organization’s compliance effort is generally tied directly to its ability to affect 
the conduct of each individual in or associated with the organization.  In many instances the compliance 
program’s success will be achieved one individual at a time.  Building and maintaining meaningful 
structures of accountability is critical to this effort.  When compliance failures occur, there must be a 
process for enforcing compliance standards and for disciplining responsible individuals when discipline is 
appropriate.  Enforcing standards and disciplining the individuals who violate them underscores the 
organization’s commitment to compliance.   
 
B. Relevant Issues 
 

x There are a number of relevant issues to consider when building enforcement mechanisms and 
disciplinary procedures.  To assist in enforcement of standards, effective compliance programs 
generally include a process for identifying individuals and organizations whose background 
indicates a tendency toward improper conduct.  Effective organizations generally avoid 
employing or contracting with such individuals or entities. 

 
x A communication strategy that results in clear communication of enforcement and disciplinary 

standards throughout the organization will bolster the effectiveness of a compliance program. 
 

x Communicating a commitment to compliance is most credible when this commitment clearly 
states that all individuals involved in the work of the organization—regardless of position or 
status—are accountable for compliance, are subject to the same disciplinary standards, and are 
expected to fully participate in the compliance effort.  One important element of full participation 
that should be emphasized is that reporting potential compliance failures is a duty of all 
employees and business partners. 

 
x Enforcement of standards generally requires establishing an effective working relationship 

between the compliance program and the functional areas of the organization that have primary 
responsibility for administering discipline. 

 
x Effective enforcement and discipline requires an investigative process capable of substantiating 

alleged compliance failures (see Indicator #6). 
 
x Oversight by an organization’s compliance committee or another appropriate body may bolster 

effectiveness by enhancing the organization’s ability to demonstrate that discipline is 
proportionate, and is administered fairly and consistently.  
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C. Implementation 
 

1. Screening employees and business partners.  Effective compliance programs include a process for 
avoiding relationships with individuals or entities that have a tendency toward inappropriate 
conduct.  This process generally includes some or all of the following: 

 
x Review of Office of Inspector General’s (OIG) list of individuals and entities that are 

excluded from participation in government health care programs, and of the General 
Service Administration’s (GSA) list of individuals and entities that are excluded from 
participating in government contracts. 

 
x Criminal record checks when appropriate or as required by state law. 
 
x Standard reference checks. 
 
x Review of the National Practitioner Databank. 

 
2. Tying compliance standards to existing disciplinary processes.  Because discipline is generally 

carried out by, or in accordance with, standards developed by other functional areas within the 
organization, compliance standards are typically tied to existing disciplinary processes. 

 
x Compliance program documents and an organization’s disciplinary policy for employees 

generally cross-reference each other to facilitate progressive discipline of employees 
pursuant to existing human resources policy and procedure. 

 
x Medical staff bylaws, credentialing/privileging programs and vendor contracts are often 

written or amended to require compliance with an organization’s compliance standards, and 
to facilitate temporary or permanent removal from an organization’s medical staff upon 
violation of compliance standards. 

 
x Medical staff bylaws, credentialing/privileging programs vendor contracts, and the 

organization’s policies allow an organization to immediately terminate any medical staff 
member, vendor or employee who is excluded by either the OIG or GSA.  Generally these 
same documents require any individual or organization that is excluded on the OIG or GSA 
lists to immediately notify the organization of the exclusion. 

 
3. Communication of enforcement and disciplinary standards.  The compliance program includes 

processes for communicating enforcement and disciplinary standards to employees and business 
partners. 

 
x An expectation that all employees and business partners will report suspected unlawful 

activities or compliance violations is generally communicated throughout the organization. 
 
x Employees and business partners are informed that violation of compliance standards may 

result in appropriate discipline, up to and including termination, of employment, medical 
staff or contract relationship with the organization. 
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4.    Oversight of compliance discipline. 
 

x Records of discipline for compliance violations are generally maintained and reviewed 
periodically by the organization’s compliance committee or other appropriate oversight 
body to promote consistency and fairness. 

 
D. Role of the Compliance Officer, Management and the Board 
  

1. Compliance Officer:  assists organization in developing appropriate standards for discipline and 
enforcement, and in tying compliance standards to functional areas within the organization that 
are responsible for administering discipline; establishes and implements a communication 
strategy to assure that enforcement and discipline standards are understood throughout the 
organization; maintains records of discipline resulting from compliance violations and reports 
periodically to the compliance committee and/or other oversight body. 

 
2. Management:  assists compliance officer in communicating standards for enforcement and 

discipline throughout the organization; works with compliance officer to assure that contracts, 
policies and procedures, and other controlling documents include appropriate ties to compliance 
standards so that the organization will be able to take appropriate disciplinary action when 
needed; generally responsible for carrying out discipline of employees and others within their 
area of responsibility. 

 
3. Board:  may periodically review aggregate data on enforcement and discipline to verify that 

compliance standards are being followed within the organization. 
 
E.   Evaluation and Measurement 

 
 1.  Effort 

 
x Does the organization have policies and procedures addressing enforcement of compliance 

standards and discipline of individuals who violate them? 
 
x Does the organization screen employees and business partners before initiating a relationship 

and periodically thereafter to assure that they have not been excluded by the OIG or GSA? 
 
x Are enforcement and disciplinary standards communicated throughout the organization?  
 
x Is compliance an element of performance reviews and incentive compensation decisions?  

 
 2.  Outcome 

 
x Percentage of success in meeting the reporting requirements of Corporate Integrity 

Agreements (CIA’s) 
 

x Percentage of success in meeting audit recommendations 
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x Does a review of disciplinary actions taken as a result of compliance failures indicate that 
discipline is consistently and fairly administered 

 
x Percentage of employees who satisfy the compliance elements of their performance reviews 

and incentive compensation decisions 
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Indicator #6 – Investigation, Response and Prevention 
 

 A. Rationale 
 
 While compliance programs are intended to promote adherence to applicable substantive laws and 

regulations, situations may still arise where conduct inconsistent with legal requirements is reported, 
suspected or even confirmed.  An effective compliance program will include a process by which the 
organization can respond to these actual or potential violations.  
 
B. Relevant Issues 
 
When an instance of potential non-compliance is reported or suspected, an effective compliance program 
will generally take some or all of the following steps: 
 

x Promptly halt the non-compliance and halt or mitigate to the extent possible any ongoing harm 
caused by the suspected non-compliance.   

 
x Fairly and expediently investigate to determine the existence, scope and seriousness of the non-

compliance, and to identify the underlying conduct or process that caused the non-compliance.   
 

x Respond with appropriate corrective action to confirmed non-compliance. 
 

x Implement preventative measures to avoid similar instances of misconduct in the future. 
 
This document outlines a number of proactive measures that an organization can take to promote and 
facilitate compliance with laws and regulations.  However, an organization’s timely and thorough 
response to discovered impropriety may be the most accurate barometer of the organization’s compliance 
culture. 
 
C. Implementation 
 
The following practices related to response and prevention of non-compliance are often found in effective 
compliance programs: 
    
 1.  An investigation protocol outlining how the organization will respond to reported, suspected, or 

confirmed non-compliance. The term “investigation” is often used as shorthand to describe the 
various responses an organization might take to address known or suspected misconduct.  
Depending on the circumstances involved in the suspected misconduct, an investigation may be 
merely an informal inquiry, or it may involve more formal steps like a detailed audit of claims.  
As part of its compliance efforts, an organization should consider establishing and operating 
according to written protocols or policies for conducting investigations.  Such protocols or 
policies may address some or all of the following:  
 
x Who in the organization is responsible for and authorized to determine (1) whether the 

suspected non-compliance and related circumstances warrant an investigation, and (2) what 
form the investigation will take. 
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x A system of checks and balances to ensure that decisions to abstain from initiating a formal 
investigation are reviewed by other objective individuals. 

 
x The role and/or qualifications of those who may be involved in conducting an investigation, 

including: 
    
   -   Requirements for requisite experience and/or substantive knowledge level, and 
   -   Requirements for assuring the objectivity of investigators and avoiding conflicts. 
 
x Guidelines or policies for determining when legal counsel or external experts should be 

involved in an investigation. 
 
x A requirement that investigations be conducted in a timely fashion and a process for 

accountability and oversight to assure that this requirement is met. 
 
x A process for tracking progress on and the status of an investigation. 
 
x Proper safeguards for preventing the inappropriate or inadvertent disclosure of confidential 

information that is obtained in or is part of the investigation. 
 
x Processes for securely maintaining evidence obtained in an investigation. 
 
x Requirements for documentation that internal investigators must maintain, which generally 

should include a description of the issue(s) investigated, the source of the allegation(s), a 
summary of evidence considered, and the final disposition of the investigation. 

 
x Record retention requirements for investigative reports and files.  (Reports summarizing the 

investigation’s findings along with the underlying evidence relied upon to reach investigative 
conclusions should be governed by the organization’s document retention policies.) 

 
x Clear delineation of who has the authority to close an internal investigation. 
 
x The organization’s processes for reporting findings of investigations to appropriate oversight 

or governing bodies. 
 

2. Responding to discovered non-compliance with appropriate corrective actions.  Appropriate 
response to discovered non-compliance might require an organization to take affirmative steps to 
address the non-compliance and to correct any harm that may have been caused by the non-
compliance.  Corrective actions steps that are frequently used in health care organizations include 
any or all of the following: 

 
x Discipline or termination of employees or agents who intentionally or recklessly caused the 

non-compliance (see Indicator #5); 
 
x Repayment of identified overpayments; and 
 
x Self-reporting of the non-compliance to law enforcement or regulatory officials. 
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  In developing a compliance program, an organization may want to develop written protocols that 

set out specific steps to be followed in each of these broad categories of corrective action.  These 
protocols may include a process to enable independent verification that necessary corrective 
actions have been completed, and a requirement that all corrective action taken must be 
appropriately documented. 

 
3.  Responding to discovered non-compliance with preventative measures and monitoring.  After 

determining the causes of discovered non-compliance, measures should be developed and 
implemented to prevent future recurrences, and appropriate monitoring is instituted to assure that 
preventative measures are operating effectively.  Preventative measures may include some or all 
of the following: 

 
x Identification and repair of any internal control or management deficiencies that may have 

caused or contributed to the non-compliance; 
 
x Additional education in those departments  that contributed to the deficiency. 
 
x Identification of and appropriate response to any deficiencies in competency or 

qualifications that may have contributed to the non-compliance; 
 
x Development and/or modification of policies, procedures or systems to address the 

deficiencies involved in the non-compliance; and 
 
x Identification and repair of similar deficiencies that may be causing risk of similar non-

compliance in other areas of the organization. 
 
   In addition to any other preventative measures, an effective response to identified non-

compliance will include appropriate monitoring of ongoing activities to assure that preventative 
measures have effectively eliminated recurrence of the non-compliance.  This monitoring may be 
incorporated into the organization’s auditing and monitoring program (see Indicator #4 above) or 
may be addressed separately.  Generally, the Compliance Officer or his designee will be directly 
involved in monitoring for compliance during the months immediately following implementation 
of preventative measures. 

 
 4.  Reporting investigation findings and outcomes to appropriate oversight bodies. 
   Findings of investigations and outcomes of corrective action and prevention plans should be 

regularly reported to appropriate managerial and governing bodies.  Compliance programs 
generally include one or more of the following reporting protocols: 

 
x Regular reports to a compliance committee composed of individuals from upper 

management on the status and progress of ongoing investigations; 
 
x Regular reporting to key members of upper management (e.g., CEO, CFO) who are not 

members of the compliance committee on the status and progress of ongoing 
investigations; 
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x Tracking and reporting to appropriate managerial and/or governing bodies on the amount of 
time that elapses between the opening and closing of an investigation; 

 
x Periodic reporting to the Board of Directors or to a designated committee of the Board 

(e.g., the Audit Committee) of the status and progress of ongoing investigations that 
involve serious violations of law or significant risk to the organization.  

 
   The minutes of all governing or managerial bodies receiving reports on the findings, status and 

outcomes of compliance investigations should appropriately reflect oversight of the compliance 
program’s investigative activity. 

 
 5.  Involving legal counsel in response and prevention.   
   The purpose of a compliance program is to prevent violations of law and to ensure that if 

inadvertent violations occur the organization responds appropriately.  Competent legal counsel 
can assist an organization in achieving these ends by providing legal advice, and by assisting in 
the development of the investigative plan and the organization’s subsequent response to an 
investigation’s findings.  Organizations should consider involving legal counsel any time that 
suspected non-compliance may involve criminal misconduct, civil law violations, or significant 
overpayment liability.   

 
   One benefit of involving legal counsel in response and prevention is that communications 

between the attorney and the organization may be subject to the attorney-client privilege, and 
investigative work conducted at the direction of counsel may be protected by the attorney work 
product privilege.  These privileges should not be used by the organization to avoid taking 
necessary corrective action steps.  However, they may prove valuable in assuring that resolution 
of discovered problems is equitable and just.   

 
 6.  Appropriate response to government inquiries and investigations. 
   Effective compliance requires that an organization respond in a lawful and appropriate manner 

upon learning of a government investigation of the organization’s activities.  Appropriate 
response to government investigations requires: 

 
x Preserving (i.e., preventing alteration or destruction of) any written or electronic materials 

that are or could reasonably be known to be the subject of a government investigation; 
 
x Notification of organizational leaders when a government inquiry is initiated; 
 
x Appropriate response by employees who are contacted directly by government 

investigators.  (Employees should be advised that they may speak with investigators but are 
generally not obligated by law to do so; that they may be entitled to have an attorney 
present if they do speak with investigators; and that the organization is willing to work with 
investigators and the employee to schedule an interview at an appropriate time.  The 
organization should never direct employees not to speak with government investigators.) 

 
   An organization may wish to develop written policies or protocols that address each of these 

areas of response to government investigation or inquiry. 
  
D. Role of Compliance Officer, Management and Board 
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1. Compliance Officer:  primarily responsible for overseeing or performing independent 

investigations and for documenting investigative efforts; reports findings of investigations to 
management and the Board as required by organizational policy; recommends corrective action 
and prevention strategies for adoption and implementation by management and/or the board as 
appropriate. 

 
2. Management:  responsible for cooperating in investigations of reported non-compliance; commits 

appropriate resources to conduct of investigations and to corrective action and prevention 
measures. 

 
3. Board:  oversees compliance efforts by receiving and assessing reports of findings and progress 

of internal investigations, and of corrective action and prevention measures; assures that it 
benefits both from the recommendations of the Compliance Officer and from the advice of 
counsel when corrective action may require report of the non-compliance to outside parties 
including the government. 

 
E. Evaluation and Measurement  
 
 1.  Effort 
 

x Has the organization developed a process for investigating reports of suspected non-
compliance? 

 
x Has the organization developed a process for responding appropriately to discovered non-

compliance? 
 
x Are the findings, status and outcomes of internal investigations reported regularly to 

appropriate oversight and management bodies?  Do these bodies record their oversight of the 
organization’s investigation, response and prevention activities in their respective minutes? 

 
x Has the organization developed written policies or protocols for responding to government 

investigations?  
 
 2.  Outcome 
 

x Can the organization demonstrate that ongoing harm is halted promptly upon discovery of 
confirmed non-compliance? 

 
x Does an aging of closed and ongoing investigations demonstrate that the organization is 

promptly resolving reports of suspected non-compliance? 
 
x Are the organization’s corrective action responses to investigations consistent with legal 

requirements and with the recommendations of relevant regulatory agencies? 
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x Do the organization’s monitoring efforts indicate that preventative measures taken in 
response to non-compliance are effective in eliminating future instances of similar non-
compliance? 

 
 

— 
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Executive Summary 

The healthcare sector is in the midst of seismic, generational 
change—prompted by a variety of economic, legislative, 
competitive, and quality-of-care forces. "ese forces, and the 

changes they are unleashing, are creating board agendas of unprec-
edented complexity and challenge. 

2345 674 689: ;7:<;=>?@ >?A7469>?@ 4B;4A=6=>:?9 :C 
"duciary conduct of individual board members. It will be incum-
bent on hospital and health system board members to anticipate 
and plan for these new governance challenges.

!e direct "nancial implications of the ACA will impact the 
provider sector over many years in the future. !e evolving 
"nancing model has combined with other economic and quality 
factors to fuel an extraordinary period of provider mergers and 
acquisitions over the last several years. !is activity has resulted 
in a dramatic consolidation of the non-pro"t healthcare sector, 
and an evolution away from traditional corporate platforms. 
Industry change is further evidenced by a renewed shift towards 
physician employment.

For governance models to remain relevant in response to such 
dramatic structural change, they may need to adapt accord-
ingly. It is the expectation of the law—as manifested through 
regulatory agencies and the courts—that boards will examine 
their existing governance structures and make changes where 
necessary. !e basic question presented is, will the system’s gov-
ernance structure remain e$ective in the midst of this dynamic 
change? !e greatest focus can be expected in the following key 
areas: core "duciary principles and the standard of conduct 
by which board members will be held, governance structures, 
board and committee size and composition, governance pro-
cesses, and the overall level of engagement of individual board 
members.

Basic Expectations of the Law
Directors’ obligations to monitor the e$ectiveness of corpo-
rate governance in a transformed healthcare environment arise 
within the context of both the oversight and decision-making 
functions of the duty of care. !e manner and extent to which 
directors address the impact of industry change will depend on 
a number of factors:
 • First is the transformative nature of industry change. Courts 

and regulators are likely to recognize the signi"cance of this 
change and hold board members to a higher level of attentive-
ness and care as a result. 

 • Second is the size and sophistication of the individual organi-
zation. For example, large health systems are substantial busi-
ness enterprises with complex business agendas. !us, the direc-
tor’s duty of care is likely to be interpreted through the prism of 

a sophisticated business enterprise rather than a typical not-
for-pro"t charity.

 • !ird is the unique business structure of the healthcare sector 
and the signi"cance attributed to the oversight and decisions 
made by hospital and health system directors. 

!ese factors support the application of a higher standard of 
care in terms of the board’s obligation to monitor the e$ective-
ness of corporate governance in a transformed healthcare envi-
ronment. Courts and governance regulators may well interpret 
the duty of care in these circumstances and are requiring an 
enhanced level of engagement by the board in connection with 
this emerging issue—working smarter, longer, and faster. A good-
faith response would be a board-driven examination of whether 
current governance processes are su#ciently responsive to the 
transformed healthcare environment. !e speci"c focus would 
be on the need to position the board to make informed deci-
sions and provide attentive oversight to an increasingly complex 
agenda and in the context of a highly regulated, evolving opera-
tional environment.

Applying Legal Principles to a Governance Review
It is a well-established governance best practice that the board 
should periodically review its own size and structure in order to 
ensure the continuing adequacy of its oversight and decision-
making practices, and commitment to the organizational mis-
sion. !e law’s expectation regarding governance self-review 
becomes more acute in periods of great economic, regulatory, leg-
islative, or societal change. !e issue is almost less about speci"c 
elements of change, and more about the willingness to consider, 
in a focused manner, whether change is necessary. 

Review Components: Fiduciary Principles, 
Governance Processes and Structures, 
and Board Size and Composition
A primary focus of board attention should be on the extent to 
which transformational change will a$ect the "duciary standard 
of care to which it is subject. Simply put, the question is whether 
transformational change will require board members to work 
“smarter, faster, and longer.” !ere should be an expectation of 
increased board involvement in and commitment to the strategic 
planning process; risk oversight; quality oversight; a more robust 
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conDicts of interest approach; and the executive evaluation, tran-
sition, and search process.

!e board should examine the extent to which the level of 
transformational change will a$ect its established governance 
structures and practices:
 • !e calendar for scheduled board meetings will need to take into 

consideration increased agenda items arising from transforma-
tion-based developments and challenges.

 • Transformation-related issues also warrant an evaluation of the 
control powers that the health system parent retains over its 
subsidiary organizations and joint venture investments.

 • !e transformation’s intensity and complexity prompts a second 
look at the e$ectiveness of traditional management and board 
communications and reporting relationships.

 • Will the existing committee structure and charters be adequate 
to address the challenges from the evolving environment?

A critical issue for board consideration is the extent to which the 
level of transformational change will a$ect its current approach 
to board size and composition. Determination of board size 
must be a very informed decision by the board in normal circum-
stances—and it requires a particularly deliberate reevaluation in 
circumstances of seismic industry change. !e competencies 
required to serve in the new model of care environment will in 
many instances be less traditional, more sophisticated, and more 
expansive.

!e transformed healthcare environment also serves to involve 
the governing board more closely with the role of the corporate 
general counsel as she/he confronts new ethical and professional 
issues. It will also require a close working relationship between 

the governing board and senior leadership. !is should be a 
relationship that recognizes that, in a period of intense industry 
change, traditional roles and duties may be pressured and may 
bend, but should ultimately be preserved.

Discussion Questions for Boards 
and Senior Leaders
%. What do we need to change in order to work smarter, longer, 

and faster?
(. How should our board agenda change to account for the eco-

nomic, legislative, competitive, and quality-of-care forces 
changing the healthcare sector?

'. Are we ful"lling heightened expectations of our duty of care 
to the organization? If not, how do we need to conduct busi-
ness di$erently in order to ful"ll these increased expectations?

*. Is our board size and composition su#cient to serve in the 
new model of care environment? Does the board composition 
reDect all the competencies we need for e$ective oversight?

E. Do we have the ability, and resolve, to address director “"tness 
to serve” issues?

). Is the board su#ciently involved in the strategic planning pro-
cess? How should our strategy evolve to account for changes 
in the industry?

1. Do we have a proper understanding of the organization’s risk 
pro"le, and how risk issues are communicated to the board 
and evaluated?

0. Are we working closely enough with our general counsel?
+. What changes do we need to make regarding the board’s rela-

tionship and methods of communication with the manage-
ment team? 
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Introduction 

The healthcare sector is in the midst of seismic, generational 
change—prompted by a variety of economic, legislative, com-
petitive, and quality-of-care forces with which most Gover-

nance Institute members are increasingly familiar. 
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reshaping the traditional approach to both organizational struc-
ture, and the delivery of care. !ey are impacting the manner by 
which corporate governance will support new organizational and 
delivery of care models created in response to such change. !ese 
forces, and the changes they are unleashing, are creating board 
agendas of unprecedented complexity and challenge. !ey are 
also prompting increasing expectations of "duciary conduct of 
individual board members. It will be incumbent on hospital and 
health system board members to anticipate and plan for these 
new governance challenges. Yet these are challenges that are 
easily met by the committed board and, once met, will greatly 
support the long-term sustainability of the organization.

!e board’s ability to address these challenges will depend in 
part on its awareness of the law’s expectations of its conduct. !is 
refers speci"cally to an understanding of what is meant by “the 
law,” why the law cares about the board’s response to transforma-
tional change, and how it expects the board to respond to such 
change. For matters of corporate governance are, without doubt, 
legal concerns "rst and foremost. Any transformation-prompted 
governance evaluation must be grounded in an understanding of 
applicable law if it is to be successful.

Consistent with the mission of !e Governance Institute, the 
goals of this white paper include:
 • Acknowledging the relationship between industry change and 

governance
 • Identifying the speci"c governance challenges prompted by this 

change

 • Underscoring the fundamental nexus between the law and gov-
ernance

 • Suggesting ways in which boards may successfully deal with 
these challenges

 • Con!rming the extraordinary value of the role of the governing 
board

!is white paper will pursue these goals by discussing how 
industry change and related “over the horizon” developments 
will a$ect:
 • Expectations of governance conduct and the application of "du-

ciary principles
 • Board composition and size
 • Traditional governance structures
 • Governance processes and special governance issues
 • Typical corporate system structures and intra-system relation-

ships
 • How corporate, governance, tax, and charity laws intersect with 

an organizational response to such change

We hope that this white paper will serve as a resource for indi-
vidual hospitals and health systems that seek to enhance the 
ability of their corporate governance to both a) make informed 
decisions and render e$ective oversight, in the context of a thor-
oughly transformed environment, and b) a#rm and strengthen 
the organization’s commitment to its charitable mission.
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!e Forces of Change 

Hospital and health system governance is being fully tested 
by a transformative healthcare sector that is experiencing 
change at virtually every level.

234 =76G>=>:?68 3468=3A674 C>?6?A>?@ 
model has been dramatically altered by a number 
of factors, including shifts made in advance of, and 
in connection with, the A$ordable Care Act (ACA). 
Related factors include federal budgetary and reim-
bursement changes, refocused business models by 
payers and employers, and a broad-based focus on 
quality of care (and the related link to payment).

!e direct "nancial implications of the ACA will 
impact the provider sector over many years in the 
future.1 Particularly signi"cant elements of the ACA 
include lower reimbursement rates from insurance products 
sold on the new healthcare exchanges, an increase in the insured 
population through the ACA’s individual mandate and the expan-
sion of Medicaid eligibility (in states that have elected to do so), 
the uncertain impact of the exchanges on patient volumes and 
bad debt, and reimbursement reductions due to ACA-mandated 
cuts to Medicare and Disproportionate Share Hospital (DSH) 
payments.2 

!e evolving "nancing model has combined with other eco-
nomic and quality factors to fuel an extraordinary period of 
provider mergers and acquisitions over the last several years. 
Community hospitals have pursued protection with local health 
systems; many former local systems have combined to form 
larger, regional systems; and formerly regional-based systems 
have combined into larger, multi-state systems. Other regional 
systems have formed loose collaborative ventures as an alter-
native to joining (or forming) larger systems. !e largest non-
pro"t systems have continued to grow until becoming national 
in scope. Prominent proprietary companies are merging to form 
larger enterprises.3 !is activity has resulted in a dramatic con-
solidation of the non-pro"t healthcare sector, and an evolution 
away from traditional corporate platforms. It has also led to a 
corporate strati"cation of sorts that is emphasizing, for well-
established and appropriate reasons, the size and scope of the 
ultimate enterprise.

! See, e.g., Louise Radnofsky, “How the ACA May A"ect Health Costs,” !e 
Wall Street Journal, February #$, #%!&; Shelley DuBois, “Hospitals Face 
Whole New World Under Health Law” USA TODAY, October #%, #%!$.

# Moody’s Investors Service, “#%!& Outlook—U.S. Not-for-Pro't 
Hospitals,” November #(, #%!$.

$ See, e.g., Moody’s Investors Service, “U.S. For-Pro't Hospitals—)e 
Drive for Size,” November (, #%!$; Dan Goldberg, “Hospital Acquisitions 
in the Age of Obamacare,” Capital New York, February #*, #%!&. View at 
www.capitalnewyork.com/article/albany/#%!&/%#/+(&%+$#/hospital-
acquisitions-age-obamacare.

Industry change is further evidenced by a renewed 
shift towards physician employment. Hospital–phy-
sician alignment has become a crucial means of 
achieving the cost containment and quality-of-care 
assurances necessitated by the ACA.4 Indeed, the 
competition among hospitals and health systems to 
recruit and retain well-managed, productive, high-
quality physician groups is substantial. It has also 
attracted the attention of the antitrust enforcement 
agencies.5 !e altered "nancing model has prompted 
a dramatic shift away from inpatient-centric opera-

tions (the so-called “bed tower” mentality) towards greater focus 
on the delivery of services in outpatient—and even retail—set-
tings. !ere is signi"cant regulatory and payer emphasis on 
quality of care, and an increasing interest in pursuing population 
health and other new models of care.

It is the expectation of the law—as manifested 
through regulatory agencies and the courts—that 
boards will examine their existing governance 
structures and make changes where necessary. !e 
basic question presented is, will the organization’s 
governance structure remain e"ective in the 
midst of this dynamic change? !e answer the 
law expects is, “Boards should make sure of this.”

Horizontal and vertical joint ventures are being pursued with a 
broad cross section of partners and competitive challenges are 
arising from new entrants to the healthcare market. Collabora-
tive arrangements between provider insurers are on the rise. !e 
inDuence of technology in the delivery of care and the commu-
nication of health information is increasingly profound. Greater 
reliance on electronic health records, telemedicine, and “cloud”-
based technology is placing increased emphasis on security and 
privacy concerns. !e healthcare organization is larger, with more 
assets under ownership or control and with a board agenda that 

& See, e.g., Elisabeth Rosenthal, “Apprehensive, Many Doctors Shift to 
Jobs With Salaries,” !e New York Times, February !$, #%!&; Moody’s 
Investors Service, “Doing More with Less—Credit Implications of 
Hospital Transition Strategies,” May ,, #%!#.

( Beth Kutscher, “Judge Rules St. Luke’s Must Give Up Saltzer Medical 
Group,” Modern Healthcare, January #&, #%!&.
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has never been more complex. !e change is more pronounced, 
more widespread, and more evolutionary than ever before.

!e economic, operational, and regulatory forces prompting 
this activity are drastically reshaping organizational models. For 
governance models to remain relevant in response to such dra-
matic structural change, they may need to adapt accordingly. It 
is the expectation of the law—as manifested through regulatory 
agencies and the courts—that boards will examine their existing 
governance structures and make changes where necessary. !e 
basic question presented is, will the organization’s governance 
structure remain e$ective in the midst of this dynamic change? !e 
answer the law expects is, “Boards should make sure of this.” And 
in making sure, the greatest focus can be expected in the following 
key areas: core "duciary principles and the standard of conduct by 
which board members will be held, governance structures, board 
and committee size and composition, governance processes, and 
the overall level of engagement of individual board members.

What Change Means for Non-Pro!t Governance

 • New challenges are arising in a hyper-competitive environment.
 • Healthcare organizations are becoming much larger—more assets 

under ownership.
 • The focus is on new models of delivering care.
 • Board agendas are increasingly complex.
 • Healthcare boards have greater opportunity to make a significant 

di!erence.

Note: This may have an impact on the regulatory perspective of the 
board’s standard of conduct.
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Basic Expectations of the Law 

Healthcare boards must understand that with transformative 
change comes an expectation under the law that they will 
evaluate the impact of such change on existing governance 

practices and procedures (i.e., change begets change). 
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“duty of care” principles in the context of how the board navigates 
fundamental industry change. For by its very nature, the evalua-
tion of governance e$ectiveness is primarily a legal exercise as 
opposed to a standard consulting engagement.

Relevant Legal Principles 
In essence, the duty of care speaks to the obligation of directors 
to exercise the proper amount of care in the performance of their 
duties. In most states, the duty of care requires directors acting 
“in good faith,” with that level of care that an ordinarily pru-
dent person would exercise in like circumstances, in a manner 
the directors reasonably believe is in the best interests of the 
corporation.

!e duty of care is designed to protect the director who acts 
with common sense and informed judgment, and who innovates 
and takes informed risks consistent with corporate goals and 
objectives.6 !e duty of care does not require that a director act 
with excessive caution or be a guarantor of success of a particular 
investment or activity. Rather, “it allows leeway and discretion in 
exercising judgment.”7

Duty-of-care responsibilities arise in the context of two dis-
tinct functions:
 • !e decision-making function: this applies duty-of-care prin-

ciples to a speci"c decision or action a director (and the board) 
may be called upon to make.

- Model Nonpro"t Corporation Act, )ird Edition (henceforth, MNPCA) , 
American Bar Association, August #%%+, Section +.$%(a)(note).

* Daniel L. Kurtz, “Safeguarding the Mission: )e Duties and Liabilities 
of O.cers and Directors of Nonpro't Corporations,” C*#- ALI-ABA 
Course of Study !(, !,,#, pp. ##–#$; see also, Guidebook for Directors 
of Nonpro"t Corporations, )ird Edition (henceforth, Guidebook), 
American Bar Association, Section on Business Law, Committee on 
Nonpro't Organizations, August #%!#, p. #-.

 • !e oversight function: this applies duty-of-care principles to 
the general activity of the board in monitoring the day-to-day 
business operations of the corporation (i.e., the exercise of rea-
sonable care to ensure that corporate executives pursue their 
management responsibilities and comply with applicable law).

In most states, the duty of care requires 
directors acting “in good faith,” with that level 
of care that an ordinarily prudent person 
would exercise in like circumstances, in a 
manner the directors reasonably believe is 
in the best interests of the corporation.

Aspects of Duty of Care 
!e non-pro"t director’s duty of care has several important com-
ponent parts. Furthermore, several ancillary concepts (e.g., appli-
cation of the business judgment rule, and the ability of certain 
parties to assert standing on duty-of-care matters) are important 
to consideration of the duty. !ese ancillary concepts are worthy 
of separate discussion:
 • Good faith/reasonable belief: “Good faith” typically refers to 

the honesty of the director’s intention and purpose.8 Is the 
director acting with honest intention in the best interest and 
welfare of the organization? Courts will make a fact-intensive 
inquiry into the director’s state of mind in evaluating compli-
ance with this component of the duty:

 » Did the director’s action reDect honesty and faithfulness to 
the director’s duty and obligations?

 » Was there any intention to take advantage of the corporation 
(related to the duty of loyalty)?

 » Did the director in fact believe the action was in the best 
interest of the corporation?9

 • Best interests: !is refers to satisfaction of the related duty of 
loyalty, and the need for the director to act with disinterest as to 
the matter at hand. 

+ Kurtz, !,,#; )omas Lee Hazen and Lisa Love Hazen, Punctilios and 
Nonpro"t Corporate Governance—A Comprehensive Look at Nonpro"t 
Directors’ Fiduciary Duties, University of Pennsylvania Law Review, 
February #%!#. View at www.law.upenn.edu/journals/jbl/articles/
volume!&/issue#/Hazen!&U.Pa.J.Bus.L.$&*(#%!#).pdf.

, MNPCA, Section +.$%(a), O.cial Comment, note !.
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 • Ordinary prudent person: !e concept of ordinary prudence 
takes into consideration a number of factors. It is typically inter-
preted to require directors to possess and demonstrate informed, 
practical judgment and common sense, while pursuing the exer-
cise of innovation and informed risk taking. It also assumes a 
baseline level of attentiveness (i.e., that the director will devote 
enough time to corporate a$airs to position herself/himself to 
be reasonably familiar with matters requiring her/his attention). 
Prudence, however, does not equate to excessive caution.10 Just 
as “ordinary” does not connote “mediocre,” prudence does not 
require special skills from the director.11 !e law has tradition-
ally been reluctant to require some basic level of expertise, such 
as “the ordinarily prudent businessman” standard, of voluntary 
directors.12 Furthermore, the ordinarily prudent person is not 
perceived as a guarantor of suc-
cess of a particular corporate 
initiative.13

 • In a like position: !e duty of 
care recognizes that non-pro"t 
directors “in like positions” 
may have di$erent goals, objec-
tives, and resources than their 
for-pro"t counterparts.14 !e 
attendant level of care is that 
which the “ordinarily prudent 
person” would have exercised 
if he/she were a director of the 
corporation at issue.15 !us, 
“like position” generally means 
that a director’s actions will be 
evaluated with respect to the 
unique nature of his/her cor-
poration, taking into consider-
ation the size and location of 
the corporation as well as the sophistication of corporate a$airs. 
Courts will also consider the background and credentials of the 
director and will evaluate their actions in light of facts known 
or reasonably available to the director at the time of their deci-
sion.16 Even so, this standard should not be interpreted as insu-
lating from liability exposure the director who lacks particular 
expertise in exercising sound practical judgment and common 
sense.17

 • Under similar circumstances: !e concept of “under similar 
circumstances” is intended to compensate for the wide variety 
of circumstances in which a director may be called upon to render 
a decision.18 It involves not only the unique nature of the non-

!% MNPCA, Section +.$%(a).
!! MNPCA, Section +.$%(b), O.cial Comment, note #.
!# Dennis J. Block, et al., !e Business Judgment Rule: Fiduciary Duties of 

Corporate Directors (Fifth Edition), Aspen Law and Business, #%%#.
!$ MNPCA, Section +.$%, O.cial Comment.
!& MNPCA, Section +.$%(b), O.cial Comment, note #.
!( Block, #%%#.
!- Ibid.
!* Ibid.
!+ Ibid., O.cial Comment.

pro"t corporation, but also the special background and quali"-
cations of the individual director.19 Courts will consider a direc-
tor’s special background, and will assess whether the director 
was elected to raise money, to make contributions, or because 
of special legal, "nancial, or medical expertise in evaluating com-
pliance with the duty of care.20 Employee-directors bear a spe-
cial burden in this regard. !is is true because the “lay” direc-
tors are normally entitled to rely heavily on the directors who 
are elected because of their particular professional expertise.21 
Whether the non-pro"t director is serving on a voluntary or com-
pensatory basis may a$ect an evaluation under this criterion.22

!ese duty-of-care principles are embedded in the not-for-pro"t 
corporation statutes of each state; in judicial decisions that 
interpret these principles; in federal law identifying the require-
ments for maintaining tax-exempt status as a charity, and non-
private foundation status; in regulatory guidelines developed, 
and enforcement actions pursued, by state and federal regula-
tors; and in recognized “best practices” principles that seek to go 
beyond statute regulation and case law to establish aspirational 
goals of conduct, which, if satis"ed, carry with them a presump-
tion of good faith. 

!e regulatory bodies most invested in "duciary standards of 
non-pro"t healthcare directors are:
 • !e state attorney general, with jurisdiction over enforcing the 

provisions of state not-for-pro"t and charitable trust statutes, 
and compliance by corporate o#cers and directors with their 
"duciary duties established under those statues and the common 
law

 • !e Internal Revenue Service, with jurisdiction over the terms 
and conditions by which tax-exempt status under Internal Rev-
enue Code E&%(c)('), and non-private foundation status under 
Code Section E&+(a) are granted (the IRS long being of the view 
that e$ective corporate governance is essential for compliance 
with tax-exemption principles)

 • !e U.S. Department of Justice and the O#ce of Inspector Gen-
eral, Department of Health and Human Services, to the extent 
that their respective enforcement of Medicare and Medicaid 
anti-fraud statutes implicate the compliance oversight obliga-
tions of the governing board

!e collective concept of “in a like position and under similar 
circumstances” is of bedrock importance as it relates to inter-
pretation of duty-of-care obligations. !is concept is based on 
the premise that a director’s approach to a particular matter 
will depend upon the circumstances with which he/she is con-
fronted. !is is the “cards you’re dealt with” analogy. Well-laid 
military plans will be a$ected by how the general views the bat-
tle"eld; making a musical recording will depend on how the artist 
interprets the recording studio; executing a football game plan is 
subject to how the quarterback reads the defense. Even a director 

!, Ibid.
#% Ibid.
#! Ibid.
## Kurtz, !,,#.
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lacking either relevant experience, or particular quali"cations, 
will be expected to act consistent with “common sense, practical 
wisdom, and informed judgment.”23 !e key is that the individual 
director apply his/her unique perspective—formed from whatever 
source or experience—to the matter and circumstances at hand.

Directors’ obligations to monitor the e$ectiveness of corpo-
rate governance in a transformed healthcare environment arise 
within the context of both the oversight and decision-making 
functions. With respect to the former, it involves the board’s 
duty to monitor the presence, extent, and magnitude of industry 
change and its implications to the organization. With respect to 
the latter, it involves informed decision making by the board with 
respect to possible changes to the form and structure of its system 
of corporate governance. !e performance of these duties will be 
evaluated by courts and regulators within the context of the “in 
a like position and under similar circumstances” concept intro-
duced above. !e manner and extent to which directors address 
the impact of industry change will depend on a number of factors:
 • First is the transformative nature of industry change. Courts 

and regulators are likely to recognize the signi"cance of this 
change and hold board members to a higher level of attentive-
ness and care as a result. !ey will assume that "duciaries will 
exercise the (higher) level of engagement necessary to respond 
to such seismic, generational change (i.e., a recognition that from 
a governance perspective, this is not “business as usual”). !ey 
will also assume that management will provide the level of sup-
port necessary to enable the board to evaluate the implications 
to the hospital or health system and its mission from such change.

 • Second is the size and sophistication of the individual organi-
zation. Health systems, for example, whether organized as not-
for-pro"t or for-pro"t in nature, are very substantial business 
enterprises—in many cases one of the leading businesses in the 
market area and with annual revenues in the nine and %& "gures. 

#$ )e American Law Institute, Principles of the Law of Nonpro"t 
Organizations, Tentative Draft No. !, Sec. $!(, Comment a(!),  
March !,, #%%*.

!ey operate with complex business agendas and through a 
diversi"ed operational portfolio. !ey are likely one of the leading 
employers in the service area and contribute substantially to the 
greater economy of the service area. !us, the director’s duty of 
care is likely to be interpreted through the prism of a large, com-
plex, sophisticated business enterprise as opposed to that of a 
typical not-for-pro"t charity. It is important that boards not cling 
to antiquated visions of deferential treatment a$orded charities 
by courts and regulators. 

 • !ird is the unique business structure of the healthcare sector 
and the signi"cance attributed to the oversight and decisions 
made by hospital and health system directors. !e “stakes” 
involved in the board agenda are enormous as they relate to the 
competitive position of the organization, its "nancial results, its 
delivery of care, its status as a major employer, and the delivery 
of quality healthcare services—as well as the long-term sustain-
ability of the enterprise.

!e application of these and other factors is likely to support 
application of a higher standard of care in terms of the board’s 
obligation to monitor the e$ectiveness of corporate governance 
in a transformed healthcare environment. Courts and governance 
regulators may well interpret the duty of care in these circum-
stances and are requiring an enhanced level of engagement by the 
board in connection with this emerging issue—working smarter, 
longer, and faster. A good-faith response would be a board-driven 
examination of whether current governance processes are suf-
"ciently responsive to the transformed healthcare environment. 
!e speci"c focus would be on the need to position the board to 
make informed decisions and provide attentive oversight to an 
increasingly complex agenda and in the context of a highly regu-
lated, evolving operational environment.
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Applying Legal Principles to a Governance Review 

As the previous sections demonstrate, the basic theme of this 
white paper is that the board has a special obligation to con-
sider the implications for its governance structure arising 

from the transformed environment. 

234 KL49=>:? =34? J4A:<49 #$% <L9= >= 749;:?G =: 
that environment—to the changed circumstances? What is the 
right course of action?

It is a well-established governance best practice that the board 
should periodically review its own size and structure in order 
to ensure the continuing adequacy of its oversight and deci-
sion-making practices, and commitment to the organizational 
mission.24 !ere are potentially great bene"ts arising from an 
evaluation of the board’s ability to ful"ll its role as e$ectively as 
possible. Indeed, fundamental "duciary principles presume that 
attentive boards will periodically pause to examine their respon-
sibilities and processes in a conscious and progressive manner, 
with a view towards improvement.25 

!e law’s expectation regarding governance self-review 
becomes more acute in periods of great economic, regulatory, leg-
islative, or societal change. 
For example, many large 
corporations conducted 
major governance reviews in 
response to such signi"cant 
events over the last decade 
(e.g., Sarbanes-Oxley, Dodd-
Frank, and the great reces-
sion of (&&1–(&&+). In these 
and similar events, sophis-
ticated boards took time 
to contemplate and pursue 
new and improved ways of 
promoting organizational/mission goals and objectives. So it is 
likely to be with respect to healthcare boards and the transforma-
tive change generated by the ACA and collateral events. Courts 
and regulators are likely to interpret the nature of health sector 
change as so complex and consequential as to (almost) man-
date board evaluation of what change implies for the hospital or 
health system, which now faces the demands of a recalibrated 
environment.

!e issue is almost less about speci"c elements of change, and 
more about the willingness to consider, in a focused manner, 
whether change is necessary. It’s primarily about asking the 
question, in a serious and deliberate way. After all, there is no 
prescribed manner by which boards are expected to respond to 

#& Panel on the Nonpro't Sector, Principles for Good Governance and 
Ethical Practice: A Guide for Charities and Foundations, Principles !+ 
and !,, October #%%*.

#( Guidebook, p. $%-.

ACA-prompted change. !ere are no “best practices” speci"cally 
adopted for that purpose. In that context, a good-faith e$ort to 
review the adequacy of existing governance processes should 
be the immediate goal. And it’s also an estimable goal. !at’s 
because “good faith” (i.e., acting with an honesty of purpose and 
acting with honest intention in the best interests of the organi-
zation) is often interpreted by the courts as a prophylactic for 
director liability. So there’s a basic recognition of bene"t in having 
made the e$ort, no matter what the result.

!e issue is primarily about asking, in a serious 
and deliberate way: Is change necessary? !ere 
is no prescribed manner or “best practices” by 
which boards are expected to respond to ACA-
prompted change. In that context, a good-faith 
e"ort to review the adequacy of existing governance 
processes should be the immediate goal, because 
“good faith” is often interpreted by the courts as a 
prophylactic for director liability. However, a review 
process that is limited or super#cial that does not 
formally engage the full board or the governance 
committee, or one that results in few identi#ed 
changes or revisions, will likely be viewed with 
circumspection and may undermine the good-
faith e"ort associated with pursuit of the process.

!at is not to suggest, however, that the law’s expectation is solely 
about process—about simply making the e$ort to “kick the tires” 
of the existing governance structure. A review process that is lim-
ited or super"cial that does not formally engage the full board or 
the governance committee, or one that results in few identi"ed 
changes or revisions, will likely be viewed with circumspection 
and may undermine the good-faith e$ort associated with pursuit 
of the process. To truly satisfy the expectations of the law, the 
sophistication of the review must be commensurate with both 
the nature of industry change (substantial) and with the sophis-
tication of the hospital or health system. In other words, what 
may be su#cient for a community-based health network is likely 
to be woefully insu#cient for a billion-dollar, multi-state health 
system. Just as the “circumstances” of transformative change 
drive the need to reevaluate the e$ectiveness of the governance 
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structure, the “circumstances” of the speci"c organization will 
drive the scope and intensity of the reevaluation process.

Against a backdrop of increased expectations, an ACA-
prompted governance review is likely to reDect several broad 
considerations:
 • First, the rigor of governance processes must be consistent with 

the organization’s scale, scope, and complexity of operations. 
 • Second, the board’s willingness to challenge engrained percep-

tions—to “push back” against an “if it ain’t broke, don’t "x it” 
mentality and reject assumptions that a governance structure 
designed to address a particular (pre-ACA) environment is well-
suited to meet the needs of a dramatically changed environment.

 • !ird, the principal governance goal should be how best to 
ensure the long-term sustainability of the organization and its 
mission. Depending upon the circumstances, this may involve 
special emphasis on the development and maintenance of the 
organization’s physical and "nancial (including but not limited 
to stewardship) resources. 

 • Fourth, the need for the board to address not only basic "du-
ciary responsibilities and near-term issues, but also to preserve 
su#cient agenda time to address the major strategic challenges 
and opportunities facing the organization. It is important that 
board processes reDect the discipline necessary to focus on the 
“big picture” and avoid excessive concentration on the transient, 
transactional, and tactical.

 • Fifth, a recognition that there is at least a “grey” (if not “black”) 
line distinguishing the roles of governance and management, 
and that the forces prompting a more engaged and attentive 
board do not require the conDation of those roles.

 • Sixth, and "nal, is the importance attributed to the board’s ability 
to balance competitive strategies, organizational ambition, and 
innovation with informed risk taking, with a careful calibration 
and management of risk—especially as the organization enters 
a more uncertain and potentially volatile regulatory environ-
ment prompted by ACA-related change forces.

!e balance of this white paper is intended to address themes 
that can serve to guide the board through the review process. !is 
transformational change will increase the complexity of board 
agendas, by presenting new issues and challenges that are begin-
ning to emerge on the horizon. !e ability of the board to respond 
to these issues can best be evaluated by examining their impact 
on the following elements of governance: 
 • Fiduciary principles
 • Governance structures 
 • Board composition
 • Governance processes 
 • Corporate structure
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Review Components: Fiduciary Principles 

A primary focus of board attention should be on the extent to 
which transformational change will a#ect the $duciary stan-
dard of care to which it is subject. 

H5 I36= J6948>?4 9=6?G67G9 I>88 >= J4 MLG@4GN O74 
there elements of change that will require board members to 
apply a heightened degree of engagement with respect to all, or 
any particular aspect of, their duties? Simply put, the question is 
whether transformational change will require board members to 
work “smarter, faster, and longer.”

As a general matter, the answer is likely to be “yes.” Hospital 
and health system boards can most certainly "nd themselves 
devoting considerably more time, e$ort, and energy than in the 
past. It’s only reasonable to assume that greater attentiveness will 
be expected by the law and regulators from healthcare directors, 
given the extent of industry recon"guration. !e duties of care—
and loyalty—as applied to healthcare directors are likely to 
become materially more rigorous as regulations increase, the 
scope of operations become more sophisticated, and the value of 
assets under ownership or control become greater. It’s not that 
the basic "duciary principles themselves will change, but rather 
that the prism through which courts and regulators interpret 
those duties will change. !at’s because of the dramatically dif-
ferent circumstances in which non-pro"t healthcare boards now 
"nd themselves. 

In some respects, the standard will be “hybrid” in nature—
applying the basic corporate-styled standards generally appli-
cable to business corporations, with an overlay of the unique 
stewardship obligations attributed to not-for-pro"t corpora-
tions and other charitable enterprises. In some states, it may 
also involve a confusing mix of charitable trust principles, which 
will only serve to frustrate boards and their legal counsel to the 

extent such principles contradict established state corporate law 
standards.26 

!is may be upsetting to some board members who cling to 
outdated notions of non-pro"t charity governance—of simpler 
and less complicated terms of service. Yet the inescapable fact is 
that the post-transformational healthcare organization will rep-
resent one of the most complex and operationally sophisticated 
of non-pro"t organizations. 

Any heightened standard of conduct will likely be most signi"-
cantly implicated in the board’s exercise of at least "ve speci"c 
tasks—those that relate to strategic planning, risk management, 
quality of care, conDicts of interest, and executive search (and 
there may be others).

!e duties of care—and loyalty—as applied to 
healthcare directors are likely to become materially 
more rigorous. It’s not that the basic #duciary 
principles themselves will change, but rather that 
the prism through which courts and regulators 
interpret those duties will change. !at’s because of 
the dramatically di"erent circumstances in which 
non-pro#t healthcare boards now #nd themselves.

Strategic Planning 
Increased board involvement in the strategic planning process 
arises from the rapidly changing competitive landscape within 
which many organizations "nd themselves operating. (We’re no 
longer worried only about competition from the other hospitals 
in town.) !e current period of transformative change is serving 
to recast the universe of competitors from both vertical and hori-
zontal perspectives. Hospitals and health systems now face direct 
and indirect competition from a hugely diverse set of enterprises, 
not just other hospitals and health systems in the service area, 
but also from national systems providing service line venture 
support; physician ambulatory, diagnostic, and other entrepre-
neurial ventures; and insurance, pharmaceutical and medical 
device companies, retail pharmacies, information technology 
"rms, research enterprises, and the like.

!is may require positioning the board to be more engaged in 
connection with market-based matters. !e board will be better 

#- Guidebook, p. ##*; see, .e.g., Illinois Charitable Trust Act (*-% ILCS ((/). 
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able to respond to management initiatives with respect to the 
competitive landscape if it is more informed about the strategic 
direction of the market, publicly available information about the 
direction of competitors, and about trends that are developing in 
similarly situated markets across the country.

With strategic planning assuming such an important "duciary 
role, it is fair to assume that the board’s involvement in that pro-
cess will assume a heightened level of expectation. !e board 
should expect to be more assertive both to the extent in which 
it directs management to prepare a strategic plan, and in which 
it reviews, understands, and monitors the implementation of the 
plan. It should be clear that while management may have the 
responsibility to prepare the actual plan document, the board has 
overarching oversight responsibility with respect to plan devel-
opment and application. !e board will also be expected to be 
more attentive to the relationship between the strategic plan and 
executives’ achievement of strategic-based incentive compensa-
tion goals.

Risk Management 
Virtually all governance trends for corporations in regulated 
industries reDect a sharp increase in board commitment to mat-
ters of risk oversight. While much of this focus has its foundation 
in events within the "nancial services industry over the last sev-
eral years, the principles of e$ective risk oversight apply across 
all industry sectors. !ese principles are centered on improving 
the process by which risks are identi"ed, assessed, managed, and 
communicated through the organization. 

Special emphasis is placed on enhancing the manner in which 
risk information is communicated to the board, the context in 
which that information is communicated, and the attentiveness 
given to it by the board or risk committee. Indeed, this trend is 
leading some sophisticated corporations to increase the expec-
tations placed upon members of their audit and risk committees 
(with, in many cases, a corresponding increase in compensation 
and sta$ support). In healthcare, governmental fraud recovery 
statistics, the level of fraud-related whistleblower activity, and 
announcements/reports of regulatory investigations and judi-
cial decisions combine to evidence the dramatic increase in fraud 
enforcement in recent years. Much of this is rooted in the new 
anti-fraud provisions of the ACA, and related initiatives, to reduce 
the impact of fraud on the cost of a$ordable healthcare.27 

!e regulatory risks associated with the broad shift towards 
hospital–physician integration add to the importance of a more 
focused risk management process with close board involve-
ment. !e Tuomey decision alone should be a dramatic "duciary 
warning sign.28 !ese types of developments reDect a trend that 

#* Michael G. Scheininger and Brad Samuels, “Anti-Fraud Provisions in 
the New Health Care Law,” Law$-%, March !#, #%!%.

#+ Karen A. Gledhill, John B. Garver III, and Amit Bhagwandass, “)e 
October #%!$ Tuomey Order: What Happened, What Can We Learn, 
and What’s Next,” North Carolina Bar Association, Health Law Section, 
February !, #%!&. View at http://bit.ly/!emy,(k.

cannot be ignored by governing boards in the exercise of their 
Caremark-based risk and compliance oversight responsibilities.29

Increased board attentiveness can be manifested in several 
speci"c ways, all of which are consistent with a broader trend 
across the spectrum of regulated industries to emphasize the 
more direct role of governance in risk management:
 • First is providing directors with a greater understanding and 

awareness of the enforcement climate—the ability to e$ectively 
exercise risk oversight will depend in large part on a meaningful 
appreciation of the level of enforcement activity and of the gov-
ernment’s general theories of fraud, Stark, and False Claims Act 
liability. 

 • Second is establishing a reporting relationship between the 
line management, the compliance and legal a$airs o#cers, and 
the board that provides timely and understandable informa-
tion on legal and compliance issues, including those that “keep 
management awake at night.” Governance-driven corporate 
culture must encourage management to report “bad news” to 
the board. 

 • !ird is adopting a more de"ned internal management/board 
process by which business transactions and arrangements 
involving material legal risk (e.g., physician alignment proposals) 
are reviewed and approved. 

 • Fourth is having the board adopt a risk tolerance position/risk 
pro"le, that more directly engages the board in the awareness 
of risks associated with individual arrangements and transac-
tions, and establishes a template from which the board may 
determine whether arrangement-speci"c risks as identi"ed are 
acceptable to the organization. 

 • Fifth is ensuring appropriate horizontal communication, on 
both governance and management levels, between individuals 
responsible for compliance, internal audit, audit, and legal a$airs 
matters—to help ensure better internal coordination on risk 
management issues.

Quality of Care 
!e evolving healthcare environment is forcing boards to reeval-
uate their approach to quality-of-care concerns. !e board’s 
quality oversight role is being impacted by larger organizational 
structures; complex and diverse contractual arrangements with 
physicians; multiple delivery of care models; acute risk manage-
ment concerns; reputational, rating, and patient satisfaction 
matters; and the intense focus of government and private payers. 
Additional pressures are arising from the organized medical sta$ 
and executive leadership, each of which have their own perspec-
tives on the proper role of the board with respect to quality of 
care. !ese factors combine to compel the board to recon"rm for 
internal constituencies its “claim” to an oversight role.

#, In re Caremark, International, Inc. Derivative Litigation, -,+ A.#d 
,(, (Del. Ch. !,,-); see also, Corporate Responsibility and Corporate 
Compliance: A Resource for Health Care Boards of Directors, Department 
of Health and Human Services (O.ce of Inspector General) and 
American Health Lawyers Association, September #%%*. View at 
https://oig.hhs.gov/compliance/compliance-guidance/compliance-
resource-material.asp.
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Pursuit of this goal invites a more aggressive, collaborative 
process between the board, management, and medical sta$ 
leadership.30 For while there is substantial clarity on the need for 
greater emphasis on quality of care, there is much less clarity on 
the board’s role in the process by which the board, medical sta$, 
and management should work together on quality matters. !e 
board can e$ectively achieve its quality-of-care oversight respon-
sibilities through an integrated, coordinated risk management 
process that focuses on the six speci"c dimensions in which qual-
ity-of-care issues most directly implicate board responsibilities. 

!ese dimensions include licensure and accreditation, payer 
reimbursement, ACA themes, regulatory compliance and enforce-
ment, organizational reputation, and "nancial risk. !e expec-
tation is that such an integrated approach will work to con"rm 
the appropriate role of the board—for not only individual board 
members themselves, but also for members of executive leader-
ship and the medical sta$. It is critical that all of these constitu-
encies understand why and how the board must be involved in 
quality oversight.

Six Dimensions of Oversight

The board’s quality-of-care duties are a!ected by its:
". Traditional oversight of the organization’s licensure and 

accreditation arrangements
#. Traditional oversight of the organization’s participation in 

governmental and private insurance payment programs
$. Obligation to monitor the organization’s compliance with 

the A!ordable Care Act and to work with management to 
implement ACA-based responses

%. Obligations to provide oversight of the organization’s cor-
porate compliance programs and system of legal controls

&. Obligation to protect the reputation of the organization 
(as an important asset)

'. Obligation to serve as attentive stewards of the organiza-
tional fisc (i.e., to monitor its financial a!airs and to take nec-
essary and prudent steps to minimize financial risk)

Con"icts of Interest 
Virtually every board has some form of process or policy by 
which it identi"es and addresses conDicts of interest amongst 
its board members and o#cers. !at’s not the concern. Rather, 
the concern is that those processes and policies may be materi-
ally insu#cient to address new duty-of-loyalty issues emerging 
from the transformed healthcare economy. Board members will 
be expected to adopt a more vigorous approach to the manner 
in which conDicts are identi"ed, disclosed, reviewed, and—in 

$% Michael W. Peregrine, Sandra M. DiVarco, and Anne M. Murphy, “)e 
Board’s Quality of Care Responsibilities: Six Dimensions of Oversight,” 
E-Brie'ngs, )e Governance Institute, Vol. !!, No. !, January #%!&.

appropriate circumstances—managed (i.e., the process by which 
conDict-of-interest transactions approved by the board are sub-
ject to ongoing monitoring).

!e transformed healthcare economy is prompting organiza-
tions to invest in a much broader portfolio of enterprises, clinical 
partnerships, research ventures, new programs for the delivery 
of care, creative investment vehicles, and other relationships and 
arrangements. !e diversity of these relationships and associ-
ated opportunities for partnership and investment will serve to 
signi"cantly increase the potential for conDicts involving "du-
ciaries or a#liates. At the same time, the regulatory and judicial 
enforcement of conDict-of-interest arrangements has become 
much more engaged. !e types and nature of relationships that 
can create (or create the impression of) a conDict of interest are 
expanding signi"cantly, beyond traditional concepts of direct 
"nancial, employment, and investment relationships. !ere is 
a broadening policy concern with the types of arrangements 
involving "duciaries that could somehow bias the board’s deci-
sion making or oversight policy.

For those reasons, the board’s approach to conDict matters 
must be materially more robust—commensurate with the size 
and sophistication of the enterprise and the diversity of its busi-
ness portfolio. !e evaluation process must be looking “down the 
block and around the corner” in terms of potentially problem-
atic relationships. Board members must adopt a more expensive 
appreciation for the types of relationships that have the potential 
for creating conDict. Reliance on the IRS’ template conDict policy 
won’t work; a policy that is a good "t for the local area blood bank 
won’t work for a health system generating hundreds of millions in 
terms of annual revenues. !e legal and reputational risks asso-
ciated with an insu#cient conDict orientation are substantial. 
!us, the likelihood is that the transformed environment may 
prompt a revised approach to board-level conDict-of-interest 
review and resolution.

Executive Search Process 
!e transformed healthcare environment is also likely to place 
additional pressure on a more “micro” aspect to the board’s duty-
of-care obligations—carrying out the executive evaluation, tran-
sition, and search process. General trends reDect a substantial 
increase in CEO turnover, across industry sectors. Not surpris-
ingly, the data suggests that such turnover is particularly high in 
the healthcare sector, no doubt reDective of the Duid nature of the 
industry.31 !ese circumstances—together with the increasing 
complexity of the healthcare business model—combine to sub-
stantially increase the "duciary “stakes” associated with the role 
of the board’s CEO search committee.

!e higher “stakes” are attributable in part to the fact that, 
for many organizations, the search committee has often failed 
to receive the degree of board-level attention, in terms of organi-
zation and operation, than the circumstances would ordinarily 

$! “Year-End CEO Report: !,#&- CEO Changes in #%!$, More Women 
in Top Spot,” Challenger, Gray & Christmas, Inc. View at www.
challengergray.com/press/press-releases/year-end-ceo-report-!#&--
ceo-changes-#%!$-more-women-top-spot.
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warrant. !is inattentiveness has often been manifested by the 
following types of concerns: disunity on the search pro"le; lack of 
speci"city and direction in the committee charter; the absence of 
committee members with search process experience; unrealistic 
timetable expectations; a committee budget that is insu#cient to 
support the needs of the committee; de"cient due diligence, both 
in terms of the identi"cation of quali"ed search consultants and 
of identi"ed candidates; insu#cient committee oversight of, and 
engagement with, the search consultant; and limited communi-
cation between the search committee and the full board.

!e higher stakes are also attributable to the fact that the 
pro"le for a quali"ed CEO candidate has evolved dramatically, 
consistent with the evolution of the industry generally. !e 
search committee “playbook” may need to be rescaled in order 
to create a pro"le that matches the needs of an organization in a 

transformed environment; the quali"cations that may have been 
ideal the last time the organization pursued a search process may 
well be obsolete now. Similarly, the quali"cations of the search 
committee members, the capabilities of the search consultant, 
the extent of the committee’s involvement with the consultant, 
and the committee’s “homework” with respect to the candidate—
all may be in play. !us, in a transformed healthcare environment, 
the board’s CEO search committee may be thrust from the relative 
“backwater” of governance processes, to the forefront thereof.

Note that while the above elements of the board’s obligations 
are those that experience suggests will be most likely subjected 
to enhanced "duciary attentiveness, they may not be the only ele-
ments. !e review process should broadly examine the potential for 
transformative change to increase the level of board engagement in 
terms of its established duties.
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Review Components: Governance Processes and Structures 

The board should examine the extent to which the level of 
transformational change will a#ect its established gover-
nance structures and practices, and its ability to implement 

thereto needed e%ciencies in order to reduce certain administrative 
burdens on board members. 
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of change that will require board members to amend the 
approach to such key procedural matters as meeting schedules, 
use of committees, reserved powers, advisory and “management” 
boards, communications and reporting relations, and agenda 
management. To a large degree, the board’s position with respect 
to these elements of process and structure will reDect its perspec-
tive on the nexus between transformative change and corporate 
governance.

Meeting Schedules 
!e calendar for scheduled meetings of the 
governing board will need to take into con-
sideration increased agenda items arising 
from transformation-based developments 
and challenges. Understandable e$orts 
to achieve governance e#ciencies, and to 
reduce administrative burdens on direc-
tors, typically include the possibility of both 
reduced meeting schedules and time limita-
tions on individual meetings. While these 
are laudable goals, they must be balanced 
with assurances that directors are devoting 
a su#cient amount of time to corporate 
a$airs in an organized, formal manner. !e 
governance committee should give careful 
thought to the scope of future agendas, and 
to the intensity and complexity of matters 
coming before the board, in setting the board calendar.

!ere will be a (reasonable) assumption on the part of regu-
lators and other third parties that agendas are likely to become 
more—rather than less—complex, given the diversity of trans-
formation-related issues coming before the board. Indeed, 
many transformation-related issues may involve new or unique 
concerns and opportunities. !us, the time required for board 
deliberation may actually be longer—and extend over a period 
of time—than more traditional issues that have regularly come 
before the board. (!is is certainly a factor to be considered 
before committing to any signi"cant e#ciency-based reduction 
in meeting schedules.) !is underscores the renewed importance 
of “agenda management” (i.e., that a more disciplined, general 
counsel-driven approach to agenda development preserves more 
meeting time to be spent on critical matters such as strategy, 
compliance, transactions, "nancial performance, and quality of 

care). Remember that in the context of regulatory investigation 
or third-party litigation, items such as agendas and meeting min-
utes can be evidence of the level of attentiveness attributed by the 
board to speci"c matters.

Reserved Powers 
Transformation-related issues and initiatives may also warrant 
an evaluation of the control powers that the health system parent 
retains over its subsidiary organizations and joint venture invest-
ments. Many of these “reserved powers” were initially structured 
to address traditional issues coming before the boards of subsid-

iaries. !e transformation-related question 
is whether the reserved power structure 
should be updated to give the parent the 
ability to maintain an appropriate amount 
of control over subsidiary investments and 
initiatives. For example, would the existing 
reserved power structure be su#cient to 
allow the parent board the (expected) ability 
to approve a hospital subsidiary’s proposed 
commitment to innovative initiatives such 
as new service-line joint ventures, invest-
ment in population health initiatives or 
other forms of increased risk assumption, 
implementation of “cloud computing” solu-
tions, or large-scale physician alignment 
arrangements (especially where the regula-
tory risk is material)? Many new transforma-

tion-related initiatives considered by various entities within the 
organization will be unique in nature and will require a higher 
degree of evaluation and risk analysis. !e question is whether 
the current arrangement for intra-system reporting and reserved 
powers will be su#cient to allow the parent board the ability to 
apply the level of oversight and (if necessary) approval that may 
be warranted.

Reporting Relationships 
On a related point, the intensity and complexity associated with 
transformation issues prompts a second look at the e$ectiveness 
of traditional management-to-management and management-
to-board communications and reporting relationships. Do they 
work to ensure that information is provided on a timely basis 
to those with a “need to know,” and in a context that will assist 
the recipients with the review and comprehension? While the 
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importance of e$ective reporting relationships has been most 
acute of late in the context of risk management (see discussion 
above), it is also of great importance when multiple organiza-
tional constituencies are pursuing/managing/directing a broad 
array of transformation-prompted initiatives and programs. 

In this regard, there should be a sensitivity to the potential 
for bias or conDict to arise within reporting relationships, and to 
provide solutions (e.g., futility bypass arrangements) to prevent 
important messages from being muted or blocked due to conDict. 
!is has been a particularly signi"cant issue with respect to the 
reporting relationships of such key o#cers as the general counsel, 
compliance o#cer, and chief "nancial o#cer. In these and similar 
instances, the government seeks to ensure both that the voices 
of these key o#cers are heard by other key o#cers and by the 
board, and that they are not required to report to an o#cer who, 
by the nature of the position and its duties, could be in a position 
to negatively a$ect the ability of the reporting employee to pursue 
his/her message.32

A similar concern is whether there is a clear understanding 
between management and the board on lines of authority, just 
as it must be between the parent board and subsidiaries. As mul-
tiple transformation-related initiatives “percolate up” through 
the healthcare organization, it is important to have clarity on the 
established review and approval processes. With respect to the 
CEO, it is helpful that there be an understanding as to what mat-
ters can be pursued on the CEO’s initiative, what matters require 
noti"cation to the board as part of the implementation process, 
and what matters require board approval before implementa-
tion. In the context of reserved powers and lines of authority, 
written “governance matrices” assume greater organizational 
value and importance, helping to ensure that boards are more 
fully informed in a timely manner, and that CEOs do not move 
forward without the necessary board input or authorization.

All of these issues mean that, given the intensity of the trans-
formed healthcare environment, long-standing perceptions 
about reporting and intra-system relationships may need to be 
adjusted.

Committee Formation 
!e impact of health sector transformation will also be felt in 
terms of the structure and charter of the committees of the board. 
!e question that should be asked is whether the existing com-
mittee organization will be adequate to address the challenges 
that can be expected from the evolving environment. Which 
committees still have valid purposes and which don’t? Which 
committees should be added and which should be dropped or 
merged? Do charters of existing committees need to be amended 
to focus more clearly on new issues?

!e following committees can be expected to continue to play 
a prominent board role:
 • Finance: !is committee will likely assume a critical role in mon-

itoring the "nancial stability of the organization, and how it is 

$# Michael W. Peregrine and Joshua T. Buchman, “Managing the General 
Counsel/Compliance O.cer Relationship,” AHLA Connections, 
American Health Lawyers Association, October #%!!.

impacted by ACA-driven changes in federal reimbursement/
Medicare payment rates and arrangements with private insurers. 
!is is especially the case given the general uncertainty associ-
ated with the "nancial implications of health sector transforma-
tion. Together with the quality committee, it will be expected to 
focus on new operating models that will better position the orga-
nization to be responsible and accountable for the quality, cost, 
and overall care of the patient community, including consider-
ation of possible new forms of physician integration, such as 
accountable care organizations and medical homes. !e "nance 
committee will be expected to work closely with the organiza-
tion’s investment bankers to address the credit rating implica-
tions of transformation-related matters and further ACA-related 
developments.

 • Executive/strategic planning: As noted above, the governing 
board will be expected to place an increasing focus on strategic 
matters, whether directly through a standing strategic planning 
or similar committee with jurisdiction over strategic matters. 
Certainly a primary task of this committee will be to work with 
the senior management team in the development, implementa-
tion, and monitoring of the strategic plan. !is committee will 
also be expected to take a leading role, working with manage-
ment, in monitoring strategic marketplace developments and 
related opportunities for collaborations and a#liations arising 
from transformation-related challenges.

 • Governance/nominating: As noted elsewhere in this white 
paper, a vital governance task will be an evaluation of proper 
size and composition of the governing board and its commit-
tees. !is is particularly the case with the emerging emphasis 
on competency-based boards. !e committee’s task will include 
ensuring the proper mix of committees, the right quali"cations 
for new directors, and implementing board and committee eval-
uation processes. !e committee is likely to be charged with the 
responsibility for reviewing and responding to disclosed poten-
tial conDicts of interest as disclosed by o#cers and directors. As 
stated above, the emphasis on a sophisticated, committee-driven 
conDict review process will be especially important given the 
conDict issues likely to arise from new operating models and 
diversi"ed corporate investments prompted by the transformed 
healthcare sector. !is committee will also be charged with main-
taining adherence to thoughtfully developed board standards 
on director independence.

 • Executive compensation: With greater scrutiny of all the fac-
tors that contribute to rising healthcare costs, board compen-
sation committees will face increased pressure to support rea-
sonable executive compensation decisions. Particular impor-
tance will be on establishing appropriate incentive compensation 
arrangements that speak to the achievement of transformation-
speci"c goals and objectives (e.g., targets such as quality of care, 
merger integration, physician alignment, and mission support/
expansion). !e committee will be called upon to respond to 
increasing public and regulatory demands for transparency, and 
to limitations on certain elements of compensation. !e com-
mittee will also increasingly be expected to evaluate the impli-
cations of elements of incentive compensation and how they 
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relate to the achievement of both short-term operational goals 
and long-term cost containment goals. 

 • Audit: !e audit committee can be expected to play an outsized 
role in terms of monitoring the operational integrity of the hos-
pital or health system, ensuring the transparency and accuracy 
of "nancial statements, and con"rming the e$ectiveness of 
internal controls. In that regard, it will be expected to establish 
policies with respect to, and monitoring compliance with, the 
new supplemental requirements for Internal Revenue Code Sec-
tion E&%(c)(') tax-exempt status for hospitals (e.g., the provisions 
of Internal Revenue Code Section E&%(r) and associated Treasury 
Regulations). !e committee will expand its traditional role of 
working with the independent auditor to include the likely con-
sideration of new accounting changes and rules prompted by 
reform legislation and initiatives.

 • Quality: !e agenda of this committee will be expanded to 
focusing on new transformation-based challenges with respect 
to clinical processes and outcomes, patient care, and utilization. 
A particularly important new task for this committee will be the 
coordination of all areas of governance, management, and med-
ical sta$ that touch on the multiple dimensions by which the 
organization approached quality-of-care issues. !ese include 
licensure and accreditation arrangements, government and pri-
vate insurance payment programs, quality-of-care provisions of 
the ACA, the organization’s compliance plan and its compliance 
oversight e$orts, the basic governance responsibility to preserve 
the reputation of the organization, and the board’s duty to be 
attentive stewards of the organizational "sc (i.e., to monitor its 
"nancial a$airs and to take necessary and prudent steps to min-
imize "nancial risk). It should be the committee’s responsibility 
to ensure that there is no “silo e$ect” when it comes to coordi-
nating quality and safety e$orts within the organization.

 • Compliance: !e continuing importance of this committee in 
a transformed healthcare sector cannot be underestimated. With 
the guidance of the general counsel, the committee will be 
expected to respond to the many signi"cant new anti-fraud 

provisions introduced by the ACA and the corresponding dra-
matically increased government enforcement emphasis on elim-
inating Medicare/Medicaid fraud and abuse. !e committee 
must be the focal point of governance e$orts to satisfy the gov-
ernment expectations that the board assume responsibility for 
ensuring an organizational culture of compliance. !e committee 
will want to focus in particular on the compliance/regulatory/
legal issues associated with transformation-driven hospital–
physician alignment proposals. In this regard, the compliance 
committee may wish to work closely with other board commit-
tees that have jurisdiction over initiatives that may have signif-
icant legal/compliance implications, in order to better monitor 
the identi"cation and resolution of risk.

To the extent the hospital or health system combines the audit 
and compliance board oversight functions, that practice should 
be reconsidered. !e question is whether the necessary board 
oversight of compliance issues confronting the organization will 
be fully e$ective through a committee with dual responsibilities. 
!e larger the organization, the more di#cult it becomes to jus-
tify such a combined approach; it will only serve to marginalize 
the compliance oversight e$orts in terms of both practical imple-
mentation, and from the perspectives of both the organization’s 
constituencies and the government. !at begs the question of 
whether other committees (e.g., physician alignment, informa-
tion technology, delivery system formation, and cybersecurity/
privacy) should be formed in order to ensure the most e$ective 
breadth of board oversight, and to increase the e#ciency of the 
board’s overall practices.

Certainly, these are not the only elements of the board pro-
cess and structure that should be considered in the context of a 
transformation-prompted governance review. !ey are, however, 
some of the most obvious and represent a starting point for a 
comprehensive analysis of whether existing processes and struc-
tures position the board for success in a post-transformation 
environment.
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Review Components: Board Size and Composition 

A critical issue for board consideration is the extent to which 
the level of transformational change will a#ect its current 
approach to board size and composition. 
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the board is of su#cient size, and reDects the expertise and quali-
"cations, that will position it to provide e$ective and informed 
decision making and oversight in the context of the evolving 
healthcare sector. It’s nothing more complex than asking: Do we 
have the right number of board members to do the job, and are 
we selecting people who have the skillsets we need to address the 
challenges we know will be coming before us? For there will be 
likely no greater and more self-evident demonstration of the 
board’s good-faith commitment to addressing transformational 
challenges than how it addresses the related issues of size and 
composition.

Matters of Size 
It is well established that there is no such thing as a “best prac-
tice” when it comes to the appropriate size of a governing board. 
Most authorities suggest that board size should be commensu-
rate with the size and sophistication of the organization. It is gen-
erally recognized that there are governance concerns with boards 
that are so large that they hinder e$ective operation and deci-
sion making. Large-board governance through executive com-
mittee mandate carries with it particular risks. Similarly, there 
are governance concerns with boards that are so small that they 
cannot give adequate attention to the pressing needs of the orga-
nization.33 Determination of board size must be a very informed 
decision by the board in normal circumstances—and it requires 

$$ Internal Revenue Service, “Governance and Related Topics—(%!(c)
($) Organizations,” February #%%+. View at www.irs.gov/pub/irs-tege/
governance_practices.pdf.

a particularly deliberate reevaluation in circumstances of seismic 
industry change.

A discussion about the continuing e$ectiveness of current 
board size should be guided by a number of important factors, 
including:
 • !e size and sophistication of the organization, the regulatory 

environment in which it operates, the nature and geographic 
scope of its mission and activities, its "nancing model, the vol-
atility of its competitive market, and similar “macro”-type issues.

 • !e board must be large enough to ensure that it is able to pro-
vide e$ective oversight of management, ensure compliance with 
applicable laws, safeguard its assets, and promote and further 
the underlying non-pro"t, charitable mission.

 • !ere must be a serious determination of both the ability of the 
current board to e$ectively respond to the issues that it faces, as 
well as to the issues that will be arising as a result of the trans-
formation process (e.g., the board size may have worked in the 
past to address the current universe of issues, but will it work in 
the future to address the issues we know are arising over the 
horizon?).

 • As noted elsewhere in this white paper, there is a direct link 
between the adequacy of board size and the meeting attendance, 
preparation oversight, and information review needs/expecta-
tions of the board. Proper board size should anticipate the extent 
to which those tangible assignments/obligations may increase 
as a result of transformation.

 • Also as noted, the bene"t of adding board members with spe-
ci"c, needed competencies may a$ect board size (i.e., the need 
to “make room” for competency-focused candidates).

 • !ere is an increasing trend in governance law with respect to 
the “over-boarded” director—there is more of a “seller’s market” 
now for the services of highly competent, experienced board 
members. Adding individuals who concurrently serve on more 
than three or four other boards (there is no “magic” number) 
may signi"cantly dilute the potential contributions of such a 
director.

 • Assigning speci"c duties to committees with board-delegated 
authority, and populating those committees in part by individ-
uals who are not voting members of the board, may be advanta-
geous if allowed under state law.

 • !e most e$ective board size may be impacted by an increase in 
the number of board committees in response to transforma-
tional and regulatory considerations (e.g., separating audit from 
compliance and adding new committees to address emerging 
topics such as quality of care, information technology, cyberse-
curity, etc.).
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 • Preserving a majority of directors who satisfy existing board pro-
tocols and applicable law on director independence will con-
tinue to be an important governance consideration.

 • Warning signs that a board is already too small include situa-
tions in which board members have three or more committee 
responsibilities and cannot e$ectively devote su#cient time to 
those responsibilities, and where the presence of a conDict of 
interest of a leading director or two may a$ect the ability of the 
board to take action on a matter.

 • Warning signs that a board is already too big include situations 
in which the board has di#culty in obtaining a quorum for meet-
ings, or if it has evolved to a practice of relying principally on 
executive committee action to provide oversight and decision-
making direction.

 • Any evaluation of board size and composition should reDect the 
growing public policy emphasis on increasing the participation 
of women in governance.

When considering board size and composition, 
boards should ask: Do we have the right number 
of board members to do the job, and are we 
selecting people who have the skillsets we need 
to address the challenges we know will be coming 
before us? For there will be likely no greater 
and more self-evident demonstration of the 
board’s good-faith commitment to addressing 
transformational challenges than how it addresses 
the related issues of size and composition.

Matters of Composition 
!e traditional non-pro"t healthcare governance model has his-
torically focused on community and other constituent-based rep-
resentation, and the IRS exemption standards for hospital board 
composition (the so-called “independent community leaders” 
requirement). While this standard has been in place for almost *E 
years, it may prove to be a limiting (if not outmoded) platform for 
designing healthcare governance in a transformed environment. 
As this white paper has attempted to reDect, non-pro"t hospi-
tals and health systems are shifting from community to regional 
and even national entities in terms of scope and operation. !at 
fact, together with the need to respond to the broadening scope of 
transformational challenges, is prompting a reevaluation of how 
hospitals and health systems populate their boards. Satisfying the 
“independent community leader” standard may be increasingly 
di#cult as healthcare organizations grow in terms of size and 
geographic scope. 

Composition will be directly a$ected by the evolving nature 
of board agendas; transformation is prompting board agendas 
of previously unanticipated complexity and challenge. And, 
depending on the type of board, as well as the scope of its work 
and challenges, very di$erent directors with di$erent compe-
tencies may be required. !e board member quali"cations and 

expertise that formed the basis for e$ective community hospital 
governance may not continue to be the “right "t.” Nor will they 
automatically translate to e$ective regional or national health 
system board service, no matter the good faith or meritorious 
intentions of the individual director in question.

Of course, the speci"c work of each board will determine the 
competencies required to function e$ectively at that particular 
level. Nevertheless, the “universal” challenge is that the scope of 
board oversight must expand in relation to the new responsibili-
ties and issues hospitals and health systems are now confronting. 
It is well recognized that healthcare organizations are no longer 
merely an aggregation of hospitals; rather, they are expanding 
regionally to pursue initiatives such as clinically integrated net-
works, population health, and wellness for entire communities. 
!ey—and their boards—are confronting a host of new issues 
and evaluating many new opportunities unique to this trans-
formed environment. 

Boards will also be overseeing a broad portfolio of businesses, 
complex partnerships with clinicians and other providers; new 
programs to implement the continuum of care in a standard-
ized fashion to ensure quality; investment in immensely expen-
sive technology systems; and possibly the assumption of risk for 
population health, either directly or with insurance carriers or 
capital partners. Increasingly, the board will be responsible for 
the oversight of a diversi"ed portfolio of activities, enterprises, 
and investments, and the board’s composition must be struc-
tured accordingly. 

As noted above, community leaders have historically formed 
the core with non-pro"t hospital and health system boards. While 
this type of director may still add value to the board, additional 
skill and diverse backgrounds are increasingly being called for. 
!e competencies required to serve in the new model of care envi-
ronment will in many instances be less traditional, more sophisti-
cated, and more expansive. Increasingly, organizations will seek 
governing boards that are capable of evaluating the entire “chess 
board” to determine how each initiative is supportive of the stra-
tegic plan, while substantially rescaling the inpatient experience. 
!e competencies needed to evaluate such initiatives as popula-
tion health and wellness, extenders to the continuum, telemedi-
cine, retail partnerships, and new data that maps risk and quality 
represent the “"rst round” of new skillsets that will emerge “over 
the horizon” in healthcare.34 Indeed, the health industry rating 
agencies are encouraging boards to “cultivate informed leader-
ship” and populate boards with expertise in information tech-
nology, commercial insurance, "nancial services, and regulated 
industries in which compliance is deeply embedded within orga-
nizational culture.35 

It will be the responsibility of the board (acting through the 
governance or similar committee) to anticipate the future cor-
porate agenda, develop competency pro"les for organizational 

$& “Over the Horizon” client memoranda series on emerging legal issues 
in healthcare, accessible at www.mwe.com/info/overthehorizon/.

$( Michael W. Peregrine and David Nygren, “Toward the Professional 
Board: Governance Considerations for a Consolidated Sector,” AHLA 
Connections, American Health Lawyers Association, August #%!#. 
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needs, and then develop the governance pro"le of new members 
capable of ful"lling evolving needs. !e responsibility for evalu-
ating and nominating candidates for the board will assume far 
greater importance, and speci"c, pre-established board member-
ship criteria can serve as an e$ective reference for the committee 
in the nomination and renomination process. 

Governance appointments that run counter to this compe-
tency-based approach to board building—such as “legacy seats,” 
“constituent representation,” and others—can pose problems for 
continued e$ectiveness of board-level oversight and decision 
making. Board and committee composition must reDect an 
understanding of how integrated care is changing the agenda and 
information needed to support governance duties. Governance/
nominating committees may thus be among those select few 
board committees for which greater e$ort and commitment is 
expected. 

!e governance committee will need to identify prospects from 
a more diverse pool of candidates if they are to achieve compe-
tency goals. Candidates who are community-based or closely asso-
ciated with inpatient provider operations should not dominate the 
selection process because of their limited background. Increas-
ingly, boards may turn to professional recruitment "rms to achieve 
their recruitment goals—especially with respect to so-called “Dy-in 
directors” and directors from related industries (DRIs). 

!e practice of using board seats as “currency” in merger/
a#liation transactions should be discouraged. O$ering a poten-
tial partner position(s) on the parent board has long been a rec-
ognized negotiating tool, particularly in change-of-membership 
transactions. Yet, in a transformed sector this bargaining “chip” 
can frustrate the ability to add competency-based board repre-
sentation. It also may increase the risk of intra-system conDicts 
of interest arising from perceived dual loyalties (i.e., to the health 
system and to the hospital the director may be “representing”).

!e pool of potential directors may expand to include repre-
sentatives from the proprietary of the healthcare world; e.g., indi-
viduals serving in an executive or board capacity with for-pro"t/
publicly traded companies with healthcare service lines. (!e gov-
ernance committee will be challenged to educate directors with 

for-pro"t orientation on the unique mission and legal aspects of 
the non-pro"t corporation.) 

Board Composition: “Over the Horizon” Considerations

 • The director nomination process will experience a shift towards 
developing more leaders with expertise in emerging competencies 
critical to hospital and health system diversification (e.g., popula-
tion health and wellness, information technology/digital enterprise, 
cybersecurity, etc.).

 • Closer focus will be applied to whether the size of the board allows 
it to e(ciently and comprehensively address the issues with which 
it is presented on a regular basis.

 • Substantial “constituent representation” and reliance on executive 
committee practice are to be avoided.

 • Increased vigor and sophistication will be expected from gover-
nance processes that monitor director independence and the iden-
tification, disclosure, and evaluation of conflicts of interest across 
the organization.

 • As the responsibilities of the audit committee increase, so must the 
qualifications and commitment of its members, and e!orts to pro-
tect its charter from dilution by unrelated tasks.

Other competency- and composition-based issues that may need 
to be considered in evaluating the most appropriate transforma-
tion-responsive governance include: 
 • Commitment to serve: !is is a factor that incorporates such 

important issues as the willingness of a director to spend the 
necessary time on board matters, as well as the practical ability 
of the director to do so. Leading hospitals and health systems 
generally seek director candidates who have a sophisticated 
background and are likely to have signi"cant commitments to 
both employment relationships and service on other boards. 
!ere are many competing “calls” on their personal agenda. !e 
nomination process should not only select appropriately cre-
dentialed candidates but also ensure their willingness to reduce 
the number of competing commitments. Highly quali"ed board 
members are of little governance value if they are unable to attend 
meetings on a regular basis, or unable to fully participate in those 
meetings.

 • Con2icts of interest: ConDict-of-interest issues may assume a 
larger role in the nomination process in the context of e$orts to 
identify competency-based and other similarly skilled candi-
dates. As organizations expand their corporate agenda in the 
transformed environment, the potential for board member con-
Dicts of interest will increase. It is simply a function of the more 
diverse, sophisticated model of care and investment the organi-
zation elects to pursue; the potential for bias and conDict arising 
from the new agenda will automatically increase—and the gov-
ernance committee must be attentive to related concerns. Dual 
parent/subordinate board service will raise additional conDict 
issues. And it is not only actual conDicts but also the appearance 
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of conDicts and organizational reputation issues that must be 
carefully considered. Regional system and national system 
boards must insist on a sophisticated conDict-of-interest policy/
procedure to protect the unique duty-of-loyalty issues presented 
to the organization, the board, and individual directors in such 
circumstances. !is determination requires a thoughtful pro-
cess by the board, as opposed to a “check the box” review.

 • Director independence: E$orts to pursue competency-based 
nominations may similarly confront expanded challenges in 
terms of maintaining control of the board in “independent” direc-
tors. New board candidates will need to be vetted for their ability 
to satisfy independence criteria in the context of their unique 
business and professional relationships and expertise that form 
the core of their competency attraction.

 • Compensation: A board compensation program may prove to 
be a valuable director recruitment and retention tool, where it 
is allowed by state law. Compensation may well be an expecta-
tion, particularly given the expanded description of director 
duties, and the competitive market for certain types of direc-
tors. To be sure, several leading non-pro"t hospitals and health 
systems already compensate their directors commensurate 
with their level of duties, their time commitment, and travel 
required. Where allowed by state law, healthcare organizations 

may wish to give greater consideration to the value of director 
compensation in a transformed governance environment, par-
ticularly if they are to e$ectively compete for the best-quali"ed 
directors.

 • Legal/tax considerations: Careful corporate tax planning will 
be an important element of any shift toward a more competency-
based board. For example, parent health system tax-exempt 
status is derived from the parent’s relationship with some or all 
of its tax-exempt related subsidiaries. A health system parent 
will be considered an “integral part” of the operations of its a#l-
iated tax-exempt hospitals, and thus be entitled to derivative 
tax-exempt status, if it engages in activities that have a “close 
and intimate relationship” to the functioning of its a#liated tax-
exempt organizations and it provides a “necessary and indis-
pensable” service to such tax-exempt organizations (e.g., head-
quarters-type support). !ere is also the issue of the health 
system parent’s non-private foundation status, which may 
require a continued degree of overlap between the board mem-
bers or o#cers of the health system parent and the a#liated tax-
exempt organizations from which the health system parent 
derives its tax-exempt status. !ese important and complex tax-
planning issues are likely to be implicated by a competency-
based board member selection process.
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A Unique Responsibility 

The transformed healthcare environment also serves to involve the 
governing board more closely with the role of the corporate general 
counsel as she/he confronts new ethical and professional issues. 
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and supportive of the general counsel’s e$orts to resolve them.

!e general counsel of a healthcare organization is typically 
tasked with multiple roles: as a licensed attorney, a departmental 
administrator, a corporate agent in relation to third parties, an 
executive employee, a “guardian” of the corporate reputation, a 
member of the senior leadership team, and an important corporate 
and business counselor.36 Complications from these multiple roles 
can arise from the general counsel’s dual role as both a business 
and legal counsel to the corporation. On the one hand, the general 
counsel is expected to provide the organization with technically 
competent legal advice (e.g., assessing and managing legal risks 
and counseling the organizational client on the legal implications 
of particular options and circumstances). On the other hand, the 
general counsel is often asked to provide perspective and advice 
as a businessperson and not as a lawyer—to be a creative, col-
laborative, and proactive business partner to management team 
colleagues.

!ese are somewhat mutually inconsistent roles. It gets 
tougher when the general counsel, naturally, develops loyalty to 
superiors and to other members of the management team. One 
would expect the general counsel to be reluctant to create a divi-
sive relationship with executive team colleagues. From this arises 
what commentators describe as the “partner-guardian tension” 
that is "rmly at the core of the general counsel’s role.37 It is a ten-
sion that can be moderated by the general counsel’s exercise of 
professional judgment in the interests of the corporate client. 
But it is a tension that will be exacerbated by the challenges and 
business opportunities emerging in the transformed healthcare 
environment.

Many of these new challenges and opportunities reDect a level 
of legal uncertainty. !ey don’t o$er best practices, safe harbors, 
case law, regulatory guidelines, or enforcement history to help the 
general counsel structure her/his advice. !e application of health 
law to these new arrangements is in an embryonic state. Unfortu-
nately, competitive demands may serve to shorten management’s 
evaluation period. Decisions may need to be made within short 
timeframes. When “the pressure is on,” there is risk that the deci-
sion-making process may not allow for thoughtful legal analysis, 
and that management may be intolerant where the circumstances 

$- Michael W. Peregrine, “Emerging Legal Issues Present Ethical 
Challenges for General Counsel,” Health Lawyers Weekly, American 
Health Lawyers Association, Vol. !!, Issue $-, September !$, #%!$.

$* Ben Heineman, Jr., !e General Counsel as Lawyer-Statesman, Harvard 
Law School Program on the Legal Profession, September #%!%. View at 
www.law.harvard.edu/programs/plp/pdf/General_Counsel_as_Lawyer-
Statesman.pdf. 

require a legally conservative approach. !e “tug and pull” pres-
sures between the general counsel’s “partner” and “guardian” roles 
will increase exponentially when the strategic importance of the 
proposed opportunity or arrangement is heightened. 

Both the CEO and the board have a shared 
responsibility to understand the professional 
ethics challenges inherent in the general counsel’s 
partner-guardian role, and to support the general 
counsel in the resolution of those challenges. 
!is is particularly the case in the context of the 
new legal issues that will arise from “over the 
horizon” arrangements and opportunities.

In these circumstances, the general counsel may need support 
from board leadership in order to ful"ll her/his responsibility to 
protect the corporation’s interests. !is is especially true when 
their answer may need to be “No”—yet she/he is receiving sub-
stantial management pressure to convert their answer to be “Yes.” 
Certainly, both the CEO and the board have a shared responsi-
bility to understand the professional ethics challenges inherent 
in the partner-guardian role, and to support the general counsel 
in the resolution of those challenges. !is is particularly the case 
in the context of the new legal issues that will arise from “over 
the horizon” arrangements and opportunities. But given the 
board’s overarching compliance oversight obligations, its sup-
port could be crucial. !at support could be demonstrated in a 
variety of ways: through “tone at the top” conduct of the board; 
through allocation of responsibility in the charter of a key board 
committee (e.g., audit/compliance); through clari"cation in the 
CEO’s job description; and most importantly, through the speci"c 
actions of board leadership. !e board will be expected to sup-
port the general counsel’s satisfaction of her/his ethical duties, 
as they may be implicated by the challenges at hand—regardless 
of competitive pressures, strategic imperatives, or the uncertainty 
as to the relevant legal risks.
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!e Board/Management Dynamic 

Successfully responding to the governance challenges of a trans-
formed healthcare environment will require a close working rela-
tionship between the governing board and senior leadership. 
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a period of intense industry change, traditional roles and duties 
may be pressured and may bend, but should ultimately be pre-
served. It should be a relationship that involves constant dia-
logue to avoid misperceptions and misunderstandings. While in 
most instances it will be the CEO who advises the board of these 
governance challenges, any process designed to address these 
challenges must reDect a closely coordinated e$ort between man-
agement and the board. Such a collaborative process is crucial if 
the leadership group is to avoid fracture or division.

!at’s because any reasonable governance response to trans-
formation forces will likely involve an expansion of the role of 
governance and a reduction of the role of management—even 
if slight in scope or extent. If the presumption is that the board 
may need to work “smarter, faster, and longer” in the new envi-
ronment, that e$ort is likely to be manifested through a more 
focused, involved, and engaged board. In such circumstances, the 
key is for the parties to work together to ensure that any gover-
nance response does not work to needlessly inject governance 
into the role of management. Yet, the risk of that happening is 
acute in such circumstances.

In that regard, the following concepts should be kept in mind 
by both management and the board:
 • !ere may be built-in tension on both sides—the board per-

ceiving an urgent need to take action in order to respond to the 
environment, and the management team worrying that the 
board’s response will be “over the top” and unnecessarily infringe 
on the duties of management. Both are probably a given.

 • Management should respect the basic notion that extraordinary 
times truly require the board to reevaluate the e$ectiveness of 
the governance model.

 • !e board should respect the basic notion that any form of gov-
ernance reorganization is not an invitation to become more 
involved in the day-to-day business a$airs of the organization. 

 • State law makes it clear that while the board retains the ultimate 
responsibility for the business a$airs of the corporation, it is 
authorized to delegate day-to-day management responsibilities 
to competent executive management.

 • !e exercise of the necessary constructive skepticism by the 
board does not mandate an adversarial relationship with man-
agement—nor is it desirable.

 • It is similarly undesirable (and impractical) for board members 
to attempt to manage the corporation directly and comprehen-
sively.

 • !ere are inherent limitations (e.g., expertise and experience) 
on the ability of outside directors to assume any management 
activity. 

 • !e basic expectation of the board’s role is focused on strategic/
policy/oversight matters, stewardship of assets, and the long-
term sustainability of the organization and its mission.

 • !e roles of governance and management are uni"ed with 
respect to their obedience to supporting the mission of the orga-
nization.

!us, a successful response to the governance challenges 
imposed by the transformed healthcare environment may well 
be predicated on an understanding between management and 
the governing board that any related changes will not be intended 
to alter the basic and traditional separation of their respective 
duties and responsibilities.
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Conclusion 

As this white paper demonstrates, it is imperative for hospital 
and health system boards to acknowledge the relationship 
between industry change and governance and understand 

the speci$c governance challenges prompted by the current health-
care sector transformation. 

!ere is a fundamental nexus between the law and governance, which reinforces the 
extraordinary value of the role of the governing board in times such as these. 

Conducting a careful governance review of the board’s ful"llment of "duciary duties, gov-
ernance structures and practices, and board size and composition, with a rigorous consid-
eration of whether change is necessary, will enable hospitals and health systems to make 
informed decisions and render e$ective oversight, in the context of a thoroughly transformed 
environment, and a#rm and strengthen the organization’s commitment to its charitable 
mission.
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New York State Office of Medicaid Inspector General 

 

Compliance Alert 
 

2011 - 06 

 
BUREAU OF COMPLIANCE DOCUMENTION REVIEW CHECKLIST 

 

 

July 5, 2011 

 
New York State Social Services Law Section 363-d and 18 NYCRR Part 521 require certain 

healthcare providers to have reasonably effective compliance programs in order to participate in 

the New York State medical assistance (Medicaid) program.  The New York State Legislature 

determined that requiring Medicaid providers to have reasonably effective compliance programs 

is the most effective way to control fraud, waste and abuse in the Medicaid program.  The New 

York State Office of the Medicaid Inspector General’s (OMIG’s) Bureau of Compliance conducts 

Effectiveness Reviews of Medicaid providers to assess if Medicaid providers have reasonably 

effective compliance programs.   

 

Purpose of this Compliance Alert:  

In an effort to enhance transparency and enhance the effectiveness of compliance 

programs, the Bureau of Compliance is publishing the attached checklist to identify for 

Medicaid providers documentation that OMIG may request at the time of an effectiveness 

review.  

      

As the Bureau of Compliance conducts effectiveness reviews and focused reviews of 

providers’ compliance programs, providers will be asked to provide OMIG with the 

documentation that evidences the existence of an effective compliance program.  The 

attached form is an example of the types and kind of information that the Bureau will 

review.  It must be noted that the attached form is an example only and that effectiveness 

reviews conducted by the Bureau consider the uniqueness of providers even within the 

same provider type.  As noted on the bottom of the form, additional documentation may 

be requested based on review of the requested documentation. Providers can submit 

additional documentation which will be utilized by the reviewers to evaluate and assess 

the effectiveness of the Provider’s compliance program.     
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New York State Office of Medicaid Inspector General 

Bureau of Compliance 

 
Effectiveness Review Tool-Documentation Review Checklist   

 
Sample Documentation requested for each sample 

and/or Area 

Comments 

Employee 

Records  

1. Copy of xx employee records 

confirming the employee received the 

code of conduct.  

2. Copy of xx employee records 

confirming the employee received 

initial compliance training.   

3. Copy of xx employee records 

confirming the employee received 

annual compliance training.   

 

 

Educational 

Training    

1. Copy of Education Training material 

utilized for compliance training upon 

hire and annually.  

2. Copy of any additional compliance 

related training that has occurred 

outside of the training done upon hire 

and annually.   

3. Copy of the participant’s sign in sheet.      

4.   Copy of the pre-test and post-test 

results.  

 

Compliance 

Logs and   

Investigations     

Copy of xx compliance hotline calls/logs 

including, but not limited to how the 

complaint was:  

• Received  

• Recorded 

• Investigated      

• Resolved 

• Further action taken     

   .   

 

Employee 

Disciplinary 

Records  

Copy of xx employee disciplinary or 

termination records to include, but not 

limited to:  

• Date of incident 

• Nature of the allegation 

• Steps taken 

• Information revealed during 
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investigation 

• Findings 

• Outcome and resolution 

• Corrective action plan, if warranted  

 

Compliance 

Risk Areas/  

Internal 

Audits 

Copy of xx internal audits documentation 

to include, but not limited to:  

• Who Initiated audit (organization vs. 

outside agency)   

• Scope and Method 

• Findings  

• Recommendations  

• Corrective action plan 

• Continued follow up plan, if warranted 

• If the issue involved an overpayment, 

when was it reported, explained and 

repaid to OMIG   

 

 

External 

Audits 

Copy of xx external audits documentation 

to include, but not limited to:  

• Who Initiated audit (organization vs. 

outside agency)   

• Scope and Method 

• Findings  

• Recommendations  

• Corrective action plan 

• Continued follow up plan, if warranted 

• If the issue involved an overpayment, 

when was it reported, explained and 

repaid to OMIG 

   

 

Reports of 

Intimidation 

and 

Retaliation  

Copy of xx reports of intimidation and 

retaliation to include, but not limited to:  

• Date of incident 

• Nature of the allegation 

• Steps taken 

• Information revealed during 

investigation 

• Findings  

• Outcome and resolution 
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Quality of 

Care 

Complaints / 

Mandatory 

Reporting    

Copy of xx quality of care investigations/ 

reports to include, but not limited to:    

• Date of incident 

• Nature of the allegation 

• Steps taken 

• Information revealed during 

investigation 

• Findings 

• Outcome and resolution  

• If the issue involved an overpayment, 

when was it reported, explained and 

repaid to OMIG 

 

 

 

 
Based on review of the above, additional documentation may be requested.  

Please provide any additional documentation which would assist the reviewers in 

evaluating your compliance program.  The requested sample numbers will vary 

depending on Provider type and size.      

  
Acknowledgement:   The NYS Office of the Medicaid Inspector General acknowledges the assistance of 

the Centers for Medicare & Medicaid Services (CMS) in making available a similar tool that CMS uses 

when it conducts compliance assessments of private entities it contracts with to offer health and drug plans 

in the Medicare program.   
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Risk Area
Type 

Quarter and 
Timeline 

completion

Reporting

N/A

Program 
Oversight and 
Infrastructure

FSG-Governance/oversight structure - 
governing authority shall be knowledgeable 
about the content and operation of the 
compliance and ethics program and shall 
exercise reasonable oversight with respect to 
the implementation and effectiveness of the 
compliance and ethics program. 

Establish oversight meetings to discuss and 
evaluate compliance program activities.
1. Define Compliance Committee and oversight of
activities, agenda and meeting frequency with 
leadership and the board compliance committee.                  
2. Determine and incentives for compliance 
metrics
3. Evaluate effectiveness through surveys and 

f  N/A Program 
Oversight and 
Infrastructure 

FSG - (6) The organization's compliance and 
ethics program shall be promoted and enforced 
consistently throughout the organization 
through (A) appropriate incentives to perform in 
accordance with the compliance and ethics 
program; and (B) appropriate disciplinary 
measures for engaging in criminal conduct and 
for failing to take reasonable steps to prevent or 
detect criminal conduct.

Define Compliance Program effectiveness 
indicators and incentives. 

New & Revised Regulations: Stark 2, Anti-
kickback standards, FERA & Anti-trust (Joint 
Ventures/ACO/contracts) to update Policy.

Revise current policies with stakeholders input, 
including assessment of processes impacted by 
regulatory revisions. Have policies reviewed and 
approved through Policy Management System 
and develop communication plans for assignment 
and attestation.
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Scope for Identified Project Owner(s)Background for Identifying Risk & Cite 
Standards:Regulations/Standards, Identified Risk 

trend, External Enforcement Agency or Payor, Internal 
Findings requiring a Corrective Action Plan, OIG Work 

Plan, etc.

Project Owner(s)
Compliance, contractor or 
self assessment/manager
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Oversight Activities (Governance - Compliance Officer Program Oversight)

Written Standards of Conduct (Policies and Procedures)

Service Line, Dept. Program 
Area
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Risk Area
Type 

Quarter and 
Timeline 

completion

Reporting

             OversightPurpose of Identifying Risk and Rank

Event
#
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Scope for Identified Project Owner(s)Background for Identifying Risk & Cite 
Standards:Regulations/Standards, Identified Risk 

trend, External Enforcement Agency or Payor, Internal 
Findings requiring a Corrective Action Plan, OIG Work 

Plan, etc.

Project Owner(s)
Compliance, contractor or 
self assessment/manager
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?
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Service Line, Dept. Program 
Area
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Compliance Program Policies: Draft  and 
revise Compliance Program Specific P&P  

Evaluate Policies/Procedures Priorities with ET 
and assign responsibilities: 
Risk Assessment, Auditing/Monitoring for 
Repayments (PPACA), Internal Investigation and 
Mitigation (sanctions), External Agency Audit and 
Investigation Response.  

 Conflict of Interest Process to address:
National Institute of Health(Research and 
Grant Standards), IRS 990 Standards: The 
revised 990 asks not only about whether the 
nonprofit has a written conflict of interest policy, 
but also about the process that a nonprofit uses 
to manage conflicts as well as how the nonprofit 
determines whether board members have a 
conflict of interest.

1. Revise Conflict of Interest Policy and 
Procedure 
2. Draft and create a COI Committee and Charter 
to oversee disclosure, review and documentation 
process.  

FSG Reference  Create Compliance Intranet Site to provide tools 
and resources to work force. Develop online 
pages for Compliance ares including: 
Documentation/Coding resources and best 
practices. Include sections for FAQ, regulatory 
links and Corporate Compliance documents. 
Create a link to the Confidential Message 
Line/Hotline. 

Open Lines of Communication and Reporting
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Risk Area
Type 

Quarter and 
Timeline 

completion

Reporting

             OversightPurpose of Identifying Risk and Rank

Event
#

Im
pa

ct
 

Li
ke

lih
oo

d 

O
pe

ra
tin

g 
 C

on
tr

ol
s

O
ve

rs
ig

ht
 C

on
tr

ol
s

Scope for Identified Project Owner(s)Background for Identifying Risk & Cite 
Standards:Regulations/Standards, Identified Risk 

trend, External Enforcement Agency or Payor, Internal 
Findings requiring a Corrective Action Plan, OIG Work 

Plan, etc.

Project Owner(s)
Compliance, contractor or 
self assessment/manager

  O
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er
?

R
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k 
R
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k 
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l

R
ow
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r

Service Line, Dept. Program 
Area

  O
th
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?

Reference whatever it is - could also be 
opportunities identified. 

Develop exit interview survey questions specific 
to compliance and ethics program functions and 
to identify any potential non reported concerns.  
Provide specific reporting quarterly on results of 
exists within the compliance committee report. 

Confidential Message Line for reporting 
compliance and ethics concerns or potential 
concerns contract is due to expire and need to 
go out for an RFP to assess other vendors.  
Need a  tool that is more user friendly in 
collecting and reporting data. 

Compliance Officer will coordinate a workgroup to 
develop RFP and potential vendor……….

OIG OIG Work Plan - Hospital Same-Day 
Readmissions. Medicare claims used to identify 
trends in number of same day hospital 
readmission and RAC findings regarding 
inpatient short stays. 

Establish monitoring mechanisms and reports 
through reimbursement and documentation 
oversight committees established.
Add responsibilities of collecting and reporting 
data and timelines to charters. 
To be reported up the  compliance committee for 
ET and board.

CMS CMS - Payor Evaluation - review of claims 
denial reports and billing/claims management

Same as above

CMS CMS - Payor Evaluation - Credit Balances OIG 
Work Plan Overpayments - Credit Balances - 
Review CBO credit balance. 

Same as above

Contractors Oversight and Coordination of External Audits 
and records requests by Payors, Contractors, 
(RAC, MAC, ZPIC, etc.), QIO & OIG Work Plan 
pages __ RAC, ZPIC, I-33 CERT  PERM.  

Develop and improve the response and feedback 
process internally with in the audit response team 
and identify internal/external resources. 2. 
Identify tracking responsibilities and work with 
leadership to define the appeals processes and 

  

Auditing and Monitoring 
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Risk Area
Type 

Quarter and 
Timeline 

completion

Reporting

             OversightPurpose of Identifying Risk and Rank
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Scope for Identified Project Owner(s)Background for Identifying Risk & Cite 
Standards:Regulations/Standards, Identified Risk 

trend, External Enforcement Agency or Payor, Internal 
Findings requiring a Corrective Action Plan, OIG Work 

Plan, etc.

Project Owner(s)
Compliance, contractor or 
self assessment/manager

  O
th

er
?

R
is

k 
R

an
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To
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ow
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um

be
r

Service Line, Dept. Program 
Area

  O
th

er
?

OIG FSG & Exclusion Screening -  OIG Work Plan 
Page ____ Exclusions result in no payment for 
any items or services furnished, ordered, or 
prescribed by an excluded individual or entity. 
This includes Medicare, Medicaid, and all other 
Federal plans and programs that provide health 
benefits funded directly or indirectly by the 

 

Complete revisions to the procedures that are 
department specific and develop education to 
those areas including HR, Contracts, 
Procurement and Materials Management and 
Medical Staff Office area. 
Establish quarterly assessment of areas.

Program 
Oversight and 
Evaluation of 
Effectiveness 

FSG - Consistent Enforcement/Discipline 
Promote and enforce consistently throughout 
the organization through (A) appropriate 
incentives to perform in accordance with the 
compliance and ethics program; and (B) 
appropriate disciplinary measures: Compliance 
Program effectiveness indicator

Assess disciplinary procedures to ensure process 
for enforcement is clear and  consistent for all 
workforce and consequences are outlined. 
Evaluate with leadership in progressive 
disciplinary actions for all workforce regardless of 
position.  

OIG Guidance Education and Awareness: Practitioners - 
Documentation and Medical Necessity 
Standards OIG Work Plan Page # Provider 
Training:OIG developed Provider Compliance 
training.
OIG Recommendation to train providers - 
Risks are: Quality, Medical Necessity, Fraud

1. Develop and schedule annual education - 
online. 2. Develop online resource. 3. Develop 
communication plan for feedback to Med Staff. 4. 
Report to Medical Director leadership.

Education, Training and Awareness   

Detection, Remediation and Enforcement (Screening Activities and CAPs) 
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Risk Area
Type 

Quarter and 
Timeline 

completion

Reporting

             OversightPurpose of Identifying Risk and Rank

Event
#

Im
pa

ct
 

Li
ke

lih
oo

d 

O
pe

ra
tin

g 
 C

on
tr

ol
s

O
ve

rs
ig

ht
 C

on
tr

ol
s

Scope for Identified Project Owner(s)Background for Identifying Risk & Cite 
Standards:Regulations/Standards, Identified Risk 

trend, External Enforcement Agency or Payor, Internal 
Findings requiring a Corrective Action Plan, OIG Work 

Plan, etc.

Project Owner(s)
Compliance, contractor or 
self assessment/manager

  O
th

er
?

R
is

k 
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l

R
ow
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r

Service Line, Dept. Program 
Area

  O
th

er
?

Awareness: Send quarterly compliance 
awareness articles to workforce

Develop and implement the quarterly electronic 
notifications to be distributed to workforce.

Corporate Compliance and Ethics Week Develop and deploy: 1. Electronic survey to 
workforce intended to monitor and evaluate 
compliance program knowledge 2. Educational 
communications distributed from ET. 3. 
Recognition of individuals contributing to the 

  Training and Awareness: Coding & CBO
Coding education for inpatient and outpatient 
coders and CBO specialized training on 

Develop, schedule and implement coding 
education for inpatient and outpatient coders

Annual Training and Awareness for Existing 
& New Workforce: Compliance Program, 
Confidential Message Line/Hotline, Fraud, 
waste, abuse and Code of Conduct etc.

Develop and implement the annual education

Education for Managers/Supervisors Develop and implement the specialized training 
for Supervisors to include: Monitoring, Oversight 
of CAPs, Culture of Ethics

Likelihood: * vulnerability * frequency * complexity
High (5)    Almost Certain occurrence - may expect repeat
Med/H (4)   Likely occurrence to happen/uncertainties/unknowns exist
 Med (3)     Possible to occur - but infrequently 
Low/Med(2) Very unlikely to occur
Low (1)      Very rare to occur 

Risk Impact (consequence/severity):  *mission  *financial  *regulatory
High (5)  Catastrophic loss  such as a process or capability or control; EXAMPLE:
Well publicized national investigation: Catastrophic cost problems; Over a certain cost threshold such as % or $___above. 
Med/H (4) Major loss of process capability or control; Major delivery problems - a death or multiple injuries; Major cost 
problems from an event or rework and disclosures under ____ or over __
Med (3)  Moderate loss of process capability or control -, a death or injury; Delivery problems but manageable and quickly 
addressed; Moderate cost impact - some repayments between ____. 
Low/Med (2) Minor loss of process capability or control; Delivery issues manageable with a patient or customer; Minor 
cost impact - no disclosures - minor financial implications.
Low (1)  Minimal loss of process capability or control; Minimal impact on delivery; Minimal cost impact - adjustments or 

Compliance Activity 
Prioritization 
Extreme/High risk - 
Immediate correction 
(H)Addressed through 
immediate evaluation & 
CAP by management;
Medium/Moderate risk - 
Short window to correct  
Addressed through specific 
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Risk Area
Type 

Quarter and 
Timeline 

completion

Reporting

             OversightPurpose of Identifying Risk and Rank
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Scope for Identified Project Owner(s)Background for Identifying Risk & Cite 
Standards:Regulations/Standards, Identified Risk 

trend, External Enforcement Agency or Payor, Internal 
Findings requiring a Corrective Action Plan, OIG Work 

Plan, etc.

Project Owner(s)
Compliance, contractor or 
self assessment/manager

  O
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?
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Service Line, Dept. Program 
Area

  O
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?

Oversight/Process Controls (demonstrated & activities documented)
1. Oversight Resp. defined and assigned with appropriate authority; 
a. Data collection & analysis identified; assigned to knowledgeable person;
b. Verification of activities demonstrated through routine assessments; 
documented, & reports for evaluation to oversight committee. 
High (5) Non existent;   
Med/High (4) Some partial adhoc some non-existent
Med (3) Partial or Adhoc;  
Low/Med (2) Some repeatable and defined some partial/adhoc
Low (1)  Repeatable and defined;

Policy/Operating Controls (written & defined):
1. Policies, Standards, and/or procedures and guidelines;                               
a. Education and ongoing training/orientation for tasks (JD) identified;  
b. Systems controls and assurances identified. 
High (5) Non existent;   
Med/High (4) Some partial adhoc some non-existent
Med (3) Partial or Adhoc;  
Low/Med (2) Some repeatable and defined some partial/adhoc
Low (1)  Repeatable and defined;

  
 
   

  
  

   
  

   
     

   
monitoring plan for  
management to conduct 
ongoing evaluation of risk 
and periodic audit by 
Compliance;                                                      
Low risk - Able to delay 
CAP  very minor finding  
identified & addressed 
through revised 
procedures.
External Issues 
Id tifi d      



CHAPTER EIGHT - SENTENCING OF ORGANIZATIONS

PART B - REMEDYING HARM FROM CRIMINAL CONDUCT, AND
EFFECTIVE COMPLIANCE AND ETHICS PROGRAM

2.      EFFECTIVE COMPLIANCE AND ETHICS PROGRAM

Historical Note:  Effective November 1, 2004 (see Appendix C, amendment 673). 

§8B2.1.     Effective Compliance and Ethics Program

(a)       To have an effective compliance and ethics program, for purposes of
subsection (f) of §8C2.5 (Culpability Score) and subsection (b)(1) of §8D1.4
(Recommended Conditions of Probation - Organizations), an organization shall—

(1)       exercise due diligence to prevent and detect criminal conduct; and

(2)       otherwise promote an organizational culture that encourages ethical
conduct and a commitment to compliance with the law.

Such compliance and ethics program shall be reasonably designed, implemented,
and enforced so that the program is generally effective in preventing and detecting
criminal conduct.  The failure to prevent or detect the instant offense does not
necessarily mean that the program is not generally effective in preventing and
detecting criminal conduct.

(b)      Due diligence and the promotion of an organizational culture that encourages
ethical conduct and a commitment to compliance with the law within the meaning
of subsection (a) minimally require the following:

(1)       The organization shall establish standards and procedures to prevent
and detect criminal conduct.

(2)       (A)       The organization's governing authority shall be
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knowledgeable about the content and operation of the compliance and ethics
program and shall exercise reasonable oversight with respect to the
implementation and effectiveness of the compliance and ethics program.

(B)       High-level personnel of the organization shall ensure that the
organization has an effective compliance and ethics program, as
described in this guideline.  Specific individual(s) within high-level
personnel shall be assigned overall responsibility for the compliance
and ethics program.

(C)       Specific individual(s) within the organization shall be
delegated day-to-day operational responsibility for the compliance
and ethics program.  Individual(s) with operational responsibility
shall report periodically to high-level personnel and, as appropriate,
to the governing authority, or an appropriate subgroup of the
governing authority, on the effectiveness of the compliance and ethics
program.  To carry out such operational responsibility, such
individual(s) shall be given adequate resources, appropriate authority,
and direct access to the governing authority or an appropriate
subgroup of the governing authority.

(3)       The organization shall use reasonable efforts not to include within the
substantial authority personnel of the organization any individual whom the
organization knew, or should have known through the exercise of due
diligence, has engaged in illegal activities or other conduct inconsistent with
an effective compliance and ethics program.

(4)       (A)       The organization shall take reasonable steps to communicate
periodically and in a practical manner its standards and procedures, and other
aspects of the compliance and ethics program, to the individuals referred to
in subparagraph (B) by conducting effective training programs and otherwise
disseminating information appropriate to such individuals' respective roles
and responsibilities.

(B)       The individuals referred to in subparagraph (A) are the
members of the governing authority, high-level personnel, substantial
authority personnel, the organization's employees, and, as
appropriate, the organization's agents.

(5)       The organization shall take reasonable steps—

(A)       to ensure that the organization's compliance and ethics
program is followed, including monitoring and auditing to detect
criminal conduct;



(B)       to evaluate periodically the effectiveness of the organization's
compliance and ethics program; and

(C)       to have and publicize a system, which may include
mechanisms that allow for anonymity or confidentiality, whereby the
organization's employees and agents may report or seek guidance
regarding potential or actual criminal conduct without fear of
retaliation.

(6)       The organization's compliance and ethics program shall be promoted
and enforced consistently throughout the organization through (A)
appropriate incentives to perform in accordance with the compliance and
ethics program; and (B) appropriate disciplinary measures for engaging in
criminal conduct and for failing to take reasonable steps to prevent or detect
criminal conduct.

(7)       After criminal conduct has been detected, the organization shall take
reasonable steps to respond appropriately to the criminal conduct and to
prevent further similar criminal conduct, including making any necessary
modifications to the organization's compliance and ethics program.

(c)       In implementing subsection (b), the organization shall periodically assess the
risk of criminal conduct and shall take appropriate steps to design, implement, or
modify each requirement set forth in subsection (b) to reduce the risk of criminal
conduct identified through this process.

Commentary

Application Notes:

1.      Definitions.—For purposes of this guideline:

"Compliance and ethics program" means a program designed to prevent and detect
criminal conduct.

"Governing authority" means the (A) the Board of Directors; or (B) if the organization
does not have a Board of Directors, the highest-level governing body of the organization.

"High-level personnel of the organization" and "substantial authority personnel" have the
meaning given those terms in the Commentary to §8A1.2 (Application Instructions -
Organizations).

"Standards and procedures" means standards of conduct and internal controls that are
reasonably capable of reducing the likelihood of criminal conduct.



2.      Factors to Consider in Meeting Requirements of this Guideline.—

(A)    In General.—Each of the requirements set forth in this guideline shall be met by an
organization; however, in determining what specific actions are necessary to meet those
requirements, factors that shall be considered include:  (i) applicable industry practice or
the standards called for by any applicable governmental regulation; (ii) the size of the
organization; and (iii) similar misconduct.

(B)    Applicable Governmental Regulation and Industry Practice.—An organization's
failure to incorporate and follow applicable industry practice or the standards called for
by any applicable governmental regulation weighs against a finding of an effective
compliance and ethics program.

(C)   The Size of the Organization.—

(i)     In General.—The formality and scope of actions that an organization shall
take to meet the requirements of this guideline, including the necessary features of
the organization's standards and procedures, depend on the size of the
organization.

(ii)    Large Organizations.—A large organization generally shall devote more
formal operations and greater resources in meeting the requirements of this
guideline than shall a small organization.  As appropriate, a large organization
should encourage small organizations (especially those that have, or seek to have, a
business relationship with the large organization) to implement effective
compliance and ethics programs.

(iii)   Small Organizations.—In meeting the requirements of this guideline, small
organizations shall demonstrate the same degree of commitment to ethical conduct
and compliance with the law as large organizations.  However, a small
organization may meet the requirements of this guideline with less formality and
fewer resources than would be expected of large organizations.  In appropriate
circumstances, reliance on existing resources and simple systems can demonstrate
a degree of commitment that, for a large organization, would only be demonstrated
through more formally planned and implemented systems.

Examples of the informality and use of fewer resources with which a small
organization may meet the requirements of this guideline include the following:  (I)
the governing authority's discharge of its responsibility for oversight of the
compliance and ethics program by directly managing the organization's compliance
and ethics efforts; (II) training employees through informal staff meetings, and
monitoring through regular "walk-arounds" or continuous observation while
managing the organization; (III) using available personnel, rather than employing
separate staff, to carry out the compliance and ethics program; and (IV) modeling
its own compliance and ethics program on existing, well-regarded compliance and



ethics programs and best practices of other similar organizations.

(D)   Recurrence of Similar Misconduct.—Recurrence of similar misconduct creates
doubt regarding whether the organization took reasonable steps to meet the requirements
of this guideline.  For purposes of this subparagraph, "similar misconduct" has the
meaning given that term in the Commentary to §8A1.2 (Application Instructions -
Organizations).

3.      Application of Subsection (b)(2).—High-level personnel and substantial authority
personnel of the organization shall be knowledgeable about the content and operation of the
compliance and ethics program, shall perform their assigned duties consistent with the exercise
of due diligence, and shall promote an organizational culture that encourages ethical conduct
and a commitment to compliance with the law.

If the specific individual(s) assigned overall responsibility for the compliance and ethics
program does not have day-to-day operational responsibility for the program, then the
individual(s) with day-to-day operational responsibility for the program typically should, no
less than annually, give the governing authority or an appropriate subgroup thereof
information on the implementation and effectiveness of the compliance and ethics program.

4.      Application of Subsection (b)(3).—

(A)    Consistency with Other Law.—Nothing in subsection (b)(3) is intended to require
conduct inconsistent with any Federal, State, or local law, including any law governing
employment or hiring practices.

(B)    Implementation.—In implementing subsection (b)(3), the organization shall hire
and promote individuals so as to ensure that all individuals within the high-level
personnel and substantial authority personnel of the organization will perform their
assigned duties in a manner consistent with the exercise of due diligence and the
promotion of an organizational culture that encourages ethical conduct and a
commitment to compliance with the law under subsection (a).  With respect to the hiring
or promotion of such individuals, an organization shall consider the relatedness of the
individual's illegal activities and other misconduct (i.e., other conduct inconsistent with
an effective compliance and ethics program) to the specific responsibilities the individual
is anticipated to be assigned and other factors such as:  (i) the recency of the individual's
illegal activities and other misconduct; and (ii) whether the individual has engaged in
other such illegal activities and other such misconduct.

5.      Application of Subsection (b)(6).—Adequate discipline of individuals responsible for an
offense is a necessary component of enforcement; however, the form of discipline that will be
appropriate will be case specific.

6.      Application of Subsection (b)(7).—Subsection (b)(7) has two aspects.

First, the organization should respond appropriately to the criminal conduct.  The organization



should take reasonable steps, as warranted under the circumstances, to remedy the harm
resulting from the criminal conduct.  These steps may include, where appropriate, providing
restitution to identifiable victims, as well as other forms of remediation.  Other reasonable
steps to respond appropriately to the criminal conduct may include self-reporting and
cooperation with authorities.

Second, the organization should act appropriately to prevent further similar criminal conduct,
including assessing the compliance and ethics program and making modifications necessary to
ensure the program is effective.  The steps taken should be consistent with subsections (b)(5)
and (c) and may include the use of an outside professional advisor to ensure adequate
assessment and implementation of any modifications.

7.      Application of Subsection (c).—To meet the requirements of subsection (c), an
organization shall:

(A)    Assess periodically the risk that criminal conduct will occur, including assessing the
following:

(i)     The nature and seriousness of such criminal conduct.

(ii)    The likelihood that certain criminal conduct may occur because of the nature
of the organization's business.  If, because of the nature of an organization's
business, there is a substantial risk that certain types of criminal conduct may
occur, the organization shall take reasonable steps to prevent and detect that type
of criminal conduct.  For example, an organization that, due to the nature of its
business, employs sales personnel who have flexibility to set prices shall establish
standards and procedures designed to prevent and detect price-fixing.  An
organization that, due to the nature of its business, employs sales personnel who
have flexibility to represent the material characteristics of a product shall establish
standards and procedures designed to prevent and detect fraud.

(iii)   The prior history of the organization.  The prior history of an organization
may indicate types of criminal conduct that it shall take actions to prevent and
detect.

(B)    Prioritize periodically, as appropriate, the actions taken pursuant to any
requirement set forth in subsection (b), in order to focus on preventing and detecting the
criminal conduct identified under subparagraph (A) of this note as most serious, and most
likely, to occur.

(C)   Modify, as appropriate, the actions taken pursuant to any requirement set forth in
subsection (b) to reduce the risk of criminal conduct identified under subparagraph (A) of
this note as most serious, and most likely, to occur.

Background:  This section sets forth the requirements for an effective compliance and ethics
program.  This section responds to section 805(a)(2)(5) of the Sarbanes-Oxley Act of 2002,



Public Law 107–204, which directed the Commission to review and amend, as appropriate, the
guidelines and related policy statements to ensure that the guidelines that apply to
organizations in this chapter "are sufficient to deter and punish organizational criminal
misconduct."

The requirements set forth in this guideline are intended to achieve reasonable prevention and
detection of criminal conduct for which the organization would be vicariously liable.  The prior
diligence of an organization in seeking to prevent and detect criminal conduct has a direct
bearing on the appropriate penalties and probation terms for the organization if it is convicted
and sentenced for a criminal offense.

Historical Note:  Effective November 1, 2004 (see Appendix C, amendment 673).  Amended effective November 1, 2010
(see Appendix C, amendment 744); November 1, 2011 (see Appendix C, amendment 758).

EFFECTIVE November 1, 2012
United States Sentencing Commission
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Natalie Ramello, JD, CHC, CHPRM, CHRC, CHPC
Regional Director of Compliance, Privacy & Risk Management 

Cynthia Salisbury, RN, MSN
Regional Executive Director of Clinical Excellence

 Case Study‐Covenant Health Then & Now
 Health System Structure 
 Quality/Risk/Patient Safety  
 Compliance/Privacy

 Restructuring 
 Committee for Clinical Excellence 

 Integration 
 Regionalizing 

 Questions 
 Breakout Session‐Where is your organization? 
 Break 

 3 Regions

Northern California 

 Southern California 

 Texas 
 System Approach v. Regional Approach 
 Ministry v. System Office Employees
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 3 Adult Acute Care 
Hospitals

 1 Children’s Hospital 
 Specialty Hospital (LTACH)
 1 Accountable Care 

Organization 

 Today our focus is to move from 
mainly acute care hospital 
services to a model of 
population health management, 
which has a primary focus on 
lifelong health management for 
our patients. 

 Mission‐To extend Christian ministry by caring for the 
whole person—body, mind and spirit—and by working 
with others to improve health and quality of life in our 
communities.

 Vision‐Our vision is to bring people together to provide 
compassionate care, promote health improvement and 
create healthy communities. Our covenant is to be one of 
the premier Texas healthcare systems by 2015, known for 
our Christian service, clinical excellence and commitment 
to healthy communities.

 4 Core Values: Dignity, Service, Excellence, Justice 
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Looking back to help us move forward. 

 Quality 

 Very little focus from leadership on quality or 
patient safety.

 Lacked a true Infection Prevention program. 

 Risk Management

 Very reactive, mostly claims oriented. 

 Some reporting, but lacked a robust risk structure.

 Patient Safety Department 

 Did not exist. 

 CMS Validation Survey 

 Multiple findings concerning quality reporting, 
infection prevention and patient safety. 

 Change in Leadership

 Change in executive leadership including CEO and 
Regional Vice President.  

 This led to an increased awareness around 
quality and patient safety. 
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 Today the Department includes:

 Quality 

 Patient Safety 

 Infection Prevention 
 Today, teams work collaboratively to identify and 
mitigate patient safety risks.

 Visibility around Quality and Patient Safety has 
increased dramatically. 

 Risk Management has moved under Compliance
and has adopted an enterprise risk focus. 

 Committee for Clinical Excellence (CCE)

 Inclusive of all areas

 Facilitates and supports QI initiatives facility wide

 Reports to QRC/MEC, EMT and QPSC monthly

 Scorecard is revised annually with input from the 
Board, Medical Staff, and Executive Staff

 Recommendations/Feedback from Board, Medical 
Staff, and Executive Staff  included at each CCE 
meeting
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 Standardized tool

 Inclusive of all areas

▪ High‐risk areas at least monthly

▪ All other areas at least quarterly

▪ Department Leaders to maintain sanitary and safe 
environment day‐to‐day

 Administrative support and accountability
 Report to CCE, QRC/MEC, EMT, and QPSC 
monthly

 Set expectations for Patient Safety, 

 Define and maintain an ongoing quality program,

 Set priorities for areas for improvement and safety,

 Approve policies and procedures for QAPI efforts,

 Approve all Sentinel Event action plans, 

 Review and act on quality and safety indicators, and

 Provide ongoing feedback, recommendations and support 
to the CCE.

 Fulfill the Medical Staff’s accountability to 
the Board for the overall quality of patient 
care, treatment, and services in the 
Hospital and the ongoing monitoring of 
patient care activities.
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Board of DirectorsQuality/Patient Safety 
Committee of the Board

Medical Executive 
Committee

Quality Review 
Committee

Committee for Clinical 
Excellence

Infection Prevention 
Committee, EOC, 
Falls Committee, 

Skin Ace Committee, 
RCA/SE

Departmental 
Quality Metrics/PI 

plans

Feedback from Medical 
Staff, Executive Staff 

and The Board

Executive Management 
Team

Leadership Council

Feedback

 Compliance 
 Lacked a defined structure. 
 There was very little Compliance presence in the 
organization. 
▪ Compliance training was not consistent and many issues went 
unaddressed.

 Privacy
 No real Privacy Program. 
 Training around privacy for staff was virtually non‐
existent. 

 Privacy breach reporting was low, due to a lack of 
understanding of the Privacy Rule by leadership and 
frontline staff. 

 Turnover in Compliance & Privacy 
 Compliance Officer left and the position was 
vacant for 6 months. 

 Privacy Officer left the organization as part of a 
reduction in force. 

 General Counsel left and the position was vacant 
for 7 months.

 The turnover helped us, because it allowed us 
to reset and restructure both the Compliance 
and Privacy Program.  
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 Today, compliance and privacy focus on risk 
identification, mitigation and staff education. 

 Privacy reporting is up due to an increased 
knowledge about the Privacy Rule and the 
risk associates with privacy breaches. 

 Compliance and Privacy are very visible in the 
organization. 

 Accountability and consistency are keys to 
our success.  

 Daily Huddle
 All units/departments are represented.  
 Discussion centers around patient safety and 
patient satisfaction. 

 As well as physician issues. 

 Compliance began attending Safety OPS in 
2013.

 Helped improved identification of compliance risks 
and privacy concerns. 

 It didn’t happen overnight.
 Collaboration was key. 
 Finding cross‐over and common ground was 
important. 

 How does compliance and privacy fit into the 
current quality structure?

 I’ve got your back….and you have mine. 
 Sharing expertise helps all of us grow as 
professionals. 
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 Implemented a new EMR system in 2013.
 Neither quality nor compliance were 
appropriately considered in the build.

 Privacy and patient safety were areas of concern 
as well. 

 Collaboration began in an effort to stabilize 
the Meditech system. 

 Compliance and Privacy began attending 
CCE. 
 A privacy and compliance scorecard was added to 
the CCE report. 

 Risk Management was transitioned to 
Compliance. 
 This helped facilitate additional collaboration and 
integration. 

 Created an additional bridge between the two 
departments. 
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 Risk has played an important roll in our synergy journey. 

 Risk provides a bridge to patient safety. 

 We constantly work collaboratively on projects and 
initiatives to help ensure we are providing the safest 
care possible. 

 Risk Tools that bring everyone to the table:

 Critical Event Review Team 

 Immediate Action Meetings 

 Root Cause Analysis 

 The following services are now regionalized:
 Compliance 
 Privacy 
 Risk Management 
 Quality 
 Patient Safety 
 Infection Prevention 

 This regionalization has helped us come together and 
function more as a regional team. 
 We now see ourselves as a single unit working together 
toward a common goal, which is keeping our patients safe 
whether this means from a medication error or a privacy 
breach. 

QUESTIONS??
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 Where is your organization in terms of 
integration between quality, risk, compliance 
and patient safety?

 Do you have an integrated program that includes 
quality, patient safety, risk and compliance?

 Are you somewhere in the middle?

 Maybe your waiting to start the journey. 

 If you haven’t started, what are some barriers 
to integration?

BREAK

 Where are we going?
 Just Culture 

 How can Just Culture help you better 
integrate Compliance, Quality, Patient Safety 
& Risk Management?

 Questions
 Break Out Session‐What are 3 ways you can 
integrate compliance and privacy into your 
current quality structure? 

 Break 
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Collaborative Just Culture 

A Safety Culture that is evidenced by: 
 Open reporting
 Transparency
 Employee confidence of safe environment
 Focus on fixing systems
 Active mitigation of risk by leaders and staff
 Demonstration of consoling behaviors
 Thoughtful deliberative decisions; focus on behavioral 
choices (staff)

 Thoughtful deliberative response (leaders)
 Milestone: staff to staff coaching and cross‐monitoring 
for safety

 Create a culture of internal transparency around risk  
 Understand the difference between human error, at‐risk 

and reckless choices 
 Understand why human errors and at risk‐choices occur  
 Know when to console and when to coach  
 Limit disciplinary action to the circumstances where there 

is reckless conduct or repetitive at‐risk behavioral choices
 Design safe systems to reduce human error and at‐risk 

behavioral choices  
 Identify common process failures to prioritize 

interventions  
 Measure risk, at both unit and organizational level 
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Support 
of System 

Values

Blame-Free 
Culture

Punitive 
Culture

As applied to:

• Employees

• Managers

• Institutions

• Regulators

What system of 
accountability best 
supports system 

values?

A Balanced Approach

Human Error
Near Misses

Adverse

Events

Learning
Systems

Workplace
Fairness

Values and Culture

System
Design

Human
Behaviors

Near Misses

Adverse

Events

Managing the Entire Pyramid

The Socio-Technical System

Patient
Safety

Aligned Organizational Values
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• Policy
• Processes
• Equipment
• Software
• Training
• Maintenance
• Information
• Monitoring 
• Resources

What Is A System?

 Human factors design 
to reduce the rate of 
error

 Barriers to prevent 
failure

 Recovery to capture 
failures before they 
become critical

 Redundancy to limit 
the effects of failure

Design for
system reliability…

… knowing that systems will never be perfect

Factors Affecting System Performance

Good

System
Failure

Successful
Operation

100%

0%

System Reliability

System Reliability

Poor

One in a 
Thousand

10‐9

10‐6Six Sigma – 3 defects per million

Commercial aviation design standard – 1 in a billion

Current wrong site surgery rates – 1 in 30,000

Current rate of hospital iatrogenic death – 1 in 500

Current fatal aviation accident rate – 1 in 8 million

Current rate of space shuttle accident – 1 in 60

10‐3

One in a 
Million

One in a 
Billion

System Reliability – A Comparison
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• Systems can be designed to be very reliable
• Normal range of reliability – 1/1000 to one in a billion

• Systems cannot be perfect
• We do our best with inherently flawed components (humans and 

equipment)

• Systems have inherent design trades

• Systems can be predicted to fail and managed 
accordingly

Principles of Macro-System Design

Design for reliability, knowing 
systems cannot be perfect:

• Components will fail

• People will err

• People will drift

• Risk is ever present

• What is our plan?

System Design

Performance Shaping Factors are the sometimes complex 
interaction of influences on the rate of human error and at‐
risk behavior in the workplace

Examples of System Factors:

• Training

• Environment:
- Heat/Cold

- Noise

• Operational distractions

• Process and procedural design

• Human/Machine Interface

Performance Shaping Factors

Examples of Personal 
Factors:

• Personality conflicts

• Personal distractions

• Personal stress issues

• Fatigue (can be personal 
or occupational, or both)
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Barriers and Other Forcing Functions

• Obstacle put in place to prevent an undesired outcome

• Prevents the error from occurring

• Prevents hazard from touching target

• Examples:

• Personal protective equipment

• Covers/shields

• Passwords

• Deadman devices

System Design Strategies

Redundancies

• Allows the error to occur

• Relies on parallel system elements to perform function of 
failed system component

• Examples:

•Backup power
•Second person performing task

System Design Strategies

• Recoveries

• Allows the error to occur

• Relies on ability to detect initiating event and correct 
before the critical undesired outcome

• Examples:

• Downstream checks

• Downstream tests

• Making the error visible through feedback 

System Design Strategies
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Human Components

• “Expectation of Perfection”

• Knowledge and Skill

• Performance Shaping Factors

• Perception of High Risk

System components

• Performance Shaping Factors

• Barriers and Other Forcing Functions

• Redundancies

• Recoveries

System Design Strategies

 Information

 Equipment/tools

 Design/configuration

 Job/task

 Qualifications/skills

 Perception of risk

 Individual factors

 Environment/facilities

 Organizational 
environment

 Supervision

 Communication

Human Reliability

Factors Affecting Human Performance

Good

Successful
Operation

100%

0%

Human Reliability

Poor

Design for
Human Reliability…

… knowing that humans will never be perfect

Human
Failure

The inadvertent action; inadvertently doing other than what should have 

been done (i.e., a cognitive or physical slip, lapse, or mistake)

Human Error

Behavioral choice that increases risk where risk is not recognized, or is 

mistakenly believed to be justified (action chosen without intention to 

cause unjustifiable harm)

At‐Risk Behavior

Behavioral choice to consciously disregard a substantial and unjustifiable 
risk (action chosen without intention to cause unjustifiable harm)

Reckless Behavior

Three Categories of Behavior
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The risk mitigation strategy (i.e., the policy, procedure, or process 
was outdated, wrong, or impossible under the circumstances)

Impossibility

Having sufficient grounds for the behavior (i.e., the value chosen 
superseded the required action)

Justifiable

Two More Categories of Behavior

A choice where unjustifiable harm is practically certain to occur

Knowingly Causing Unjustifiable Harm

Two More Higher Culpable Behaviors

A choice where the purpose of the  behavior is to cause 
unjustifiable harm

Purpose to Cause unjustifiable Harm

• Two Questions:
– Did the employee make the correct behavioral choices in 

their task?
– Is the employee effectively managing their own 

performance shaping factors?

• If yes, the only answer is to console the employee –
that the error happened to them

• Then examine the system for improvement 
opportunities

Managing Human Error
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At-Risk Behavior
- A behavioral choice that increases risk without 

perceiving the risk (i.e., unintentional risk taking), or is 
mistakenly believed to be justified

- Driven by perception of consequences
▪ Immediate and certain consequences are strong
▪ Delayed and uncertain consequences are weak
▪ Rules are generally weak

At-Risk Behavior

A behavioral choice:
– Managed by adding forcing functions 

(barriers to prevent 
non‐compliance)

– Managed by changing perceptions of 
risk (Coaching)

– Managed by changing

consequences

– Examine the system for improvement 
opportunities 

Managing At Risk Behavior

See 
Risk?

Want to Change Behavior?

Yes

No

NoYes

Receptive Disregarding

UnconvincedCompliant
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• Reckless Behavior

– Conscious Disregard of Substantial

andUnjustifiable Risk

• Manage through:

– Disciplinary action

– Punishment as a deterrent

– How will you achieve the best outcome?

Note: Remediation is always available

Managing Reckless Behavior

• Role-
Modeling?

• Mentoring?

• Consoling?

• Coaching?

• Counseling?

• Disciplining?

What Is the Difference Between?

 Examine your system(s)

 Begin education

 Change perceptions of risk

 Provide positive incentives

 Draw the bright line

 Enforce

Drawing the 
Bright Line 

Around Behaviors 
to Support Our 

Values

A Pattern for Success
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What happened?

Why did it happen?

How were we managing it?

Increasing 
valueWhat does procedure require?

What normally happens?

The Basics of Event Investigation

 Objective

 Judged against the likely 
behavior of the 
fictitious, reasonable 
person, similarly 
situated

 Subjective

 What did this person see 
and believe?

 We must “get into the 
head” of the person 
being judged

This is the default standard 
within the Just Culture 
Discernment Guide

This works if you can “see 
into the head” of the person 

being judged

A Respiratory Therapist prints out her patient list 
for the day and begins to round on patients. As she 
completes her rounding and is getting ready to 
leave for the day, she puts the patient list in her 
pocket and leaves the hospital. On her way home, 
she stops at a local Mexican restaurant and the 
patient list falls out of her pocket in the bathroom. 
The list is found by the restaurant manager, who 
calls your hospital and reports what he has found. 
The patient list contained patient names, 
diagnosis codes and insurance information for 
each patient the RT saw that day. 
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A transporter enters a patient’s room and 
prepares to take a patient to a nuclear medicine 
procedure. The transporter does not double 
identify the patient or check the patients 
hospital wristband to verify the patient’s 
identity. The transporter transports the patient 
to the Nuclear Medicine Suite and the patient 
has a successful procedure. 

 What if instead of transporting the correct 
patient to the Nuclear Medicine Suite, the 
transporter transported the wrong patient, 
but once he arrived, the staff in Nuclear 
Medicine double identified the patient and 
caught the error before the procedure was 
performed?

 What if the wrong patient had the procedure?
 Does it matter?

 Common way of looking at everything from 
patient safety to privacy. 

 Discussion of events helps foster collaboration 
between departments. 

 Common language.

 Gives everyone the same jumping off point. 

 Helps to fosters consistency and accountability 
across the organization or system. 
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QUESTIONS??

 What are 3 ways you can integrate 
compliance and privacy into your current 
quality structure?

 How would Just Culture work in your 
organization?

 Do you think you would have buy‐in? 

BREAK
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 Aligning your goals with the C‐Suite 
 Effectuating Change 

 Communicating Your Message 
 Get the word out. 

 Privacy Program 
 How to promote accountability and consistency. 

 Grievances
 Consider starting integration with the grievance 
committee.  

 Questions

Be proactive.

Don’t wait until 
the last minute.

Don’t avoid 
people or issues.

There will be good 
days and bad days.  

Keep things in 
perspective.

 Transformation begins with a sense of urgency.
 Leadership drives and facilitates change.
 Improvement initiatives engage multi‐
disciplinary front‐line staff in meaningful 
problem solving.

 To maximize effectiveness, organizations align
& integrate efforts.
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 Routinely review your strategic plan. 
 Have a discussion with the C‐Suite. 
 Discuss how Quality and Compliance are viewed at the C 
level. 

 Meet weekly with your counterparts in Quality, Patient 
Safety & Risk. 
 Discuss: 
▪ Alignment Issues 
▪ Programs/Implementations Objectives
▪ Barriers/Road Blocks
▪ What’s going well?
▪ Important Meetings 

 Remember two voices are better than one. 

 Try and communicate with staff in some way 
routinely (every week if possible).

 Never turn down a chance to present or speak to 
staff or leaders. 

 Continue a dialogue about patient safety, 
compliance and privacy every chance you get. 

 Continuously look for new ways to reach staff. 

 Make it measurable. 

 Train staff appropriately. 
 Consider having staff sign a yearly attestation 
statement indicating that they understand the 
risks associated with violations of the privacy rule. 

 Partner with HR 
 Review all Privacy Breaches and Corrective 
Actions 

 Hold leaders accountable. 
 When appropriate engage in RCAs. 
 Evaluate your systems. 
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 Consider starting your integration journey with 
grievances. 

 Create an interdisciplinary grievance committee, 
to review grievances, include:
 Quality 

 Compliance 

 Risk 

 Patient Experience 

 Nursing 

 Physicians 

 Develop metrics and trend data.
 Facilitate dialogue around how to deal with 
complex patient issues.  

 Consider using Patient Advocates to reduce 
grievances. 

 Ensure follow‐up is appropriate with patients 
and families. 

 We believe creating synergy between patient 
safety, risk, compliance and quality helps us 
provide the best care possible to our patients.

 Together, we have been better able to 
identify risks and issues and in turn take steps 
to make our organization safer. 
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QUESTIONS??

THANK YOU!



Committee for Clinical Excellence 

 Topic Submission Template 

All submissions must be received by the 15th of the month to be considered for discussion at CCE. Please 
fax submissions to QM department at: 806-723-7228 attention Cynthia Salisbury, or drop off in the QM 
office. 

Name:         

Contact Number: 

E mail Address:           

 

Reason for action (Patient Safety/Quality Issue):  

 

 

 

Current State (Involved Areas/ Key Players):  

 

 

 

Target State (The Goal):  

 

 

Gap Analysis (Identified Barriers):  

 

 

Solution Approach (Interventions Attempted):  

 



 

Just Culture 

Case Study Template 



 

Case Study Template 
JUST CULTURE 

 

  
 1 

 

Step 2. Create a Timeline of the Event (the purpose of this section is to use interview data and 
other data available to construct a timeline of significant events/behaviors that will help with 
analyzing the causal behaviors and other contributing factors) 

Timeline of the Event 

Date Time Significant Events 

   

   

   

   

   

   

   

   

Step 3. What Caused the Event? (insert statement or attach process diagram) “Why did it 
happen?” 

 

  

Training Scenario 

PART I 

Step 1.  Event Investigation - Important to get staff perspective on these questions. 

What happened? 
 

What normally happens? 
 

What does the procedure 
require (if applicable)? 

 



 

Case Study Template 
JUST CULTURE 

 

  
 2 

 

PART II 

Step 4. Systems and Behaviors Response Guide 

As you move through the various questions of the Guide, record the questions, the answer “Yes” or 
“No” and the rationale behind the answer. If applicable, be sure to provide evidence of reckless 
behavior, knowingly caused harm or consciously disregarded substantial and unjustifiable risk. 
Check the Duty below that applies to the event 

Answer System Design Questions Below Y or N 

Can the System Contributor(s) to the risk be removed?  

Can a barrier be applied or installed?  

Can a backup component be applied or installed?  

Is a recovery option available?  

Is there another system design strategy available? 

Indicate system and/or process changes that will be made as a result of the error. How will the risk be 
managed in the future? 

1. 
2. 
3. 
4. 
5.  

Step 6. Behavior Response – evaluate for person involved  

Person Involved 
Impossibility/Human Error/At-Risk/Reckless 
Knowingly or purpose to cause unjustifiable harm 
Purpose to cause unjustifiable harm                                                                                          

Repetitive? 

   

   

   

   

Step 7. Review past performances with HR to determine the action  (check final action) 

☐ Support:  

☐ Console:  

☐ Coach:  

☐ Formal Corrective Action  

(identify specific action) 
 

 







Confidential 

Confidential  Privacy & Compliance  

(Executive signature not needed unless you choose not to follow the recommended Corrective Action Plan designed by the 

Privacy Department) 

Corrective Action Recommendation 
 

 

Date of Breach: Click here to enter a date. 

Patient Name: Click here to enter text. 

Department: Click here to enter text.  

Manager: Click here to enter text.  

Director: Click here to enter text.  

 Executive Leader: [Replace with name of VP/COO/CEO] 

 

 
 

 

 

 

 

 

 

 

 

 

Please understand that by choosing not to follow the recommended Corrective Action Plan designed 
by the Privacy Department, you are putting the organization at risk for privacy audits, complaints and 
fines by the Office of Civil Rights. If the Office of Civil Rights asks for an explanation with regards to 
the corrective action that was taken in this situation you will be responsible for providing an 
appropriate answer to any and all question they might have.  

By signing below you are acknowledging that you understand the risks described above and are 
willing to take responsibility if those risks are realized. 

 

Executive Approval:  

 

Date:  

Description of Breach:  
 

Recommended Corrective Action:  

Do you accept the recommended Corrective Action? 
 

 ☐YES    ☐ NO 

 
 
____________________________________________________________________ 

Manager/Director Signature                                                                    Date 
 

If you have selected “NO” then you will need to obtain VP/COO/CEO approval & 
signature 



 

PRIVACY INVESTIGATION CHECKLIST 

DATE RECEIVED:  

PATIENT NAME:  
RL CASE#  

COMPLY TRACK#  

SUMMARY OF BREACH/CONCERN  

STEPS TAKEN IN INVESTIGATION  
ACCESS REPORTS REVIEWED  

DID A BREACH OCCUR  

BREACH RISK ASSESSMENT  

NOTIFICATION TO DHHS DATE:  

LETTER SENT TO PATIENT DATE:  
CORRECTIVE ACTION TAKEN  

ACCOUNTING OF DISCLOSURE  
RLS DATE:  

COMPLYTRAK DATE:  
IF HOTLINE: REPLY TO REPORTER N/A 

IF HOTLINE: CLOSE  N/A 
INVESTIGATION COMPLETED BY Roxie Winn 

*If applicable see attached for Access Report Log, Breach Risk Assessment, Letter to Patient & 

Corrective Action Write-Up   

  

CONFIDENTIAL 



DHHS Reporting 
Breach START Date:  
Breach END Date:  

DISCOVERY Start Date:  

DISCOVERY End Date:  
# Affected by Breach:  
Type of Breach (Hacking/IT Incident; 

Improper Disposal; Loss; Theft; Unauthorized 

Access/Disclosure): 
 

Location of Breach (Desktop Computer; 

Electronic Medical Record; Email; Laptop; Network 
Server; Other Portable Electronic Device; 

Paper/Films; Other): 

 

Type of PHI (Clinical; Demographic; 

Financial; Other): 
 

Brief Description of the Breach:  

Safeguards in Place Prior to 
Breach (choose all except “None”): 

 

Notice Provided – START Date  
Notice Provided – END DATE  

Actions taken in response to 
breach: C.A.N., education, etc. 

 

 

 



The Committee for Clinical Excellence Scorecard 

Purpose: 

The CCE Scorecard has been developed in order to facilitate the following: 

a) Consistent, well defined reporting method for all areas 

b) Inclusion of quality data from multiple areas in reporting structure 

c) Enhanced understanding and attention of each departmental leader on quality performance and 

QI in their areas 

d) Elimination of the need to defer reports of quality data due to inability of departmental 

representative to attend meetings 

e) Quick, intuitive review of facility-wide quality data and quality improvement / performance 

improvement action plans by administration and leadership at any time via the intranet 

f) Single entry of quality data by each department leader – scorecard can be adapted and shared 

at departmental, service-line, and facility wide meetings. 

g) Continual focus on facility-wide departmental quality, leading to quick, meaningful development 

of Annual Quality Report and flow of objectives into the next fiscal year – provides evidence of 

continuous, relevant quality journey. (Journey to Clinical Excellence) 

h) Ease of reporting through the CCE, QRC/MEC, QPSC and the Board 

i) Overall enhanced focus on facility-wide clinical quality performance and QI activities 

Design/Components: 

Inclusive of all Areas/Departments on the CCE Reporting Schedule.  The scorecard includes horizontal 

divisions according to reporting schedule:  monthly and the A, B, and C quarterly reporting groups.   

The CCE Scorecard currently includes three tabs or worksheets.  A fourth tab is being developed, as 

follows: 

1) Performance:  The first tab includes the metrics and performance trended for the current 

fiscal year.  Also included on this worksheet are the data source and both monthly and 

year-to-date targets for each metric, as appropriate.  The metric performance sheet is 

designed to support data that is reported monthly or quarterly.  For quarterly data, the 

first two months of the quarter will be grayed-out, and the quarterly performance will be 

indicated in the last month of the quarter.  If a metric is off target, the cell indicating 

performance will be colored red with white text.   

 

2) Metric Definitions:  The seconds tab includes metric definitions.  All metrics included on 

the performance tab are defined by the leader responsible for data entry.  This should 

only be necessary once at the initiation of the scorecard, and when metrics are changed or 

updated.  Also included on this tab are explanations for target determination.  This will 



help others to understand the rationale for each target, whether it is based on an internal, 

system, or national benchmark, or is enforced by a regulatory agency. 

 

3) Action Plans:  The third tab is for Action Plans.  If the most current performance for a 

metric is off target (whether this is for the month or quarter-for data reported by quarter), 

the leader should enter a short explanation on this page.  This will demonstrate what is 

being done to improve, and when the intervention should have an impact on the data (the 

review date).  If a metric remains off target, the action plan will not require update, unless 

the review date has passed.  Therefore, in setting a review date, leaders should allow 

enough time for the intervention to impact data being displayed.  For example, if the 

action plan is to impact data that is on a delayed schedule, the current intervention may 

not be evident for several months, in this case, the review date should be set accordingly, 

so anyone reviewing the scorecard understands not to expect an immediate improvement 

based on this intervention.   All action plans should be maintained on the Scorecard for 

the entire fiscal year, so improvement activities are evident and can be tracked.  Even 

when an action plan is updated or modified, the previous intervention should never be 

deleted.  Rather, the new information should be typed under the first with a new review 

date.   

 

4) Goals:  A fourth tab is being built into the Scorecard.  This will include annual goals for 

each area.  This will facilitate the development of a summary at the end of the fiscal year 

that will form the annual quality report.  Each leader will access this tab at the end of the 

fiscal year to document whether each goal was met, to close out those that were, and to 

define deficits, carry forward action plans, and advance continued goals onto the 

Scorecard for the next fiscal year.   

 

Reporting/Maintenance: 

Please see attached reporting schedule.  This will be given in hard copy and emailed to all CCE members, 

and to all listed as responsible parties for departmental data. 

Data and action plans/updates are due the 15th of each reporting month.  Areas reporting quarterly are 

welcome to submit monthly data on a monthly basis and QM will update the Master Scorecard on the 

Share drive as the data is received.  Data that is reported quarterly, is due the 15th of the reporting 

month, but should be submitted as soon as it is available.   

Maintaining this Scorecard will require focused commitment from all in maintaining departmental data.  

Deferring of quality reports is no longer an option – data must be populated and available for report, 

including action plans, on the scheduled reporting date.  Action plans do not require a lot of detail – one 

to two lines of explanation of the intervention will suffice, along with a responsible party and f/u date.  If 



the Director of QM has questions, she will call for more detail and facilitate adjustment to the action 

plan as needed.  Failure to report data at least one week before the CCE meeting – according to the 

reporting schedule -- will lead to escalation to the VP of the delinquent area and to the COO.   

The CCE Scorecard will be reported at the CCE meeting, QRC and QPSC monthly according to the 

attached reporting schedule.  Reports flow on a monthly basis from QRC to MEC.  The CCE Scorecard will 

be reviewed at the Board, as requested, and at least twice annually.  The CCE Scorecard will be used to 

facilitate presentation of the Annual Quality Report at CCE, QRC, MEC, EMT, QPSC, and the Board.   

Responsibility: 

Quality Management is most appreciative to all departmental leaders for their efforts in the initial 

development of the CCE Scorecard.  QM will work with each area to maintain the data and action plans.  

QM is available and wants to help to maintain the CCE Scorecard as an important, useful tool for all.   

Departmental Leaders – Maintain Scorecard up to date -- updating data (and action plans, as necessary) 

by the 15th of the month according to the reporting schedule.  Utilize scorecard regularly in tracking and 

analysis of quality data and QI activities.   

Quality Management –Development of Scorecard.  Ensure that Scorecard is complete and ready for 

monthly reporting, using escalation, as necessary.  Resource to all in determination of metrics, goals, 

action plans, etc.  Utilization of scorecard in analysis and reporting of quality data and QI activities.  

Work with Departmental leaders in development of Annual Quality Report, and new annual goals for 

each fiscal year.   

Executive Staff  – Enforce accountability in timely completion of scorecard by all departments.  Utilize 

score card in tracking and analysis of quality data and QI activities.  Provide feedback to CCE on metrics, 

goals, and action plans.   

Medical Staff -- Utilize scorecard in tracking and analysis of quality data and QI activities.  Provide 

feedback to CCE on metrics, goals, and action plans.   

Board – Utilize scorecard in tracking and analysis of quality data and QI activities.  Provide feedback to 

CCE on metrics, goals, and action plans.   
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Agenda

• Current Environment 

• Directorship 2020

• Strategy Development

• Asymmetric Information Risk
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The Current Environment
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The Current Environment

What’s Keeping Boards Up at Night

– Increasing role of activist shareholders

• Lawsuits 

– Board composition

• Fit for purpose/Strategy

• Board refreshment

– Leadership and succession planning

– Strategic Oversight

– Risk management

• Cybersecurity

– Pay ratio
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The Current Environment
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Cybersecurity Breaches in the Headlines

Anthem, Inc. Up to 80 million personal records

J.P. Morgan
76 million households’ information + 
7 million small businesses 
compromised 

Home Depot
Approx. 60 million credit cards 
compromised

Target
70 million customers’ personal 
information

Apple iCloud accounts breached 

Wyndham Worldwide 600,000 cards compromised 

Community Health Systems 4.5 million patient records

8

The Current Environment

Types of Disclosures

– Reporting in your 10-Q/SEC documents

– Reporting to each compromised client

– State-specific reporting requirements 

• 47 states + territories have enacted breach-notification laws

How to mitigate legal risks

– D&O/cyber insurance carrier

– Crisis response plan

– SAFETY reporting

9

The Current Environment

Keeping Our Eyes on the Ball 

– Stakeholder confidence is the real issue

– Corporate performance continues as top priority

– Confidence will be shaky as long as companies continue to 
make headlines

– Political attention has turned to regulatory issues

– SEC increased involvement
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Directorship 2020

Directorship 2020

– Board composition

• Increasing scrutiny on individual director skill sets, overall 
board composition and leadership

• Building the strategic asset board

• Constant analysis via skill sets matrix

Current Environment

Board Composition & Succession Planning

– Average director age and mandatory retirement age has 
gone up every year

• Aging boards during a period of low turnover leads to 
tremendous pent up demand for needed skill sets

– Inverted U correlation for board performance and board 
turnover

– Evaluations

• 42% of public boards do individual assessments and number 
is increasing

• Directors whose skills were necessary/relevant when they 
joined may no longer fit the strategic path

– Ongoing succession planning
12
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Board Composition & Succession Planning

Framework for a Strategic Asset Board

– Desire and commitment to be held accountable

– Elements important to determining the effectiveness of the 
board:

• The right people

• The right culture

• The right issues

• The right information

• The right process

• The right follow-through

1313

Board Composition & Succession Planning

What makes a board strong? 

Capabilities + Culture = Capacity

Board refreshment addresses both capabilities and 
culture, with an eye to maximizing the capacity of the 

board to add value and remain independent.

14

Board Composition & Succession Planning

Strategy

Given strategy, 
what skills do we 

need?

Criteria for 
new board 
candidates

15
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Board Composition & Succession Planning

What attributes were most important for director 
recruitment in the last year? (Respondents allowed multiple 
answers.)

16

Attribute Public Private

Specific industry experience 34.8% 30.3%

Financial expertise 26.8% 27.8%

Leadership experience 24.8% 28.5%

Diversity 17.6% 10.9%

Strategy Development 17.4% 23.2%

Corporate Governance 12.9% 15.1%

International/Global experience 12.7% 9.9%

Information technology 10.5% 2.8%

Source: NACD’s 2014-2015 Public & Private Company Governance Surveys

17

Skill Set Matrix

Board Needs Board of Directors

Dir. 1 Dir. 2 Dir. 3 Dir. 4 Dir. 5 Dir. 6 Dir. 7 Dir. 8

Leadership

Finance

Public/Shareholder Relations

Governmental and 
Regulatory

Strategy Formation/Execution

Merger/Alliance

Corporate Governance

Technical Knowledge

Compensation

Risk Assessment

Industry Knowledge

Board Compatibility

Directorship 2020

Important Skills in Today’s Environment

– Industry-specific skills

– Financial acumen

– Diversity of thought

– Global experience

– IT skills

– Social media skills



3/17/2015

7

Directorship 2020

Directorship 2020

– Accountability

• Evaluations should occur after every meeting in executive 
session

• Evaluations should include

– Senior management

– Interviews

– Creating action steps

ADVANCING EXEMPLARY BOARD LEADERSHIP© NACD. All rights reserved.

Strategy Development 

212121

Strategy Development

Traditional Approach to Strategy

– Periodic strategic engagement

– Management-driven process based on a 3 – 5 year view

– “Review and concur”

– Review of strategy via dashboards and metrics
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Strategy Development

A New Level of Board Engagement

– New complexities and uncertainties in the operating 
environment

– Expect changes and anticipate the strategic implications

– “Engage early and often”

– In times of strategic correction, engaged directors are more 
flexible and adaptive, enabling quicker decision making

232323

Board and Management Collaboration

View the Company Through Multiple Lenses

– Leverage board’s ranging skill sets and perspectives, 
relative performance

– Take a shareholder’s point of view

242424

Board and Management Collaboration

New Dialogue on Strategy Formulation

– Understand the necessary criteria for a successful strategic 
plan

– Earlier involvement in the development process – not just 
approving a near-final strategy
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Board and Management Collaboration

Assessing Alternatives

– This should be the first step in the strategic process

– Can the company meet the critical success factors of the 
strategy?

– Recommendation: divide strategy plan into elements

262626

Strategy Development

Factors to Evaluate Capabilities, Resources and 
Processes

– Capital and cost implications

– Operations

– Timing

– Risk

– Talent

– Technology

– Compensation

– Finance

– Audit

– Culture

– Monitoring Progress

272727

Strategy Development

Importance of Independent Board Leadership

– Ensure all directors’ viewpoints are fully aired

– Begin discussions by surveying the rest of the directors first

– Maintain a constructive relationship between the board and 
C-suite

– Drive a re-thinking of the strategic process
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Strategy Development

Potential Barriers to Changing the Dialogue on 
Strategy

– Short-term focus

– Over-scheduled strategy sessions

– Board composition

– CEO and senior management

– Legacy businesses

– Unpleasant consequences

292929

Strategy Development

The Board’s Toolbox

– Agenda

– Metrics

• Provide insight into the company’s future trajectory

• Should indicate success/failure of strategy

– Executive sessions

– Board information

• The “right” information, not more

• Third party resources, investor days, industry conferences, 
plant visits

– Communication

303030

Strategy Development

Directors need to anticipate and take a proactive role in 
both short and long-term strategic planning.

Things to consider:

– What will your company look like in 5-10 years?

– Identify your present and future competitors.

– Don’t wait for the next disruptive technology, anticipate it.

– How will political, economic, social, demographic and 
cultural shifts impact your company’s strategy?

– How will your organization transform to achieve 
sustainability?
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Asymmetric Information

What is Asymmetric Information Risk?

Asymmetric Information Risk

– Directors rely on management for information/data on 
performance of company

– By necessity, management filters the information they 
provide to the board

– Asymmetric information is not a negative quality of 
directorship

• Board’s value is in its view of the larger picture

• Directors shouldn’t be overloaded with information

– Management needs to have independence of thought 

– Most significant risk lies in whether the right information 
(quantity and quality) is presented to the board

32

Asymmetric Risk Warning Signs

Communication impediments between the board and 
management:

– Significantly increased time commitment

– Information overload

– Management’s perception of the board

– Poor culture

– Lack of necessary expertise on the board

– Poor relationship between CEO and chair (or leader of 
independent directors)

33
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Asymmetric Information

Focus Areas

– Board Composition

• Tenure

• Recruitment

• Evaluations

– Leadership

– Board Processes

• Executive sessions

• Committee meetings

• Strategic deep dives

• Access to management and off-site visits

34

3535

NACD’s 2013-2014 
Public Company Governance Survey

What level of risk does asymmetric information (board 
reliance on management as the primary source of 
information) present to your board?

– Significant: 13.4%

– Moderate: 46.1%

– Low: 37.6%

– No risk: 2.9%

3636

NACD’s 2014-2015 
Public Company Governance Survey

Please assess the quality of the following information 
provided to the board by management:

Area Very Satisfied Satisfied Not Satisfied

Corporate 
Performance

49.7% 46.7% 3.6%

Strategy 32.2% 49.5% 18.3%

Financial Risk 35.4% 56.3% 8.3%

Non-Financial Risk 20.6% 66.6% 15.8%

Information 
Technology

13.0% 51.6% 35.5%
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Asymmetric Information

Non-Asymmetric Information Resources

– Meet with senior executive team outside of board meetings

– Have board meetings at off-site company locations

– Attend industry conferences

– Subscribe to trade publications, websites, blogs, Google 
alerts

– Listen in on competitive quarterly conference calls

– Refreshment of board

37

Summary

• At the core of many corporate crises is a breakdown 
in communications

• Directorship is historically based on an inherent 
tension in the board’s relationship with management

• Building of trust does not occur overnight

• With shared goal of creating sustainable growth, the 
board and c-suite can more easily dissolve the 
roadblocks to information sharing

38

3939

Educational Resources

1. Additional NACD Board Advisory Services - In-Boardroom 
Programs and Evaluations - http://www.nacdonline.org/services

2. NACD Education – Director Professionalism® Course, Committee 
Seminars, & Annual Governance Conference - http://www.nacdonline.org

3. NACD Chapters – there are 22 in major metropolitan areas -
https://secure.nacdonline.org/source/meetings/chapter_Page.cfm

4. NACD Publications - Blue Ribbon Commission Reports, Surveys, and 
Handbooks - http://www.nacdonline.org/publications

5. NACD Directors Registry™ – Qualified Candidates for 
Effective Boards - http://www.nacdonline.org/registry/default.asp

NACD Resources
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Key Trends M&A Implications

Expanding and strengthening physician, post-acute, 
and ancillary network for a more comprehensive 
integrated care delivery system

Evaluating acute partnerships to grow market 
presence to strengthen care health system bargaining 
power and command competitive payments and prices 

Cost Containment — Protecting financial standing in 
a tough economic environment through radical cost 
reduction — desire to operate at breakeven at 
Medicare rates

Controlling the cost structure to improve the 
organization’s financial position and increasing the 
access to capital

Large capital expenditure needs for improvements in 
quality and safety of care through integrated patient 
care and compliance to new regulations with all 
affiliations and partnerships 

Enhancing the organization’s current service offerings 
and improving access to care to meet the needs of 
different types of patients

Accountable Care — Adjusting to a changing 
payment model in an ever increasing competitive 
landscape

IT Requirements — Increasing demand for 
transparency and direct linkages between payments 
and quality; to take advantage of incentives and avoid 
penalties

Provider Network Expansion — Increasing demand 
for integrated care delivery systems, rising and/or 
uncertain malpractice caps, and rising need for 
primary care providers

New Patient Paradigm — Changing the patient’s 
continuum of care to serve aging, information savvy, 
and consumer-driven patient populations 

Key health care trends and M&A implications
Current changes in the healthcare landscape, beyond normal reimbursement 
pressures, pose significant challenges for health care providers; several of these 
challenges have implications that are causing increased M&A activity

5

Physician Practice Acquisitions 

Consolidation of Independent Community Hospitals 

Creation of Larger Regional Hospitals

Growth of National Chains

Current hospital M&A trends — Phase 1 

6

More Physician Consolidation 

Big Get Bigger — Super Regionals and National Players 

Convergence between Hospitals and Health Plans

Vertical Integration: Controlling the Continuum of Care

Current hospital M&A trends — Phase 2 
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Due diligence that is more 
comprehensive 
Gives organizations a more 
complete basis for their 
decisions

Better integration Business 
units and functions better 
understand integration issues 
and assumptions

Fewer surprises 
Greater visibility into the 
target company’s risk 
framework going in means 
it’s less likely you’ll hit a land 
mine later on

• Financial and tax due diligence

• Commercial and operational due diligence

• IT due diligence

• Security and privacy 

• HR due diligence

• Insurance due diligence

• Compliance and integrity 

• Real estate due diligence

• Sustainability 

• Valuation and purchase price allocation

Due diligence areas

8

Coordination with other areas

Due 
Diligence 

Human 
Resources/ 

Benefits

Finance

Tax

Legal

Compliance Insurance and 
Risk

Accreditation/ 
Quality

Information 
Systems

Supply Chain 

Real Estate

Transaction 
Counsel

In-House Counsel

9

Types of transactions 

Provider Types Transaction Structure

• Individual physicians and 
small group practices

• Large multi-specialty group 
practices

• ASCs, specialty hospitals, 
joint ventures

• Single community hospitals

• Large multi-hospital 
systems 

• Merger/member 
substitution 

• Asset purchase

• Stock/shares purchase

Other 

• Who in the organization is 
leading transaction? 

• Size and type of 
transaction determines 
extent and formality of 
compliance involvement
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Merger and Acquisition — Provider types

More Examples of Provider Types

• Inpatient rehabilitation

• Skilled nursing facility

• Home health

• Home infusion

• Dialysis companies

• Behavioral health

• Durable medical 
equipment companies

• Physical therapy 
companies

• Third party payor billing 
companies

• Anesthesia practices

• Urgent care clinics

• Clinical laboratories

• Independent diagnostic 
testing facilities

• Radiation oncology 
practices

Compliance role in 
diligence

12

Evaluating: 

• Management assessment of valuation of the target company

• Risk of repayments/recoupments

• Risk of corporate integrity agreement

• Risk of qui tam/whistleblower lawsuits

• Risk of regulatory enforcement actions

• Overall compliance “health” of target company

• Ability and timeline for integrating compliance policies & procedures and 
overall compliance culture

Primary compliance role in M&A due diligence
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Compliance role in M&A transactions

Stage I —
Preliminary 

Due Diligence

Stage II —
Due Diligence 

Integration 
Planning 

Closing 
Effective Date

14

Stage I 

• Pre-MOU/LOI

• Confidentiality

• Limited inquiries and information sharing 

• Materiality threshold defined 

• Objective: Identify “Red Flags” or “Ice Bergs”

− Regulatory audits and investigations 

− Pending or planned voluntary disclosures 

− Settlement agreements 

− CIAs or other mandated compliance requirements 

− Disgruntled employees/employee complaints

− Outstanding enforcement actions/litigation

Compliance role (1/2)

15

Stage II – Deep Dive, Getting into the Weeds
• Post MOU/LOI signing 
• Pre Definitive Agreement 
• Objectives: Fiduciary responsibilities, barriers, opportunities, 

integration planning
• Reporting findings to management/board

Receiving Deal Documents
• Coverage of representation and narrative
• Indemnification and escrow considerations

Integration Planning 
• Post Definitive Agreement
• Day 1 closing goals
• Post-closing goals (e.g., 30 days–1 year)

Compliance role (2/2)
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Example scope of services — Regulatory and 
compliance due diligence 

1. Assess target company’s compliance 
program:
• Compare to the seven elements of an 

effective compliance program

• Reporting structure

• Organization chart – coverage of key risks

2. Conduct interviews:
• Compliance officer and others in compliance 

depending on size of the program

• Key management and staff to determine how 
compliance and adherence to federal billing 
and coverage requirements are incorporated 
into the operational flow of the organization
◦ HIM
◦ Case management
◦ Revenue cycle
◦ Billing
◦ Discuss risks and areas of concern

3. Review relevant internal audit and/or 
compliance audit and monitoring activities 
to determine the comprehensiveness of 
the compliance audit plan and 
appropriateness of audit findings, 
responses and corrective actions

4. Review external audits, fiscal intermediary 
and/or CMS/or RAC audits, PEPPER 
reports and related corrective action plans 
and subsequent follow-up monitoring 
activities for adherence to federal and 
state reimbursement requirements

5. Conduct a clinical review on a random 
sample of patient records and their related 
billing documents. This review will include 
propriety of coding, billing, care planning, 
medical necessity (in accordance with 
payer coverage policies) and documented 
evidence of services having been provided 
for the services billed

17

Compliance due diligence request 

• Compliance program information —
background, history, structure 

• Organization chart and position description(s) 
for CO and key staff

• Current code/standards of conduct 
• DRA False Claims Act information 

requirements
• Agendas and minutes for compliance 

committee (three years)
• Compliance reports to board of directors 

(three years)
• Compliance policies and procedures, including 

privacy
• Summary of regulatory audits, investigations 

and settlements (DHHS–OIG, DOJ, OCR, 
other federal and state agencies, three years)

• Process for exclusions screening for 
employees, medical staff and vendors and 
results of screening (three years)

• PEPPER data for the most recent quarter

• Summary of any matters voluntarily disclosed 
to federal or state authorities and current 
status

• Summary of internally identified matters 
subject to potential disclosure and/or 
repayment to regulatory authorities and 
current status 

• Correspondence from regulatory authorities 
citing potential violations of laws and 
regulations (three years)

• CIAs or other mandated compliance program 
requirements (current and three years)

• Summary of hotline reports received (three 
years)

• Internal or external audit reports performed in 
support of compliance program (three years)

• Summary information on results of third-party 
payer audits, denials and appeals for major 
service lines (three years, all payers)

• Example compliance training and education 
systems, programs and materials

18

Examples of potential risk include the following:
• Compliance programs that are not fully developed and may not be effective based on the Federal 

Sentencing Guidelines seven elements of an effective compliance program:
− Lack of a risk assessment process
− Lack of compliance program effectiveness evaluation
− Not all employees trained on compliance
− Insufficient staffing of compliance department
− Compliance officer lacks authority 
− Lack of internal auditing and monitoring activities 

• Ongoing and past government or third-party payor investigationsand/or audits with repayment obligations

• Lack of controls or knowledge of violations around financial 
arrangements with physicians, Stark and anti-kickback laws

• Coding, claim development 

• Medical necessity

• Billing/charging errors

• Denials

• Clinical research

• Many others…

Merger and acquisition — Regulatory and 
compliance due diligence 
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Considerations:
• Timeframe to complete

• Confidentiality

• Size of target

• Range of services provided by target

• Centralized or decentralized organization

• Knowledge of risks historically for the provider type

• Ability to get data that is accurate, complete and timely

• “Effectiveness” of target compliance program may indicate the amount of time and effort needed by the 
compliance/coding diligence team

• Coding team:

− Coding specialties

− Ability to assess claim form and remittance advice

− Ability to evaluate medical necessity based on Medicare and other payor requirements

− Ability to articulate insights to M&A leadership on impact of noted variances

− Ability to calculate error rates and financial impact

• Deal structure:
- Asset vs. stock
- Assuming provider numbers?

Merger and acquisition — Regulatory and 
compliance due diligence 

Coding assessment

M&A due diligence for the compliance officer

Failure to properly focus on the non-financial, broader concepts such as 
governance, ethics, culture, and compliance before a merger or acquisition 
deal is inked, can pose substantial risk of the buyer. 

However, what we will focus on in this section is the financial portion which 
is linked to billing and coding compliance. 

When planning the documentation, coding, and billing due diligence, it is 
important that the buyer has a clear understanding of the types of services 
that the target provides, so that the due diligence process includes the 
application of the appropriate rules and regulations. 

The documentation is evaluated to determine whether services have been 
appropriately documented as required by the regulatory guidelines and as 
to whether the services in question met medical necessity requirements as 
mandated for reimbursement. 
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The focus of the coding and billing analysis is to assess the degree to which: 

1. charges billed on the claim form are consistent with the physician orders and 
documentation in the patient record, 

2. diagnoses described in the patient care records are appropriately coded with 
ICD-9 diagnosis codes, 

3. procedures described in the patient records are appropriately coded with 
CPT/ICD-9- procedure codes 

4. appropriate coding guidelines are utilized and consistently applied to the types 
of services provided,

5. coverage policies are adhered to, and 

6. expected reimbursement has been received from the third-party payors. 

Due diligence coding and billing (1/6)

23

If issues are identified, root causes and unfavorable trends can be further 
evaluated. For example, interviews may be conducted with key stakeholders such 
as representatives from:

• HIM, 

• PFS, or 

• Professional fee coding 

Such individuals may be able to provide insights into the coding process:

• Whether individuals responsible for coding and billing are certified and have 
received adequate training 

• Have access to the proper resources to 
perform their jobs properly

• Existence of a coding quality assurance and 
auditing and monitoring procedures that result in 
providing routine feedback on coding to the coders

• Errors result due to high turnover or use of 
contracted coders 

Due diligence coding and billing (2/6)

24

Billing and Coding — Consequences of Improper Coding

Due diligence coding and billing (3/6)

• False claims include, but are not limited to, billing for services not rendered or for 
misrepresenting actual services rendered in order to obtain higher reimbursement or billing 
for unnecessary goods and services 

• Civil Monetary Penalty: 
− Up to $10,000 for each item or service improperly claimed
− For kickbacks up to $50,000 per act
− Damages up to three times the remuneration offered, paid, solicited or received

• In addition, a violator may be subject to exclusion from federal and state health care 
programs Federal enforcement officials have the ability to exclude from Medicare and 
Medicaid any investors, officers and managing employees associated with business 
entities that have committed health care fraud, 
even if the officer or managing employee had no 
knowledge of the fraud

• Billing and Coding can impact normalized 
EBITDA/Cash Flow
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Due diligence coding and billing (4/6)
Billing and Coding — Approach

• Sample methodology should be carefully 
considered:

− Random sample:
◦ Pros: Results can better be applied across 

the population to estimate a broad range of 
exposure

◦ Cons: Limited sample sizes may miss risk 
areas and issues may not be identified

− Focused sample on potential problem 
areas (high-risk MS-DRGs, observation 
stays, one-day stays, certain infusion 
codes, etc.):
◦ Pros: Better chances of identifying pertinent 

issues
◦ Cons: Results may not translate to general 

population

− Hybrid sample size — both random and 
focused

− Pre-bill or post-bill

• Sample size 

• Payors

• Date range

• Hospital — evaluate areas to include:

− Inpatient/outpatient coding

− Medical necessity:
◦ Inpatient admission
◦ National and local coverage determinations

− Employed physicians

− Non-hospital departments such as 
ASCs, Clinics, SNF, etc. 

26

Identify Risk Areas

Due diligence coding and billing (5/6)

• PEPPER data

• Prior payor audits

• Prior internal/compliance audits

• Prior compliance effectiveness assessment/risk assessment

• Compliance committee reports

• Denial reports

• Reports to the audit and compliance committee/board

• What does the target CO identify as high risk areas?

• Data mining — look at claims data:

− Bell curves

− Outliers

• Industry knowledge 

• External sources such as OIG guidance, reports, 
Fraud Alerts, OIG Work plan, etc.

27

Record Request

Due diligence coding and billing (6/6)

• Claim form

• Remittance advice

• Medical record

• Case management notes (if conducting inpatient medical necessity)

• Guidelines for selecting emergency department E&M levels

• Coding query process

• Facility specific coding policies

• CDI program information
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• How to sample?

− High volume/high risk DRG

− Review PEPPER

− Short length of stay (LOS)

− Principal diagnosis from Chapter 16 of the ICD-9 code book (signs and symptoms)

− High CC/MCC capture rate

• Reporting:

− number of coding errors:

◦ DRG

◦ Diagnosis (principal and secondary)

◦ Procedures

◦ POA

◦ Discharge status

• Evaluate use of queries

• Evaluate quality of documentation

• Financial impact — net and total

Hospital — DRG results

29

Inpatient Coding

Examples of findings

• MS-DRG — over or under reporting/coding

• Discharge disposition

• Present on admission

• CC/MCC and other secondary diagnoses

• Clinical documentation improvement

30

• How to sample?:

− Consider how coded:

◦ HIM

◦ Department

◦ CDM generated

◦ Coder involvement

− High volume or high risk departments:

◦ Emergency department

◦ Observation

◦ Ambulatory surgery

◦ Infusion/injection

◦ Diagnostic

− Services with a payment impact 
(vs. bundled services)

Hospital — Outpatient coding
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Reporting

Hospital — Outpatient coding results

• Errors can be reported as:

− Number of claims

− Number of services

− Financial errors

− Other variances

• Error type examples:

− Procedure code

− Diagnosis code

− Units

− Revenue codes

− Coverage

− Lack of documentation

− Lack of, or unsigned physician orders

− Lack of adherence to NCD/LCD

32

This assessment involves evaluating compliance with Two-Midnight rule

• How to sample?

• Focus/short stays and high risk DRGs

• Results, errors can be related to the following:

− Admission appropriate

− Orders

− Certification

• Evaluate:

− Case management notes

− Process to cover admissions 24/7 and all points of entry

− 121 type of bills

Medical necessity of admission

33

Example of medical necessity inpatient admission review results

Medical necessity of admission

US$ # of Claims $ Variance % Variance

Sample Population 12 42,213 

Under/(over)payment:

No physician certification for inpatient care 2 (3,824) (9.1)%

Physician certification completed after discharge 1 (5,612) (13.3)%

Criteria for inpatient admission not met 4 (7,514) (17.8)%

Late order for inpatient only procedure - - 0.0% 

Total Potential Under/(Over) Payment 7 (16,950) (40.2)%
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Coding assessment
Physician

• How to sample?
• Identify where the risk lies:
− Who codes — physician or coders or 

some combination?
− Monitoring performed:
◦ E&M bell curves

◦ Analysis of CMS physician billing data

◦ Comparison of physicians by specialty to 
peers

− Prior audits:
◦ E&M

◦ Procedures

◦ Ancillary office services

◦ Diagnosis coding

◦ Audit trails

◦ Site of service and other claim form 
elements

◦ Mid-level billing

◦ Teaching physician

• Identify where the risk lies (continued):
− Training provided
− Standardization of EMR and coding 

processes
− Number and complexity of specialties
− Use of mid-level providers
− Involvement of medical students, 

residents and fellows

35

Coding assessment
Reporting

• Errors can be reported as:

− Number of claims

− Number of services

− Financial errors

− Other variances

• Error type examples:

− Procedure code

− Not following E&M documentation 
guidelines

− Diagnosis code

− Units

− Revenue codes

− Coverage

• Error type examples (continued):

− Lack of documentation

− Lack of or unsigned physician orders

− Cloning/copy/paste

− Over documentation (medical necessity)

− Lack of adherence to NCD/LCD

− Incorrect place of service

− Improper billing of “Incident to”

− Improper billing of teaching physician

36

Example of physician coding review results

Coding assessment

Count
Original 

Allowable 
Revised 

Allowable 
Reimbursement 

Variance 
Reimbursement 

Variance Percent

Sample Population 70 claims, 83 services $   6,365 

Evaluation and Management Coding Variances

Total E&M in sample 64 $   5,948 $   4,327 

E&M with no variance 32 $   2,463 $   2,463 $                    - 0.0%

Exceptions resulting in payment variances

Overcoded 1 level 17 $   2,210 $   1,335 $               (875) -39.6%

Overcoded 2 levels 1 $      211 $      107 $               (104) -49.4%

Overcoded 3 levels 1 $      108 $        21 $                 (87) -80.8%

Overcoded 4 levels 0 $         - $         - $                    - 0.0%

E&M category change 2 $      343 $        74 $               (269) -78.4%

Missing documentation 3 $      166 $         - $               (166) -100.0%

Documentation does not support a billable service 2 $      147 $         - $               (147) -100.0%

Cosignature of medical student documentation 2 $        76 $         - $                 (76) -100.0%

Undercoded 1 level 4 $      223 $      328 $                 104 46.7%

Total E&M payment variances under (over) 32 $   3,485 $   1,864 $            (1,621) -27.3%

Procedure Code Variances

Total procedures in sample 19 $      417 $      207 $               (210) -50.4%

Procedures with no variance 10 $      211 $      211 $                    - 0.0%

Exceptions resulting in payment variances

No/insufficient documentation to support code billed 8 $      190 $         - $               (190) -100.0%

Procedure code change 1 $        22 $        16 $                   (6) -26.3%

Total procedure code variances 9 $      212 $        16 $               (196) -47.0%

Exceptions resulting in no payment variances

Diagnosis code revision 3 $         - $         - $                    - 0.0%

Modifier 25 added when not required 8 $         - $         - $                    - 0.0%

Total exceptions resulting in no payment variances 11 $         - $         - $                    - 0.0%

Grand total payment variances 41 $   6,365 $   4,534 $            (1,817) -28.5%
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• SNF

• IRF

• Dialysis

• ASC

• Hospital-based clinics

• DME

• Reference laboratories

• IDTF

• LTACH

• CAH

• Home health care

• Hospice care (facility-based)

• Rehabilitation

• Behavioral health

Non-hospital examples

38

• Skilled nursing facilities:

− Physical therapy minutes, RUG assignment, compliance with CMS 
documentation guidelines

• Inpatient rehabilitation facility/unit:

− Compliance with CMS documentation guidelines

− Errors in final DRG assignment by hospital coder

− Errors in IGC, CMG, and comorbidity coding leading to errors in calculation for 
payment and 75% rule compliance.

• Behavioral Health — inpatient/outpatient:

− Lack of detailed level of coding

− Compliance with CMS documentation requirements for therapies administered

Examples of findings

Managing the results



3/17/2015

14

What does it all mean?

How to evaluate the impact

41

Reporting findings

• Report or memorandum to senior management/board:

− Executive summary of findings:
◦ Highlight significant issues

◦ Icebreakers, red flags, deal changers, materiality

− Summarize information on target company

− Specifically describe and summarize legal issues reviewed

− Catalogue documents reviewed

− Summarize interviews conducted

− Analyze information and legal issues

− Estimate and report financial impact where possible

− Conclude

• Consider any need for an oral report

42

• Understand the amount of detail that different readers will need:

− Executive summary with high level error rates, potential reasons, implications

− With each summary table provide narrative description of errors, additional explanation 
needed and recommendations for improvement

• Provide detailed description of data provided for sampling, the population of 
claims used for sampling and sampling methodology

• Confirm errors and potential reasons 

• Note any opportunities for documentation improvement

• In addition to coding errors, note medical necessity errors, other billing errors 
(e.g., improperly completed advance beneficiary notices (ABNs), incorrect 
information on claim form such as site of service, bill type, condition codes, value 
codes, etc.)

• Denials patterns noted

• Analysis of the results — report potential impact 

• Report how to address variances if purchase is completed, prioritize risks. Due 
diligence can be a roadmap to address/improve coding and compliance.

Reporting considerations
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Due diligence attestation form - results

• See Sample Form

• Scope of review

• Overall conclusion/summary of 
findings

• Significant issues or potential 
obstacles

• Major integration task for day 1, day 
30, etc.

• Matters that will represent significant 
post-merger work to integrate

• Savings opportunities

44

Due diligence results / issues

• Compliance Officer Structure 

− Full-time / part-time

− Reporting relationship

− Dedicated staff

• On-going Regulatory Audits / Investigations

− Federal / State

− Newly issued

− Results / Liability

• Issues / Concerns Compliance Program

− Annual / Monthly sanction screening

− Compliance Committee (i.e. relationships with other depts.)

− Risk Assessment / Auditing monitoring process 

− Effective reporting systems (e.g. hotline)

− Etc. etc. etc. 

45

• Use of consultants

• Data review 

• Claims review 

• Interviews

• Whole house, de novo - exclusions screening 

• Deeper dive into financial relationships with 
physicians (Stark compliance)

• Operations integration 

• Transition support to divested organizations 

Additional work or follow up
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Managing the results – assessing the risks

• Regulatory violations:

− Significance
• Business risks:

− Significance
• Examples:

− Violation results in major financial loss (e.g., core structure violates AKS and 
must be abandoned)

− Violation results in payment of small fine (e.g., local health department 
inspection report not posted)

• Impact:

− Price adjustment?

− Correction as condition of closing?

− Indemnification escrows?

− Voluntary disclosures? 

Compliance integration 
considerations

48

Integration

48

• Major integration tasks from due diligence review

• Follow the seven elements of an effective compliance program

1. Leadership & oversight

2. Standards/code of conduct

3. Educations & training

4. Risk assessment, auditing & monitoring

5. Reporting systems

6. Response & prevention

7. Enforcement & discipline

• Timing/on-boarding process/team
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Summary comments, 
discussion and 
questions
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Appendix A - Acronyms
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The Deloitte portion of this presentation contains general information only 
and Deloitte is not, by means of this presentation, rendering accounting, 
business, financial, investment, legal, tax, or other professional advice or 
services. This presentation is not a substitute for such professional advice 
or services, nor should it be used as a basis for any decision or action that 
may affect your business. Before making any decision or taking any action 
that may affect your business, you should consult a qualified professional 
advisor.

Deloitte shall not be responsible for any loss sustained by any person who 
relies on this presentation. 

This presentation and the material contained herein does not constitute legal advice or constitute an attorney-client 
relationship. This presentation and the material contained herein is not a solicitation to provide professional services to 
any individual or entity.

Duane Morris LLP, a law firm with more than 700 attorneys in offices across the United States and internationally, is asked 
by a broad array of clients to provide innovative solutions to today’s legal and business challenges. Throughout its more 
than 100-year history, Duane Morris has fostered a collegial culture, where lawyers collaborate to leverage our collective 
knowledge and experience. Our lawyers are leaders in a wide range of legal disciplines and are as diverse as the clients 
they serve.

Today’s healthcare providers focus on cost-effective ways to manage and grow their businesses. At Duane Morris, more 
than 35 full-time healthcare lawyers in our health care practice understand these market demands and assist healthcare 
providers to create business and legal value in all types of situations - transactional, regulatory and litigation.

Duane Morris, LLP

About Deloitte
Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”), its network 
of member firms, and their related entities. DTTL and each of its member firms are legally separate and independent entities. DTTL 
(also referred to as “Deloitte Global”) does not provide services to clients. Please see www.deloitte.com/about for a detailed 
description of DTTL and its member firms. Please see www.deloitte.com/us/about for a detailed description of the legal structure of 
Deloitte LLP and its subsidiaries. Certain services may not be available to attest clients under the rules and regulations of public 
accounting.
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Challenges in Maintaining a 
Laboratory Compliance 

Program
Christopher P. Young, CHC

Writer, G2 Compliance Advisor

cpyoung@labcomply.com  - 602-277-5365

Objectives

 Learn the latest developments in clinical laboratory 
compliance and billing issues and what you can do about 
them

 Maintaining compliance in a competitive environment

 Analyze legal developments including decisions of the 
DAB and federal courts, for their impact on clinical 
laboratory compliance

Compliance Programs

 The laboratory compliance guidance has not been 
updated since its publication on August 24, 1998

 The most out of date section is the section that lists 
laboratory billing risks

 This is not a problem if the laboratory regularly updates 
its compliance program regarding current risks the 
laboratory faces

 Lab compliance guidance is still used for reference for 
some things so compliance professionals need to know 
what it includes
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Compliance Programs

 Laboratory compliance officers need to understand 
current issues and court cases not so much because they 
may have to defend their labs in court

 They often need to explain compliance issues to their 
internal administration to support decisions and 
recommendations

 In those labs that employ sales and marketing people, 
these folks often create some of the largest compliance 
problems for the laboratory

Current Laboratory Risks

 Medical necessity and insufficient documentation  

 Orders for laboratory tests 

 Pre and post claim reviews 

 CMS release of provider utilization and payment data 
public use files - April 2014

 Data mining to detect potential fraudulent activity

 Providing laboratory test results to patients 

 Improper use of Modifier 59

Current Laboratory Risks

 Drug testing billing and coding

 Protecting Access to Medicare Act of 2014
 Changes to the clinical lab fee schedule 

 Stark and Antikickback laws

 State laws 
 State false claims laws 

 State Stark and antikickback laws 

 Medicaid fraud control
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Improper Payments

 Medically Unnecessary Services
 Claims are placed into the medically unnecessary category 

when claim review staff identifies enough documentation 
to make an informed decision that the services billed were 
not medically necessary based on Medicare coverage 
policies or other medical necessity criteria.

 Insufficient documentation errors
 An insufficient documentation error occurs when the 

provider does not submit sufficient documentation to 
determine whether the claim should have been paid

7

Medical Necessity

 The OIG has stated in public venues that medical 
necessity will be an area of focus for government 
auditors

 Medical necessity is a subjective matter in some cases, 
so it will be critical that documentation to support 
claims is complete and accurate

 Orders and the source of key information like diagnosis 
codes and others that make a claim payable are among 
the most important documents related to a claim

Orders and intent

 One of the focus areas for Medicare billing is test orders

 In post payment audits, auditors often find tests that are 
billed without a specific order for the test in the patient’s 
chart

 The laboratory may have what they believe is a clear order in 
the form of a requisition, however if this is not clearly 
reflected in the physicians medical record it is useless unless 
signed

 Several entries in a CERT audit report cite unsigned 
requisitions as a problem
 Even this is not foolproof but it can be helpful
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Orders and intent

 CERT audit report (Jan. 2014) – Insufficient 
documentation, medical necessity and services coded 
incorrectly are cited in the report

 Example 1 documentation: Billed TSH, Potassium and 
CBC with differential for date of service 5/14/2013. 
Missing clinical documentation supporting plan/intent 
and medical necessity of billed labs. Submitted 
documentation includes includes an unauthenticated 
requisition and results. After MRS call received a copy 
of the results with notes written on it. These notes are 
not signed and no other documentation submitted.

Orders and intent

 Example 2 medical necessity: This line billed for 
Comprehensive metabolic panel for DOS 06/05/2013. Missing 
the treating physician's clinical documentation to support the 
medical necessity for the billed test. Submitted includes 
authenticated electronic order dated 06/05/2013; and lab 
results dated 06/05/2013. No response from MRS call. 
Documentation is insufficient to support this line billed per 
Medicare guidelines.

 Example 3 incorrect code: Billed is CPT 85025-Complete CBC 
with automated differential WBC Count. Submitted 
documentation supports physician's intent to order a CBC. 
Documentation supports code change to 85027-complete CBC 
automated. Received laboratory results and physician's 
progress note for 05/17/2013. Service incorrectly coded. 

Adequate documentation

 Documentation must be complete and in sufficient detail to 
allow verification of information
 Received laboratory reports and E-requisition. Requested 

additional documentation from ordering provider and 
received visit note dated 04/23/2013 that has a cut off 
signature at the bottom of the page. Insufficient 
documentation to support billed services. 

 Missing is the Physician's order/intent to order and medical 
necessity. Submitted are orders dated 9/14/11 and lab 
results. After MRS call received Duplicate lab results and a 
note “VitB12& Folate nl. Called Pleasant Manor NR gave 
Cara order for labs 4/15/13 @ 12:00pm. This is signed by 
unknown person with unknown title. No current physician lab 
orders, no progress note noting intent and R/N. 
Documentation is insufficient to support service billed. 
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Related tests

 Transmittal R541PI – allows contractors to deny claims 
related to the claims or claim lines being reviewed
 CMS approval required but approval is generic and not 

specific to a claim

 Example: denial of an inpatient surgical claim for medical 
necessity could result in a denial of the surgeon’s Part B 
services 

 Denial of a lipid panel because medical necessity not 
supported could result in denial of the venipuncture for 
that panel

Related tests

 Comment section from CERT audit report:

 Services related to non-covered services are not covered 
under Medicare. Billed laboratory test(s) not medically 
necessary for lack of the verification of treating 
physician's order(s), and lack of signed progress notes for 
medical necessity/reason for ordering specified test(s); 
therefore, associated venipuncture service denied as not 
reasonable and necessary

Medical review program

 Includes pre and post-payment reviews and audits

 Prepayment includes: 
 National Correct Coding Initiatives (NCCI)
 Medically Unlikely Edits (MUEs), and 
 Medical reviews by Medicare contractors like Medicare 

Administrative Contractors (MACs) and Zone Program Integrity 
Contractors (ZPICs)

 Postpayment includes
 Comprehensive Error Rate Testing (CERT)
 Recovery Auditors (RACs)
 Medical reviews by MACs and other contractors
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Claims Review Programs

 The overall goal of CMS’ claims review programs is to reduce 
payment errors by:
 Identifying and addressing billing errors concerning coverage 

and coding made by providers and suppliers through the Fraud 
Prevention System (FPS)
 Prevent improper payments to avoid the “pay and chase” system 

 Develop and deploy sophisticated data gathering and analysis 
tools like predictive modeling and comprehensive billing 
reports designed to detect providers exhibiting a pattern of 
claims submittal that suggests it is submitting improper 
claims or committing fraud

 Allows contractors to avoid paying claims with a high 
likelihood of being incorrect or fraudulent

16

Fraud Prevention System

 Authorized by the Small Business Jobs Act of 2010 (SBJA) 
 Began gathering data in June 2011
 Includes predictive modeling program

 Uses advanced analytics in real time claims processing to 
detect bad claims before paying

 In 2013 FPS saved the government $210.7 million with a $5 to 
$1 return on investment
 Next report due in June 2015

 Detects all kinds of payment and provider errors or fraud

 Represents a comprehensive and coordinated program 
 Currently focused on MACs and ZPICs but will expand

HCFAC

 Health Care Fraud and Abuse Control program and 
Healthcare Fraud Prevention Partnership

 The government has joined with private insurance 
companies, state agencies and trade associations to 
prevent fraud on a national scale

 Shifts pay and chase to detect and prevent

 According to CMS in Fiscal Year (FY) 2014 the 
government recovered $3.3 billion as a result of these 
programs 
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Using Data to Detect and Prevent

 Share information and best practices between 
government agencies and private payers to detect fraud 
and abuse

 Uses and is continually improving complex data analysis 
and predictive analytics  

 The FPS is used on all claims almost real time to detect 
patterns of aberrant or suspicious claims submissions

 The information provides leads for CMS and other 
investigative or audit programs to make them more 
effective

Corrective actions

 Informs the provider of proper billing procedures

 Imposes a prepayment review process that may include 
medical review (MR) of a sample of claims, or all 
claims, depending on severity, which requires review 
BEFORE claims are paid
 Results in delays in payment for the claims under MR

 Imposes postpayment review which involves an MR of a 
sample of claims without requesting all records from 
the provider
 Sometimes none are requested

Transparency

 Transparent and accountable healthcare system 

 Medicare Provider Utilization and Payment Data: Physician 
and Other Supplier (Includes labs)

 Data is from CMS’s National Claims History Standard Analytic 
Files for 2012 – Public Use Files (PUF)

 Includes information on utilization, payment and submitted 
charges organized by National Provider Identifier (NPI), 
Healthcare Common Procedure Coding System (HCPCS) and 
place of service

 Data is provided in a tab delimited format or in 14 different 
Excel spreadsheets
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Provider utilization and payment data

 CMS expects that the information will be useful to 
beneficiaries in helping select hospitals, physicians, labs 
and other suppliers

 CMS also believes the data will be useful in ferreting out 
fraud and abuse

 Others are concerned about how the public might 
interpret, or misinterpret, the data

 There are also concerns about the potential for lawsuits 
and whistleblowers as more and more people pick 
through the data

Lab Specific Data

 National and State HCPCS Aggregate

 Includes approximately 600 lab HCPCS codes

 Provides volume, payment and charge information

 Physician and other supplier alphabetic spreadsheets

 Lists laboratories by name

 Download Last Name “L” for LabCorp or “Q” for Quest 
information to benchmark against the largest labs

 Includes separate states for national labs and volume by 
HCPCS code, payment and charge information

Comparative Billing Report (CBR)

 Immunohistochemistry and special stains released August 2014 
through a contractor eGlobalTech and Palmetto GBA 
 Report designation is CBR201407

 Sent to 5,000 individual labs that meet certain coding criteria 
and were identified as having different billing patterns when 
compared to their peers

 Developed as an educational tool and includes an example of 
what the report looks like

 Any provider receiving a CBR should thoroughly review the 
information that accompanies the report and immediately review 
their claims data

 Other providers should review the example report 
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RAC Status

 Congressional mandates to lessen the burden on 
providers, increase transparency and improve oversight 
efforts

 Add limits to additional documentation requests

 Delay auditor contingency payments until the second 
level of appeal is exhausted

 Increase opportunities for providers to take advantage 
of discussion periods

 Changes to be implemented as new contracts are 
awarded

RAC Status

 RAC contracts are in process of being renewed

 Most RAC contract awards are disputed causing 
extended delays in getting new contracts and 
contractors in place

 CGI Federal lawsuit over contract changes further 
delayed contract awards, possibly until 2016

 Delays cause a pause in auditing activity

 During this down period providers should focus on 
Medicare Administrative Contractors (MACs) and other 
CMS auditors 

Tools and Tips for Billing 

 Review the CMS’s transparency, data mining and data 
analysis efforts

 Develop an internal system that includes an information 
technology component to monitor and react to CMS’s 
advances and improvements

 Use the information in the various data releases, OIG 
reports and other documents to benchmark and provide 
direction and focus for auditing program
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Tools and Tips for Billing

 Other documents and reports useful to labs

 Questionable Billing for Medicare Part B Clinical Laboratory 
Services (OEI-03-11-00730, August 2014)

 Report to Congress Fraud Prevention System Second 
Implementation Year, June 2014

 Review and revise, if necessary, policies and procedures for 
accepting orders for tests, documentation of information 
received from referring physicians and responding to government 
inquiries

 Carefully review any materials from a government contractor or 
any demand for records

Protecting Access to Medicare 

 Protecting Access to Medicare Act of 2014 (PAMA)

 Reforms the Medicare fee schedule for clinical 
laboratories so that the fees the government pays are in 
alignment with private sector market rates

 The schedule for implementation requires appointment 
of an expert outside advisory panel by July 1 

 The collection of test volumes and private payer market 
rates begin January 1, 2016  

 Significant penalties for laboratories who don’t report 
accurate data or exclude any data

Modifier 59 – X {EPSU}

 CMS has long considered the 59 modifier a source of claims 
fraud and abuse

 The modifier can be used to circumvent correct coding edits 
including medically unlikely edits

 Beginning this year the new modifiers are available for use 
but the 59 modifier may still be used where it was used 
before
 Do not use both 59 and and an X modifier on the same claim 

line

 CMS will issue more instructions at a later date for the use of 
specific X modifiers
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X {EPSU} Modifiers

 When using X modifiers make certain the documentation 
will support its use for the purpose identified by the 
modifier description
 XE is used for separate encounters 

 XS is used for separate structures 

 XP is used for separate practitioner

 XU Unusual non-overlapping service

 UnitedHealthcare stated that it will recognize the X 
modifiers on commercial claims for laboratory services 
beginning February 15 in a Networking Bulletin

Providing Test Results to Patients

 Applies to labs that are “covered entities” under HIPAA

 Pre-empts state laws unless state law is “more 
stringent” where more stringent means greater rights to 
access

 No limits on how far back the lab must go if they still 
have the records

 Must provide the result in a form or format acceptable 
to both parties

 The lab is not required to take extraordinary measures 
to accommodate patient requests 

Test Results to Patients

 Labs are responsible to take reasonable steps to verify the 
identity of the person and their authority to receive the 
results

 There are limits on how much a lab can charge for the service 

 Laboratories will need to set up appropriate policy and 
procedure for verifying the identity of the person requesting 
results and their authorization to receive them as well as 
other aspects of the rule

 It is essential that laboratories train the employees who will 
handle these requests because of the potential risks of 
patients misinterpreting their rights under this rule
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Stark and Antikickback 

 Are a focus area for the government for all sectors of 
health care including laboratory

 Continuing updates to the regulations make the rules 
complex and difficult to interpret should a problem 
arise
 Seek the advise of knowledgeable legal advisor if you think 

your laboratory has a Stark or Antikickback problem

 There have been several recent cases that specifically 
involve laboratories 

 Also, laboratory services have been the subject of 
recent Advisory Opinions 

Stark/Anti-kickback Concerns For 
Labs

• Lease and/or rental of space or equipment

• Placing employees in physician offices

• Provision of free supplies or computers, printers and interfaces

• Discounts or forgiving copays or free managed care testing

• Payments for personal services such as consulting or medical 
review

• Gifts and entertainment provided to physicians or referral 
sources

• Provision of education or CME 

• Professional courtesy

State Issues

 State Medicaid programs are becoming more aggressive 
when it comes to claims denials and pursuing billing 
fraud and abuse 

 Medicaid expansion has increased Medicaid enrollment 
by millions as a result of the Affordable Care Act 

 Medicaid Integrity Auditors (MIC) are improving and the 
government continues to fund the program

 Many states have their own versions of Stark and 
antikickback laws 
 28 state have applied for OIG review of their programs 
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Coming Up !

Stay tuned for Robert Mazer’s exciting and insightful 
presentation  

Compliance Issues Affecting Laboratories
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Compliance Issues Affecting Laboratories 
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Compliance Is A Many-Headed Beast

 Federal and state laws

 Licensure and certification requirements

 Claims for payment

 Relationships with referral sources

 Miscellaneous 

2
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Selected Licensure/Certification Issues

3
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Proficiency Testing Referrals 

 Longstanding Principles

 Lab prohibited from intentionally referring PT samples to 
another lab for analysis  

 1 year revocation required

 Lab’s owner or operator cannot own or operate lab for 2 
years  

 Prohibition may be construed broadly, to cover virtually 
any handling of PT samples or test results by another lab 
prior to PT testing close date

4
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Proficiency Testing Referrals - “Intentional” Referral

 CMS: Referral is “intentional” if lab employee requests 
another lab to test PT sample

 CMS cannot revoke CLIA certificate of lab that provided PT 
samples to another lab, when it did not direct that lab to test 
PT samples or seek its test results. J.B. and Greeta B. Arthur 
Comp. Cancer Ctr. Lab., Dept. Appeals Board, CR 2436 
(Sept. 21, 2011)

 Final rule, 79 Fed. Reg. 27106 (May 12, 2014).  PT sample 
referred for reflex, distributive or confirmatory testing under 
procedures for patient specimens considered improper, but 
not intentional referral, so long as not “repeat” PT referral.  
42 C.F.R. § 493.801. 5
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Proficiency Testing Referrals

 Taking Essential Steps for Testing (“TEST”) Act of 
2012 

 Permits, but no longer requires, revocation of CLIA 
certificate for intentional referral of PT samples 

 Permits imposition of intermediate sanctions rather than 2 
year prohibition on lab’s owner or operator

6
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TEST Act Implementation (79 Fed. Reg. 25436)

 Sanctions for intentional referrals of PT samples.  

– Repeat PT referral, or reporting results of another lab – 1 
year revocation, 1 year ban on owning/operating lab, civil 
money penalty (CMP)

– Lesser penalties when lab obtains results from other lab 
testing its PT samples but reports own results (suspension 
or limitation depends on whether other lab’s results 
received before PT close date)

42 C.F.R. §493.1840. 7
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Medicare Enrollment

 Lab’s Medicare enrollment and billing privileges 
revoked when on-site review indicated not yet 
“operational” to furnish services. TC Foundation, Inc. 
v. CMS, Dept. Appeals Board, CR 2834 (June 18, 
2013)

 Similar theory may be applied against laboratory 
closed at time of inspection.  Community Medical 
Lab., LLC v. CMS, Dept. Appeals Board, CR 2635 
(Oct. 2, 2012)

8
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Medicare Enrollment

Nexus Lab, Inc. v. CMS, DAB, CR 3382 (Sept. 23, 2014).

 Laboratory required to comply with regulatory 
requirements applicable to clinical labs.  42 C.F.R. 
§ 424.516(a)(2) (compliance with federal and 
state licensure, certification and regulatory 
requirements).

 Medicare enrollment and billing privileges 
revoked when lab’s billing agency submitted 
claims without NPI of ordering physician.

9
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Medicare Enrollment

Enrollment and billing privileges may be 
revoked based on “pattern or practice of 
submitting claims that fail to meet 
Medicare requirements.”  79 Fed. Reg. 
72500 (Dec. 5, 2014); 42 C.F.R. §
424.535 (effective Feb. 3, 2015).

10

www.ober.com

Claims For Payment

11
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Civil False Claims Act

 Prohibits 

 filing, or causing to be filed

 “false or fraudulent” claims

 Using false statement to “conceal, avoid or decrease” a government 
obligation

 Failure to return overpayments

 Intent

 “Intent to defraud” not required

 Filing claims with “reckless disregard” of claim’s truth or falsity  is 
sufficient

12
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Civil False Claims Act

 Liability

 3X Damages

 $5,500 to $11,000 per claim

 Qui Tam Provisions

 “private attorney generals”

 Can proceed even if Government declines

 Can receive up to 30% of recovery

 All Qui Tam complaints reviewed by DOJ for possible criminal investigation

 State FCAs

13
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Recent Developments

 Conditions of payment vs. conditions of participation

 Most courts have held that non-compliance with Medicare 
conditions of participation does not give rise to FCA liability.  
See e.g., U.S. ex. rel  Rostholder v. Omnicare, Inc., 745 
F.3d 694 (4th Cir. 2014)  (no FCA claim for violation of FDA 
regulations related to good manufacturing practice)

 U.S. ex. rel. Hansen v. Deming Hosp. Corp., 992 F. Supp.2d 
1137 (D.N.M. 2013) – No claim for liability under FCA for 
CLIA violations

www.ober.com

FCA Theories Applicable to Laboratories

 Billing for tests not ordered or performed

 Miscoding of CPT codes

 Misrepresentation of diagnosis codes

 Lack of medical necessity

 Stark/Kickback violations

 Overpayments

 Others

15
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The Match Game – Billing Issues

 First Generation

 Test ordered

 Test performed

 Test billed (CPT or HCPCS code)

16
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Test Orders

Labs are vulnerable to claims that there was no 
physician order based on content of patient’s medical 
record of which they have no knowledge  

Court upholds denial of reimbursement for audiological 
testing when medical records did not reflect physician’s 
intent or knowledge that tests were to be performed.  
Doctors Testing Ctr. V. HHS, 2014 WL 112119 (E.D. 
Ark., Jan. 10, 2014)

17
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Test Orders

Laboratory could not be reimbursed for biopsies based 
on lack of documentation of physician order.  
Nephropathology Assocs., PLC v. Sebelius, 2013 WL 
3285685 (E.D. Ark. 2013)

Relator stated claim under FCA in alleging that 
laboratory performed unordered FISH tests. Daugherty 
v. Bostwick Labs, 2012 WL 6593804 (S.D. Ohio, 2012)

18
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Recent Developments

 U.S. ex rel. Ketroser et al v. Mayo Foundation, 729 
F.3d 825 (8th Cir. 2013) 

 Relator alleged that Mayo filed false claims because it did not 
prepare a per-slide separate written report for each special 
stain, rather than one per-case report

 Court dismissed holding that no rule clearly required such 
separate per-slide reports as a condition of payment

19
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The Match Game – Billing Issues

 Second Generation Additions

 Test knowingly ordered

 Test medically necessary

20
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The Devil’s Triangle – Medical Necessity

Lab’s responsibility (per OIG compliance guidance)

 Not contribute to unnecessary testing  

 Honest, straightforward, fully informative and non-
deceptive marketing (including tests offered, tests 
resulting from order, financial consequences to 
payers)

 Provide freedom of choice (e.g., reflex or not)

21
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The Devil’s Triangle – Medical Necessity

 Educate physicians and other reasonable steps to avoid claims 
for unnecessary services

 Requisition – conscious ordering of each test by physicians  

 Notices

 General

 Custom profile

 Educate re ABNs

 Monitor to make sure not contributing to unnecessary tests

22
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Risks from Unnecessary Tests – Risk of Sanctions

 Various statutes specifically prohibit or can be interpreted to 
provide for imposition of penalties for submission of claims that 
the person knows or should know were not medically necessary.   
See, e.g., 42 U.S.C. § 1320a-7a(a) (civil monetary penalties)

 The regulatory exception to the prohibition against furnishing 
services substantially in excess of a patient’s needs “would 
normally protect a laboratory from being subject to exclusion for 
providing unnecessary tests ordered by a physician….”  57 Fed. 
Reg. 3298, 3307 (Jan. 29, 1992)

23
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Risks from Unnecessary Tests – Financial Loss

 Provider of clinical laboratory services has burden of producing 
documentation of medical necessity.  See Meridan Laboratory Corp. v. 
Advance Med. Corp., Dept. Appeals Board, Decision of Medicare Appeals 
Council, Doc. No. M-11-568 (June 24, 2011), remanded, Meridan Laboratory 
Corp. v. Sebelius, 2012 WL 3112066 (W.D. N.C., July 31, 2012) (remanded 
for consideration of limitation of liability principles)

 Laboratory may not be liable under limitation of liability provisions if it did 
not know and had no reason to know that services were not medically 
necessary.  42 U.S.C. § 1395pp(g)(2); see generally, Maximum Comfort, 
Inc. v. Secretary, 512 F.3d 1081 (9th Cir. 2007).  The same is true if lab was 
“without fault,” i.e., exercised reasonable care in billing for and accepting 
payment.  42 U.S.C. 1395gg(c)

24
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Risks from Unnecessary Tests 

 Overpayment can result in suspension of Medicare 
payments (42 C.F.R. § 405.371)

 Medicare enrollment application may be denied if (1) 
current owner of applying provider or supplier; or (2) 
applying physician or non-physician practitioner, has 
existing overpayment of $1500 (42 C.F.R. §
424.530(a)(6), MPIM, Ch. 15, § 15.13) 

 Enrollment and billing privileges may be revoked based on 
“pattern or practice of submitting claims that fail to meet 
Medicare requirements.” 25
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Accountable Care Act – Return of Overpayments

 Section 6402 

 Requires reporting and repayment of overpayments within 60 
day of identification (or due date of next cost report, if 
applicable)

 Reports to be made to:
 Secretary (OIG, CMS)
 State, or
 Carrier, intermediary or contractor

 Violations actionable under the FCA
26
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Accountable Care Act – Proposed Regulations – 77 Fed. Reg. 
9179 (Feb. 16, 2012) 

 Person who identifies receipt of overpayment must report and 
return overpayment.

 Person has identified overpayment if has actual knowledge of 
overpayment or acts in reckless disregard or deliberate 
ignorance of its existence.

 Person must report and return identified overpayment by later 
of (1) 60 days after overpayment identified or (2) due day of 
related cost report.

 Overpayment must be reported and returned if identified within 
10 years of receipt.

27
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Self-Audits Can Result in FCA Liability

 FCA potentially violated when medical group failed to follow up 
on self-audit that reflected incorrect claims for payment

 Court recognized potential liability for refusal to investigate 
possibility of overpayments received during audit period and 
subsequent submission of claims (including under “reverse false 
claims” provisions added in 2009)

U.S. and Wisconsin, ex. rel. Keltner v. Lakeshore Med. Clinic, Ltd.,
2013 WL 1307013 (E.D. Wisc. 2013)

28
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Retaining Overpayments: Litigation

 United States ex rel. Kane v. Continuum Health Partners, Inc., et al., 
Civ. Action No. 11-2325 (S.D.N.Y. 2014)

 DOJ intervened in False Claims Act case against Healthfirst MCO, its 
affiliate entities, and large number of NY & NJ Hospitals.  

 Allegations that providers failed to report and return Medicaid 
overpayments related to secondary payor issues within 60 days

 Defendant repaid overpayments, but only after several years delay and 
receipt of Civil Investigative Demand.

29
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What Gets Disclosed Where?

 To OIG – only “potential fraud against the Federal health care 
programs, rather than  merely an overpayment.”

 “Potential fraud” does not include Stark only violations – must be at 
least a “colorable” AKS violation

 To CMS – Stark only violation

 To Contractor – “merely an overpayment” 

 To U.S. Attorney’s Office – depends

 To State – depends

30
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Claims for Payment for Hospital Tests

Civil monetary penalties may be 
assessed for knowingly and willingly 
presenting or causing to be presented 
claim that violates hospital “bundling” 
rule applicable to inpatients or 
outpatients.  42 C.F.R. § 1003.102 
(b)(15).

31
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Advanced Beneficiary Notices

ABN considered “last minute,” “coercive” and 
“invalid” when provided to patient when he 
presented to lab for tests ordered by physician

Olympic Med. Ctr., ALJ Appeal No. 1-
1097162747, DHHS, Office of Medicare 
Hearings & Appeals (Southern Region Dec. 9, 
2013)

32
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Advanced Beneficiary Notices

 ABN stating that “Medicare has not established 
coverage criteria . . . or does not cover this item” 
legally inadequate.  

 CMS requires ABN to specify “a genuine reason that 
denial by Medicare is expected.”  MCPM, Ch. 30 §
40.3.6-6.1.

Int’l Rehab. Sci. v. Burwell, No. 08-cv-05442 (W.D. 
Wash. Feb. 13, 2015).  

33
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Relationships With Referral Sources

34
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Federal Anti-Kickback Statute

 Prohibited Conduct
 Knowing & willful

 Solicitation or receipt or
 Offer or payment of

 Remuneration
 In return for referring a Program patient, or
 To induce the purchasing, leasing , or arranging for or 

recommending, purchasing or leasing items or services paid by 
Program

35
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ACA - Section 6402 (f) (2)

 Intent: “With respect to violations of this 
section, a person need not have actual 
knowledge of this section or specific intent to 
commit a violation of this section.”

 Violations of Federal Anti-Kickback Statute: 
“Claim that includes items or services resulting 
from a violation” of the FAS “constitutes a false 
or fraudulent claim for purposes of FCA.”

36
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Private Cause of Action

“Conduct violating the [FAS] and the Stark Law 
may provide the basis for liability under 
recognized common law causes of action and 
other state statutory laws,” such as prohibitions 
against unfair or deceptive conduct.  Millennium 
Labs, Inc. v. Universal Oral Fluid Labs, LLC, 
Case No. 8:11-cv-1757-T35-TBM (M.D. Fla., 
Aug 16, 2013).

37
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Ameritox v. Millennium Labs, Inc.

 Court: Millennium’s provision of free point of care 
testing (POCT) cups constitutes remuneration under 
FAS and Stark Law when doctors could not bill for 
related testing for reasons other than agreement with 
Millennium.  20 F.3d 1348 (M.D. Fla. 2014).

 Jury: Millennium’s provision of POCT cups violated 
Stark Law and FAS – resulting in unfair competition 
and tortious interference – notwithstanding 
agreement not to bill for related testing.

38
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In-Office Phlebotomists

 Labs may provide IOPs at no cost, provided
 IOPs provide only specimen collection and processing 

services for the lab

 No services for physician’s practice or in-office lab

 May labs pay rent to physician practices for 
space used by the IOP?

 State law issues
39
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Payments for Specimen Collection

 Investigation of Health Diagnostics Laboratory 
(“HDL”) related to practice of paying 
physicians to process blood specimens 
collected in their office; P + H - $17, $3 
venipuncture, which according to HDL, 
reflected FMV.

WSJ – Sept. 8, 2014

40
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General Statements:

 Lawfulness of arrangement depends on parties’ intent, evidenced 
by arrangement’s legal structure, operational safeguards, actual 
conduct, etc.

 FAS implicated when laboratory pays physician for services; FMV 
payment may be unlawful

 Probability that payment is for illegitimate purpose increased 
when payment exceeds FMV

 Questionable arrangements that “carve out” federal health care 
program business may violate FAS

41

Special Fraud Alert: Laboratory Payments to Referring Physicians (June 25, 
2014)
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 Characteristics that may evidence unlawful purpose:

 Payment exceeds FMV of services rendered

 Payment is for services for which payment also made by third-
party, such as Medicare

 Payment made to ordering physician rather than group practice

 Payment basis takes into account volume/value of referrals

 Payment offered on condition that physician order specified volume 
or type of tests

 Payment  for services provided by employee of lab or third-party

42

Special Fraud Alert: Laboratory Payments to Referring Physicians (June 25, 2014) –
Payment for Collecting, Processing and Packaging Specimens
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Payments for Specimen Collection

HDL reported to have reached tentative 
settlement with DOJ involving payment 
of $47 million.

WSJ – March 23, 2015

43
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Electronic Data Transmission Fees (OIG Advisory Opinion No. 
14-03)

 EHR software provider charges physician transmission 
fee of up to $1 per order when lab selected was not 
“in-network;” transmission fee paid by in-network lab 
for each order received

 OIG: Arrangement implicates FAS because physicians 
are relieved of financial obligation when they refer to 
in-network lab

 OIG: Arrangement poses more than minimal risk, so 
OIG could potentially impose sanctions

44

www.ober.com

Provisions of Free Testing (OIG Advisory Opinion No. 15-04)

 Arrangement: Lab performs tests for physicians’ patients 
covered under a plan that required all tests to be referred to 
designated lab without charge.

 OIG declined to issue favorable opinion because of facts that “in 
combination, would amount to remuneration” to physicians 
practice:

1. Free testing would permit physicians to work with single laboratory 
using single lab interface, resulting in increased “convenience” and 
“efficiency.”

2. Physicians may be relieved of monthly maintenance fees for 
interfaces to other laboratories that could be eliminated. 45
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Arrangements with Sales Representatives

 Statutory exception for payments related to bona 
fide employment relationship

 Related safe harbor adopts IRS definition of 
employee

 Independent contractor arrangements may violate 
FAS and may be legally unenforceable.   Joint 
Technology, Inc. v. Weaver, (CCH) ¶ 304,295 (W.D. 
Okla. Jan. 23, 2013)

46
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Stark Self-Referral Prohibition

 Physician may not refer:
 Medicare or Medicaid patients

 for “designated health services

 to an entity with which the physician or an immediate family 
member has

 a “financial relationship”

 Prohibition subject to exceptions provided for in 
statute and regulations

47
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Cause of Action Under FCA

Execution of supplier agreement requiring 
claims to comply with laws, regulations, and 
program instructions could cause claims related 
to Stark violation to violate FCA.  Daugherty v. 
Bostwick Labs, No. 1:08-CV-00354 (S.D. Ohio 
Dec. 18, 2012)

48
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Compensation Arrangements Exceptions (generally)

 In writing

 Not exceed what is reasonable and necessary

 Term at least one year

 Payments set in advance and unrelated to referrals or 
other business generated

 Commercially reasonable without regard to volume or 
value of referrals 

49
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Client Entertainment

 Stark non-monetary compensation exception

 Items or Services

 Annual aggregate limit ($392 for CY 2015)

 Not take into account volume or value of referrals 
or other business generated

 Not solicited by physician

50

www.ober.com

Other Issues

 Stark statutory definition of remuneration

 Excludes

 Forgiveness of amounts owed for inaccurate or mistaken 
tests or billing errors

 Items, devices or supplies used solely to
– Collect, transport, process, or store specimens

– Order testing or communicate test results

 Stark regulatory definition states that exclusion does not apply 
to surgical items, devices or supplies

51
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CMS Advisory Opinions 2013-01 & 02 (Oct. 13, 2013)

 Biopsy needles were surgical items, devices 
or supplies not subject to exclusion

 Pap smear collection kits were not surgical 
items, devices or supplies

 CMS analysis reflected review of materials 
related to each item, including CPT codes for 
related procedures performed by physicians 

52
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Pricing Issues for Laboratories

53

www.ober.com

Discounts – Stark Law

 Stark Exception for payments by physicians

 Fair market value not required for clinical 
laboratory services

 Fair market value required for all other 
services

54
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Discounts

 “Swapping”
 Advisory Opinion 99-13 - Discount arrangement between 

Pathology Group and Hospitals or Physicians 

 OIG Indicia of “Suspect” Discounts
 Discounted prices below fully loaded (not marginal) costs

 Discounted prices below those given to buyers with 
comparable “account” volume,  but without potential 
Program referrals

55
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Discounts

 Subsequent Retreat

 Discounts below fully loaded costs not per se 
unlawful

 Must be a “linkage” between the discount and 
referrals of Program business

Letter of Kevin G. McAnaney, 
OIG Industry Guidance Branch (April 26,2000)
http://oig.hhs.gov/fraud/docs/safeharborregulations/lab.htm

56
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Discounts

 Compliance Guidance for Clinical Laboratories 
uses “fair market value” concept.  63 Fed. 
Reg. 45,076 (Aug.24,1998)

 Advisory Opinion 11-11 reiterates “below 
cost” theory of “swapping”

57
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Discounts – Recent Decision

Discounted charges below “fully loaded cost” may not 
violate FAS.

 Court rejects Relator’s reliance on OIG advisory opinion.

 OIG opinions not binding or entitled to deference.

 OIG found charges below “fully loaded cost” only 
“suspect”

U.S. ex. rel. McDonough v. Symphony Diagnostic Servs., 
Inc., 36 F. Supp.3d 773 (S.D. Ohio 2014).

58
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Pricing Rules of Thumb

 Never tie client pricing to referrals of 
Medicare/Medicaid work

 Try to ensure that client bill pricing is 
profitable on a stand-alone basis

 Be cognizant of pricing patterns across 
clients

59
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“Substantially in Excess”

 May not bill Medicare “substantially in excess”  of  “usual” charge

 No enforcement activity since law passed in 1972

 Overall volume of test charges made to payers other than 
Medicare or Medicaid that are below Medicare/Medicaid fee 
schedule should be substantially less than one-half of non-
Medicare/non-Medicaid test volume.  See Letter of Kevin G. 
McAnaney, OIG Industry Guidance Branch (April 26,2000) 
http://oig.hhs.gov/fraud/docs/safeharborregulations/lab.htm

60
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“Substantially in Excess”

 Proposed Rule (9/2003)

 “Substantially in excess” defined as 120% of 
“usual charge”

 Good cause exception

 “Usual charge” defined as mean of all charges 
(median also being considered)

 Rule withdrawn (6/2007)

61
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“Substantially in Excess” – OIG Advisory Opinion No. 15-04 (March 
25, 2015)

“Plausible” that provision of free laboratory 
tests to individuals for whom laboratory could 
not receive payment could result in violation 
based on representation that 10% - 40% of 
patients might receive free testing.

62
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State Law Issues

 Medicaid pricing limitations-various state laws
 Most states simply require providers to bill at 

“usual and customary” rates

 Massachusetts

 “Usual and customary” is defined as the lowest 
fee in effect at the time of service that is 
charged by the lab for any service.

– Mass. Regs. Code tit. 130,  § 401.402 
63
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QUESTIONS?

64



Medica Value Story 3/30/2015

1

1

2015 Compliance Institute
April 19, 2015

FDR Oversight:
How Do You Do It All 

(Or Not)? 

Personalize. Empower. Improve.

Medica’s Vendor Oversight Program
Yvonne Bloom
Director, Corporate Compliance and Privacy

3

Introduction

 Who is Medica?
 CMS Requirements

- What is an FDR?
- FDR Oversight Requirements
- Training Details and Changes

 Medica’s Oversight Program
- Contracting Process
- Identifying FDRs
- Ongoing Auditing and Monitoring
- Vendor Oversight Committee 

 Resources



Medica Value Story 3/30/2015

2

4

Who is Medica?

 Founded in 1975
 Headquartered in Minnetonka, Minnesota
 Provides health coverage to 1.5 million members
 Provider network includes 27,000 providers at more 

than 4,000 offices, clinics and hospitals in 
Minnesota, Wisconsin, North Dakota and South 
Dakota. 

5

CMS Requirements
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What is an FDR?

Section Title -

First Tier

Any party that enters 
into a written 
agreement, acceptable 
to CMS, with a Medicare 
Advantage Organization 
(MAO) or Part D sponsor 
or applicant to provide 
administrative or health 
care services to a 
Medicare eligible 
individual under the 
Medicare Advantage 
(MA) or Part D program.

Downstream

Any party that enters 
into an acceptable 
written arrangement 
below the level of the 
arrangement between 
an MAO or Part D 
sponsor and a first tier 
entity.  These written 
arrangements continue 
down to the level of the 
ultimate provider of 
both health and 
administrative services

Related Entity

Any entity that is 
related to an MAO or 
Part D sponsor by 
common ownership or 
control and: performs 
some of the MAO or Part 
D sponsor’s management 
functions under contract 
or delegation; furnishes 
services to Medicare 
enrollees under an oral 
or written agreement; 
or leases real property 
or sells materials to 
MAO or Part D plan 
sponsor at a cost of 
more than $2,500 during 
a contract period.
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Common FDR Examples

• Pharmacies
• Pharmacy Benefit Managers (PBMs)
• Network Providers
• Provider Credentialing Services
• Claims Processing Entities
• Fulfillment Vendors
• Sales and Marketing Agents

8

FDR Oversight Requirements

Accountability resides with the Sponsor
for any functions or responsibilities 
delegated to an FDR 
• Appropriately identify FDRs
• Provide FDRs general compliance and 

fraud, waste & abuse training (at the 
time of contract and annually 
thereafter)

• Monitor and audit FDR compliance with 
Medicare program requirements

9

Who Needs Training?

• CMS has a Standardized Training and Education 
Module for both general compliance training and FWA

• FDRs subject to this training requirement must take 
both training modules.

• FDRs that meet the FWA certification requirement 
through enrollment into Parts A or B of the Medicare 
program or through accreditation as a supplier of 
DMEPOS are deemed to have met the FWA training 
requirement. However, they must still complete the 
general compliance training module.
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Training Details

• In addition to providing training to the FDR, the 
Sponsor must be able to demonstrate FDRs have 
fulfilled the training requirements

• 3 Current mechanisms to provide training
• Sponsor provides training directly to the FDRs (live 

and in person using CMS training)
• Sponsor provides training material to FDRs (link to 

CMS training)
• FDRs complete the CMS Standardized training 

available on the CMS Medicare Learning Network 
(MLN)
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2016 Training Changes

• Beginning on January 1, 2016, FDRs are required to 
take the CMS compliance and FWA training module on 
the CMS website 
• Sponsors can put a link to the CMS training on their 

website
• Deemed FDRs must still complete the general 

compliance training module, but are exempt from FWA 
training via certification or enrollment in Part A or B

• Sponsors are required to accept the certificate of 
completion of the CMS compliance and FWA training as 
satisfaction of this requirement

12

Medica’s 
Vendor Oversight Program
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Company Structure

Medicare 
Compliance & 
Contract Leads

Corporate 
Compliance & 

Vendor Oversight

Internal Audit completes 
auditing & monitoring

14

Vendor Oversight Workflow

Contract entered into 
Contract System by 

Business Unit 

Medicare Compliance 
identifies FDR status

Vendor Oversight ensures 
initial FDR specific 

requirements are met

Vendor Oversight and 
Medicare Compliance 
manage annual FDR 

auditing and monitoring

Internal Audit conducts 
audit on FDR processes

Vendor Oversight 
Committee reviews 

processes, auditing and 
prompts escalation to 
Compliance Officer

15

The Contracting Process

• Medica uses a Contract Relationship Management 
(CRM) system for contract tracking

• Business Owners initiate the contract and manage the 
day-to-day relationship with vendors

• Contract Leads understand the contracting policies 
and are accountable for the accuracy and 
completeness of the information in CRM 

• Contract Leads receive both initial training and 
ongoing quarterly training on the CRM system and 
contract policies
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Contract Management Hierarchy

Corporate 
Compliance

Officer

Contract Lead

Business Unit 1

Business Owner

Business Owner

Contract Lead 
Business Unit 2

Business Owner

Business Owner

Contract Lead 
Business Unit 3

Business Owner

Business Owner

Vendor 
Oversight 
Manager

17

Contract Considerations

• Provision of general compliance and fraud, waste & 
abuse training

• Inclusion of a Regulatory Addendum 
• Obtaining a Disclosure of Ownership to execute 

excluded entity sanction checks
• Inclusion of a Business Associate Addendum for access 

to PHI

18

CRM System
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Identifying FDRs

• The Medicare Compliance Department conducts analysis of 
Medicare related vendors to determine FDR status 
• Is the vendor providing administrative 

or healthcare services related to 
Medicare Part C or Part D Plans?

• Does the vendor have access to or 
work with member data?

• Risk assessment of size, potential 
impact to beneficiaries and risk for 
FWA.

20

Initial FDR Communication 
Vendors:
• FDR status is recorded by Compliance in CRM system
• Compliance ensures a Regulatory Addendum was 

attached to the contract
• Disclosures of Ownership are collected; individuals and 

entities are checked against the OIG and GSA exclusion 
lists

• Standards of Conduct, General Compliance training and 
FWA training notification is sent to the vendor and 
notification is tracked in CRM system

Providers:
• Contractual obligation and provider welcome kit

21

Medica FWA Website for Vendors
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Medica FWA Website for Providers

23

Annual FDR Oversight

• Send Standards of Conduct, General Compliance 
training and FWA training to FDRs
• Vendors notified through CRM system, letter, 

Medica’s vendor portal, and questionnaire
• Providers notified through Connections Article, 

letter, admin manual, provider portal
• Collect FDR attestation forms regarding compliance  
• Attach scorecards to allow FDRs to provide greater 

detail on processes 
• Identify deficiencies and determine corrective action 

plan for at-risk vendors

24

Key Considerations for Attestations
• Confirmation of FDR employee and board 

training
• Confirmation of downstream entity 

monitoring
• Attestation to policies and procedures 

regarding general compliance, FWA, 
anti-relation and prompt response to 
compliance issues

• Attestation to reporting mechanism for 
suspected FWA

• Validation of ongoing excluded entity 
checks
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Auditing and Monitoring

Auditing FDRs
•Use annual attestations and scorecards to 

identify potential non-compliance
• Identify high risk providers and vendors

Internal Auditing
•Conduct internal audit on FDR oversight 

program to identify areas of improvement
•Conduct internal audit on CRM and business 

unit compliance with contracting policies

26

Vendor Oversight Attestation

27

Vendor Oversight Scorecard
Medicare Vendor Compliance Program Scorecard

Vendor: Reporting Period: January 1- Dec 31, 2014

Business Area: Evaluation Date:

Overall Score:

Please complete the shaded sections of the scorecard using the drop-down boxes to the right of each question and the "Comments" box below each 
quesion.

I.  Compliance Program Questions

1 Do the policies and procedures cover major risk areas?

Instruction: Vendor will identify policies & procedures that address the major risk areas listed below.

Risk Policy or Procedure Title Last Revised

Health Risk Assessment Policy

Care Plan Policy

Member Notification of Care 
Coordinator Contact Information

Model of Care Training

2 Are policies and procedures identified in question 1 available to business area staff?

Instruction: "Available" means the policies and procedures can be easily located in either electronic or hard copy format.

Comments:

3 Is staff informed about Medicare requirements and any revisions or clarifications to the requirements prior to the effective date?

Instruction: How did you inform staff about the requirements--by email, meeting, web-training, etc. 

Comments:

4 Does business area staff know how to report a Medicare compliance concern or suspected Fraud, Waste, or Abuse (including anonymous reporting)?

Instruction: Please describe your reporting mechanisms in the comments section below.

Comments:

5
Does business area know how to report/escalate a compliance concern to Medica?

Instruction: Please briefly explain your process for reporting concerns to Medica.

Comments:
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FDR Compliance Escalation Path

Compliance 
Vendor 
Oversight 
Manager and 
Committee

Corporate 
Compliance 
Officer

Executive 
Leadership 
and Board

29

Vendor Oversight Committee

• Provide guidance on scope of vendor oversight 
activities

• Assist in identifying FDRs
• Maintain list of FDRs, functions delegated and 

performance review activity
• Oversee auditing and monitoring results and 

corrective action
• Assist in non-compliance escalations
• Engage company-wide leadership

30

Final Insight
• Incorporate FDR considerations in all aspects of your 

Corporate Compliance Program
• Delegate and train key individuals in the business units
• Develop robust internal and external FDR policies and 

procedures, such as: Medicare and Corporate Compliance 
Work Plans, Overall Vendor Oversight Committee Workplan, FDR 
Decision Tree, FDR Attestation tracking, FDR Annual Workplan, 
Contracting Policies

• Create an annual work plan for FDR monitoring and 
auditing activities

• Conduct internal audits on your own processes for FDR 
oversight

• Engage leadership through the Oversight Committee
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Resources

• Chapter 9, Medicare Prescription Drug Manual 
• Chapter 11, Medicare Managed Care Manual 
• Chapter 21, Medicare Managed Care Manual 
• 42 CFR, Parts 422 and 423

32

Questions?
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Aaron Musgrove-Lecours
Director, Pharmacy Operations

FDR Oversight: How Do You Do it (or Not)?
2015 Compliance Institute
April 19, 2015

BUILDING THE PBM/VENDOR RELATIONSHIP

Selling the idea of partnership

1. The right thing is good for vendor, 
plan and members 

2. Educate on your membership

3. Integration

4. Common Goals

• Engage your vendor in quality

• Get them to appreciate the connection to 
customer satisfaction and business 
growth

BUILDING THE PBM/VENDOR RELATIONSHIP

Selling the idea of partnership

1. The right thing is good for vendor, 
plan and members 

2. Educate on your membership

3. Integration

4. Common Goals

• Share your organization’s story, have PBM 
share it with staff handling your account

• Visit call centers, prior authorization 
centers 

• Speak with employees directly 

• Educate on your membership-
demographics, challenges, etc.
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BUILDING THE PBM/VENDOR RELATIONSHIP

Selling the idea of partnership

1. The right thing is good for vendor, 
plan and members 

2. Educate on your membership

3. Integration

4. Common Goals

• PBM staff- extension of your organization

• Should share responsibility for your 
membership

BUILDING THE PBM/VENDOR RELATIONSHIP

Selling the idea of partnership

1. The right thing is good for vendor, 
plan and members 

2. Educate on your membership

3. Integration

4. Common Goals
• Establish and emphasize shared goals

• If organization’s membership is happy and 
PBM performs well, plan will likely grow, 
increasing revenue for vendor and plan

YOUR ACCOUNT TEAM
BUILD THE RELATIONSHIP

MANAGE AS “ONE OF YOUR OWN”
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MANAGE AS “ONE OF YOUR OWN”

Selling the idea of partnership

1. Weekly calls

2. Quarterly onsite visits

3. Clear expectations

4. Don’t abuse

5. Encourage proactive, collaborative 
relationship

• Operations

• Clinical

• Medicare

MANAGE AS “ONE OF YOUR OWN”

Selling the idea of partnership

1. Weekly calls

2. Quarterly onsite visits

3. Clear expectations

4. Don’t abuse

5. Encourage proactive, collaborative 
relationship

• Tour site and make note of operations

• Interview operational staff familiar with 
your account

• Review training programs

• Meet with management 

• Provide information about your 
organization

MANAGE AS “ONE OF YOUR OWN”

Selling the idea of partnership

1. Weekly calls

2. Quarterly onsite visits

3. Clear expectations

4. Don’t abuse

5. Encourage proactive, collaborative 
relationship

• How quickly do you expect a response?

• Must some responses be handled faster 
than others?

• Email and return call expectations 

• Establish who should be making requests 
of account team

• Check-in on workload: opportunities for 
more self-sufficiency?
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MANAGE AS “ONE OF YOUR OWN”

Selling the idea of partnership

1. Weekly calls

2. Quarterly onsite visits

3. Clear expectations

4. Don’t abuse

5. Encourage proactive, collaborative 
relationship

• “Catch more with honey”
• Limit wasteful, time consuming requests
• Utilize client tools
• Frees team to handle requests you can’t 

do yourself
• Automated report delivery
• Limit ad hoc report requests
• Set up subscriptions for special report 

requests
• Reports can take a lot of time from your 

account team’s day, cutting into time to 
address other issues

MANAGE AS “ONE OF YOUR OWN”

Selling the idea of partnership

1. Weekly calls

2. Quarterly onsite visits

3. Clear expectations

4. Don’t abuse

5. Encourage proactive, collaborative 
relationship

• Frequent engagement with account team
• Set clear goals

• Solicit input from account team to 
help achieve these goals

• Set tone of transparency 
• Shared risk from a business perspective

• Collaboration is key
• Large PBM often has more resources 

to leverage and this benefits both 
parties

• Philanthropic opportunities

VENDOR OVERSIGHT
DO YOU SEE WHAT I SEE?
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VENDOR OVERSIGHT

Areas of Oversight

1. Call Centers

2. Prior Authorizations

3. Reject and Paid Claims Review

4. Site Visits

5. Formulary Administration and 
Pricing

• Listen to calls

• Have PBM inform their staff you are 
listening to calls

• Monitor metrics

• Set expectations for call center 
metrics across all lines of business

• Medicare is good benchmark

VENDOR OVERSIGHT

Areas of Oversight

1. Call Centers

2. Prior Authorizations

3. Reject and Paid Claims Review

4. Site Visits

5. Formulary Administration and 
Pricing

• Letter Review

• Decision Review

• Turn-around times

VENDOR OVERSIGHT

Areas of Oversight

1. Call Centers

2. Prior Authorizations

3. Reject and Paid Claims Review

4. Site Visits

5. Formulary Administration and 
Pricing

• Reject claim review daily for Medicare
• Protected class follow-through

• Reject and Paid claim review weekly for 
other lines of business
• Reject review for oversight of 

formulary administration 
• Paid claim review for oversight of 

formulary administration
• Coding errors= recoverable dollars
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VENDOR OVERSIGHT

Areas of Oversight

1. Call Centers

2. Prior Authorizations

3. Reject and Paid Claims Review

4. Site Visits

5. Formulary Administration and 
Pricing

• Call Centers

• PA Centers

• Specialty

• Mail Order

VENDOR OVERSIGHT

Areas of Oversight

1. Call Centers

2. Prior Authorizations

3. Reject and Paid Claims Review

4. Site Visits

5. Formulary Administration and 
Pricing

• Formulary Updates on website

• Submission of formulary to State and CMS

• Audit of pricing and formulary
• Coding errors and pricing errors 

frequent with PBMs

VENDOR OVERSIGHT

Areas of Oversight

6. Fraud, Waste and Abuse

7. Financials

8. Clinical Programs

9. Pharmacy Network/ other subcontracting

10.Policy and Procedures

• Establish relationship between SIU and 
PBM’s FWA unit, keep compliance officer 
involved

• Ride along on pharmacy audits

• Refer cases and maintain communication
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VENDOR OVERSIGHT

Areas of Oversight

6. Fraud, Waste and Abuse

7. Financials

8. Clinical Programs

9. Pharmacy Network/ other subcontracting

10.Policy and Procedures

• Prior Auth. Billing 

• Clinical Programs Billing

• Invoice- Claims and Admin Billing

VENDOR OVERSIGHT

Areas of Oversight

6. Fraud, Waste and Abuse

7. Financials

8. Clinical Programs

9. Pharmacy Network/ other subcontracting

10.Policy and Procedures

• Meeting clinical objectives

• Meeting ROI’s

• Recovery for guaranteed ROI’s not met

VENDOR OVERSIGHT

Areas of Oversight

6. Fraud, Waste and Abuse

7. Financials

8. Clinical Programs

9. Pharmacy Network/ other subcontracting

10.Policy and Procedures

• Attestation of compliance for downstream 
entities

• Attestation of credentialing and re-
credentialing
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VENDOR OVERSIGHT

Areas of Oversight

6. Fraud, Waste and Abuse

7. Financials

8. Clinical Programs

9. Pharmacy Network/ other subcontracting

10.Policy and Procedures

• Track and collect

• Review Yearly

• Updates based on Medicare Call letter

TRACKING YOUR SUCCESS
AM I GETTING ANYWHERE?

TRACKING YOUR SUCCESS

Areas of Oversight

1. Monitoring 

2. Document Everything

3. Stay Organized

4. Trends

5. Internal Audits

• Daily

• Weekly

• Monthly

• Quarterly

• Annually
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TRACKING YOUR SUCCESS

Areas of Oversight

1. Monitoring 

2. Document Everything

3. Stay Organized

4. Trends

5. Internal Audits

• CAPS

• Oversight

• Reporting

TRACKING YOUR SUCCESS

Areas of Oversight

1. Monitoring 

2. Document Everything

3. Stay Organized

4. Trends

5. Internal Audits

• Shared Folders

• Central Location for all documents

• Set a naming convention

• Separate lines of business

TRACKING YOUR SUCCESS

Areas of Oversight

1. Monitoring 

2. Document Everything

3. Stay Organized

4. Trends

5. Internal Audits

• Areas with recurring issues

• Areas with no issues

• Eliminate or reduce oversight
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TRACKING YOUR SUCCESS

Areas of Oversight

1. Monitoring 

2. Document Everything

3. Stay Organized

4. Trends

5. Internal Audits

• Is your program working?

• Can you provide information to regulatory 
entities efficiently?

• Surveying your membership

• Specialty

• Benefit

• Call Center effectiveness
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HEALTH CARE COMPLIANCE INSTITUTE

FDR OVERSIGHT: 
HOW DO YOU DO IT ALL (OR NOT)? 

04/19/15

Lori Oleson
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OVERVIEW:
SESSION OBJECTIVES

2

• How does an organization juggle FDR relationship 
ownership, performance management and compliance 
oversight responsibilities across multiple lines of 
business? 

• How does FDR oversight differ from and complement 
delegate and vendor oversight?

• What comprises an effective FDR oversight program 
and how do you prove it? 

Many different approaches to answering these questions.  
Each of us is sharing perspectives of organizations with which we’re familiar.  

Confidential and proprietary. 

INTRODUCTION

• Blue Cross and Blue Shield of Minnesota traces its roots to the 1930s when 
several St. Paul area hospitals formed an association to offer a prepaid 
hospitalization plan.

Today, we are the leading health plan in the state

• About one in three Minnesotans has a health plan with us.

• Our products include commercial (individual, small group, large group fully 
insured and self-insured) and government programs (Federal Employees 
Health Benefits Program, Medicare and Medicaid).

• Our 2.6 million members, of which approximately 500,000 are enrolled in 
Medicare and Medicaid programs, can be found in every Minnesota county, 
all 50 states and on four continents.

• Approximately 3,500 employees work throughout Minnesota in five office 
sites and a retail location.

3
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ORGANIZATIONAL STRUCTURE

FDR relationship 

owners may be aligned 

with Operations or 

Government Programs.

In addition to 

Government Programs 

Compliance, subject 

matter experts may be 

imbedded within 

Operations functions.

4

Operations

Government
Programs 

Compliance 
and 

Regulatory 
Affairs

Government 
Programs 

Compliance

Note:
diagram not 
to scale
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FDR MANAGEMENT:
CROSS-FUNCTIONAL APPROACH 

• Government Programs’ process partners with corporate procurement 

and vendor management processes.

5

Strategy and 
Planning

Selection Contracting Engagement
Renewal or 
Retirement

• Two business function roles (relationship manager and compliance manager) 
determine if the proposed vendor will be providing products or services as an 
FDR.

• Compliance manager creates a list of regulatory accountabilities (e.g. 
performance standards, notice requirements, reporting standards) as they 
relate to the service or products provided by the FDR.

Confidential and proprietary. 

FDR MANAGEMENT:
CROSS-FUNCTIONAL APPROACH 

6

Strategy and 
Planning

Selection Contracting Engagement
Renewal or 
Retirement

• Compliance manager provides FDR with code of conduct; related compliance 
policies and procedures; regulatory accountabilities, including training 
obligations; Medicaid disclosure of ownership form.

• Prior to execution of contract, compliance manager ensures exclusion lists 
screening has been performed.

Strategy and 
Planning

Selection Contracting Engagement
Renewal or 
Retirement

• Contract manager ensures agreement includes:  health plan’s right to periodic 
review of FDR’s compliance policies, procedures and standards of conduct; 
training obligations; exclusion screen expectations; cooperation with 
monitoring of compliance issues; downstream entity oversight expectations.
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FDR MANAGEMENT:
CROSS-FUNCTIONAL APPROACH 

• Compliance manager and performance manager establish open lines of 
communication regarding compliance issues.

• Compliance manager obtains initial and annual attestations that First Tier and 
Related Entities have implemented and distributed a standard of conduct and 
related compliance policies and procedures, as well as all applicable 
employees have completed required compliance training in a timely manner.

• Compliance manager communicates expectations for exclusion screenings 
documentation and response to excluded party identification.

• Compliance managers work with FDRs to create and implement ongoing 
monitoring plan. 

• Compliance manager and GP Compliance determine which FDRs merit 
review and review scope, then ensure completion of corrective action plans.

7

Strategy and 
Planning

Selection Contracting Engagement
Renewal or 
Retirement
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COMPLIANCE OVERSIGHT

8

Audit Committee of 
Board of Trustees

Organizational Integrity 
Committee

Ethics and Compliance 
Steering Committee

9 Program Offices

FDR compliance oversight 
is subject matter for:

• Government Programs 
Compliance Program 
Oversight

• Vendor Compliance 
Oversight

• Program Integrity Office

Confidential and proprietary. 

COMPLIANCE OVERSIGHT:
PROGRAM OFFICES

Government Programs (GP) 
Compliance Program Oversight

•By timely action and cross‐
functional decision making and 
representation, ensures 
Medicare and Medicaid 
product operations are 
compliant with regulatory  
requirements and contractual 
obligations.

•Review and provide input 
regarding compliance risk 
assessment; internal 
monitoring and third party 
(FDR) audit work plans; 
progress of corrective action 
plans; dashboards; GP 
compliance program plan and 
progress.

Vendor Compliance Oversight

•Provides guidance regarding 
vendor compliance 
requirements through the 
entire vendor lifecycle, from 
Request for Proposal (RFP) or 
Request for Information (RFI) 
through contract closure:

•Clear ownership of vendor 
compliance oversight 
functions

•Defined accountability for 
vendor compliance 
management and 
implementation

•Awareness of vendor 
oversight obligations, 
including controls

Program Integrity Office

•Ensures proactive protection of 
compliance, financial, and 
reputational interests within 
compliance program:  

• Effective policies, procedures.

• Timely risk detection, 
mitigation.

•Monitoring and auditing 
results reporting and issues 
escalation.

• Training regulatory 
requirements, contractual 
obligations.

•Creating awareness of FWA 
issues and responsibilities.

• Internal controls, e.g. vendor 
relationship management.
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FDR MANAGEMENT:
TOOLS

Vendor Compliance Oversight Guide

Working in tandem with the code of conduct and corporate policies, the Guide provides 
a map through all stages of vendor management, from RFI or RFP through contract 
closure for all lines of business with government programs-specific information.

 Reference chart identifying which requirements (e.g. attestations, screenings) 
apply to which products.

 Business continuity and disaster recovery guidelines.

 Summary of regulatory requirements by product, including CMS’ expectations for 
FDRs, such as assessment; contract development and negotiations; contract 
performance and monitoring; contract renewal, amendments, addenda; contract 
termination; position‐specific training.

 Protected Health Information (PHI) handling and information security 
considerations throughout vendor management lifecycle.

10
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FDR MANAGEMENT:
TOOLS

Vendor Compliance Oversight Contract Triage

While the procurement function shepherds the contracting process, a cover document 
helps both the procurement group and its internal customers be fully aware of nuances 
to contracting obligations.

 Cross‐functional collaboration encouraged by identifying both proposed and 
existing work for vendors.

 Pre‐contracting questions prompt early identification of any Medicare and 
Medicaid obligations for pre‐delegation audit.

 Market segment choices trigger contract addenda consideration:  business 
associate agreement; Medicare; Medicaid; Federal Employee Program; multi‐
state plan; National Commission of Quality Assurance (NCQA).

 Subject matter‐specific questions highlight additional obligations:  information 
security, impact of individual and/or small group business within a commercial 
market, branding considerations, government programs.

11
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FDR OVERSIGHT:
TELLING THE STORY

Packaging FDR oversight due diligence in the event of a regulatory audit

 Risk assessment criteria are defined and consistently applied.

 Collaborative relationships support compliance issues spotting, ongoing 
monitoring, compliance reviews, audit preparation.

 Compliance training

o Content reflects regulatory requirements and contractual obligations; 

o Effectiveness measures emphasize grasp of key concepts; 

o Completion records and attestations are timely, accurate, complete.

12
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FDR OVERSIGHT:
TELLING THE STORY

Packaging FDR oversight due diligence in the event of a regulatory audit

 Compliance review tools adequately capture elements of an effective compliance 
program but also regulatory requirements and contractual obligations germane to 
the subject matter contracted.

o Structure, process and outcomes components demonstrate maturity of 
function and provide evaluation template.

o Report reflects best practices as well as areas for improvement.  

o Follow up obligations are calibrated based upon compliance risk and 
clearly articulate expectations.

 Corrective Action Plans are monitored to completion, status is communicated to 
management and leadership, lagging progress is escalated so hurdles are 
addressed.

13

Confidential and proprietary.  Blue Cross® and Blue Shield® of Minnesota and Blue Plus® are nonprofit independent licensees of the Blue Cross and Blue Shield Association.

Lori Oleson

Email:  lori.oleson@bluecrossmn.com
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FDR OVERSIGHT:  HOW DO 
YOU DO IT ALL (OR NOT)?

Compliance Program Effectiveness 
and FDRs

Compliance Institute – April 19, 2014 Caron Cullen

April 19, 2015 2015 Compliance Institute 2

Overview

 Program Audit Expectations:  
Compliance Program Effectiveness

 Improvement Strategies, Best Practices 
and Recommendations
 From HPMS memos (2012, 2013, 2014)
 Documented within the Compliance 

Program Effectiveness section 
 Only identified issues that affected FDRs

April 19, 2015 2015 Compliance Institute 3

CMS Audit of Compliance 
Program Effectiveness (CPE)

 Memos from CMS addressing Program 
Audit findings

 Intended to enhance compliance with 
CMS regulations and policy

 Plans aren’t incorporating information 
from past memos



4/18/2015

2

April 19, 2015 2015 Compliance Institute 4

Program Audit Expectations

 It is the plan’s responsibility to review 
the memos.

 During future CMS program audits, if a 
plan has any of the common findings 
that were discussed in prior memos, 
these findings will adversely affect 
overall audit score.

April 19, 2015 2015 Compliance Institute 5

An Example…

 An Observation may be elevated to a 
correction action required (CAR).

 A CAR may be elevated to an 
immediate corrective action required 
(ICAR).

 … if it had been addressed in a prior 
Best Practice memo.

(CMS Memo dated August 27, 2014)

April 19, 2015 2015 Compliance Institute 6

Common Findings

 CMS’ memos share common findings 
from its most recent audits, including 
Compliance Program Effectiveness
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Did not provide FWA Training 
or FWA materials to FDRs
Why?
 Did not have process to ensure FDRs were 

identified as requiring training at contracting 
and annually thereafter.

 Lack of sufficient resources to implement an 
effective compliance program.

 Lack of awareness that it was a requirement.

April 19, 2015 2015 Compliance Institute 8

Did Not Check the OIG and 
GSA Exclusion List

Why?
 Insufficient resources to complete task.
 Did not review employees of delegated 

entities.
 Lack of awareness of FDR oversight 

requirements.
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Did Not Have Evidence of General 
Compliance Training for FDRs

Why?
 Lack of awareness of required 

distribution requirement.
 Lack of adequate process to make it 

happen.
 Did not obtain signed attestations from 

FDRs and no follow-up was conducted.



4/18/2015

4

April 19, 2015 2015 Compliance Institute 10

Accountability and Oversight 
of FDRs

 Did not establish and implement 
effective systems for monitoring and 
auditing the FDRs performance and 
compliance requirements.

 Did not establish accessible lines of 
communications to Compliance Officer 
including anonymous and confidential 
reporting.

April 19, 2015 2015 Compliance Institute 11

Monitoring, Auditing, and 
Compliance Risk

 Did not have an effective process in 
place to identify compliance risks.

 Did not follow-up on previous audit 
findings to ensure that issues were 
resolved.

 Did not establish and implement 
appropriate oversight over FDRs, 
especially PBMs.
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Improvement Strategies

 Develop effective working relationships 
and frequent communication between 
the Compliance Department and 
business function areas and FDRs (e.g., 
PBM, providers, pharmacies, hospitals, 
suppliers, contractors, etc.)
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Improvement Strategies

 Develop automated monitoring and 
auditing systems to detect excluded 
entities (including FDRs) and retain 
source documentation or screen prints 
from OIG and GSA exclusion databases.  
Required for FDRs prior to contracting 
and monthly thereafter.
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Improvement Strategies

 Streamline compliance and FWA 
training and education efforts with the 
use of CMS’ web-based Compliance and 
FWA training module on the Medicare 
Learning Network.
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Best Practice

 Medicare VP (or highest level leader) –
responsible to ensure distribution of 
HPMS memos to FDRs within 24 hours 
of receipt.

 Automated process to check OIG, GSA, 
and EPLS exclusion lists and 
electronically maintain the 
documentation of efforts.
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Best Practices

 CMS-required compliance provisions 
were added to all first-tier, 
downstream, and related entity (FDR) 
contracts.
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Recommendations

 Establish a centralized unit dedicated 
exclusively to delegated (FDR) entity 
oversight.

 Develop a comprehensive monitoring 
and auditing system to validate the 
performance of FDRs
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Questions to Ask

 Do you know who your FDRs are?
 Do you have a documented process in 

place to oversee them?
 Did you provide or give them training 

materials?
 Did you have a document plan to 

perform auditing and monitoring?  
 If so how do you provide you did it?



4/18/2015

7

April 19, 2015 2015 Compliance Institute 19

Questions to Ask…

 Did you evaluate your FDRs 
performance with standard metrics?

 Did you validate your FDRs against the 
exclusion lists?

 Did your FDRs do the same for 
downstream and related entities?  Do 
you have evidence of it?
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Questions to Ask…

 Does the FDR have specific policies and 
procedures to support your plan’s 
business processes in compliance with 
CMS regulations?

 Did you conduct a pre-delegation audit 
prior to contracting to establish their 
qualifications to do the job?
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Questions to Ask…

 Do your FDRs know how to report a issue or 
concern?

 Did you audit all of your FDRs?  
 If not, how did you select the FDRs that you 

did audit?
 Have you asked your FDRs what they are 

doing to ensure their downstream entities are 
being addressed in a similar manner?
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Your Answers?

 Hopefully, the answers are yes to those 
questions and you have documented 
evidence that it is happening!

 If not, the information and handouts we 
shared with you today will help you 
move into compliance.

April 19, 2015 2015 Compliance Institute 23

Thank You!

Caron Cullen
Positive Compliance Outcomes, Inc.

(212) 388-0990
caroncullen@msn.com



Area of Monitoring

February 
Results

March 
Results

April 
Results

May 
Results

June 
Results

July 
Results

Rejected Claims Review
Eligibility Load File/DTTRD Review

Monitor Med HOK for requests nearing 
timeframes/Monitor IRE queue to prevent 

auto-forwards
Pharmacy@affinityplan.or mailbox
Transition Paid vs. Transition TAT ( 

Timeliness of Letter Mailings) 

PDE: Submission/Rejection Files/Rejection 
Error Reports 

HPMS memos are addressed regarding 
PBM actions

Operational Issues Log ( OAN etc)

Medhok Weekly Report/Determination 
Letter Quality Review
PDE pre-edit errors

MSUME Member Plan to Plan Notification

Transition Letter Accuracy
EOB Accuracy and Member Negative 

Formulary Notification
Coverage 

Determination/Redeterminations
Call Center Statistics Data: Member and 

Provider Help Desk
Call Center Statistics Data: Member and 

Provider Help Desk Call Review
PFC File

Acumen PDE reports
Formulary Update on Website and 

Submission Status
Annual review of Policies & Procedures 

library
Verification of Re-credentialing of 

Pharmacies
Quality Monitoring of Data provided by 

PBM for HPMS submission

mailto:Pharmacy@affinityplan.or%20mailbox


Post ATBT Reports



August 
Results

September 
Results

October 
Results

November 
Results

December 
Results





Area of Monitoring Frequency
Time 

Estimate
Sample Size

Rejected Claims Review Daily (M-F) 3 hours 35% of all rejected claims 
up to maximum 200 
(Note: for the month of 
January 100% of all 
rejected claims will be 
reviewed; 100 % all 
protected class rejected 
claims will be reviewed)

Eligibility Load File/DTTRD 
Review

Daily (M-F) 2.5 hours 2 files

Monitor Med HOK for 
requests nearing 

timeframes/Monitor IRE 
queue to prevent auto-

forwards

Daily (M-F) .5 hours 2 system checks

Pharmacy@affinityplan.or 
mailbox

Daily (M-F) .5 hours # of emails received for 
that day

mailto:Pharmacy@affinityplan.or%20mailbox
mailto:Pharmacy@affinityplan.or%20mailbox


Transition Paid vs. Transition 
TAT ( Timeliness of Letter 

Mailings) 

Weekly 1 hour 20

PDE: Submission/Rejection 
Files/Rejection Error Reports 

Weekly 2 hours # of reports

HPMS memos are addressed 
regarding PBM actions

Weekly 4 hours # of memos received for 
the week

Operational Issues Log ( OAN 
etc)

Weekly 1 hour # of OAN's received for 
the week

Medhok Weekly 
Report/Determination Letter 

Quality Review

Weekly 1 hour 10



PDE pre-edit errors Weekly .5 hours 10

MSUME Member Plan to 
Plan Notification

Weekly .25 hours 1 report

Transition Letter Accuracy Monthly 2 hours 10% up to 15

EOB Accuracy and Member 
Negative Formulary 

Notification

Monthly 1 hour 10

Coverage 
Determination/Redeterminat

ions

Monthly 1 hour 1 report



Call Center Statistics Data: 
Member and Provider Help 

Desk

Monthly 1 hour 1 report

Call Center Statistics Data: 
Member and Provider Help 

Desk Call Review

Monthly 2 hours 10

PFC File Monthly .5 hours # of emails received for 
the month

Acumen PDE reports Monthly .5 hours 1 report

Formulary Update on 
Website and Submission 

Status

Monthly 6 hours # of website files received 
for the month



Annual review of Policies & 
Procedures library

Annually 80 hours # of Policies & Procedures 
provided by CVSC

Verification of Re-
credentialing of Pharmacies

Biennially 4 hours 20

Quality Monitoring of Data 
provided by PBM for HPMS 

submission

AdHoc 2 hours # of reports received

Post ATBT Reports AdHoc 1 hour # of reports received
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Area of Monitoring Frequency
Time 

Estimate
Sample Size

Rejected Claims Review Daily (M-F) 3 hours 35% of all rejected claims up to 
maximum 200 (Note: for the month 
of January 100% of all rejected 
claims will be reviewed; 100 % all 
protected class rejected claims will 
be reviewed)

Eligibility Load File/DTTRD Review Daily (M-F) 2.5 hours 2 files

Monitor Med HOK for requests 
nearing timeframes/Monitor IRE 
queue to prevent auto-forwards

Daily (M-F) .5 hours 2 system checks

Pharmacy@affinityplan.or mailbox Daily (M-F) .5 hours # of emails received for that day

mailto:Pharmacy@affinityplan.or%20mailbox


Transition Paid vs. Transition TAT ( 
Timeliness of Letter Mailings) 

Weekly 1 hour 20

PDE: Submission/Rejection 
Files/Rejection Error Reports 

Weekly 2 hours # of reports

HPMS memos are addressed 
regarding PBM actions

Weekly 4 hours # of memos received for the week

Operational Issues Log ( OAN etc) Weekly 1 hour # of OAN's received for the week

Medhok Weekly 
Report/Determination Letter Quality 

Review

Weekly 1 hour 10



PDE pre-edit errors Weekly .5 hours 10

MSUME Member Plan to Plan 
Notification

Weekly .25 hours 1 report

Transition Letter Accuracy Monthly 2 hours 10% up to 15

EOB Accuracy and Member Negative 
Formulary Notification

Monthly 1 hour 10

Coverage 
Determination/Redeterminations

Monthly 1 hour 1 report



Call Center Statistics Data: Member 
and Provider Help Desk

Monthly 1 hour 1 report

Call Center Statistics Data: Member 
and Provider Help Desk Call Review

Monthly 2 hours 10

PFC File Monthly .5 hours # of emails received for the month

Acumen PDE reports Monthly .5 hours 1 report

Formulary Update on Website and 
Submission Status

Monthly 6 hours # of website files received for the 
month



Annual review of Policies & 
Procedures library

Annually 80 hours # of Policies & Procedures provided 
by CVSC

Verification of Re-credentialing of 
Pharmacies

Biennially 4 hours 20

Quality Monitoring of Data provided 
by PBM for HPMS submission

AdHoc 2 hours # of reports received

Post ATBT Reports AdHoc 1 hour # of reports received
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PBM- Medicare Part D

Policy 
ID

Author Name of Policy Updated (Rev #)

PBM Policy for Medicare Part D Policies, Procedures, Standards and Work Instructions 4/1/2014 (9)
PBM Procedure for Coverage & Reimbursement for Med D Vaccines and Vaccine Admin. 2/28/2014 (7)

PBM Medicare Part D Claims Adjudication 11/04/14(14)

PBM Medicare Part D Prompt Payment of POS Claims 06/02/14(7)

PBM
Medicare Program Services HPMS Regulatory Guidance Review of P&P Impacts and 
Crosswalk Maintenance

6/4/2014 (5)

PBM Medicare Part D, Premium Collections Policy and Procedure 4/08/14(5)
PBM Medicare Part D Help Desk Overview (Pharmacies) 11/19/14 (14)

PBM Medicare Part D Customer Care Call Center Requirements 11/18/14 (8)

PBM Medicare Part D Member Services Staff Methodology and Call Center Metric Requirements 03/11/2014(6)

PBM Medicare D Emergency Disaster Emergency Fill Plan Customer Care 07/15/14(9)
PBM Language Assistance for Customer Care 11/13/14(5)
PBM Medicare Part D Customer Care ( BAE ) Best Available Evidence Process 03/27/2014 (3)
PBM Medicare Part D Gap Discount Customer Care Process 03/14/2014(4)

PBM Medicare Part D Forecasting; Pharmacy Help Desk & Beneficiary CVS PBM Part D Services 07/15/14(4)

PBM PBM Biennial Survey 2013
PBM PBM Home Infusion Part D Addendum 10/15/2012
PBM PBM ITU Part D Addendum 10/15/2012
PBM PBM LTC  Part D Addendum 12/1/2012
PBM PBM Medicare Part D Contract NA
PBM PBM Part D Mail Order NON-PREFERRED 2014
PBM PBM Part D Mail Order PREFERRED 2014
PBM PBM Provider Agreement Independent 1/1/2013
PBM PBM Provider Agreement Retail 1/1/2013
PBM 2014 PBM Provider Manual 2014
PBM PBM MSUME Overutilization Process 121813 12/18/2013

PBM Adherence to Compliance and Integrity Program and Code of Conduct 01/30/2014(10)

PBM CVS PBM Ethics Line 02/20/2014(7)

PBM CVS Policies and Procedures: Development, Implementation, Revision, and Retirement 03/20/2014(2)

PBM General Use and Disclosure of Protected Health Information (PHI) and ePHI 12/01/14 (4)

PBM CVS PBM Corporate Breach Notification Policy and Procedure 09/07/14 (6)
PBM Medicare Part D Compliance / FWA Training Program 04/04/2014(10)
PBM Medicare Part D Fraud, Waste, and Abuse (FWA) Investigations 10/13/14 (10)

PBM
Medicare Part D Compliance Identification of First Tier, Downstream, and Related Entities 
(FDRs)

08/20/2014(5)

PBM Medicare Compliance Fraud, Waste and Abuse Training for Downstream and Related Entities 05/01/2014(2)

PBM
Medicare Compliance First Tier, Downstream, and Related Entities Vendor Auditing & 
Oversight

05/01/2014(2)

PBM
Medicare Part D Compliance Identification of First Tier, Downstream, and Related Entities 
(FDRs)

09/19/2014(3)

PBM
Medicare Compliance OIG and GSA Exclusion Review of First Tier, Downstream, and Related 
Entities (FDRs)

05/01/2014(2)

PBM
Medicare Part D Compliance-Monitoring of First Tier, Downstream, and Related Entities 
(FDRs)-FDR Vendors

09/05/14(3)

PBM CVS PBM Enterprise Change Management Procedure ( Parent Document CIST-0004) 01/24/2014(8)

PBM Medicare Part D Redeterminations 11/06/14(19)
PBM Medicare Part D Appeals - ALJ, MAC and Judicial Reviews 11/06/14 (9)

PBM
Medicare Part D Coverage Determination and Redetermination Operational Monitoring 
Programs

11/06/14 (9)

PBM Medicare Part D Reopening and Revising Determinations and Decisions 05/09/14 (7)
PBM Medicare Part D Coverage Determination Process 04/30/14(12)

PBM Medicare Part D – Coordination of Benefits Operations Process Policy and Procedure 10/27/14 (18)

PBM CVS PBM National Pharmacy and Therapeutics (P&T) Committee 4/28/2104(14)

PBM Definition of Clinical Line Extensions to the CVS PBM Formularies and Drug Lists 08/26/14 (6)
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PBM- Medicare Part D

PBM Corporate Records Management Program 09/02/14 (8)

PBM
Data Management - Drug File Administration (DMDrug) Drug Data and Price Validation (DPV) 
Process

03/24/2014(6)

PBM Medicare Part D IRE Auto-Forward and Reconsideration Case File Requests 11/6/2014 (5)

PBM Medicare Part D Retrospective Drug Utilization Review 09/11/14(6)

PBM Medicare Part D Right to Appeal Notification 01/21/2014(3)

PBM Medicare Part D Medication Therapy Management Program Implementation via Mirixa 12/24/14 (3)
PBM Pharmacy Terminations with Member Notifications– Pharmacy Enrollment 07/18/14 (3)

PBM
Medicare Part D Paper Claims Reimbursement IRE Auto-forward and Reconsideration 
Process

11/14/14 (2)

PBM Medicare Paper Claims Adjudication Process (Pharmacy, Physician, Government) 11/20/14 (2)

PBM Medicare Part D Consent to Ship from Mail Pharmacy 01/27/2014(2)

PBM Medicare Part D Hospice Claim Processing 08/08/14(3)

PBM
Medicare Part D Transition Fill - Vendor Oversight/Management for Reporting, Escalation ( 
Parent Document DOC-046136)

06/02/2014(2)

PBM
Medicare Part D Coverage Determination and Redetermination Quality Assurance ( Parent 
Doc- DOC-016202)

07/01/14(1)

PBM Benefits Testing and Review Process 10/07/14(1)

PBM
Medicare Formulary Development and Maintenance ( Parent Documents FORMAD-0016 & 
FORMAD-0010)

10/29/14(14)

PBM Changes for Medicare Part D Formulary 10/29/14 (14)
PBM Medicare Part D Shortages of Formulary Drug Products During a Plan Year 05/21/14 (6)
PBM Vendor Assessment Policy 11/11/14 (2)

PBM Medicare Part D e-Prescribing 07/10/14 (6)

PBM Medicare Part D QL Archive/Retrieval Process 04/22/14 (5)
PBM RxClaim Archive/Retrieval 04/09/14 (5)

PBM RECAP Archive/Retrieval Process 04/03/14 (5)

PBM Adjudication Monitoring & Escalation 03/28/2014(4)

PBM Mail Flow PP 2014
PBM Clinical Program Oversight Review Process 08/21/14 (8)
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Comments

Annual Review, no revisions
Annual Review, no revisions

Procedures (pg. 4): Added Medicare Medicaid Program (MMP) language. Updated 
Prescriber Verification Narrative on Page 13

Minor changes

Project Managers not in MPS. Clarifications to P&P review.

Annual Review, no revisions
Yearly Review. No Changes
Updated the definition section of document and Policy document to include reference 
to HIPAA and third party entity support.

Revised goals and wording related to CMS guidelines in Procedures. 

Annual Review
Annual review, no changes required. Updated template.
Yearly Review. Updated Definitions
Yearly Review No Changes Required

No Revisions or Changes

Updated Business Unit/ Department Owner and Reviewed and Approved By Section 
in the Header. Annual Review.

Removed specific name of third party vendor and edited to reflect “third party vendor”. 
Removed “CIG” reference and replaced with “the Compliance Department.  In 
Procedures : #1(i) Updated nature of Legal and Compliance reviews. #1(m) Updated 
nature of communication with vendors. #2(a,b,) Updated handling for Medicare Part D 
reports received for non-contracted clients. #6&11 Updated hyperlinks

Changes made during annual review of document,
Updated template, corporate name, Privacy Office contact information, and 
Definitions list.
Coram integration. Added References section.
Updated to include broader Medicare audience.
Annual review

Updated sections 1-6

Updated to address broader audience

Updated to address broader audience

Annual Review

Updated to address broader audience

Updated Policy and Procedure with grammatical changes.Procedures section 
updates reflect small process changes for file handling and an update to language 
related to Director of Compliance Committee to applicable Oversight Committee.

Section 2.b changed verbiage “Changes scheduled outside of the Standard Change 
Window will require justification in the ticket description field. Change Management 
will obtain approvals through the standard process.”
Annual Review
Updated with MMP information

Updated document with MMP information

Changed ‘requestor’ to ‘decision-maker’, Added ‘e-mail’, Annual Review
Added to procedures
Bi-annual review. Updated definitions. Updated COBC/BCRC referneces. Updated 
work flow chart
Added Conflict of interest details; Updated related document number; Added 
Managed Medicaid Drug List decisions
Updated and added new material
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Updated policy template and document links. Replaced definitions with list of defined 
words and reference to CIST-0061.

Reviewed by author, deleted QL reference.

Updated with MMP information, Updated 5.a.i. and 5b in Procedures
Changed Business Process Owner and Contributor; entire document reviewed and 
changes made to reflect requirements for 2015 CMS Call Letter, including 2 new 
monthly SMS edits (APAP and MED).
Review of entire document with updates to policy 2nd and 3rd paragraph added. 
Procedures steps #1 and 3 updated.
Updates to reflect 2015 program changes and improvements
Annual review, no changes
Removed “Part D Services” from Definition; Spelled out CMS and IRE; Replaced 
Enrollee with Beneficiary. Added definitions for CVS PBM Part D Services L.L.C.; 
TrOOP and HICN.
Republishing for Annual Review – Added Definitions DMR,UCF; & updated NCPDP. 
Changed member to beneficiary throughout document. Changed Approver to 
Director, Client Services.
Added Medicare Part D to policy and procedure statement(s) and placed on Medicare 
Part D template per request from Medicare Program Services
Updated to reflect 7/2014 CMS Guidance changes and updated definition list to 
standard.

Update to document work instructions

New Policy

New Policy

Addition of Medicare-Medicaid Plans (MMP) requirements

Addition of MMP requirements
Yearly Review
Removed outdated content. Updated corporate name and Definitions list.
Updated acronyms and changed enrollee to Beneficiary and removed “Part D 
Services” from CVS PBM Part D Services, L.L.C and changed this to read Pharrnacy 
Benefit Management (PBM) and added that to definitions
Replaces HEAT with HPSM as the new ticketing app.
Annual Review; modified contents

HPSM instead of HEAT, HPSM instead of HEAT, Purge is not being run on RECAP:

Annual Review and changed Department Name in the ‘Department Owner’ and 
‘Approved By’ fields
Reference
Revised header, updated new CVS/PBM logo



PBM Letterhead 
 

 

 

 

<Inser t Date> 

 

Dear<Insert Name>:  

 

I  attest that the PBM staff working with <Insert Name of Department, e.g., Complaints, 

Grievance, and Appeals Department> completed the 2014 CMS Coverage Determinations, 

Appeals and Grievance Training. In total, ## team members completed the course. 

 

 

If you have any questions, please contact me at <Insert Telephone Number>. 

 

 

Thank you, 

 

Sincerely,  

 

<Name> 

<Title> 



Claims; which rejected or were coded correctly, and additional actions were taken to 
ensure a reconciliation of the claim. This can either be a paid claim or a change in the 

medication which resulted in a paid claim.  

Returned letters to the pharmacy which were auto-generated from our PBM 
CVS/Caremark. Corrected addresses were researched and members were advised to 

correct there old address to reflect where they currently reside.

Reject Recaptures

EOB



Member Name Member ID
Date of 
Claim

Medication Contact(s)  
Date of 

Contact(s) 
4/29/2014 Cardizem LA 120 mg Pharm/MD 4/29/2014

5/5/2014 Oxycontin 80mg office 5/5/2014

5/11/2014 Amitriptyline 25 mg Pharm/MD 5/13/2014



Comments

TF/NF
Pt called MM asking for a PA, Md office faxed a form at 1pm on 05/05/14 
equesting and expediated decision.

Needs PA or alternative citalopram,duloxetine,escitalopram,fluoxetine, 
sertraline,venlafax,or venlafax ER



Resolution Date 

Physician substituted with Diltiazem 120 Pd. Clm.  4/30

05/06/14. Pharmacy & mbr contacted

5/13/14 Pt. paid cash. Called the Md to initiate the PA or 
change for next fill. 



Date rec'd
EOB/ 
TF

 Name Member ID

4/30/2014 TF
4/30/2014 TF
5/5/2014 EOB

5/5/2014 MI

5/5/2014 TF
5/5/2014 EOB
5/6/2014 EOB



Mailed Address
Date 
mailed

Source
Contact 
Mbr

5/1/2014 Internet/Pharmacy claim No
5/1/2014 Internet/Pharmacy claim No
5/5/2014 PBM system No

5/5/2014
address from PO, on 
envelope

No

5/5/2014 other office gave address No
5/5/2014 updated address in CCA No
5/7/2014 Altruista No



Comments



We 
Daily:

Rejected Claims Review

B vs D claims

Protected Class Reconciliation

Eligibility Load File

Monitor Med HOK for requests nearing 
timeframes/Monitor IRE queue to prevent auto-

forwards

Weekly:
Transition Paid vs. Transition TAT ( Timeliness of 

Letter Mailings) 
PDE: Submission/Rejection Files/Rejection Error 

Reports 
HPMS memos are addressed regarding PBM 

actions

Operational Issues Log ( OAN etc)

Medhok Weekly Report/Determination Letter 
Quality Review

PDE pre-edit errors

MSUME Member Plan to Plan Notification
Monthly:

Transition Letter Accuracy

EOB Accuracy and Member Negative Formulary 
Notification

Coverage Determination/Redeterminations



LOI Report

Call Center Statistics Data: Member and Provider 
Help Desk

PFC File

Acumen PDE reports

Post ATBT report

Formulary Update on Website and Submission 
Status

PFC File validation
Quarterly:

Part B only Coverage Determination & 
Redeterminations

Annually:

Verification of Re-credentialing of Pharmacies

Annual review of Policies & Procedures library

Ad Hok (Misc.):

Grievances/Quality of Care

Fraud, Waste and Abuse

Adherence calls

Quality Monitoring of Data provided by PBM for 
HPMS submission



Description/Scope of Monitoring Conducted
Rejected claims are sampled and reviewed  for accuracy of rejections, these are tracked as part of a daily 

monitoring process. Protected classes will be monitored on a separate tab for easy  tracking and reconciliation.  
For the Month of January 100% of rejected claims will be reviewed. For all other months 35% of the claims will 

be reviewed with a Cap of 200 claims per day. 
In order to help with the B vs D UM edits and help the members with a quick turn around. Using the CVS system, 
Medhok, and MARx we will outreach to either providers or the pharmacy to get the members transplant date. If 
this date is after the date when they were Medicare A/B eligible then a PA will be put in for the longest duration 
so that all Immunos pay as a Part B benefit. If the transplant date is before they were Medicare A/B eligible then 

an PA will be put in so that all Immunos pay as a Part D benefit
Outreach 3 times( within 72 hours) to a combination of the provider and the member in order to speed up the 
PA process for all medications that fall into the Protected classes and ESRD. As a last result may out reach to 

CVSC and fax a PA inititation form. For all months 100% of Protected class rejects will be reviewed. 
Review the load files for any errors in Member Eligibilty, Should an error or issue occur email our contacts at 

CVSC ( currently  Toni.Moore@caremark.com, Aaron.Brienzo@caremark.com, and kmahoney@tmghealth.com( 
kelly)

Once a day review claims that are in queue < 12 hours. Review requests to see why they have not been 
processed, see if we can intervene either by contacting MDO or  we can discuss if Affinity MD should weigh in on 

decisions.  Email Medicarepriorauth@caremark.com with any issues or concerns

Description/Scope of Monitoring Conducted
1) Review TF Paid (daily) report against TAT report to see if TF letters were sent  within the 3 day timeframe. 

100% of the Claims are reviewed for this. 
Upload and run the text files from PDE Sharepoint into the current year's Access Database for PDE's. Send the 

file secure to TMG for review and update. See P & P for specifics
HPMS Memo Tracking Grid ( Plan vs. PBM deliverables, CMS Due Dates, Policy Revisions). Check against the 

CVSC weekly regulatory guidance memo for accuracy.
Monitor and track issues of non-compliance for 1) member impact 2) operational remediation 3) member 

remediation and 4) CAP summary
1) Review weekly report, "Medhok weekly extract" for timeliness, IRE requests and areas of risk . 2) Review 

Letters for correct template and accuracy of rejection/approval as well as grammar and understanding. Choose a 
variety of CD/RD letters, one of each request type with an approval and denial if possible

Spot check up to 10 misc. claims for eligibility for the date of claim. submit any eligible claims to Caremark 
Account team for correction. All claims are R&R as per CVSC 's policy

Revise with Info from policy. CVSC generally handles this.
Description/Scope of Monitoring Conducted

Choose 10-15 from the TAT monthly report and review for accuracy of information ( see template versions for 
what to review).

Review 5 EOB sample letters as per Monitoring Policy, provided by CVS for the following: 1) prescriptions 
dispensed 2) Total OOPC 3) TDS  4) Negative Formulary Notification: Notifications are conducted via EOB and 
member mailings. Affinity will review a sample of EOB's (10) with notification of formulary changes to confirm 

monthly updates. Mailings will be confirmed against claims accuracy. 
 Review Affinity workbook ( in Reporting workbook folder) for CD and RD. Review Drug Summary, Top 20, and 

details for trends and timeliness. Also review to make sure this ties up with our monthly report and  for any 
outliers.  Issues of non-compliance will be reported via Monitoring Summary Report. 



Monthly Review the LOI report to see if another case was opened. If not attempt to reach out to the MDO to 
ensure that the numbers or office they were reaching out to are correct. If need be contact the member for 

information. Ideally we would like all cases to have a positive resolution
 Monitor monthly call center report. ABN under 5% ; TSF 30% no less than 80%; HOLD under 180 secs; ASA under 

120 secs. Look for trends. Send these stats monthly to the Pharmacy VOC contact ( currently Ebony Johnson) 
along with any outstanding CVSC CSR call reviews. 

 Download cost and pricing files from PBM FTP for records.  Review emails from CVSC to ensure that file 
submission was successful. Pricing only changes annually, only LICS only plan so far.

Monthly; when prompted from Acumen, download and save all IAP and ELIG files . All Elig files go to our contact 
at TMG ( currently Donna Klass and Robert Moran)

Monthly we will receive a report of those disenrolled members who had a TrOOP update. We will research how 
the transfer out plan is and email them the update. This has a 45 day time limit as per CMS. Save all emails!

Download and adjust PDF files for website submission. Upload to QA site and check all links on QA, send service 
ticket for upload to site if all links work. Mark as ASAP so all links are available on the 1st of the month as to 

comply with CMS standards
TBD-awaiting information from CVS. 

Description/Scope of Monitoring Conducted

Review the workbook for timeliness and trends

Description/Scope of Monitoring Conducted
Ask CVS to run a Pharmacy Report for utilizers. Choose  a sample of 20 pharmacies, ask CVS for an attestation 

that these Pharmacies have been credentialed.  Next date to be done: Feb/Mar 2015. 
Utilizing CVS Policy Crosswalk. Confirm that each policy meets current regulations and is being updated/revised 

on an annual basis at a minimum . To be reviewed on an ongoing basis in the Medicare team meetings.
Description/Scope of Monitoring Conducted

Work with internal/external G&A dept. and Affinity CS to ensure that they are aware of the CMS definition of 
what  Grievance and Complaint's are. A miscategorization can result in a delay on Affinity's part to amend the 
grievance and fall into non-compliance.  We are also asking CVSC to send Call center reviews in a more timely 

fashion. 
AdHok monitoring and process reporting to SIU, etc…., Will continually monitor for any FWA through all of our 

monitoring and work with FWA/ Compliance dept. 
Call members regarding their adherence to the 3 Stars measures; RAS, Diabetic, and Statin medications. If less 

than 80% see why adherence is low and take note in comment field.  If need be assist member in getting meds. 
Also working with SBG on additional adherence tools. 

Validate each element of report: content and fields.  Look for outliers. As of June 2014 will use template from 
SBG regarding our HPMS/Acumen submissions.( may be a separate monitoring file)



Timeframe Reviewed

Review Daily Rejected Claims (1 
days previous)

Daily, cases vary

Daily, cases vary

Review Daily till October, then 
weekly

Daily, cases vary

*Process Modified with the PBM, 
they will notify Affinity if anything 

is reaching end of timeframe- 
Implemented 9/3/2013

Timeframe Reviewed

Review All Claims

As Reports and Request for Data 
comes from CMS

Weekly Call to review and 
Maintain GRID 

PRN, AdHok Monitoring

Weekly Review

weekly

Weekly
Timeframe Reviewed

Monthly for Previous Month

Monthly for Previous Month and 
As needed for Neg Form Ad Hok 

letters

Monthly



Monthly

10th of Each Month for previous 
month

Monthly , when prompted

Monthly before 1st of Month 

Monthly
Timeframe Reviewed

Quarterly

Timeframe Reviewed

Every 2 years?

Yearly

Timeframe Reviewed

*Still in development with 
compliance

Report look back past year
* make comments simple for 

reporting.

Quarterly



Daily Monitoring 
Summary 

Timeframe Reviewed Reviewer
The # is % of 
total claims 

from that day

Date 
Completed

Findings 
Y/N

Reject Evaluation 04/28/13 AML 4/30/2013 N
Reject Evaluation 04/29/13 AML 5/1/2013 N
Reject Evaluation 04/30/13 AML 5/2/2013 N
Reject Evaluation 05/01/13 AML 5/3/2013 N
Reject Evaluation 5/2-4/2013 AML 5/6/2013 N
Reject Evaluation 05/05/13 AML 5/7/2013 N
Reject Evaluation 05/06/13 AML 5/8/2013 N
Reject Evaluation 05/07/13 AML 5/9/2013 N
Reject Evaluation 05/08/13 AML 5/10/2013 N
Reject Evaluation 5/9-11/2013 AML 5/13/2013 N
Reject Evaluation 05/12/13 AML 5/14/2013 N
Reject Evaluation 05/13/13 AML 5/15/2013 N
Reject Evaluation 05/14/13 AML 5/16/2013 N
Reject Evaluation 05/15/13 AML 5/17/2013 N
Reject Evaluation 5/16-5/18/2013 AML 5/20/2013 N
Reject Evaluation 05/19/13 AML 5/21/2013 N
Reject Evaluation 05/20/13 AML 5/22/2013 N
Reject Evaluation 05/21/13 AML 5/23/2013 N
Reject Evaluation 05/22/13 AML 5/24/2013 N
Reject Evaluation 5/23-25/2013 AML 5/27/2013 N
Reject Evaluation 05/26/13 AML 5/28/2013 N
Reject Evaluation 05/27/13 AML 5/29/2013 N
Reject Evaluation 05/28/13 AML 5/30/2013 N
Reject Evaluation 05/29/13 AML 5/31/2013 N
Reject Evaluation 5/30-6/1/2013 AML 6/3/2013 N
Reject Evaluation 06/02/13 AML 6/4/2013 N
Reject Evaluation 06/03/13 AML 6/5/2013 N
Reject Evaluation 06/04/13 AML 6/6/2013 N
Reject Evaluation 06/05/13 AML 6/7/2013 N
Reject Evaluation 6/6-8/2013 AML 6/10/2013 N
Reject Evaluation 06/09/13 AML 6/11/2013 N
Reject Evaluation 06/10/13 AML 6/12/2013 N
Medhok Queue 6/12/2013-AM AML 6/12/2013 N
Medhok Queue 6/12/2013-PM AML 6/12/2013 N

Reject Evaluation 06/11/13 AML 6/13/2013 N
Medhok Queue 6/13/13-AM AML 6/13/2013 N
Medhok Queue 6/13/13-PM AML 6/13/2013 N

Reject Evaluation 06/12/13 AML 6/14/2013 N
Medhok Queue 6/14/2013-AM AML 6/14/2013 N

Reject Evaluation 6/13-15/2013 AML 6/17/2013 N
Reject Evaluation 06/16/13 AML 6/18/2013 N
Medhok Queue 6/18/2013-AM AML 6/18/2013 N
Medhok Queue 06/18/2013-PM AML 6/18/2013 N



Reject Evaluation 06/17/13 AML 6/19/2013 N
Medhok Queue 06/19/2013-AM AML 6/19/2013 N
Medhok Queue 6/19/2013-PM AML 6/19/2013 N

Reject Evaluation 06/18/13 AML 6/20/2013 N
Medhok Queue 6/20/2013-AM AML 6/20/2013 N
Medhok Queue 6/20/2013-pm AML 6/20/2013 N

Reject Evaluation 06/19/13 AML 6/21/2013 N
Medhok Queue 06/21/2013-am AML 6/21/2013 N
Medhok Queue 6/21/2013-pm AML 6/21/2013 N

Reject Evaluation 6/20-22/2013 AML 6/24/2013 N
Medhok Queue 6/24/13-AM AML 6/24/2013 N
Medhok Queue 6/24/13-PM AML 6/24/2013 N

Reject Evaluation 06/23/13 AML 6/25/2013 N
Medhok Queue 6/25/13-AM AML 6/25/2013 N
Medhok Queue 6/25/13-PM AML 6/25/2013 N

Reject Evaluation 06/24/13 AML 6/26/2013 N
Medhok Queue 6/26/13-AM AML 6/26/2013 N
Medhok Queue 6/26/2013-PM AML 6/26/2013 N

Reject Evaluation 06/25/13 AML 6/27/2013 N
Medhok Queue 6/27/2013-AM AML 6/27/2013 N
Medhok Queue 6/27/2013-PM AML 6/27/2013 N

Reject Evaluation 06/26/13 AML 6/28/2013 N
Medhok Queue 6/28/2013-AM AML 6/28/2013 N
Medhok Queue 6/28/2013- pm AML 6/28/2013 N

Reject Evaluation 6/27-29/2013 AML 7/1/2013 N
Medhok Queue 7/1/2013-AM AML 7/1/2013 N
Medhok Queue 7/1/2013-PM AML 7/1/2013 N

Reject Evaluation 06/30/13 AML 7/2/2013 N
Medhok Queue 7/2/2013-AM AML 7/2/2013 N
Medhok Queue 7/2/2013-PM AML 7/2/2013 N

Reject Evaluation 07/01/13 AML 7/3/2013 N
Medhok Queue 7/3/13-AM AML 7/3/2013 N
Medhok Queue 7/3/13-pm AML 7/3/2013 N

Reject Evaluation 7/2-3/2013 AML 7/5/2013 N
Reject Evaluation 7/4-6/2013 AML 7/8/2013 N
Reject Evaluation 07/07/13 AML 7/9/2013 N
Medhok Queue 7/9/13-AM AML 7/9/2013 N
Medhok Queue 7/9/13-PM AML 7/9/2013 N
Medhok Queue 7/10/13-AM AML 7/10/2013 N

Reject Evaluation 07/08/13 AML 7/10/2013 N
Medhok Queue 7/10/13-PM AML 7/10/2013 N
Medhok Queue 7/11/13-AM AML 7/11/2013 N

Reject Evaluation 07/09/13 AML 7/11/2013 N
Medhok Queue 7/11/13-PM AML 7/11/2013 N
Medhok Queue 7/12/13-AM AML 7/12/2013 N

Reject Evaluation 07/10/13 AML 7/12/2013 N
Medhok Queue 7/12/13-PM AML 7/12/2013 N



Medhok Queue 7/15/13-AM AML 7/15/2013 N
Reject Evaluation 7/11-13/2013 AML 7/15/2013 N
Medhok Queue 7/18/2013-AM AML 7/18/2013 N

Reject Evaluation 7/14-16/2013 AML 7/18/2013 N
Medhok Queue 7/18/2013-PM AML 7/18/2013 N
Medhok Queue 7/19/2013-AM AML 7/19/2013 N

Reject Evaluation 07/17/13 AML 7/19/2013 N
Medhok Queue 7/19/2013-PM AML 7/19/2013 N
Medhok Queue 7/22/2013-AM AML 7/22/2013 N

Reject Evaluation 7/18-20/2013 AML 7/22/2013 N
Medhok Queue 7/22/2013-PM AML 7/22/2013 N
Medhok Queue 7/23/2013-AM AML 7/23/2013 N

Reject Evaluation 07/21/13 AML 7/23/2013 N
Medhok Queue 7/23/2013-PM AML 7/23/2013 N
Medhok Queue 7/24/2013-AM AML 7/24/2013 N

Reject Evaluation 07/22/13 AML 7/24/2013 N
Medhok Queue 7/24/2013-PM AML 7/24/2013 N
Medhok Queue 7/25/2013-AM AML 7/25/2013 N

Reject Evaluation 07/23/13 AML 7/25/2013 N
Medhok Queue 7/25/2013-PM AML 7/25/2013 N
Medhok Queue 7/26/2013-AM AML 7/26/2013 N

Reject Evaluation 07/24/13 AML 7/26/2013 N
Medhok Queue 7/26/2013-PM AML 7/26/2013 N
Medhok Queue 7/29/2013-AM AML 7/29/2013 N

Reject Evaluation 7/25-27/2013 AML 7/29/2013 N
Medhok Queue 7/29/2013-PM AML 7/29/2013 N
Medhok Queue 7/30/2013-AM AML 7/30/2013 N

Reject Evaluation 07/28/13 AML 7/30/2013 N
Medhok Queue 7/30/2013-PM AML 7/30/2013 N
Medhok Queue 7/31/2013-AM AML 7/31/2013 N

Reject Evaluation 07/29/13 AML 7/31/2013 N
Medhok Queue 7/31/2013-PM AML 7/31/2013 N
Medhok Queue 8/1/2013-AM AML 8/1/2013 N

Reject Evaluation 07/30/13 AML 8/1/2013 N
Medhok Queue 8/1/2013-PM AML 8/1/2013 N
Medhok Queue 8/2/2013-AM AML 8/2/2013 N

Reject Evaluation 07/31/13 AML 8/2/2013 N
Medhok Queue 8/2/2013-PM AML 8/2/2013 N
Medhok Queue 8/7/2013-AM AML 8/7/2013 N

Reject Evaluation 8/1-5/2013 AML 8/7/2013 N
Medhok Queue 8/7/2013-PM AML 8/7/2013 N
Medhok Queue 8/8/2013-AM AML 8/8/2013 N

Reject Evaluation 08/06/13 AML 8/8/2013 N
Medhok Queue 8/8/2013-PM AML 8/8/2013 N
Medhok Queue 8/9/2013-AM AML 8/9/2013 N

Reject Evaluation 08/07/13 AML 8/9/2013 N
Medhok Queue 8/9/2013-PM AML 8/9/2013 N



Medhok Queue 8/12/2013-AM AML 8/12/2013 N
Reject Evaluation 8/8-10/2013 AML 8/12/2013 N
Medhok Queue 8/12/2013-PM AML 8/12/2013 N
Medhok Queue 8/13/2013-AM AML 8/13/2013 N

Reject Evaluation 08/11/13 AML 8/13/2013 N
Medhok Queue 8/13/2013-PM AML 8/13/2013 N
Medhok Queue 8/14/2013-AM AML 8/14/2013 N

Reject Evaluation 08/12/13 AML 8/14/2013 N
Medhok Queue 8/14/2013-PM AML 8/14/2013 N
Medhok Queue 8/16/2013-AM AML 8/16/2013 N

Reject Evaluation 8/13-14/2013 AML 8/16/2013 N
Medhok Queue 8/16/2013-PM AML 8/16/2013 N
Medhok Queue 8/20/2013-AM AML 8/20/2013 N

Reject Evaluation 8/15-18/2013 AML 8/20/2013 N
Medhok Queue 8/20/2013-PM AML 8/20/2013 N
Medhok Queue 8/21/2013-AM AML 8/21/2013 N

Reject Evaluation 08/19/13 AML 8/21/2013 N
Medhok Queue 8/21/2013-PM AML 8/21/2013 N
Medhok Queue 8/22/2013-AM AML 8/22/2013 N

Reject Evaluation 08/20/13 AML 8/22/2013 N
Medhok Queue 8/22/2013-PM AML 8/22/2013 N
Medhok Queue 8/23/2013-AM AML 8/23/2013 N

Reject Evaluation 08/21/13 AML 8/23/2013 N
Medhok Queue 8/23/2013-PM AML 8/23/2013 N
Medhok Queue 8/26/2013-AM AML 8/26/2013 N

Reject Evaluation 8/22-24/2013 AML 8/26/2013 N
Medhok Queue 8/26/2013-PM AML 8/26/2013 N
Medhok Queue 8/27/2013-AM AML 8/27/2013 N

Reject Evaluation 08/25/13 AML 8/27/2013 N
Medhok Queue 8/27/2013-PM AML 8/27/2013 N
Medhok Queue 8/28/2013-AM AML 8/28/2013 N

Reject Evaluation 08/26/13 AML 8/28/2013 N
Medhok Queue 8/28/2013-PM AML 8/28/2013 N
Medhok Queue 8/29/2013-AM AML 8/29/2013 N

Reject Evaluation 08/27/13 AML 8/29/2013 N
Medhok Queue 8/29/2013-PM AML 8/29/2013 N

Reject Evaluation 8/28-9/1/2013 AML 9/3/2013 N
Reject Evaluation 09/02/13 AML 9/4/2013 N
Reject Evaluation 09/03/13 AML 9/5/2013 N
Reject Evaluation 09/04/13 AML 9/6/2013 N
Reject Evaluation 9/5-7/2013 AML 9/9/2013 N
Reject Evaluation 09/08/13 AML 9/10/2013 N
Reject Evaluation 09/09/13 AML 9/11/2013 N
Reject Evaluation 09/10/13 AML 9/12/2013 N
Reject Evaluation 09/11/13 AML 9/13/2013 N
Reject Evaluation 9/12-14/2013 AML 9/16/2013 N
Reject Evaluation 09/15/13 AML 9/17/2013 N



Reject Evaluation 09/16/13 AML 9/18/2013 N
Reject Evaluation 09/17/13 AML 9/19/2013 N
Reject Evaluation 09/18/13 AML 9/20/2013 N
Reject Evaluation 9/19-21/2013 AML 9/23/2013 N
Reject Evaluation 09/22/13 AMl 9/24/2013 N
Reject Evaluation 09/23/13 AML 9/25/2013 N
Reject Evaluation 09/24/13 AML 9/26/2013 N
Reject Evaluation 09/25/13 AML 9/27/2013 N
Reject Evaluation 9/26-28/2013 AML 9/30/2013 N
Reject Evaluation 09/29/13 AML 10/1/2013 N
Reject Evaluation 09/30/13 AML 10/2/2013 N
Reject Evaluation 10/01/13 AML 10/3/2013 N
Reject Evaluation 10/02/13 AML 10/4/2013 N
Reject Evaluation 10/3-7/2013 AML 10/9/2013 N
Reject Evaluation 10/08/13 AML 10/10/2013 N
Reject Evaluation 10/09/13 AML 10/11/2013 N
Reject Evaluation 10/10/2013-10/12/2013 AML 10/14/2013 N
Reject Evaluation 10/14/13 AF 10/16/2013 N
Reject Evaluation 10/15/13 AF 10/17/2013 N
Reject Evaluation 10/16/13 AF 10/18/2013 N
Reject Evaluation 10/17-10/19/2013 AF 10/21/2013 y
Reject Evaluation 10/20/13 AF 10/22/2013 y
Reject Evaluation 10/21/13 AF 10/23/2013 N
Reject Evaluation 10/22/13 AF 10/24/2013 N
Reject Evaluation 10/23/13 AF 10/25/2013 N
Reject Evaluation 10/24-10/26/2013 AF 10/28/2013 Y
Reject Evaluation 10/27/13 AF 10/29/2013 Y
Reject Evaluation 10/28/13 AF 10/30/2013 Y
Reject Evaluation 10/29/13 AF 10/31/2013 N
Reject Evaluation 10/30/13 AF 11/1/2013 N
Reject Evaluation 10/31/-11/01/2013 AF 11/04/2013 Y
Reject Evaluation 11/02-11/03/2013 AF 11/05/2013 N
Reject Evaluation 11/04/13 AF 11/06/2013 N
Reject Evaluation 11/05/13 AF 11/07/2013 N
Reject Evaluation 11/06/13 AF 11/08/2013 Y
Reject Evaluation 11/7-11/9/2013 AF 11/11/2013 N
Reject Evaluation 11/10/13 AF 11/12/2013 N
Reject Evaluation 11/11/13 AF 11/13/2013 N
Reject Evaluation 11/12/13 AF 11/18/2013 Y
Reject Evaluation 11/13/13 AF 11/18/2013 Y
Reject Evaluation 11/14-11/16/2013 AF 11/18/2013 y
Reject Evaluation 11/17/13 AF 11/19/2013 N
Reject Evaluation 11/18/13 AF 11/20/2013 N
Reject Evaluation 11/19/13 AF 11/21/2013 N
Reject Evaluation 11/20/13 AF 11/22/2013 N
Reject Evaluation 11/21-11/23/2013 AF 11/25/2013 y
Reject Evaluation 11/24/13 AF 11/26/2013 N



Reject Evaluation 11/25/13 AF 11/27/2013 N
Reject Evaluation 11/26-11/30/2013 AF 12/02/2013 y
Reject Evaluation 12/01/13 AF 12/03/2013 Y
Reject Evaluation 12/02/13 AF 12/04/2013 N
Reject Evaluation 12/03/13 AF 12/05/2013 N
Reject Evaluation 12/04-12/08/2013 AF 12/10/2013 N
Reject Evaluation 12/09/13 AF 12/11/2013 Y
Reject Evaluation 12/10/13 AF 12/12/2013 Y
Reject Evaluation 12/11/13 AF 12/13/2013 N
Reject Evaluation 12/12-12/14/13 AF 12/16/2013 Y
Reject Evaluation 12/15-12/16/2013 AF 12/18/2013 N
Reject Evaluation 12/17/13 AF 12/19/2013 N
Reject Evaluation 12/18/13 AF 12/20/2013 N
Reject Evaluation 12/19-12/21/2013 AF 12/23/2013 N
Reject Evaluation 12/22/13 AF 12/24/2013 N
Reject Evaluation 12/23-12/24/2013 AF 12/26/2013 N
Reject Evaluation 12/25/13 AF 12/27/2013 N
Reject Evaluation 12/26-12/28/2013 AF 12/30/2013 N
Reject Evaluation 12/29/13 AF 12/31/2013 N
Reject Evaluation 12-30-12/31/2013 AF 01/02/2014 Y

Reject Evaluation 01/01-01/03/2014 AF
310        

01/06/2014 N

Reject Evaluation 01/04-01/05/2014 AF 119        01/07/2014 N
Reject Evaluation 01/06/14 AF 224        01/08/2014 Y
Reject Evaluation 01/07/14 AF 148        01/09/2014 N
Reject Evaluation 01/08/14 AF 151        1/10/2014 N
Reject Evaluation 01/09-01/11/14 AF 591        1/13/2014 Y

Reject Evaluation 01/12/14 AF
35        

1/14/2014 N

Reject Evaluation 01/13/14 AF 207        1/15/2014 Y
Reject Evaluation 01/14/14 AF 183        01/16/2014 N
Reject Evaluation 01/15/14 AF 200        1/17/2014 N
Reject Evaluation 01/16-01/19/14 AF 593        1/21/2014 N
Reject Evaluation 01/20/14 AF 173        01/22/2014 N
Reject Evaluation 01/21/14 AF 115        01/23/2014 N
Reject Evaluation 01/22/14 AF 189        01/24/2014 N
Reject Evaluation 01/23-01/25/2014 AF 489        01/27/2014 Y
Reject Evaluation 01/26/14 AF 13        01/28/2014 N
Reject Evaluation 01/27/14 AF 233        01/29/2014 N
Reject Evaluation 01/28/14 AF 165        01/30/2014 N
Reject Evaluation 01/29/14 AF 219        01/31/2014 N
Reject Evaluation 01/30-02/01/2014 AF 561        02/03/2014 N
Reject Evaluation 02/02/14 AF 31        02/04/2014 N
Reject Evaluation 02/03/14 AF 170        02/05/2014 N
Reject Evaluation 02/04/14 AF 171        02/06/2014 N
Reject Evaluation 02/05/14 AF 136        02/07/2014 N



Reject Evaluation 02/06-02/09-14 AF 472        02/11/2014 N
Reject Evaluation 02/10/14 AF 211        02/12/2014 N
Reject Evaluation 02/11/14 AF 191        02/13/2014 N
Reject Evaluation 02/12/14 AF 192        02/14/2014 N
Reject Evaluation 02/13-02/16/2014 AF 360        02/18/2014 N
Reject Evaluation 02/17/14 AF 145        02/19/2014 N
Reject Evaluation 02/18/14 AF 140        02/20/2014 N
Reject Evaluation 02/19/14 AF 199        02/21/2014 N
Reject Evaluation 02/20-02/22-2014 AF 434        02/24/2014 N
Reject Evaluation 02/23/14 AF 33        02/25/2014 N
Reject Evaluation 02/24/14 AF 216        02/26/2014 N
Reject Evaluation 02/25/14 AF 167        02/27/2014 N
Reject Evaluation 02/26/14 AF 200        02/28/2014 N
Reject Evaluation 02/27-03/01/2014 AF 544        03/03/2014 N
Reject Evaluation 03/02/14 AF 30        03/04/2014 N
Reject Evaluation 03/03/14 AF 234        03/05/2014 N
Reject Evaluation 03/04/14 AF 247        03/06/2014 N
Reject Evaluation 03/05/14 AF 231        03/07/2014 N
Reject Evaluation 03/06-03/08/2014 AF 584        03/10/2014 N
Reject Evaluation 03/09/14 AF 44        03/11/2014 N
Reject Evaluation 03/10/14 AF 253        03/12/2014 N
Reject Evaluation 03/11/14 AF 243        03/13/2014 Y
Reject Evaluation 03/12/14 AF 184        03/14/2014 N
Reject Evaluation 03/13-03/15/2014 AF 507        03/17/2014 N
Reject Evaluation 03/16/14 AF 26        03/18/2014 N
Reject Evaluation 03/17/14 AF 221        03/19/2014 N
Reject Evaluation 03/18/14 AF 225        03/21/2014 N
Reject Evaluation 03/19/14 AF 207        03/21/2014 N
Reject Evaluation 03/20-03/22/14 AF 530        03/24/2014 N
Reject Evaluation 03/23/14 AF 41        03/25/2014 N
Reject Evaluation 03/24/14 AF 261        03/26/2014 N
Reject Evaluation 03/25/14 AF 194        03/27/2014 N
Reject Evaluation 03/26/14 AF 193        03/28/2014 N
Reject Evaluation 03/27-03/29/14 AF 443        03/31/2014 N
Reject Evaluation 03/30/14 AF 30        04/01/2014 N
Reject Evaluation 03/31/14 AF 172        04/02/2014 N
Reject Evaluation 04/01/14 AF 192        04/03/2014 N
Reject Evaluation 04/02/14 AF 194        04/07/2014 N
Reject Evaluation 04/03-04/05/2014 AF 517        04/07/2014 N
Reject Evaluation 04/06/14 AF 30        04/08/2014 N
Reject Evaluation 04/07/14 AF 241        04/09/2014 N
Reject Evaluation 04/08/14 SY 198        04/10/2014 N
Reject Evaluation 04/09/14 SY 223        04/11/2014 N
Reject Evaluation 04/10-04/12/2014 SY 492        04/14/2014 N
Reject Evaluation 04/13/14 SY 19        04/15/2014 N
Reject Evaluation 04/14/14 SY 175        04/16/2014 N
Reject Evaluation 04/15/14 SY 184        04/17/2014 N



Reject Evaluation 04/16/14 SY 235        04/18/2014 N
Reject Evaluation 4/17-04/19/2014 SY 445        04/21/2014 N
Reject Evaluation 04/20/14 SY 18        04/22/2014 N
Reject Evaluation 04/21/14 SY 229        04/23/2014 N
Reject Evaluation 04/22/14 SY 167        04/24/2014 N
Reject Evaluation 04/23/14 SY 198        04/25/2014 N
Reject Evaluation 04/24/14 SY 192        04/28/2014 N
Reject Evaluation 4/25-04/27/2014 SY 346        04/29/2014 N
Reject Evaluation 04/28/14 SY 232        04/30/2014 N
Reject Evaluation 04/29/14 SY 195        05/01/2014 N
Reject Evaluation 04/30/14 SY 196        05/02/2014 N
Reject Evaluation 5/1-05/04/2014 SY 537        05/05/2014 N
Reject Evaluation 05/05/14 SY 230        05/06/2014 N
Reject Evaluation 05/06/14 SY 186        05/07/2014 N
Reject Evaluation 05/07/14 SY 214        05/08/2014 N
Reject Evaluation 05/08/14 SY 224        05/09/2014 N
Reject Evaluation 5/9-05/10/2014 SY 284        05/12/2014 N
Reject Evaluation 05/11/14 SY 42        05/13/2014 N
Reject Evaluation 05/12/14 SY 192        05/14/2014 N
Reject Evaluation 05/13/14 AF 180        05/15/2014 N
Reject Evaluation 05/14/14 AF 225        05/16/2014 N
Reject Evaluation 05/15-05/17/2014 AF 543        05/19/2014 N
Reject Evaluation 05/18/14 SY 39        05/20/2014 N
Reject Evaluation 05/19/14 SY 192        05/21/2014 N
Reject Evaluation 05/20/14 AF 227        05/22/2014 N
Reject Evaluation 05/21/14 AF 204        05/23/2014 N
Reject Evaluation 5/22-05/24/2014 AF 535        05/26/2014 N
Reject Evaluation 05/25/14 AF 49        05/27/2014 N
Reject Evaluation 05/26/14 AF 82        05/28/2014 N
Reject Evaluation 05/27/14 AF 210        05/29/2014 N
Reject Evaluation 05/28/14 AF 214        05/30/2014 N
Reject Evaluation 05/29-05/31/14 AF 516        06/02/2014 N
Reject Evaluation 06/01/14 AF 45        06/03/2014 N
Reject Evaluation 06/02/14 AF 234        06/04/2014 N
Reject Evaluation 06/03/14 AF 235        06/05/2014 N
Reject Evaluation 06/04/14 AF 206        06/06/2014 N
Reject Evaluation 06/05-06/07/2014 AF 497        06/09/2014 N
Reject Evaluation 06/08/14 AF 50        06/10/2014 N
Reject Evaluation 06/09/14 AF 201        06/11/2014 N
Reject Evaluation 06/10/14 AF 174        06/12/2014 N
Reject Evaluation 06/11/14 AF 217        06/13/2014 N
Reject Evaluation 06/12-06/13/2014 AF 410        06/16/2014 N
Reject Evaluation 06/14-06/15/2014 AF 170        06/17/2014 N
Reject Evaluation 06/16/14 AF 258        06/18/2014 N
Reject Evaluation 06/17/14 AF 200        06/19/2014 N
Reject Evaluation 06/18/14 AF 187        06/20/2014 N
Reject Evaluation 06/19-06/21/2014 AF 470        06/23/2014 N



Reject Evaluation 06/22/14 AF 43        06/24/2014 N
Reject Evaluation 06/23/14 AF 237        06/25/2014 N
Reject Evaluation 06/24/14 AF 181        06/26/2014 N
Reject Evaluation 06/25-06/26/2014 AF 377        06/27/2014 N
Reject Evaluation 06/27-06/29/2014 AF 444        06/30/2014 N
Reject Evaluation 06/30/14 AF 218        07/01/2014 N
Reject Evaluation 07/01/14 AF 187        07/02/2014 N
Reject Evaluation 07/02/14 AF 224        07/03/2014 N
Reject Evaluation 07/03-07/05/14 AF 427        07/07/2014 N
Reject Evaluation 07/06/14 AF 35        07/08/2014 N
Reject Evaluation 07/07/14 AF 208        07/09/2014 N
Reject Evaluation 07/08/14 SY 223        07/10/2014 N
Reject Evaluation 07/09/14 SY 203        07/11/2014 N
Reject Evaluation 07/10/14 SY 188        07/11/2014 N
Reject Evaluation 07/11-07/13/14 SY 362        07/14/2014 N
Reject Evaluation 07/14/14 SY 231        07/15/2014 N
Reject Evaluation 07/15/14 SY 185        07/16/2014 N
Reject Evaluation 07/16/14 AF 181        07/17/2014 N
Reject Evaluation 07/17/14 AF 191        07/18/2014 N
Reject Evaluation 07/18-07/20/14 AF 365        07/21/2014 N
Reject Evaluation 07/21/14 AF 189        07/22/2014 N
Reject Evaluation 07/22/14 AF 178        07/23/2014 N

Reject Evaluation 07/23/14 AF
138        

07/24/2014 N

Reject Evaluation 07/24/14 AF 105        07/25/2014 N
Reject Evaluation 07/25-07/27/14 AF 170        07/28/2014 N
Reject Evaluation 07/28/14 AF 119        07/29/2014 N
Reject Evaluation 07/29/14 AF 120        07/30/2014 N
Reject Evaluation 07/30/14 AF 121        07/31/2014 N
Reject Evaluation 07/31/14 AF 85        08/01/2014 N
Reject Evaluation 08/01-08/03/2014 AF 193        08/04/2014 N
Reject Evaluation 08/04/14 AF 90        08/05/2014 N
Reject Evaluation 08/05/14 AF 121        08/06/2014 N
Reject Evaluation 08/06/14 AF 133        08/07/2014 N
Reject Evaluation 08/07/14 AF 98        08/08/2014 N
Reject Evaluation 08/08-08/10/2014 AF 207        08/11/2014 N
Reject Evaluation 08/11/14 AF 133        08/12/2014 N
Reject Evaluation 08/12/14 AF 104        08/13/2014 N
Reject Evaluation 08/13/14 AF 117        08/14/2014 N
Reject Evaluation 08/14/14 AF 97        08/15/2014 N
Reject Evaluation 08/15-08/17/14 AF 193        8/18/2014 N
Reject Evaluation 08/18/14 AF 136        08/19/2014 N
Reject Evaluation 08/19-08/20/2014 AF 222        08/21/2014 N
Reject Evaluation 08/21/14 AF 101        08/22/2014 N
Reject Evaluation 08/22-08/24/2014 AF 166        08/25/2014 N
Reject Evaluation 08/25/14 AF 128        08/26/2014 N
Reject Evaluation 08/26/14 AF 125        08/27/2014 N



Reject Evaluation 08/27/14 AF 112        08/28/2014 N
Reject Evaluation 08/28/14 AF 122        08/29/2014 N
Reject Evaluation 08/29/14 AF 118        09/04/2014 N
Reject Evaluation 08/30-09/04/14 AF 516        09/05/2014 N
Reject Evaluation 09/05-09/07/14 AF 205        09/08/2014 N
Reject Evaluation 09/08/14 AF 135        09/09/2014 N
Reject Evaluation 09/09/14 AF 108        09/10/2014 N
Reject Evaluation 09/10-09/11/14 AF 254        09/12/2014 N
Reject Evaluation 09/12-09/14/14 AF 203        09/16/2014 N
Reject Evaluation 09/15/14 AF 123        09/16/2014 N
Reject Evaluation 09/16/14 AF 111        09/17/2014 N
Reject Evaluation 09/17/14 AF 121        09/18/2014 N
Reject Evaluation 09/18/14 AF 93        09/19/2014 N
Reject Evaluation 09/19-09/21/14 AF 195        09/22/2014 N
Reject Evaluation 09/22/2014 AF 94        09/23/2014 N
Reject Evaluation 09/23/14 AF 147        09/24/2014 N
Reject Evaluation 09/24/14 AF 123        09/25/2014 N
Reject Evaluation 9/25/2014 AF 94        9/26/2014 N
Reject Evaluation 09/26-09/28/2014 AF 246 9/29/2014 N
Reject Evaluation 9/29/2014 AF 131 9/30/2014 N
Reject Evaluation 9/30/2014 AF 143 10/1/2014 N
Reject Evaluation 10/1/2014 AF 111 10/2/2014 N
Reject Evaluation 10/2/2014 AF 131 10/3/2014 N
Reject Evaluation 10/03-10/05/14 AF 224 10/6/2014 N
Reject Evaluation 10/6/2014 AF 141 10/7/2014 N
Reject Evaluation 10/7/2014 AF 118 10/8/2014 N
Reject Evaluation 10/8/2014 AF 126 10/9/2014 N
Reject Evaluation 10/9/2014 AF 161 10/10/2014 N
Reject Evaluation 10/10-10/12/14 AF 221 10/13/2014 N
Reject Evaluation 10/13/2014 AF 113 10/14/2014 N
Reject Evaluation 10/14/2014 AF 99 10/15/2014 N
Reject Evaluation 10/15/2014 KJ 120 10/16/2014 N
Reject Evaluation 10/16/2014-10/19/2014 KJ 70 10/20/2014 N
Reject Evaluation 10/16/2014-10/19/2014 KJ 114 10/21/2014 N

Reject Evaluation 10/20/2014 KJ 70 10/21/2014 N
Reject Evaluation 10/21/2014 KJ 117 10/22/2014 N
Reject Evaluation 10/22/2014 KJ 78 10/23/2014 N

Reject Evaluation 10/23/2014 KJ 85 10/24/2014 N
Reject Evaluation 10/24/2014-10/26/2014 KJ 100 10/27/2014 N
Reject Evaluation 10/27/2014 KJ 125 10/28/2014 N

Reject Evaluation 10/28/2014 KJ 113 10/29/2014 N
Reject Evaluation 10/29/2014 KJ 103 10/30/2014 N



Reject Evaluation 10/30/2014 KJ 100 10/31/2014 N
Reject Evaluation 10/31/2014-11/02/2014 KJ 190 11/3/2014 N
Reject Evaluation 11/3/2014 AF 120 11/4/2014 N
Reject Evaluation 11/4/2014 KJ 143 11/5/2014 N
Reject Evaluation 11/5/2014 KJ 96 11/6/2014 N
Reject Evaluation 11/6/2014 KJ 127 11/7/2014 N
Reject Evaluation 11/07/2014-11/09/20144 KJ 158 11/10/2014 N
Reject Evaluation 11/10/2014 KJ 163 11/11/2014 N
Reject Evaluation 11/11/2014 KJ 90 11/12/2014 N
Reject Evaluation 11/12/2014 AF 135 11/13/2014 N
Reject Evaluation 11/13/2014 KJ 103 11/14/2014 N
Reject Evaluation 11/14/2014-11/16/2014 KJ 160 11/17/2014 N
Reject Evaluation 11/17/2014 KJ 85 11/18/2014 N
Reject Evaluation 11/18/2014 KJ 109 11/19/2014 N
Reject Evaluation 11/19/2014 KJ 98 11/20/2014 N
Reject Evaluation 11/20/2014 KJ 136 11/21/2014 N
Reject Evaluation 11/21/2014-11/23/2014 KJ 160 11/24/2014 N
Reject Evaluation 11/24/2014 KJ 110 11/25/2014 N
Reject Evaluation 11/25/2014 KJ 102 11/26/2014 N
Reject Evaluation 11/26/2014-11/30/2014 KJ 226 12/1/2014 N
Reject Evaluation 12/1/2014 KJ 116 12/2/2014 N
Reject Evaluation 12/2/2014 KJ 139 12/3/2014 N
Reject Evaluation 12/3/2014 KJ 109 12/4/2014 N
Reject Evaluation 12/4/2014 KJ 113 12/5/2014 N
Reject Evaluation 12/5/2014-12/07/2014 KJ 170 12/8/2014 N
Reject Evaluation 12/8/2014 KJ 109 12/9/2014 N
Reject Evaluation 12/9/2014 KJ 80 12/10/2014 N
Reject Evaluation 12/10/2014 KJ 87 12/11/2014 N
Reject Evaluation 12/11/2014 KJ 108 12/12/2014 N
Reject Evaluation 12/12/2014-12/14/2014 KJ 166 12/15/2014 N
Reject Evaluation 12/15/2014 KJ 109 12/16/2014 N
Reject Evaluation 12/16/2014 KJ 85 12/17/2014 N
Reject Evaluation 12/17/2014 KJ 92 12/18/2014 N
Reject Evaluation 12/18/2014 KJ 74 12/19/2014 N
Reject Evaluation 12/19/2014-12/21/2014 KJ 144 12/22/2014 N
Reject Evaluation 12/22/2014 KJ 141 12/23/2014 N
Reject Evaluation 12/23/2014 KJ 108 12/24/2014 N
Reject Evaluation 12/24/2014-12/25/2014 KJ 146 12/26/2014 N
Reject Evaluation 12/26/2014-12/28/2014 KJ 170 12/29/2014 N
Reject Evaluation 12/29/2014 KJ 158 12/30/2014 N
Reject Evaluation 12/30/2014 KJ 100 12/31/2014 N
Reject Evaluation 12/31/2014-01/01/2014 KJ 502 1/2/2014 N
Reject Evaluation 01/02/2015-01/04/2015 KJ 450 1/5/2015 N
Reject Evaluation 1/5/2015 KJ 297 1/6/2015 N
Reject Evaluation 1/6/2015 KJ 263 1/7/2015 N
Reject Evaluation 1/7/2015 KJ 218 1/8/2015 N
Reject Evaluation 1/8/2015 KJ 278 1/9/2015 N



Reject Evaluation 01/09/2015-01/11/2015 KJ 511 1/12/2015 N
Reject Evaluation 1/12/2015 KJ 285 1/13/2015 N
Reject Evaluation 1/13/2015 KJ 260 1/14/2015 N
Reject Evaluation 1/14/2015 KJ 271 1/15/2015 N
Reject Evaluation 1/15/2015 KJ 256 1/16/2015 N
Reject Evaluation 01/16/2015-01/19/2015 KJ 652 1/20/2015 N
Reject Evaluation 1/20/2015 KJ 278 1/21/2015 N
Reject Evaluation 1/21/2015 KJ 220 1/22/2015 N
Reject Evaluation 1/22/2015 KJ 246 1/23/2015 N
Reject Evaluation 01/23/2015-01/27/2015 KJ 854 1/28/2015 N
Reject Evaluation 1/28/2015 KJ 308 1/29/2015 N
Reject Evaluation 1/29/2015 KJ 281 1/30/2015 N
Reject Evaluation 01/30/2015-02/01/2015 KJ 524 2/2/2015 N
Reject Evaluation 2/2/2014 KJ 291 2/3/2015 N
Reject Evaluation 2/3/2015 KJ 272 2/4/2015 N

Reject Evaluation 02/04/2015-02/08/2015 KJ 1108 2/9/2015 N
Reject Evaluation 2/9/2015 KJ 242 2/10/2015 N
Reject Evaluation 2/10/2015 KJ 270 2/11/2015 N
Reject Evaluation 2/11/2015 KJ 325 2/12/2015 N
Reject Evaluation 2/12/2015 KJ 296 2/13/2015 N
Reject Evaluation 02/13/2015-02/16/2015 KJ 613 2/17/2015 N
Reject Evaluation 2/17/2015 KJ 243 2/18/2015 N
Reject Evaluation 2/18/2015 KJ 272 2/19/2015 N
Reject Evaluation 2/19/2015 KJ 253 2/20/2015 N
Reject Evaluation 02/20/2015-02/22/2015 KJ 420 2/23/2015 N
Reject Evaluation 2/23/2015 KJ 333 2/24/2015 N
Reject Evaluation 2/24/2015 KJ 260 2/25/2015 N
Reject Evaluation 2/25/2015 KJ 279 2/26/2015 N
Reject Evaluation 2/26/2015 KJ 265 2/27/2015 N
Reject Evaluation 02/27/2015-03/01/2015 KJ 628 3/2/2015 N
Reject Evaluation 3/2/2015 KJ 200 3/3/2015 N
Reject Evaluation 3/3/2015 KJ 200 3/4/2015 N
Reject Evaluation 3/4/2015 KJ 200 3/5/2015 N
Reject Evaluation 3/5/2015 KJ 200 3/6/2015 N
Reject Evaluation 03/06/2015-03/08/2015 KJ 433 3/9/2015 N
Reject Evaluation 3/9/2015 KJ 200 3/10/2015 N
Reject Evaluation 3/10/2015 KJ 200 3/11/2015 N



Report (Y/N) & Date
Date CAP 

Issued
Comments

Y-4/28/2013 N
Y-4/29/2013 N
Y-4/30/2013 N
Y-5/1/2013 N

Y-5/2-4/2013 N
Y-5/5/2013 N
5/6/2013 N
5/7/2013 N
5/8/2013 N

5/9-11/2013 N
5/12/2013 N
5/13/2013 N
5/14/2013 N
5/15/2013 N

5/16-5/18/2013 N
5/19/2013 N
5/20/2013 N
5/21/2013 N
5/22/2013 N

5/23-25/2013 N
5/26/2013 N
5/27/2013 N
5/28/2013 N
5/29/2013 N

5/30-6/1/2013 N
6/2/2013 N
6/3/2013 N
6/4/2013 N
6/5/2013 N

6/6-8/2013 N
6/9/2013 N

6/10/2013 N
N N
N N

6/11/2013 N
N N
N N

6/12/2013 N
N N

6/13-15/2013 N
6/16/2013 N

N N
N N



6/17/2013 N
N N
N N

6/18/2013 N
N N
N N

6/19/2013 N
N N
N N

6/20-22/2013 N
N N
N N

6/23/2013 N
N N
N N

6/24/2013 N
N N
N N

6/25/2013 N
N N
N N

6/26/2013 N
N N
N N

6/27-29/2013 N
N N
N N

6/30/2013 N
N N
N N

7/1/2013 N
N N
N N

7/2-3/2013 N
7/4-6/2013
7/7/2013

N N
N N
N N

7/8/2013 N
N N
N N

7/9/2013 N
N N
N N

7/10/2013 N
N N



N N
7/11-13/2013 N

N N
7/14-16/2013 N

N N
N N

7/17/2013 N
N N
N N

7/18-20/2013 N
N N
N N

7/21/2013 N
N N
N N

7/22/2013 N
N N
N N

7/23/2013 N
N N
N N

7/24/2013 N
N N
N N

7/25-27/2013 N
N N
N N

7/28/2013 N
N N
N N

7/29/2013 N
N N
N N

7/30/2013 N
N N
N N

7/31/2013 N
N N
N N

8/1-5/2013 N
N N
N N

8/6/2013 N
N N
N N

8/7/2013 N
N N



N N
8/8-10/2013 N

N N
N N

8/11/2013 N
N N
N N

8/12/2013 N
N N
N N

8/13-14/2013 N
N N
N N

8/15-18/2013 N
N N
N N

8/19/2013 N
N N
N N

8/20/2013 N
N N
N N

8/21/2013 N
N N
N N

8/22-24/2013 N
N N
N N

8/25/2013 N
N N
N N

8/26/2013 N
N N
N N

8/27/2013 N
N N

8/28-9/1/2013 N
9/2/2013 N
9/3/2013 N
9/4/2013 N

9/5-7/2013 N
9/8/2013 N
9/9/2013 N

9/10/2013 N
9/11/2013 N

9/12-14/2013 N
9/15/2013 N



9/16/2013 N
9/17/2013 N
9/18/2013 N

9/19-21/2013 N
9/22/2013 N
9/23/2013 N
9/24/2013 N
9/25/2013 N

9/26-28/2013 N
9/29/2013 N
9/30/2013 N
10/1/2013 N
10/2/2013 N

10/3-7/2013 N
10/8/2013 N
10/9/2013 N

10/10/2013-10/12/2013 N
10/14/2013 N
10/15/2013 N
10/16/2013 N

10/17-10/19/2013 ########  resolved 10/22/2013
10/20/2013 ########  resolved 10/22/2013
10/21/2013 N
10/22/2013 N
10/23/2013 N

10/24-10/26/20163 ######## see Adhoc monitoring
10/27/2013 ######## see Adhoc monitoring
10/28/2013 ######## see Adhoc monitoring
10/29/2013 N
10/30/2013 N

10/31-11/01/2013 11/4/2013  resolved 11/04/13
11/02-11/03/2013 N

11/4/2013 N
11/5/2013 N
11/6/2013 11/8/2013

11/7-11/9/2013 N
11/10/2013 N
11/11/2013 N
11/12/2013 ######## see monitoring
11/13/2013 ######## see monitoring

11/14-11/16/2013 ######## see monitoring
11/17/2013 N
11/18/2013 N
11/19/2013 N
11/20/2013 N

11/21-11/23/2013 ######## see monitoring
11/24/2013 N



11/25/2013 N
11/26-11/30/2013 12/2/2013 see monitoring

12/1/2013 Y see monitoring
12/2/2013 N
12/3/2013 N

12/04-12/08/2013 N
12/9/2013 ######## see monitoring

12/10/2013 ######## see monitoring
12/11/2013 N

12/12-12/14/13 ######## see monitoring
12/15-12/16/2013 N

12/17/2013 N
12/18/2013 N

12/19-12/21/2013 N
12/22/2013 N

12/23-12/24/2013 N Christmas
12/25/2013 N 1 claim

12/26-12/28/2013 N
12/29/2013 N

12-30-12/31/2013 Y see monitoring

01/01-01/03/2014 N Snow Storm

01/04-01/05/2014 N
01/06/14 Y see monitoring
01/07/14 N
01/08/14 N

01/09-01/11/14 Y see monitoring

01/12/14 N
missing daily summary. CVS aware, non issue reports are 

cummulative.
01/13/14 1/15/2014 see monitoring
01/14/14 N

1/15/2014 N
01/16-01/19/14 N MLK day.

01/20/14 N
1/23/2014 N
01/22/14 N

01/23-01/25/2014 1/28/2014 See monitoring
01/26/14 N
01/27/14 N
01/28/14 N
01/29/14 N

01/30-02/01/2014 N
2/2/2014 N
02/03/14 N
2/4/2014 N
2/5/2014 N



02/06-02/09-14 N
02/10/14 N
02/11/14 N
02/12/14 N

02/13-02/16/2014 N
02/17/14 N
02/18/14 N
02/19/14 N

02/20-02/22-2014 N
2/23/2014 N
2/24/2014 N
2/25/2014 N
2/26/2014 N

02/27-03/01/2014 N
3/2/2014 N
03/03/14 N
03/04/14 N
03/05/14 N

03/06-03/08/2014 N
03/09/14 N

3/10/2014 N
03/11/14 N see monitoring
03/12/14 N

03/13-03/15/2014 N
03/16/14 N
03/17/14 N
03/18/14 N no Daily summary
03/19/14 N

03/20-03/22/14 N
3/23/2014 N
03/24/14 N
03/25/14 N
03/26/14 N

03/27-03/29/14 N
03/30/14 N
03/31/14 N
4/1/2014 N
04/02/14 N Out

04/03-04/05/2014 N
04/06/14 N
04/07/14 N
04/08/14 N
04/09/14 N

04/10-04/12/2014 N
4/13/2014 N
4/14/2014 N
4/15/2014 N



4/18/2014 N
4/17-04/19/2014 N

4/20/2014 N
4/21/2014 N
4/22/2014 N
4/23/2014 N
4/24/2014 N

4/25-04/27/2014 N
04/28/14 N
04/29/14 N
04/30/14 N

5/1-05/04/2014 N
05/05/14 N
05/06/14 N
05/07/14 N
05/08/14 N

5/9-05/10/2014 N
05/11/14 N

5/12/2014 N
5/13/2014 N
05/14/14 N

05/15-05/17/2014 N
05/18/14 N
05/19/14 N
05/20/14 N
05/21/14 N

5/22-05/24/2014 N
05/25/14 N
05/26/14 N
05/27/14 N
05/28/14 N

05/29-05/31/14 N
06/01/14 N
6/2/2014 N no Daily summary
6/3/2014 N
6/4/2014 N

06/05-06/07/2014 N
06/08/14 N
06/09/14 N
06/10/14 N

6/11/2014 N
06/12-06/13/2014 N only 2 day, instead of 3
06/14-06/15/2014 N no daily summary for the 14th

6/16/2014 N
06/17/14 N
06/18/14 N

06/19-06/21/2014 N



6/22/2014 N
6/23/2014 N
06/24/14 N

06/25-06/26/2014 N
06/27-06/29/2014 N

6/30/2014 N
7/1/2014 N
07/02/14 N

07/03-07/05/14 N Closed for 4th of July
7/6/2014 N
07/07/14 N
7/8/2014 N
7/9/2014 N

7/10/2014 N
07/11-07/13/14 N

7/14/2014 N
7/15/2014 N
07/16/14 N
07/17/14 N

07/18-07/20/14 N
7/21/2014 N
07/22/214 N

7/23/2014 N
Monitoring decreased to 50%, allows for 100% monitoring 

of protected classes
07/24/14 N

07/25-07/27/14 N
07/28/14 N
07/29/14 N

7/30/2014 N
7/31/2014 N

08/01-08/03/2014 N
8/4/2014 N
8/5/2014 N
8/6/2014 N
8/7/2014 N

08/08-08/10/2014 N
08/11/14 N

8/12/2014 N
8/13/2014 N
08/14/14 N

08/15-08/17/14 N
08/18/14 N

08/19-08/20/2014 N was out on 08/20
8/21/2014 N

08/22-08/24/2014 N
08/25/14 N

8/26/2014 N



08/27/14 N
08/28/14 N

8/29/2014 N
08/30-09/04/14 N out for the week
09/05-09/07/14 N

9/8/2014 N
9/9/2014 N

09/10-09/11/14 N
09/12-09/14/14 N

09/15/14 N
09/16/14 N

9/17/2014 N
9/18/2014 N

09/19-09/21/14 N
09/22/2014 N
9/23/2014 N
9/24/2014 N
9/25/2014 N

09/26-09/28/2014 N
9/29/2014 N
9/30/2014 N
10/1/2014 N
10/2/2014 N

10/03-10/05/14 N
10/6/2014 N
10/7/2014 N
10/8/2014 N
10/9/2014 N

10/10-10/12/14 N
10/13/2014 N
10/14/2014 N
10/15/2014 N

10/16/2014-10/19/2014
10/16/2014-10/19/2014

10/20/2014

John Doe, id # 999999, rx# 9999999, compounds not 
covered. Jane Doe, id# 9999999, rx#9999999, filled before 

coverage active(11/01/2014)
10/21/2014 N
10/22/2014 N

10/23/2014 N
35% completion. John Doe (9999999), rx 9999999 (colcrys), 

filled before coverage effective date of 11/01/2014
10/25/2014-10/26/2014 N going forward 35% completion

10/27/2014 N

10/28/2014 N
John Doe (999999), rx 999999 (lisinopril/hctz), ineligible 

until 11/01/2014
10/29/2014 N



10/30/2014 N
10/31/2014-11/02/2014 N

11/3/2014 N
11/4/2014 N
11/5/2014 N
11/6/2014 N

11/07/2014-11/09/2014 N
11/10/2014 N
11/11/2014 N
11/12/2014 N
11/13/2014 N

11/14/2014-11/16/2014 N
11/17/2014 N Town Hall meeting between 9am and 12pm
11/18/2014 N
11/19/2014 N
11/20/2014 N

11/21/2014-11/23/2014 N
11/24/2014 N
11/25/2014 N

11/26/2014-11/30/2014 N
12/1/2014 N
12/2/2014 N
12/3/2014 N
12/4/2014 N

12/05/2014-12/07/2014 N
12/8/2014 N
12/9/2014 N Portal was down briefly.

12/10/2014 N
12/11/2014 N

12/14/2014-12/14/2014 N
12/15/2014 N
12/16/2014 N
12/17/2014 N
12/18/2014 N

12/19/2014-12/21/2014 N 
12/22/2014 N
12/23/2014 N

12/24/2014-12/25/2014 N
12/26/2014-12/28/2014 N

12/29/2014 N
12/30/2014 N

12/31/2014-01/01/2014 N 100% of claims
01/02/2015-01/04/2015 N 100% of claims

1/5/2015 N 100% of claims
1/6/2015 N
1/7/2015 N
1/8/2015 N



01/09/2015-01/11/2015 N
1/12/2015 N 
1/13/2015 N
1/14/2015 N
1/15/2015 N

01/16/2015-01/19/2015 N
1/20/2015 N
1/21/2015 N
1/22/2015 N

01/23/2015-01/27/2015 N Left at noon on 01/26/2015 due to weather.
1/28/2015 N
1/29/2015 N

01/30/2015-02/01/2015 N
2/2/2015 N
2/3/2015 N

02/04/2015-02/08/2015 N
Unable to acess Medicare members on portal on 

02/05/2015 and 02/06/2015
2/9/2015 N

2/10/2015 N
2/11/2015 N
2/12/2015 N

02/13/2015-02/16/2015 N
2/17/2015 N
2/18/2015 N
2/19/2015 N

02/20/2015-02/22/2015 N
2/23/2015 N
2/24/2015 N
2/25/2015 N
2/26/2015 N

02/27/2015-03/01/2015 N
3/2/2015 N Going forward the CAP for rejections is 200.
3/3/2015 N
3/4/2015 N
3/5/2015 N

03/06/2015-03/08/2015 N
3/9/2015 N

3/10/2015 N



Addtional Comments









 resolved 10/31/13
 resolved 10/31/13
 resolved 10/31/13

Was out for 2 days-AF

resolved 11/25/13



Thanksgiving

claims reviewed for 
january were 100% 

due to TF's



Type Mbr. Last Name Mbr. First Name I.D. Number
Date of Rejected 

Claim

P 7/5/14

P 7/8/14

P 7/14/14

P 7/14/14

P 7/14/14

P 7/15/14

P 7/20/14

P 7/21/14

P 7/22/14

P 7/22/14

P 7/24/14

P 7/24/14

P 7/25/14

P 7/29/14

Only Document Reject Type -1 claims



P 7/29/14

P 7/29/14

P 7/29/14

P 8/4/14

P 8/4/14

P 8/6/14

P 8/6/14

P 8/6/14

P 8/6/14

P 8/8/14

P 8/9/14

P 8/11/14

P 8/14/14

P 8/16/14

P/E 8/18/14

P 8/18/14

P 8/20/14



p 8/20/14

P 8/21/14

P 8/25/14

P 8/25/14

P 8/25/14

P 8/26/14

P 8/26/14

E 8/26/14

E 8/26/14

P 08/27/14

P 8/28/14

P 8/29/14

P 9/2/14

P 9/3/14

P 9/3/14

P 9/3/14

P 9/3/14

p 9/3/14



P 9/3/14

P 9/3/14

P 9/4/14

P 9/4/14

P 9/5/14

P 9/6/14

P 9/6/14

p 9/8/14

P 9/9/14

P 9/10/14

P 9/11/14

P 9/12/14

P 9/15/14

P 9/15/14

P 9/15/14

P 9/16/14

P 9/16/14

P 9/22/14

P 9/22/14

P 9/22/14

P 9/22/14



P 9/22/14

P 9/23/14

P 9/25/2014

P 9/25/2014

P 9/25/2014

P 9/26/2014

P 9/26/2014

P 9/26/2014

P 9/27/2014

P 9/27/2014

P 9/29/2014

P 9/30/2014

P 10/1/2014

P 10/1/2014

P 9/23/14



P 10/4/2014

p 10/8/2014

P 10/9/2014

P 10/10/2014

P 10/10/2014

P 10/10/2014

P 10/10/2014

P 10/14/2014

P 10/14/2014

P 10/21/2014

P 10/23/2014

P 10/28/2014

P 10/28/2014

P 10/28/2014

10/14/2014P



P 10/28/2014

P 10/30/2014

P 11/1/2014

P 11/4/2014

P 11/4/2014

P 11/4/2014

P 11/5/2014

P 11/5/2014

P 11/5/2014

P 11/5/2014

P 11/7/2014

P 11/7/2014

P 11/7/2014

P 11/8/2014

P 11/10/2014

P 11/12/2014

P 11/12/2014

P 11/13/2014



P 11/13/2014

P 11/15/2014

P 11/17/2014

P 11/18/2014

P 11/18/2014

P 11/20/2014

P 11/20/2014

P 11/20/2014

P 11/20/2014

P 11/24/2014

P 11/24/2014



P 12/1/2014

P 12/1/2014

P 12/2/2014

P 12/3/2014

P 12/4/2014

P 12/6/2014

P 12/6/2014

P 12/7/2014

P 12/8/2014

P 12/8/2014



P 12/8/2014

P 12/9/2014

P 12/10/2014

P 12/12/2014

P 12/15/2014

P 12/15/2014

P 12/15/2014

P 12/17/2014

P 12/21/2014

P 12/19/2014

P 12/22/2014



P 12/23/2014

P 12/26/2014

P
12/27/2014-
12/28/2014

P 12/28/2014

P 12/29/2014

P 12/29/2014

P 12/30/2014

P 12/31/2014

P 12/31/2014

P 1/2/2014



P 1/3/2015

P 1/5/2014

P 1/6/15

P 1/6/15

P 1/7/15

P 1/8/15

P 1/9/15

P 1/9/15

P 1/9/15



P 1/8/15

P 1/12/15

P 1/13/15

P 1/13/15

P 1/13/15

P 1/15/15

P 1/15/15

P 1/19/15

P 1/19/15

P 1/21/15

P 1/21/15

P 1/22/15



P 1/22/15

P 1/23/15

P 1/26/15

P 1/27/15

P 01/27/15

P 1/28/15

P 1/28/15

P 1/28/15

P 1/29/15

P 1/30/15

P 1/30/15

P 1/31/15

P 2/1/15



P 2/3/15

P 2/3/15

P 2/5/15

P 2/6/15

P 2/6/15

P 2/6/15

P 2/6/15

P 2/6/15

P 2/8/15

P 2/8/15

P 2/9/15

P 2/10/15

P 2/10/15



P 2/11/15

P 2/11/15

P 2/11/15

P 2/11/15

P 2/11/15

P 2/11/15

P 2/11/15

P 2/13/15

P 2/16/2015

P 2/16/15

P 2/16/15

P 2/18/15

P 2/18/15

P 2/18/15



P 2/18/15

P 2/19/2015

P 2/19/2015

P 2/20/2015

P 2/20/2015

P 2/20/2015

P 2/20/2015

P 2/21/2015

P 2/23/2015

P 2/23/2015

P 2/24/2015

P 2/27/2015

P 2/28/2015

P 2/28/2015

P 3/2/2015



P 3/2/2015

P 3/3/2015

P 3/3/2015

P 3/3/2015

P 3/4/2015

P 3/4/2015

P 3/5/2015

P 3/5/2015

P 3/6/2015

P 3/6/2015

P 3/6/2015

P 3/2/2015

P 3/9/2015





Medication 
Initial Contact 

Date
Details

2nd Contact 
Date

Docetaxel 20mg vial 7/28/14
Spoke with Dominick @ Echo, 
rebilled to different manufact (billed 
wrong dose before). 

-

Amitriptyline Tab. 50Mg 7/11/14

Contacted MD office (718-589-2440) 
& left VM with Paula Negron to 
change  to a preferred med or 
initiate a PA.

7/15/14

Amitriptyline Tablet 25Mg 7/15/14
Contacted MD office (718-527-2850) 
& spoke with Julie to give info. to 
initiate the PA

7/25/14

Diazepam Tablet 5Mg 7/15/14
Contacted MD office (718-784-4881) 
& left a VM  to initiate the PA 

7/16/14

Megestrol AC Suspension 
40Mg/Ml

7/15/14
Contacted MD office (718-294-6200) 
& spoke with Daisy to give info. to 
initiate the PA

7/24/14

Fluvoxamine ER 100mg Capsule 7/16/14
Contacted MD office (718-563-0757) 
& left a message with Jessie to 
initiate the PA process.

7/17/14

Diazepam 5mg tablet 7/21/14

NJ hospital, Dr.Walsh @ 973-740-
0607 ( he is an ED doc & not 
reachable by phone). Contacted 
member & LM for them to call me 
back

7/23/14

Abilify 5mg 7/22/14
 Called Pharmacy , as per RPh md 
switched to abilify 10mg. 

-

Trokendi XR 100mg 7/23/14
Unable to reach MD or leave 
message. Will try faxing. 

-

Cymbalta 30 mg 7/23/14
Contacted pharmacy, med was 
billed brand when a generic is 
available. Rph will rebill. 

-

Venlafaxine Er 225mg 7/25/14
call MDO @ 212-864-6868 will be 
there on Tuesday 

7/28/14

Diazepam 5mg tablet 7/28/14
Called MDO @ 718-796-5300. Left 
info with Catherine for MD. Unable 
to LM on 07/25/14

7/31/14

Aplenzin ER 522mg 7/28/14
MDO@718-802-0666. LM about PA 
info MD only there on fridays

8/1/14

Diazepam 2mg 7/30/14
Sent PA initiation form to CVSC, 
Hospital Phy Assis. Tfr 6x, got no one

7/31/14



Epivir 150mg Tab 7/30/14

MDO @ 718-240-6676. On vacation 
till 08/08. Given 2 other numbers; 
718-240-6138,718-240-6453. RX 
says DAW

8/1/14

Trazodone 300mg 7/30/14

Called MDO @ 212-874-2724. LM 
for MD to CMB, ask why on 150(BID) 
50 (qd) and a new rx for 300( qd). 
Fax # 212-874-4010

7/31/14

Amitriptyline Tab 25mg 7/30/14
Spoke with mber to get full contact 
info for MD ( switched offices) She 
will also try to reach MD

7/31/14

Ziagen 300mg 8/5/14
Called 718-240-6453, MDO is 
Working on Epivir since Ziagen is 
Non-form too

-

Tacrolimus 1mg & Bactrim SS 8/5/14
LM with MDO @ 212-263-8134 with 
PA information. 

-

Venlafaxine ER 75mg NA
RPh contacted MD, processed 75mg 
& 150mg therapy. 

-

Depakote ER 250 8/7/14
MDO@ 516-663-4525. gave PA info 
and also about the 500mg therapy. 
PAID CLAIM

-

Amitriptyline 150mg 8/7/14 LM with MDO @ 212-305-9375 8/11/14

SERTRALINE TAB 50MG 8/7/14 LM with MDO about Qty Limit issues 8/8/14

Venlafaxine Er 75mg 8/11/14
Contacted MDO @ 646-774-6159. 
Qty limit issue, want to suggest 
giving 75 & 150 mg not 75mg TID.

-

Amitriptyline 10 mg 8/11/14
Sent PA initiation form to CVSC has 
a previous claim for  Alt drug. 

-

Diazepam 5mg 8/12/14
Called MDO @ 212-305-3535 LM on 
VM with PA info

8/13/14

Megestrol AC Suspension 
40Mg/Ml

8/15/14
LM on MD's Secretarys line with PA 
info. PA in Medhok. Waiting for 
more criteria

-

Citalopram 10mg ( qty limit) 8/18/14

called MDO @ 212-928-8300, spoke 
with Dr.Clarke will call Pharmacy to 
give new scripts for the covered 
qty's

-

Diazepam 10mg 8/19/14
LM @ 845-703-6999 with PA info. 
Mbr also ESRD so PA will cover the 
criteria

8/21/14

Diazepam 2mg 8/19/14
Tried to Contact MD @ 718-670-
2000. ER doctor, not available to LM

8/21/14

Estradiol 2mg 8/21/14

Called MDO @ 212-725-0192, mbr 
not seen there. Called 646-389-7460 
( google phone) did not want to 
leave a message

8/22/14



Votrient 200mg 8/21/14
Called MDO @ 914-4938374. they 
asked for Form, so forwared a req to 
CVSC

8/24/14

Sertraline 25mg NA
Previous paid claim for some dose, 
different strenght on 08/18/2014

-

Diazepam 10mg 8/29/14
called MDO @ 718-933-1900. LM 
w/jasmine at 347-698-4847

9/5/2014

Diazepam mg 8/26/14
LM on VM with PA info (718-796-
5300)

8/27/14

Diazepam 5mg 8/26/14
LM on Pharmacy line for dr.K (718-
565-5600)

-

Trazodone 300mg 8/27/14
Called 718-405-8040, transferred 
and put on hold 5 times till it 
disconnected

8/28/14

Diazepam 5mg 8/27/14
Called 212-562-4317, ED doc. Not 
on duty, could not leave message 8/29/14

Bactrim DS 8/27/14

Lm with Rep, Person did not seem 
to understand why I was calling but 
took info anyway. Called 718-693-
1083

8/28/14

Furosemide 80mg 8/27/14
Lm with Rep at 718-369-0318, Said 
MD will take care of it today.

8/29/14

Diazepam 5mg 08/28/14
ED doctor, not on today, could not 
leave message.

8/29/14

Diazepam 5mg 8/29/14
called MDO @ 718-920-2273; CLINIC 
C 4TH. LM with rep.

9/5/2014

Trazodone 300mg 8/30/14
Called Mbr to let her know about 
previous convo with MDO @ 212-
874-2724. 

-

Cymbalta 30 & 60 MG 9/5/14
Generics billed, but reversed. Spoke 
with MDO, Said they will call mbr.

-

Sertraline 25mg 9/5/14
Tried to contact MDO through NYS 
psych. Unable to LM. 

9/8/14

Diazepam 2mg 9/5/14
LM with MDO at 718-338-9600 for 
PA info

9/8/14

Diazepam 5mg 9/5/14
LM for the PA at 718-448-3210. 
Prescriber is a Phys Assis.

9/8/14

Ziagen 300mg 9/5/14
Called 718-240-6453, MDO is 
Working on ziagen

9/8/14

Votrient 200mg 9/5/14
Spoke with mbr, MDO did not 
complete PA info last time. She said 
she will call MDO

9/8/14



Tacrolimus 1mg  9/5/14
New mber, Spoke with RPH at mbrs 
pharmacy, prev claims paid as B. 
MARx confirmed Elig date.

-

Gengraf & Mycophen 9/5/14
Mbr was a medicaid mbr, has 
previous claims had PA put in

-

Venlafaxine 75mg ER 9/5/14
Qty issue, Complementary therapies 
prescribed

-

Diazepam 5mg 9/5/14
Called MDO at 718-518-5090, 
Transferred 3x. Bronx-lebanon MD

9/8/14

Diazepam 5mg 9/8/14
ED doctor, can only page. MD did 
not answer.

9/9/2014

Diazpeam 5mg 9/8/14
MD does not accept our ins, so not 
getting PA. mbr advised to pay cash.

-

Neoral 25mg 9/8/14
Has previous PA for immunos, has 
Account mgr extend PA to 2025

-

Clorazepate 7.5mg 9/9/14 Sent Fax to CVSC to initiate PA. -

Mirtazapine 7.5mg 9/10/14

QL issue, mbr got 15mg 2 wks ago. 
1.5 pills per day for both doses. 
Tried to call MDO @ 718-334-4000 
ext 3443.  could not leave a message

9/16/14

Megestrol AC Suspension 
40Mg/Ml

9/12/14
LM w/ Recp. about PA @ 212-568-
6972

9/16/14

Lupron Depot 22.5mg Syringe Kit 9/12/14 account issue, emailed acct mgr 9/17/14

Kenalog 40.40 inj 9/15/14
Called 718-945-6500, LM on VM. 
Not sure if MD or not no name

9/17/14

Azathioprine 50mg 9/16/14 Called MDO lm with PA info -

Azathioprine 50mg 9/16/14 Lm with MDO 845-561-3407 for PA 9/17/14

Immunos 9/16/14 had previuos PA, extend PA date -

Amitriptyine 150mg 9/17/14 Called MDO at 212-305-6262  to LM. 9/18/14

Citalopram 10mg  9/17/14 LM on MD VM about qty limit issue 9/18/14

Trazodone 300mg 9/23/14
MDO/RPh took care of issue. Wrote 
new Rx for covered dosage

-

Diazepam 2mg 9/23/14
LM on VM with PA info (718-231-
4334 txrd though)

9/24/14

Amitriptyline 50mg 9/23/14
Spoke with Dr. Tenore at 718-597-
3888. Will start PA

9/24/14

Cymbalta 30 mg
Cymbalta 60 mg
Remeron 30mg -9/23/14 -



Lexapro 10mg
Lexapro 20mg

Cyproheptadine 4mg 9/23/14
Spoke with Office @ 718-525-5505 
and gave PA info

9/24/14

Megestrol 40mg 
Clorazepate 7.5mg

Mirtazapine 7.5mg 9/24/14
Called MD @ 212-645-2842, told 
that dose was decreased. Gave him 
Pharmacy # to discuss W/RPH

-

Azathioprine 50mg 9/26/2014
CVSC will put in a PA, Criteria 
already met with info from  PA# 
M1321041756

-

Fluoxetine 90 mg 9/26/2014
LM with Recp ( Cynthia) with PA info 
@718-716-4400

9/29/2014

Sertraline 50mg 9/26/2014
MDO/RPh took care of issue. Wrote 
new Rx for covered dosage

-

Diazepam 5mg 9/29/2014

ED doctor, called the ED dept (718-
920-6626) and was transferred 3x. 
Told MD not in and to try another 
day

9/30/2014

Risperidone 1mg 9/29/2014

We have old address so Recp 
(charlene) could not take a message 
without the info being correct. Give 
fax number and will have Carmark 
reach out to them

-

Wellbutrin XL 300mg 9/29/2014

Mbr to be termed 09/30/14. LM 
with MDO to get PA. Told them she 
will have new insurance starting 
tomorrow.

-

Banzel 400mg 9/29/2014 DS issue. 210/30DS. Refill too soon. -

Amitriptyline 50mg 9/29/2014
Called MDO @ 718-258-0554. No 
VM, was unable to leave msg. Will 
try tomorrow.

9/30/2014

Diazepam 5mg 9/30/2014 Faxed PA request to CVSC -

Doxepin 50mg 9/30/2014
MDO/RPh took care of issue. Wrote 
new Rx for covered drug

-

Diazepam 5mg 10/2/2014
LM with Recp. To get MD PA info, 
called 718-796-5300

10/6/2014

Diazepam 5mg 10/2/2014

Hospital PA, not in today. Can not 
leave messages. Called main 
number(212) 939-3598 , got 
transferred

10/6/2014

LM on MA's line @ 212-740-6400 9/25/149/24/14



Trazodone 300mg 10/6/2014
Spoke with MD @ 212-305-2569, 
Gave PA info

10/8/2014

Sprycel 100mg 10/9/2014
Sent PA request to CVSC, mbr has a 
previuos claim for  a TKR drug. Want 
a review

-

Mycophenolate Mofetil 500mg 10/10/2014
LM with Kathleen H @ 718-992-
7669 about PA

10/13/2014

Fluoxetine 90 mg 10/13/2014
called @718-716-4400. closed for 
columbus day

10/14/2014

Diazepam 5mg 10/13/2014
MD is part of EMD, could not leave 
message. 212-523-8158

10/14/2014

Amitriptyline 50mg 10/13/2014
Called MDO @ 718-589-2440 ( 
Stacey). Said MD will get message

10/14/2014

Mycophenolate Mofetil 500mg 10/13/2014
LM with Recp. @ 212-305-9991 with 
PA information. Will forward to PA 
person

-

Doxepin 25mg 10/15/2014
Called MDO @ 336-629-2201, LM 
for PA information

10/17/2014

Imipramine 10mg 10/15/2014
Called MDO @ 516-431-9800, LM 
about PA

10/17/2014

Mycophenic Acid 360mg -
Cyclosporine 25mg -

Mycophenolate Mofetil 500mg 10/24/2014
Called MDO @ 516-562-3836, no 
answer.

10/27/2014

Rituxan 10mg/ml 10/24/2014
Called MDO @ 212-3265720, left 
message with phone number with 
Andrew to get PA

10/27/2014

tacrolimus 0.5mg 10/29/2014

Called MDO @ 212-305-1305, spoke 
to Mara and fax was already 
received and currently working om 
PA.

10/31/2014

Diazepam 5mg 10/29/2014
Called MDO @ 718-792-4121, md 
unavailable.

10/30/2014

Diazepam 5mg 10/29/2014
Called MDO @ 718-796-5300, left 
vm with PA info.

-

10/15/2014
Call MDO @ 212-305-3273, left 
message with Donald and left phone 



Venlafaxine HCL ER 75mg 
capsule

10/29/2014
Called MDO @ 917-353-0609, 
sounds like personal phone number.

10/30/2014

Diazepam 5mg 10/31/2014
Called MDO @ 845-368-5029, md 
unavailable in ER.

11/3/2014

Abilify 20mg 11/3/2014 Called Pharmacy, max 30 DS

Glyburide-metformin hcl 5mg-
500mg

11/5/2014
Called MDO @ 718-274-0115, left 
PA info with Fatima.

-

Ribapak 600-400mg 11/5/2014
Called MDO @ 718-920-8542, left 
vm with PA info.

-

Olysio 150mg/ Solvaldi 400mg 11/5/2014
Called MDO @ 212-305-5138, left 
vm with PA info.

-

Mycophenolic acid 
360mg/Tacrolimus 1mg

11/6/2014
Called MDO @ 212-342-4398, left 
vm with PA info.

-

Mycophenolate Mofetil 500mg 11/6/2014
Called MDO @ 516-562-3836,  left 
vm with PA info.

11/10/2014

Prograf 1mg & 0.5mg 11/6/2014 MDO & RPH got PA -

Diazepam 5mg 11/6/2014

Called MDO @ 718-920-8888. MD 
not available at location, no further 
information was available, unable to 
find alt phone # for prescriber. 
Unable to find alternate phone # in 
any hospital database.

-

Mycophenalate Mofetil 
500mg/Tacrolimus 1mg

11/10/2014
Called MDO @ 212-305-6589, left 
PA info with Tanya.

11/12/2014

Targretin 1% Gel 11/10/2014
Called MDO @ 718-920-5442, left 
vm with PA info.

11/12/2014

Amitriptyline Hcl 25mg 11/10/2014
Called MDO @ 212-740-6400, left 
vm with PA info.

11/12/2014

Lupron Depot 22.5mg Syringe Kit 11/10/2014

Called MDO @ 718-680-0265. MDO 
will call pharmacy due to them not 
being affiliated w member's 
insurance.

-

Diazepam 5mg 11/11/2014
Called MDO @ 212-927-3327, left 
PA info with Tamara.

11/12/2014

Amitriptyline Hcl 25mg 11/13/2014
Called MDO @ 212-740-6400 
mailbox is full.

Amitriptyline 10mg 11/13/2014
called MDO at 212-927-3327 Lm for 
PA info

11/14/2014

Doxepin HCL 25mg 11/14/2014
Called MDO @ 718-465-3000, left 
vm with PA info.

11/17/2014



Doxepin HCL 25mg 11/14/2014
Called MDO @ 718-563-0757, left 
PA info with Maria.

11/17/2014

Abilify 20mg 11/17/2014
Called MDO @ 914-997-8611, left 
PA info with Cheryl.

-

Amitriptyline Hcl 25mg 11/18/2014
Called MDO @ 718-589-2440 , letft 
vm with PA info.

21-Nov

Diazepam 10mg 11/19/2014
Called MDO @ 718-542-0472, left 
vm with PA info.

11/21/2014

Amitriptyline Hcl 25mg 11/19/2014
Called MDO @ 718-549-4267, left 
PA info with Liza.

11/24/2014

Mycophenolate Mofetil 500mg 11/21/2014
Called MDO @ 718-250-8866, left 
PA info with Claribel

11/24/2014

Fluoxetine 90 mg 11/21/2014
Called MDO @ 718-716-4400, left 
vm with PA info.

11/24/2014

Topiramate ER 150mg 11/21/2014
Called MDO @ 212-724-7401, left 
vm with PA info.

11/24/2014

Amitriptyline Hcl 25mg 11/21/2014
Called MDO @ 212-927-3327,  left 
PA info with Pamela.

11/24/2014

Methotrexate Sodium 25Mg/ml 11/25/2014
Called MDO @ 718-933-1900, 
transfererred and phone rang 
continuously, no answer.

12/1/2014

Diazepam 5mg 11/25/2014
Called MDO @ 212-746-4055, md 
unavailable.

12/1/2014



Diazepam 5mg 12/2/2014
Called MDO @ 845-342-4774, left 
PA info with Astria

12/3/2014

Amitriptyline 50mg 12/2/2014
Called MDO @ 718-325-9532, was 
tolds to send a fax request.

12/3/2014

Invega Sustenna 117mg/0.75 12/3/2014
Called MDO @ 212-434-5680, left 
PA info with Claudia

12/4/2014

Abilify 20mg 12/4/2014
Called Pharmacy, max 30 DS. Claim 
paid 12/04/14

-

Diazepam 5mg 12/5/2014
Called MDO @ 631-666-3939, left 
vm with PA info.

12/10/2014

Tacrolimus 1mg 12/8/2014
Called MDO @ 516-616-6286, left 
PA info with Sherry.

12/10/2014

Amitriptyline HCL 10mg 12/8/2014
Called MDO @ 718-918-8700, was 
informed that MD will call back for 
PA info. Spoke to Sisi.

12/10/2014

Premarin Low Dose 0.45mg 12/8/2014
Called MDO @ 718-716-2229, 
attempt made, phone continuously 
rang, unable to leave message.

12/10/2014

Azathioprine 50mg 12/9/2014

Called MDO @ 914-699-7427, was 
informed that medication was 
already approved, called pharmacy 
and had them reprocess claim.

-

Amitriptyline HCL 10mg 12/9/2014
Called MDO @ 212-927-3327, left 
PA info with Tamara.

12/10/2014



Doxepin HCL 10mg 12/9/2014
Called MDO @ 212-304-0096, left 
PA info with Janary.

12/10/2014

Trazodone 300mg 12/10/2014
Called MDO @ 212-305-9758, left 
PA info with Linfal (?)

12/17/2014

Trokendi XR 100mg 12/11/2014
Called MDO @ 212-927-3327, left 
PA info with Pamela.

12/17/2014

Citalopram 20mg 12/15/2014
Called MDO and informed MD to 
change directions due to MDD.

-

Tacrolimus 1mg/Mycophenolate 
Mofetil 500mg

12/16/2014
Called MDO @ 212-263-8134, left 
PA info with Nicolen. 

-

Quetiapine fumarate 100mg 12/16/2014
Called MDO @ 631-509-6111, 
unable to leave message due to 
mailbox being full.

-

Amitriptyline Hcl 25mg 12/16/2014 Called MDO @ 718-920-2273, 12/23/2014

Diazepam 5mg 12/18/2014
Called MDO @ 718-325-0700, left 
vm with PA info.

12/23/2014

Invega 78mg/0.5ml 12/22/2014

Called MDO @ 718-431-2601, 
spokje to Dr. Torrres and was 
informed that it's being worked on. 
Left PA info with MD anyway. 

-

Symbax 3mg-25mg 12/22/2014
Called MDO @ 718-904-4415, left 
PA info with Dawn.

-

Premarin Low Dose 0.45mg 12/23/2014
Called MDO @ 718-716-2229, left pa 
info with Nildra.

12/29/2014



Fluoxetine 90 mg 12/24/2014

Called MDO @ 718-716-4400, 
phone rang continuously, no 
answer. MD may be unavailable due 
to Christmas Eve. 

12/29/2014

Citalopram 20mg 12/29/2014

Called MDO @ 718-721-1500,  
informed MD that patient needs to 
be put on a higher strength of 
medication.

-

Diazepam 5mg 12/29/2014
Called MDO @ 718-470-7501, left 
PA info with Jenny

Zyprexa 5mg 12/29/2014
Called MDO @ 718-559-3300, left 
PA info with Despina.

1/2/2015

Tacrolimus 1mg/Azathioprine 
50mg

12/30/2014
Called MDO @ 212-305-0320, left 
PA info with Jamil.

-

Carbamazepine ER 400mg - - -

Tegretol XR 100mg - - -

Duloxetine HCL 30mg 1/2/2015

Called MDO @ 212-639-1800, 
informed MD that strength needed 
to be increased, left pharmacy 
phone number for new rx to be 
phoned in.

-

Diazepam 10mg 1/2/2015
Called MDO @ 718-448-3210,left PA 
info with Lorraine. 

1/8/2015

Duloxetine HCL 30mg 1/5/2015

Called MDO @ 845-778-6661,  
informed MD that strength needed 
to be increased, left pharmacy 
number for new rx to be phoned in. 
Spoke to Leeann.

-



Tacrolimus 1mg 1/5/2015
Called MDO @ 541-464-6258, left 
PA info with Alicia.

1/8/2015

Suprep Bowel Prep Kit 1/6/2015 - -

Diazepam 2mg 1/7/2015
Called MDO @ 212-305-2995, was 
informed  that an ER was called and 
could not leave PA info.

-

Cyclosporine 50mg 1/7/2015
Called MDO @ 212-305-7771, left 
vm with PA info.

-

Mycophenolate Mofetil 500mg 1/8/2015
Called MDO @ 516-562-3836, left 
vm with PA info.

1/12/2015

Escitalopram 5mg 1/9/2015

Called MDO @ 718-583-3060, 
informed Ingrid that MD need ed to 
change sig or up strength of 
medication due to MDD.

-

Trazodone 300mg 1/12/2015
Called MDO @ 917-485-2002, left 
PA info with Carla.

1/14/2015

Diazepam 5mg 1/12/2015 Called MDO @ 718-796-5300, 1/14/2015

Amitriptyline HCL 10mg 1/12/2015
Called MDO @ 718-918-8850, was 
told that patient has not been seen 
in the office in quite some time.

-



Tacrolimus 0.5mg/Tacrolimus 
1mg

1/12/2015
Called MDO @ 212-305-1305,  left 
PA info with Suhade

-

Tarceva 150mg 1/13/2015
Called MDO @ 212-305-3997, as per 
Elizabeth claim is being worked on.

1/15/2015

Oxaliplatin 100mg/20ml 1/14/2015
Called MDO @ 631-422-4545, left 
vm with PA info. 

-

Megace ES 625mg/5ml 1/14/2015
Called MDO @ 914-375-4433, left 
PA info with Melissa.

1/16/2015

Diazepam 5mg 1/14/2015
Called MDO @ 212-598-6305, left 
vm with PA info.

1/16/2015

Diazepam 5mg 1/16/2015
Called MDO @ 212-877-2833, left 
PA info with Rashma.

1/21/2015

Diazepam 5mg 1/16/2015
Called MDO @ 212-932-5169, left 
PA info with Charlette.

1/21/2015

Amitriptyline 10mg 1/20/2015
Called MDO @ 212-305-1710,  
unable to reach MD. No numbers 
are working.

Amitriptyline 25mg 1/20/2015
Called MDO @ 718-549-4267, left 
PA info with Tasha.

1/30/2015

Diazepam 5mg 1/22/2015
Called MDO @ 212-241-5315, left 
vm with PA info.

1/30/2015

Diazepam 5mg 1/22/2015
Called MDO @ 718-881-2700, left 
PA info with Aldana.

1/30/2015

Paroxetine ER 25mg - - -



Diazepam 5mg 1/23/2015
Callled MDO @ 212-750-1155, left 
PA info with Muhammed.

1/30/2015

Afinitor 5mg 1/28/2015
Called MDO @ 212-305-1945, left 
PA info with Veronica.

1/30/2015

Diazepam 2mg 1/28/2015
Called MDO @ 516-410-4015, left 
vm with PA info.

1/30/2015

Azathioprine 50mg 1/30/2015
Called MDO @ 845-561-7075, left 
vm with PA info.

2/2/2015

Fycoma 2mg 1/28/2015
Called MDO @ 212-305-1742, left 
PA info with Taimy.

-

Mycophenolate Mofetil 500mg 1/29/2015
Called MDO @ 516-562-3836, left 
vm with PA info.

2/2/2015

Escitalopram 5mg 1/29/2015

Called MDO @ 718-583-3060, 
informed Naralia that MD needs to 
change sig or up strength of 
medication due to MDD.

-

Trazodone 300mg 1/29/2015
Called MDO @ 718-920-8888, spoke 
to Jaqueline, currently being worked 
on.

Amitriptyline 10mg 1/30/2015
Callled MDO @ 212-305-4572, left 
PA info with Pamela R.

Mycophenolic Acid 360mg - - -

Diazepam 2mg 2/2/2015
Called MDO @ 718-784-1400, left 
PA info with Hilary.

Tacrolimus 1mg 2/2/2015
Called MDO @ 212-659-8086, left 
vm with PA info.

-

Venlafaxine 75mg ER - - -



Tacrolimus 1mg 2/4/2015
Called MDO @ 718-270-3169, left 
PA info with Heather.

2/9/2015

Amitriptyline Hcl 25mg 2/4/2015
Called MDO @ 646-596-7386, left 
PA info with John.

Tacrolimus 1mg/Mycophenolic 
Acid 360mg

- - -

Azathioprine 50mg 2/9/2015
Called MDO @ 718-858-3263, left 
message with PA info.

2/11/2015

Cymbalta 60mg 2/9/2015
Called MDO @ 845-342-4774, left 
PA info with Dorothy.

-

Sertraline 50mg 2/9/2015
Called MDO @ 914-235-4771, spoke 
to Noila, medication strength needs 
to be increased or sig changed.

-

Doxepin HCL 10mg 2/9/2015
Called MDO @ 718-886-1200, left 
vm with PA info.

2/11/2015

Diazepam 10mg 2/9/2015
Called MDO @ 718-684-2516, left Pa 
info with Vanessa.

2/11/2015

Cellcept 500mg 2/9/2015
Called MDO @ 212-305-1305, left 
vm with PA info.

-

Mycophenolate Mofetil 500mg 2/10/2015
Called MDO @ 212-305-1305, left 
vm with PA info.

-

Amitriptyline Hcl 25mg 2/10/2015

Called MDO @ 718-920-2273, 
unable to get connected to MD/MD 
staff, constantly placed on hold and 
bounced around.

Cyclosporine 25mg 2/11/2015
Called MDO @ 718-920-8748, left 
PA info with Diane.

-

Mycophenalate Mofetil 500mg 2/11/2015
Called MDO @ 718-250-8866, MD 
unavailable until Friday, no covering 
physician available.

2/17/2015



Citalopram 20mg 2/12/2015

Called MDO @ 718-721-1500,  
informed Jennifer that patient 
needs to be put on a higher strength 
of medication.

-

Paxil CR 25mg 2/12/2015
Called MDO @ 212-928-3900, left 
vm with PA info.

2/17/2015

Venlafaxine 75mg ER 2/12/2015 Called MDO @ 212-942-0043 -

Erbitox 100mg - - -

Tykerb 250mg 2/12/2015
Called MDO @ 212-305-1945. left 
PA info with Debbie.

-

Diazepam 5mg 2/12/2015
Called MDO @ 718-796-5300, left 
vm with PA info.

2/19/2015

Paroxetine ER 25mg 2/12/2015
Called MDO @ 718-589-2440, no 
answer, left on hold.

2/11/2015

Paroxetine ER 37.5mg 2/17/2015
Called MDO @ 718-842-1400, left 
PA info with MD.

2/23/2015

Cyclosporine 25mg/Cyclosporine 
100mg

2/17/2015
Called MDO @ 845-342-4774, left 
PA info with Astria

2/23/2015

Venlafaxine Er 75mg 2/17/2015
Called MDO @ 212-659-8726, left 
vm with PA info.

2/23/2015

Quetiapine fumarate 100mg 2/17/2015
Called MDO @ 631-509-6111, left 
unable to leave vm due to mailbox 
being full.

2/23/2015

Mirtazapine 15mg 2/19/2015
Called MDO @ 212-305-6262, left 
PA info with Mercedes.

2/23/2015

Perphenazine/Amitriptyline 25-
4mg

2/19/2015
Called MDO @ 914-395-1530, left 
PA info with Chris.

2/23/2015

Amitriptyline 25mg 2/19/2015
Called MDO @ 212-305-0144, left 
PA info with Michelle.

2/23/2015



Amitriptyline 10mg 2/19/2015

Called MDO @ 212-995-8666, 
phone number disconnected, no 
alternate phone number to be 
found.

-

Prograf 0.5mg 2/20/2015
Called MDO @ 845-565-8022, left 
PA with Jenna.

2/23/2015

Mycophenolate Mofetil 500mg 2/20/2015
Called MDO @ 631-654-8755, 
requested a fax be sent. 

-

Tacrolimus 0.5mg 2/23/2015
Called MDO @ 518-262-5623, left 
PA info with Sam.

-

Diazepam 10mg 2/23/2015
Called MDO @ 845-647-6400, left 
vm with PA info.

-

Diazepam 5mg 2/23/2015
Called MDO @ 212-523-6745, ER 
doesn't give Pas.

-

Diazepam 2mg 2/23/2015
Called MDO @ 631-586-2700, no 
answer, kept on hold.

2/26/2015

Vimpat 200mg 2/23/2015
Called MDO @ 516-239-1800, left 
PA info with Jackie.

-

Pristiq 50mg 2/24/2015
Called MDO @ 212-874-2724, left 
PA info with MD.

3/2/2015

Klonopin 0.5mg 2/24/2015
Called MDO @ 212-305-8669, left 
PA info with Jean.

-

Amitriptyline 10mg 2/25/2015
Callled MDO @ 212-927-3327, left 
PA info with receptionist.

3/2/2015

Paroxetine ER 25mg 3/2/2015
Called MDO @ 718-589-2440, left 
vm with PA info.

3/4/2015

Azathioprine 50mg 3/2/2015
Called MDO @ 914-668-1400, left 
PA info with Satu.

-

Sertraline 50mg 3/2/2015
Called MDO @ 914-235-4771, 
requested a PA form to be faxed.

Paroxetine ER 25mg 3/3/2015
Called MDO @ 718-842-1400, left 
PA info with MD.



Paroxetine ER 25mg 3/3/2015
Called MDO @ 631-665-8006, left 
PA info with Marlene.

-

Mycophenolate Mofetil 500mg 3/4/2015
Called MDO @ 845-565-8022, left 
PA info with Jennifer.

-

Venlafaxine 75mg ER 3/4/2015
Called MDO @ 845-615-8574, no 
answer.

Stivarga 40mg 3/4/2015
Called MDO @ 718-904-2900, no 
answer, call disconnects.

Prograf 1mg  3/5/2015
Called MDO @ 212-305-1305,  left 
PA info Myra.

-

Diazepam 5mg 3/5/2015
Called MDO @ 516-766-5000, left 
PA info with Smeera.

3/10/2015

Myophenolic Acid 360mg 3/6/2015
Called MDO @ 212-305-1305, 
requested a fax be sent.

-

Equetro 200mg 3/6/2015
Called MDO @ 212-543-3500, left 
vm with PA info.

3/10/2015

Vanlafaxine 37.5mg ER 3/9/2015
Called MDO @ 212-694-9200, left 
vm with PA info.

Trazodone 300mg 3/9/2015
Called MDO @ 718-579-2500, left 
PA info with Kim.

Doxepin 10mg 3/9/2015
Called MDO @ 718-886-78888, left 
PA info with Tracey.

Sertraline 50mg - - -

Methotrexate Sodium 25Mg/ml 3/10/2015
Called MDO @ 212-305-4308, left 
PA info with Liz.





Details
3rd Contact 

Date
Details

Resolution 
Date

- - - 7/28/2014

Contacted MD office (718-589-
2440) & left VM with Paula 
Negron to either change 
medication to a preferred or 
initiate a PA.

7/25/14
Sent PA initiation form to CVSC; 
denied MDO never responded

-

LM on MDO VM with PA info 7/29/14 Sent PA initiation form to CVSC 8/1/2014

Faxed the PA initiation 
information to Diane Barbarisi per 
her request (718-729-6189)

- - 7/24/2014

LM with samantha with PA 
number & info.

7/29/14

Sent PA initiation form to CVSC; 
MDO called will not get a PA since 
they are not there PCP.However 

MD called and provided 
information for a PA

-

 Mbr was on diff formula, inquired 
about that as per rochelle change 
in med. Faxed form over.

- - 7/21/2014

Lm with Mbr to contact us 
regarding script. Want to suggest 
that mbr take RX to PCP & have 
them get a PA or write other med

7/25/14
Sent PA initiation form to CVSC ; 

MD never responded
7/26/2014

- - - 7/22/2014

- - - 7/25/2014

- - - 7/22/2014

Sent Fax to CVSC to initiate PA. - - 7/28/2014

LM on VM with PA info for 
Catherine, also LM for member

8/4/14
Sent Fax to CVSC to initiate PA. 
Med denied not an approved 

indication
8/6/2014

LM with MDO again 8/4/14 Sent Fax to CVSC to initiate PA 8/5/2014

Tried again to get the PA, tried to 
LM @ a Vm but was full. Not sure 
if right person either

8/1/14
Sent Fax to CVSC to initiate PA; 
also LM for Mbr to contact us.

-



LM on VM on 718-240-6138, 
called 2nd # person said they will 
try to find an MD to call

8/4/14
Sent Fax to CVSC to initiate PA, 

Paid Claim
8/5/2014

Spoke with MD, she wrote 300mg 
to give the mbr only 2 pills instead 
of 3 but will continue with the 
150mg ( BID) 

- - 7/27/2014

 MDO@ 212-305-6354 LM for PA 
info;  fax212-305-6279

8/4/14 Sent Fax to CVSC to initiate PA 9/10/2014

- - - 8/5/2014

- - - 8/6/2014

- - - -

- - - 8/7/2014

8/13/14 Sent PA initiation to CVSC 8/15/2014

Sent Fax to CVSC to initiate PA 8/11/14
LM at MDO, could not reach 

someone. CVSC still trying to reach 
out also

8/14/2014

- - - 8/11/2014

- - - 8/12/2014

Called MDO @ 212-305-3535 LM 
on VM with PA info

8/15/14 Sent PA initiation to CVSC 8/17/2014

- - - 8/18/2014

- - - 8/18/2014

LM again with PA info, asked if 
there is a nurse I can LM with. Said 
would forward msg

8/22/14
LM on VM for mbr to call me back, 

maybe they could push MD
-

Tried to contact MD or a PA about 
info, txr 3 times then disconnected

8/22/14
LM on Mbrs VM to CMB, maybe 

PCP could get PA
-

Called MD @ 718-9204321, 
Operator had MD paged. No 
answer

8/25/14
Called Montifore again, txr to Psy 

Dept. gave PA info
-



PA denied, MD did not provide 
criteria. Spoke with Mbr to reach 
out to MD to get a 
redetermination.

Claim rerun on 08/26. Tired to 
reach out to MDO on hold/ phone 
disconnected. Called mbr, she will 

call MDO

-

- - - -

told mbr paid out of pocket by 
pharmacy

- - -

LM W/ PA info again. Tried to 
reach out to mbr also

8/29/14
again tried to reach out to MD 
office about PA. LM on VM for 

mbr too. 
-

- - - 8/28/2014

again tried to contact or LM, no 
one would take a message just 
kept transferring

8/29/14
Called 718-405-8040, transferred 
and put on hold/transferred till it 
disconnected

-

Called 212-562-4317, ED doc. On 
duty, paged. Did not answer and 
could not leave message

9/5/2014
New MD prescribed, transferred 

all over Bronx Lebanon Hosp. 
-

Person wanted to know why I was 
calling again, explained and gave 
info. Person said MD is very busy 
and will try.Called 718-693-1083

8/29/14
Faxed a blank CD form for the 

affintiy website to try to make it 
easier.

-

Lm again with Rep at 718-369-
0318, Said MD was busy and will 
F/U. 

09/05/14 Lm with Rep at 718-369-0318. -

paged MD, no answer. Would not 
take a message.

09/05/14
ED doctor, not on today, could not 
leave message

-

called MDO @ 718-920-2273; 
CLINIC C 4TH. LM with rep.

9/8/2014
called MDO @ 718-920-2273; 
CLINIC C 4TH. LM with rep.

-

- - - 9/5/2014

- - - 9/5/2014

LM on VM, not sure if MD or not. 
No name given.

9/9/2014 Transferred/put on hold 30 mins -

F/U with office. LM on VM 9/9/2014 LM with PA info again. -

F/U with office. LM on VM 9/9/2014 LM with Paat alt # 718-667-7500

MDO will discuss generic, filled 
epivir 08/25/14

- - 9/22/2014

PA approved - - 9/8/14



- - - 9/5/14

- - - 9/5/14

- - - 9/4/14

LM on VM, not sure if MD or not. 
No name given.

9/9/2014
transferred & disconnected 

multiple times. Very had to get 
MD. Or anyone

-

EMD doctor, not on call today 9/10/2014
on hold /transferred no response. 

Would not take a message
-

- - - -

- - - 9/9/2014

- - - 9/9/2014

QL issue, mbr got 15mg 2 wks ago. 
1.5 pills per day for both doses. 
Tried to call MDO @ 718-334-4000 
ext 3443.  could not leave a 
message

9/18/2014

QL issue, mbr got 15mg 2 wks ago. 
1.5 pills per day for both doses. 
Tried to call MDO @ 718-334-4000 
ext 3443.  could not leave a 
message

10/2/2014

LM w/ Recp. about PA @ 212-568-
6972

9/18/2014
LM w/ Recp. about PA @ 212-568-
6972

-

MDO initiaed a PA - - 9/17/2014

Called 718-945-6500 again, LM on 
VM. Not sure if MD or not no 
name

9/18/2014 put on hold and transferred -

- - - 9/16/14

Lm again 9/19/2014 Lm on VM with PA info . -

- - - 9/17/14
PA in august closed due to LOI. 
Tried to LM and ask to send 
criteria to CVS

9/19/2014 Lm on VM with PA info . -

Tried to speak to someone to 
explain. Had to leave message

9/19/2014
Spoke with front desk about wty 
limit issue, said will speak with MD

9/27/2014

- - - 9/22/14

LM on VM with PA info (718-231-
4334 txrd though)

9/25/14
LM on VM with PA info (718-231-
4334 txrd though)

-

LM with Rep, said Tenore will get 
to it

9/25/14
Lm with Rep again, said MD is 

working on it
-

- - 9/23/14-



Spoke with Office @ 718-525-5505 
and gave PA info again.

9/26/2014 LM again, recep. -

-
-

- - - 9/24/2014

- - - 9/26/2014

LM with Recp  with PA info @718-
716-4400

10/1/2014
would not take messageagain , 

said MD will work on it
-

- - - 9/26/2014

ED doctor, called the ED dept (718-
920-6626) and was transferred 
back and forth. Told  to try 
another day, could not help or 
take a message

10/1/2014
attempted to reach anyone that 
could/would take a message for 
MD. Lm with Mbr to contact me

-

- - - 9/30/2014

- - - -

- - - 10/8/2014

Called MD gave PA info, 10/1/2014
LM with Recp. Again. Told MD is 

working on it
10/14/2014

- - - 10/1/2014

- - - 9/30/2014

LM with Recp. To get MD PA info, 
called 718-796-5300

10/8/2014
faxing PA request to CVSC, office is 

not responding
-

Hospital PA, transferred 3x. Can 
not leave messages. Called main 
number(212) 939-3598 .

10/8/2014
Hospital PA, transferred 3x. No 
one will take a messages. Called 
main number(212) 939-3598 .

-

9/26/14
Tried to speak with someone, can 

only leave a message
LM on MA's line @ 212-740-6400



Spoke with MD again@ 212-305-
2569, Gave PA info

10/10/2014 Spoke with MD, will decrese dose -

- - - 10/10/2014

Transferred 9 times. called 718-
992-7669 about PA unable to 
reach anyone

10/14/2014
Tried to reach MDO to give PA 

info. Tranferred around, Faxed PA 
initation to CVSC

10/17/2014

LM with Recp  with PA info @718-
716-4400

10/15/2014
LM with Recp  with PA info @718-
716-4400

-

EMD doctor, not on call today. 
Would not take message. 718-589-
2440

10/15/2014
MD is part of EMD, could not leave 
message. 212-523-8158

-

Called MDO @ 718-589-2440. 
Recp took message

10/15/2014
Called MDO @ 718-589-2440 ( 
Stacey again). Said MD will get 
message

-

- - - 10/14/2014

spoke to md's office and patient 
was prescribed different 
medication. Pa no longer needed.

- - 10/20/2014

as per marlene pa is currently 
being worked on

- - 10/21/2014

- - -
- - -

left vm with PA information - - -

called for follw-up and left 
information with Amy.

11/7/2014
Called MDO @ 212-326-5720, left 
another message with operator.

-

Called MDO @ 212-305-1305, PA 
is still being worked on as per 
Mara.

11/4/2014 PA in place, Claim is too soon -

Called MDO @ 718-792-4121, left 
PA info with Phyllis.

11/4/2014
Called MDO @ 718-792-4121, LM 

for PA info
-

- - - -

10/20/2014



Called MDO @ 917-353-0609, md 
instructed PA info be left on vm.

11/7/2014
Called MDO @ 917-353-0609, left 

message, md unavailabe.
-

Called MDO @ 845-368-5029, md 
unavailablecan not leave msg.

11/4/2014
Called MDO @ 845-368-5029, md 
unavailable in ER.

-

11/6/2014

- - - 11/5/2014

- - - -

- - - 11/6/2014

- - - 11/8/2014

Called MDO @ 516-562-3836, 
calld for follow-up, left vm with PA 
info.

- - -

- - - 11/6/2014

- - - -

Called MDO @ 212-305-6589, 
made follow up attempt to check 
status, left vm with PA info.

- - 11/12/2014

Called MDO @ 866-633-8255, left 
PA info with Ishama.

11/13/2014
Called MDO @ 866-633-8255, left 
msg on VM

-

Called MDO @ 212-740-6400, 
made follow up attempt but 
mailbox is full.

11/13/2014
Called MDO @ 212-740-6400 
mailbox is full.

-

- - - 11/10/2014

Called MDO @ 212-927-3327, 
made follow up attempt, left PA 
info.

11/13/2014 LM again for PA info -

Called MDO @ 212-927-3327,  left 
Pa info with Pamela.

11/18/2014
Called MDO @  212-927-3327, 

made follow up attempt, was left 
on hold.

-

Called MDO @ 718-465-3000, left 
vm with PA info.

11/18/2014
Called MDO @ 718-465-3002, left 

PA info with Kiara.
-



Called MDO @ 718-563-0757, 
called for follow up, spoke to 
Rochelle and was informed that 
PA is still being worked on.

- - 11/19/2014

- - - 11/19/2014

Called MDO @ 718-589-2440, 
made follow up attempt, left vm 
with PA info.

11/24/2014
Called MDO @ 718-589-2440, left 

vm again 
-

Called MDO @ 718-542-0472, 
made follow up attampt, was told 
to phone back on Monday due to 
MD being unavailable.

11/24/2014
Called MDO and recep. Claims that 

they have no patient with name 
and DOB.

-

Called MDO @ 718-549-4267, 
spoke to Liza and was told it's 
being worked on.

12/1/2014
Called MDO @ 718-549-4267, left 

PA info again with Ingrid.
-

Called MDO @ 718-250-8866, 
spoke to Shawna, currently being 
worked on.

12/1/2014
Called MDO @ 718-250-8866, 
called for follow up and left PA 

info again with Shawna
-

Called MDO @ 718-716-4400, 
made follow-up attempt, mailbox 
is full.

12/1/2014

Called MDO @ 718-716-4400, 
called for follow up and was 
unable to leave a vm due to 

mailbox being full

-

Called MDO @ 212-724-7401, 
madde follow up attempt, left vm 
with PA info. 

12/1/2014
Called MDO @ 212-724-7401, 

called for follow up left vm with 
PA info

-

Called MDO @ 212-927-3327, 
made follow up attempt, unable 
to leave message because mailbox 
is full.

12/1/2014

Called MDO @ 212-927-3327, 
called for follow up and spoke to 
Tamara and said that she would 

contact the pharmacy.

-

Called MDO @ 718-933-1900, 
called for follow up, was told that 
it's currently being worked on

12/3/2014
Called MDO @ 718-933-1900, 

called for follow up, left PA info 
with Iris.

-

Called MDO @ 212-746-5700, MD 
unable to b e reached

12/3/2014
Called MDO @ 718-746-5700, 
phone number is no longer in 

service
-



Called MDO @ 845-342-4774, 
called for follow up,  spoke to 
Astria and was informed that she 
would try to speed up process.

12/5/2014

Called MDO @ 845-342-4774, 
called for follow up, PA info was 
forwarded to wrong MD and is 

going to be forwarded to correct 
MD, spoke to Savannah

-

Called MDO @ 718-325-9532, 
called for follow up to see If fax 
was received, fax wasn't received, 
sent another fax

12/5/2014

Called MDO @ 718-325-9532, 
called for follow up, fax not 

received because wrong number 
was given. Correct numbergiven 

and fax wqill be resent.

-

Called MDO @ 212-434-5680, 
called for follow up,  and was 
informed that info was forwarded 
to MD and is currently being 
worked on.

12/8/2014
Called MDO @ 212-434-5680, 

called for follow up, gave PA info 
to Angela.

-

- - - -

Called MDO @ 631-666-3939, 
called for follow up, spoke to 
Christine and it's currently being 
worked on.

Called MDO @ 516-616-6286, 
called for follow up, currently 
being worked on.

Called MDO @ 718-918-8700, 
called for follow up and wqas told 
that patient hasn't been seen in 
quite some time. Would forward 
info to MD.

- - -

Called MDO @ 718-716-2229, 12/19/2014
Called MDO @ 718-716-21229, 
called for follow up, left PA info 

with Claudette.
-

- - - -

Called MDO @ 212-927-3327, 
called for follow up, spoke to 
Tamara and it's currently being 
worked on.

12/19/2014

Called MDO @ 212-927-3327, 
called for follow up , spoke to 
Tamara and was infomed that 
authorization was given but no 

paid claim yet.

-



Called MDO @ 212-304-0096, 
called for follow up, spoke to 
Shirley and documents are going 
to be faxed today.

12/17/2014

Called MDO @ 212-304-0096, 
called for follow up,  spoke to 
Daniel and was informed that 

medication was denied.

-

Callled MDO @ 212-305-9758, 
called for follow up, leftr message 
with PA info.

Called MDO @ 212-927-3327, 
called for follow up, spoke to 
Tamara and it's currently being 
worked on.

12/22/2014

- - - -

- - - 12/16/2014

- - - 12/15/2014

Called MDO @ 718-920-2273, lef t 
on hold. No on ever picked up.

12/24/2014
Called MDO @ 718-920-2273, 

informed to send a fax.
-

Called MDO @ 718-292-0100, 
mailbox is full, unable to leave 
message.

12/29/2014
Called MDO @ 718-325-0700, left 
PA info with Keith to be passed on 

to designated person.
-

- - - 12/23/2014

- - - 12/21/2014

Called MDO @ 718-716-2229. 
called for follow up, left vm with 
PA info.

- - 12/31/2014



Called MDO @ 718-716-4400, 
called for follow up, MD on 
vacation until 01/10/2014, no 
answer after getting trasnsferred 
to the nurse's station.

1/2/2015

Called MDO @ 718-716-2229, 
called for follow up, and was 

informed that patient hasn't been 
seen in a year and needs to seen 

by MD.

-

- - - -

Called MDO @ 718-559-3300, 
called for follow up, MD is still 
waiting for a response from 
Caremark. Spoke to Janet.

- - - 12/31/2014

- - - 12/26/2014

- - - 12/26/2014

- - - -

Called MDO @ 718-448-3210, 
called for  follow up,  left Pa info 
with Carrie.

- - - -



Called MDO @ 541-464-6258, 
called for follow up, was informed 
that MD no longer practices in NY.

- - -

- - - -

- - - -

- - - 1/7/2015

Called MDO @ 516-562-3836, left 
vm with PA info.

1/14/2015
Called MDO @ 516-562-3836, 

called for follow up, left vm with 
Pa info.

-

- - - -

Called @ 917-485-2002, called for 
follow up to check status of PA, 
unable to leave vm due to mailbox 
being full.

Called MDO @ 718-796-5300, MD 
stated that a call was placed to 
insurance and claim was denied. 
Looking into Medhok to see what 
was reason for denial.

- - - -



- - - 1/13/2015

Called MDO @ 212-305-3997, 
called for follow up, as per 
Elizabeth PA was done.

- - 1/15/2015

- - - 1/15/2015

Called MDO @ 914-375-4433, 
called for follow up, currently 
being worked on.

1/21/2015
Called MDO @ 914-375-4433, 

called for follow up, left PA info 
with Jessica.

-

Called MDO @ 212-598-6305, 
called for follow up, left vm with 
PA info.

1/21/2015
Called MDO @ 212-598-6305, 

called for follow up, left vm with 
PA info.

-

Called MDO @ 212-877-2833, 
called for follow up,  as per Maria 
medication has been approved, 
waiting on paid claim.

- - -

Called MDO @ 212-932-5169, 
called for follow up, spoke to 
Evelyn and it's currently being 
worked on.

Called MDO @ 718-549-4267, 
called for follow up, spoke to 
Tasha, info would be forwarded to 
person that handles Pas.

- - - -

Called MDO @ 718-881-2700, 
called for follow up, left PA info 
with Dorsa.

- - - 1/19/2015



Called MDO @ 212-750-1155, 
called for follow up, spoke to 
Sadaf, was informed that claim is 
to go through No Fault insurance 
not primary insurance coverage.

- - -

Called MDO @ 212-305-1945, 
called for follow up, spoke to 
Deborah and was told that it's 
currently being worked on.

Called MDO @ 516-410-4015, 
called for follow up, left vm with 
PA info.

Called MDO @ 845-561-7075, 
called for follow up, physician 
unavailable.

- - - 1/28/2015

Called MDO @ 516-562-3836, 
called for follow up, left vm with 
PA info.

- - -

- - - -

- - - 2/2/2015

- - - 1/31/2015

- - - 2/2/2015



Called MDO @ 718-270-3169, 
called for follow up, left  PA info 
with Courtney.

- - - 2/6/2015

Called MDO @ 718-858-3263, 
called for follow up, left vm with 
PA info.

- - 2/13/2015

- - - 2/10/2015

- - - -

Called MDO @ 718-886-1200, 
called for follow up, was informed 
that patient is no longer in need of 
doxepin, spoke to Belinda.

- - -

Called MDO @ 718-684-2516, 
called for follow up, left Pa info 
with Vanessa.

- - - 2/8/2015

- - - -

- - - 2/11/2015

Called MDO @ 718-250-8866, left 
vm with PA info.

2/20/2015
Called MDO @  718-250-8866, 

called for follow up, left PA info 
with Shanna

-



- - - -

Called MDO @ 212-928-3900, left 
vm with PA info.

- - - 2/11/2015

- - - 2/11/2015

- - - 2/11/2015

Called MDO @ 718-796-5300, calle 
for follow up, left vm with PA info.

2/23/2015
Called MDO @ 718-796-5300, 

called for follow up, left vm with 
PA info.

-

Called MDO @ 718-589-2240, 

Called MDO @ 718-842-1400, left 
vm with PA info.

3/6/2015
Called MDO @ 718-842-1400, 

called for follow up, left vm with 
PA info.

-

Called MDO @ 845-342-4774, 
called for follow up, left PA info 
with Dorothy.

3/6/2015
Called MDO @ 845-342-4774, 

called for follow up, left PA info 
with Ashley.

-

Called MDO @ 212-659-8726, 
called for follow up, spoke to MD 
and was informed that patient  no 
longer sees him.

- - -

Called MDO @ 631-509-6111, left 
vm with PA info.

- - 2/25/2015

Called MDO @ 212-305-6262, 
called for follow up, lef t vm with 
PA info.

2/26/2015
Called MDO @ 212-305-6262, 

called for follow up, left vm with 
PA info.

-

Called MDO @ 914-395-1530, 
called for follow up, left PA info 
with Chris.

2/26/2015
Called MDO @ 914-395-1530, 

called for follow up, left PA info 
with Joanne.

-

Called MDO @ 212-305-0144, 
called for follow up, left PA info 
with Paula.

2/26/2015

Called MDO @ 212-305-0144, 
called for follow up, spoke to 

Paula, was told that PA is currently 
being worked on.

-



- - - -

Called MDO @ 845-565-8022, 
called for follow up, left PA info 
with Nicole.

2/26/2015
Called MDO @ 845-565-8022, 

called for follow up, MD replaced 
Prograf with Tacrolimus.

2/26/2015

- - - 2/19/2015

- - - 2/23/2015

- - - 2/23/2015

- - - -

Called MDO @ 516-938-0100, Staff 
is unable to find patient in their 
system.

- - -

- - - 2/24/2015

Called MDO @ 212-874-2724, no 
answer.

3/4/2015

Called MDO @ 212-874-2724, 
called for follow up, unable to 

leave vm due to not being sure if 
it's an MD's vm.

-

- - - 2/25/2015

Called MDO @ 212-927-3327, left 
on hold. 

3/4/2015
Called MDO @ 212-927-3327, 

called for follow up, lef t vm with 
PA info.

-

Called MDO  @ 718-589-2440, 
called for follow up, left vm with 
PA info.

- - - 3/3/2015



- - - 3/3/2015

- - - 3/4/2015

- - - 3/4/2015

Called MDO @ 516-766-5000, 
called for follow up, was informed 
that PA was denied, lorazepam 
was suggested as replacement, 
spoke to Smeera

- - -

- - - 3/5/2015

Called MDO @ 212-543-3500, 
called for follow up, left PA info 
Narcisa.

- - - 3/7/2015





Details

was billing wrong drug 
before

-

approved PA, PAID 
CLAIM

Claim Paid

-

claim paid

Claim denided, LOI

billed abilify 10mg

claim paid

BILLED GENERIC

Mbr has previous 
claims so criteria met

claim denied, DX is 
insomnia not anxiety

PA criteria Approved, 
LM for mbr

-



Pa approved

A Different 
formulation was 

previously prescribed

mbr brought rx back, 
cliam paid

Paid claim for Epivir

MDO called and got 
PA for both

-

MDO got a PA for 
both meds

Denied, LOI

refill too soon, filled 
08/28/14

MD will prescribe the 
total dosage in 2 

different strengths.

Called Pharmacy, PA 
approved

Denied, LOI

PA approved, PAID 
CLAIM

MD wrote 2 new 
scripts and rec'd paid 

claims

-

-

Mbr termed 08/31/14



-

-

-

-

Claim approved, mbr 
took RX back

-

-

-

-

-

-

PA in place.

MDO will discuss with 
mbr brand vs generic

-

-

MD wrote for generic 
paid claim

Paid Claim



Pharmacy back billed, 
to keep fill dates the 

same.

PA in place, claims 
paided

75 & 150mg doses, 
paid claims

-

-

-

Paid Claim

PA denied, must try 
lorazepam first. 

Paid claim for 7.5mg 
30/30

mbr termed 09/30/14

PA active, paid claim

-

Paid claim

-

Paid claim

-

new dosage

paid claim for covered 
dose

-

-

MD rewrote new RX's 
for generics instead of 



-

-
-

MD called in a 
corrected script.

Claim Paid

-

Claim Paid

-

called Pharmacy to get 
Paid Claim

Mbr termed 09/30/14

Claim paid

PA in Place, Called 
Pharmacy to process

Called Pharmacy to 
get a paid claim

Paid Claim, 
venlafaxine

claim denied, DX is 
insomnia not anxiety

-

    
    

DAW



-

Called Pharmacy, 
claim paid

case was closed due to 
member not having 

correct diagnosis 
required for 

medication by FDA

-

-

-

Spoke with Mbr to 
bring rx back to 

pharmacy, check later 
for paid cliam

md switched 
medication to 

prednisoe, benadryl, 
and allegra

PA approved, PAID 
CLAIM

case was closed due to 
member not having 

correct diagnosis 
required for 

medication by FDA

-

Lm with pharmacy to 
reprocess claim on 

11/01/14. claim paid 
on 11/11/2014

-

claim denied, DX is 
insomnia not anxiety

both medications 
were paid claims.



-

-

Paid claim
MD is changing 
medication to 

Metformin 1000mg.
Ribapak 400-400 paid 

on 10/27/14

 paid claims.

Paid Claims

PA denied, off label 
use

 paid claims.

-

Paid Claim

Paid claim on 
11/20/2014

-

paid claim

-

-

-



MD switched 
medication to 

Trazodone 50mg.

paid claim on 
11/15/2014

-

-

-

-

-

MD prescribed 
Topiramate 50mg 

180/30ds

Tamara is going to 
contact pharmacy

-

-



-

-

-

-

paid claim on 
12/04/2014

- -

- -

paid claim

-



medication was 
denied.

paid claim

MD is going to up the 
dosage instead of 

chnaging the 
directions.

both medications 
were paid claims.

MD wrote rx for 
higher strength

-

-

paid claim as per Raj

PA apprved, claim 
back dated.

paid claim on 
12/31/2014



-

-

both medications 
were paid claims.

paid claim on 
12/26/2014 (refill too 

soon)

paid claim on 
12/26/2014 (refill too 

soon)

-

-



was informed that 
patient needs to find a 
PCP in NY due to MD 
no longer practiicing 

in NY.

coverage terminated

ER stated that patient 
has to see PCP in 

order for PA to get 
started on. ER doesn't 

do PA's.

Paid claim on 
01/07/2015

-

-

-



both medications 
were paid claims.

Paid claim.

paid claim.

-

-

-

patient paid cash.

paid claim 01/19/2015



-

paid claim on 
01/28/2015

member terminated 
on 01/31/2015

-

piad claim

paid claim on 
01/31/2015

paid claim under 
transition fill.



Both claims paid on 
02/06/2015

paid claim on 
02/13/2015

paid claim for generic 
on 02/10/2015

-

MD discontinued 
Doxepin and switched 

to hydroxyzine.

paid claim on 
02/08/2015

paid claim for brand 
name drug on 
02/08/2015

paid claim on 
02/11/2015

-



-

paid claim on 
02/11/2015

paid claim on 
02/11/2015

paid claim on 
02/11/2015

-

-

-

-

paid claim on 
02/25/2015

-

-

-



-

MD discontinued 
Prograf and replaced 

with Tacrolimus.

paid  claim on 
02/19/2015

paid claim on 
02/23/2015

paid claim on 
02/23/2015

- -

- -

paid claim on 
02/24/2015

-

paid claim on 
02/25/2015

-

paid claim 03/03/2015



paid claim on 
03/03/2015

paid claim on 
03/04/2015

paid claim on 
03/04/2015

medication was 
denied. Lorazepam 
was suggested as 

replacement.

paid claim on 
03/05/2015

paid claim on 
03/07/2015



DTRRD/MSUME

Any missing 
dates means no 

report 
Generated

Timeframe Reviewed Reviewer Date Completed Findings Y/N Comments

3/1-03/03/14 AF
03/03/14

N

03/04/14 AF 03/04/14 N
03/05/14 AF 03/05/14 N
03/06/14 AF 03/06/14 N
03/07/14 AF 03/07/14 N

3/8-03/09/14 AF 03/10/14 N
03/11/14 AF 03/11/14 N
03/12/14 AF 03/12/14 N
03/13/14 AF 03/13/14 N
03/14/14 AF 03/14/14 N
03/15/14 AF 03/17/14 N
03/18/14 AF 03/18/14 N
03/19/14 AF 03/19/14 N
03/20/14 AF 03/20/14 N
03/21/14 AF 03/21/14 N

3/22-03/23/14 AF 03/24/14 N
03/25/14 AF 03/25/14 N
03/26/14 AF 03/26/14 N
03/27/14 AF 03/27/14 N
03/28/14 AF 03/28/14 N

3/29-03/30/14 AF 03/31/14 N
04/01/14 AF 04/01/14 N
04/02/14 AF 04/02/14 N
04/03/14 AF 04/03/14 N
04/04/14 AF 04/04/14 N

4/5-04/08/14 AF 04/08/14 N OUT
04/09/14 AF 04/09/14 N
04/10/14 AF 04/10/14 N
04/11/14 AF 04/11/14 N
04/12/14 AF 04/14/14 N
04/15/14 AF 04/15/14 N
04/16/14 AF 04/16/14 N
04/17/14 AF 04/17/14 N
04/18/14 AF 04/18/14 N
04/19/14 AF 04/21/14 N
04/20/14 AF 04/21/14 N
04/22/14 AF 04/22/14 N
04/23/14 AF 04/23/14 N

4/26-04/27/14 AF 04/28/14 N
04/29/14 AF 04/29/14 N



04/30/14 AF 04/30/14 N
05/01/14 AF 05/01/14 N
05/02/14 AF 05/02/14 N
05/03/14 AF 05/05/14 N
05/04/14 AF 05/05/14 N
05/06/14 AF 05/06/14 N
05/07/14 AF 05/07/14 N
05/08/14 AF 05/08/14 N
05/09/14 AF 05/09/14 N
05/10/14 AF 05/12/14 N
05/13/14 AF 05/13/14 N
05/14/14 AF 05/14/14 N
05/15/14 AF 05/15/14 N
05/16/14 AF 05/16/14 N

5/17-05/18/14 AF 05/19/14 N
05/20/14 AF 05/20/14 N
05/21/14 AF 05/21/14 N
05/22/14 AF 05/22/14 N
05/23/14 AF 05/23/14 N

5/24-05/27/14 AF 05/27/14 N
05/28/14 AF 05/28/14 N
05/29/14 AF 05/29/14 N
05/30/14 AF 05/30/14 N
05/31/14 AF 06/02/14 N
06/03/14 AF 06/03/14 N
06/04/14 AF 06/04/14 N
06/05/14 AF 06/05/14 N
06/06/14 AF 06/06/14 N
06/07/14 AF 06/09/14 N
06/08/14 AF 06/09/14 N
06/10/14 AF 06/10/14 N
06/11/14 AF 06/11/14 N
06/12/14 AF 06/12/14 N
06/13/14 AF 06/13/14 N
06/14/14 AF 06/16/14 N
06/17/14 AF 06/17/14 N
06/18/14 AF 06/18/14 N
06/19/14 AF 06/19/14 N
06/20/14 AF 06/20/14 N

6/21-06/22/14 AF 06/23/14 N
06/24/14 AF 06/24/14 N
06/25/14 AF 06/25/14 N
06/26/14 AF 06/26/14 N
06/27/14 AF 06/27/14 N

6/28-06/29/14 AF 06/30/14 N
07/01/14 AF 07/01/14 N
07/02/14 AF 07/02/14 N



07/03/14 AF 07/03/14 N
7/4-07/05/14 AF 07/07/14 N

07/08/14 AF 07/08/14 N

07/09/14 AF 07/09/14 N

07/10-07/17/14 AF 07/17/14 N vacation
07/18/14 AF 07/18/14 N

7/19-07/20/14 AF 07/21/14 N
07/22/14 AF 07/22/14 N
07/23/14 AF 07/23/14 N

07/24/14 AF 07/24/14 N

07/25/14 AF
07/25/14

N

7/26-07/27/14 AF 07/28/14 N
07/29/14 AF 07/29/14 N
07/30/14 AF 07/30/14 N
07/31/14 AF 07/31/14 N
08/01/14 AF 08/01/14 N

8/2-08/03/14 AF 08/04/14 N
08/05/14 AF 08/05/14 N
08/06/14 AF 08/06/14 N
08/07/14 AF 08/07/14 N
08/08/14 AF 08/08/14 N
08/09/14 AF 08/11/14 N
08/12/14 AF 08/12/14 N
08/13/14 AF 08/13/14 N
08/14/14 AF 08/14/14 N
08/15/14 AF 08/15/14 N
08/16/14 AF 8/18/2014 N
08/19/14 AF 8/19/2014 N

8/20-08/21/14 AF 08/21/14 N was out
08/22/14 AF 08/22/14 N

8/23-08/24/14 AF 08/25/14 N
08/26/14 AF 08/26/14 N
08/27/14 AF 08/27/14 N

8/28/2014 AF 8/28/2014 N
08/29/14 AF 08/29/14 N

8/30-09/05/14 AF 09/05/14 N
09/06-09-07/14 AF 09/08/14 N

09/09/14 AF 09/09/14 N
09/10/14 AF 09/10/14 N

9/11/2014 AF 9/11/2014 N
9/12/2014 AF 9/12/2014 N

9/13-09/16/14 AF 09/16/14 N
9/17/2014 AF 9/17/2014 N
09/18/14 AF 09/18/14 N



09/19/04 AF 09/19/14 N
09/20-09/21/14 AF 09/22/14 N

9/23/2014 AF 9/23/2014 N
9/24/2014 AF 9/24/2014 N
9/25/2014 AF 9/25/2014 N
9/26/2014 AF 9/26/2014 N

09/27-09/28/14 AF 09/29/14 N
9/30/2014 AF 9/30/2014 N
10/01/14 AF 10/01/14 N
10/02/14 AF 10/02/14 N

10/3/2014 AF 10/3/2014 N
10/04/14 AF 10/06/14 N

10/7/2014 AF 10/7/2014 N
10/8/2014 AF 10/8/2014 N
10/09/14 AF 10/09/14 N
10/10/14 AF 10/10/14 N
10/11/14 AF 10/13/14 N
10/12/14 AF 10/13/14 N
10/14/14 AF 10/14/14 N
10/15/14 AF 10/15/14 N
10/17/14 AF 10/17/14 N

10/18-10/23/2014 AF 10/23/14 N
10/24/14 AF 10/24/14 N

10/25-10/26/2014 AF 10/25-10/26/14 N
10/29/14 AF 10/28-10/29/14 N
10/31/14 AF 10/30-10/31/14 N
11/02/14 AF 11/01-11/02/14 N
11/04/14 AF 11/04/14 N
11/06/14 AF 11/5-11/06/14 N
11/07/14 AF 11/07/14 N
11/08/14 AF 11/08/14 N
11/12/14 AF 11/12/14 N
11/16/14 AF 11/16/14 N

11/18/2014 AF 11/18/2014 N
11/23/2014 AF 11/19-11/23/14 N
11/25/2014 AF 11/25/2014 N
11/26/2014 AF 11/26/2014 N
12/2/2014 AF 11/27-12/02/14 N
12/3/2014 AF 12/3/2014 N
12/4/2014 AF 12/4/2014 N
12/5/2014 AF 12/5/2014 N
12/6/2014 AF 12/6/2014 N

12/11/2014 AF 12/11/2014 N
12/14/2014 AF 12/13-12/14/14 N
12/18/2014 AF 12/18/2014 N
12/19/2014 AF 12/19/2014 N
12/21/2014 AF 12/20-12/21/2014 N



12/23/2014 AF 12/23/2014 N
12/24/2014 AF 12/24/2014 N
12/26/2014 AF 12/25-12/26/14 N
12/28/2014 AF 12/27-12/28/14 N
12/30/2014 AF 12/30/2014 N

1/4/2015
AF

12/30/14-01/04/15
YES /NO

SEAMLESS ENROLLMENT
1/6/2014 AF 1/6/2014 N

1/10/2015 AF 01/08-01/10/15 N
1/13/2014 AF 1/13/2014 N
1/14/2015 AF 1/14/2015 N
1/15/2015 AF 1/15/2015 N
1/20/2015 AF 01/16-01/20/15 N
1/21/2015 AF 1/21/2015 N
01/22/15 AF 01/22/15 N

1/25/2015 AF 01/23-01/25/15 N
01/27/15 AF 01/27/15 N
01/28/15 AF 01/28/15 N
01/29/15 AF 01/29/15 N
01/30/15 AF 01/30/15 N
2/3/2015 AF 1/31-02/03/15 N 3 files
02/04/15 AF 02/04/15 N
02/05/15 AF 02/05/15 N
2/6/2015 AF 2/6/2015 N
2/7/2015 AF 2/9/2015 N

2/10/2015 AF 2/10/2015 N
2/11/2015 AF 2/11/2015 N
2/13/2015 AF 2/13/2015 N

02/14-02/17/15 AF 2/17/2015 N 3 files
02/18/15 AF 02/18/15 N

02/19-02/20/15 AF 2/20/2015 N
02/21-02/22/15 AF 2/23/2015 n
02/24-02/25/15 AF 2/25/2015 N

2/26/2015 AF 2/26/2015 N
2/27/2015 AF 2/27/2015 N

02/28-03/01/15 AF 3/2/2015 N
3/3/2015 AF 3/3/2015 N

3/04-3/5/15 AF 3/5/2015 N
3/6-3/11/15 AF 3/11/2015 N 5 files

AF
AF
AF
AF
AF
AF









Eligibilty Load file

Date of Report Reviewer Date Completed

07/04/14
AF

7/7/2014
07/05/14 AF 7/7/2014
07/06/14 AF 7/7/2014
07/07/14 AF 7/7/2014
07/08/14 AF 7/8/2014
07/09/14 AF 7/9/2014
07/10/14 AF 7/17/2014
07/11/14 AF 7/17/2014
07/12/14 AF 7/17/2014
07/13/14 AF 7/17/2014
07/14/14 AF 7/17/2014
07/15/14 AF 7/17/2014
07/16/14 AF 7/17/2014
07/17/14 AF 7/17/2014
07/18/14 AF 7/18/2014
07/19/14 AF 7/21/2014
07/20/14 AF 7/21/2014
07/21/14 AF 7/21/2014
07/22/14 AF 7/22/2014
07/23/14 AF 7/23/2014
07/24/14 AF 7/24/2014
07/25/14 AF 7/25/2014
07/26/14 AF 7/28/2014
07/27/14 AF 7/28/2014
07/28/14 AF 7/28/2014
07/29/14 AF 7/29/2014
07/30/14 AF 07/30/14
07/31/14 AF 7/31/2014
08/01/14 AF 8/1/2014
08/02/14 AF 8/4/2014
08/03/14 AF 8/4/2014
08/04/14 AF 8/4/2014
08/05/14 AF 8/5/2014
08/06/14 AF 8/6/2014
08/07/14 AF 8/7/2014
08/08/14 AF 8/8/2014
08/09/14 AF 8/11/2014
08/10/14 AF 8/11/2014
08/11/14 AF 8/11/2014
08/12/14 AF 8/12/2014



08/13/14 AF 08/13/14
08/14/14 AF 8/14/2014
08/15/14 AF 08/15/14
08/16/14 AF 8/18/2014
08/17/14 AF 8/18/2014
08/18/14 AF 8/18/2014
08/19/14 AF 8/19/2014
08/20/14 AF 8/21/2014
08/21/14 AF 8/21/2014
08/22/14 AF 8/22/2014
08/23/14 AF 8/25/2014
08/24/14 AF 8/25/2014
08/25/14 AF 8/25/2014
08/26/14 AF 8/26/2014
08/27/14 AF 8/27/2014
08/28/14 AF 8/28/2014
08/29/14 AF 8/29/2014
08/30/14 AF 9/4/2014
08/31/14 AF 9/4/2014
09/01/14 AF 9/4/2014
09/02/14 AF 9/4/2014
09/03/14 AF 9/4/2014
09/04/14 AF 9/4/2014
09/05/14 AF 9/5/2014
09/06/14 AF 9/8/2014
09/07/14 AF 9/8/2014
09/08/14 AF 9/8/2014
09/09/14 AF 9/9/2014
09/10/14 AF 9/10/2014
09/11/14 AF 9/11/2014
09/12/14 AF 9/12/2014
09/13/14 AF 9/16/2014
09/14/14 AF 9/16/2014
09/15/14 AF 9/16/2014
09/16/14 AF 9/16/2014
09/17/14 AF 9/17/2014
09/18/14 AF 09/18/14
09/19/14 AF 9/19/2014
09/20/14 AF 9/22/2014
09/21/14 AF 9/22/2014
09/22/14 AF 9/22/2014
09/23/14 AF 9/23/2014
09/24/14 AF 9/24/2014
09/25/14 AF 9/25/2014
09/26/14 AF 9/26/2014
09/27/14 AF 9/29/2014
09/28/14 AF 9/29/2014



09/29/14 AF 9/29/2014
09/30/14 AF 9/30/2014
10/01/14 AF 10/1/2014

10/02/14 AF 10/2/2014
10/03/14 AF 10/3/2014
10/04/14 AF 10/6/2014
10/05/14 AF 10/6/2014
10/06/14 AF 10/6/2014
10/07/14 AF 10/7/2014

10/08/14 AF 10/8/2014

10/25/14 AF 10/27/2014
10/26/14 AF 10/27/2014
10/27/14 AF 10/27/2014
10/28/14 AF 10/28/2014
10/29/14 AF 10/29/14
10/30/14 AF 10/30/14
10/31/14 AF 10/31/14
11/01/14 AF 11/03/14
11/02/14 AF 11/03/14
11/03/14 AF 11/03/14
11/04/14 AF 11/04/14
11/05/14 AF 11/05/14
11/06/14 AF 11/06/14
11/07/14 AF 11/07/14
11/24/14 AF 11/24/14

11/25/2014 AF 11/25/2014
11/26/14 AF 11/26/14

11/25-12/02/12 AF 12/02/14
12/03/14 AF 12/03/14
12/04/14 AF 12/4/2014
12/05/14 AF 12/5/2014

12/06-12/08/14 AF 12/8/2014
12/09/14 AF 12/09/14
12/10/14 AF 12/10/14
12/24/14 AF 12/24/2014

12/25-12/26/14 AF 12/26/2014
12/27-12/29/14 AF 12/29/2014

12/30/14 AF 12/30/2014
12/31-01/2/14 AF 1/2/2014

01/03-01/05/14 AF 1/5/2014
01/06/15 AF 1/6/2015
01/07/15 AF 01/07/15
01/08/15 AF 01/08/15
01/09/15 AF 01/09/15



01/10-01/12/15 AF 1/12/2015
01/13/15 AF 01/13/15
01/14/15 AF 01/14/15
01/15/15 AF 01/15/15
01/16/15 AF 01/16/15

1/17-01/19/2015 AF 1/20/2015
01/20/15 AF 1/20/2015
01/21/15 AF 01/21/15
01/22/15 AF 01/22/15
01/23/15 AF 01/23/15

1/24-01/26 AF 1/26/2015
01/27/15 AF 01/27/15
01/28/15 AF 01/28/15
01/29/15 AF 01/29/15
01/30/15 AF 01/30/15

01/31-02/02/15 AF 02/03/15
02/03/15 AF 02/03/15
02/04/15 AF 02/04/15
02/05/15 AF 02/05/15
02/06/15 AF 2/6/2015

02/07-02/09/15 AF 2/9/2015
02/10/15 AF 2/10/2015

2/11/2015 AF 2/11/2015
02/12/15 AF 02/12/15

2/13/2015 AF 2/13/2015
02/14-02/17/15 AF 2/17/2015

02/18/15 AF 02/18/15
02/19-02/20/15 AF 2/20/2015
02/21-02/23/15 AF 2/23/2015

02/24/15 AF 02/24/15
02/25/15 AF 02/25/15

2/26/2015 AF 2/26/2015
2/27/2015 AF 2/27/2015

02/28-03/02/15 AF 3/2/2015
03/03-3/10/15 AF 3/11/2015











Comments
2 mbrs , elig listed start of 07/01 and 
08/01

1 mbr listed, inactve ( confirmed)

2 files
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
""
1 file
1 file
4 files ( 2 from 08/04 , after 5pm)
2 files
2 files
2 files
2 files
2 files
2 files
" "



" "
" "
" "



 1 file
 1 file
after 90 days, review 1st wk & last wk of 
month
3 files
 1 file
 1 file
 1 file
 1 file
12 FILES TOTAL. ONLY 1 MEDICARE, 
OTHERS QHP
elig error, sent email ( issue begina around 
the 16th)
elig error, sent email
elig error, sent email
elig error, sent email
elig error, sent email
elig error, sent email
error fixed, may occur again
 1 file
 1 file
 1 file
 1 file
 1 file
 1 file
 1 file



email'd TMG 433 records rejected. 

MLK day

out

off; presidents day



Weekly Monitoring 
Summary 

Type of Monitoring
Timeframe 
Reviewed

Reviewer
Qty 

Review'd/Total
Date Completed 

Findings 
Y/N

TF Paid
4/18/2013-
04/24/2013

AML 4/25/2013 N

TF Monitoring
4/21/2013-
04/27/2013

AML 4/29/2013 N

Medhok Weekly
4/29/2013-
5/5/2013

AML 5/8/2013 N

TF Paid
4/25/2013-
5/1/2013

AML 5/2/2013 N

TF Monitoring
4/28/2013-
05/04/2013

AML 5/6/2013 N

Medhok Weekly
5/6/2013-
5/12/2013

AML 5/15/2013 N

TF Paid 5/2/2013-5/8/2013 AML 5/9/2013 N

TF Monitoring
5/5/2013-
5/11/2013

AML 5/13/2013 N

Medhok Weekly
5/13/2013-
5/19/2013

AML 5/22/2013 N

TF Paid
5/9/2013-
5/15/2013

AML 5/16/2013 N

TF Monitoring
5/12/2013-
5/18/2013

AML 5/20/2013 N

Medhok Weekly
5/20/2013-
5/26/2013

AML 5/29/2013 N

TF Paid
5/16/2013-
5/22/2013

AML 5/23/2013 N

TF Monitoring
5/19/2013-
5/25/2013

AML 5/28/2013 N

Medhok Weekly
5/27/2013-
6/2/2013

AML 6/5/2013 N

TF Paid
5/23/2013-
5/29/2013

AML 5/30/2013 N

TF Monitoring
5/26/2013-
6/1/2013

AML 6/3/2013 N

Medhok Weekly 6/3/2013-6/9/2013 AML 6/12/2013 N

TF Paid
5/30/2013-
6/5/2013

AML 6/6/2013 N

TF Monitoring 6/2/2013-6/8/2013 AML 6/10/2013 N

TF Paid
6/6/2013-
6/12/2013

AML 6/13/2013 N



TF Monitoring
6/9/2013-
6/15/2013

AML 6/18/2013 N

TF Paid
06/13/2013-
06/19/2013

AML 6/20/2013 N

TF Monitoring
6/16/2013-
6/22/2013

AML 6/24/2013 N

TF-Paid
6/20/2013-
6/26/2013

AML 6/28/2013 N

TF Monitoring
6/23/2013-
6/29/2013

AML 7/1/2013 N

TF-Paid
6/27/2013-
7/3/2013

AML 7/5/2013 N

TF Monitoring
6/30/2013-
7/6/2013

AML 7/10/2013 N

TF-Paid
7/4/2013-
7/10/2013

AML 7/12/2013 N

TF-Monitroing
7/7/2013-
7/13/2013

AML 7/15/2013 N

TF-Paid 7/11-7/17/2013 AML 7/19/2013 N

TF-Monitroing
7/14/2013-
7/20/2013

AML 7/22/2013 N

TF-PAID 7/18-7/24/2013 AML 7/26/2013 N

TF-Monitroing
7/21/2013-
7/27/2013

AML 7/29/2013 N

TF-PAID 7/25-7/31/2013 AML 8/2/2013 N
TF-Monitroing 7/28-8/3/2013 AML 8/7/2013 N

TF-Paid 8/1/2013-8/7/2013 AML 8/9/2013 N

TF-Monitroing
8/4/2013-
8/10/2013

AML 8/12/2013 N

TF-Paid
8/8/2013-
8/14/2013

AML 8/16/2013 N

TF-Monitroing
8/11/2013-
8/17/2013

AML 8/20/2013 N

TF-Paid
8/15/2013-
8/21/2013

AML 8/23/2013 N

TF-Monitroing
8/18/2013-
8/24/2013

AML 8/26/2013 N

TF-Paid
8/22/2013-
8/28/2013

AML 9/3/2013 N

TF-Monitroing
8/25/2013-
8/31/2013

AML 9/3/2013 N

TF-Paid
8/29/2013-
9/4/2013

AML 9/6/2013 N

TF-Monitroing 9/1/2013-9/7/2013 AML 9/9/2013 N



TF-Paid
9/5/2013-
9/11/2013

AMl 9/13/2013 N

TF-Monitroing
9/8/2013-
9/14/2013

AML 9/16/2013 N

TF-Paid
9/12/2013-
9/18/2013

AML 9/20/2013 N

TF-Monitroing
9/15/2013-
9/21/2013

AML 9/23/2013 N

TF-Paid
9/19/2013-
9/25/2013

AML 9/27/2013 N

TF-Monitroing
9/22/2013-
9/28/2013

AML 9/30/2013 N

TF-Paid
9/26/2013-
10/2/2013

AML 10/4/2013 N

TF-Monitroing
9/29/2013-
10/5/2013

AML 10/9/2013 N

MSUME/TRR 10/01-10/7/2013 AML 10/11/2013 N

TF-Paid
10/3/2013-
10/9/2013

AML 10/11/2013 N

TF-Monitroing
10/6/2013-
10/12/2013

AML 10/14/2013 N

TF Letter 11/24-11/30/13 AF 12/4/2013 N

MSUME/TRR
10/8/2013-
10/14/2013

AML 11/5/2013 N

TF Letter 12/01-12/07/2013 AF 12/10/2013 N
MSUME/TRR 11/25/2013 AG 12/13/2013 N

MSUME 1/1/2014 AF 1/2/2014
MSUME 1/5/2014 AF 1/6/2014
MSUME 1/14/2014 AF 1/14/2014
MSUME 1/20/2014 AF 1/20/2014
MSUME 2/3/2014 AF 2/3/2014
MSUME 2/11/2014 AF 2/11/2014
MSUME 3/4/2014 AF 3/4/2014
MSUME 3/18/2014 AF 3/18/2014
MSUME 3/25/2014 AF 3/25/2014
MSUME 4/10/2014 AF 4/10/2014
MSUME 4/28/2014 AF 4/28/2014
MSUME 5/15/2014 AF 5/15/2014
MSUME 5/20/2014 AF 5/20/2014

TF TAT weekly
TF LTR TAT 12/08-12/14/13 AF 12/18/2013 n

TF LTR TAT 12/15/-12/22/2013 AF 12/27/2013 N

TF LTR TAT 12/22-12/28/2013 AF 1/14/2014 N



TF LTR TAT 12/29/13-01/04/14 AF 18 total 1/14/2014 N

TF LTR TAT 01/05-01/11/14 AF 63 total 1/14/2014 N

TF LTR TAT 01/12-01/18/14 AF 58 total 1/21/2014 N
TF LTR TAT 01/19-01/25/2014 AF 52 total 1/29/2014 N

TF LTR TAT 01/26-02/01/2014 AF 40 total 2/4/2014 Y

TF LTR TAT 02/02-02/08/2014 AF 50 total
02/11-

02/14/2014
Y

TF LTR TAT 02/09-02/15/2014 AF 61 total 2/18/2014 N
TF LTR TAT 02/16-02/22/2014 AF 36 total 2/25/2014 N
TF LTR TAT 02/23-02/28/2014 AF 33 total 3/11/2014 N
TF LTR TAT 03/02-03/08/2014 AF 54 total 3/11/2014 N
TF LTR TAT 03/09-03/15/14 AF 53 total 3/18/2014 N
TF LTR TAT 03/16-03/22/2014 AF 46 total 3/25/2014 N
TF LTR TAT 03/23-03/29/2014 AF 60 total 4/7/2014 N
TF LTR TAT 03/30-04/05/2014 SY 48 total 4/8/2014 N
TF LTR TAT 04/06-04/12/2014 AF 28 total 4/15/2014 N
TF LTR TAT 04/13-04/19/2014 AF 39 total 4/23/2014 N
TF LTR TAT 04/20-04/26/14 AF 18 total 4/29/2014 N
TF LTR TAT 04/27-05/03/14 AF 26 total 5/7/2014 N
TF LTR TAT 05/04-05/10/2014 AF 35 total 5/15/2014 N
TF LTR TAT 05/11-05/17/2014 AF 11 total 5/20/2014 N
TF LTR TAT 05/18-05/24/2014 AF 19 total 5/29/2014 N
TF LTR TAT 05/25-05/31/14 AF 29 total 6/5/2014 N
TF LTR TAT 06/01-06/07/2014 AF 28 total 6/12/2014 N
TF LTR TAT 06/08-06/14/2014 AF 30 total 6/18/2014 N
TF LTR TAT 06/15-06/21/2014 AF 27 total 6/25/2014 N
TF LTR TAT 06/22-06/28/2014 AF 18 total 7/1/2014 N
TF LTR TAT 06/29-07/05/2014 AF 25 total 7/9/2014 N
TF LTR TAT 07/06-07/12/2014 AF 36 total 7/17/2014 N
TF LTR TAT 07/13-07/19/2014 AF 24 total 7/22/2014 N
TF LTR TAT 07/20-07/26/2014 AF 21 total 7/29/2014 N
TF LTR TAT 07/27-08/02/2014 AF 29 total 8/5/2014 N
TF LTR TAT 08/03-08/09/2014 AF 22 total 8/12/2014 N
TF LTR TAT 08/10-08/16/14 AF 29 total 8/19/2014 N
TF LTR TAT 08/17-08/23/14 AF 21 total 8/26/2014 N
TF LTR TAT 08/24-08/30/2014 AF 26 total 9/5/2014 N
TF LTR TAT 08/31-09/06/14 AF 17 total 9/16/2014 N
TF LTR TAT 09/07-09/13/14 AF 21 total 9/16/2014 N
TF LTR TAT 09/14-09/20/14 AF 19 total 9/25/2014 N
TF LTR TAT 09/21-09/27/2014 AF 26 total 9/30/2014 N
TF LTR TAT 09/28-10/04/2014 AF 19 total 10/10/2014 N
TF LTR TAT 10/05-10/11/2014 AF 23 total 10/14/2014 N
TF LTR TAT 10/12-10/18/2014 KJ 30 total 10/23/2014 N



TF LTR TAT 10/19-10/25/2014 KJ 20 total 10/28/2014 N
TF LTR TAT 10/26-11/01/14 KJ 23 total 11/4/2014 N
TF LTR TAT 11/02-11/08/14 KJ 13 total 11/11/2014 N
TF LTR TAT 11/09-11/15/2014 KJ 23 total 11/19/2014 N
TF LTR TAT 11/16-11/22/2014 KJ 27 total 11/26/2014 N
TF LTR TAT 11/23-11/29/2014 KJ 24 total 12/2/2014 N
TF LTR TAT 11/30-12/06/2014 KJ 23 total 12/9/2014 N
TF LTR TAT 12/07-12/13/2014 KJ 18 total 12/19/2014 N
TF LTR TAT 12/14-12/20/14 AF 22 total 12/23/2014 N
TF LTR TAT 12/21-12/27/2014 KJ 15 total 12/30/2014 N
TF LTR TAT 12/28-01/03/2015 KJ 15 total 1/7/2015 N
TF LTR TAT 01/04-01/10/2015 KJ 81 total 2/10/2015 N
TF LTR TAT 01/11-01/17/2015 KJ 87 total 1/20/2015 N
TF LTR TAT 01/18-01/24/2015 KJ 92 total 1/27/2015 N
TF LTR TAT 01/25-01/31/2015 KJ 72 total 2/4/2015 N
TF LTR TAT 02/01-02/07/2015 KJ 77 total 2/10/2015 N
TF LTR TAT 02/08-02/14/2015 KJ 63 total 2/18/2015 N
TF LTR TAT 02/15-02/21/2015 KJ 67 total 2/25/2015 N
TF LTR TAT 02/22-02/28/2015 KJ 80 total 3/3/2015 N
TF LTR TAT 03/01-03/07/2015 KJ 102 total 3/10/2015 N

MEDHOK

letter determination 8/1/13-8/31/13 AF 10/16/2013 N

letter determination 09/1/13-9/30/13 AF 10/16/2013 N

letter determination 09/30-10/06/2013 AF 10/21/2013 N
letter determination 10/07-10/13/2013 AF 10/21/2013 N
letter determination 10/14-10/20/2013 AF 10/23/2013 N
letter determination 10/21-10/27/2013 AF 11/1/2013 N
letter determination 10/28-11/03/2013 AF 11/6/2013 n
letter determination 11/4/-11/10/2013 AF 11/13/2013 N
letter determination 11/11-11/17/2013 AF 11/20/2013 N
letter determination 11/18-11/24/2013 AF 11/27/2013 N



letter determination 12/02-12/08/2013 AF 12/12/2013 N
letter determination 12/09-12/15/2013 AF 12/19/2013 Y
letter determination 12/16-12/22/2013 AF 12/27/2013 N
letter determination 12/23-12/29/2013 AF 1/6/2014 N

letter determination
12/30/13-

01/05/2014
AF 1/8/2014 N

letter determination 01/06-01/12/2014 AF 5 of 12 1/15/2014 N
letter determination 01/13-01/19/2014 AF 5 of 17 1/26/2014 N
letter determination 01/20-01/26/14 AF 5 of 12 1/29/2014 N
letter determination 01/27-02/02/2014 AF 5 of 23 2/5/2014 N
letter determination 02/03-02/09-2014 AF  5 of 15 2/11/2014 N
letter determination 02/10-02/16/2014 AF 6 of 22 2/19/2014 N
letter determination 02/17-02/23/2014 AF 5 of 18 2/26/2014 N
letter determination 02/24-03/02/2014 AF 7 of 28 3/13/2014 N
letter determination 03/03-03/09/2014 AF 7 of 24 3/13/2014 N
letter determination 03/10-03/16/14 AF 5 of 21 3/19/2014 N
letter determination 03/17-03/23/2014 AF 6 of 32 3/27/2014 N
letter determination 03/24-03/30/14 AF 6 of 18 4/1/2014 N
letter determination 03/31-04/06/2014 SY/AF 6 of 21 4/9/2014 Y
letter determination 04/07-04/13/2014 AF 5 of 13 04/17/204 N
letter determination 04/14-04/20/2014 AF 7 of 28 4/23/2014 N
letter determination 04/21-04/26/2014 AF 5 of 17 5/1/2014 N
letter determination 04/28-05/04/14 AF 6 of 28 5/8/2014 N
letter determination 05/05-05/11/14 AF 9 of 34 5/16/2014 Y
letter determination 05/12-05/18/2014 AF 7 of 22 5/21/2014 N
letter determination 05/19-05/25/2014 AF 8 of 28 5/29/2014 N
letter determination 05/26-06/01/2014 AF 4 of 8 6/4/2014 N
letter determination 06/02-06/08/2014 AF 8 of 19 6/12/2014 N
letter determination 06/09-06/15/2014 AF 5 of 12 6/18/2014 N
letter determination 06/16-06/22/2014 AF 6 of 19 6/25/2014 N

letter determination 06/23-06/29/2014 AF 4 of 13 7/1/2014 N

letter determination 06/30-07/06/2014 AF 5 of 12 7/8/2014 N
letter determination 07/07-07/13/2014 AF 7 of 26 7/17/2014 N
letter determination 07/14-07/20/14 AF 6 of 26 7/23/2014 N
letter determination 07/21-07/27/2014 AF 5 OF 19 7/30/2014 N
letter determination 07/28-08/03/2014 AF 6 of 15 8/5/2014 N
letter determination 08/04-08/10/2014 AF 6 of 34 8/13/2014 N
letter determination 08/11-08/17/2014 AF 6 of 24 8/21/2014 N
letter determination 08/18-08/24/2014 AF 4of 9 8/27/2014 N
letter determination 08/25-08/31/2014 AF 5 of 15 9/5/2014 N
letter determination 09/01-09/07/14 AF 6 of 19 9/10/2014 N
letter determination 09/08-09/14/14 AF 7 of 19 9/17/2014 N
letter determination 09/15-09/21/2014 AF 11 of 31 9/25/2014 N
letter determination 09/22-09/28/2014 AF 5 of 12 10/1/2014 N
letter determination 09/29-10/05/2014 AF 9 of 27 10/9/2014 N
letter determination 10/06-10/12/2014 KJ 7 of 24 10/15/2014 N



letter determination 10/13-10/19 KJ 6 of 13 10/23/2014 N
letter determination 10/20-10/26/2014 KJ 11 of 41 10/30/2014 N
letter determination 10/27-11/04/2014 KJ 9 of 32 11/6/2014 N
letter determination 11/05-11/09/14 AF 7 of 22 11/12/2014 N
letter determination 11/10-11/18/14 KJ 8 of 19 11/20/2014 N
letter determination 11/17-11/22/2014 KJ 12 of 12` 11/26/2014 N
letter determination 11/24/-11/30/2014 KJ 8 of 9 12/2/2014 N
letter determination 12/01-12/07/2014 KJ 5 of 5 12/10/2014 N
letter determination 12/08-12/14/2014 AF 7 of 17 12/17/2014 N
letter determination 12/15-12/21/14 AF 9 of 24 12/23/2014 N
letter determination 12/22-12/30/2014 KJ 10 of 10 12/31/2014 N
letter determination 12/29-01/04/2015 KJ 18 of 21 1/8/2015 N
letter determination 01/05/-01/11/2015 KJ 22 of 27 1/15/2015 N
letter determination 01/12-01/18/2015 KJ 9 of 33 2/5/2015 N
letter determination 01/19-01/25/2015 KJ 11 of 33 2/5/2015 N
letter determination 01/26-02/01/2015 KJ 12 of 31 2/5/2015 N
letter determination 02/02-02/10/2015 KJ 10 of 33 2/11/2015 N
letter determination 02/09-02/15/2015 KJ 10 of 31 2/20/2015 N
letter determination 2/16-02/22/15 AF 10 of 33 2/26/2015 N
letter determination 02/23-03/03/2015 KJ 10 of 23 3/5/2015 N

PDE pre-edit errors
PDE pre-edit errors AF NA 2/6/2014
PDE pre-edit errors AF NA 2/18/2014
PDE pre-edit errors AF NA 2/26/2014

PDE pre-edit errors AF NA 3/4/2014

PDE pre-edit errors AF NA 3/11/2014

PDE pre-edit errors AF NA 3/18/2014

PDE pre-edit errors AF NA 3/25/2014
PDE pre-edit errors AF NA 3/31/2014
PDE pre-edit errors AF NA 4/9/2014
PDE pre-edit errors AF NA 4/15/2014
PDE pre-edit errors AF NA 4/21/2014
PDE pre-edit errors AF NA 4/28/2014
PDE pre-edit errors AF NA 5/5/2014
PDE pre-edit errors AF NA 5/12/2014
PDE pre-edit errors AF NA 5/19/2014
PDE pre-edit errors AF NA 5/27/2014
PDE pre-edit errors AF NA 6/3/2014



PDE pre-edit errors AF NA 6/12/2014
PDE pre-edit errors AF NA 6/17/2014

PDE pre-edit errors AF NA 6/24/2014 Y

PDE pre-edit errors AF NA 7/1/2014

PDE pre-edit errors AF NA 7/9/2014
PDE pre-edit errors AF NA 7/14/2104
PDE pre-edit errors AF NA 7/28/2014
PDE pre-edit errors AF NA 8/6/2014
PDE pre-edit errors AF NA 8/12/2014
PDE pre-edit errors AF NA 8/19/2014
PDE pre-edit errors AF NA 8/25/2014
PDE pre-edit errors AF NA 9/2/2014
PDE pre-edit errors AF NA 9/8/2014
PDE pre-edit errors AF NA 9/15/2014
PDE pre-edit errors AF NA 9/22/2014
PDE pre-edit errors AF NA 9/30/2014
PDE pre-edit errors AF NA 10/7/2014
PDE pre-edit errors AF NA 10/14/2014
PDE pre-edit errors AF NA 10/21/2014
PDE pre-edit errors AF NA 10/28/2014
PDE pre-edit errors AF NA 11/4/2014
PDE pre-edit errors AF NA 11/11/2014
PDE pre-edit errors AF NA 11/18/2014
PDE pre-edit errors AF NA 11/25/2014
PDE pre-edit errors AF NA 12/2/2014
PDE pre-edit errors AF NA 12/11/2014
PDE pre-edit errors AF NA 12/17/2014
PDE pre-edit errors AF NA 12/23/2014
PDE pre-edit errors AF NA 12/30/2014
PDE pre-edit errors AF NA 1/6/2015
PDE pre-edit errors AF NA 1/14/2015
PDE pre-edit errors AF NA 1/20/2015
PDE pre-edit errors AF NA 1/27/2015
PDE pre-edit errors AF NA 2/3/2015
PDE pre-edit errors AF NA 2/11/2015
PDE pre-edit errors AF NA
PDE pre-edit errors AF NA
PDE pre-edit errors AF NA
PDE pre-edit errors AF NA



Report (Y/N) & Date
Date CAP 

Issued
Comments

Y-4/25/2013 N

Y-4/28/2013 N

Y-5/7/2013 N

Y-5/2/2013 N

Y-5/5/2013 N

Y-5/14/2013 N

5/9/2013 N

Y-5/12/2013 N

Y-5/21/2013 N

Y-5/16/2013 N

Y-5/19/2013 N

Y-5/28/2013 N

Y-5/23/2013 N

Y-5/26/2013 N

Y-6/4/2013 N

Y-5/30/2013 N

Y-6/2/2013 N

Y-6/11/2013 N

Y-6/6/2013 N

Y-6/9/2013 N

Y-6/13/2013 N



Y-6/16/2013 N

Y-6/20/2013 N

Y-6/23/2013 N

Y-6/20-6/26/2013 N

Y-6/30/2013 N

Y-6/27-7/3/2013 N

Y-7/7/2013 N

Y-7/4-7/10/2013 N

Y-7/14/2013 N

Y-7/11-7/17/2013 N

Y-7/21/2013 N

Y-7/18-7/24/2013 N

Y-7/28/2013 N

Y-7/25-7/31/2013 N
Y-8/4/2013 N

8/1/2013-8/7/2013 N

8/11/2013 N

8/8/2013-8/14/2013 N

8/18/2013 N

8/15/2013-
8/21/2013

N

8/25/2013 N

8/22/2013-
8/28/2013

N

9/1/2013 N

8/29/2013-9/4/2013 N

9/8/2013 N



9/5/2013-9/11/2013 N

9/15/2013 N

9/12/2013-
9/18/2013

N

9/22/2013 N

9/19/2013-
9/25/2013

N

9/29/2013 N

9/26/2013-
10/2/2013

N

10/6/2013 N

10/01-10/7/2013 N
10/3/2013-
10/8/2013

N No data for 10/9/2013

10/13/2013 N

Y11/24-11/30/13 N
10/8/2013-
10/14/2013

N

12/01-12/07/2013 N
11/25/2013 N

12/08-12/14/13 n

12/15/-12/22/2013 N

12/22-12/28/2013 N
waited for TF paid claims reports that were missing  for dec 21st and 
dec 24th, delayed all reports



12/26/13-01/04/14 N
waited for TF paid claims reports that were missing  for dec 21st & 
dec 24th, saved in 2014 folder. Missing Jan 2nd report. Aaron B 
aware

01/05-01/11/14 N
waited for TF paid claims reports that were missing  for dec 21st & 
dec 24th, Reports delayed

01/12-01/18/14 N
01/19-01/25/2014 N

01/26-02/01/2014 N 1 member is missing a tf letter. Not a full D/S so inquired to CVS

02/02-02/08/2014 N
Missing TF paid reports for 01/31 & 02/01 of 2014. emailed aaron B 
and Jeremy. rec'd reports 02/14

02/09-02/15/2014 N
02/16-02/22/2014 N
02/23-02/28/2014 N Aaron out, delay.
03/02-03/08/2014 N

03/09-03/15/14 N
03/16-03/22/2014 N
03/23-03/29/2014 N Delayed
03/30-04/05/2014 N Saved in April folder
04/06-04/12/2014 N
04/13-04/19/2014 N

04/20-04/26/14 N
04/27-05/03/14 N

05/04-05/10/2014 N
05/11-05/17/2014 N
05/18-05/24/2014 N

05/25-05/31/14 N
06/01-06/07/2014 N
06/08-06/14/2014 N
06/15-06/21/2014 N
06/22-06/28/2014 N
06/29-07/05/2014 N
07/06-07/12/2014 N
07/13-07/19/204 N

07/20-07/26/2014 N
07/27-08/02/2014 N
08/03-08/09/2014 N

08/10-08/16/14 N
08/17-08/23/14 N

08/24-08/30/2014 N
08/31-09/06/14 N
09/07-09/13/14 N
09/14-09/20/14 N

09/21-09/27/2014 N
09/28-10/04/2014 N saved in Sept Folder

10/05-10/11/2014 N
10/12-10/18/2014 N



10/19-10/25/2014 N
10/26-11/01/14 N
11/02-11/08/14 N

11/09-11/15/2014 N
11/16-11/22/2014 N
11/23-11/29/2014 N

11/30-12/06/2014 N
12/07-12/13/2014 N

12/14-12/20/14 N
12/21-12/27/2014 N
12/28-01/03/2015 N
01/04-01/10/2015 N
01/11-01/17/2015 N
01/18-01/24/2015 N
01/25-01/31/2015 N
02/01-02/07/2015 N
02/08-02/14/2015 N
02/15-02/21/2015 N
02/22-02/28/2015 N
03/01-03/07/2015 N

Y-8/1/2013-8/3/2013 N

Y-9/1/2013-
9/30/2013

N

Y-9/30-10/06/2013 N
Y10/07-10/13/2013 N
Y10/14-10/20/2013 N
Y10/21-10/27/2013 N
Y10/28-11/03/2013 N
Y11/4-11/10/2013 N

Y11/11-11/17/2013 N
Y11/18-11/24/2013 N



Y12/02-12/08/2013 N
Y12/09-12/15/2013 N
Y12/16-12/22/2013 N
Y12/23-12/29/2013 N

Y12/30/13-
01/05/2014

N SAVED IN 2013 FOLDER

Y01/06-01/12/2014 N
Y01/13-01/19/2014 N

Y01/20-01/26/14 N
Y01/27-02/02/2014 N
Y02/03-02/09-2014 N
Y02/10-02/16/2014 N
y02/17-02/23/2014 N
Y02/24-03/02/2014 N
Y03/03-03/09/2014 N

Y03/10-03/16/14 N
Y03/17-03/23/2014 N

Y03/24-03/30/14 N
Y03/31-04/06/2014 N
Y04/07-04/13/2014 N
Y04/14-04/20/2014 N
Y04/21-04/26/2014 N

y04/28-05/04/14 N
Y05/05-05/11/14 N

Y05/12-05/18/2014 N
Y05/19-05/25/2014 N
Y05/26-06/01/2014 N
Y06/02-06/08/2014 N
Y06/09-06/15/2014 N
06/16-06/22/2014 N

06/23-06/29/2014 N All but 1 was an approval, General trend of solvaldi being approved

06/30-07/06/2014 N
07/07-07/13/2014 N

07/14-07/20/14 N
07/21-07/27/2014 N All either approved or dismissed
07/28-08/03/2014 N
08/04-08/10/2014 N only 1  RD, increase in dismissals
08/11-08/17/2014 N
08/18-08/24/2014 N all CD
08/25-08/31/2014 N

09/01-09/07/14 N
09/08-09/14/14 N

09/15-09/21/2014 N
09/22-09/28/2014 N
09/29-10/05/2014 N all PA/CD were approvals or dismissal.
10/06-10/12/2014 N



10/13-10/19/2014 N no tiering or quantity exceptions.
10/20-10/26/2014 N 24 out of 41 were for the same person.
10/27-11/04/2014 N

11/05-11/09/14 N
11/10-11/18/2014 N
11/17-11/22/2014 N
11/24-11/30/2014 N
12/01-12/07/2014 N

12/08-12/14/2014 N
12/15-12/21/14 N all but 1 was a CD; majority approved. 

12/22-12/30/2014 N
12/29-01/04/2015 N
01/05/-01/11/2015 N
01/12-01/18/2015 N
01/19-01/25/2015 N
01/26-02/01/2015 N
02/02-02/10/2015 N
02/09-02/15/2015 N
2/16-02/22/15 N 33 total, only 1 RD

02/23-03/03/2015 N 23 total, 1 RD

2/4/2014
2/18/2014 SAME REPORT AS 02/06-RESENT TO AARON B FOR REVIEW.
2/26/2014 SAME REPORT AS 02/06

3/4/2014
updated report, member's were active. could not review claims, from 
2013

3/11/2014 claims dropped off after submitting report to caremark for R&R

3/18/2014 gained claims but submitted R&r, claims will drop off b next week.

3/25/2014 see above
3/31/2014 down to 2 pages now, # of pages will vary.
4/9/2014 report increased, will continue to monitor

4/15/2014 same report as 04/09/2014
4/21/2014 Contains data from Jan 2013-Mar 2014
4/28/2014 Contains data from Jan 2013-Mar 2014
5/5/2014 Contains data from Jan 2013-Apr 2014

5/12/2014 same report at 05/05
5/19/2014 No issues, all ppl within active dates
5/27/2014 No issues, all ppl within active dates
6/3/2014 No issues, all ppl within active dates



6/12/2014 No issues, all ppl within active dates
6/17/2014 No issues, all ppl within active dates

6/24/2014 NA
not vaild PBP contract, increase in Pre-Edit wash. Wait and review 
next week

7/1/2014
not valid PBP contract, increase in Pre-Edit wash. Wait &review next 
wk *due to the DPPS process summary on hold till jul 31st

7/9/2014 Files cleaned up, down to 6 pages.
7/14/2104 Files cleaned up, down to 5 pages.
7/28/2014 Same
8/6/2014 Same

8/12/2014 down to 5 pages, includes 2013 data
8/19/2014 5 pages, last pg blank 2013 & 2014( 1pg only) data
8/25/2014 see above
9/4/2014 see above
9/8/2014 see above

9/16/2014 see above
9/22/2014 see above
9/30/2014 see above
10/7/2014 see above

10/14/2014 see above
10/21/2014 4 pages; last one blank, only 2013 data
10/28/2014 see above
11/4/2014 see above

11/11/2014 see above
11/18/2014 see above
11/25/2014 see above
12/2/2014 see above
12.11.2014 see above
12/17/2014 see above
12/22/2014 see above
12/30/2014 see above

1/6/2015 see above
1/14/2015 see above
1/20/2015 see above
1/27/2015 see above
2/3/2015 see above

2/11/2015 see above



Type of Monitoring
Timeframe 
Reviewed

Reviewer Date Completed Findings Y/N
Report (Y/N) & 
Date

Call Center Statistics 
Data: Member and 
Provider Help Desk

Apr-13 AML 5/9/2013 N Y-04/30/2013

Call Center Statistics 
Data: Member and 
Provider Help Desk

May-13 AML 6/4/2013 N Y-05/30/2013

EOB Accuracy  May-13 AML 6/11/2013 N Y-6/11/2013
Transition Letter 
Accuracy

May-13 AML 6/18/2013 N N

Medhok Monthly 
Workbook

May-13 AML 6/14/2013 N Y-6/14/2013

Call Center Top 5 
Reasons %

May-13 AML 6/4/2013 N Y-6/2/2013

Formulary Update on 
Website

Jun-13 AML 5/30/2013 NA NA

Formulary Update on 
Website

Jul-13 AML 7/1/2013 NA NA

Call Center Statistics 
Data: Member and 
Provider Help Desk

Jun-13 AML 7/9/2013 N Y-6/30/2013

Call Center Top 5 
Reasons %

Jun-13 Aml 7/9/2013 N Y-6/30/2013

Medhok Monthly 
Workbook

Jun-13 AML 7/15/2013 N Y-7/10/2013

Call Center Statistics 
Data: Member and 
Provider Help Desk

Jul-13 AML 8/7/2013 N Y-8/2/2013

Call Center Top 5 
Reasons %

Jul-13 AML 8/7/2013 N Y-8/2/2013

Medhok Monthly 
Workbook

Jul-13 AML 8/16/2013 N Y-8/15/2013

Formulary Update on 
Website

Aug-13 AML 7/31/2013 NA NA

Formulary Update on 
Website

Sep-13 AML 8/29/2013 NA NA

Call Center Top 5 
Reasons %

Aug-13 AML 9/4/2013 N Y-9/2/2013

Medhok Monthly 
Workbook

Aug-13 AML 9/13/2013 N Y-9/13/2013

Formulary Update on 
Website

Oct-13 9/30/2013 N NA



Call Center Statistics 
Data: Member and 
Provider Help Desk

13-Sep AML 10/9/2013 N Y-10/3/2013

Call Center Top 5 
Reasons %

13-Sep AML 10/9/2013 N Y-10/3/2013

Medhok Monthly 
Workbook

13-Sep AML 10/11/2013 N Y-10/11/2013

Formulary Update on 
Website

13-Nov AML 11/5/2013 N NA

Call Center Statistics 
Data: Member and 
Provider Help Desk

13-Oct AML 11/4/2013 N Y-11/4/2013

Call Center Top 5 
Reasons %

13-Oct AML 11/4/2013 N Y-11/4/2013

Medhok Monthly 
Workbook

13-Oct AML 11/13/2013 N Y-11/3/2013

Call Center Stats and Top 
5

13-Nov AML 12/10/2013 N Y-12/5/2013

Medhok Monthly 
Workbook-CDE

13-Nov AML 12/13/2013 N Y-12/13/2013

Call Center Stats and Top 
5

13-Dec AML 1/7/2014 N Y-1/7/2014

Medhok Monthly 
Workbook-CDE

13-Dec AML 1/15/2014 N Y-1/15/2014

Call Center Stats and Top 
5

14-Jan AML 2/5/2014 N Y-2/5/2014

Medhok Monthly 
Workbook-CDE

14-Jan AML 2/18/2014 N Y-2/6/2014

PFC File 14-Jan AML 2/3/2014 Y
MC Website Sub. 
Status

Formulary Update on 
Website and Submission 
Status

14-Jan AML 12/27/2013 N
PBM FTP and 
HPMS

Call Center Stats and Top 
5

14-Feb AML 3/4/2014 N Y-3/4/2014

PFC File 14-Feb AML 3/9/2014 N
MC Website Sub. 
Status

Medhok Monthly 
Workbook-CDE

14-Feb

Formulary Update on 
Website and Submission 
Status

14-Mar AML 2/28/2014 N
PBM FTP and 
HPMS



Call Center Stats and Top 
5

14-Mar AML 4/2/2014 Y Y-4/2/14

Call Center Stats and Top 
5

05/2014 AF 6/5/2014 N May 

PFC File 2015 submission NA AF 6/16/2014 Y

EOB Accuracy  05/2014 AF 6/24/2014 N May 

PFC File 2015 submission NA AF 6/26/2014 Y

PFC File 2015 submission NA AF 6/30/2014

Call Center Stats and Top 
5

06/2014 AF 7/9/2014

PFC File 2015 submission NA AF 7/21/2014

MSUME 06/2014 AF

Post ATBT report 06/2014 AF

EOB Accuracy  05/2014 AF 6/24/2014
MSUME 06/2014 AF 7/7/2014
EOB Accuracy  06/2014 AF 7/31/2014



Call Center Stats and Top 
5

07/2014 AF 8/5/2014

Monthly NTR Grievance 
report

07/2014 AF 8/11/2014 N

PCF File Submission ( 
monthly)

08/2014 AF 8/21/2014

EOB Accuracy  07/2014 AF 8/21/2014
Monthly NTR Grievance 
report

08/2014 AF 9/8/2014 N

MSUME 08/2014 AF 9/9/2014
Call Center Stats and Top 
5

08/2014 AF 9/9/2014

MSUME 09/2014 AF 9/25/2014
Post ATBT report 08/2014 AF 9/16/2014
EOB Accuracy  08/2014 AF 9/25/2014
Monthly NTR Grievance 
report

09/2014 AF 10/10/2014 N

Call Center Stats and Top 
5

09/2014 AF 10/14/2014

Post ATBT report 09/2014 AF 10/16/2014
MSUME 10/2014 af 11/4/2014
Monthly NTR Grievance 
report

10/2014 AF 11/6/2014 N

Call Center Stats and Top 
5

10/2014 AF 11/6/2014

LOI Report 10/2014 KJ 11/6/2014
IRE Report 10/2014 KJ 11/6/2014
CDA Provider Report Sep-14 KJ 11/6/2014
EOB Accuracy  Sep-14 KJ 11/10/2014
LOI Report 11/2014 af 12/3/2014
IRE Report 11/2014 AF 12/3/2014
EOB Accuracy  Oct-14 AF 12/5/2014
EOB Accuracy  Nov-14 AF 12/8/2014

Call Center Stats and Top 
5

11/2014 AF 12/5/2014

Excluded Provider report 12/2014 AF 12/17/2014

Hospice Claims report aug to december AF 12/26/2014

Monthly NTR Grievance 
report

12/2014 AF 1/14/2015

MSUME 12/2014 AF 2/3/2015
Call Center Stats and Top 
5

12/2014 AF/KJ 1/6/2015

Post ATBT report 12/2014 AF 1/6/2015



EOB Accuracy  12/2014 AF 2/9/2015

LOI Report
12/2014 AF 1/2/2015

IRE Report 12/2014 AF 1/23/2014
JANUARY

Excluded Provider report 01/2015 AF 1/21/2015

Monthly NTR Grievance 
report

01/2015 AF 2/12/2015

MSUME 01/2015 AF 2/3/2015

Call Center Stats and Top 
5

01/2015 AF 2/6/2015

Post ATBT report 01/2015 AF 1/21/2015
EOB Accuracy  01/2015 AF/KJ 2/18/2015
LOI Report 01/2015 AF 2/3/2015
IRE Report 01/2015 AF 2/3/2015
FEBRUARY
Monthly NTR Grievance 
report 02/2015 3/6/2015
MSUME 02/2015

Call Center Stats and Top 
5

02/2015
3/2/2015

Post ATBT report 02/2015 AF 2/18/2015
EOB Accuracy  02/2015

LOI Report 02/2015 AF
3/2/2015

IRE Report 02/2015

Excluded Provider report
02/2015 AF

2/25/2015

MARCH
Monthly NTR Grievance 
report
MSUME
Call Center Stats and Top 
5
Post ATBT report
EOB Accuracy  
LOI Report
IRE Report

Excluded Provider report



TF LETTER REVIEW ( 10 
letters)

Timeframe 
Reviewed

Reviewer Date Completed Findings Y/N
Report (Y/N) & 
Date

2014
JAN AF 5/29/2014 N 01/01-01/30/14
FEB AF 5/29/2014 N 02/01-02/28/14
MAR AF 5/29/2014 N 03/01-03/31/14
APR AF 5/29/2014 N 04/01-04/30/14
MAY AF 6/12/2014 N 05/01-05/28/14
JUNE AF 7/17/2014 N 05/29-06/26/14
JUL AF 8/11/2014 N 06/27-07/29/14
AUG AF 9/10/2014 N 07/30-08/27/14
SEPT AF 10/10/2014 N 08/28-09/27/14
OCT KJ 11/10/2014 N 09/29-10/29/14
NOV AF 12/10/2014 N 10/31-11/25/14
DEC AF 1/15/2015 N 11/26-12/29/14

2015 JAN - - - -

FEB
MAR
APR
MAY
JUNE
JUL 
AUG 
SEPT 
OCT
NOV
DEC

MedHok CD/RD
Timeframe 
Reviewed

Reviewer Date Completed Findings Y/N
Report (Y/N) & 
Date

2014 May AF 6/21/2014 N 05/2014



June AF 7/31/2014 N 06/2014
July AF 8/21/2014 N 07/2014

August AF 9/16/2014 N 08/2014

September AF 10/15/2014 N 09/2014
October AF 11/14/2014 N 10/2014
November AF 12/17/2014 N 11/2014

December
AF 1/23/2014 N

12/2014

2015 January AF 2/13/2014 N 01/2015
February
March 
April
May
June
July
August
September
October
November
December



Date CAP Issued Comments

N

N

N

N

N

N

NA

NA

N

N

N

N

N

N

NA

NA

N

N

N

Affinity website being revamped, some delays in postings. Submitted formulary 
to be updated on 09/30/2013  As of 10/9/13 current formulary still not up.  
Management notified, issue escalated internally. *Update, October formulary 
now live on website as of 10.11.13



N

N

N

N

N

N

N

N

N

N

N

N

N

N Rejected, then resubmitted and pass

N

N

N

N



Y-4/10/14

Abandonement Rate 8.5%; TSF30%= 79%- both of these are not compliant with 
CMS standards.  Caremark was notified on 4/2/14 to investigate, create a CAP 
and give root cause.  Reported finding to Director of Medicare Operations and 
Internal Compliance Officer.  On 4/3/14 asked that Caremark supply Affinity with 
daily reports of previous day's call center stats to monitor these two areas.  
Please see Call ABND sheet for daily stats monitoring abdn rate. On 4/10/14 
CRMK issued CAP stating that trainings and new staff caused issues with the 
service levels and abandonement rate.  Shareable call volume increased to 
leverage other call centers to answer calls when primary location is struggling to 
meet call demand.  Closer monitoring of daily call stats, so far April stats are 
good.  Will also monitor daily stats internally to ensure Caremark compliance to 
call center service expectations.

ABN% 0.9%; TSF30= 97.9%; HOLD=112 seconds; ASA= 20 seconds. All within our 
metrics.

Formulary submission ,result of CVS|Caremarks request to reopen the stage 1 
submission gates for outlier justifications only. CMS was notified and has 
confirmed that they will accept the revisions CVSC is currently submitting.

falls in line with our total Medicare members

Two communications were issued by PartDFormularies@cms.hhs.gove on June 
25th with subjects of:
• Resubmission Requested for Formulary
• Justification Request for Formulary
as per CVSC "All outlier justifications and/or formulary file resubmissions will be 
completed on your behalf by the stated deadline of 5:00 PM EDT on June 30, 
2014. An additional communication, along with any materials used to satisfy the 
requirements for the Stage 2 review, will be sent once all Stage 2 Review outlier 
justifications and/or file submissions are complete"

ABN=3.5%; TSF30= 95.9%; HOLD=127 seconds; ASA= 24 seconds. All within our 
metrics.
From CMS “Upon further review of your formulary file and supporting 
documentation CMS does not have any remaining concerns with your CY 2015 
submitted drug list and your formulary will receive conditional approval prior to 
the July limited update window.” From CVSC-Shortly after receiving this 
communication we did receive the anticipated Conditional Formulary Approval 
emails for all template formularies.  
same 2 mbrs
Rec'd file  on 07/17/14 with 8 members,  members were still with affinty. 1 was 
transferred out. See emails
falls in line with our total Medicare members
same 2 mbrs
falls in line with our total Medicare members



ABN=2.3%; TSF30= 95.5%; HOLD=105 seconds; ASA= 22 seconds. All within our 
metrics and an improvement from last month

no Grievances to report

FINAL 2014 Plan Comparison File Cycle 25 Standard Submission have been 
completed.  All files have been successfully received, format validated, and data 
validated
falls in line with our total Medicare members

no Grievances to report

same 2 mbrs, 1 termed 08/31/14
ABN=1.5%; TSF30= 97.1%; HOLD=132 seconds; ASA=30 seconds. ABN and TSF 
improved, longer long times. 
same 2 mbrs, 1 termed 08/31/14
only 1 mbr listed, still active with Affinity.
falls in line with our total Medicare members

no Grievances to report

ABN=0.9%; TSF30= 98.7%; HOLD=132 seconds; ASA=6 seconds. ABN and TSF 
improved, hold time is the same
1 mbr, for CY 2013. Forwarded to H5549
same 2 mbrs, 1 termed 08/31/14

no Grievances to report

ABN=4.0%; TSF30= 95.2%; HOLD=101 seconds; ASA=18 seconds. Busy/Dis =2

One case, redetermination. 
NO cases.
outreach for member, 1406M0146 glyburide, left message with Casey.
falls in line with our total Medicare members
1 case, later approved with full criteria
1 case, Maximus agreed with our CD and RD and denied the case
falls in line with our total Medicare members
falls in line with our total Medicare members

ABN=0.8%; TSF30= 92.8%; HOLD=106 seconds; ASA=27 seconds. Busy/Dis =1. 
Expected increase due to open enrollment and end of year requests

no providers to report. 

Report had taken a while to set up with CVS, going forward we will rec. this 
monthly. There were no rejected claims. 

no Grievances to report

no new mbrs to report
high call colume expected AB= 2.3% TSF30= 88% Hold= 120 ASA=37. This was 
expected but we still strive to stay compliant. 
Only transfer in to affinity



Dec Final mailing EOB
5 providers. 3 have  RD cases. Other 2 I tried to reach out to MDO, 1 I LM- other 
no VM available. 
blank

blank

no grievances to report

no new members 
high call volume ABN+ 3.9%; TSF30= 82.5%; HOLD= 113; ASA= 49.6. We have 
asked CVS to increase/decrease these numbers and to have a better overall 
score as per CMS regulations and their SLA. 
reports sent out and rec'd 2
mailing summary awaiting

no cases

none to report

ABN= 2.5%; TSF30= 85.5% avg ( some days were less than 80% ** Need 80% or 
higher everyday); HOLD= 72; ASA= 23.4. Overall the #'s are better but the 
TSF%30 is still not at SLA or CMS standard. 
only 2 were non-affinity members; emailed FIR@ CVS for some info

5 MD's. 1 has a RD, 2 only able to LM, 1 VM full, 1 txr 3x unable to reach anyone

1 provider, letter will be sent out to members effected. 15 claims total



Date CAP Issued Comments

N new monitoring as of may 2014 meeting with TSG
N new monitoring as of may 2014 meeting with TSG
N new monitoring as of may 2014 meeting with TSG
N new monitoring as of may 2014 meeting with TSG
N new monitoring as of may 2014 meeting with TSG
N
N
N
N
N
N
N

-
not done for this month as the letters were reviewed from the weekly report as 
part of the New CY monitoring that is done. 

Date CAP Issued Comments

N PA- RD 50/0 for upheld vs denial. Solvaldi  approved 83% of the time



N High approvals but only 1 Redetermination
N No Redetermination data

N Increase in LOI, mostly due to outreach for protected classes. Low RD's.

N RD-PA at 100%
N CD App/Den is 3:1; RD App/Den is 1:5
N harvoni is top drug, non form CD is top request reason.

N
66 total with an 80/20 apprval vs denial; top 20 is specialty. Only 2 RD and no 
IRE

N
Top drug was Harvoni; 112 requests only 7 were RD.  3:1 approval:denial ratio. 
Due to the non-LIS population tiering exception increased



Quarterly Monitoring Summary

Type of Monitoring
Timeframe 
Reviewed

Reviewer Date Completed Findings Y/N

2013 1Q Health Report- CDE, 
RD and GRV

Q1 2013 AML 5/29/2013 N

2013 Period 1 Affinity Health 
Report- Prompt Payment, LTC 
Utilization

Jan-June 2013 AML 8/14/2013 N

2013 2Q Health Report- CDE, 
RD and GRV

Q2 2013 AML 9/5/2013 N

2013 3Q Health Report- CDE, 
RD and GRV

Q3 2013 AML 11/27/2013 N

2013 Period 1 Affinity Health 
Report- Prompt Payment, LTC 
Utilization (Corrected)

Jan-June 2013 AML 3/14/2014

Y- CRMK 
Discovered a 
reporting error 
and corrected 
before 
resubmission 
deadline expired.

Part B only CD/RD cases Q1 2014 4/7/2014
2014 Q1 HI, LTC, Retail 
Pharmacy access

Q1 2013 AF/SY 5/20/2014

Part B only CD/RD cases Q2 2014 7/7/2014
Part B only CD/RD cases Q3 2014 AF/SY 8/5/2014



Report (Y/N) & 
Date

Date CAP Issued CMS Upload Info
Date of CMS 
Upload

5/29/2013 N 2/28/2014 NA

8/9/2013 N 8/31/2013 8/23/2013

8/29/2013 N 2/28/2014 NA

11/27/2013 N 2/28/2014 NA

3/14/2014 NA 3/31/2014 3/14/2014

NA NA

NA

NA NA
NA NA



Annually Monitoring  or 
Submission Summary

Type of Monitoring Submission Type
Timeframe 
Reviewed

Reviewer Date Completed 

Annual HPMS Submission 2013 AML 2/27/2014

Home Infusion Pharmacy 
Access Annual(1st Quarter 
Only)

Upload
1/1/2014 - 
3/31/2014

AF/SY 5/20/2014

LTC Pharmacy Access 
Annual(1st Quarter Only)

Upload
1/1/2014 - 
3/31/2014

AF/SY 5/20/2014

Retail Pharmacy Access 
Annual(1st Quarter Only)

Upload
1/1/2014 - 
3/31/2014

AF/SY 5/20/2014

LTC Utilization
Data Entry & 

Upload
1/1/2014 - 
6/30/2014

AF 8/14/2014

CD & RDs: Coverage 
Determinations & Exceptions

Data Entry
1/1/2014 - 

12/31/2014

CD & RD: Redeterminations Data Entry
1/1/2014 - 

12/31/2014

CD & RD: Reopenings
Data Entry & 

Upload
1/1/2014 - 

12/31/2014
Enrollment Verification 
Calls Data Entry

1/1/2014 - 
12/31/2014

Grievances - Part D Upload
1/1/2014 - 

12/31/2014

Organization Determinations & 
Reconsiderations

Data Entry & 
Upload

1/1/2014 - 
12/31/2014

Provider Payment Dispute 
Resolution Process

Data Entry
1/1/2014 - 

12/31/2014
Special Needs Plans (SNPs) 

Care Management
Data Entry

1/1/2014 - 
12/31/2014

Sponsors Receiving Pharmacy 
Access Waivers

Data Entry
1/1/2014 - 

12/31/2014

LTC Utilization
Data Entry & 

Upload
7/1/2014 - 

12/31/2014



Findings Y/N
Report (Y/N) & 

Date
Date CAP Issued

N NA NA

N Y NA

See emails from 
CVSC ( Alma 

regarding the 
submission

N Y NA

N Y NA

File in LTC 
utilization & HPMS 

Submission



Ad Hoc Monitoring Summary

Type of Issue/Or process 
change

Date of Issue Reviewer
Findings 

Y/N
Caremark Med D Line down for 

Affinity Members
08.19.13 Dept/AML Y

IRE Process Implemented at 
Caremark

09.03.13 AML N

Incorrect prompt Pay Report 
Prepared for CMS P1 2013 

submission
09.17.13 AML Y

Attended PBM (Caremark's) 
Med D roundtable

10/23/2013 AML NA

Site visit of Med D Call Center 10/24/2013 AML N

Operational Alert Notice 
496295

10/30/2013 AF Y

CMS audit for Part D mbrs on 
unbreakable package sized 

medications/ 
directions/dosage greater than 

the 30 day TF limit.

11/20/2013 AF
Y-See 

monitorin
g finds

FWA issue while calling mbrs 
for compliance

11/20/2013 AF Y

Med D Coverage 
Determinations/Appeals Site 

visit
11/22/2013 TL N

Verification of Compliance 
Certifications- CRMK Med D 

Call center
11/25/2013 AML N

Reviewed Testing for 2014 
Formulary (Part 1)

12/3/2013 AML N



Potential for Pharmacy Prior 
Authorization Delays

12/6/2013 TL NA

Operational Alert Notice 
496295

12/11/2013 AML NA

Formulary Preamble misprint 12/19/2013 AML Y

Reviewed Testing for 2014 
Formulary (Part 2)

12/23/2013 AML NA

BvD rejections, ongoing with 
Echo Pharmacy

12/18/2013 AF Y

Formulary adherence 
regarding Part D claims

1/7/2014 AF y

B vs D rejections ongoing AF Y

Lost Medication via Mail Order 1/14/2014 AF Y

HPMS memo from 1/14/14 1/17/2014 AF Y

Operational Alert 585440 1/17/2014 AF Y



HPMS memo from 1/14/14 1/17/2014 AF Y

CY 2012 Part D Validation 1/27/2014 AF/AML

Operational Alert 592547 1/27/2014 AF Y

Operational Alert 602011 1/29/2014 AF

 CY2014 TMPA-Acumen TF 
logic submission

2/6/2014 AF

Medicare Caremark Customer 
Service Calls

2/7/2014 AF/AML Y

Adherence outreach 2/12/2014 AF Y

Operational Alert 619376 2/13/2014 AF/AML Y



Operational Alert 608055 2/15/2014 AF

CMS non-compliance notice 2/18/2014 AML Y

CMS Formulary Resubmission 2/20/2014 AML

Acumen 2012 Part D PDE data 
validation

2/21/2014 AF

Acumen report- 2013 Non-NPI 
reporting

2/21/2014 AF



Acumen report- 2013 PDE 
Analysis

2/21/2014 AF

Non-NPI DEA errors 2/28/2014 AML

Affinity was selected for 2012 
CMS Financial Audit

3/5/2014 AML

Operational Alert 650696 3/10/2014 AF

Operational Alert 619376 3/12/2014 AML/AF



Operational Alert 581817 3/21/2014 AF

MTM Programs 04.07.14 AML/SBG

Operational Alert 684523 4/9/2014 AF/SY

Operational Alert 650696 4/24/2014 AF

HPMS memo from 04/28/14 4/30/2014 ALL

CMS request for Formulary and 
Benefit Monitoring

4/30/2014 AF



Operational Alert 704265 5/5/2014 AF

Operational Alert 712618 5/13/2014 AF

Operational Alert 726678 6/3/2014 AF

2013 PDE reconciliation PDE 
analyse

6/4/2014 AF

IRE cases for CY 2013 6/12/2014 AML/AF

Operational Alert 743349 6/16/2014 AF

Acumen- Prescriber NPI report 6/24/2014 AF



MTM Programs 6/30/2014 AML/AF Y

Operational Alert 757176 6/30/2014 AF

TMG eligibilty error 7/3/2014 AML/AF

Operational Alert 733917 7/10/2014 AF

CAP - File Elig issue 7/14/2014 AML

MTM Programs 7/17/2014 AF/AML

CY 2015 Formulary Submission 

7/17/2014 AML 

Returned Mail From member 7/17/2014 AF

Part D Audit Findings CDAG 7/21/2014 AML/AF

MTM Program for 2015 7/31/2014 AF



Formulary Submission for Sept 
2014

8/1/2014 AF/AML

Patient Safety Outlier Notice 8/7/2014 AF

Operational Alert 807507 8/15/2014 AF

Acument SPI Opioid qtrly 
reporting

8/21/2014 AF

Operational Alert 712461 8/21/2014 AF

Operational Alert 792331 8/21/2014 AF

Medication Claims bypassing 
PA edits

8/29/2014 LA ,AF ,AML

2009 PDE Exclsuion Process 9/8/2014 AF

Operational Alert 807507 9/25/2014 AF/AML



Contract Year 2014 Part D 
Formulary Administration 
Analysis (FAA) 10/9/2014 AF/CVS
CY 2015 MvA Formulary 
Review 10/31/2014 AF
Acumen SPI/OMS report 11/4/2014 AF

ESRD-Epoetin Agent Report 11/4/2014 AF

Operational Alert 890056 11/4/2014

AF

Operational Alert 935197 11/13/2014 AF

CVS testing 12/10/2014
AF/AML

period 1 LTCU report 12/15/2014 AF
CVS testing 12/16/2014 AF/AML
CVS Testing 12/24/2014 AF/AML

Operational Alert 1023414 12/30/2014 AF

Diabetic supplies/Mbr 
Grievance 1/12/2015 AML



Tier 3 coding issue 1/14/2015 ALL

Operational Alert 1023414 1/14/2015 AF

CVS customer service 1/14/2015 ALL

2014 PDE analysis 1/16/2015 AF

CY 2014 FAA 1/22/2015 AF

Operational Alert 1047497 2/4/2015 AF



Operational alert 1091656 2/6/2015 AF

Terminated Pharmacy- 
Member outreach. 2/12/2015 AF



Finding Details and Action Taken

Account Team at Caremark notified, phone line was unavailable, Caremark notified Affinity, member complaints 
came in, impact TBD
Caremark will now notify plan, via dept. email of any CDs/redeterm that may need to be forwarded to IRE for 
plan to decide if approval appropriate.

Issue report and CAP provided by Caremark, they will be reissuing P1 report for Prompt Pay for Affinity to 
resubmit. CAP Saved in shared Drive.

Caremark presented it's enhancements to process and programs for 2014.  Also highlighted the areas that will be 
different for 2014, including changes from 2014 call letter.  PBM seems prepared for 2014.  Staffing of call 
centers and PA departments seems appropriate.
Visited Med D call center in Sandy, Utah.  Call center is subcontracted to Xerox by Caremark.  Met with Call 
center management and also interviewed call reps and supervisor for knowledge of regulatory processes, 
including metrics.  Will make improvements to CIF (client information form) to help resource call center staff 
with more plan specific information.  In general, tools and resources seemed sufficient for staff to complete all 
Med D call center expectations, including regular trainings in compliance and soft skills.  Staff had a good 
understanding of empathy and seemed to be compassionate and interested in helping Med D members to the 
best of their abilities.  All staff interviewed had a clear understanding of Grievances and there seemed to be a 
good process in place for tracking and follow-up, staff is trained regularly on the differences between inquiries 
Daily Rejects-Prescriber inactive/expired for a large qty of claims. Came across the error and back checked 
previous claims.74 mbrs effected w/DOS from 10/26-10/28.Sent message to CVS regarding it and received 
Operational Alert-496295  about POS claim reject Prescriber ID and Susan @ CVS was notified. As of 10/31/13 
was told all pharmacies were called for reprocessing and issue is resolved.
CVS Caremark will use transition fill logic  to ensure a mbr receives a complete  transition supply of medication 
when the medication is available in unbreakable packaging and /or dosage/supply is less than or greater than 30 
days. In order to accommodate CMS’ request to allow claims to process in these situations, CVS will input 
overrides for their transition fill logic effective on or before December 1, 2013. CVS Caremark will include Long 
Term Care (LTC).  
Member filled 2 statin meds for 2 months together. 9/23 & 10/21 mbr filled both atorvastatin and simvastatin. 
Was told that mbr did not receive meds but in both cases we were initially billed. the 10/21 claim was reversed 
but not until 11/20 when I asked for it to be reversed if meds were not dispensed. LM with MD to follow up and 
AVP of Affinity's pharmacy management department did a site visit in Solon, OH.  No negative findings, 
established a line of communication between PA/Appeals center at Caremark and a contact at Affinity for any 
one-off member issues or clinical questions for the plan.  In general, site was organized and processes seemed to 
be working.  Pharmacists and technicians were interviewed from different areas for knowledge of compliance in 
CRMK Call center has signed copies of Medicare Compliance for staff upon request.  They were certified in the 
following: IT Security & Confidentiality-Completed Oct. 2013
URAC-Completed August 2013
CVS Caremark Firewall-Completed July 2013
Med-D Compliance-Completed May 2013

Having Caremark show additional testing scenarios for APAP accumulation, will cover other take always at Part 2 
session



notified by CVS Caremark that due to a sever ice storm in the south-central US, Caremark is may experience 
delays this afternoon in answering calls that Providers make to obtain a Prior Authorization for Medications.  
 They typically have their highest call volume on Fridays between 12 and 5 pm and they have a fair amount of 
staff out of the office.  They are taking all measures to prevent further delays including: Having their phones roll 
over to other locations located outside the area impacted by the storm; Leaving messages on their hold line on 
Analysis revealed that the majority of the impacted claims contained valid prescriber data and some of the 
taxonomy codes had been categorized incorrectly. The pharmacy needed to resubmit the claim with a 
Submission Clarification Code (SCC) in order for the claim to pay; otherwise, the claim may have been 
erroneously rejected. Email sent for CVS to outreach to pharmacies to get claims paid. 
Affinity's internal audit team, in conjunction with pharmacy management department, discovered an error in the 
preamble to the 2013 and 2014 Med D formularies.  Pharmacy Management Dept. is reviewing 2014 preamble, 
making corrections and Medicare operations will resubmit to HPMS.  Once HPMS approves, pharmacy 
management will repost to website with corrected preamble language and most recent formulary.** Update- 
Reviewed several more formulary testing scenarios including copays and B v D medications.  Will provide test 
beds for TF testing and incremental copays.
BvD claim has been rejecting for a few months @ Echo Pharmacy (LIC). Reached out to Rosa G to explain the 
situation. Rosa stated that there was a PA denial note from the RPH. Called the BvD determination line and was 
told there is was not a denial and for Echo to call again. Spoke with Rosa again who stated that she would follow 
through and email w/a confimation.12/24-Spoke with Rosa again. Mbr received meds but unsure about a COD, 
WCB with more info. Rec'd call from Rosa stating that member has paid part of copay and once driver slip comes 
Checked all claims from 01/01/2014 through 01/06/2014 to ensure that all claims paid either adhere to the 
formulary and/or Affinity's' transition fill policy where applicable.  File sent to Aaron @ CVS, he and Jeremy will 
follow up. See Jan1st error findings report. Will continue to receive reports for the Month of January and will 
 A common problem that is causing delay in immunosuppressant therapy is the B vs D determinations and who 
can call. Another issue is repetitive calls for determination within the same GPI codes. It is our goal to have 
overrides in place so that once a b vs d is determined it will be in place across the board for all GPI's for that 
therapy and for a set amount of time. This will streamline business and care management and alleviate delays in 
care for critical members. A more detailed plan to follow in the next 2 months. In the interim if a member has 
received a B vs D determination for one GPI in the last 30 days we will notify the Caremark Accounts Manager to 
Rec'd an email from CSR rep Olga Walker stating that a member has not rec'd his package of his 2 meds from 
CVS MO Pharmacy. They tracked the package to the Post Office ( have a fax from mbr) and  the Post Office 
stated that they can not locate the package. I suggested mbr called CVS to explain and see if they can get an 
override to fill at retail level, CVS wanted an override ok from us which we denied. We did not need to override 
as the issue is with CVS and their Mail Order shipping service (as per Rudy and terry). CVS needs to locate the 
package/or issue a replacement and override for local retail level while the member waits for delivery, but on 
there own dime. We will not pay for this and it needs to be corrected. Account manager at CVS was contacted 
CMS sent a request for  information for dates jan1st-21st for all TF's as well as new enrollee information. Sent 
memo to CVS.  As of Jan 23rd we have sent any Paid TF's that should not of paid or the messaging was incorrect 
resulting in a failure of TF letters being sent out. We also listed suggestions for better wording for a QL on 
terbinafine.  Awaiting response from Jeremy or Marcia at Caremark**Update-recived email from caremark and 
For 2014, CVS Caremark planned to implement an enhancement to a Utilization Management (UM) edit. During 
end of year testing, it was discovered this enhancement would negatively impact Transition Fill (TF) logic for 
some renewing beneficiaries. Because of this, the decision was made to delay implementation of this 
enhancement until further testing could be conducted. The enhanced edit was not immediately removed and 
some 2014 renewing beneficiaries received their medications as a Transition Fill (TF), rather than as a regular 
prescription Formulary fill. As a result, these beneficiaries would have incorrectly received a TF letter and may 
have paid the non-Formulary brand copayment. Research is being done to determine the full impact.  Jeremy 



CMS sent a memo regarding formulary updates/changes\, Being taken care of via Aaron M
Received an email from Acumen regarding CY 2012 Part D PDE data validation. Emailed Wayne at ESI and 
forwarded all info to him to work on. Attended teleconferance regarding submission while awaiting return files 
from ESI. The number of PDE's needed to validate depends on the size fo the plan. We recieved 1 file to validate. 
Once we recieved the return file from Wayne both Aaron and myself reviewed the files and submitted to 
Acumen on 02/27. On 03/07 the files were accepted before the deadline for review and before the final deadline 
From CVS "Some plans have implemented alternate copayments in an effort to offset beneficiary costs in the 
Coverage Gap. Alternate copays may also be used to reduce beneficiary cost share once a beneficiary reaches 
the catastrophic benefit level. CVS Caremark has discovered that in the situation of a Transition Fill (TF) claim for 
a Formulary drug that requires Prior Authorization (PA) or Step Therapy under a Plan’s Utilization Management 
(UM) rules, the alternate copay is being applied rather than the Plan’s non-Formulary drug cost share (i.e., 
exception tier). Consistent with CMS guidance (Chapter 6, Section 30.4.9), in the situation of a TF for a Formulary 
drug that requires PA or Step Therapy under a Plan’s UM rules, the cost-sharing should be that of a non-
Formulary drug (i.e., exception tier)". Claims are processing at the Point-of-Service (POS) and beneficiaries are 
receiving their medications; however, they may be under- or overpaying for a TF claim. A system fix will be 
required to resolve this issue. Research is being done to determine the full impact.**03/28/14-For clients who 
use alternate copays, CVS Caremark Part D Services (CVSC) discovered an issue with some Transition Fill (TF) 
claims. In the situation of a TF claim for a Formulary drug that requires Prior Authorization (PA) or Step Therapy 
under a Plan’s Utilization Management (UM) rules, the alternate copay is being applied rather than the Plan’s 
non-Formulary drug cost share (i.e., exception tier).Which is consistent with CMS guidance (Chapter 6, Section 
30.4.9), in the situation of a TF for a Formulary drug that requires PA or Step Therapy under a Plan’s UM rules, 
the cost-sharing should be that of a non-Formulary drug (i.e., exception tier).  on 03/31/2014 CVS will  submit 
Beginning in 2014, it has been discovered that numerous NDCs of diltiazem CD and diltiazem ER were coded 
incorrectly for clients that have adopted the 5 Tier Standard Generic Strategy Formulary.  Specifically, the NDCs 
were coded on the preferred brand tier, rather than the generic tier. As a result, beneficiaries may have paid a 
higher copay (i.e., brand tier copay). **2-18-14 rec'd full impact, 14 claims effected. Claims were reversed and 
paid with a co-pay of eithe $0 or $1.20 , depending on the formulation of the med. 
rec'd an email from ACUMEN regarding justifying out TMPA ( TF logic) . Reviewed and answered for  30 claims 
and sent to CVSC for there thoughts. CVSC agreed and we submitted the report to ACUMEN before the 05/01/14 
deadline. As of July 2014 all are still in submitted status

In doing the Statin outreach I came across 2 members that have filled 2 statins at the same or similar times. Luis 
Ordonez was unreachable, he filled simvastatin and atorvastatin alternately every 2 weeks for the month of 
Sept. to Oct. Aaron is having research done. Andrea Mejia filled both atorvastatin and simvastatin on the same 
day. called nurse who stated that simvastatin was DC'd in Nov. and should be atorvastatin do to bad numbers 
last blood test. Called pharmacy and spoke to Ash who reversed the simvastatin claim since it was never picked 
CMS requires that Medicare D payable oral solids that are dispensed in less than a 1-month supply have their 
copay prorated commensurate with the days supply of the claim. Exceptions are in place for unbreakable 
packaging and antibiotics. CVS Caremark maintains an exempt list to prevent these medications from being 
prorated. Beginning in 2014, the exempt list was to be expanded to include generics. However, this did not occur 
until early February. Beneficiaries received their medication, although at a lower copay, due to prorating of 
medications that should not have been prorated. **update 03-12-14 claims were reversed and reprocessed. 
Clinical Client Ops will receive and review a daily report of new drugs added to the drug file, which will include 



An issue was discovered where some brand Synthroid prescriptions were adjudicated as non-formulary and 
processed with a transition fill instead of processing with the normal formulary copay, if the claim occurred 
during a 2 day period where Synthroid was removed from the formulary list in error.
Additionally, there were some generic products that should have been coded on the high cost generic tier that 
were not included for a 10 day period. During this time, any claims would have adjudicated as non-formulary and 
processed with a transition fill instead of with the normal formulary copay. Currently (02/18/14) this alert is 
categorized as a Preliminary investigation. **03/12/14-CVS isssued a client notification and Impact report. 4 
beneficiaires (5 claims) were affected.  Each gave a TF notification but copays for all but 1 were the same for the 
last 3 months that they filled, including the january fill when the error occured. **03/19/14- Caremark issued its 
final impact, 6 claims were effected and all but 1 had the same copay. The one that had a different copay paid 
CMS issued a Notice of Non-compliance to your Affinity because, as a result of there monitoring efforts, it was  
determined that we failed to meet one or more call center timeliness standards during the Fourth quarter (Q4) 
of 2013 for Part C and/or Part D current enrollee beneficiary customer service and/or pharmacy technical help 
desk phone lines. The timeliness study measures the average hold times and disconnect rates for Part C and Part 
D organizations’ current beneficiary customer service phone lines and pharmacy technical help desk phone lines. 
Our non-compliance stems from our disconnect rate of 6.38%. CMs has a standare of 5% or less. Aaron will 
report on a corrective action.  **UPDATE- CVS issued an Operational ALert (630666) dated 02/21/2014- Q4 
2013, CVS/Caremark discovered that we may have inadvertently disconnected some Pharmacy Help Desk calls, 
they will research and report any findings. This will effect our CMS audit score for calls dropped that we 'failed".  
**UPDATE-02/28/14 CVS issued the following-"As part of a routine practice conducted by CDS to manage call 
center volume, on 10/05/2013 CVSC decided to use Connextions as our primary PHD vendor and retain Xerox as 
a secondary PHD vendor. However, due to an incomplete call routing setup during vendor transition, some calls 
continued to route to Xerox which resulted in disconnected calls". They also issued the following plans of actions 
- [Ongoing]: CDS will continue daily call monitoring to ensure no call disconnects.  [Ongoing]: Quality Monitoring 
will perform internal Test Calls to the Med D Pharmacy Help Desk toll-free number and will provide a weekly 
report and PHD call anomalies. 03/15/2014: Monthly OPMT report will be expanded to include call disconnect 
rates. *Because this occured in 2012 we are also awaiting a response from ESI. 03/28/2014:CVS will have data 
available by the anticipated date of 4/18; however, the disconnect rate will be based on test calls. CVS  will  do 
this on test calls because they currently do not have a way to report on disconnect that captures all scenarios 
The  CY 2014 formulary update submission was only partially accepted. This was mainly due to a tier standard 
regarding generic Zemplar. We inquired to CVS/Caremark as to why this was happening and on 02/20/14 
CVS/Caremark released the following to us.                                                                                                                                                                                                                                                                             
• All template formularies (other than 2 Tier Standard) have received a notice from CMS concerning 
unacceptable tiering of generic Paricalcitol 4mcg capsule in the high cost tier.  
• The CVS Caremark Med D Formulary Team will be reaching out to CMS with data that supports our high cost 
tiering placement.
rec'd email from acumen, only 1 ticket for us. Forwarded to Tim @ CVSC ( PDE team).  The file was uploaded on 
02/25. As of 03/07 we are still awaiting a confirmation of submission before the March 21st deadline.** report is 
Received an email from Acumen regarding the CY 2013 Non-NPI reporting for Affinity.  CMS would like to  ensure 
compliance with their requirements and guide lines.  Sponsors must review their accepted PDEs submitted from 
January 1, 2013 through May 5, 2013 with non-NPI prescriber IDs, and correct these PDEs by submitting an 
adjusted record or deleting the PDE, if it was submitted in error.  PDEs for which there are no active and valid 
individual prescriber NPIs, or associated active and valid group NPIs, will not be accepted. The file was sent to 
Tim at caremark. While there is no set deadline CVS/Caremark does have a goal of June 30th, 2014. However  we 



Acumen sent an email to inform Affinity about the 2013 Reconciliation PDE analysis report. The report was 
downloaded and sent to CVS/Caremark(Tim) to work on. We received the report back the following week with 
the PDE file validated with all the information requested by CMS. 1 file is still pending correction but has been 
deleted. Acumen is aware and when the next round of reviews come up it will be corrected. 
From CMS-"We recently reviewed 2012 PDE records for invalid and/or inactive NPI and DEA numbers. Based on 
this analysis, we determined that a significant portion of the NPI and/or DEA numbers submitted with your 
contract’s PDE data were inactive or invalid, making your contract an outlier in one or more areas described 
below....Your contract is out of compliance with Part D requirements because, based on one or more outlier 
results identified above, your organization did not ensure the validity of a significant number of NPI and/or DEA 
numbers on PDEs submitted to CMS for processing" **From Caremark-Caremark utilizes both pre-edit and 
retrospective auditing measures to ensure compliance is met with current CMS governance over NPI & DEA 
values which are eventually submitted to CMS on a PDE record.
1. Our adjudication platform is coded to use an industry list received directly from the OIG that includes all 
restricted prescribers and pharmacies (NPIs/DEAs) for pre-edit screening of claims.
a. Claims that are attempted for payment via a pharmacy, bearing any noted invalid NPI/DEA values, will reject 
at point-of-sale forcing the pharmacy to acquire a valid value or research further prior to paying the claim.
i. No PDE would be sent as these claims were not paid.
2. Our Pharmacy Audit department does receive daily retrospective reports for all claims that may happen to pay 
(late receipt of the master OIG list used in the adjudication pre-edit checks) and reviews those ASAP.  Once 
reviewed, claims are reversed and resubmitted with a proper value which will ultimately adjust the value on the 
PDE record.
rec'd an email stating that for financial year 2012 CMS will be conducting an audit, all appropriate people were 
contacted. Wayne mcNeil @ ESI was contacted and will  notify and prep the Audit team. We as of 07/21/14 are 
still awaiting information as to who the auditors are and are on stand-by for the SOW with ESI. This was overtake 
As per CVS CVS/Caremark they discovered that erroneous pricing updates were recently applied to some NDCs. 
As a result of incorrect claim cost calculations, beneficiaries may have underpaid or overpaid their cost share for 
select medications. Research is being done to determine the full impact throughout the short duration of this 
issue (i.e., 03/07/2014 - 03/10/2014). We were sent an email of 03/13/2014 as a preliminary notice and were 
awaiting a notification of impact. **update 04/25/14-A code fix was deployed 03/07/2014 to ensure 
synchronization of primary and secondary IDs for select drugs. In situations where drugs have both a primary 
and a secondary, industry-assigned product ID, related/active pricing associated with both IDs must be in sync to 
ensure that claims adjudicated under either the primary or the secondary ID are priced equivalently. The 
deployed code caused pricing updates to be applied to several unrelated drugs.  We rec'd a final impact report 
**03/19/14-ESI gave an explaination of where the error  origniated and why it occurred. Esi explained that due 
to intrcutions my CMS not to reject claims aton the POS level solely based on an invalid NPI. Their plan was to 
reach out to pharmacies to ensure that he file for the MD had been corrected before the PDE reconciliation in 
June 2013.However, many pharmacies did not respond or contended that the identifiers present on the PDE 
were active and valid. They rectified this by  notifing clients on May 20, 2013 in the communication entitled, 
“Prescriber ID Update: Progress on 2012 Prescriber ID Data Clean Up” that Express Scripts’ plan was to resubmit 
the 2012 PDE edits with an informational edit 832 (which indicated that the NPI was not on CMS’s internal 
tables) unless the plan explicitly requested that any PDE with potentially invalid prescriber identifiers be deleted. 
Since January 1, 2013, Express Scripts has had point-of-sale edits in place to prevent the processing of claims 
with invalid prescriber identifiers. Since ESI is not our current PBM (as of January 2013) please refer to 



*Case opened 01/31/14 but could not find the original email. Transition Fill claims not applying exception tier 
cost share in certain situations, to support Specialty pricing, some clients have high cost and/or Specialty 
medications coded on a separate list.  In some cases, it has been discovered that Transition Fill (TF) claims for 
drugs on the Specialty drug list that have a Utilization Management (UM) edit are not applying the exception tier 
cost share.  Instead, the standard plan cost share is being applied.  Claims are processing at the point-of-service 
(POS) and beneficiaries are receiving their medications.  However, they may be over- or underpaying a TF claim.  
Consistent with PDBM Chapter 6, Section 30.4.9, in the situation of a TF for a formulary drug that requires Prior 
Authorization (PA) or Step Therapy under a Plan’s UM rules, the cost-sharing should be that of a non-formulary 
drug (i.e., exception tier).  A certain plan configuration within the Specialty module (i.e., SRx) was initially 
identified as the cause of this issue. After the plan configuration change was made, adjudication programming 
changes are still needed to ensure TF cost shares are applied for the remaining claims (i.e., those submitted after 
plan configuration changes through system fix). • 03/12/2014: IT fix estimated (i.e., project PRF972). No release 
date given, to date. • 02/19/2014: Submitted IT project request form (PRF) to correct system logic. • 
02/14/2014: Preliminary impact identified (01/01/2014 - 01/30/2014).  • 02/07/2014: Identified additional root 
cause(s) for remaining claims (i.e., those submitted after plan configuration changes through system fix). • 
SBG is currently doing monitoring and assessment of Caremark's subcontracted MTM provider- Mirixa, findings 
located in shared drive MTM folder.
CVS Caremark discovered the current CMS version of the beneficiary Coverage Determination (CD) Notice of 
Denial letter template (i.e., CMS Form 10146) was not implemented. As a result, beneficiaries did not receive the 
correct version required by CMS. Research is being done to determine the full impact of this issue. **UPDATE- 
rec'd full OAN ( Forwarded to CO).  CVSC states that the CMS guideline were unclear as to the scope of 
implementation. To be used for some or all denial letters, as well as the req'd info of client address and/or 
phone number included near the client logo ( CVSC states that the number was included in the body of the letter 
though). CVSC Plan of action-05/29/2014: Med D PA Admin to deploy new templates into MedHOK. NOTE: 
Account teams to provide these templates. 06/01/2014: Med D PA Admin will verify no beneficiary complaints 
filed specific to this incident. 06/01/2014: Identify impacted beneficiaries(CD Notice of Denial letters will not be 
regenerated and mailed to impacted beneficiaries, as this would likely cause confusion). Quality review will be 
enhanced, whereby all future template update projects will require verification through Compliance and MPS to 
On 03/12 CVS emailed us stating "CVS Caremark discovered erroneous pricing updates were recently applied to 
some NDCs. As a result of incorrect claim cost calculations, beneficiaries may have underpaid or overpaid their 
cost share for select medications". **04/24 rec'd full impact report which gave the following- "A code fix was 
deployed 03/07/2014 to ensure synchronization of primary and secondary IDs for select drugs. In situations 
where drugs have both a primary and a secondary, industry-assigned product ID, related/active pricing 
associated with both IDs must be in sync to ensure that claims adjudicated under either the primary or the 
secondary ID are priced equivalently. The deployed code caused pricing updates to be applied to several 
unrelated drugs. Once the fix was coded and deployed into the Quality Assurance (QA) environment, IT 
recreated the impact scenario in a test environment and re-ran the NDC pricing updates to verify pricing 
accuracy. The code was migrated into production, updates for 50 impacted NDCs were run and pricing was 
verified. Updates for the remaining impacted NDCs were re-run and testing performed on approximately 150 
NDCs to confirm accuracy. Daily monitoring of pricing updates by Drug File Administration to ensure accuracy is 
ongoing". As of  04/23/2014: Service Warranty (SW) provided final impact report as a result of claim 
HPMS sent a memo titled "New Online Appeals Training Courses for Medicare Advantage Organizations and Part 
D Plan Sponsors" , included was a link to CMS based online training. It is requested that all that are involved in 
Medicare complete "2014 Medicare part c and D reporting requirements and validation". We will update with 
the dates that we ( Affinity) and our PBM (Caremark) have completed this training. **as of 05/10/14 Affinity 
Rec's a request from CMS regarding the adminstration of  the plans formulary benefits.  Received a report for 30 
claims. Gave an explanation as to why the claim was not eligible for a TF. Submitted to CMS and response status 



Following an internal review of Transition Fill (TF) claims, CVS Caremark has discovered that claims for a small 
number of high risk medications are adjudicating incorrectly as a TF. For beneficiaries with claim history for these 
medications in 2013, who are in their 2014 90-day post enrollment TF period, the Utilization Management (UM) 
edit accumulator is counting 2013 claim days toward the 90-day limit for 2014. Beneficiaries may have paid the 
exception tier copay and may experience an inappropriate claim reject on a future fill.** Affinity was not 
CVS Caremark has discovered some beneficiaries may receive inaccurate drug price quotes when calling CVS 
Caremark Customer Care or when requesting a drug price quote via Caremark.com. NOTE: These price quotes 
are generated in a test environment – not live adjudication. Specifically, in both instances the manufacturer 
discount for brand drugs is not being applied. This issue is only impacting beneficiaries who have reached the 
coverage gap within their benefit. Customer Care is now able to leverage a Senior Agent to assist with providing 
a correct price quote until the systemic issue is resolved. Because the gap discount is not being included in these 
price quotes, some beneficiaries may also be impacted when placing a mail order refill either via Caremark.com 
or with a Customer Care agent. Specifically, a pre-authorization hold may be placed on the beneficiary’s bank 
account or credit card for an incorrect high dollar amount because the gap discount is not included. 07/07/14- 
CVS Caremark has determined that when a drug that is considered a Medicare Part D covered drug has a NDC 
that has expired or is not listed on the FDA’s Comprehensive NDC Structured Product Labeling (SPL) Data 
Elements (NSDE) file, an existing Prior Authorization (PA) will allow claims for these drugs to adjudicate at the 
Point-of-Sale (POS). These claims are processing outside of the Part D benefit and, for non-enhanced plans will 
not be submitted on a PDE. CVS Caremark is conducting research to determine the full impact of this 
issue.Beginning 07/21/14 - present: Benefits Center of Excellence (COE) is generating weekly PA reports. PA 
adjustments are being entered, as needed, so that Med D ineligible drugs will not continue to adjudicate once 
rec'd an email from acumen. Forwarded to CVSC and then uploaded. This occurred an error, the response from 
Acumen is that since the PDE is still in pending no response will be needed.
Rec'd an email from CVSC stating that for CY 2013 we rec'd 0 ( zero) clinical untimel auto forwards for affinity. 
Copy of mail saved in CD folder in Medicare reporting.
CVS Caremark has determined some beneficiaries may have received incomplete letters regarding Coverage 
Determination (CD) denial decisions. Specifically, impacted letters may have included the initial CD denial letter 
and/or the subsequent denial rationale letter that may have been sent per a beneficiary request. Portions of the 
drug-specific decision criteria may have been omitted; however, the information specific to the decision and 
beneficiary CD appeals rights was not impacted. *rec'd update on 08/29/14-With regard to character limitations, 
PA Admin initiated process change with CD decision criteria content (i.e., rather than including content within 
the letter templates, it is included as a separate attachment. With regard to margin settings, vendor completed 
margin adjustments on impacted letter templates. 26 Claims were impacted-  1 did not recieve a letter which 
were already aware of, another there was no explanation but the drug was later approved.All others had some 
H5991: Prescriber NPI - Review of Individuals That Potentially Do Not Have Authority to Prescribe Drugs. 
Downloaded the report and forwarded it to our PDE contact at CVSC. Report was worked on and was submitted 
on July 2nd to Acumen with the response still under review. *07/15/2014 CMS has dc'd the NPI review but may 
request info from those that did not complete a F/U action by the July 11th deadline. **08/11/2014- CVSC will 
continue to review the claims identifed by CMS and will take action. The review of the claims selected is to verify 
that the prescriber on the claim was the actual prescriber according to the hard copy of the prescription; the 
prescribing authority will not be validated.  The Pharmacy Audit Team anticipates their hard copy review to be 
completed by early 2015.  Claims found to be processed with an incorrect prescriber will be corrected by the 



We were dinged because we did not confirm our disenrollment reasons with Caremark for the MTM program 
with TMG, and therefore Caremark basically gave a general list of disenrollments without clarifying why the 
members disenrolled (death, opt-out, ect…). Caremark sent us the disenrollment list in January, asking us to 
review with our enrollment vendor to describe the disenrollment reasons,but were never able to complie a 
complete corrected list of reasons sent to TMG and returned to Caremark.**update- as per CVSC-Clinical Advisor 
". This issue is currently under review and CVSC will provide an update asap. Resubmission on Affinity's behalf 
will be completed prior to the 7/7/14 deadline." Resubmitted to HPMS on 07/03/14 awaiting approval from 
Erroneous Aranesp Price Update- CVS Caremark received Medispan's full file update for June one day prior to 
the standard distribution date. This caused an erroneous price update for one drug, Aranesp, to apply to claims 
adjudicating on Thursday, 5/29/2014 only. As a result, the member may have paid a lower cost share at point of 
sale.  **Update rec'd full impact 07/10/14. In preparation for scheduled server maintenance, Medispan's cutoff 
for the June full file was one day earlier than normal, causing the incorrect price update. The copay by the 
member remained the same but the client paid amount differed by a few hundred, which shows that the error 
Through the Affinity CS dept a member eligibilty file error was discovered. We are working to get the member 
information loaded into the CVSC system so there is no delay in therapy. CVSC is working internally to figure out 
the root of the problem and possibly loop in TMG. *Update- The eligibilty files are re-loaded  and re-activated, 
and CVSC is investigating where the file load problem occured. A pharmacy staff member; going forward, will 
monitor this on a daily basis for 30 days and then we will monitor on a weekly basis and move to a monthly. 
PDE reporting issue with Usual and Customary (U&C) claims, There are reporting inconsistencies with some 
Medicare D Gap Discount claims that are priced using ‘lesser of’ logic, where U&C pricing is less than the 
submitted or calculated claim cost and with Zero dollar U&C claims submitted by network pharmacies should be 
reflected on the PDE. However, the required PDE fields are not being populated correctly, resulting in rejected 
All Elig file loads from 06/19-07/03/14 failed to load and all new members with an effective date of 07/01/14 
were not in the CVSC system and rejected at POS. 237 members were potentially effected. The root cause was 
the inactivation of our PBP's on 06/19/14 by the CVSC Med D operational team.  See the CAP for the 
Resolution/Remediation Plan is greater detail but to summerize all elig files will be reviews by Affinity and CVSC. 
The amount of CVSC employees that can access these files has been limited. A new P & P was written "Once 
contracts and PBPs have been created and assigned, notify Medicare Operations MPUFFS team via e-mail so 
their price file process can begin.  PBP’s are not activated or deactivated without proper documentation from 
CMS evaluated your 2015 MTM program for compliance with §423.153(d) and related CMS guidance for the 
program year.  CMS identified one or more deficiencies.  Submit changes to your MTM program to rectify these 
deficiencies via HPMS by 07/18/2014.  CMS does not expect sponsors to make changes other than those 
necessary to correct the identified deficiencies.  rec'd email with an update from Kim @ CVSC, they reworded 
"Upon review of your resubmissions there are remaining issues that were not adequately resolved via 
submission of your Stage 1, 2, and 3 justifications and/or revised formulary files.  Therefore CMS will be 
contacting your organization for a negotiation teleconference to discuss the unresolved concerns. ". Emailed 
CVSC and will set up a prelim call with them before the call to CMS. **as of july 21st our formulary has been 
member  Anaberta Castillo ( ID# 1012M0014) continues to refuse any and all mail we send her including all 
required CMS mailing ( EOB's). I have tried to contact her several times to explain that she is an active member 
and we are required by law to send her the EOB's and that we can not stop as it is required by law. She has not 
returned my phone calls as of today. She may be confused and may think that we are trying to solicite her to join 
but that is not the case and I have tried to explain that to her. CVSC sends the minimum required by CMS law to 
We are looking into the, in our opinion, the overclassification of expediated PA. Expediated PA's should only be 
initiated by either the member or the prescribing physician. Will check back after Aug 8th daeadline to PBM
After 2 submissions our 2015 MTM program has been accepted by CMS.



We rec'd an email stating that our Formulary submission was rejected and to resubmit with corrections. We 
asked CVSC to inquiry about this issue. The Med D Advisor informed us that "Med D Ops inadvertently grabbed 
and uploaded the incorrect file. This was noticed immediately and the team requested that CMS reopen the 
submission module. They did and the correct file was subsequently uploaded". We are awaiting confirmation of 
the acceptance and have until 08/05 for the corrected file to be accepted. Medicare Director and Compliance 
We received an outlier report from CMS and forwarded it to CVSC for there input.  There response is as follows 
:In July and August, CMS pauses the processing of PDE, known as  the ‘blackout period’.  As a result, the patient 
safety measures displayed by Acumen typically display values much lower than the actual performance. A drop is 
common in the July and August  months (for June and July data) due to CMS PDE shut down in the month of 
June.  CMS experiences many delays in processing files during this time and Acumen data may not reflect all files 
that the PBM has sent to them. Acumen data is expected to be updated by September to reflect accurate data, 
based on PDE submissions. According to claims reports, Affinity’s statin PDC score in June was 80.5%.". **we 
CVS Caremark (CVSC) identified an increase in disconnected calls placed by pharmacy personnel to our Medicare 
Part D Pharmacy Help Desk. As a result of test call activities and call log reviews, CVSC confirmed the increases 
occurred in late July with calls routed to our Orlando call center vendor. The problem is no longer occurring and 
CVSC is conducting research to determine the full impact.On 07/23/2014, our vendor (Connextions*) reported a 
telecom feeder cable between two buildings was unintentionally cut on 07/21/2014 as part of a construction 
project. Following the cable repair, additional disconnected calls were identified through quality assurance (QA) 
monitoring. The cause was traced to intentional disconnects by 2 PHD agents. Daily: CVSC Vendor Management 
team, in conjunction with CVSC Resource Planning, conducts daily operational calls with vendor to review 
Uploaded Self reporting to show that we have not identified any new MSUME edits. The 1 mbr we have has 
previously been verified with CMS as of 05/30/14. She also is termed as of 08/31/2014
CVS Caremark Part D Services (CVSC) classifies all step therapy requests as ‘Exceptions’ and does not 
differentiate requests as being either ‘Exceptions’ or ‘Coverage Determinations’. This was not inline with what 
CMS expected. CMS clarified :For reporting purposes, on 07/08/2014 CMS advised as follows regarding step 
therapy classification:  Step therapy requests should be classified as 'Exceptions' when the prescriber provides 
information that indicates they are requesting an exception to the step therapy requirements. Step therapy 
requests should be classified as ‘Coverage Determinations’ when a prescriber is providing information that 
CVS Caremark determined certain reprocessed claims incorrectly calculated beneficiary copays. A system coding 
error that occurred in April 2013 caused certain reprocessed claims to incorrectly change the location code. This 
then caused the Network ID to be dropped, making the claims reprocess as out-of-network. Although 
beneficiaries originally paid the correct copay at the Point-of-Sale, when the claims were reprocessed, the copay 
was calculated using the out-of-network amount, resulting in invoices with incorrect amounts owed being 
mailed to beneficiaries. Reject bypass associated with this issue turned off within Adjustment Services in order to 
resolve the issue. *rec'd update on 08/28/14- 3 mbrs impacted. CVSC with F/U with mbrs but so far no real 
RPh Lisa a came across 5 instances where a specialty medication with a PA edit paid outright for the claim. This 
should not have occurred as they have specific criteria for coverage. CVSC is aware and we are awaiting their 
Downloaded report to PDE exclusion file, input the data to the layout provided by ESI and emailed Wayne the 
file. Awaitng a response from ESI if necessary.
On 07/23/2014, our vendor (Connextions*) reported a telecom feeder cable between two buildings was 
unintentionally cut on 07/21/2014 as part of a construction project. Following the cable repair, additional 
disconnected calls were identified through quality assurance (QA) monitoring. The cause was traced to 
intentional disconnects by 2 PHD agents. *An Optum company. 08/22/2014: Vendor Management team 
conducted call center site visit to validate all systems were operating correctly. Daily: CVSC Vendor Management 
team, in conjunction with CVSC Resource Planning, conducts daily operational calls with vendor to review 
current day plan, previous day results and to discuss overall preparedness (i.e., status of open issues, risks). 



CMS is requesting a FAA of our POS rejected claims for the month of June 2014. As of 10/13/14 the request was 
send to CVS and they are working on it the ETA is Monday October 20th. File was forwarded to our CMS rep, 
awaiting a report on any issues
CMS has selcted us for the formualry analysis of our marketed materials vs what we have submitted to HPMS. 
Awaiting the report so that we can, if need be send to CVS for a response. **We passed
The October 2014 Acumen Opioid SPI reporting was uploaded and accepted to acumen as of today.
Report forwarded to ESI, CY 2012 claims where the mbrs ESRD benefits were active. The PDE's need to be 
reviewed and resolved by ESI.  Report received back and forwarded to CMS. Awaiting CMS's response.  CMS has 
requested additonal documentation, we submitted a h5991_response file on 12/02/14.
CVS Caremark has confirmed that for some beneficiaries who disenroll with their plan sponsor, then re-enroll 
with the same plan sponsor within the same plan year, FIR accumulations are initially being applied correctly. 
However, when a beneficiary’s claims are reprocessed, the FIR accumulations are being incorrectly applied to 
claims prior to the eligibility gap. The reprocessing system logic does not recognize mixed eligibility spans. 
11/06/2014: Submitted 1st and 2nd sets of preliminary impact for claim reprocessing (i.e., 04/20/2012 - 
some beneficiaries who dis-enroll from a plan sponsor (i.e., Plan A), enroll with CVS Caremark (i.e., Plan B), then 
re-enroll with the initial plan sponsor (i.e., Plan A), financial information reporting (FIR) accumulations from both 
eligibility periods with Plan A are being incorrectly applied to Plan B accumulations. Specifically, beneficiary 
accumulations from the first eligibility period from Plan A are being correctly applied ‘All Up Front’ prior to the 
CVS Caremark eligibility period; however, the accumulations from the second eligibility period with Plan A are 
also being applied ‘All Up Front’ prior to the CVS Caremark eligibility period, which is incorrect. As a result, 
beneficiary accumulations are being overstated prior to the CVS Caremark claims, causing some beneficiaries to 
be moved inappropriately (i.e., too soon) into the next benefit phase. 12/01/2014: Initiate system enhancement 
project. NOTE: Account team to provide client with ongoing updates on key project milestones, including 
Review of the Copay matrix testing that CVS has done based on the SB's and plan information provided by 
Affinity.  Testing review completed and approved. 
CMS has changed the tech requirements for the LTCU report, these were finalized november 2014 and CVS has 
reissued the period 1 LTCU report. This report was uploaded to HPMS and is awaiting  approval. 
Review of the TF matrix based on CMS's most up to date information. Testing review completed and approved. 
Review of the TF matrix based on CMS's most up to date information. Testing review completed and approved. 
CVS Caremark (CVSC) discovered 2 GPIs for the diabetes medication NovoLog were inadvertently removed from 
a shared drug list. During a brief 4-hour time period on 12/19/2014, claims for the 2 GPIs rejected 
inappropriately. Based on initial pharmacy outreach performed, CVSC determined members either paid for their 
medication out-of-pocket or declined to fill their prescription. CVSC corrected the drug list on 12/19/2014 and 
has since instructed pharmacies to make outreach to affected members. CVSC will work with clients to 
coordinate reimbursements for members who paid out-of-pocket. Only 1 mbr was impacted, will ask CVS for a 
A mbr contacted CS dept for an explantion as to why in the SB for her plan the diabetic supplies say zero copay 
but she has paying a copay. The diabetic supplies being part B are subject to the 20% part B copay. However in 
the SB it says zero copay so we asked CVS to recode all diabetic supplies to a zero copay, this was signed on 
1/12/15 and became effective that day. The members claims were rebilled for zero copay and mbr is aware. 
currently 25 members, CVS will be running an impact and will be issuing the refunds. We also reached out to 
members to inform them this was completed on 01/16/15. ** Vaccines were also impacted in this ( FLu, 
Pnemonia, and hep b). Coding was changed and for hep b if part d tier 3 copay but if part b $0. Impacting  2 



We received an email from the Affinity CSR regarding member 999999999, his Novolin N was paying at $240 for 
a 90 DS, this should of only been $112.50 ( 90 DS at 2.5X the copay). The claim was incorrectly coded as a tier 4 
drug. We have ask  CVS to check their coding for tier 3 and 4 drugs along with the insulins. We have also asked 
for resolution regarding the handling of the interaction btw Affinity and the CVS rep ( see line 88). ** this case 
has been closed, the root of the issue is the manufactuer relien. There novolin NDC is non-formulary which 
caused the high copay for the member as the coding was for a non-formualry TF which is a tier 4 copay code. 
The member has rec'd the drug at the tier 3 cost with a TF letter. Outreach will be done to explain to the 
member ( by Rosalind A @9am see CSR records) and the pharmacy ( @915am spoke with Anna about only 
CVS Caremark (CVSC) discovered 2 GPIs for the diabetes medication NovoLog were inadvertently removed from 
a shared drug list. During a brief 4-hour time period on 12/19/2014, claims for the 2 GPIs rejected 
inappropriately. Based on initial pharmacy outreach performed, CVSC determined members either paid for their 
medication out-of-pocket or declined to fill their prescription. CVSC corrected the drug list on 12/19/2014 and 
has since instructed pharmacies to make outreach to affected members. CVSC will work with clients to 
We rec'd an email from an Affinity CSR regarding mbr 999999999, the core of the issue was a coding error. The 
issue is with the way the CVS CSR handled the call, the verbiage she used, and her misunderstanding of CVS's 
policies regarding PHI and who can discuss member information. From Maryann's email ( Affinity CSR)  "I 
contacted CVS Caremark spoke with Abby and with assistance of an interpreter , I conference (call) member in  
member stated he went to the pharmacy and was informed he had to pay $240 for his Novolin N , Member 
stated with his previous insurance he used to pay only $70- for 2 bottle which was a 90 day supply. Abby from 
CVS Caremark informed member that Novolin is not a covered Rx, under AHP, that why the Rx is so expensive, 
she advised member they had reduced the price $190 , she also offer to provide member an addional discount 
through Pharmacy discount card, but member decline. Abby from CVS Caremark , informed member they cover 
Novolog and Lantus and Levemir Co-pay $90 for 60 day supply, member was informed he would need a Rx from 
his doctor. Member stated he does not have Insulin and his sugar is high to 475 , member was advised by Abby 
from CVS Caremark to go to hospital ER , member stated he will contact a friend to obtain some insulin until 
tomorrow , when he will try and go see his doctor. Member stated if he feel very ill he will go to the ER."  .  All the 
information is wrong.  The copay was $95 per month, which is coded wrong, she did not “discount” the 
medication (the $240 was a three month supply), the pharmacy just lowered the day supply so it was $190 (two 
months worth of copays), the medication is clearly on the formulary so I don’t know why she was saying it 
wasn’t covered, and even if that was the case they should be able to override insulin in an emergency for 
Medicare. Also, the rep required the member on the phone to discuss this case with the Affinity rep and 
Rec'd email from ACUMEN for the 2014 PDE analysis. Will download report and review.  ** Update report sent 
to CVS ( Via PDE contact Tim s) which was reviewed and updated with information Friday 1/16. Report was 
uploaded to ACUMEN and accepted. Awaiting reconiliation from ACUMEN, 
Downloaded report and sent to CVS for completion. Rec's report back on 01/28/15, after a convo with SBG 
contact Sandy Om she will have her clinical team review the data also.SBG reviewed the repsonse and found 
them to be appropriate.  File uploaded 02/03/15 and accepted. **Awaiting CMS Reponse if any**
** Preliminary-When claims are reprocessed, claims for each member must be sorted and reprocessed in the 
same order as they were during the original adjudication process. However, CVS Caremark (CVSC) has discovered 
some claims have been reprocessed in a different order than intended. Some members may have received 
incorrect refunds or appeared on their plans’ Negative Forward Balance report, indicating monies owed. TrOOP 
may also be affected. CVSC is conducting research to determine the full impact. Details on issue remediation and 
prevention will be provided in the forthcoming Client Notification report. **021215- Update**-A system 
enhancement that was implemented in the reprocessing system on 11/18/2014 caused the claims to process 
out of order.Complete reprocessing of impacted claims. NOTE: This will correct any initial member impact 
described above.Troop impact =11 Pt pay impact= 50. TrOOP was not impacted but member pay amounts were. 



CVS Caremark Part D Services (CVSC) has discovered some Prior Authorization (PA) approval letters were sent to 
members with incorrect Duration of Approval (DOA) dates. As a result of a coding error, the approval time 
period should have been stated as one year, but instead was stated for a longer time period. This issue occurred 
during the last week of January, with a low volume of impact. Once discovered, this issue was immediately 
corrected. CVSC will be sending clarifying letters to impacted members. Details on issue remediation and 
prevention will be provided in the forthcoming Client Notification. 4 claims were identified and CMS approved 
As of March 13th CVS will be terminating 8 pharmacies due to their Audit findings. Outreach was done across all 
LOB, for any members that  were impacted. These results are saved in the FWA subfolder in Medicare.  There 
were 3 Medicare members and 19 Medicaid members, the inital outreach was completed on 02/12/15 with 8 
completed calls ,3 LM's,4 mbrs termed, 4 no answer; no VM, 2 no #'s in service and 1 spanish call to be 



DATE OF CALL 
REVIEW/ INITIAL

DATE 
COMPLETED

# OF 
CALLS

OPENING
GENERAL 
FRIENDLINESS

ISSUE 
RESOLVED 

ESCALATION 
REQ'D

SEPT/OCT 2013 5
9/23/2013-JM 12/13/13 Y Y Y N

9/5/2013-CO 12/13/13 Y Y Y N

09/27/13-AW 12/13/13 Y Y Y N
09/30/13-JPS 12/13/13 Y Y Y N

10/03/13 12/13/13 Y Y Y N
NOV 2013 5

11/01/2013-jw 12/27/13 Y Y N N

11/11/2013-kt 12/27/13 y Y Y N

11/11/2013-AM 12/27/13 Y Y Y N

11/17/2013-LLC 12/27/13 Y Y Y N

11/20/2013MM 12/27/13 Y Y Y N

DEC 2013 *delay 6

12/05/2013-CH 03/05/14 Y Y Y N

12/12/2013-RL 03/05/14 Y Y N N

12/17/2013-MR 03/05/14 Y Y Y N

12/19/13-RDN 03/05/14 Y Y Y N

12/20/2013-ML 03/05/14 Y Y Y N

12/03/13-RZ 03/05/14 Y Y Y Y

12/02/2013-SE 03/05/14 Y Y Y Y

12/09/2013-SW 03/05/14

JAN 2014 10

1/1/2014-CH 02/20/14 Y Y Y N

01/03/14-DJ 02/20/14 N Y Y N



01/04/14-CD 02/20/14 Y Y Y Y

01/06/14-JS 02/20/14 Y Y Y N

01/08/14-SH 02/20/14 Y Y Y N

01/08/14-CO 02/20/14 Y Y Y N

01/10/14-AP 02/20/14 Y Y Y N

01/12/14-DL 02/20/14 Y Y N N

01/30/14-NW 02/20/14 Y y Y N

01/04/14-CO 02/20/14 Y Y Y N

FEB 2014 10

02/06/14-CH 03/18/14 Y Y Y N

02/10/14-SJ 03/18/14 Y Y Y N

02/11/14-SM 03/18/14 Y Y Y N

02/12/14-CH 03/18/14 Y Y NA Y

02/14/14-MC 03/18/14 Y Y Y N

02/17/14-AL 03/18/14 Y Y Y N

02/21/14-JP 03/18/14 Y Y Y N



02/25/14-AM(1); 
02/25/14-AM(2); 
02/25/14-AM(3)

03/18/14 Y Y N Y

02/01/14-Keira 03/18/14 Y Y Y N

MAR 2014 8

03/02/14-SH 04/30/14 Y Y/N N N

03/05/14-CB(2 pts) 04/30/14 Y Y Y/N N

03/06/14-AB 04/30/14 Y Y Y N

03/10/14-JV 04/30/14 Y Y Y N

03/17/14-EM 04/30/14 Y Y Y N

03/21/14-DM 04/30/14 Y Y Y N

03/24/14-ML 04/30/14 Y Y N N

03/24/14-DM 04/30/14 Y Y Y N

APR 2014 7

04/03/14-AA 05/22/14 Y Y Y N

04/04/14-AK 05/22/14 Y Y Y N

04/10/14-KM 05/22/14 Y Y Y N

04/12/14-RG 05/22/14 Y Y N N

04/14/14-JK 05/22/14 Y N N Y

04/17/14-SN 05/22/14 Y Y N Y

04/29/14-SP 05/22/14 Y Y Y N
MAY 2014 10

05/01/28-CH 06/27/14 Y Y N N



05/05/14- 
AshCl_Conv

06/27/14 Y Y Y N

05/05/14_CrH 06/27/14 Y Y Y N

05/12/14-DB 06/27/14 Y N N Y

05/15/14-SM 06/27/14 Y Y Y N

05/20/14-MRV 06/27/14 Y Y N N

05/21/14-EK 06/27/14 Y Y N N

05/27/14_WT 06/27/14 Y Y N N

05/28/14_CH 06/27/14 Y Y N N

05/29/14-VO 06/27/14 Y Y Y N

JUN 2014 7

06/02/14-TB 07/24/14 Y Y Y N

06/06/14-JJ 07/24/14 Y Y Y N

06/10/14-SM 07/24/14 Y Y Y N

06/12/14-LB 07/24/14 Y

06/16/14-EO 07/24/14 Y Y N N

06/25/14-JH 07/24/14 Y Y Y N
06/30/14-SM 07/24/14 Y
JUL 2014 11

07/01/14-CS 08/25/14 Y Y Y N

07/03/14-DP 08/25/14 NA NA NA N

07/07/14-CM 08/25/14 Y Y Y N

07/09/14-JS 08/25/14 Y Y Y N

07/17/14-MTF 08/25/14 Y Y Y N



07/18/14-CP(2) 08/25/14 Y Y Y N

07/21/14-KH 08/25/14 Y Y Y N

07/22/14-DN 08/25/14 Y Y Y N

07/24/14-LJ 08/25/14 Y Y Y N
7/29/14-CDL 08/25/14 Y Y Y N
AUG 2014 10

08/05/14-AM 09/22/14 Y Y NA NA

8/6/2014-AL(3 
PARTS)

09/22/14 Y Y NA NA

8/6/2014-JP 09/22/14 Y Y Y Y

8/6/2014- MH 09/22/14 Y Y Y Y

08/12/14-SP 09/22/14 Y Y Y Y

08/16/14-MA 09/22/14 Y Y Y Y

08/19/14-TC 09/22/14 Y Y Y Y

08/24/14-CJ 09/22/14 Y Y Y Y

08/26/14-JM 09/22/14 Y Y Y Y

08/28/14-CS 09/22/14 Y Y Y Y
SEP 2014 10

9/2/2014 Ay 10/28/2014 Y Y Y N

09/12/2014 AN 10/28/2014 Y Y Y N

09/15/2014 VS 10/28/2014 Y Y N N

09/23/2014 PL 10/28/2014 Y Y N

09/11/2014 AB 10/28/2014 Y Y Y N

09/02/2014 CH 10/28/2014 Y Y Y N

09/08/2014 AP 10/28/2014 Y N Y N

09/14/2014 AY 10/28/2014 Y N N N



09/16/2014 TB 10/28/2014 Y Y Y N

09/17/2014 AG 10/28/2014 Y Y Y N
OCT 2014

10/29/2014 CH 11/26/2014 Y Y Y N

10/29/2014 CH 11/26/2014 Y Y Y N

10/06/2014 AR 12/2/2014 Y Y Y N

10/20/2014 DS 12/2/2014 Y Y N N

10/09/2014 JA 12/2/2014 Y Y N N

10/13/2014 KV 12/2/2014 Y N N N

NOV 2014 10

11/03/14-DE 12/17/2014 Y Y Y N

11/05/14-TK 12/17/2014

11/06/14-SR 12/17/2014 Y Y N N

11/08/14 -CL 12/17/2014 Y Y N N

11/10/14-RV 12/17/2014 Y Y ? ?

11/13/14-SS 12/17/2014 Y Y y N

11/14/14-HM 12/17/2014 Y Y Y N



11/19/14-WI 12/17/2014 Y Y Y N

11/21/14-BB 12/17/2014 Y Y Y N

11/26/14-RV 12/17/2014 Y Y Y N

DEC 2014 5

12/18/14-VF 1/21/2015 Y Y Y Y

12/18/14-DM 1/21/2015 Y Y N N

12/22/14-TB 1/21/2015 Y Y Y N

12/28/14-BV 1/21/2015 Y Y Y N

12/30/14-CS 1/21/2015 Y Y Y N

JAN 2015

01/26/15-AB 2/12/2015 Y Y Y N

01/30/15-MS 2/12/2015 Y Y Y N

01/12/15-AG 2/12/2015 Y Y Y n/a

01/13/15-DS 2/12/2015 Y Y n/a n/a



FEB 2015

MAR 2015

APR 2015

MAY 2015

JUN 2015



JUL 2015

AUG 2015

SEP 2015

OCT 2015

NOV 2015



DEC 2015



 EFFECTIVE 
REP

CLOSING COMMENTS

Y Y

Y Y STUMBLED WITH QUESTIONS IN THE BEGINNING, SAYS UM 
TOO MUCH/ 

Y Y SOFT TRANSFER CORRECTLY
Y Y TRANSFERRED MD TO PA DEPT/
Y Y SOFT TRANSFER CORRECTLY

Y N PHARMACY CALLED FOR VACATION OVERRIDE/ISSUE 
SOMEWHAT RESOLVED BECAUSE WE DONT DO OVERRIDES/

N N MD OFFICE TO CHECK ELIGIBILITY, REP COULD OF 
TRANSFERRED TO AFFINITY FOR MEDICAL INFO

Y Y CVS REACHED OUT TO PHARMACY

Y Y LOTS OF DEAD AIR, MEMBER WAS AGGITATED REGRADING A 
RETURN CALL AUTHORIZATION?

Y Y REP WAS VERY KNOWLEDGABLE ABOUT PART B VS PART D

Y Y ISSUE FILLING MEDS/ DEA WAS INACTIVE/EXPIRED/  CLAIM 
WAS PAID/

N Y
DOCTORS OFFICE CALLED, MED NOT COVERED REQ'S A PA/ 
GAVE THE MEMBERS LINE NOT THE PA LINE FOR MEDICARE/ 
PA WAS NEVER DONE/

Y Y
TXR FROM CUSTOMER CARE TO MED D LINE/ MEMBER GOT 
A LETTER REGARDING A MSUME RESTRICTION/ REFFERRED 
MBR TO CALL US

Y Y PHARMACY CALLED IN/ TO GET BILLING INFO

Y Y
MBR WANTED BRAND FOR A DRUG BUT WE DO NOT COVER 
IT/ GOT AS A TF ONCE/ REP EXPLAINED TF LOGIC AND PA 
PROCEDURES/

Y Y
CLINICAL TRIAGE CALL/ PYSCHIATRIST CALLED REGARDING A 
PA/ FAXED FORM TO MD AND TRANSFERRED MD TO 
CLINCAL RPH ALVIN FOR REVIEW/

N Y VACATION OVERRIDE-PHARMACY CALLING/ WE DO NOT 
PROVIDE VS'S
PHARMACY CALLED IN/ GETTING PHARMACY SERVICE TYPE 
ISSUE/ EXPLAINED  HOW TO BILL IT BUT RPH DID NOT 
UNDERSTAND/ REP RECOMMENDED TO CALL THIER 
SOFTWARE VENDOR/

Y N
Member called asked different questions, very confused in 
what he wanted answered-Rep did well considering the 
confusion/

Y N Spanish call rating is for the interpretuer-OTC card 
activation/ transferred to another line for completion/



Y Y Soft txr from a CVS help desk, PA needed, asked the status/  
explained to daughter the situation/ 

Y Y Clinical Triage, mental health worker called to assist mbr

Y Y Mbr called regarding a copay issue/ Rep called Pharmacy to 
reprocess, gave ins info

Y Y mbr called regarding copay issue, rep explained the LICS 
subsidy/

Y Y OTC card issue/ 2nd call about no answer on the line/  
Transferred mbr to another CVS help line

Y Y

Member called  regarding lost meds previously/ Issue was 
resolved b us when he called the plan,  we are also 
monitoring member due to early fill/possible overuse/ Issue 
not resolved due to meds still being lost, but rep did the best 
she could with the info she had/

Y Y

Mbr called regarding preferred meds/ Rep said drug is 
covered under PART B, which is medicaid/ That is not 
correct/ Recommends mbr to try to get a PA/ Recommend 
that the reps know that the reason copays are different btw 
medicaid and medicare/

Y Y
OTC card issue/ did a soft transfer regarding the card/ 
Explained why he needd to transfer as well, which helps give 
good Customer service/

Y

Interpreter needed-Spanish/  Member called regarding 
copays and 'extra help'/ Rep explained what they would pay 
for brand and generic (tiering etc)/ Explained who to contact 
regarding LICS info

Y Y

Member called regarding medication no longer being 
covered/ TF's for 2 meds/ Rep assisted in getting a CD 
started for 2 meds/**should not tell a member "its not that 
expensive of a medication, they just want the people to go 
through the process"/ If a member has a question about the 
PA process a rep should not comment and maybe refer the 
member to the plan/

Y Y

Clinical call-Appeal/ Rep had a hard time finding the 
medication; Doctor has a thick accent/ There was confusion 
as to why they doctor was calling/ Med is formulary so no 
need to a CD/

Y Y
Clinical call- MD calling for a CD/ Mbr takes 1/5 pills a day, 
there is a qty limit issue/ Rep transferred MD to PA line;soft 
transferred/

Y Y
Spanish translator needed/  Member was calling regarding a 
letter she received but it was in english and she only speaks 
spanish/ 

Y Y Clinical call-member was calling about a non-formulary 
medication/ Rep explained the process to the members/

Y Y Affinity worker called CVS, member wanted an EOB for the 
CY 2013/



Y Y

Mbr received an EOB and states there is an error/ Claims she 
never had it filled/never prescribed/  Rep called pharmacy to 
look into it- Currently under investigation/ 3 part phone call; 
FWA form was filled out/ Rep was very helpful and 
reassuring to the member/

y Y Pharmacy called; DUR rejection/ Rep found the reason for 
the DUR and gave info to pharmacy

N Y Person was not transferred to the correct affinity line/ For 
OTC cards it should be

Y Y
CSR was able to send a statement of spending and was asked 
to correct the spelling of the mbrs name and tx'd her to the 
eligibility dept/ to make the change/ 

Y N CSR tx'd the office manager to a rph to begin the PA process

Y Y PSR needed an alternative to an insulin and the CSR correctly 
informed him to use a product and ran a test claim

Y Y MD needs a PA and the CSR faxed over the form for 
submittal

Y Y Pt/ needs a new card and the CSR tx'd them to the 
appropriate Affinity party

? Y

CSR told patient that the mail order was already sent out 
and that she could refuse the delivery and go to the 
pharmacy with a new prescription and there would be no 
issue with getting the test strips in pharmacy

Y Y Mbr inquired about late medication delivery and CSR gave 
her the tracking information in order to locate the package/

Y Y MD office, inquiring about needing a reference/ Did a tx to 
affinity

Y Y clinical call, Med needs a PA/ Call tx'd to PA Dept/

Y Y
Mbr's son called about diabetic supplies, CSR was very 
knowledgeable and informative/ Assisted mbr with Mail 
Order info/

Y Y issue was not resolved due to needing a PA, but CSR was 
effective

N N
Mbr needed help with pharmacy issues, kept saying claim 
number / Which confused the mbr, the ID number is the 
SSN/  We are not private insurance, rep does not understand

Y Y Call btw 2 CSR's about a PA not going through/ Coding issue, 
claim paided next day

Y Y MDO called about a PA, wants form faxed

Y Y

Mbr called about closing the account. Faxed a letter to 
carmela ( ?) and was checking to see if it was received. Gave 
the correct number to the mbr. Issue as far at the rep was 
resolved and as of today mbr is termed.



Y Y
CDAG rep. call. Nurse called to verify the PA status of 
ambien. Nothing on account, but rep transferred nurse over 
to Med D CDAG dept.

Y Y CDAG call, RPh is calling for an override. B vs D, non chemo 
nausea so override was given to pay as a D drug.

N N Non-matched ID so call could not be completed, person that 
called in hung up

Y Y
Coordinator called in for a PA for oncology med. Transferred 
her over to the Med D PA line ( angel). Claim is paying, PA 
approved

Y N
Hector, says no to taking the call, rep says he can take it and 
he says something inaudible. Mbr needs a new PCP, rep gets 
him the correct number. Call cut off

Y Y

Mbr is calling about her med delivery, mbr was not 
understanding and being short with the rep. Mbr has a 7 day 
supply left of meds but wants some now. It is refill too soon 
though. Rep did expediate the order and told her that if she 
didn’t get it in 3 days to call back. She then ranted. Rep 
remained composed and helpful

Y Y
Mbr wants to check what language she has listed, keeps 
getting letters in spanish. 3rd time calling, as of today this is 
not corrected

Y Y
Tranlator requested; mbr is requesting a vacation override. 
We do not do vacation overrides. Test claim ran, ok to fill 
june 24th.

Y Y Translator requested; needs diabetic strips. Part B billed for 
strips, mbr was unaware.

Y Y Translator requested; mbr was calling about activating a card 
but is covered as of 06/01/14.

Y Y CD call; MD called for PA but PA not needed. Mbr was 
switched to Medicare rep explained to MD

Y Y
warm Txr from affinity(maria d) to CVSC. Mbr rec'd a 
transition letter stating that a med was not covered.  Gave 
alternative
CD call, txr from CVSC triage. MDO is calling about procedure 
codes.

Y Y Call from Pharmacy about non-covered med. Call ended. 

Y Y Mbr wanted to activate OTC card, txr to affinity
translator requested, call cut off

Y Y MD call, inquiring about covering Glyburide. Txr'd to CDA 
line

NA NA NPI issue with the claim. Caremark to Caremark call, not mbr

Y Y Pharmacy help desk, wants to stop mail order.

Y Y Clinical call, PA in place but error came across. Paid claim

Y Y Mbr receives bills from Doctors office, txr to Affinity.



Y Y Spanish translator requested, inquired about coverage.  
Explained Part D and OTC items

Y Y needed explanation of letter regarding pharmacy, they will 
be out of network as of 07/23/14

Y Y Glyburide coverage, HRM so PA needed. PA number given

Y N CVSC help desk, med needs override. INR DUR
Y Y MDO looking for eligibilty verification

NA NA Call cut out at the 2 min mark. Mbr was termed 07/31/14

NA NA MDO needs PA form. 3 parts, call ended before transferred 
over.

Y Y MDO called about a PA. Txrd to CGA team. PA approved

Y Y Mbr calling about eligibility.  CSR called pharmacy to give 
them correct info

Y Y MDO calling about a PA. Txrd to CGA dept, PA approved.

Y Y Pharmacy called, needed Part D info for a claim.

Y Y Mbr is calling about OTC card. Txrd to Affinity ( yennely)

Y Y Mbr called about OTC card, needed to get some items but 
Pharmacy was having an issue

Y Y Mbr calling about Mail Order, Needed expediated order due 
to  issues with holidays and running low on pain meds

Y Y Mbr is calling about refilling MO meds. 

Y Y
md's office calling in for PA info, rep was friendly and 
very informative.

Y Y
rep reversed claim in mail order and paid claim was 
processed at retail pharmacy.

Y Y

member prefers non-formulary medication. Rep 
provided member with PA # to pass on to MD to get 
approval for Ventolin. Rep was very friendly, patient, 
and informative. Member a little agitated.

Y Y
member's cane not covered by med d, rep informed 
member that med b should cover cane, member was 
provided with phone number for med b to inquire.

Y Y
rep performed override for member to receive 
medication.

Y Y
rep reached out to clinical technician to resolve the 
override. Rep went above and beyond.

Y Y
rep provided MA with PA information, could have 
sound less irritable.

Y Y receptionist didn't have enough info to give to rep.



Y Y
rep provided NP with PA info and transferred to 
designated rep.

Y

Y N
member was in need of a Spanish speaking rep, rep 
transferred her to Spanish speaking rep (1 of 2)

Y Y
Member wasn't clear on why she had a balance of over 
$1,000 and rep explained that member had fallen into 
the "donut hole" (2 of 2)

Y Y

rep helped member to understand literature that was 
received in the mail regarding drugs that will and won't 
be covered. Member inquired about a particular drug 
that he takes and rep confirmed that the drug is a part 
of the formulary.

Y Y
member was in need of speaking to someone from 
Affinity and rep gave information effectively.

Y N/A

member's mother called to check the status of her 
son's medication that had been pending from  a prior 
authorization. Member's mother didn't understand 
why PA was still in pending status due to the fact that 
her son is in need of medication adn requested a 
supervisor. Rep effectively explained what was going 
on and transferred her to a supervisor. Phone call cut 
off before rep was able to do his closing.

N Y
rep didn't seem very knowledgeable about what she 
was explaining to the member.

Y N
Pharm Tech call, needed RX processing information. 
Call cut off so could not hear a closing

not an Affinity call

Y/N Y
Mbr calling about Zolpidem, paid out of pocket for 
drug. Max of rejection ( Reps should know what Plan 
Limit means). Rep gave PA #

N Y
Call was difficult. Both Mbr and Rep were very hard to 
understand. Mbr rec'd a call but rep could not find any 
notes

Y Call in spanish- translator not used rep spoke spanish. 

Y Y Pharm tech calling for processing info, claim paid

Y Y Provider call-PA call. Provider txrd



Y Y
Mbr rec'd a letter about 90 DS, rep did test claim and 
let mbr know about retail vs mail order. 

Y Y

mbr needed help filling out forms with medicaid or 
medicare, she rec'd 2 packets of forms from HHS. Mbr 
is active in our system. Rep gave mbr affinity's # to 
confirm her account. 

Y Y
Mbr lost meds, rep advised to have claims reject then 
we could put in a lost meds override. Were pysch 
meds. 

Y Y
Call Btw 2 CCR's, mbr had her meds discarded w/o her 
consent. AB emailed and mber did get an override to 
fill

N Y
Mbr has questions about co-pays, the CCR was 
confusing and not correct in her information

Y Y
Clinical call, MD needs a PA for januvia but no PA is 
needed. 

Y Y
Mbr calls, regarding coverage of medication. Mbr is 
very confusing but rep is very patient. 

Y Y
Clinical call btw 2 reps mbr needed a vacation 
override. Told for pharmacy to contact CVS for further 
instructions. 

Y Y

Member needed  a spanish interpreter. Member 
needed to inquire about her coverage in order to 
continue her chiropractic therapy as well as see how 
she can go about getting a new set of dentures. 
Member called the prescription line, however the rep 
was able to provide her with both numbers for the 
services that she needed.

Y Y
Member was inquiring when he would be able to get 
his refills to go through as paid claims.

Y n/a
Rph was calling to resolve a billing issue. Call cut off in 
the middle of giving explanation and rep wasn't able to 
give a closing on current call.

n/a n/a Call cut off, rep was only able to give a greeting.









ACTIONS TAKEN ON OUR END

Aaron M is reaching out to CVS regarding 
corrective action & retraining of the Rep/ Rep 
has been retrained and there is information in 
the CIF regarding medical eligibility





Aaron was emailed about this end of 
february/issue was resolved and claim was 
reversed/ Pharmacy may still be under 
investigation/

Emailed aaron



emailed Aaron B

emailed aaron m

emailed aaron m

emailed aaron m





we do not have donut holes, account 
manager was emailed

Notified the Account Mgr



ecalated to AB for approval

Emailed AML

emailed AB about what a great job BV did. 









DATE TIME CALL NUMBER
SUCCESSFUL 

CALLS DROPPED CALLS
THIS IS ALWAYS 
5*ONLY NOTE IF 

LESS THAN
25-Feb MORNING 5 0

AFTERNOON 5 0
EVENING 5 0

26-Feb MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

27-Feb MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

28-Feb MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

3-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

4-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

5-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

6-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

7-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

10-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

11-Mar MORNING 5 0
AFTERNOON 5 0



EVENING 5 0

12-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

13-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

14-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

17-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

18-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

19-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

20-Mar MORNING
AFTERNOON

EVENING

21-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

24-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

25-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

26-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0



27-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

28-Mar MORNING 5 0
AFTERNOON 5 0

EVENING 5 0

       ch and  this information will be on the OPMT reports going forward.



COMMENTS
*866-362-4002; 
say no then rep



I was out this day



DATE CCR NCO NCA ABN>0 ABN>0 %ABN>0 ATT ACW HOLD

Tue Apr 01, 2014 11 11 0 0 0.0% 416 15 131

Wed Apr 02, 2014 7 7 0 0 0.0% 384 5 118

Thu Apr 03, 2014 6 6 0 0 0.0% 271 15 71

Fri Apr 04, 2014 9 9 0 0 0.0% 161 14 163

Sat Apr 05, 2014 2 2 0 0 0.0% 199 0 113

Sun Apr 06, 2014 2 2 0 0 0.0% 419 30 0

Mon Apr 07, 2014 9 9 0 0 0.0% 240 24 106

Tue Apr 08, 2014 9 9 0 0 0.0% 246 10 89

Wed Apr 09, 2014 12 12 0 0 0.0% 317 9 124

MTD AVG 0%



AHT ASA NCA30 %TSF30

562 10 10 90.9%

507 18 5 71.4%

357 9 6 100.0%

339 17 7 77.8%

311 6 2 100.0%

449 6 2 100.0%

370 9 9 100.0%

345 14 8 88.9%

450 8 12 100.0%

92.11%



Sample Name/Number/CD or RD
Date/Time Request Received
Standard or Expedited Request
Is the request correctly classified for both time and type of request?
Verification that request is an initial request and not a RD
Review Process
Type of CD/RD
Decision
Date/Time of decision
Decision Notification 
Was verbal and/or written notification provided to member?
Was verbal notification successful? 
If verbal notification not successful, validation of reason?
Date/Time of notification to member, oral and written
Was notification timely?
If written notification sent to the member, is the letter a CMS approved letter?
Was verbal and/or written notification provided to prescriber?
Date/Time of notification to prescriber
Approvals: Proof of Adjudication
Was authorization placed in system in order to allow claim to pay?
Date/Time auth placed in system



Transtion Monitoring Checklist

Av
g.

 S
co

re

Av
g.

 %
 M

et

LE
TT

ER
S

Was 
transition 
notification 
sent to 
member?

Does the 
letter contain 
correct 
transition 
rationale?
Is the 
language clear 
and 
understandab
le?
Was 
notification 
sent <= 
3days?
Was 
transition 
notification 
sent to 
prescriber?
Was 
notification 
sent <= 
3days?

CL
AI

M Was member 
eligilble for 
transition?
Was the 
reason for 
rejection 
correctly 
represented 
by system 
rejection 
codes?

Number of Claims
Total Score
Weighted Average Score



SUMMARY eighted Score of % Met
#  Total Claims







Audit Type Description of Finding Operational Area Date CAP Issued Update 

Daily rejects

Error code-Resubmit for 
Remaining Day Supply of 14 for a 

transition fill. 
Pharmacy 10/21/2013 Info to PBM

Daily rejects

DUR Reject. paid claim on 
9/30/13, a rev claim on 10/30/13 

& reject on 10/31/13 of a refill 
too soon next refill 11/24. 

Pharmacy 11/4/2013 Info to PBM

Daily rejects
Qty limit/PA req'd TF for a 

formulary med that has no limits
Pharmacy 11/8/2013 Info to PBM

Daily rejects
Prescriber inactive reject for 
reports 11/12,11/13,11/15

Pharmacy 11/18/2013 Info to PBM

Daily rejects
 FIlled before coverage effective, 

coverage effective 00/00/00
Pharmacy 11/25/2013 Info to PBM

Daily Rejects DUR reject for a drug misuse. Pharmacy 12/2/2013 Info to PBM

Daily rejects Rejection of DS limit Pharmacy 12/3/2013 Info to PBM



Status Date Closed

As of 10/21 PBM is  implementing an interim process s as the result of a 
CMS audit.PBM will enter in a manual override so that the pharmacy can 
resubmit the claim, if certain criteria are met. Mbr will also be contacted.

10/21/2013

Claim was bouncing off of a duplicate therapy and DD interaction. 11/4/2013

L. is aware and they are working on it. Forwarded to M. @ PBM Impact 
report analyzed and ran. Only 1 mbr effected and override will be in place 
so there is no further interuption in service. Override only until coding is 

fixed

11/13/2013   11/20/2013 PBM issued a 
notice  explaining TF logic for 

unbreakable packing

Reject rec'd for precriber expired/inactive. On NPI website shows 
prescriber as active with an NPI #.  PBM helpdesk is reaching out to 

pharmacies to help them process with a SCC code 42 override. will update 
when finalized

 11/21/2013- all claims that were 
rejecting for inactive prescriber/expired 

and been reprocessed and paid, or 
rejected for another error message. See 

corrective action/operational alert 
#111111 for all info.

 Member has 2 profiles, 1 active 01/01/13-12/31/13, 2nd is post dated to 
begin in january 2014.  Claims are rejecting on report but susan did not see 
them, they are in the post dated profile. S. will have PBM reach out to the 

pharmacies to help with processing.

11/25/13- S. emailed back that the 
pharmacy reporcessed claims. Paid 

claims and member will be contacted for 
pickup.

Pharmacy tried billing for a DS of 18 and 30. both rejected with a DUR 1 
drug misuse. Pharmacy put in no overrides that I can see. Contacted PBM 

for more info/action.

12/04/2013- Mbr has seen 4 Md's for 
meds in same class. Causes a soft reject 
that can be overridden with "DM" over 

ride code.  Will call pharmacy to 
reprocess. 

Prolia was rejecting for a DS limit, however the DS was correct.
12/04/2013- Pharmacy need a 

submission clarifacation code. PBM will 
reach out to reprocess.



Daily Review of Rejected Claims
Pull daily rejected claims reports with all primary, secondary and tertiary “hard rejects codes” relative to the follow

Review rejected claims for:

*CMS “best practice” recommended is one year for non-protected classes and longer, determined by plans for pro  



                 wing:

                otected classes.
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Delegated Vendor Oversight  

Committee Charter 

 

A. Purpose 

 

The purpose of the ABC Health Plan (HP) Delegated Vendor Oversight Committee (DVOC) is 

to ensure that the plan remains accountable and compliant with regulatory standards for the 

delegation of core administrative and management functions through the pre-delegation auditing 

and the ongoing monitoring of network providers, vendors, and other contractors.   

 

Delegated core administrative and management functions may include, but are not limited to, 

credentialing, network development, pharmacy benefit management, and claims administration.  

The DVOC is responsible to oversee the on-going assessment of performance results to ensure 

business goals and outcomes are achieved to further the delivery of quality health goals and 

outcomes for our members.   

 

B. Composition and Meetings 

 

1. The DVOC is a Sub-committee of the Quality Management Committee and is chaired by 

the Vice President of Network Development and Contracting. 

 

2. The DVOC includes the following voting members of ABC HP's staff:  

i. Vice President of Network Development and Contracting 

ii. Vice President of Operations,  

iii. Pharmacy Director,  

iv. Director of Medical Management and Quality Management,  

v. Director of Provider Relations, and  

vi. Chief Compliance Officer.   

 

3. The DVOC may invite other participants to the meeting as it deems appropriate. 

 

4. Actions by the Committee requires approval by a majority of the voting members.  

Members are not required to be physically present for the DVOC to act; actions may be 

taken by telephone conferences or other means of communication. 

 

5. The Chair, or his designee, creates written minutes of all DVOC meetings and actions. 

The minutes are available to the Committee members within 3 business days of the 

meeting.   

 

6. The Chair sets meeting dates, times, and locations. The DVOC meets quarterly, or more 

frequently, as deemed necessary by the Chair or by a majority of the Committee 

members. 

 

7. The Chair sets the agenda for regular meetings with input from other DVOC members. 

 

C. Duties and Responsibilities 
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1. Evaluate prospective delegated vendor’s ability to perform the proposed administrative or 

delegated activities prior to delegation.  

 

2. Define and establish reporting deliverables for departmental business needs.  

 
3. Establish effective departmental auditing tools to measure administrative/management 

performance to ensure compliance with regulatory mandates. 

 
4. Assure the operational areas perform audits of external entities who are responsible for 

delegated functions on behalf of ABC HP.   The business owners are responsible for 

completing these audits of their designated oversight area timely.  

 
5. Review and evaluate vendor performance, identifies opportunities for performance 

improvement, recommend and issue corrective action plans when a deficiency has been 

identified.  

 
6. Distribute information to the DVOC regarding findings, recommended changes to 

contracts and policies, and requested initiatives or project updates by the vendor.  

 

7. Make recommendations to the Quality Management Committee, the Chief Medical 

Officer, and the Vice President of Network Development and Contracting regarding the 

approval and continuation of the delegated entity.  

 

8. Impose sanctions up to and including the revocation and/or termination of delegation if 

the delegated entity’s performance is inadequate. 

 

D. Reporting Structure 

 

The Vice President of Network Development and Contracting, or his designee, reports 

quarterly to the Board of Directors on issues addressed by the DVOC.  
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You	Can	Lead	a	Horse	to	Water	
But	You	Can’t	Make	it	Drink:	

The	Role	of	Data,	Active	Management,	
and	Effective	Change	Management	

Strategies	in	Compliance

Kristine	Koontz,	PhD,	SSGB
Amy	Diane	Short,	MHSA,	CSSBB

Presentation	Overview

• Icebreaker
• DMAIC
• Stakeholder	engagement
• Embedding	metrics	into	daily	operations

Active Learning

Ice	Breaker

• Let’s	get	to	know	each	other!

• When	the	ball	gets	tossed	to	you,	shout	out	
your	response	to	the	topic	under	your	right	
thumb
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Successful	Organizations

• Understand	what	their	customers	want	

• Understand	how	they	are	measuring	up

• Can	describe,	monitor	and	adjust	processes	

• Can	examine	and	support	employee	performance	

and	functions

• Can	quickly	identify	and	respond	to	internal	and	

external	demands

What Compliance Issue
Keeps You Up at Night?

Successful	Organizations	Use	DMAIC

Define	
Measure	
Analyze
Improve
Control
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Define &	Measure

Find	a	way	to	make	the	
important	measurable	
instead	of	making	the	
measurable	important

Key	Performance	Indicators	(KPIs)

• How	do	you	measure	success

• Type	of	performance	measurement

• Help	an	organization	define	and	measure	progress

• Linked	to	an	organization’s	mission	and	vision

• Should	include	regular	examinations	of	goals/expectations	

Why	Are	KPIs	Important?

• Sustainability	in	a	new	era

• Performance	information	is	front	and	center

• Increase	the	pace	of	effective	decision‐making

• Decisions	need	to	be	targeted	and	informed

• Use	of	KPIs	embedded	into	management	will	enable	
these	abilities
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Analysis	and	Improvement

• Process	Mapping

“If	you	can’t	describe	
what	you	are	doing	as	a	
process,	then	you	don’t	
know	what	you	are	
doing”

‐‐Deming

• Pareto	Charts

‐‐The	power	to	
differentiate	the	
important	many	from	
the	vital	few

“In	God	we	trust.
All	others,	bring	
data.”
‐W.E.	Deming

Process	Mapping

“To	find	out	how	to	
improve	productivity,	
quality	and	
performance‐‐‐ask	the	
people	who	do	the	
work.”
‐‐Harvard	Business	
Review	
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Process	Mapping	in	a Nutshell

“Every	system	is	perfectly	
designed	to	get	the	results	it	

gets.”

The	only	way	to	get	different	results	
is	to	change	the	system

Piloting	Improvement and	Change

We	must	remember…

All	Improvements	stem	from	change,	
but	not	all	changes	are	improvements

&

Hope	is	not	an	improvement	strategy

The	Engine	for	Innovation	&	Change:	PDSA	Cycle
START	HERE

Plan

• Objective
• Predictions
• Plan to carry out the 
cycle (who, what, 
where, when)

• Plan for data collection 
(who, what, where, 
when)
Do

• Carry out the plan

• Document 
observations

• Record data

Study

• Analyze data

• Compare results to 
predictions

• Summarize what was 
learned

Act

•What changes need 
to be made?

• Next cycle?
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Hoorah	for	PDSA!
• Action‐oriented	
learning

• Scientific	process
• Hypothesize
• Experiment
• Evaluate
• Synthesize

• Avoid	“analysis	
paralysis”

• Lessons	in	STUDY	and	
ACT	become	public	
knowledge	and	
speeds	generalization

• Minimal	expenditures	
$$

• Vertical	team	
facilitates	buy‐in

Test	the	Change
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Mission	Impossible

It	Takes	a	Team!

But…	I’m	All	Alone
Sustainable,	transformative,	change	requires	an	
engaged,	interdisciplinary,	team	

• Let	your	leadership	know	what	you	need

• Work	these	principles	as	best	you	can	in	you	own	sphere
• It	takes	time
• It	takes	constant	effort
• It’s	worth	it!
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Successful	Organizations

• Understand	what	their	customers	want	

• Understand	how	they	are	measuring	up

• Can	describe,	monitor	and	adjust	processes	

• Can	examine	and	support	employee	

performance	and	functions

• Can	quickly	identify	and	respond	to	internal	and	

external	demands

…	Is	multifactorial	and	complicated!

• Today’s	focus	is	on:
• Stakeholder	engagement

• Communication	(bite	sized!)

Stakeholder	Engagement

Stakeholder:	Anybody	who	can	affect	or	is	
affected	by	an	organization,	strategy	or	
project

From	OGC	Successful	Delivery	Toolkit	2005
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Stakeholder	Engagement

What	you	get	from	stakeholder	
engagement:
• Agreement	on	purpose	and	direction	(i.e.	buy‐in)	of	a	
project	or	program

• Early	identification	of	potential	issues,	conflicts	and	
benefits

• Generation	of	new	ideas
• Defusion	of	conflict	situations	before	these	impede	
progress

• Increased	community	cohesion	and	strengthened	shared	
identity

REVIT	Stakeholder	Engagement:	A	Tool	Kit
http://www.revit‐nweurope.org/selfguidingtrail/27_Stakeholder_engagement_a_toolkit‐2.pdf

Stakeholder	Engagement
Key	elements	for	stakeholder	
identification:
• Who	is	directly	responsible	for	the	decisions	on	the	issues?
• Who	is	influential	in	the	area,	community	and/or	organization?
• Who	will	be	affected	by	any	decisions	on	the	issue	(individuals	
and	organizations)?

• Who	runs	organizations	with	relevant	interests?
• Who	is	influential	on	this	issue?
• Who	can	obstruct	a	decision	if	not	involved?
• Who	has	been	involved	in	this	issue	in	the	past?
• Who	has	not	been	involved,	but	should	have	been?

REVIT	Stakeholder	Engagement:	A	Tool	Kit
http://www.revit‐nweurope.org/selfguidingtrail/27_Stakeholder_engagement_a_toolkit‐2.pdf

Who	Are	Your	Stakeholders?

Name	and	Role
Strategic	
Objective

Scope	of	Influence
Coherence	with	

Objective
Yes	*No*	Indifferent

Key	Alliances

Jane Doe, Clinic Manager Care Delivery Clinical site/staff Indifferent Corporation VP HR

Adapted	from	“Mainstreaming	Participation”		
http://www.fsnnetwork.org/sites/default/files/en‐svmp‐instrumente‐akteuersanalyse.pdf
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Prioritize	Your	Stakeholders

Keep	Satisfied Manage	Closely

Monitor
(Minimum	Effort) Keep	Informed

www.mindtools.com

Power	Vs.	Interest	Grid

Stakeholder	Actions

Someone's	position	on	the	grid	shows	
you	the	actions	you	have	to	take	with	
them:

• High	power,	interested	people:	these	are	the	people	you	
must	fully	engage	and	make	the	greatest	efforts	to	satisfy

• High	power,	less	interested	people:	put	enough	work	in	
with	these	people	to	keep	them	satisfied,	but	not	so	much	
that	they	become	bored	with	your	message

www.mindtools.com

Stakeholder	Actions
Someone's	position	on	the	grid	shows	
you	the	actions	you	have	to	take	with	
them:

• Low	power,	interested	people:	keep	these	people	
adequately	informed,	and	talk	to	them	to	ensure	that	no	
major	issues	are	arising.	These	people	can	often	be	very	
helpful	with	the	detail	of	your	project

• Low	power,	less	interested	people:	again,	monitor	these	
people,	but	do	not	bore	them	with	excessive	
communication

www.mindtools.com
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Understand	Your	Stakeholders
• What	financial	or	emotional	interest	do	they	have	in	the	outcome	of	your	
work?	Is	it	positive	or	negative?

• What	motivates	them	most	of	all?

• What	information	do	they	want	from	you?

• How	do	they	want	to	receive	information	from	you?	What	is	the	best	way	
of	communicating	your	message	to	them?

• What	is	their	current	opinion	of	your	work?	Is	it	based	on	good	
information?

• Who	influences	their	opinions	generally,	and	who	influences	their	
opinion	of	you?	

www.mindtools.com

Understand	Your	Stakeholders
• Do	some	of	these	influencers	therefore	become	important	stakeholders	
in	their	own	right?

• If	they	are	not	likely	to	be	positive,	what	will	win	them	around	to	
support	your	project?

• If	you	don't	think	you	will	be	able	to	win	them	around,	how	will	you	
manage	their	opposition?

• Who	else	might	be	influenced	by	their	opinions?	Do	these	people	
become	stakeholders	in	their	own	right?

www.mindtools.com

Strategic	Tip:	Be	Compelling
Don't	"push	it	through"	– it's	much	better	to	
convince	people	that	it's	important	and	urgent	–
only	that	way	can	you	get	a	clear	commitment	from	
others
• What	conditions	create	the	need	for	change?

• What	are	the	underlying	causes?

• Have	you	identified	and	made	a	case	for	the	change?

• Have	you	identified	the	one	crucial	reason	for	change?

• “WIIFM”?
www.mindtools.com
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Strategic	Tip:	Get	the	Word	Out

One size does not fit all for	communication

• Which	stakeholders	will	need	regular	one	on	one	chats?

• Do	you	need	to	do	organization	wide	“town	halls”?

• Do	people	at	your	organization	read	emails	reliably?

• Can	you	put	articles	in	the	company	newsletter?

• Which	regular	operational	or	staff	meetings	should	you	attend?

• Is	a	special	activity	required	to	gain	attention?
www.mindtools.com

But…	I’m	All	Alone
Sustainable,	transformative,	change	requires	an	
engaged,	interdisciplinary,	team	

• Let	your	leadership	know	what	you	need

• Work	these	principles	as	best	you	can	in	you	own	sphere
• It	takes	time
• It	takes	constant	effort
• It’s	worth	it!

Successful	Organizations

• Understand	what	their	customers	want	

• Understand	how	they	are	measuring	up

• Can	describe,	monitor	and	adjust	processes

• Can	examine	and	support	employee	performance	

and	functions

• Can	quickly	identify	and	respond	to	internal	

and	external	demands



3/17/2015

13

Active	Management	vs.	Auditing

Active	Management	vs.	Auditing

Component Active	
Management	with	

Data

Auditing

Scale Population Sample

Time Close	to	real	time Retrospective

Opportunities	to	
examine	

Performance Status

Frequent Dependent	on	audit	
schedule

Focus Current	and	Future Retrospective	and	Future

Organizational Risk Catch	issues quickly Depends on	Audit	
timeframe
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Questions?



PDSA Worksheet for Testing Change 

Institute for Healthcare Improvement 

 

Aim: (overall goal you wish to achieve) 

 
   Every goal will require multiple smaller tests of change 

Describe your first (or next) test of change:  Person 
responsible 

When to 
be done 

Where to 
be done 

    

Plan   

List the tasks needed to set up this test of change Person 
responsible 

When to 
be done 

Where to 
be done 

 
 

 .  

 

Predict what will happen when the test is carried 
out 

Measures  to determine if prediction succeeds 

   

Do  Describe what actually happened when you ran the test 
 
 
 

Study Describe the measured results and how they compared to the predictions 

 
 
 

Act  Describe what modifications to the plan will be made for the next cycle from what you learned  



1 
Koontz & Short 2015 

You Can Lead a Horse to Water But You Can’t Make it Drink: 

The Role of Data, Active Management, and Effective Change Management 

Strategies in Compliance 

 

Personal Planning Worksheet 

 

1. What compliance issue keeps you up at night? 

 

2. What data tells you it’s a problem? 

 

 

 

3. Sketch a quick process map of the process you need to fix: 

 

 

 

 

 

 

 

 

4. What’s one small change you think will improve the process? 

 

 

 

 

 

 

 

 

 

 

5. Complete the attached PDSA worksheet .  
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6. Who are your stakeholders? 

 

Name and Role Strategic 
Objective 

Scope of Influence Coherence with 
Objective 

Yes *No* Indifferent 

Key Alliances 

Jane Doe, Clinic Manager Care Delivery Clinical site/staff Indifferent Corporation VP HR 

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

Adapted from “Mainstreaming Participation”  

http://www.fsnnetwork.org/sites/default/files/en-svmp-instrumente-akteuersanalyse.pdf 
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7. Plot your stakeholders1: 

  

8. Answer the below for ONE stakeholder1: 

• What financial or emotional interest does she have in the outcome of your work? Is it positive or negative? 

 

• What motivates him most of all? 

 

• How does she want to receive information from you? What is the best way of communicating your message 

to her? 

 

• If he is not likely to be positive, what will win him around to support your project? 

 

• If you don't think you will be able to win her around, how will you manage her opposition? 
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9.  Craft your compelling case1: 

 What conditions create the need for change? 

 

 

 What are the underlying causes? 

 

 

 Have you identified and made a case for the change? 

 

 

 Have you identified the one crucial reason for change? 

 

 

 “WIIFM” 

 

 

10. Getting the word out1: 

• Which stakeholders will need regular one-on-one chats? How often? 

 

• Who would you reach at organization wide “town halls”? 

 

• Who at your organization read emails reliably? 

 

• What company newsletters are there? 

 

• Which regular operational or staff meetings should you attend? 

 

• What kind of special activity would be helpful? 

 

 

11. What organizational metrics would you first transform to active management if you had the power to make it so? 

 

1
mindtools.com 
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Back to What Keeps You Up at Night  

 

1.  How could you get a better understanding of the process that drives the problem you need to fix? 

 

 

2. Who might you involve that you haven’t already? Why? 

 

 

 

 

3. What’s compelling to them? What’s your case? 

 

 

 

4. How might you change your communication plan? 

 

 

5. What are the barriers stopping you from doing the above? 

 

 

6. Any strategies to overcome them? 

 

 

 

7. Once solved, how could this metric be monitored through active management? 
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PHYSICIAN PAYMENTS
SUNSHINE ACT

HCCA Compliance Institute
Sunday, April 19, 2015
Lake Buena Vista, Florida

P-16

1-4 PM

PRESENTATION OBJECTIVES

 History of the PPSA (a.k.a. “Open Payments”)
 Perspectives

 Physicians
 Teaching Hospitals
 Applicable Manufacturers

 Site demonstration
 Trends
 What’s in store
 Polling questions
 Q&A
 Table discussions & report outs

2

3

Background – Why and When
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WHAT IS YOUR PRIMARY AFFILIATION?

A. Physician, Physician 
Group

B. Teaching hospital
C. Non-teaching hospital
D. Healthcare System 

with Hospital(s) and 
Physicians

E. Manufacturer
F. Regulatory Agency
G. Consultant
H. Just some guy who got 

in here by accident
I. Other 4

 Favors influence choice and brain response in 
measurable ways – they are covert, not conscious

 Reminder of an honor code eliminated                
cheating entirely – regardless of the                  
payment amount

 Individuals who will personally benefit               
from recommending a particular drug, treatment, 
procedure or clinical trial will have no problem 
figuring out ways to justify that decision as being 
in their patients’ interest.

(1) Michael Friedlander, Ph.D. – response to informal survey of medical practitioners among his colleagues
(2) Association of American Medical Colleges June 12, 2007 The Scientific Basis of Influence and Reciprocity: A 
Symposium

“I CAN MANAGE MY OWN BRAIN” (1)

Pizza or deli?

 Patients may believe doctors might be biased
by personal interests – but they don’t believe this 
about professionals whom they deal with 
personally.
 Not MY doctor…

 When people don’t know what to do with 
information they ignore it or don’t sufficiently take 
it into account

 Conflicts of interest will inevitably bias behavior -
the only viable remedy is to eliminate the conflict 
whenever possible. 6

“YOU DON’T REALLY THINK THAT I WOULD
LET A PIZZA LUNCH INFLUENCE MY DECISION

MAKING…”(1)
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DOES YOUR ORGANIZATION PERMIT VENDOR-
SUPPLIED FOOD AND BEVERAGE ONSITE?

A. Yes
B. No
C. It depends…
D. How else would 

we know whose 
products to buy?

7

ASSOCIATION OF AMERICAN

MEDICAL COLLEGES - 2010 (3)

 Having conflict of interest policies and procedures 
is good medicine.

 Utilization increases with ownership.

 Gifts create a relationship that 
affects decision making.

 How institutions act addressing conflicts 
influences medical students and residents. 8

(3) June 2010 – Report of the Task Force on Financial Conflicts of Interest in Clinical Care

FEELING BETTER?

No?  
Maybe you need a little sunshine… 9



3/17/2015

4

OPEN PAYMENTS
PREVIOUSLY - SUNSHINE ACT

 Physician Payment Provision of the Patient 
Protection and Affordable Care Act of 2009

 Became law on March 23, 2010 

 Promote transparency - financial relationships 
physicians and teaching hospitals have with drug 
and device manufacturers 
 No assumptions or conclusions about the payments –

just data

10

AT YOUR ORGANIZATION, WHO IS RESPONSIBLE
FOR OVERSEEING OPEN PAYMENTS TYPE

ACTIVITIES?

A. Compliance
B. COI Department or 

Committee
C. Physician Leadership
D. Hospital Leadership
E. Multiple Areas
F. Wait, we’re supposed 

to oversee this???
G. N/A

11

12

Who Reports What on Whom?
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WHO REPORTS?

Group Purchasing Organizations 
and Manufacturers of 
 Drugs, 
 Devices, 
 Biological or 
 Medical supplies 
Reimbursed by Medicare, Medicaid, 
or the Children’s Health Insurance 
Program (CHIP) 13

WHAT’S REPORTED?

Cash & cash equivalents
Stock & stock options
Limited liability company 

membership(s)
Partnership shares
Loans
Bonds
Other financial instruments 
In-kind items 14

ON WHOM?

15

 Teaching Hospitals
 Physicians and their 

immediate family 
members
 Spouse
 Natural or adoptive 

parent, child or sibling
 Stepparent, stepchild, 

stepbrother stepsister
 Father-, mother-, 

daughter-, son-, sister-
in-law

 Grandparent or 
grandchild

 Spouse of grandparent 
or grandchild
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WHO’S A PHYSICIAN?
Doctor of 
 Medicine
 Osteopathy
 Dentistry
 Dental Surgery
 Podiatry
 Optometry
 Chiropractic Medicine
 Fellows 

16

EXCLUDED ARE PAYMENTS TO …

Physicians employed by the reporting 
manufacturer

Physicians employed by a teaching 
hospital – when teaching hospital is 
recipient of payment

Residents 
Nurse Practitioners
Physician Assistants
Residents

17

DETAILS REPORTED

18

Manufacturers 
report:
 Name: first, last 

middle initial
 Business address: 

practice address
 NPI: individual –

not group
 Specialty
 Amount
 Date of payment
 Type of payment

Office Address:
Name:

NPI:
Specialty:
Payment Date:
Payment Type:

Doctor Identification
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WHAT ELSE IS REPORTED?

 Related drug, device, biological or 
medical supply
If payment is for education, marketing 
or research
Name under which                                  
product is marketed

 Form and nature of 
payment

19

DO PHYSICIANS IN YOUR ORGANIZATION
DISCLOSE TO PATIENTS THEIR RELATIONSHIPS

WITH INDUSTRY?

A. Yes
B. No
C. Up to each 

physician
D. Why are youse 

guys always 
stirring the pot?

E. N/A
20

NATURE OF PAYMENT

Consulting Fees
Compensation for 

services other than 
consulting

Honoraria
Gift
Entertainment
Food and beverage
Travel and lodging

21
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NATURE OF PAYMENT

Categories continued
 Education
 Research
 Charitable contribution
 Royalty or license
 Current or prospective ownership or 

investment interest

22

NATURE OF PAYMENT

23

More categories -
 Compensation for 

serving as faculty or 
as a speaker for 
continuing education 
program.

 Grant 
 Space rental or 

facility fees 
(primarily teaching 
hospitals)

DID YOUR ORGANIZATION REVIEW ITS

DATA BEFORE THE DATA WENT PUBLIC?

A. Yes—all of it
B. Some of it, based 

on risk
C. No
D. N/A

24
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HOW ACCURATE WAS THE DATA THAT WAS
REPORTED ON YOU OR YOUR ORGANIZATION?

A. Extraordinarily 
accurate

B. Somewhat 
accurate

C. Too difficult to 
reconcile

D. Accurate like a 
weather report

25

WHICH PAYMENT CATEGORIES RECEIVED

THE MOST SCRUTINY BY YOUR STAFF?

A. All categories received 
the same scrutiny

B. Food
C. Research Payments
D. Gifts
E. Consulting fees
F. Entertainment
G. Travel
H. Grants
I. Compensation for 

services other than 
consulting

J. N/A 26

LIVE DEMONSTRATION OF OPEN

PAYMENTS

27

http://www.cms.gov/openpayments/
https://openpaymentsdata.cms.gov/
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THE SEARCH SCREEN

28

SPECIFIC PHYSICIAN

29

SEARCH RESULTS FOR PHYSICIAN

30
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DETAIL FOR PHYSICIAN

31

SEARCH FOR COMPANY MAKING

PAYMENTS

32

SEARCH RESULTS

33
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DETAIL ON COMPANY MAKING PAYMENTS

34

AGENT $0.07

35

SEARCH RESULTS FOR TEACHING

HOSPITAL

36
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DETAILS FOR TEACHING HOSPITAL

37

PLASTIC SURGEONS IN BEVERLY HILLS:  
24

38

PLASTIC SURGEONS IN NEW YORK CITY: 
131

39
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SUNSHINE STATISTICS

 $4.6 Billion Total Transactions
$1.3 Billion Identified
$2.2 Billion De-Identified 
$1.1 Billion Not Published

 65% of data less than $20 each
 14% less than $10 each

40

41

RESEARCH PAYMENTS – AT A GLANCE

42

Image courtesy of www.policymed.com
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JUNE

WHEN MANUFACTURERS REPORT

Calendar year – and due by March 31
of the following year

Information should be publicly 
available by June 30

Physicians and 
hospitals have NO 
reporting requirements!

43

MANUFACTURERS:  HAVE YOU NOTICED MORE
RULES REGARDING PAYMENTS TO PHYSICIANS

AND/OR TEACHING HOSPITALS?

A. Yes, more hoops 
to jump through 
to provide 
payments

B. No, pretty much 
the same—
everyone loves 
gifts

C. Call me Scrooge—
I don’t give gifts 44

Specifics Related to 
Certain Payments

45
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CHARITABLE CONTRIBUTIONS

46

 Paid directly to charity, 
not for services provided
 Example: Donation to Penn State 

Hershey Children’s Hospital

 Payments redirected by 
physician to charity not 
charitable contributions. 
 Example: Payments for Dr. Joe’s 

consulting services - redirected to 
a Penn State Hershey Children’s 
Hospital - are still reported 
under the physician’s name.

FOOD AND BEVERAGE

 Group setting – divide the value of the 
meal by the total number of participants
 Includes non-physicians
 Excludes physicians who don’t eat/drink

 Meals dropped off – reported 

 Conferences – not reportable if invitation 
is open to all attendees and sponsor is 
unable  to identify who partook
 Example: buffet meal, coffee, snacks

47

ENTERTAINMENT & GIFTS

Entertainment
Attendance at 
 Recreational
 Cultural
 Sporting 
 Other events

Gifts
Items that don’t 
fit into another 
category
 But does not 

include tickets to 
events – that’s 
considered 
“entertainment” 
– even if the 
ticket was a gift

48
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RESEARCH

 Definition: “a systematic investigation designed 
to develop or contribute to generalizable 
knowledge relating broadly to public health, 
including behavioral and social sciences research.  
This term encompasses basic and applied 
research and product development.”
 Includes 

 Pre-clinical research and FDA Phases I-IV research
 Investigator-initiated research
 Written agreement OR contract OR protocol

 If payments don’t meet above requirements –
then report under a different category

49

50

Exclusions – Not Reported

EXCLUSIONS – NOT REPORTED

Existing personal relationships
Payments or transfers of value less 

than $10
 Unless total annual value exceeds $100
 Threshold will increase annually based on CPI
 Small incidental items under $10 provided at 

conferences – don’t need to be tracked 

51
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EXCLUSIONS
Educational materials that directly 

benefit patients or are intended for 
patient use
 Examples: anatomical parts to use for patient 

education, brochures, flash drives with data
 Textbooks to physicians are reportable.
 Must be educational –not marketing or promotional 

Discounts and rebates
Samples for use by patients

 Includes drugs, supplies, devices
 Items or coupons for items
 Physician and manufacturer agree, in writing, the 

products will be provided to the patient
52

EXCLUSIONS

In-kind items for the provision of 
charity care
 Items provided for patients who cannot pay; 

there’s no expectation of payment
 If item is given to all patients, including those 

who can pay, it is reportable
 Physician and manufacturer agree, in writing, 

that items will be used only for charity care

53

EXCLUSIONS

 Short term loans of devices, multiple and single 
use, and related supplies
 Loan of no more than 90 days for the entire year

 Consecutive days or sporadically

 More than 90 days – excess is reportable

 Items and services provided under a contractual 
warranty, contractual maintenance agreement, 
or product recall

 Physician participating as a subject (patient) in a 
research study

54
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EXCLUSIONS

Provision of healthcare to employees
 Includes employees and their families

Manufacturer has on-site healthcare 

Physicians involved in civil or 
criminal action or administrative 
proceedings for a manufacturer

55

EXCLUSIONS

 Indirect payments – manufacturer makes 
payment to third party; third party makes 
payment to physician.   
 Manufacturer does not direct the payment or know 

identity of the recipient – use is unrestricted 
 Example 1: manufacturer pays consulting firm; 

consulting firm employs and pays physician
 Example 2 (reportable): physician requests payment 

to go to a third party – third party provides payment 
to physician – payment is reported under recipient’s 
name 

56

MORE ON INDIRECT PAYMENTS

 Example 3 (reportable/not reportable): manufacturer 
gives funds to a professional organization to 
specifically award grants to physicians (use is 
restricted).

Excluded – manufacturer doesn’t know name of 
recipient by June 30 of year after reporting period

Reported – manufacturer learns name of recipient by 
June 30 of year after reporting period

Reported – manufacturer directs organization to 
provide grants to top X physicians – manufacturer may 
not know names but should be able to determine

 Incumbent on third parties to track payments and 
report back to manufacturers

57
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INDIRECT PAYMENTS FOR CME
 Payments made to a third party are not reported 

if all the following are met: *
Program meets accreditation/certification standards of 

ACCMA, AOA, AMA, AAFP or ADA CERP

Manufacturer doesn’t direct selection of speaker in any way 
(including suggesting list of speakers)

Manufacturer doesn’t directly pay the physician/speaker

 Example: vendor makes payment to AMA to 
compensate speakers at an accredited conference
 Suggests possible speakers – reportable
 No involvement with speaker selection – not reportable

58
* Changing for payments made in 2016 – accreditation 
exclusion eliminated -must be reported in 2017 if aware of 
recipient by June 30 of 2017

59

Reporting and Review

DATA REVIEW

Period of at least 45 days 
 View own data – 2 years 

 Review and dispute period starts at least 60 
days before the information will be published 
for that program year.

 Lots of website downtime last year

60
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DATA REVIEW

 Register on CMS’ and Open Payments’ websites
 Both Apple and Google have apps to track your 

payments!

 Additional 15 days after 45 day review period to 
correct data
 Earlier the dispute identified more likely it is to be 

corrected

 Available data - all data submitted
 Payments or other transfers of value
 Ownership or investment interest 

61

WHICH OF THE FOLLOWING SUMMARIZES

HOW YOUR ORGANIZATION ADMINISTERS

THE OPEN PAYMENTS DISPUTE PROCESS?

A. Dispute all no 
matter what

B. Only dispute 
grossly inaccurate 
payments

C. Do not dispute
D. Verify whether the 

data is accurate, 
then dispute if 
necessary

E. N/A 62

AGREE?  DISAGREE?  

63

Physician/hospital are 
responsible for 
reviewing and 
initiating any disputes

 Done electronically 
Detail the dispute
Include proposed 

resolution
 System flags 

transaction and 
notifies manufacturer
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RESOLUTIONS AFTER 15 DAY
REVIEW PERIOD

If not resolved it’s marked disputed
 Manufacturer’s data are published
 Transactions are available throughout 

the year to review or dispute
Resolutions reflected on public 
website after next data update (not 
after resolution)

64

65

Physician Perspectives

PHYSICIAN PERSPECTIVES

66
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PHYSICIAN PERSPECTIVES

HAS THE PUBLISHED DATA RESULTED IN ANY
MEASURABLE UP-TICK IN LOCAL MEDIA, 
PATIENT, WATCHDOG GROUP OR OTHER
ATTENTION?

A. No—all quiet on the 
Western Front

B. A little
C. About what we 

expected
D. Much more than 

expected
E. N/A 68

TABLE EXERCISE #1

Data regarding payments to physicians and 
hospitals are readily available.  Research shows:

 Patients don’t believe their doctors would be 
influenced by these payments, and 

 Data not understood is often ignored or discounted.  

1. What are the benefits of disclosing the 
payments to patients?  

2. What’s the downside to disclosure?  
3. What are the challenges? 

69
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TABLE EXERCISE #2

Most people believe they’re not influenced by “gifts”; 
research shows an individual’s bias is unconscious. 
1. How do you educate physicians on the potential 

conflict? 
2. How do you educate management on potential 

conflicts?  
3. What do you do to ensure decisions are in the best 

interest of the patient and not the physician or 
organization?  

4. What safeguards should be in place to ensure the 
organization/individual remains unbiased? 

70

TABLE EXERCISE #3

Manufacturers continue to be a significant source 
of research and educational funding.  

1. What are the benefits and detriments of 
accepting educational and research funding 
from manufacturers?  

2. How do you explain this to patients/the public?  

71

TABLE EXERCISE #4

Data shows that of the $3.6 billion in payments 
and transfers of value reported by industry for 
calendar year 2013, 14% of the items represented 
transactions less than $10 each.  
1. Is it valuable to be informed of all transactions, 

even the small ones under $10/each?  
2. If so, how is it valuable to you, your institution, 

or your employed physicians?
3. In what ways can industry and healthcare 

providers creatively work with each other in a 
proactive manner to address foreseeable 
Sunshine reporting issues? 72
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TABLE EXERCISE #5

What advice would you give to teaching hospitals 
or physicians on how best to prepare for, dispute 
data, and handle inquiries regarding Open 
Payments?

73

PANEL OBSERVATIONS

 What does 2015 have in store?
 Teaching Hospital Perspective
 Applicable Manufacturer Perspective

74

75

Questions?



3/17/2015

26

SPEAKERS

 Robert S. Brown, Compliance Manager, 
University of Washington Medicine 
rsbrown@uw.edu

 Jodie R. Caplan, Senior Compliance Consultant, 
Carilion Clinic  jrcaplan@carilionclinic.org

 Ryan Hulslander, Associate General Counsel, 
Cochlear Americas  rhulslander@cochlear.com

76
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

PEPPER and Data Analytics for Skilled 
Nursing Facilities, Hospices and 
Inpatient Rehabilitation Facilities

April 19, 2015

Kimberly Hrehor

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Agenda

What is PEPPER? 

Focus: Hospice PEPPER

Focus: SNF PEPPER

Focus: IRF PEPPER

Review strategies to mitigate audit risk

Questions and Answers

Target area listings for other providers

2

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Providers are Under Focus:

Office of Inspector General Work Plan

Recovery Auditors

Medicare Administrative Contractors

3
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

What is PEPPER?

Program for Evaluating Payment Patterns Electronic 
Report (PEPPER) summarizes Medicare claims data 
statistics for one provider in areas (“target areas”) that 
may be at risk for improper Medicare payments.

PEPPER compares the provider’s Medicare claims data 
statistics with aggregate Medicare data for all other 
providers in the nation, MAC jurisdiction and state.

PEPPER cannot identify improper Medicare payments!

4

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

What is PEPPER?
PEPPER was originally developed in 2003 for short‐term 

acute care PPS hospitals; it was made available through the 
Quality Improvement Organizations in support of efforts to 
identify and prevent improper Medicare payments through 
2008. 

PEPPER is also available for long‐term (LT) acute care PPS 
hospitals, critical access hospitals (CAHs), inpatient 
psychiatric facilities (IPFs), inpatient rehabilitation facilities 
(IRFs), partial hospitalization programs (PHPs), hospices, 
skilled nursing facilities (SNFs) and in 2015 for home health 
agencies (HHAs). 

5

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Why are Providers Receiving PEPPER?

CMS is tasked with protecting the Medicare 
Trust Fund from fraud, waste and abuse. 

The provision of PEPPER supports CMS’ 
program integrity activities. 

PEPPER is an educational tool that is intended 
to help providers assess their risk for improper 
Medicare payments. 

6
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

PEPPER Summarizes Medicare Data

Paid Medicare claims (no other payers)

– Medicare claim payment amount > $0 

– Exclude HMO (Medicare Advantage) claims

– Exclude canceled claims

– Medicare secondary payer claims included if 
Medicare payment > $0

7

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

PEPPER Data

Organized in three 12‐month time periods 

based on federal fiscal year (FY).

Q4FY14 release contains statistics for 

discharges at the IRF that end between Oct. 1, 

2011 through Sept. 30, 2014 (fiscal years 

2012, 2013 and 2014).

FY 2012 FY 2013 FY 2014

8

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Short‐term Acute Care Hospital 
PEPPER Data
Summarized by federal fiscal year quarters 
according to the discharge date on the claim.

Federal fiscal year begins Oct. 1 and ends Sept. 30.

– Q1 = October‐December

– Q2 = January‐March

– Q3 = April‐June

– Q4 = July‐September

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

Qx 
FYx

9
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Target Area

Area identified as potentially at risk for improper 
payments.

Focused on admission necessity or coding issues

Constructed as a ratio:

– Numerator = discharges identified as potentially 
problematic (likely to be miscoded or admitted 
unnecessarily)

– Denominator = larger reference group that contains 
the numerator

10

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Target Area Percents

Target area percents are calculated by dividing 
the number of target discharges/episodes by 
the number of denominator 
discharges/episodes for each provider for 
each time period, then multiplying by 100. 

Example: Miscellaneous CMGs

11

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Percent vs. Percentiles

The target area percent measures the 
provider’s  billing patterns for each target area 
over time.

Percentiles show how the provided compares 
to others in the nation, jurisdiction and state.

Percentiles provide context... 

12
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Context…..

Where do you fall 
among the 
distribution?

Does that make 
sense?

Should you be 
concerned?

63%

49%

44%

43%

40%

33%

29%

24%

11%

80th

percentile
52%

20th

percentile

13

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

14

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

15
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Comparisons in PEPPER

PEPPER provides 
state, MAC 
jurisdiction and 
national 
comparisons.

State
Comparison

MAC Jurisdiction
Comparison 

National
Comparison

16

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

MAC Jurisdictions

17

Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

Home Health/Hospice MACs

18
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Program for Evaluating Payment
Patterns Electronic Report

Program for Evaluating Payment
Patterns Electronic Report

National‐level Data

National‐level data for the target areas 
(number of discharges for the 
numerator/denominator, average length of 
stay, total payments) is available at 
PEPPERresources.org on the “Data” page.

The reports are updated following each 
release. 

19
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National‐ level  Data  Reports

20
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How do I obtain my PEPPER?

PEPPER is distributed in electronic format.

PEPPER is no longer mailed to providers in 
hard‐copy format. 

PEPPER cannot be sent via email.

21
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STACH, CAH, IPF, Distinct Part Units 
(SNF, IRF, PHP) of Hospitals

PEPPER is distributed via QualityNet to the 
hospital QualityNet Administrators and those 
with basic user accounts and the PEPPER 
recipient role.

Available for 60 days from date TMF uploads the 
file.

Providers can request we re‐upload the file 
(contact us through the Help Desk at 
PEPPERresources.org).

22
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Hospices, LTCHs, Free‐standing SNFs, 
IRFs, PHPs

PEPPER Resources Portal 

– Visit PEPPERresources.org

– Click on the “PEPPER Distribution – Get Your 
PEPPER” link

– Review instructions and access portal

– Each release will be available for approximately 
two years from the original release date

23
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Pepper Resources website
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Who has Access to PEPPER?

PEPPER is only available to the individual 
provider.

PEPPER is not publicly available, cannot be 
released to consultants, etc.

TMF does not send PEPPERs to 
MACs/Recovery Auditors, but does provide 
them with an Access database that contains 
the PEPPER statistics for providers in their 
jurisdiction/region.

26
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For assistance with PEPPER:

Visit PEPPERresources.org for the PEPPER 
User’s Guide and training materials.

Submit request for assistance at 
PEPPERresources.org  “Help/Contact Us” tab.

27
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Strategies to Consider….
Do Not Panic!

– Indication of high outlier does not necessarily mean 
that compliance issues exist.

But: Determine Why You are an “Outlier”
– Sample claims using same inclusion criteria.

– Review documentation in medical record.

– Review claim; was it coded and billed appropriately 
based upon documentation in medical record?

Ensure following best practices, even if not 
an outlier. 28
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Hospice PEPPER Target Areas

Target Area Target Area Definition

Live Discharges
*revised as of 
the Q4FY13 
release

For discharges prior to July 1, 2012:
N: count of beneficiary episodes discharged alive by the hospice 
(patient discharge status code not equal to “40”, “41” or “42” 
with occurrence code "42" (date of termination of hospice 
benefit) 

Denominator (D): count of all beneficiary episodes discharged 
(by death or alive) by the hospice during the report period 
(obtained by considering all claims billed for a beneficiary by 
that hospice)
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Hospice PEPPER Target Areas, 2
Target Area Target Area Definition

Live Discharges
*revised as of 
the Q4FY13 
release

For discharges beginning July 1, 2012:
N: count of beneficiary episodes who were discharged alive by 
the hospice (patient discharge status code not equal to “40”, 
“41” or “42”, excluding:
beneficiary transfers (patient discharge status code “50” or 
“51”); beneficiary revocations (occurrence code “42”);
beneficiaries discharged for cause (condition code “H2”);
beneficiaries who moved out of the service area (condition 
code “52”)
D: count of all beneficiary episodes discharged (by death or 
alive) by the hospice during the report period (obtained by 
considering all claims billed for a beneficiary by that hospice)
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Hospice PEPPER Target Areas, 3

Target Area Target Area Definition

Long Length of 
Stay

N: count of beneficiary episodes discharged (by death or alive) 
by the hospice during the report period whose combined days 
of service at the hospice is greater than 180 days (obtained by 
considering all claims billed for a beneficiary by that hospice)

D: count of all beneficiary episodes discharged (by death or 
alive) by the hospice during the report period

31
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Hospice PEPPER Target Areas, 4

Target Area Target Area Definition

Continuous 
Home Care 
Provided in an 
Assisted Living 
Facility
*new as of the 
Q4FY14 release

N: count of beneficiary episodes discharged (by death or alive) 
by the hospice during the report period where at least eight 
hours of Continuous Home Care (revenue code = “0652”) were 
provided while the beneficiary resided in an Assisted Living 
Facility (HCPCS code = “Q5002”)

D:count of all beneficiary episodes ending in the report period 
that indicate the beneficiary resided in an assisted living facility 
(HCPCS code = “Q5002”) for any portion of the episode

32
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Hospice PEPPER Target Areas, 5

Target Area Target Area Definition

Routine Home 
Care Provided 
in an Assisted 
Living Facility
*new as of the 
Q4FY14 release

N: count of Routine Home Care days (revenue code = “0651”) 
provided on claims ending in the report period that indicate the 
beneficiary resided in an assisted living facility (HCPCS code = 
“Q5002”) 

D: count of all Routine Home Care days (revenue code = “0651”) 
provided by the hospice on claims ending in the report period 
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Hospice PEPPER Target Areas, 6
Target Area Target Area Definition

Routine Home 
Care Provided 
in a Nursing 
Facility
*new as of the 
Q4FY14 release

N: count of Routine Home Care days (revenue code = “0651”) 
provided on claims ending in the report period that indicate the 
beneficiary resided in a nursing facility (HCPCS code = “Q5003”) 

D: count of all Routine Home Care days (revenue code = “0651”) 
provided by the hospice on claims ending in the report period 
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Hospice PEPPER Target Areas, 7
Target Area Target Area Definition

Routine Home 
Care Provided 
in a Skilled 
Nursing 
Facility
*new as of the 
Q4FY14 release

N: count of Routine Home Care days (revenue code = “0651”) 
provided on claims ending in the report period that indicate the 
beneficiary resided in a skilled nursing facility (HCPCS code = 
“Q5004”) 

D: count of all Routine Home Care days (revenue code = “0651”) 
provided by the hospice on claims ending in the report period 
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SNF PEPPER Target Areas
Target Area Target Area Definition

Therapy 
RUGs with 
High ADL

N: count of days billed with RUG equal to RUX, RVX, 
RHX, RMX, RUC, RVC, RHC, RMC, RLB
D: count of days billed for all therapy RUGs 

Nontherapy 
RUGs with 
High ADL

N: count of days billed with RUG equal to SSC, CC2, 
CC1, BB2, BB1, PE2, PE1, IB2, IB1 in RUG III; HE2, 
HE1, LE2, LE1, CE2, CE1, BB2, BB1, PE2, PE1 in RUG 
IV
D: count of days billed for all nontherapy RUGs

Change of 
Therapy 
Assessment

N: count of assessments with AI second digit “D” 
D: count of all assessments

Coding of 
ADL 
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SNF PEPPER Target Areas, 2

Target Area Target Area Definition

Ultrahigh 
Therapy 
RUGs

N: count of days billed with RUG equal to RUX, 
RUL, RUC, RUB, RUA
D: count of days billed for all therapy RUGs 

Therapy 
RUGs 

N: count of days billed for all therapy RUGs
D: count of days billed for all therapy and 
nontherapy RUGs

90+ Day 
Episodes of 
Care

N: count of episodes of care at the SNF with LOS 
90+ days
D: count of all episodes of care at the SNF

Therapy

37
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IRF PEPPER Target Areas
Target Area Target Area Definition

Miscellaneous 
CMGs

N: count of discharges for Case‐Mix Groups (CMGs) 2001 
(Miscellaneous M>49.15), 2002 (Miscellaneous M>38.75 
and M<49.15), 2003 (Miscellaneous M>27.85 and M<38.75) 
or 2004 (Miscellaneous M<27.85) 
D: count of all discharges

CMGs at Risk 
for 
Unnecessary 
Admissions

N: count of discharges with no tier group assignment for 
CMGs 0101 (Stroke M>51.05), 0501 (Non‐traumatic Spinal 
Cord Injury M>51.35), 0601 (Neurological M>47.75), 0801 
(Replacement of Lower Extremity Joint M>49.55), 0802 
(Replacement of Lower Extremity Joint M>37.05 and 
M<49.55), 0901 (Other Orthopedic M>44.75), 1401 (Cardiac 
M>48.85), or 1501 (Pulmonary M>49.25)
D: count of all discharges
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IRF PEPPER Target Areas, 2
Target Area Target Area Definition

Outlier 
Payments

N: count of discharges with an outlier approved amount 
greater than $0
D: count of all discharges

STACH 
Admissions 
following IRF 
Discharge

N: count of beneficiaries discharged from the IRF during the 
12‐month time period that were admitted to a short‐term 
acute care hospital within 30 days of discharge from the IRF; 
excluding beneficiaries that were transferred to a STACH, 
LTCH or IRF within one day of discharge as evidenced by a 
subsequent claim; excluding patient discharge status codes 
07 (left against medical advice), 20 (expired)
D: count of all discharges excluding beneficiaries that were 
transferred to a STACH, LTCH or IRF within one day of 
discharge as evidenced by a subsequent claim; and 
excluding patient discharge status codes 07, 20
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HHA PEPPER Target Areas
Target Area Target Area Definition

Outlier 
Payments

N: dollar amount of outlier payments received by the HHA 
during the report period
D:  dollar amount of total payments received by the HHA 
during the report period

Average 
Number of 
Episodes

N: count of episodes paid to the HHA during the report 
period 
D: count of beneficiaries served by the HHA during the 
report period

Average Case 
Mix

N: sum of case mix weight for all episodes paid to the HHA 
during the report period, excluding LUPAs and PEPs
D: count of episodes paid to the HHA during the report 
period, excluding LUPAs and PEPs

40
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HHA PEPPER Target Areas, 2
Target Area Target Area Definition

Episodes with 
5 or 6 Visits

N: count of episodes with 5 or 6 visits paid to the HHA 
during the report period
D: count of episodes paid to the HHA during the report 
period

Non‐LUPA 
Payments

N: count of episodes paid to the HHA that did not have a 
LUPA payment during the report period
D: count of episodes paid to the HHA during the report 
period

High Therapy 
Utilization 
Episodes

N: count of episodes with 20+ therapy visits paid to the HHA 
during the report period (first digit of HHRG equal to ‘5’)
D: count of episodes paid to the HHA during the report 
period
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Short‐term Acute Care Hospital Target Areas
 Stroke Intracranial Hemorrhage

 Respiratory Infections

 Simple Pneumonia

 Septicemia

 Unrelated OR Procedures

 Medical DRGs with CC or MCC

 Surgical DRGs with CC or MCC

 Single CC or MCC

 Excisional Debridement

 Ventilator Support

 Transient Ischemic Attack

 Chronic Obstructive Pulmonary 
Disease

 PTCA with Stent

 Syncope

 Other Circulatory System Diagnoses

 Other Digestive System Diagnoses

 Medical Back Problems 

 Spinal Fusion

 3‐day SNF‐qualifying Admissions

 30‐day Readmissions to Same Hospital or 
Elsewhere

 30‐day Readmissions to Same Hospital

 2‐DS Medical DRGs

 2DS Surgical DRGs

 1DS Medical DRGs

 1DS Surgical DRGs

 Same‐day Stays Medical DRGs

 Same‐day Stays Surgical DRGs
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Critical Access Hospital Target Areas
 Stroke Intracranial Hemorrhage

 Respiratory Infections

 Simple Pneumonia

 Septicemia

 Medical DRGs with CC or MCC

 Surgical DRGs with CC or MCC

 Single CC or MCC

 Chronic Obstructive Pulmonary 
Disease

 Syncope

 Medical Back Problems 

 Swing Bed Transfers

 3‐day SNF‐qualifying Admissions

 30‐day Readmissions to Same 
Hospital or Elsewhere

 30‐day Readmissions to Same 
Hospital

 2DS Heart Failure and Shock

 2DS Cardiac Arrhythmia

 2DS Esophagitis Gastroenteritis

 2DS Nutritional & Metabolic 
Disorders

 2DS Kidney & UTI

 1DS Excluding Transfers

 1DS Medical DRGs
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IPF and LT Target Areas

Inpatient Psychiatric Facility 
Target Areas:
• Outlier Payments
• 3‐ to 5‐Day Readmissions
• 30‐Day Readmissions
• Comorbidities

Long‐term Acute Care 
Hospital Target Areas:

• Septicemia

• Excisional Debridement

• Short Stays

• Short Stays for Resp. Syst. 
Diagnoses

• Outlier Payments

• 30‐Day Readmissions 

• STACH Admissions following 
LT discharge
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Partial Hospitalization Program Target 
Areas

Days of Service with 4 Units Billed

Group Therapy

No Individual Psychotherapy

60+ Days of Service

30‐day Readmissions
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Questions?

“Help/Contact Us” at PEPPERresources.org

46

Hospice PEPPER Reports and Your
Compliance Program

Kathryn Krenz
Compliance Analyst

Agenda

• Medicare Hospice Benefit

• Why PEPPER for Hospice?

• What is Hospice PEPPER?

• Hospice PEPPER target areas 

• Case Study

• Auditing and Monitoring Considerations

• Questions 
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Medicare Hospice Benefit
Overview

• Established in 1986 to provide palliative care and support to 
terminally ill patients and their families

• Is part of the Medicare Part A Hospital Benefit

• Paid on a per diem basis based on 4 levels of care
– Routine home care

– Respite care

– Short-term general inpatient care

– Continuous home care

49

Medicare Hospice Benefit
Eligibility

• Patient must be eligible for Medicare Part A

• Patient must be certified terminally ill by two physicians with life 
expectancy of 6 months or less if the illness runs its usual 
course

• Patient must elect hospice 
– Must be aware that care will be palliative vs. curative

– Must understand that election waives rights to other Medicare 
benefits

50

Medicare Hospice Benefit
Covered Hospice Services

Includes coverage of 
– nursing 

– medical social services 

– physician services

– counseling 

– short-term general inpatient care

– medical appliances and supplies 

– aide and homemaker services 

– PT, OT, ST 

– other services related to the palliation of the terminal illness
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Why PEPPER for Hospice?

• The Government Accountability Office has designated the Medicare 
hospice benefit as a high risk program for fraud and abuse

• Supports CMS program integrity efforts

• It is an educational tool to help providers assess risk

• Trends over time have generated concern
– Spending has increased by approximately $1 billion per year

– Diagnoses have changed from cancer to non-cancer

– Average length of stay has increased

52

What is Hospice PEPPER?

• Contains claims data statistics obtained from paid hospice 
Medicare claims for the most recent three federal fiscal years –
Oct 1 through September 30

• Compares the provider’s hospice data to other hospices in 
three comparison groups 

– Nation
– Medicare Administrative Contractor jurisdiction
– State

• Identifies risk areas for improper Medicare payments based on 
preset upper control limit of the 80th percentile

53

What is Hospice PEPPER?

• Claims included must meet criteria
– Must be a final action claim that was non-rejected and for which all 

adjustments and disputes have been resolved and payment made in an 
amount greater than zero

– Services must have been provided during the time period used to create 
the episode of service – the beneficiary must have been discharged or 
did not return for care within 30 days for those claims to be included

– Excludes claims submitted to a Medicare Advantage plan

– Excludes cancelled claims

• Claims are collected for two years prior to each time period so 
that longer lengths of stay can be evaluated
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What is Hospice PEPPER?

Has informational tabs in excel spreadsheet format

 Purpose tab – gives hospice identifier and general report information

 Definitions tab – explains how target area information for the hospice 
was generated

 Compare tab – compares individual hospice data to nation, MAC 
jurisdiction and state hospices

 Target areas tabs (currently Live Discharges and Long LOS tabs) –
graphs out the agency related to nation, jurisdiction and state 

 Hospice Top Terminal Conditions – lists provider top diagnoses for time 
period of report (must be at least 11 decedents)

 Jurisdiction Top Terminal Conditions – lists MAC top diagnoses for time 
period of report (must be at least 11 decedents)

55

PEPPER Hospice Target Areas

Target Area

Live Discharges

(Live Discharges)

Target Definition
For discharges prior to July 1, 2012:
Numerator (N): count of beneficiary episodes discharged alive by the hospice - patient 
discharge status code not equal to “40” (expired at home), “41” (expired in a medical facility) 
or “42” (expired place unknown)) with occurrence code "42" (date of termination of hospice 
benefit) 

Denominator (D): count of all beneficiary episodes discharged (by death or alive) by the 
hospice during the report period (obtained by considering all claims billed for a beneficiary 
by that hospice)

For discharges beginning July 1, 2012:
Numerator (N): count of beneficiary episodes who were discharged alive by the hospice -
patient discharge status code not equal to “40” (expired at home), “41” (expired in a medical 
facility) or “42” (expired place unknown)), excluding:
• beneficiary transfers (patient discharge status code “50” or “51”)
• beneficiary revocations (occurrence code “42”)
• beneficiaries discharged for cause (condition code “H2”)
• beneficiaries who moved out of the service area (condition code “52”)

Denominator (D): count of all beneficiary episodes discharged (by death or alive) by the 
hospice during the report period (obtained by considering all claims billed for a beneficiary 
by that hospice)
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PEPPER Hospice Target Areas-continued

Target Area

Long Length of 
Stay
(Long LOS)

Target Area Definition

N: count of beneficiary episodes 
discharged (by death or alive) by the 
hospice during the report period whose 
combined days of service at the hospice is 
greater than 180 days (obtained by 
considering all claims billed for a 
beneficiary by that hospice)

D: count of all beneficiary episodes 
discharged (by death or alive) by the 
hospice during the report period
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PEPPER Hospice Target Areas-continued

Target Area

Continuous 
Home Care 
Provided in an 
Assisted Living 
Facility
(CHC in ALF)

*new as of the 
Q4FY14 release

Target Area Definition

N: count of beneficiary episodes discharged (by 
death or alive) by the hospice during the report 
period where at least eight hours of Continuous 
Home Care (revenue code = “0652”) were 
provided while the beneficiary resided in an 
Assisted Living Facility (HCPCS code = 
“Q5002”)

D: count of all beneficiary episodes ending in 
the report period that indicate the beneficiary 
resided in an assisted living facility (HCPCS 
code = “Q5002”) for any portion of the episode
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PEPPER Hospice Target Areas-continued

Target Area

Routine Home 
Care Provided 
in an Assisted 
Living Facility
(RHC in ALF)

*new as of the 
Q4FY14 release

Target Area Definition

N: count of Routine Home Care days 
(revenue code = “0651”) provided on 
claims ending in the report period that 
indicate the beneficiary resided in an 
assisted living facility (HCPCS code = 
“Q5002”) 

D: count of all Routine Home Care days 
(revenue code = “0651”) provided by the 
hospice on claims ending in the report 
period 
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PEPPER Hospice Target Areas-continued

Target Area

Routine Home 
Care Provided 
in a Nursing 
Facility
(RHC in NF)

*new as of the 
Q4FY14 release

Target Area Definition

N: count of Routine Home Care days 
(revenue code = “0651”) provided on 
claims ending in the report period that 
indicate the beneficiary resided in a 
nursing facility (HCPCS code = “Q5003”) 

D: count of all Routine Home Care days 
(revenue code = “0651”) provided by the 
hospice on claims ending in the report 
period
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PEPPER Hospice Target Areas-continued

Target Area

Routine Home 
Care Provided 
in a Skilled 
Nursing Facility
(RHC in SNF)

*new as of the 
Q4FY14 release

Target Area Definition

N: count of Routine Home Care days 
(revenue code = “0651”) provided on 
claims ending in the report period that 
indicate the beneficiary resided in a skilled 
nursing facility (HCPCS code = “Q5004”) 

D: count of all Routine Home Care days 
(revenue code = “0651”) provided by the 
hospice on claims ending in the report 
period

61

Why New Hospice Target Areas?

RAC (Recovery Audit Contractor) Improvements
– Tasked with reviewing all provider types, including hospice

– First new contract awarded to Connolly for Region 5 on 
12/30/2014 - currently under post-award protest

OIG reports on Medicare hospices
July 2011 – hospices that focus on NF residents

January 2015 – hospices have incentives to provide care in ALs

62

Case Study

63
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Auditing and Monitoring Considerations 

• Review the PEPPER for trends that point to risk for a single year and 
for changes over time

• Review hospice eligibility and admission criteria for your agency and 
change processes as needed

• Audit for accurate documentation and billing of discharge type

• Audit for accurate documentation of place of service

• Monitor for accurate hospice diagnosis coding

• Review for education needs for patients/families

72
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Auditing and Monitoring Considerations 
continued

• Audit medical records
– Does documentation support terminal prognosis?

– Watch for “cookie cutter” or conflicting documentation, particularly 
in electronic medical records

– Monitor IDG notes for accuracy and completeness and 
agreement with the rest of the medical record

Use audit findings to determine training needs

73

Auditing and Monitoring Considerations 
continued

• Monitor contractor sites for changes in LCDs/review 
focus/denial information

• Watch CMS Hospice Center for changes and areas that CMS 
is concerned about

• Review the OIG work plan yearly and any other pertinent OIG 
reports for areas to focus on in your audit/monitoring 

74

Questions?

Contact information:
Kathryn Krenz, RN, BSN, CPC, CHC

Compliance Analyst
Brookdale Senior Living
kkrenz@brookdale.com

414-931-9520
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PEPPER & Data 
Analytics: 

SNF

Shawn Halcsik DPT, MEd, RAC‐CT, CPC, CHC

Vice President of Compliance & Clinical Services

Evergreen Rehabilitation

Louisville, KY

•2010 OIG Report 

•2012 OIG Report: $1.5 billion
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Continued Focus on SNFs

• 2015 OIG Work Plan
– The OIG will describe changes in SNF billing practices 
from FYs 2011 to 2013

• RAC Review
– FY2013 SNF  recoveries $1.8 million (6%)

• MAC Review

• MedPAC Report

• MDS Focused Surveys

• CMS Monitoring of RUGs

79

Therapy in the News

• Nursing Home Operator to Pay $48 Million to 
Resolve Allegations that Six California Facilities 
Billed for Unnecessary Therapy

• Extendicare Health Services Inc. Agrees to Pay 
$38 Million to Settle False Claims Act 
Allegations Relating to the Provision of 
Substandard Nursing Care and Medically 
Unnecessary Rehabilitation Therapy

• $3.8 million settlement shows nursing homes 
must oversee their therapy providers, feds say

• $1.3 million settlement marks second recent 
deal over SNF supervision of therapy providers
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Which Are You?

62

38

PEPPER

No PEPPER

SNF PEPPER Target Areas

SNF PEPPER Target Areas, cont.

Therapy
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High ADLs (11‐16)

• If at/above 80th percentile
• This could indicate a risk of potential overcoding of beneficiaries’ 
activities of daily living (ADL) status. 

• The SNF should determine whether the amount of assistance 
beneficiaries need with ADL as reported on the MDS is supported 
and consistent with medical record documentation.

• Is the ADL score reported consistent with the intensity of therapy 
being provided

• If at/below 20th percentile
• This could indicate a risk of potential undercoding of beneficiaries’ 
ADL status. 

• The SNF should determine whether the amount of assistance 
beneficiaries need with ADL as reported on the MDS is supported 
and consistent with medical record documentation.

• Is the ADL score reported consistent with the intensity of therapy 
being provided

86
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ADL Score Audit Tool
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COT Considerations

• If at/above 80th percentile:
• SNF may be experiencing challenges with delivering services 
to the beneficiary

• Look at factors that lead to the need for the COT
• Communication between disciplines
• Missed therapy due to appointments, scheduling
• Scheduling conflicts
• Staffing Issues

• If at/below 20th percentile:
• Review process in facility for IDT review of minutes
• Process for Unscheduled Assessment Monitoring & 
Communication

• Length of Stay?

91

Target Description
Target 
Count Percent

SNF 
National 

%ile

SNF 
Jurisdict. 

%ile
SNF State 

%ile
Therapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RVX, RHX, RMX, RUC, RVC, RHC, 
RMC, RLB, to days billed within episodes of care ending in the report 
period for all therapy RUGs

15,003 43.0% 72.5 78.2 78.6

Nontherapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to SSC, CC2, CC1, BB2, BB1, PE2, PE1, IB2, 
IB1 in RUG III; HE2, HE1, LE2, LE1, CE2, CE1, BB2, BB1, PE2, PE1 
in RUG IV, to days billed within episodes of care ending in the report 
period for all nontherapy RUGs

298 17.7% 38.0 33.4 33.6

Change of 
Therapy 
Assessment

Proportion of assessments with AI second digit equal to D within 
episodes of care ending in the report period, to all assessments within 
episodes of care ending in the report period

132 3.0% 3.1 6.1 6.0

Ultrahigh 
Therapy RUGs

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RUL, RUC, RUB, RUA, to days billed 
within episodes of care ending in the report period for all therapy 
RUGs

32,362 92.8% 99.1 97.0 97.1

Therapy RUGs Proportion of days billed within episodes of care ending in the report 
period for therapy RUGs, to days billed within episodes of care ending 
in the report period for all therapy and nontherapy RUGs

34,885 95.4% 71.2 62.1 62.2

90+ Day 
Episodes of Care

Proportion of episodes of care ending in the report period at the SNF 
with a length of stay of 90+ days, to all episodes of care ending in the 
report period at the SNF

36 2.7% 1.0 3.4 3.4

93

Change of Therapy (COT) Assessment 
Audit Tool
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Change of Therapy (COT) 
Assessment Audit Tool

90+ Day Episode of Care

• If at/above 80th percentile:
• Could indicate that the SNF is continuing treatment 
beyond point where services are medically necessary

• If at/below 20th percentile:
• Review to assure that patients receive all necessary 
treatments prior to discharge = RISK MANAGEMENT

95

Target Description
Target 
Count Percent

SNF 
National 

%ile

SNF 
Jurisdict. 

%ile
SNF State 

%ile
Therapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RVX, RHX, RMX, RUC, RVC, RHC, 
RMC, RLB, to days billed within episodes of care ending in the report 
period for all therapy RUGs

1,136 26.3% 34.3 41.7 45.7

Nontherapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to SSC, CC2, CC1, BB2, BB1, PE2, PE1, IB2, 
IB1 in RUG III; HE2, HE1, LE2, LE1, CE2, CE1, BB2, BB1, PE2, PE1 
in RUG IV, to days billed within episodes of care ending in the report 
period for all nontherapy RUGs

33 9.1% 13.9 21.1 20.4

Change of 
Therapy 
Assessment

Proportion of assessments with AI second digit equal to D within 
episodes of care ending in the report period, to all assessments within 
episodes of care ending in the report period

28 6.3% 13.4 7.6 8.4

Ultrahigh 
Therapy RUGs

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RUL, RUC, RUB, RUA, to days billed 
within episodes of care ending in the report period for all therapy 
RUGs

2,525 58.5% 56.8 71.5 62.4

Therapy RUGs Proportion of days billed within episodes of care ending in the report 
period for therapy RUGs, to days billed within episodes of care ending 
in the report period for all therapy and nontherapy RUGs

4,315 92.2% 45.2 45.0 40.4

90+ Day 
Episodes of Care

Proportion of episodes of care ending in the report period at the SNF 
with a length of stay of 90+ days, to all episodes of care ending in the 
report period at the SNF

26 30.2% 86.4 92.3 85.3
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Ultra High Therapy RUGs / 
Therapy RUGs
• If at/above 80th percentile

• Could indicate SNF is improperly billing for therapy 
services.

• Is clinical intensity appropriate based on patient need?

• If at/below 20th percentile
• Is clinical intensity appropriate based on patient need?

• Is staffing appropriate?

97

Target Description
Target 
Count Percent

SNF 
National 

%ile

SNF 
Jurisdict. 

%ile
SNF State 

%ile
Therapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RVX, RHX, RMX, RUC, RVC, RHC, 
RMC, RLB, to days billed within episodes of care ending in the report 
period for all therapy RUGs

15,003 43.0% 72.5 78.2 78.6

Nontherapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to SSC, CC2, CC1, BB2, BB1, PE2, PE1, IB2, 
IB1 in RUG III; HE2, HE1, LE2, LE1, CE2, CE1, BB2, BB1, PE2, PE1 
in RUG IV, to days billed within episodes of care ending in the report 
period for all nontherapy RUGs

298 17.7% 38.0 33.4 33.6

Change of 
Therapy 
Assessment

Proportion of assessments with AI second digit equal to D within 
episodes of care ending in the report period, to all assessments within 
episodes of care ending in the report period

132 3.0% 3.1 6.1 6.0

Ultrahigh 
Therapy RUGs

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RUL, RUC, RUB, RUA, to days billed 
within episodes of care ending in the report period for all therapy 
RUGs

32,362 92.8% 99.1 97.0 97.1

Therapy RUGs Proportion of days billed within episodes of care ending in the report 
period for therapy RUGs, to days billed within episodes of care ending 
in the report period for all therapy and nontherapy RUGs

34,885 95.4% 71.2 62.1 62.2

90+ Day 
Episodes of Care

Proportion of episodes of care ending in the report period at the SNF 
with a length of stay of 90+ days, to all episodes of care ending in the 
report period at the SNF

36 2.7% 1.0 3.4 3.4

Intensity & Duration Outlier 
Considerations 
• Additional Data

• Length of Stay
• Community discharge %
• Functional Outcomes

• Section O Accuracy
• Scheduled Assessment ARD Communication 
• Unscheduled Assessment Communication
• MDS Section O Verification

• RUG Level Setting Process
• How would therapists respond to question from investigator “How 
amount/intensity of treatment is determined for their patient?”

• LOS Determination Process
• How would facility staff respond to question from investigator related 
to pressure to keep on Part A

• Documentation Quality
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Intensity & Duration Outlier 
Considerations 
• Documentation Review Technical

• Certifications 
• Signed and dated timely and legible

• Technical Therapy Minute Recording
• Non MDS: evaluation Time, non skilled Modality Time
• MDS: Skilled Modality Minutes, Re‐eval Minutes, Set‐Up Minutes
• Co‐treat minutes
• Mode of Treatment Accuracy: Individual, Concurrent, Group

• Claim—Triple Check
• RUGs match MDS

• Section O Verified

• ADL Score Supported

• Days match scheduled and unscheduled assessments completed

Intensity & Duration Outlier 
Considerations  
• Documentation Review‐‐Medical Necessity 

• Nursing Medical Necessity & Daily Skill
• Nursing services are considered skilled when they are so inherently 
complex that they can be safely and effectively performed only by, 
or under the supervision of, a registered nurse or, when provided by 
regulation, a licensed practical (vocational) nurse. 

• ADL score consistent with Therapy RUG

• Therapy Medical Necessity & Daily Skill
• Therapy services are considered skilled when they are so inherently 
complex that they can be safely and effectively performed only by, 
or under the supervision of, a qualified therapist.

• Therapy Plans of Care are individual, pt. centered, and match patient 
clinical presentation

• RUG Level (treatment intensity) and LOS (treatment duration)
• # disciplines
• d/c destination
• Level (severity) of decline from PLOF
• Diagnosis vs. Complexities/co‐morbidities

102

Section O Audit Tool
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Section O Audit Tool

103

Target Description
Target 
Count Percent

SNF 
National 

%ile

SNF 
Jurisdict. 

%ile
SNF State 

%ile
Therapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RVX, RHX, RMX, RUC, RVC, RHC, 
RMC, RLB, to days billed within episodes of care ending in the report 
period for all therapy RUGs

1,136 26.3% 34.3 41.7 45.7

Nontherapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to SSC, CC2, CC1, BB2, BB1, PE2, PE1, IB2, 
IB1 in RUG III; HE2, HE1, LE2, LE1, CE2, CE1, BB2, BB1, PE2, PE1 
in RUG IV, to days billed within episodes of care ending in the report 
period for all nontherapy RUGs

33 9.1% 13.9 21.1 20.4

Change of 
Therapy 
Assessment

Proportion of assessments with AI second digit equal to D within 
episodes of care ending in the report period, to all assessments within 
episodes of care ending in the report period

28 6.3% 13.4 7.6 8.4

Ultrahigh 
Therapy RUGs

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RUL, RUC, RUB, RUA, to days billed 
within episodes of care ending in the report period for all therapy 
RUGs

2,525 58.5% 56.8 71.5 62.4

Therapy RUGs Proportion of days billed within episodes of care ending in the report 
period for therapy RUGs, to days billed within episodes of care ending 
in the report period for all therapy and nontherapy RUGs

4,315 92.2% 45.2 45.0 40.4

90+ Day 
Episodes of Care

Proportion of episodes of care ending in the report period at the SNF 
with a length of stay of 90+ days, to all episodes of care ending in the 
report period at the SNF

26 30.2% 86.4 92.3 85.3

Target Description
Target 
Count Percent

SNF 
National 

%ile

SNF 
Jurisdict. 

%ile
SNF State 

%ile
Therapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RVX, RHX, RMX, RUC, RVC, RHC, 
RMC, RLB, to days billed within episodes of care ending in the report 
period for all therapy RUGs

15,003 43.0% 72.5 78.2 78.6

Nontherapy High 
ADL

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to SSC, CC2, CC1, BB2, BB1, PE2, PE1, IB2, 
IB1 in RUG III; HE2, HE1, LE2, LE1, CE2, CE1, BB2, BB1, PE2, PE1 
in RUG IV, to days billed within episodes of care ending in the report 
period for all nontherapy RUGs

298 17.7% 38.0 33.4 33.6

Change of 
Therapy 
Assessment

Proportion of assessments with AI second digit equal to D within 
episodes of care ending in the report period, to all assessments within 
episodes of care ending in the report period

132 3.0% 3.1 6.1 6.0

Ultrahigh 
Therapy RUGs

Proportion of days billed within episodes of care ending in the report 
period with RUG equal to RUX, RUL, RUC, RUB, RUA, to days billed 
within episodes of care ending in the report period for all therapy 
RUGs

32,362 92.8% 99.1 97.0 97.1

Therapy RUGs Proportion of days billed within episodes of care ending in the report 
period for therapy RUGs, to days billed within episodes of care ending 
in the report period for all therapy and nontherapy RUGs

34,885 95.4% 71.2 62.1 62.2

90+ Day 
Episodes of Care

Proportion of episodes of care ending in the report period at the SNF 
with a length of stay of 90+ days, to all episodes of care ending in the 
report period at the SNF

36 2.7% 1.0 3.4 3.4
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Part A Data 
Monitoring
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Source: PEPPER National Target Analysis; 
http://www.pepperresources.org/Data.aspx#SNF

Shawn Halcsik

shalcsik@evergreenrehab.com

877.471.7142

Questions?
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COMPLIANCE OVERSIGHT

External Oversight

Corporate Internal Oversight

Leadership Governing Body

Internal Priority Structures

Hospital Services

ADD SOME FLAVOR TO YOUR COMPLIANCE PROGRAM

1. Compliance Infrastructure-

2. Standards of Conduct

3. Education and Training

4. Process to Receive Reports of Non-Compliance

5. System to Respond to  Allegations

6. Audits to Monitor Compliance
7. System to  Investigate Problems

8. Program Effectiveness
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INPATIENT REHABILITATION FACILITY 
COMPLIANCE PRIORITIES

• OIG target – Begin tracking adverse events in IRF’s for Medicare beneficiaries in 
2015.

• Condition of Participation- 42 CFR 482.21(a)(2)- requires hospitals to track 
adverse patient events.

• RAC target- Medical necessity of patients at time of admission and throughout the 
patient’s stay.

• Operational Outcomes:
• Comorbidity capture
• 60% Compliance
• Reduction in non-community transfers- ACT, SNF

• Patient Outcomes
• Transition to community following IP stay.
• LOS management

MANAGING RISK

ASSESS THE DATA

• An IRF’s target area % is compared to other IRFs’ 5 in 
the State, MAC jurisdiction and Nation.

• If the IRF’s target area percent is at/above the 
national 80th percentile or at/below the national 20th

percentile, the IRF is identified as at risk for improper 
Medicare payments.

• Compare and target area reports:
Red bold print- at or above the national 80th

percentile for the target area. 
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EVALUATE RISK

• Determine how your facility compares to other IRFs

• If statistics are higher/lower than most other IRFs (“outlier”), ask 
“why?”

• Consider patient population and external factors

• Review documentation: does it support the CMG?

• If yes- note results of audit; reassess periodically; maintain 
documentation of audits

• If no- take necessary steps to address; reassess; continue to 
adjust if necessary.

• Coding
• Length of Stay 

Mgt.
• Medical 

Necessity of 
Admissions

• Discharge 
Planning

PEPPER AS A TOOL TO EVALUATE/MONITOR 
RISK

IRF PEPPER TARGET AREAS

Target Area Target Area Definition

Miscellaneou
s CMGs

N: count of discharges for Case-Mix Groups (CMGs) 2001 
(Miscellaneous M>49.15), 2002 (Miscellaneous M>38.75 
and M<49.15), 2003 (Miscellaneous M>27.85 and 
M<38.75) or 2004 (Miscellaneous M<27.85) 
D: count of all discharges

CMGs at Risk 
for 
Unnecessary 
Admissions

N: count of discharges with no tier group assignment for 
CMGs 0101 (Stroke M>51.05), 0501 (Non-traumatic 
Spinal Cord Injury M>51.35), 0601 (Neurological 
M>47.75), 0801 (Replacement of Lower Extremity Joint 
M>49.55), 0802 (Replacement of Lower Extremity Joint 
M>37.05 and M<49.55), 0901 (Other Orthopedic 
M>44.75), 1401 (Cardiac M>48.85), or 1501 (Pulmonary 
M>49.25)
D: count of all discharges
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IRF PEPPER TARGET AREAS

Target Area Target Area Definition

Outlier 
Payments

N: count of discharges with an outlier approved amount 
greater than $0
D: count of all discharges

STACH 
Admissions 
following IRF 
Discharge

N: count of beneficiaries discharged from the IRF during 
the 12-month time period that were admitted to a short-
term acute care hospital within 30 days of discharge from 
the IRF; excluding beneficiaries that were transferred to a 
STACH, LTCH or IRF within one day of discharge as 
evidenced by a subsequent claim; excluding patient 
discharge status codes 07 (left against medical advice), 
20 (expired)
D: count of all discharges excluding beneficiaries that 
were transferred to a STACH, LTCH or IRF within one day of 
discharge as evidenced by a subsequent claim; and 
excluding patient discharge status codes 07, 20

IRF TARGET AREA- MISCELLANEOUS CMGS

WHAT ARE THE RISKS?

• Is Coding to the most specific level possible? *2015 60% Compliance 
methodology.

• Does documentation clearly support why the patient needed an acute level of 
care in an intensive rehabilitation environment?

• Could the patient have been treated at a lower level of care?

• Was admission criteria met?
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IRF TARGET AREA- CMG AT RISK FOR 
UNNECESSARY ADMISSIONS

WHAT ARE THE RISKS?

• Are physicians and clinical screeners capturing all 
appropriate co-morbidities in their documentation?

• Are admit FIM scores accurately capturing the highest 
burden of care (lowest score)

IRF TARGET- OUTLIER PAYMENTS
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WHAT ARE THE RISKS?

• What causes the overpayment?
•Long length of stay
•Medical complexity of patient
•Cost to charge ratio (CCR)

IRF TARGET- STACH ADMISSIONS FOLLOWING 
IRF DISCHARGE

WHAT ARE THE RISKS?

• Was patient not medically stable or prepared 
at time of discharge?

• Includes patients that were discharged to SNF 
and then return to acute

• Not easily tracked by an IRF.
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OPPORTUNITIES

• Discharge Planning- was there family 
involvement?  Additional needs?

• Were patient goals met?

• Patient follow-up after discharge

• Strategic Partnerships

MANAGE THE RISK

• Build risk areas into performance improvement 
indicators

• Add targets to operational dashboards

• Internal Audits- Peer Audits

• Monitor targets in MEC and GB meetings so entire 
hospital/unit is monitoring on an ongoing basis.
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Top Security Threat Trends in 
Healthcare and How You Can Learn 

from Incidents to Reduce Risk

Dr. Cris V. Ewell, Ph.D.,  CISO Seattle Children’s

April 19, 2015

Mahmood Sher-Jan, CHPC, EVP/GM ID Experts

Mac McMillan, FHIMSS, CISM, CEO/Co-Founder CynergisTek

Agenda

• Top Security Threat Trends in Healthcare 
• Growing Regulatory Complexities
• Trends in Healthcare: Incidents & Breaches
• Keys to Being Prepared for Managing Incidents
• Real World Incident Response Cases
• Insights From Analysis of Real Incident Data
• Tools and Methodologies for Correlating Incidents 

and Managing Incident Response

10/7/14     |     slide 3

• 12 y/o learning computers in middle school
• 14 y/o home schooled girl tired of social events
• 15 y/o in New Zealand just joined a 

defacement group
• 16 y/o in Tokyo learning programming in high 

school
• 19 y/o in college putting course work to work
• 20 y/o fast food employee that is bored
• 22 y/o in Mali working in a carding ring
• 24 y/o black hat trying to hack whoever he can
• 25 y/o soldier in East European country

• 26 y/o contractor deployed over seas
• 28 y/o in Oregon who believes in hacktivism
• 30 y/o white hat who has a black hat 

background
• 32 y/o researcher who finds vulnerabilities in 

systems
• 35 y/o employee who sees a target of 

opportunity
• 37 y/o rouge intelligence officer
• 39 y/o disgruntled admin passed over
• 41 y/o private investigator
• 44 y/o malware author paid per compromised 

host
• 49 y/o pharmacist in midlife crisis
• 55 y/o nurse with a drug problem

The Face of Cybercrime Today
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Accidents, Mistakes & 
Deliberate Acts

• 4M medical records maintained on four workstations
• Physician loses laptop with psychiatric patients records 
• Neurologic institute accidentally emails 10,000 patient records to 200 patients
• Phishing/hacking nets nearly $3M from six healthcare entities 
• University reports laptop with patient information stolen out of a student’s car
• Vendor sells hospital’s X-rays (films) to third party
• Resident loses track of USB with over 500 orthopedic patients information
• Portable electronic device with patient data stolen from hospital
• Physician has laptop stolen from vacation home 
• 2200 physicians victims of ID theft/tax fraud
• Printers returned to leasing company compromise thousands of patient records
• Health System reports third stolen laptop with 13,000 patient records
• 400 hospitals billings delayed as clearinghouse hit with ransomware
• Physician robbed at gun point, phone and computer taken, thief demands passwords
• International hacking group uses phishing, then steals information on almost 80M people
• And, on and on it goes…

10/7/14     |     slide 5

The Emergent Threat
Black Hat 2014

• Snatching passwords w/ Google Glass

• Screen scraping VDI anonymously

• Compromising AD through Kerberos

• Remote attacks against cars

• Memory scraping for credit cards

• Compromising USB controller chips

• Cellular compromise through control code

• Free cloud botnets for malware

• Mobile device compromise through MDM flaws

• Cryptographic flaws and a Rosetta Stone

Black Market Driven

• Darknets will be more active, participants will be vetted, 
cryptocurrencies will be used, greater anonymity in malware, 
more encryption in communications and transactions

• Black markets will help attackers outpace defenders
• Hyperconnectivity will create greater opportunity for incidents
• Exploitation of social networks and mobile devices will grow
• More hacking for hire, as-a-service, and brokering
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Increased Reliance
More than 98% of all processes 
are automated, more than 98% of 
all devices are networkable, more 
than 95% of all patient 
information is digitized, 
accountable care/patient 
engagement rely on it. The 
enterprise is critical to delivering 
healthcare. Any outage, corruption 
of data, loss of information risks 
patient safety and care.

BYOD

Physician 
Alignment

Business 
Associates

Patient 
Engagement

Big Data

Accountable 
Care 

Organization

Meaningful 
Use

Supply Chain

Research

Telemedicine

Ingestibles

Health 
Information 
Exchanges
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Insider Abuse: Trust, But Verify
• It is estimated that more than half of all 

security incidents involve staff
• 51% of respondents in a SANS study believe 

the negligent insider is the chief threat
• 37% believe that security awareness training 

is ineffective
• Traditional audit methods & manual auditing 

is completely inadequate
• Behavior modeling, pattern analysis and 

anomaly detection is what is needed

10/7/14     |     slide 9

Questionable Supply Chains 

• Greater due diligence in vetting vendors
• Security requirements in contracting 

should be SLA based
• Particular attention to cloud, SaaS, 

infrastructure support, critical service 
providers

• Life cycle approach to data protection
• Detailed breach and termination 

provisions
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Devices Threaten Safety & 
Information

In June 2013 the DHS tested 300 
devices from 40 vendors, ALL 
failed. In response the FDA issued 
guidance for manufacturers and 
consumers addressing design, 
implementation and radio 
frequency considerations. “Yes, Terrorists could have hacked 

Dick Cheney’s heart.”
‐The Washington Post
October 21, 2013
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• 3.4 million BotNets active  
• 20-40% of recipients in phishing 

exercises fall for scam
• 26% of malware delivered via HTML, 

one in less than 300 emails infected
• Malware analyzed was found 

undetectable by nearly 50% of all anti-
virus engines tested

• As of April 2014 Microsoft no longer 
provides patches for WN XP, WN 2003 
and WN 2000, NT, etc. 

• EOL systems still prevalent in healthcare 
networks

• Hardening, patching, configuration, 
change management…all critical

• Objective testing and assessment

Malware & Persistent Threats

“FBI alert warns healthcare 
not prepared”

2006 
200K 2008 

17M

2013 
73M

2014 100M
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Mobility & Data
• Medical staff are turning to their mobile devices to 

communicate because its easier, faster, more 
efficient…

• Sharing lab or test results, locating another physician 
for a consult, sharing images of wounds and radiology 
images, updating attending staff on patient condition, 
getting direction for treatment, locating a specialist 
and collaborating with them, transmitting trauma 
information or images to EDs, prescribing or placing 
orders

• Priority placed on the data first and the device second
• Restrict physical access where possible, encrypt the 

rest
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ID Theft & Fraud
• Medical Identity theft increased 21.7% in 2014, 

Ponemon Institute
• US CERT estimates 47% of cybercrime aimed at 

healthcare
• More than 70% of identity theft and fraud were 

committed by knowledgeable insiders – physicians, 
nurses, pharmacy techs, admissions, billing, etc.

• Healthcare directed attacks have increased more 
than 20% a year for the last three years running
• Insiders selling information to others
• Hackers exploiting systems
• Malware with directed payloads
• Phishing for the “big” ones
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Theft & Losses Thriving
• 68% of healthcare data breaches due to loss 

or theft of assets
• 1 in 4 houses is burglarized, a B&E happens 

every 9 minutes, more than 20,000 laptops 
are left in airports each year…

• First rule of security: no one is immune
• 138%: the % increase in records exposed in 

2013
• 6 – 10%: the average shrinkage rate for 

mobile devices
• Typical assets inventories are off by 60%

“Unencrypted laptops and mobile devices 
pose significant risk to the security of 
patient information.”   ‐Sue McAndrew, 
OCR
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• Defenses are not keeping pace
• Three most common attacks: spear 

phishing, Trojans & Malvertising
• APTs, phishing, water cooler attacks, 

fraud, etc. 
• Most organizations can’t detect or 

address these threats effectively
• An advanced incident response 

capability is required
• Results in loss of time, dollars, 

downtime, reputation, litigation, etc.
• Conduct independent risk assessments 

regularly

Hacking & Other Cyber 
Criminals

0 50 100

Organizations suffering a
targeted attack

Sophistication of attack
hardest element to defeat

No increase in budget for
defenses

Targeted Attacks

“I feel like I am a targeted class, and I 
want to know what this institution is doing 
about it!” -Anonymous Doctor
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More Compliance
• OIG shifts focus to funds recovery
• OCR’s permanent audit program will resume in FY 

2015 with new capabilities
• Improvements and automation in reporting and 

handling complaints
• Meaningful Use audits are evolving in scope and 

impact
• The FTC remains committed to enforcement of 

privacy and security
• States continue to create new laws

• Florida Information Protection Act
• New Jersey Health Insurers Encryption Law

SB1353 seeks to establish common framework for security and 
create universal requirement for notification.

When organizations tell consumers 
they will protect their personal 
information, the FTC can and will take 
enforcement action to ensure they 
live up to these promises. 

Agenda

• Top Security Threat Trends in Healthcare 
• Growing Regulatory Complexities
• Trends in Healthcare: Incidents & Breaches
• Keys to Being Prepared for Managing Incidents
• Real World Incident Response Cases
• Insights From Analysis of Real Incident Data
• Tools and Methodologies for Correlating Incidents 

and Managing Incident Response

Today’s Regulatory Complexity

• 47 state + 3 territory breach notification laws
• Differ with respect to:

• Definitions

• Risk of harm

• Safe harbor

• Exemptions

• Timing

• Content 

• Notice to regulators, agencies, etc.

• A plethora of federal laws & other standards
• HIPAA Omnibus Final Rule

• GLBA, PCI
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Stages of “Omnibus Breach 
Notification Rule” Compliance

AcceptanceAcceptance
2013: Final Breach Notification Rule

Bargaining
Harm Test Advocates vs. Opponents

DenialDenial
The Interim Final Rule Era Risk of Harm Revisited

ANGER
2009:  “Risk of Harm” Backlash & Fury

Growing Regulatory Complexity  
• Proposed Federal Breach Notification Laws

• The Personal Data Notification and Protection Act 
• “You may wish to go back to 47 state laws!”- McDonald Hopkins PLC

• Proposed State Laws and Amendments
• Indiana (SB 413) Tentative Effective Date 7/15
• New Mexico (HB 217) Passed House on 2/19
• New Hampshire Education Data Privacy Bills  (HB 322, HB 507, HB 520)

• Maryland (SB 548)  Tentative Effective Date 10/1/15
• Montana (HB 74) Tentative Effective Date 10/1/15
• Wyoming (SF 35)    Tentative Effective Date 7/1/15
• Michigan (SB 33) Education Data Disclosure Reporting Bill

What security threats is your 
organization most concerned about?

29%
32% 33%

6%

70%

26%

40%

19%

13% 15% 15%

34%

40% 41%

5%

75%

13%

39%

12%

23%

16%

2%

2014 2013

Source: Fifth Annual Benchmark Study on Privacy and Security of Healthcare Data, Ponemon Institute, April 2015.  
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Has your organization suffered a data breach 
involving the loss or theft of patient data in the past 

24 months?

9%

12%

39% 40%

10%

16%

36%
38%

6%

16%

33%

45%

No Yes, 1 breach Yes, 2 to 5 breaches Yes, more than 5 breaches

2014 2013 2012

Source: Fifth Annual Benchmark Study on Privacy and Security of Healthcare Data, Ponemon Institute, April 2015.  

How the data breach was 
discovered?

23%

5%

30%

6%

18%

44%

69%

26%

12%

35%

7%

19%

46%

58%

26%

10%

36%

5%

26%

47%

52%

Accidental Loss prevention Patient complaint Law enforcement Legal complaint Employee detected Audit/assessment

2014 2013 2012

Source: Fifth Annual Benchmark Study on Privacy and Security of Healthcare Data, Ponemon Institute, April 2015.  

Nature of the breach

40%

7%

31%

45%

12%

39%

43%
46%

8%

32%

40%

12%

41%

49%

42%

8%

31%
33%

14%

42%

46%

Unintentional
employee action

Intentional non‐
malicious employee

action

Technical systems
glitch

Criminal attack Malicious insider Third‐party snafu Lost or stolen
computing device

2014 2013 2012

Source: Fifth Annual Benchmark Study on Privacy and Security of Healthcare Data, Ponemon Institute, April 2015.  
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Agenda

• Top Security Threat Trends in Healthcare 
• Growing Regulatory Complexities
• Trends in Healthcare: Incidents & Breaches
• Keys to Being Prepared for Managing Incidents
• Real World Incident Response Cases
• Insights From Analysis of Real Incident Data
• Tools and Methodologies for Correlating Incidents 

and Managing Incident Response

• Keys to being prepared for managing incidents, including 
dealing with media and information dissemination.

• Tools and methodologies for correlating incidents and 
managing incidents

• Real world cases

Incident Response: 
What are the things we should be 

considering?

What are the basics?
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• Remember – this is not just a privacy or security issue

Have a Plan

Incident Response Process

Overall Process
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Define accountability

Designated Official  Type of Incident

Privacy Officer PHI

Chief Information Security 
Officer

ePHI, PII, or other information related 
IS incidents

Corporate Compliance 
Officer

Corporate compliance issues

Research Integrity Officer Research compliance issues

• Chief Information Officer
• Chief Information Security 

Officer
• Chief Medical Officer
• Corporate Compliance Officer
• Privacy Officer
• Risk Management
• General Counsel

Incident Management Team

• General Counsel

• President 

• Research Integrity 
Officer

• VP Human Resources

• Marketing & 
Communications

• Leaders from affected 
departments

• Show your work
• The burden of proof has 

shifted
• You need to show that the 

information has a low 
probability of compromise

Document and Review
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Breach Review

Besides a incident management 
process …
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Complete asset inventory

Do you know what you have on 
the internet?

Who knew?
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What would happen if you had 
to disconnect from the internet?

Could you communicate without 
email?

• How often do our meeting announcements include the 
passwords or codes for the meeting?

Too much information?
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• Seattle Children’s huddles at the start of the every day to 
maintain situational awareness of immediate problems 
impacting safety and quality of patient care

Daily Safety Brief

What about outside 
communication?

• Assemble the team
• Gather and confirm as much information 

as possible
• Identify key internal and external 

audiences who need to be informed
• Develop simple and concise key 

messages
• Develop and implement a plan to 

communicate to key audiences
• Assess ongoing communications
• Do not speculate

Crisis Communication Plan
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• What is currently known about the issue?
• What needs to be done now to take care of any 

affected patient, family member,  or member of 
the public?

• Now do we avoid a repetition of the incident?
• When, where, and how did the incident 

happen?
• Who was involved in the incident?
• What other sources of information can be 

accessed?

Questions to consider

• What is the worst case scenario?
• What are the short/long term 

implications?
• Who will be affected? Who needs to 

know the status of the situation? 
• What steps should be taken to protect 

and support any involved provider or 
staff member?

• How will key audiences be impacted?

Questions to consider

• Phone calls and email
• Notifications to internal audiences
• News conferences
• Written statements
• In-person and phone interviews
• Website bulletins and updates
• Twitter and Facebook posts
• On the ground staff messages they can 

use with patients, families, etc.

Potential communication 
mediums
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Well trained professionals

Well trained professionals

You can not do this alone …
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Example Cases

• The help desk receives a call from one of the Clinical 
Psychologist. She is requesting a password reset. 

• The user reveals that she suspects that there is a key 
logger program installed on her personal laptop.

• The help desk reset the user’s password and turned the 
case over to the information security department.

Case background

Significant Events

Day 3

04:36:20
Activity from 12.XXX.XXX.XXX (04:36:20 – 04:41:00) –4 minutes 
40 seconds 
OWA Authentication for userid XXXX (04:36)

08:07:45
Activity from 76.XXX.XXX.XXX (08:07:45 – 08:07:49) – 4 seconds 
NO OWA Authentication

08:27:03
Activity from 76.XXX.XXX.XXX (08:27:03 – 08:30:35) – 3 minutes 
32 seconds 
OWA Authentication for userid XXXX (08:27)

13:50:16
Activity from 76.XXX.XXX.XXX (13:50:16 – 13:54:33) – 4 minutes 
17 seconds 
OWA Authentication for userid XXXX (13:52)

16:30:02
Activity from 12.XXX.XXX.XXX (16:30:02 – 16:59:10) – 29 minutes 
8 seconds 
OWA Authentication for userid XXXX (16:30, 16:35, 16:41, 16:47)

Time Event
Day 1
15:31:21 Installation of eBlaster key logger program

KEY
Important Events
Authorized OWA Activity
Unauthorized OWA Activity

Email - 133MB in overall size and included 
1891 individual emails in 41 different folders
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• Based on incidents and regular walkthroughs – we saw 
increased evidence of PHI issues with:
• Visible spaces
• Printing and faxing
• Disposal

The problem …

• Cover it up or turn it over.  If you leave the immediate area, 
cover up or turn over the PHI so no information is visible

• Know where it’s going.  Check destination when printing or 
faxing

• Shred it or park it.  If you find papers on printer, fax or 
another location, find a Shred-It bin or place in a “PHI 
deposit here” container.

Awareness Campaign

Sign examples
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Agenda

• Top Security Threat Trends in Healthcare 
• Growing Regulatory Complexities
• Trends in Healthcare: Incidents & Breaches
• Keys to Being Prepared for Managing Incidents
• Real World Incident Response Cases
• Insights From Analysis of Real Incident Data
• Tools and Methodologies for Correlating Incidents 

and Managing Incident Response

Paper Plays a Big Role in 
Healthcare PHI Incidents 

1ID Experts Data Analysis

Paper PHI/PII Incidents1
(Proportion %)

1ID Experts RADAR  Data Analysis

Electronic
29%

Paper
63%

Verbal/Visual
8%

Misdirected 
Mail, 43%

Paper Record, 
31%

11%

8%

5%

2% 0%

Paper Record

Misdirected Fax/Ad‐Hoc
Manual

Misdirected Fax ‐
Automated

File(s)

Prescription Order/Label

Label (Medical
Device/Prescription/Room)

Paper Sub‐Categories Paper vs. Other Categories
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Electronic PHI/PII Incidents1
(Proportion %)

1ID Experts RADAR  Data Analysis

Electronic
29%

Paper
63%

Verbal/Visual
8%

Email, 42%

12%
8%

8%

7%

6%

5%

2%
2%

2%

2%
2%

1%

1%

Online Portal

Electronic Medical Record

Application

PDA

Records/Files

Laptop

Network Server

Storage Device (tape,disk, etc.)

Desktop

FTP Site

Network Access

Posted Online (social media)

Decommissioned Office
Machines

Electronic vs. Other Categories Electronic Sub‐Categories

PHI/PII Data Controls1
(Proportion %)

1ID Experts RADAR  Data Analysis

93%

7%

0% 0%

Information was in plain
text

Information was under
physical safeguard

Information was
statistically de‐identified

Information was redacted

30%

21%17%

14%

6%

6%
4%

1%
1% 0%

0%
No controls were present on
electronic data
Data is identifiable or recipient
has ability to re‐identify
Password protected & password
was not compromised
Encrypted to NIST standard; key
was not compromised
Encrypted but evidence of access
with valid credentials
Information was encrypted; key
was not compromised
Password protected & password
was compromised
Information was statistically de‐
identified
Encrypted; unsure of encryption
key's security
Information was redacted

Paper Incidents Electronic Incidents

Incident Cause or Intent1
(Proportion %)

1ID Experts Data Analysis

All Incidents Intentional Malicious Incidents

87%

7%
6%

Unintentional

Intentional Non‐Malicious

Intentional Malicious

43%

27%

14%

9%

4%

3%

Unauthorized Access

Theft of Information

Unauthorized Use

Hacking/Malware

Exposure of Information

Unknown
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Incident Recipient Types1
(Proportion %)

1ID Experts RADAR  Data Analysis

All RecipientsAuthorized Recipients

46%

34%

17%

2%
1% 0%

Employee

Covered Entity

Business Associate

Federal Agency

Health Plan Sponsor

OHCA

Unauthorized 
81%

Authorized
19%

Incident Recipient Types1
(Proportion %)

1ID Experts RADAR  Data Analysis

Unauthorized Recipients
81%

24%

22%

15%

12%

11%

5%

3%
2%

2%

1%

1% 1% 1% 0%
0%

Patient/Insured Member

Member of General Public

Covered Entity

Employee

Unknown

Relative/Household Member

Business Associate

Vendor (non‐covered entity or BA)

Employer of Patient

Another patient's family member

Hacker

Attorney or Lawyer

Federal Agency

Health Plan Sponsor

OHCA

Data Risk Mitigation1
(Proportion %)

1ID Experts Data Analysis

Data Risk Mitigation Scope

No or 
Unknown, 31%

Risk 
Mitigated, 

69%

43%

27%

14%

7%

5%

3% 1%

Returned without written
assurance

Returned w/o written
assurance; Obligated to
safeguard PHI/PII.

Provided written
assurance and will not be
further used or disclosed

Confirmed use of
information as permitted

Data Risk Mitigation Frequency
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Data Risk Mitigation1
(Proportion %)

1ID Experts Data Analysis

Reason for Inability to Mitigate Risk

No or 
Unknown, 31%

Risk Mitigated, 
69%

Data Risk Mitigation Frequency

69%

20%

6%
5%

0%

Unable to retrieve

Confirmed viewing or
acquisition

Confirmed improper use

Destroyed but unsure of
backup copy

Notification Frequency by 
Incident Category

17%

4%

79%

Electronic Incidents

Mandatory

Voluntary

None

22%

10%

68%

Paper Incidents

Mandatory

Voluntary

None

Notification Frequency by 
Industry

18%

7%

75%

Insurance / Financial

Mandatory

Voluntary

None

21%

1%

78%

Hospital

Mandatory

Voluntary

None
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Notification Frequency by 
Industry

2%

98%

Business Associate

Mandatory

Voluntary

None

21%

19%60%

Pharmacy

Mandatory

Voluntary

None

Notification Frequency by 
Business Associates (BA)

2%

98%

BA Notification

Mandatory

Voluntary

None

4%

10%

86%

BA Risk Assessment Outcome

High Risk

Med Risk

Low Risk

Know your incidents
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Incident Response Complexity

Event Incident Data Breach

Incident Response Life 
Cycle

Detection Analysis 

Containmen
t & 

Eradicatio
n

Post-
Incident 
Activity

PI
I 
or 
PH
I

Regulatory 
Assessment

No

No 
Breach

Breach

Common Sources of Detection:
• IDPSs
• SIEMs
• File Integrity Checking
• Anti-virus & spam
• OS & App. Logs
• Network Logs
• People Yes

Regulatory 
Compliance 

--
Incident 

Notificati
on

Based upon NIST 
800-61
Computer Security 
Incident Handling 
Guide

Regulatory Burden of Proof 
Documentation

Incident Risk Assessment is 
Complex
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Compliance Challenges

Organizations struggle to 
effectively manage incidents.  A 
recent Ponemon study found:
• Only 35% of respondents are 

using automated processes
• Almost half say they are not 

in compliance with federal 
rule

• Lack of consistency is top 
complaint with current 
process

79%

48%

23%

0%

20%

40%

60%

80%

100%

Lack of
consistency

Inability to
scale

Difficult to use

Complaints About Current Incident 
Assessment Process

4th Annual Benchmark Study on Patient Privacy and Data Security, Ponemon Institute, 
March 2014
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Incident Risk Assessment Needs 
Consistency & Automation

Security 
Incidents

Multiple regulations
Multiple factors
& time critical

Data 
Breach
Y / N?

Are any of 
the incidents 
a (reportable) 

breach?

Most incidents 
have subtle but 
relevant aspects

RADAR® Incident Response 
Management Platform

• - Federal Laws (HIPAA/HITECH, GLBA)

- State & Territorial Laws

- International Laws
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In Conclusion

1. Regulatory environment is complex and 
getting more complex

2. Prepare and practice for real world incident 
scenarios

3. Use the right tools designed for threat 
intelligence, incident correlation and response 
management

Know the 
rules

Follow the 
rules

Prove it!
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Prevention vs. Reaction:

Developing Effective Physician 
Documentation Methods to Endure 

Healthcare Reform

Betty B. Bibbins, MD, BSN, CHC, C‐CDI, CPEHR, CPHIT
Founder, CEO & Executive Physician Educator

DocuComp LLC

Nicole D. Harper, PhD, MBA, RHIA, CI‐CDI, CCS‐P
Director, Training & Development/Process Improvement/Clinical 

Documentation Integrity/Care Management
ST. Vincent Health, Indiana

Objectives

• Learn what is required to prevent decreases in quality of care 
outcomes and support appropriate reimbursement. 

• Outline practical tips necessary to reduce increasing regulatory 
scrutiny of E & M documentation, provider claims and medical 
necessity.

• Learn how best to prepare for healthcare industry changes 
associated with Value Based Purchasing.

Health Care Reform (HCR) 

• Better Care, Smarter Spending, Healthier People: 
Improving Our Health Care Delivery System
– Improving quality and affordability of care
– Increasing access

• Focus upon
– Quality vs. Quantity
– Outcomes
– Integration and coordination of care
– Engagement of patients in care and medical decision 
making

Affordable Care Act (ACA)
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• Institute for Health Improvement Triple Aim

1. Improve the experience of care

2. Improve the health of populations

3. Reduce the per capita costs of healthcare

• All must be balanced and addressed to achieve overall goal 
optimizing healthcare system

HCR – Triple Aim

HCR – Triple Aim

Triple Aim Criteria

1.  Improve the   

experience of care

Initiatives in the Affordable Care Act

• Offer incentives and penalties to 
improve the experience of care, such 
as:

– Meeting the Value‐Based Payment
(VBP) patient satisfaction goals and 
the Consumer Assessment of 
Healthcare Providers and Services
(CAHPS)

– Supplying patient portals

HCR – Triple Aim

Triple Aim Criteria

2. Improve the health of 

populations

Initiatives in the Affordable Care Act

• Provide payment based on quality, such as:
– Achieving quality metrics, and
– Meeting pay‐for‐performance/physician quality 

incentives
• Establish awards for clinically integrated care, such as,

– Working Health Information Exchanges
– Creating disease registries
– Providing clinician portals
– Offering Patient Centered Medical Homes
– Creating and delivering Accountable Care 

Organizations and Medicare Shared Savings Programs
– Providing population health initiatives that:

• Support and encourage patient engagement
• Incorporate mobile applications for patients 

achieving health goals
• Integrate electronic home device monitoring 

systems and telemedicine
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HCR – Triple Aim

Triple Aim Criteria

3. Reduce the per capita  

cost of healthcare

Initiatives in the Affordable Care Act

• Make adequate health insurance coverage 
more affordable and available to the public 
by:
– Offering incentives to expand coverage

– Regulating healthcare coverage (including first 
dollar coverage for preventative care)

– Creating health insurance exchanges

• Reform delivery and payment systems to 
provide better care in a cost‐efficient 
manner by:
– Imposing employer penalties

– Structuring payment based on quality

Data Analysis?

• Increasing spending per beneficiary without concomitant 
improvement in quality

• Institute of Medicine Report‐ “Better Care at Lower Costs”

– 30% health spending in 2009, roughly $765 billion was wasted on 
unnecessary services

– $2.8 trillion per year on healthcare  costs spent

Another Perspective

• $471 Billion
– Estimated amount U.S. spent on healthcare billing and insurance‐related 
administrative costs in 2012

• 49%  ($198 billion) – private payers

• 18%  ($94 billion) – settings providing other health services and supplies

• 15%  ($74 billion) – hospitals

• 13%  ($70 billion) – physician practices

• 5%  ($35 billion) – public insurers

Jiwani et al, BMC Health Services Research (2014)
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Value Based Performance

• Hospital Value‐Based Purchasing Program

– Authorized by the Affordable Care Act, adjusts payments to hospitals 
under the Inpatient Prospective Payment System (IPPS) based on the 
quality of care they furnish to patients.

– Reduction 1.5% of base operating DRG payment amounts to all 
participating hospitals to fund program (2015)

Value Based Performance
• Hospital VBP Program provides a useful snapshot of how hospitals are 
performing on important quality indicators of patient care, quality, efficiency, 
and well‐being and is one of many Affordable Care Act programs Medicare is 
implementing to pay for quality instead of quantity. 

• The domains for FY 2015 were:
– Clinical Process of Care: 20%
– Patient Experience of Care (HCAHPS survey): 30%

Outcome: (hospital mortality measures for acute myocardial infarction, heart 
failure, and pneumonia, and the central line‐associated bloodstream infection 
measure)

– Efficiency: (Medicare Spending per Beneficiary measure gauges efficiency by 
calculating total cost to Medicare for hospitals’ episodes: 20%

*http://www.cms.gov/Medicare/Quality‐Initiatives‐Patient‐Assessment‐Instruments/HospitalQualityInits/Downloads/HospitalHCAHPSFactSheet201007.pdf

Other Value Based Initiatives

• Hospital Admission Reduction Program
– Reduces payment to hospitals for excessive readmissions 

– 2015 ‐ up to 3% penalty for excessive readmissions

• Readmissions (all causes)
– Pneumonia

– Myocardial infarction

– Congestive heart failure

– COPD

– Hip and Knee replacement
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Hospital Acquired Conditions

• Hospital Acquired Condition Reduction Program

– Reduces Medicare Payment hospitals for hospitals that rank in the worst 
performing quartile with respect to hospital acquired conditions

– Three quality measures

• Patient Safety Indicators (PSI) 90 composite

• Central line associated blood stream infection

• Catheter associated urinary tract infection

Hospital Acquired Conditions

• Approximately 724 hospitals in FY 2015 will have payment 
reduced by 1% under HAC Reduction Program

• Payment reduction for all discharges of hospitals that rank in the 
quartile of hospitals with the highest total HAC score

What’s Next….

• Higher penalties are expected in coming years

• By 2017, the combined penalties for HAC 30‐day readmissions and 
value‐based purchasing will put as much as 5.5% of inpatient 
Medicare payments at risk.
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POA Indicators

• Four POA Indicators
– Y  Diagnosis was present at time of inpatient admission.

• Payment is made for condition when a HAC is present.

– N Diagnosis was not present at time of inpatient admission.
• No payment is made for condition when a HAC is present.

– U Documentation insufficient to determine if condition was present at the time of 
inpatient admission.

• No payment is made for condition when a HAC is present.

– W Clinically undetermined. Provider unable to clinically determine whether the 
condition was present at the time of inpatient admission.

• Payment is made for condition when a HAC is present.

Reality 

• Coder misinterpretation of clinical documentation

– Conflicting information

– Clinical acumen deficit

• Physician query

– Delayed response

– No response

– Increased DNFB (“Discharged – Not Final Billed”)

The $64,000 Question is……

• Does your clinical institution have a formal, reasonable policy 
governing POA assignment?
1. When to query

2. Query policy

3. Resolving discrepancy between coder and quality department

4. Escalation policy

• http://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐
Payment/HospitalAcqCond/Coding.html
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Clinical Documentation 

Effective Clinical 
Documentation

Quality 
Outcomes

Regulatory 
Compliance

Clinical Documentation

• American College of Physicians Position Statements and 
Recommendations:

– The primary purpose of clinical documentation should be to support 
patient care and improve clinical outcomes through enhanced 
communication.

– The clinical record should include the patient's story in as much detail as 
is required to retell the story.

– Clinical documentation in electronic health record systems must support 
clinicians' cognitive processes during the documentation process.

Proactive vs. Reactive

• Proactive Process

– Inventory of documentation effectiveness and completeness

– Identification of documentation insufficiencies

– Root Cause Analysis

– Development of reasonable action plan address insufficiencies

– Implementation and roll out of  action plan

– Follow‐up and monitoring

– Continuous Quality Improvement
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Traditional Solutions

• Implementation of formal clinical documentation improvement 
program

• Partnering with CDI consulting companies

• Hiring and training of Clinical Documentation Improvement 
Specialists

• Focus upon Fee‐for‐Service Reimbursement enhancement

• Measured effectiveness:

– Case Mix, CC/MCC capture rate, MS‐DRG assignment, increased revenue

Misguidance

• What constitutes clinical documentation improvement?

• How do you define and measure effective clinical documentation

• What should be the goal of clinical documentation improvement 
programs

• How do you engage physicians and gain commitment to best 
practice standards of clinical documentation

• Is your current CDI program an asset or liability
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Limitations

• Context vs. Substance

• Clinical facts of the case vs. Conclusory Statements

• Communication of information vs. Capture of “Buzz Words”

Further Limitations

• Potential increase in denials

– Changing of documentation patterns outside the realms of clinical 
medicine

• Potential skewed quality data

– CC/MCCs capture postop

– Disconnect between documentation and official CDC definitions of PSI 
and Hospital Acquired Definitions

More Limitations

• Focus on tree vs forest

– Immediate gain‐reimbursement is sole endpoint

• Lack of long term physician commitment and engagement

– “Push” vs. “Pull”

– Lack of change in physician behavior documentation patterns
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Main Limitation

• Transactional  repetitive actions

– Questionable knowledge transfer

– CQI

• Continuous Query Improvement

• Clinical documentation improvement 

– Format and content fails to adequately meet need changing healthcare 
landscape

• Smart effective care choices

Moving Forward

Traditional Approach

• Review of record 24/48 hours after 
admission
– H & P review

– Results of diagnostic workup results

– Formulate clinical query

– Follow‐up for response

– Record response

• Review of progress notes
– CC/MCC and additional PDX considerations

Preferred Approach

• Concurrent Review
– Clinical Rounding

• H & P build & review

– Identify opportunities for 
improvement & enhancement

• HPI completeness

• Assessment

– Differential diagnoses

– Definitive  presenting 
diagnoses

– All clinically relevant 
chronic diagnoses

• Plan of care congruent with 
the assessment
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Preferred Approach

• Effective Documentation

• Chief Complaint 

– History of “Present Illness” vs. History of “Past Illness”

– Physical exam correlation

– Medical Decision Making complexity

• Number of diagnoses and management options

• Presenting problem, diagnostic plan, management options

This is It

• The “Main Part”

– Detailed assessment and recommendations section, which should 
include not only a list of diagnoses and recommendations for testing and 
treatment, but also the physician’s reasoning behind them, the results of 
tests already obtained that support the physician’s conclusions, and 
information of value for teaching and cost‐effective practice.

Supporting Information

• Supporting criteria for medical decision making explicitly 
documented

– Clinical rationale for diagnoses

• Sepsis 

• Encephalopathy

• Acute renal failure

• Acute respiratory failure

• MI

• Stroke…etc.
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Supporting Information

• Physician work performed in arriving at and managing clinical 
conditions

• Concise documented clinical facts

– Show vs. Tell

– Describe vs. Generalize

• Documentation reflective of analytical assessment process 
involved in medical decision making

Physician Engagement 

• Doctors who feel engaged are more likely to be satisfied in their 
work

• Making physicians happy

– Knowledge sharing best practice documentation vs. Continual repetitive 
queries

– Promotion of streamlined approach to documentation

• “Less is More” when it comes to documentation
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Medical Necessity

• Medical necessity defined

– Not a value judgment regarding the providers’ diagnostic acumen, 
therapeutic decisions, and/or services

– Statement of covered benefit

– Acceptable health care services and supplies provided by health care 
entities appropriate to the evaluation and treatment of a disease, 
condition, illness or injury and consistent with the applicable standard of 
care

Effective Documentation
• Effective documentation assures medically necessary services or 
items are:
– Appropriate for the symptoms and diagnosis or treatment of the 
patient’s condition, illness, disease or injury; 

– Provided for the diagnosis or the direct care of the patient’s condition, 
illness, disease or injury; 

– In accordance with current standards of good medical practice; 

– Not primarily for the convenience of the patient or provider; and

– The most appropriate supply or level of service that can be safely 
provided to the patient.

Effective Processes

Patient 
Centered 
Care

Right 
Care

Right 
Time

Right 
Place

Right 
Documentation
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Synergies

• Complete and accurate documentation supports an effective 
compliance plan

• Effective compliance initiatives

– Reactionary: Identification, corrective action and risk mitigation vs.

– Preventive: Solid, complete and effective documentation with risk 
avoidance

Evaluation and Management Services

• E & M

– Exchange of clinically reasonable and necessary information and the use 
of the information in the management of the patient

• E & M 1995 and 1997 guidelines

– Guidelines have not changed

– Increased Enforcement of guidelines

• CMS, OIG, CERT….. 

Comprehensive Error Rate Testing 
(CERT) Payment Errors

• CERT Improper Payment Rate Report 2013

– The estimated 2013 Medicare FFS improper payment rate – the 
percentage of Medicare dollars paid incorrectly ‐ was 10.1 percent.

– This means that Medicare paid an estimated $36.0 billion incorrectly 
between July 2011 and June 2012. 
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CERT Improper Payment Errors

2013 E&M Errors

• Improper payment rate for E&M services 
was 13.4 percent, accounting for 10.1% 
of the overall Medicare FFS improper 
payment rate. 

• The projected improper payment 
amount during the 2013 report period 
for E & M services was $3.9 billion.

• Largest contributing factor‐insufficient 
documentation

2014 Total FFS Errors

• The fiscal year (FY) 2014 
Medicare FFS program 
improper payment rate is 
12.7%, representing $45.8 
Billion in improper payments

• Comparison 2013 10.1% or 
$36.0 Billion in improper 
payments

• Physician/Lab/Ambulance 
12.1% with improper payment 
amount

Culprit

• Incorrect coding and insufficient documentation caused most of 
the improper payments for E&M services during both periods

• Submitted medical documentation supported a different E&M 
code than the one billed. 

Common Clinical Scenario

• Provider billed for Healthcare Common Procedure Coding System
(HCPCS) 99214 (a level four office or other outpatient visit with an 
established patient).

• The beneficiary had no new medical problems.

• The beneficiary’s medical condition was stable and medical 
decision‐making was of low complexity
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Common Clinical Scenario

• The documentation did not qualify for the level of E&M service 
billed because it did not meet two of the three key components 
for HCPCS 99214. 

• The claim was down‐coded because the documentation met two 
of three key components for HCPCS 99213.

– The CERT program scored the claim as an improper payment due to an 
“incorrect coding error.”

E & M Accuracy Challenges 

• Physician Mental Block 

– Understanding of rules and guidelines

– Foreign language

– Documentation by exception

• Interferes with practice of clinical medicine

• Professional fee coder clinical disconnect:

– Capturing of “Bullet Points” vs. Capturing of “Clinical Medicine”

Improper E & M Payment

• Improper E & M payment

– Incorrect Coding

– Insufficient Documentation

– Medical Necessity

• Common theme

– Clinical documentation insufficiencies 

– Inaccurate and incomplete capture of patient acuity, physician clinical 
judgment, medical decision making, thought processes and clinical 
reasoning
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Novel Approach

• Transform focus of documentation (regarding the 
communication of patient care) from both the clinician and
patient perspectives.

• Accurate E & M assignment as by‐product of practice and 
recording of good medicine, quality outcomes, patient 
engagement in their own healthcare and overall smart effective 
care choices.

Refocused Mindset 

• Practice of Medicine ‐ first and foremost

– Accurate and complete capture of patient care as an integral part of the 
practice of medicine

• Moving forward back to the basics and fundamentals of medicine

• Effective, sufficient documentation is responsible patient centered 
care vs. “Chore”

Facilitators

• Physician Advisors

• Case Management

• Clinical Documentation Improvement Specialists

• Professional Fee Coders

• Hospital Coders

• Utilization Management/Reviewers

• Physicians themselves
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Knowledge Sharing

• Knowledge sharing

– Best practice standards of clinical documentation

– How best to paint the picture of patient acuity

– What “key” clinical information to record in a note

• Unparalled Focus

– “Positive reinforcement” vs. “negative reinforcement”

– “What is right” vs. “What is wrong”

– “Clinical medicine” vs. “Bean counting”

Best Practice Documentation

• Promotion of Documentation Integrity and 
Completeness

• Documentation:
– Addresses patient care issues

– Brief yet encompassing clinically relevant 
information

– Avoids duplication of already documented 
information

– Detailed assessment, plan of care and 
recommendations

Vital Components of Documentation

• Assessment

– Definitive diagnoses with specificity

– Signs/Symptoms with differential diagnoses, 
provisional diagnoses

– Reasoning behind the diagnoses and/or provisional 
diagnoses

– Results of available tests supporting conclusory 
statements and conclusions

– Clear picture of  “Where Was I” and “Where Am I”
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Vital Components of Documentation

• Plan

– Tests, workup and therapeutic treatments

– Monitoring of patient and why

– Planned actions based upon further results of 
further diagnostic workup

– Clinical rational and reasoning inherent to plan of 
care

– Clear Picture of “Where I am Going”

Take Home Message

• Evaluate the current status and inventory of 
quality of clinical documentation

• Effective and complete clinical 
Documentation IS “Preventive Medicine”

• Initiate a plan and action to improve clinical 
effectiveness of documentation by engaging 
your physicians in “true” clinical 
documentation that best serves 
communication needs of the physician and 
the patient
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Contact Information:
Betty B. Bibbins, MD, BSN, CHC, C‐CDI, CPEHR, CPHIT

Founder, CEO & Executive Physician Educator

DocuComp LLC                

bbibbinsmd@docucompllc.com

www.docucompllc.com

Nicole D. Harper, PhD, MBA, RHIA, CI‐CDI, CCS‐P

Director, Training & Development/Process Improvement/

Clinical Documentation Integrity/Care Management

ST. Vincent Health, Indiana

ndharper@stvincent.org

Thank You
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How to Respond When the Government 
Comes Knocking?

A Primer for Inspections,
Subpoenas, and Search Warrants

Overview of Presentation

• Understanding the Enforcement Mindset
– A Peak Inside the Regulator’s/Prosecutor’s Playbook

• A Quick Review of the Government’s Toolbox
– What Tools Can Be Used and Why?

• Inspections

• Grand Jury/HIPPA Subpoenas

• Search Warrant

• How To Respond at Each Phase
– Checklists? 

• Some Case Studies on How Things Can (or Did) Go Wrong

2

Setting the Stage:  Understanding the Enforcement Mindset

• What is the Role of Governmental Enforcement?

• What are the Goals?
– Deterrence – Specific & General

– “Proportional Punishment”

• How Many Organizations are Regulated?

• What about Budget Constraints?

3
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Setting the Stage:  Understanding the Enforcement Mindset

• What Types of Enforcement Can Be Brought?
– “Spears”

• Adminstrative?

• Civil Action?

• Criminal

• Debarment?

• When to Use?

4

Analogy:  Calling Balls & Strikes; Criminal/Civil

5

But Who Makes that “Call?”

6
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Broad  Enforcement Discretion

What conduct should be punished / prosecuted?

----- Higher Standard

----- Low Threshold 

What conduct can be prosecuted?

Zone of Discretion

7

Measuring Corporate “Culture”

8

What you say?

9
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What you resources do you allocate ?

10

What you measure consistently?

11

Focus of Prosecutor's Review (Relative to 
Incident)

During

After

Before

12
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Influencing the Three Phases of a Prosecutor’s 
Review

Be
fo

re
/P

re
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nt
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n

“Effective” 
Compliance & 
Self-
Governance
• What is 

Declared?
• What is 

Done?
• Funded
• Measured Du

rin
g 

In
ci

de
nt

Cooperation

”Responsible 
Triage”

Litigation Hold

Internal 
Investigation

A
fte

r/
Re

ac
tiv

e

Remediation
• Prompt
• Voluntary

Compliance 
Improvements
• Prevent 

Recurrence

13

The Playbook (Prosecutorial Policies): USAM

• USAM 9-27.300 expresses the 

principle that the defendant 

should be charged with the 

most serious offense that is 

encompassed by his/her 

conduct and that is readily 

provable.

14

Key Theme of Playbook:  Spears & Shields

15
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Criminal Enforcement Policies that Set the Parameters 
for Prosecutorial Discretion:  Civil vs. Criminal?

• Internal Standards
• DOJ

HHS

• U.S. Attorneys Manual
• General/Individuals
• Factors to Consider in 

Charging Corporations

DOJ

16

And Last, But Not Least . . .  The Advisory Sentencing 
Guidelines for Healthcare Fraud

Primary Factors To Consider:

• Loss / Ill-Gotten Gains

• Significant Disruption of Governmental Function

• Abuse of Position of Trust

• Paperwork Concealment/Cover-up?

17

Healthcare Fraud “Spears”

Violation Related:

• Extreme Degrees

• Long Duration of Violations

• History of Repeated Violations

• Clarity of Standards/Regs/Law

• Economic Benefits from Violations 
– (Ill-Gotten Gains or Cost Savings)

18
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Other “Spears”

“Lying & Cheating” Facts:

• False Statements
– Certifications

– During Investigation

• Concealment

• Failure to Report

• Obstruction

19

Other “Spears”

Miscellaneous Facts:

• Overly Adversarial or Delayed Response to Government 
Investigation

• Lack of Remediation / Corrective Action

• Pervasive Involvement of Executives, Management & Employees

• Clear Evidence of Intent / Knowledge
– Repeated Past Violations

– “Smoking Gun” emails

– Insider testimony

20

The Shield: Specific Factors That Decrease Likelihood of 
Prosecution

Compliance/Good Corporate Citizenship:

• Strong Record of Documented & Effective Compliance

• Minimal History of Non-Compliance

• Past Record of Auditing

• Self-Reporting of Violations

• True Lone Wolf/Rogue Employee

21
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The Shield: Specific Factors That Decrease Likelihood of 
Prosecution

Compliance/Good Corporate Citizenship:

• Strong Support from State Regulators
– Good Corporate Reputation

• Complete & Early Cooperation During Government Investigation

• Remediation / Corrective Measures

22

The Shield: Specific Factors That Decrease Likelihood of 
Prosecution

Violation-Related Facts:

• Ambiguous, Vague or Overly Complex Regs/Standards/Law

• Limited Economic Motive @ Violations

• Absence of “Lying Cheating” Factors

• Agency “Condonation” or Awareness of Prior Violations

23

Criminal Enforcement Policies on Charging 
Corporations:  Core Themes
Factors To Be Considered:

• Pervasiveness of Wrongdoing in Company

• Timely and Voluntary Disclosure of Wrongdoing

• Willingness to Cooperate in Investigation

• Existence & Effectiveness of Pre-Existing Compliance Program

• Remedial Actions Taken Post Violation

24
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Criminal Enforcement Policies on Charging Corporations:  
Core Themes

Factors To Be Considered:

• Collateral Consequences Arising From Prosecuting the 
Company

• Adequacy of Prosecuting Responsible Individuals (“Bad Apples” 
vs. Orchard)

• Adequacy of Civil/Regulatory Enforcement Against the 
Company 

25

Common Reasons for Declinations in Healthcare Fraud 
Criminal Cases

• Strong/Robust Compliance Program

• Strong Compliance History

• Self-Detection of Potential Violation

• Prompt Initiation of Internal Investigation

• Self-Reporting to Government

• Promptly Terminating/Disciplining the Relevant Employee(s)

• Rogue Employee

26

Common Reasons for Declinations in Healthcare Fraud 
Criminal Cases

• Full and Meaningful Cooperation with the Government 
Investigation

• Implementing Comprehensive Remediation to Address the Root 
Cause of Violations/Problem

• Voluntary & Timely Improvements to Existing Compliance 
Programs

• Overly Technical/Unclear Regulations

27
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Investigative Tools Used in Criminal Health Care 
Fraud Investigations

28

Voluntary Interviews

• Patient victims

• Whistleblowers

• Relevant medical personnel

29

Access Requests

• Billing Data from CMS

• Medicare Enrollment data 

from CMS

• Reports of internal 

investigations from CMS 

contractors 

30
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The Government Is Watching YOU
• Surveillance: (no court 

intervention)

– Consensual Recordings

– Observations in Public Space

• Surveillance: (Court 

Intervention) 

– GPS Tracking Devices

– Pen Registers/Trap and Trace

– Pole Cameras

– Title III Wiretaps

31

Next Up . . .

• When the Other Shoe Drops 

– Grand Jury/HIPPA Subpoenas

– Search Warrants

32

Compulsory Process (Criminal )

• Grand Jury Subpoena

– Documents

– Testimony

• HIPPA Subpoena 

33
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Grand Jury/HIPPA Subpoenas

• Not addressing civil subpoenas – many distinctions.

• Different from subpoena to testify at trial.

• Can be used for both testimony and documents.

• Focus on documents: scenario corporate counsel will encounter 
most frequently.

• Preparing a written subpoena response plan with input from 
outside counsel and management now will minimize mistakes, 
expenses, and negative publicity later.

34

Intro: Purpose of the Subpoena

• Secure documents  and physical evidence.
– duces tecum.

– “A subpoena may order the witness to produce any books, papers, 
documents, data, or other objects the subpoena designates.” Fed. 
R. Crim. P. 17(c)(1).

• And secure testimony.
– ad testificandum.  Fed. R. Crim. P. 17(a).

• Broader than civil equivalent.
– Can be served “at any place within the United States” – less option 

to quash for procedural/ venue problems.  

• Fed. R. Crim. P. 17(e)(1).

35

Your Initial Subpoena Review

• When you receive the 

subpoena, whether focused 

on documents or testimony, 

develop an action plan:

– Contact the Law Department

– Carefully Review the 

Subpoena

36
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Note on: Subpoena Ad Testificandum

• Initial questions unique to 

those subpoenas that seek 

testimony:

• Whose testimony is sought?

– Executive/Management?

– Employee?

• Need for separate 

representation?

– Employee with conflict

– Fact witness

37

Focus: Documents
The Subpoena Duces Tecum

• Initial review of subpoena to determine scope
– Date range

– Type of documents

– Cost/feasibility of compliance

– Deadline?

• Review for indications of allegations/potential crimes

• Determine whether grounds to challenge.

• Start considering whether compliance is better strategic option, 
even where challenge grounds exist.

38

Subpoena Duces Tecum

• Caution: penalties for improper  response.  
– Avoid “game-playing” that is prevalent in some civil discovery.

• Contact experienced counsel
• Immediately suspend regular document destruction - even if 

consistent with document retention policies
• Memorialize all steps & decisions in written memorandum.
• Notify some employees / control group

– Do not discuss the subpoena or any aspect of the investigation with 
all employees.

• Remember: You’ll be better off if you have prepared a response 
protocol in anticipation of subpoena. 

39
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Your Subpoena Response Plan

• Keep on hand in case of emergencies and refresh periodically.

• Should contain:
– A copy of the company’s document retention policy.

– A contact list: key executives who need to know, go-to outside 
counsel, responsible IT person; custodian of records.

– Draft of memo to responsible employees with instructions regarding 
preservation of electronic and hard copy documents.

– A plan for ensuring that all versions of electronic documents, in 
particular, are secured.

– A directory of where key general categories of documents are stored 
and likely to be located.

40

Initial Telephone Call
• Call prosecutor:

– Discuss role of company, individuals.

• Witness, subject, or target?

– If for documents . . .

• Discuss subpoena to ensure you understand requests, resolve any questions, 
and narrow or define scope as appropriate.

• You know company and documents/subject matter better than requester;
create mutual goodwill/ relationship through this conversation. 

• Offer to keep dialogue open and avoid adversarial approach.
– Ability to personally address production and compliance issues on will 

save time and resources and avert unintended consequences

– Assess where documents are to be produced and whether/ when an 
executive will need to testify.  Usually can defer until after agent review.

41

Document Search, Review & Production Process

• Retrieve & follow the plan you already prepared.

• Plan & supervise & document “process”
– Keys:

• What dox are produced?

• What process was followed?

– Even – especially – document search efforts that reveal no docs 

• Designate a point person to be “custodian of records.”
– Custodian should be prepared to testify about the steps taken to 

gather information for the subpoena
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Document Search, Review & Production

• Which documents are “responsive?”

• Which responsive documents are privileged?
– Create a decision log and a privilege log

• “Bate-stamp” and keep copy of all that is produced
– Note, you generally will produce originals, unlike in civil litigation.

• Types of Privileges:
– Attorney Client / Work Product

– 5th Amendment

43

Privileged Documents

• Avoid inadvertent waivers of 

attorney-client privilege.

• Certain disclosures can be 

viewed as corporate 

admissions.

44

Attorney-Client Privilege

• Protects confidential communications between client seeking 
legal advice and his attorney.

• Can be waived:
– By corporate management

– By disclosure outside of a privileged relationship.

• Includes voluntary disclosure to third party.

• Includes disclosure at the request of a government agency.

• Includes inadvertent disclosures (where reasonable precautions to prevent 
were not taken)

45
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Work Product Privilege

• Protects documents prepared for trial or “in anticipation of 
litigation .”

• Can also be waived by voluntary disclosure.

46

Search Warrants

• Physical Premises

• Internet-based e-mail 

accounts

47

Search Warrant Response

• As with subpoena response, plan now.

• Particularly important because there is typically less lead time 
than for subpoena response.

• FBI and others may appear unexpectedly.

• Our analysis focuses on federal procedure, not state procedure.
– Substantially similar, but differences may exist.

48
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Search Warrant Response

• Increasing reliance on search warrants as a tool in business 
crimes
– Investigations vs. issuing subpoenas

– Government’s key advantage:

• SURPRISE & CONTROL

• “knock and announce rule”

– 4th Cir. exceptions – danger or imminent evidence destruction.

• Focus of government’s search = 
– Not just documents

– but all “instrumentalities of crime”

49

Warrant versus Consent

• Recent trend: agents appear without warrant and request 
documents and consent waiver.
– Pros: 

• Ability to work with agents to narrow and define scope.
– Physical scope and subject matter scope.

• Goodwill.
• Agents quickly in and out.

– Cons:
• No need for government to make showings that are in place to protect 

you.
– E.g., probable cause showing for magistrate.

• Easier path to potentially incriminating documents.

50

Search Warrants Background

• All searches and seizures are 

governed by the Fourth 

Amendment’s:

– Prohibition against 

unreasonable searches and 

seizures; and

– Requirement the warrants to 

conduct searches be 

supported by “probable 

cause.”
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Search Warrants Ground Rules

• Search Warrants Obtained from a U.S. Magistrate Judge

• Can be completely based upon hearsay evidence.

• Company does not even have to be a “Target” to be searched.

• Search must occur within 10 days of the warrant being issued, 
between 6AM-10PM

52

Search Warrants

• Government has legal leverage during execution of search 

• Number of agents varies (2-50)

• No need for company or employees to display “cowboy”
mentality:
– Be professional & courteous  

• Best Advice:
– Advance planning & organized response 

• Establish internal procedures & search response plan

53

Advance Planning: Overall Goals

• Improve “crisis” management:
– Demystify “searches”
– Prepare company representatives 

• Protect legal interests of company and personnel
• Respond appropriately & legally --

– Not doing whatever the government requests
• Convey “good corporate” image
• Be prepared to respond to press.

– Not “no comment”
– Emphasize a few key points only.
– More on this later
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Overall Goals

• Get the government what it is 

entitled to take or review as 

quickly as possible --- and get 

the agents out.

• Minimize disruptive impact of 

search to ongoing business 

operations

55

Action Steps During Search 

• Request agents’ credentials & copy of the warrant (and 
supporting affidavit - if unsealed)

• Provide agents with company memorandum re: search

• Request meeting with agents to discuss  ways to minimize 
disruption with ongoing operations (floor plans, organizational 
charts, etc.).

56

Company Search Memo 

• Company’s memorandum re: search should state that 
company:
– Objects & does not consent to search;

– BUT - Is willing to cooperate;

– Is represented by counsel; 

– Requests opportunity to confer with counsel prior to search; and

– Requests all inquiries during search be directed to company search 
coordinators, ideally counsel only - not employees.
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Action Steps During Search

• Carefully review warrant for:
– accuracy of information;

– particularity of search limits; and

– nature of alleged violations

• Typical “Defects:”
– Name/Address of company

– Beyond deadline

• Pay close attention to scope of warrant -- i.e., “places to be 
searched and items to be seized.”

• Limit search to those areas specifically designated in warrant. 

• Do not consent to or allow agents to exceed limits and conduct 
an “expanded” search.

58

Actions Steps During Search

• Identify legally protected/privileged files
– If dispute arises - segregate & submit to magistrate “in camera.”

• Accompany agents & carefully monitor and record all aspects 
of search.
– (i.e., conduct, statements, questions, requests, attitude).

• If agents Refuse to allow company to accompany them -- seek 
order from magistrate.

59

Handling Employees During  Search:

• Alert employees that search is occurring (by e-mail or memo);

• Instruct employees to direct all questions from agents to 
company’s search coordinator or legal counsel;

• Provide employees with an overview of their rights (gov’t usually 
does not);

• Avoid even appearance of obstruction;

• Instruct employees to refer all media questions to designated 
individual.
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Employee’s Rights During Search:

• Employees are under no legal obligation to talk to the agents -
their choice;

• Employees have a right to consult with an attorney;

• Company may provide counsel

• In many circumstances, employees should be sent home (after 
being advised of their rights)

• Where employees consent to be interviewed, try to be present 
during the interview and take detailed notes on both:
– Questions asked; and

– Answers given.

61

After the Smoke Clears:

• Information is power

• Gather all facts surrounding 

the allegations/investigation

• The good, the bad, and the 

ugly

62

Post-Search: Info to Obtain

• Request copy of search receipt / inventory (list of items taken).  
See Rule 41(f)(3).

• Request copies of all items seized.
– If Request is refused - file Rule 41(f)(4) Motion.

• Obtain copy of “return” filed with court.
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Post-Search: Debriefing

• Immediately and thoroughly debrief all employees who 
consented to interview (if you were not present)

• Important insight into basis for investigation & positions you to 
better anticipate allegations

• Summarize all interviews into written memoranda.

64

Post Search: Dealing With the Media
• Only counsel should talk to media, with rare exceptions.

• “No comment” usually plays as “we’re guilty!”

• Since the search will attract media, prepare your brief remarks 
carefullyTypical Initial Remarks:
– Preliminary nature of investigation;

– Company’s willingness to cooperate;

– Company’s own efforts to investigate and gather reliable facts; and

– Other positive/accurate aspects of company

• Beyond this is dangerous.  
– LESS IS MORE.

– Minimize statements that press or authorities can later characterize as 
inconsistent with facts.

• . 65

Post-Search: Call to Prosecutor

• Counsel Must Initiate Communication with Federal Prosecutor to 
gather additional information (i.e., nature of investigation; 
targets, etc.).

• Goal of call is to foster similar dialogue regarding similar issues to 
call in subpoena response context.
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Post-Search: Internal Investigation?

Most Important Task:
Assess need to conduct privileged internal investigation:

– Interviews

– Document Review & Summary

67

When Bad Turns to Worse . . . Some Lessons 
Learned

Framed in Context of Each 

Phase We Previously Discussed:

• Before Trouble Hits

• During “Encounters”

68

Mistakes Made Before Trouble Hits

• Poor Reputation

• Past “Friction” with Regulators

• Deficient Compliance Program

• Disgruntled Employees

• History of Past Violations/Fines

• Prior Audits with No Follow-Thru
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Mistakes Made During “Encounters”

• Bad Attitude
– Adversarial

– Defensive

• Non-Responsive or Delays

• Seeking Out / Retaliating Against Whistleblower

70

Mistakes Made During Subpoenas

• Incomplete

• Inaccurate / False

• No Documentation of Process

• No Credibility

• Untimely

71

Mistakes Made During Search Warrant

• No Prior Planning/Training

• “Cowboy” Mentality

• Consent to Expand Search

• Waiver of Privilege

• Lack of Monitoring

• Failure to Initiate Internal Inv. 
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Significance of an Organization’s Culpability Score
§8C2.5. Culpability Score

• Start with 5 points.

• Involvement in or Tolerance of Criminal Activity

If more than one applies, use the greatest:

• If --
– the organization had 5,000 or more employees and

• an individual within high-level personnel of the organization participated in, 
condoned, or was willfully ignorant of the offense; or

• tolerance of the offense by substantial authority personnel was pervasive 
throughout the organization; or

73

It’s in the “math”…. (continued)
– the unit of the organization within which the offense was committed 

had 5,000 or more employees and

• an individual within high-level personnel of the unit participated in, 
condoned, or was willfully ignorant of the offense; or

• tolerance of the offense by substantial authority personnel was pervasive 
throughout such unit,

add 5 points; or

• If --
– the organization had 1,000 or more employees and

• an individual within high-level personnel of the organization participated in, 
condoned, or was willfully ignorant of the offense; or

• tolerance of the offense by substantial authority personnel was pervasive 
throughout the organization; or

74

It’s in the “math”…. (continued)
– the unit of the organization within which the offense was 

committed had 1,000 or more employees and

• an individual within high-level personnel of the unit participated in, 
condoned, or was willfully ignorant of the offense; or

• tolerance of the offense by substantial authority personnel was pervasive 
throughout such unit,

add 4 points; or

• If --
– the organization had 200 or more employees and

• an individual within high-level personnel of the organization participated in, 
condoned, or was willfully ignorant of the offense; or

• tolerance of the offense by substantial authority personnel was pervasive 
throughout the organization; or
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It’s in the “math”…. (continued)
– the unit of the organization within which the offense was 

committed had 200 or more employees and

• an individual within high-level personnel of the unit participated in, 
condoned, or was willfully ignorant of the offense; or

• tolerance of the offense by substantial authority personnel was pervasive 
throughout such unit,

add 3 points; or

• If the organization had 50 or more employees and an individual 
within substantial authority personnel participated in, condoned, 
or was willfully ignorant of the offense, add 2 points; or

• If the organization had 10 or more employees and an individual 
within substantial authority personnel participated in, condoned, 
or was willfully ignorant of the offense, add 1 point.

76

It’s in the “math”…. (continued)

• Prior History

If more than one applies, use the greater:

• If the organization (or separately managed line of business) 
committed any part of the instant offense less than 10 years after 
(A) a criminal adjudication based on similar misconduct; or (B) 
civil or administrative adjudication(s) based on two or more 
separate instances of similar misconduct, add 1 point; or

• If the organization (or separately managed line of business) 
committed any part of the instant offense less than 5 years after 
(A) a criminal adjudication based on similar misconduct; or (B) 
civil or administrative adjudication(s) based on two or more 
separate instances of similar misconduct, add 2 points.

77

An “effective compliance program” can  
reduce culpability points and that can lower 
the potential  ‘punishment’ of an organization 
• Can you demonstrate your program’s effectiveness? 

– did it’s design help detect the issue

– did the organization self-report

– did the organization “cooperate” in the government’s investigation

• U. S. Federal Sentencing Guidelines - §8B2.1
– “7 elements” of an “effective compliance program”
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§8C2.5 (f) Effective Compliance and Ethics Program

• If the offense occurred even though the organization had in 
place at the time of the offense an effective compliance and 
ethics program, as provided in §8B2.1 (Effective Compliance 
and Ethics Program), subtract 3 points.

• Subsection (f)(1) shall not apply if, after becoming aware of an 
offense, the organization unreasonably delayed reporting the 
offense to appropriate governmental authorities.
– Except as provided in subparagraphs (B) and (C), subsection (f)(1) 

shall not apply if an individual within high-level personnel of the 
organization, a person within high-level personnel of the unit of the 
organization within which the offense was committed where the unit 
had 200 or more employees, or an individual described in 
§8B2.1(b)(2)(B) or (C), participated in, condoned, or was willfully 
ignorant of the offense.

79

Effective Compliance and Ethics Program (cont'd)

– There is a rebuttable presumption, for purposes of subsection (f)(1), 
that the organization did not have an effective compliance and 
ethics program if an individual—

• within high-level personnel of a small organization; or

• within substantial authority personnel, but not within high-level personnel, of 
any organization, participated in, condoned, or was willfully ignorant of, 
the offense.

80

Effective Compliance and Ethics Program (cont'd)
Self-Reporting, Cooperation, and Acceptance of Responsibility

If more than one applies, use the greatest:

• If the organization (A) prior to an imminent threat of disclosure or 
government investigation; and (B) within a reasonably prompt time 
after becoming aware of the offense, reported the offense to 
appropriate governmental authorities, fully cooperated in the 
investigation, and clearly demonstrated recognition and affirmative 
acceptance of responsibility for its criminal conduct, 
subtract 5 points; or

• If the organization fully cooperated in the investigation and clearly 
demonstrated recognition and affirmative acceptance of 
responsibility for its criminal conduct, subtract 2 points; or

• If the organization clearly demonstrated recognition and affirmative 
acceptance of responsibility for its criminal conduct, 
subtract 1 point.
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§8C2.6.     Minimum and Maximum Multipliers
• Using the culpability score from §8C2.5 (Culpability Score) and 

applying any applicable special instruction for fines in Chapter 
Two, determine the applicable minimum and maximum fine 
multipliers from the table below.

Culpability Score Minimum Multiplier Maximum Multiplier
10 or more 2.00 4.00

9 1.80 3.60
8 1.60 3.20
7 1.40 2.80
6 1.20 2.40
5 1.00 2.00
4 0.80 1.60
3 0.60 1.20
2 0.40 0.80
1 0.20 0.40

0 or less 0.05 0.20
82

Multipliers Matter

• Actual loss of “False Claims” - $1,000,000

• Culpability Score – 8 [ add 5 base points + 3 points for 
organization with > 200 - <1,000 employees]

• 1.6 – 3.2 multiplier can be applied to loss amount 

• OR

• Culpability Score – 3 [8 is reduced by 3 points because of the 
existence of an ‘effective compliance program and by 5 points 
because the organization detected the issue and self-reported]

• 0.6 x 1.2 multiplier can be applied to loss amount 
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“TASKS & TOOLS” 
 

 
 

  

Tasks: Inspection Subpoena Search Warrant 
 
 

   

 
Fully Understand Significance and 
Use of Government Tools 

   

 
Need for Prior Planning & Full 
Understanding of Importance 
 

   

 
Opportunity to Display “Good 
Corporate Citizenship” &  
Influence Broad Enforcement 
Discretion 
 

   

 
Importance of Documentation 
 

   

 
Consequences of “Mistakes” 
 

   

 
Prevent Making Matters Worse 
 

   

 
Cooperating but Not “Rolling Over” 
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“Parade of Horribles:” Things That Can (. . . Have ) Gone Wrong 
 

A. Inspections 
1) Poor Regulatory Relationships 

 “Wrong Point People /  Co Reps” 
2) History of Significant Non-Compliance 
3) No Correction of Previously “Spotted” Issues 
4) “Adversarial Encounters” (of the worst kind . . .) 
5) Deficient or Ineffective Compliance Programs (for any reason) 
6) Deep Budget Cuts in Compliance  
7) Lack of Documentation for Compliance Programs 

 
B. Subpoenas 

1) Incomplete / False Info / Deficient / Delayed Production 
2) Poor Documentation/Transparencies of Process/Steps Followed 
3) Failure to Institute “Document Hold” 
4) Waivers of Privilege 

 
C. Search Warrant 

1) Panic & Mayhem – No “Enforcement-Readiness” Planning 
2) “Cowboy Mentality” / Obstruction 
3) Consenting to Broader Scope of Search 
4) Losing Opportunity to Learn Basis of Investigation 

 
D. Other – Applies to All 

1) Lack of Understanding / Unqualified 
2) Failure to Plan in Advance 
3) Poor Training 
4) Lost Opportunities to Create Positive First Impression  

 Or to Earn “Good Corp Citizenship Merit Badge” 
5) Obstructive Conduct 
6) Failure to Positively Influence Broad Enforcement Discretion 
7) Winning Small Battles – But Losing the “Repeat Player” War 
8) Prior Audits with Limited (or No) Follow-up 
9) Retaliating Against Whistleblower or Other Employees 



 

Peter C. Anderson 
409 East Blvd. 

Charlotte, NC 28203 
Direct:(704) 372-7370 

Cell:(704) 756-8800 
Fax:(704) 372-7411 

PAnderson@bdlaw.com 

 

 
 

Regulatory Inspection Checklist 
 

1) Plan Ahead & Train 
 Understand importance of maintaining constructive regulatory relationships 

 Understand how things can go wrong 
 

2) Point of Contact: 
 Be Respectful ( . . . not always easy) 

 Find and train the right “point person” with correct temperament and skill set 
o Knowledgeable / Respectful / Low-key / Congenial / Patience, etc. 

 Maintain Continuity in Role 

 Assign to Be Guide/Monitor During Inspections & Follow-up with Requests 

 Avoid the traps of: 
o making incriminating admissions 
o making regulatory/legal conclusions (or allowing other employees to make them) 
o volunteering information ( or “talking too much”) 

3) Know the Agency’s Legal Authorities 
 

4) Request Opening Conference 

 Scope (areas of facility / equipment / documents / personnel, etc.) 

 Duration & Sequence 
 

5) Monitor the Inspection 

 Take Notes  

 Records Comments/Observations 

 Record all requests from inspector and/or questions asked 
 

6) Request Closing Conference 

 Keep copies of documents provided 

 Request and document preliminary feedback/findings and copies of samples and/or 
photos taken 
 

7) Respond Promptly to Problems Found & Follow-up Requests 

 Document Timely Correction of Problems 

 Document What Was Provided in Response to Requests 
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Search Warrant Checklist for “First Responders” 
 

1) Plan Ahead/Train/Manual (Receptionists/Console Operators) 
 Understand search warrants / reduce panic. 

 Request badge and card 

 Immediately contact “Point Person” and/or In-House Counsel 
 

2) Point Person/In-House Counsel: 
 Meet and review document 

 Send to qualified outside counsel 

 Convey willingness to cooperate and fully comply 

 Request opportunity to confer with counsel 

 Request assistance from Company “SWAT” Team (Search Warrant Assistance Team) 

 Request agents to meet come to a conference room to jointly develop a plan for 
conducting the search in a quick and orderly manner. 

o For this meeting, it is helpful to have: 
 a facility map/layout re: location of records, as well as; 
 an organizational chart with various personnel/responsibilities. 

o During the meeting, company counsel can compare the scope of the search 
and try to narrow the types of documents that are responsive. 
 

 Request agents not interview any employees without counsel present. 
a. If the agents insist on conducting interviews, make sure to distribute a 

previously prepared “employee advice form” which alerts them of the 
following rights: 

 They have the right to speak with the agents or they can also choose 
not to speak with them; 

 They can also request that company counsel be present during the 
interview; or they have the right to request their own counsel to be 
present for the interview. 

 They are not to interfere with the agents in any way, or destroy/delete 
any documents. 

 If they do choose to speak with the agents, they are requested to notify 
the company contact person, and they must tell the truth. 



 
Search Warrant Checklist -- Page 2 

 

 
3) Management/Communications: 

 
a. Internal/Employees: 

 
i. Distribute a previously prepared alert to employees re: search which contains: 

 Agents did arrive with a warrant to search 
 Company did not believe warrant was necessary since it would have 

complied with document request 

 Company is fully cooperating with the agents, and no employee 
should interfere with search 

 Investigation is at early stages so it would be inappropriate to 
comment further 

 Company has always taken its regulatory/compliance obligations 
very seriously, and has a strong track record OR has never had any 
past enforcement actions/substantial fines, etc. (. . . BUT ONLY if 
accurate and supportable). 

 If any employee is approached by any law enforcement officer, 
they should contact ________ immediately 
 

b. External/Media: 
i. Be prepared to distribute a pre-prepared “media statement” BUT ONLY IF 

reporters learn of the search (which they coincidentally always do).  Statement 
should include same themes as employee alert (see above) 
 
 

4) SWAT Team Responsibilities During Search: 

 Monitor the search and take notes of activities/comments; and channels all 
requests from the agents back to the contact person listed above. 

 Make sure that any “privileged” or “confidential/trade secret” documents are 
flagged and protected. 

 Don’t consent to expand search. 
 Avoid even appearance of obstruction by any employee. 
 Request the agents to provide copies of the search inventory, as well as any 

documents/files taken. 
 If employee interviews are sought by government, request to be present and take 

notes (don’t interfere).  
 
 



 

Peter C. Anderson 
409 East Blvd. 

Charlotte, NC 28203 
Direct:(704) 372-7370 

Cell:(704) 756-8800 
Fax:(704) 372-7411 

PAnderson@bdlaw.com 

 

 
 

Subpoena Checklist for First Responders 
 

1) Plan Ahead & Train Receptionist/Mailroom 
 Understand what a subpoena is / how to spot 

 Train on importance of sending to In-House Counsel ASAP 
 

2) Point of Contact / In-House Counsel: 
 What type?  Document and/or Testimony? 
 Review subpoena carefully, for: Any Responsive Documents?   

o Deadline?  / Date Range of docs sought? 
o Any Ambiguities? / Scope? Review Definitions re: Scope? 
o Costs/Logistics? / Unduly Burdensome? (why?) 

 Remember: Written By Outsiders / Starting “Wish List” 
o Read Clues & Connect Dots about investigation trigger/basis  

 

3) Institute “Document Hold” (Suspend Document Retention/Destruction Schedule)   

 Don’t Make Matters Worse / Obstruction 

 Identify category of documents to be preserved & Who/Where, etc. 

 Notify relevant employees & IT 

 Get confirmation (“CYA”) 
 

4) Establish Dialogue with Government 

 Ask Questions and gather background on investigation (Can’t hurt to ask. . .) 

 Compare notes on scope/ambiguities 

 Educate @ costs/burden 

 Negotiate Alternative/Narrower Scope or “Rolling Production” 

 Notify about Legal/Document Hold 
 

5) Develop of Plan of Search/Review/Production 

 Assemble Core Team 

 Identify Where Might Docs Be Located / How Stored / How to Search? 
o Electronic/Physical  

 Document Process Followed 

 Record Who Assisted in Process 



 
Subpoena Response Checklist -- Page 2 

 

 
6) Review Documents Before Producing 

 Responsive? 

 Privileged ? Confidential? 

 Bate-stamp & keep copies of what is produced 

 Offer a Robust/Substantial First Production – Build Up Good Will  

 Avoid Making It Overly Adversarial 

 Provide cover letter that guides/educates prosecutor 
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A CASE STUDY: INTEGRATING A 
COMPLIANCE PROGRAM WITH 

MONITORING INTO YOUR ORGANIZATION
Kelly Nueske, RN, CPA, CMA, CIA, CRMA

OBJECTIVES

• A complete walkthrough of how to integrate monitoring into an existing 
compliance program..

• Strategies of how to hold management and operations accountable for the 
program and monitoring..

• Real life challenges, how the challenges were tackled and the solutions.

AGENDA
• Difference between Monitoring and Auditing
• Case Study Background
• Starting the Conversation with Management
• Understanding Organization Policies
• Understanding Department Policies
• Department Walkthroughs
• Identifying existing Scorecards/Monitoring Dashboards
• Monitoring Examples by Department
• Implementing Policy Monitoring and Monitoring Risks
• Implementing a Monitoring Policy
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MONITORING – WHY?

• “The OIG believes that an effective program should incorporate thorough 
monitoring of its implementation and regular reporting to senior hospital or 
corporate officers.50 Compliance reports created by this ongoing monitoring, 
including reports of suspected noncompliance, should be maintained by the 
compliance officer and shared with the hospital’s senior management and 
the compliance committee.” 

• Federal Register / Vol. 63, No. 35 / Monday, February 23, 1998 / Notices 
• “Effective auditing and monitoring plans will help hospitals avoid the 

submission of incorrect claims to Federal health care program payors. 
Hospitals should develop detailed annual audit plans designed to 
minimize the risks associated with improper claims and billing 
practices.”

• Federal Register /Vol. 70, No. 19 /Monday, January 31, 2005 /Notices

MONITORING – WHAT IS IT?

• Observe and check the progress or quality of (something) over a period of 
time; keep under systematic review.

• Google search, source undisclosed.

• Supervising activities in progress to ensure they are on-course and on-
schedule in meeting the objectives and performance targets.

• http://www.businessdictionary.com/definition/monitoring.html#ixzz2sfCrvGCA

MONITORING – WHO DOES IT?

Auditing
• Independent
• Objective
• Based on risk
• Focuses on internal controls
• Systematic, disciplined approach

Performed by Internal or 
External Auditors

Monitoring
• Based on risk
• May focus on internal controls
• Often has a quality focus
• May be continuous – as a part of a 

process
• Considered an internal control –

preventive or detective

Performed by Supervisors, front line
employees, Managers
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CASE STUDY BACKGROUND

Compliance Program Encompassed the following Services
• Hospital
• Skilled Nursing Facility
• Home Health and Hospice Program
• Primary Care Clinics
• County funded Outpatient Behavioral Health Program
• Intensive Outpatient Behavioral Health Program
• Outpatient Surgery Center

MEET AND GREET MANAGEMENT

• Introductions
• Background, experience, tenure with organization
• Ask about them and then give them your information

• Department Size
• Find out how many employees, key services provided, volumes

• Department Specific Policies and Procedures
• Where are they located, in what format, last revised

• Monitoring and Auditing Activities
• What type of monitoring is performed by management (they will probably call 

them audits), is there an independent group that performs periodic audits for the 
department, what is management’s opinion on risk areas.

MEET AND GREET (CONTINUED)

• What reports are used by management each day to manage operations 
(detective monitoring).

• What activities occur in day to day processes to correct mistakes as the 
occur (preventive monitoring).

• What is the managers understanding of the compliance program.
• Opportunity to find out where the program has weaknesses
• Opportunity to educate manager on what Compliance’s role is and where 

accountability for compliance rests
• Lastly, talk to them about your game plan for the program and solicit support
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REVIEW ORGANIZATIONAL POLICIES

• Review the Code of Conduct. If it is a lengthy and detailed document, does 
it map to administrative policies?

• Focus on administrative policies that also support Joint Commission 
Standards to identify policies that are also Compliance policies. Are the 
administrative policies consistent with the Code of Conduct?

• Who owns administrative policies? Ideally it would be business owners based 
on the content/policy topic.

• If there are inconsistencies or outdated regulatory references, now is the 
time to clean them up. Hold the business owners accountable for the 
revisions and process.  Keep yourself in the support mode.

ADMIN POLICIES THAT MEET
JOINT COMMISSION AND COMPLIANCE NEEDS

General Policies
Staff Orientation Training & Education
Employee Corrective Action
New Employee Hire
Hospital Departments & Responsibilities
Hospital Committees & Responsibilities
Surveys, Inspections & Investigations
False Claims Statutes
Incident Reports
Grievance Compliant Management

Privacy Policies
Release of Information
Business Associates
Use/Disclosure of Facility Directory
Accounting for Disclosures
Patient Rights
Confidentiality
Media Relations
Privacy
Facsimile Transmission
Amendment of Health Information
Release of Chart Information

ADMIN POLICIES (CONTINUED)
Security Policies
Software Management
Equipment Loan Policy
Device Management
Risk Assessment
Asset Disposal
Business Continuity Planning
Disaster Recovery
Data Integrity
Server Back Up

System Access
Encryption
Firewall Management
Login & Password Policy
Internet Access
Email & ePHI
Breach Notification
Remote Access
Removable Media Acceptable Use
Wireless Security Access
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POLICY SAMPLE

Leadership Development
• Hospital Departments & Responsibilities
• Hospital Committees & Responsibilities
Human Resource
• Staff Orientation Training & Education
• Employee Corrective Action
• New Employee Hire
Performance Improvement
• Monitoring and Auditing
• Incident Reporting

Release of Information/Patient Rights
• Patient Rights
• Confidentiality
• Media Relations
• Privacy
• Facsimile Transmission
• Amendment of Health Information
• Release of Chart Information

POLICY SAMPLE
Information Management
• Release of Information
• Business Associates
• Use/Disclosure of Facility Directory
• Accounting for Disclosures
• Software Management
• Equipment Loan Policy
• Device Management
• Risk Assessment
• Asset Disposal
• Business Continuity Planning
• Disaster Recovery

• Data Integrity
• Server Back Up
• System Access
• Encryption
• Firewall Management
• Login & Password Policy
• Internet Access
• Email & ePHI
• Breach Notification
• Remote Access
• Removable Media Acceptable Use
• Wireless Security Access

DEPARTMENT POLICIES
• Administrative or technical policies? 

• Administrative – yes review them all.  What for consistency with organization 
administrative policies also.

• Technical – yes some of them.  Focus on those that would have a privacy, security or 
billing compliance component.

• Does the department maintain their own software with protected health 
information? If yes, determine if they have policies and procedures on access 
monitoring or other IT security related policies necessary for processes not supported 
by the Information Technology Department.

• Are there policies and procedures on charge capture or charge reconciliation?
• Review the OIG risk list to identify high risk services the department  may need to 

address in policy and may need to monitor.
• Track suggested revisions and pull together a list of questions to address during the 

department walkthrough.
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DEPARTMENT WALKTHROUGHS
• Schedule a 60 – 90 min department tour with management
• Get a feeling of the patient flow, keep your eye open for potential risks 

during the tour and meet the staff.
• Follow up on your policy questions.
• Start discussion with management on monitoring activities

• Find out what they do today as a part of their routine management duties
• How is monitoring done? Who does the monitoring?
• How is the criteria identified and is it defined?  Does a policy, regulations or both 

define the criteria?
• Ask management to review historical results with you.
• What is the target accuracy rate? How are high errors addressed by 

management? (Remediation activities)
• Where to monitoring results go? Share with senior management? Staff? Other?

PRIVACY/SECURITY WALKTHROUGHS

• Is performing a privacy/security walkthrough monitoring? YES
• Walkthrough characteristics:

• A specific tool is developed and includes questions to ask staff
• Department manager leads the walkthrough with compliance resource 

assisting/coaching manager (think train the trainer concept)
• Performed every 3 months.  The first time scheduled 1 – 1 ½ hours depending on 

the size of the department. Each future time should take 30 – 45 minutes.
• After the walkthrough and staff interviews are completed, review the results with 

the department manager and determine if there are corrective action plan 
needs.

• Discuss the corrective action plan process and how to document the process.
• Follow up on corrective action plans during the next walkthrough.

WHY PERFORM P&S WALKTHROUGHS?

• Huge Benefits!!
1. Opportunity to educate management and staff.
2. Reinforces compliance training.
3. Visibility with management and staff…you become human rather than a 

function or department.
4. You learn about operations and their challenges.
5. Find out what is going on in operations.  May identify new risks during 

walkthrough.
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EXISTING SCORECARDS/DASHBOARDS?
• Review past Board and Committee packets
• Meet with leadership “staffing” Board committees to find out what is shared 

with governance
• Meet with other senior leaders to find out if there are any dashboards not 

shared with the board but utilized by senior management
• It is not uncommon for performance dashboards to be driven by something 

else.  Such as Joint Commission, Strategic Plan and a Quality Framework.
• Goal is to NOT replicate or duplicate anything if there is something in place 

that can include compliance monitoring.
• If it has to be created, see if you can move the organization to a dashboard 

that is more than compliance….key to integration into operations.

DASHBOARD SAMPLE & TRAITS
5 Strategic Elements
1. Customers/Service
2. People/Human Capital
3. Revenue/Growth
4. Quality
5. Expense/Cost Containment

Traits of a Good Dashboard
1. Updated Monthly
2. Review by Senior Management & 

Presented to the Board
3. Monitored items are “fluid” and 

adjusted based on risk
4. Each item is measureable with a 

specific target
5. Compliance items were found in 

Customers/Service, 
Revenue/Growth or Quality. 

WHERE TO MONITOR?
Emergency Department
Laboratory
Radiology/Imaging
Surgery
Pharmacy
Rehab Services (PT/OT/SP)
Cardio Pulmonary/Respiratory
Outpatient Clinics/Departments
Inpatient Units
Patient Advocate

Scheduling
Registration
Health Information Management
Case Management/Utilization Review
Patient Financial Services
Quality Management
Infection Control
Information Technology
Finance
Marketing
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EXAMPLES OF OPS MONITORING

• Scheduling
• Prior Authorization (completion before appointment)
• Registration Errors
• Insurance Verification (completion prior to appointment)
• Others?

• Registration
• Insurance Verification (completed during check-in)
• Medicare Secondary Payor Questionnaire
• Assignment of Benefits
• Registration Errors
• Notice of Privacy
• Others?

EXAMPLES OF OPS MONITORING

• Health Information Management
• Coding

• Coding Quality Management Program results
• Number or % of coding changes made by Coding personnel (physician charges)
• Productivity reports
• Others?

• Records Management
• Number or % of orders unsigned (EMR reports)
• Average lag time for co-signing verbal orders (EMR reports)
• Number or % of incomplete records, types of reports, etc.
• Quality Management Program for misfiled or comingled patient records
• Others?

EXAMPLES OF OPS MONITORING
• Case Management/Utilization Review

• % of admissions seen within 24 hours of admission
• % of admissions sent to physician review for medical necessity
• % of physician reviews maintained as an inpatient admission
• Others?

• Patient Financial Services
• Claims Submission

• Scrubber rejection data and trending
• Denials Management

• Tracking denial codes by payor, provider, specific segments of the revenue cycle
• Payment Posting

• Adjustments due to denials
• Others?
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EXAMPLES OF OPS MONITORING
• Information Technology

• Access monitoring
• Terminated employees
• Others?

• Finance
• Physician transactions/arrangements
• Vendor exclusion checks
• Others?

• Marketing
• Marketing activities to Medicare patients
• Philanthropy marketing to health system patients
• Others?

EXAMPLES OF OPS MONITORING

• Patient Advocate
• Incident reports or grievances related to billing, privacy or security.
• Timely response to grievances
• Others?

• Charge Capture (any revenue generating department)
• Charging error reports sent to departments
• Charging work queues
• Charging errors identified or corrected by Health Information Management
• Charges without orders
• Others?

EXAMPLES OF OPS MONITORING

• Laboratory
• Canceled tests
• Duplicate tests
• Others?

• Radiology/Imaging Services
• Modified orders
• Others?

• Pharmacy
• Drug diversion
• Charges post discharge
• Others?
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EXAMPLES OF OPS MONITORING

• Emergency Department
• EMTALA log activities
• Infusion start and stop times
• Others?

• Surgery
• Surgeon start and end times on back to back cases
• Anesthesia documentation
• Others?

• Cardio Pulmonary
• Purging of ePHI on mobile devices?
• Others?

EXAMPLES OF OPS MONITORING

• Rehab Services
• Documentation of time for time based codes
• Accurate charge capture for time based codes
• Others?

• Outpatient Clinic/Departments
• Infusion start and stop times
• Others?

• Inpatient Units
• Outpatients in inpatient beds – accurate charge capture
• Others?

MONITORING DEPARTMENT POLICIES

• Not all policies need to be monitored.  Some are merely policy statements.
• Monitoring policies/procedures is a method management can use to 

determine if policies and procedures are followed
• Meet with the department leader to determine which policies should be 

monitored
• Set up a schedule
• Department leadership performs monitoring
• Criteria is driven by policy
• If the results are good and consistent, don’t continue monitoring.  Move on 

to the next risk area.
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MONITORING POLICY CONTENT
1. How monitoring activities are identified? – based on risk
2. Who is responsible for conducting monitoring? – management
3. Frequency of monitoring reporting? – monthly, quarterly but no longer
4. Who is monitoring reported to? – compliance department is one of the customers
5. Is monitoring a component of a corrective action plan? – yes, if falls below 

acceptable accuracy threshold
6. What is the acceptable accuracy threshold? – 90% or 95% (organization needs to 

decide based on their risk appetite)
7. What happens if consecutive months of monitoring results fall below accuracy 

threshold? – define an escalation process
8. What happens if consecutive months of monitoring results meet or exceed 

accuracy threshold? – stop monitoring unless management wants to continue

REPORTING

• Once risks are identified and monitoring needs are determined, need to 
develop an easy reporting tool.

• Suggest using Excel….because it can easily convert data to graphs 
(management and committees like this).

• Determine “how many” monitoring elements should be reported and how 
often to report information to senior management and board.  May be 
different based on the audience.

• Senior Management and Compliance Committees should see results before 
reported to the Board or a Board Committee.

QUESTIONS



3/20/2015

12

KELLY NUESKE
INDEPENDENT CONSULTANT

612.730.7782
Kelly.Nueske@kellynueskeconsulting.com
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HOW AND WHEN TO UTILIZE IT 
INTERNAL AUDITORS IN COMPLIANCE

C H A S E  W H I T A K E R

H C A  – H O S P I T A L  C O R P O R A T I O N  O F  A M E R I C A

$37B annual net revenue

$24B total assets

$7B EBITDA

$1.8B Net Income

215,000 employees

5% of US inpatient services

Common line of business, systems, and security model

FACILITIES AND LOCATIONS



3/17/2015

2

HCA INTERNAL AUDIT STRUCTURE

SVP / CAE

Financial

VP
Fraud

VP
Shared Svcs

VP
Compliance

VP
Financial / IT

IT Cost Reports

Coding

Construction

GPO

HIM

Payroll

Rev Cycle

AVP
ERM

• 140 auditors
• Nashville-based

WORKSHOP OBJECTIVES

Using IT Audit Resources is No Longer Optional 
 Understanding the basics of IT auditing

Building Your Annual Compliance Plan
 Identifying key areas where and how you can use IT auditors

Overseeing the Work of IT Auditors
 Tips for effectively managing assigned IT audit resources and the 

process
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TYPICAL AUDIT PROCESS FLOW

FRAMEWORKS FOR INFORMATION TECHNOLOGY

COBIT
 Control Objectives for Information Technology
 IT governance framework issued by ISACA (free)
 Control objectives for safeguarding information assets

COSO
 Most widely used internal control framework (commonly used for 

SOX compliance)

ISO 17799 / 27001
 Detailed information security standards (commonly used to 

benchmark a company’s policies/standards)

ADDITIONAL FRAMEWORKS

NIST 800 Series
 U.S. federal government computer security policies, procedures, 

and guidelines

GAIT Methodology (Institute of Internal Auditors)
 Focused on IT general controls
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TYPES OF IT AUDITS

Application Assessments - Cloud, internally-developed

IT Infrastructure - Operating System, Database, Network

IT Operations - Project Management, Change Management, 
Problem Management, Service Desk, Business Continuity, 
Vendor Management

Regulatory Compliance (SOX, HIPAA, HITECH/Meaningful Use)

Cybersecurity 

Data Analytics and Continuous Auditing / Monitoring

COMMON IT AUDIT TESTING AREAS

User Access
 Generic User IDs
 Access matched with job function
 Process for communication and removal of terminated employee’s 

access

Password and Account Settings
 Account lockout threshold
 Password length
 Password complexity

COMMON IT TESTING AREAS – MEDIA DISPOSAL

How are retired hard drives disposed?

How is removable media disposed?
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APPLICATION REVIEW SCOPE AREAS

Vendor Management
 Information Security Agreements (ISA)
 Business Associate Agreements (BAA)
 Service Level Agreements and monitoring (SLA)

Project Management
 Project charter
 Functional and non-functional requirements
 Project plans
 Issue management
 Project dependencies

APPLICATION REVIEW SCOPE AREAS

Usability
 End-user documentation
 User training
 Ease-of-use
 Reporting

Application Security
 Authentication (who are you?)
 Authorization (do you have the right level of access?)
 Password / PIN security
 Passwords sent in clear text

APPLICATION REVIEW SCOPE AREAS

Change Management
 Change control procedures
 QA/Test environments
 Segregation of duties
 Configuration management

Data Integrity & System Interfaces
 Input validation controls
 Masterfile management
 Alerting and monitoring
 Transaction balancing
 Failed transaction re-processing
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CLOUD COMPUTING

Like many consumer offerings, many business solutions are 
migrating to cloud-based environment

Benefits:
 Quick time to market
 Access from anywhere with an 

Internet connection
 Often cheaper than hosting own 

infrastructure

LOGICAL SECURITY  - OVERVIEW

 Logical security controls should ensure confidentiality, 
integrity, and availability over systems and data (CIA).

 Strong authentication controls should prevent user 
accounts from being compromised.

 Adequately restrict file shares to appropriate users.

 Apply patches and system updates timely.

LOGICAL SECURITY  - RISKS

Authentication controls may not provide reasonable 
measures to protect against unauthorized access.
Excessive file shares may allow inappropriate access to 
sensitive data.
Outdated patches and virus updates may leave systems 
susceptible to:
 Extended downtime
 Viruses
 Unauthorized access
 Other malicious activity
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LOGICAL SECURITY – RISKS (CONTINUED)

 Inadequate protection over sensitive data resulting in 
unintended disclosure. 

 Unnecessary network services may be exploited to gain 
unauthorized access to sensitive data.

LOGICAL SECURITY – AUDIT TESTS

 Compare password controls to organizational standards or 
best practices.

 Review network file shares for appropriateness and 
necessity.  

 Determine if sensitive data is encrypted within databases, 
on hard drives, and during network transmissions.

 Evaluate the process to apply patches/updates to the 
operating systems, databases and applications.  

 Ensure anti-virus settings ensure definitions are up-to-date

USER ACCESS - OVERVIEW

 Users and their system activity should be uniquely 
identifiable.

 User access requests, modifications, and removals should 
be documented and approved. 

 Terminated users should have access removed timely. 

 Access levels should based on a user’s job duties (least 
privilege principle).

 Remote access should rely on secure protocols.
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USER ACCESS – RISKS

 Undetected fraudulent/inappropriate use of critical 
systems and data

 Access granted without valid approval 
 Access to critical systems and data by unauthorized users
 Appropriate access not defined for each specific job role 

(i.e., role-based security)
 Remote access to critical systems/data not configured 

correctly or using insecure protocols (e.g., modems, public 
networks)

USER ACCESS – AUDIT TESTS

 Ensure user administration procedures have been developed.  

 Review system accounts to determine if any terminated 
employees/unauthorized users have active accounts.  

 Evaluate user access, including administrator-level accounts, for 
adequacy and appropriateness based on the user’s job duties.

 Determine how remote access is granted, and recommend the 
replacement of insecure solutions.

 Ensure audit logging is enabled on critical systems/accounts 
and that logs are reviewed timely.

DISASTER RECOVERY/BUSINESS CONTINUITY - OVERVIEW

 Plans help minimize business impact in event of IT service 
interruption.

 Plans should be updated regularly and routinely tested to 
ensure systems and data can be recovered timely 
following a disaster or other interruption.
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DISASTER RECOVERY/BUSINESS CONTINUITY - OVERVIEW

 Plans and data backups should be stored offsite for 
recovery needs.

 Quality of backup media and restoration tests should be 
periodically performed to ensure success of backup 
processes.

DISASTER RECOVERY/BUSINESS CONTINUITY – RISKS

 Backups may not include all necessary business data for 
comprehensive recovery in the event of unexpected 
system downtime or a disaster.

 Data may be compromised by unauthorized individuals 
due to improper securing of backup media.

 Extended downtime in the event of a disaster due to 
inadequate/lack of disaster recovery testing or thoroughly 
documented plans

 Lack of executive/senior management support
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COMPLIANCE PROGRAM ADMINISTRATION 

Compliance Program Governance
Policies & Procedures
Education & Awareness
Effective Communication
Monitoring
Auditing/Risk Assessment
Investigation & Response To Detected Offenses
Disciplinary Action

REGULATORY COMPLIANCE SIGNIFICANCE

 Health Insurance Portability and Accountability Act (HIPAA)

 Payment Card Industry (PCI)

 Gramm-Leach-Bliley Act (GLBA)

 Centers for Medicare and Medicaid Services (CMS)

 ICD-9 … or I10 … or 9 … OK, 10 

 Sarbanes-Oxley (SOX)
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IT AUDIT REGULATORY FOCUS

 HITECH Act – “Meaningful Use” of Certified Electronic Health Record 
Technology

 HIPAA – Privacy and Security of Protected Health Information
 Sarbanes-Oxley (SOX) – Financial Reporting
 Core Measures – “Pay for Performance”
 Payment Card Industry (PCI) – Credit Card Processing

LEVERAGING TECHNOLOGY

Organizational Compliance Related Activities Examples
 Billing Claims Scrubbing Software, Pre-Claims Submission 
 Coding Accuracy Software Aids
 On-line Coding Education and Proficiency Testing Tools
 On-line Completion of Conflict of Interest Disclosures
 Automated Annual Signing of Confidentiality Agreement linked to 

Performance Evaluations
 Two-Midnight Rule
 Who is minding the clock?

 Hospital Medications – effects on Meaningful Use calculations

LEVERAGING TECHNOLOGY

Organizational Compliance Related Activities Examples
 ABN Software 
 Laptop and USB Encryption Tools and Monitoring
 Confidential Data Leakage Detection/ Prevention Software Tools
 Data in Motion - Monitoring of emails, FTP, and other
 Patient Privacy - Applications Monitoring of User Access to patient 

records
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LEVERAGING TECHNOLOGY

Compliance Department Administration Examples
 Compliance Issues / Investigations Tracking Database
 Monitoring of Eligible Professionals
 Audit Reports /Compliance Meeting Actions Follow-up Database
 Compliance Program Education
 Tracking database and/or on-line education
 Modules and/or tracking completion

 On-line subscription services and list-servs
 On-line web-based survey tools

LEVERAGING TECHNOLOGY

Compliance Department Administration Examples
 OIG-RATS-STATS Statistical Sampling Software 
 Compliance staff with user access to key compliance-related 

information systems
 General compliance metrics / dashboard Information for governance
 Contract administration for Compliance Program areas of 

responsibility (BAA’s, Physician Contracts)
 Compliance Auditing and Risk Assessment Knowledge Bases
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THE “WHY?”

 More Effective Compliance Auditing and Monitoring 
 Data analytical tools can facilitate 100% review of all 

transactions rather than samples. 
 Number of records that can be imported and analyzed is 

limited only by hardware capabilities. >1 million records 
can be analyzed on high end PC.

 Sophisticated data analytical programs have “built-in” 
commands, functions, and filtering capabilities that enable 
rapid insights into data and potential issues.

THE “ HOW?” – SOME TECHNIQUES

 SUMMARIZE –count records for each distinct value of selected 
character or date fields and subtotal numeric fields for each of these 
distinct values. 

 STRATIFY - count the number of records falling into specified intervals 
(strata) of numeric field or expression values as well as to subtotal one 
or more fields for each stratum. 

 CROSS-TABULATE - analyze character fields by setting them in rows 
and columns. By cross-tabulating character fields, various summaries, 
areas of interest, and subtotal numeric fields can be produced. 

 DUPS OR GAPS – “Dups” detects whether key fields contain duplicate 
records AND “Gaps” detect gaps in the sequence of key fields.
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THE “ HOW?” – SOME TECHNIQUES (CONT.)

 RELATE TABLES –combine data from two or more tables as if they 
existed in a single table. Fields can be added from related tables to a 
view or use the Extract command to create new table of related fields. 

 JOIN TABLES - combine fields from two tables into a third table.  A 
separate table is needed requiring fields from two separate tables.

 EXTRACT - extract selected records or fields from the current table and 
copy to a different table. 

 EXPORT –export data to another application (spreadsheets, 
databases, etc.).

THE “WHERE?” – DATA SOURCES

Revenue Cycle data (with focus on government payers)
 Medicare/Medicaid revenue by department or service area
 Medicare quality improvement PEPPER Reports
 Coding accuracy statistics and trends
 Utilization reports by DRG and CPT codes and by payor
 Physician billing
 Medicare Development Letters
 Workload RVUs per visit
 Frequency Distributions of CPT Utilization

THE “WHERE?” – DATA SOURCES (CONT.)

Results of reviews by Medicare or other government 
reviewers

Internal or external audits reports

Other external reviews
 Consultants reports
 Feasibility studies



3/17/2015

15

THE “WHERE?” – DATA SOURCES (CONT.)

Quality Reporting data and metrics
Patient Complaints - volume and nature
Patient and Employee Safety Occurrence Reporting
Compliance Hotline calls 
 by type, location
 substantiated vs unsubstantiated

Patient / Physician / Employee Satisfaction Surveys
Survey results from Joint Commission, CMS or State 
Regulatory Agencies

COMMON HIT VENDORS & SYSTEMS

THE “WHEN?” TIMING FOR COMPLIANCE REVIEWS

Consider During Planning & Scoping Phases
 Obtain data directly from key information systems and databases
 Understand key data elements of population (e.g. Medicare Credit 

Balances) to provide for accurate analysis of business area and 
identify items that may represent risks or vulnerabilities 

 Direct system access by Compliance Department staff to the 
transactions Masterfile or data warehouse facilitates quicker and 
easier review of transactions.
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THE “WHAT?”

CONTINUOUS AUDITING & MONITORING

A “Continuous Auditing and Fraud Detection” program may 
supplement traditional compliance and internal audit activities to 
more timely address business risks which could significantly 
impact the organization.  
Continuous Auditing is the periodic or regularly scheduled 
performance of various  review techniques (automated or manually 
performed) designed to:

 detect unusual activity
 monitor key privacy, financial, and security controls
 test compliance with regulatory requirements
 and identify and mitigate other business risks 
before they have a significant adverse impact on the organization.  

CONTINUOUS AUDITING / MONITORING EXAMPLES

 Emails with SSN’s or Personal Health Information blocked by email 
gateway filters 

 Medicare Credit Balances
 Coding Software Edits by coder / physician / location
 Comparison of Terminated Employees lists to system access
 Claims Scrubber Reports and metrics
 Monthly checks of OIG/GSA exclusion Lists
 Transaction or event “alerts”  based upon compliance criteria
 Comparison of data from timekeeping system to user access and 

transaction date and time stamps
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COORDINATION WITH RISK MANAGEMENT

Enterprise Risk Management

Compliance Risks

Related IT systems & data

IT Audits

NEW SYSTEMS IMPLEMENTATIONS

Participation by Internal Audit on multiple vetting and 
approval teams
 Monitor security risks
 Monitor compliance risks
 Understand technologies to be used
 Brainstorm possible audit approaches
 Control design input

Examples
 Patient Portals
 Health Information Exchanges
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EMERGING IT RISKS – SOME ARE ALREADY HERE!

Cybersecurity
Patient Portals
Data Exposure
 Patients (SSN, PHI, credit cards)
 Intellectual Property (clinical trials, mergers & acquisitions)

Cloud solutions
 Procurement
 Customer Relationship Management (e.g. Salesforce.com)
 Email
 Dropbox, Box.com
 Amazon Services

EMERGING IT RISKS – SOME ARE ALREADY HERE!

Cloud solutions
 Pharmacy management and analytics
 Coding solutions
 Remote radiology

Internet-enabled medical devices 
 Infusion pumps, CT, MRI, patient monitors
 Secure configuration and patching
 Organizational accountability

Multi-function devices (printer / copier / fax)

EMERGING IT RISKS – SOME ARE ALREADY HERE!
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CLOUD COMPUTING RISKS – QUESTIONS TO ASK

Who owns data uploaded to the cloud?
Where will the data reside (e.g., within the 
U.S.)?
“Right to audit” clause in the contract?
Are enough dedicated resources (e.g., 
servers, CPU power, RAM) available to fulfill 
the business function?
How is business data destroyed once the 
contract ends?
Do service levels defined by the vendor 
meet your business requirements?

INFORMATION SYSTEMS AUDITS

Clinical Data Warehouse - all HCA 
clinical data into one central location

Patient encounters

Thousands of data elements for every 
patient

Company-wide analytics

HCA: 65 Petabytes and growing

56

HOW MUCH IS A PETABYTE OF DATA?

57
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CONTACT INFORMATION

Chase Whitaker

Director of Internal Audit

Chase.Whitaker@HCAHealthcare.com

Twitter: @43chase
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New To Compliance?
Freshmen…Don’t Run Yet?

Agenda

Juggling Act: Transitioning To Compliance Officer

Resources: Using Resources To Influence The Need For More

Pay It Forward: Network Power – Contribute to the Profession

Group Activity & Quiz

Questions & Wrap Up

Walter E. Johnson, Compliance Consultant

Adam K. Weinstein, Vice President, Regulatory Affairs

Cindy Hart, Senior Physician Compliance Specialist

Dawn E. Lambert, Chief Privacy Officer

Panelists
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THE JUGGLING ACT:
Transitioning into Compliance Officer

Balancing Your Expectations
vs. Organization’s Expectations (& Others)

Balancing Your Expectations
 Maintaining Board and C-Suite Support

 Developing & maintaining an effective compliance 
program

 Operational support and commitment 

Balancing the Organization’s Expectations
 What does the Board and C-Suite expect from the 
Compliance Program? 

 What engagement level does the organization expect 
from the Compliance Officer with operational strategies?

 Integrating compliance with organizational mission and 
vision activities. 

 Compliance guidance for operational efficiencies 
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RESOURCES:
Making Use Of What You Have…

To Influence The Need 
For More

Resource Indicators
 Risk Assessments
 Audit Results
 Internal  (open investigations)
 External (pending legislation, market conditions) 

PAY IT FORWARD: 
Network Power

Contribute To The Profession
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Certifications

Round-table Discussions

Network Power…Utilizing & Contributing

Speaking Engagements

Knowledge Tool Exchanges

Social Media

Publications

REVIEW & QUIZ

Questions & Comments?
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You were just hired as the compli-
ance officer of a hospital system and 
learned during orientation that your 

company has standards of conduct (also 
called a code of conduct). However, no specific 
information was provided. Rather, everyone 
at orientation was instructed to read them 
later. Furthermore, everyone was instructed to 
sign a form indicating they read, understand, 
and will abide by the standards. When you 
inquired about the content prior to signing, 
you were told it was the usual stuff. What 
should you do? Where should you turn?

Before making waves and upsetting your 
new employer, read the standards of conduct 
that evening. If there is anything that makes 

you lose sleep, make it part of your job 
description to improve or change it.

What comprises effective stan-
dards of conduct? The standards 
are essentially allocated to three 
functional areas: legal, finance, and 
clinical. You should involve each of 
these departments in the drafting of 
your hospital’s standards.

Standards of conduct provide a 
basis from which many, if not all, of the 
organization’s policies and procedures 
will be used in providing important 
guidance to the organization’s work-
force. Debbie Troklus and Gregory 
Warner state in Compliance 101 that:

Every health care organization that 
bills Medicare should also review the com-
pliance Program Guidance for Third-Party 
Medical Billing Companies for the seventeen 

by Adam Weinstein and Cindy Hart

Compliance 101:
The seven essential elements 
of an effective compliance 
program, Part 1:  
Standards of conduct

 » Learn to identify deficiencies in the administration of an existing process.
 » Update your standards of conduct regularly and get executive support for implementation.
 » The standards of conduct are allocated into three functional areas—legal, finance, and clinical.
 » Ensure a smooth implementation by finding creative ways to engage employees.
 » Standards of conduct are interrelated with the other elements of an effective compliance program.

Weinstein

Hart

Adam Weinstein (aweinstein@nyp.org) is Vice President, Regulatory Affairs 

and Corporate Compliance at New York Hospital Queens in Flushing, NY. 

Cindy Hart (cindy.hart@ctca-hope.com) is Senior Physician Compliance 

Specialist with Cancer Treatment Centers of America in Schaumburg, IL.  

mailto:aweinstein@nyp.org
mailto:CINDY.HART@CTCA-HOPE.COM
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risk areas and seven coding risk areas, and 
have compliance policies and procedures for 
all relevant areas. No matter the size or set-
ting, every organization needs policies and 
procedures for: internal assessments, record 
retention, self-disclosure, regular Medicare 
sanction checks, billing policies, unbun-
dling, credit balance, 
no charge visits, incom-
plete/unsuccessful 
procedures, and docu-
mentation requirements.

The first four (inter-
nal assessments, record 
retention, self-disclosure, 
regular Medicare sanc-
tion checks) are allocated to the legal functional 
area. The next four (billing policies, unbundling, 
credit balance, no charge visits) are allocated 
to the finance functional area. The last two 
(incomplete/unsuccessful procedures, and 
documentation requirements) are allocated to 
the clinical functional area. The role of the com-
pliance officer is to ensure the standards are 
complete and effective.

Legal
Given the high level of regulation and oversight 
by external entities, several objectives are ful-
filled when organizations seek out and validate 
policies and procedures to ensure compliance 
with legal requirements. Validity and consis-
tency are inherent when policies and procedures 
reference underlying laws and regulations; laws 
and regulations also provide important insight 
for content in terms of training and education 
with respect to the compliance program.

For example, changes in the requirements 
of a valid contract with a particular type of 
entity should be incorporated into contract-
related policies. As the organization effectively 
communicates these changes, new employee 
orientation and ongoing employee training and 

education programs will need to be modified to 
reflect these changes.

Involving the Legal department’s input also 
provides an element of validation that many 
people may find reassuring, which in turn may 
prompt a higher sense of obligation in adopting 
and following the organization’s standards of 

conduct. So often we hear 
the question, “Has this been 
run by Legal?” with respect 
to documents that are of a 
high priority or importance. 
Though the actual input 
in terms of content to the 
standards of conduct from 
the Legal department may 
be minimal or primarily 

one of lending another pair of eyes to provide 
feedback, the impression and value of having 
the standards of conduct reviewed by the Legal 
department should not be overlooked.

Finance
By implementing standards of conduct, orga-
nizations demonstrate their commitment to 
compliance. Simply documenting the stan-
dards of conduct is not sufficient. The culture 
must reflect awareness, methodical delivery, 
and ethical decision-making to support that 
the standards of conduct are meaningful.

Finance is a highly visible area and subject to 
operational scrutiny. An effective auditing and 
monitoring program is the best approach for this 
area. Documenting guidelines that detail audit 
scope, audit frequency (i.e., monthly, quarterly), 
communication method, and reporting audience 
demonstrates commitment. By establishing and 
conducting routine audits, Finance will have 
more time to investigate, develop a remediation 
plan, and reduce the impact of risks.

As the complexity of the regulatory envi-
ronment increases, external auditors (ZPICs) 
become increasingly detailed in their reviews. 
In many cases, this results in payment denials.

…the Legal department’s 
input also provides an 
element of validation  

that many people may 
find reassuring…
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Clinical
Documentation and billing irregularities are 
the most common fraud and abuse offenses. 
Therefore, clinical standards of conduct as well 
as specific clinical policies and procedures are 
imperative. Keep the following in mind as you 
develop your clinical policies and procedures:

 · Explicit delineation of duties and 
responsibilities for physicians and other 
billable providers,

 · An effective Forms Committee that 
approves standardized templates,

 · A process for insurance verification 
and referrals,

 · Accurate and timely medical record 
documentation,

 · Proficient coding personnel,
 · ICD-10 readiness of coding personnel 

and billing systems,
 · Proper billing for incomplete or unsuc-

cessful procedures, and
 · Adherence to supervision requirements 

for residents and fellows.

Other
Referrals are another consideration for your 
standards of conduct. Clearly describe the 
Stark Law, the Anti-Kickback Statute, and pro-
hibited practices for your organization.

Non-retaliation is necessary to encourage 
employees to report unethical or illegal activities. 
An open-door policy should be combined with 
a hotline or other anonymous reporting method. 
When employees know they can report without 
retaliation, a culture of trust is established.

The OIG Exclusions List should be reviewed 
regularly. Contracting with a company to pro-
vide this service for your hospital saves much 
time and money by freeing your employees for 
other tasks. Monthly or quarterly reports are 
provided by the contracted company.

Inventory maintenance and a safe physical 
environment are other considerations for your 
standards of conduct. All employees should 

be aware of reporting methods for malfunc-
tioning or substandard inventory, as well 
as maintaining the physical environment of 
the hospital. Instilling a sense of pride in the 
physical surroundings creates a peaceful envi-
ronment for your patients.

Corporate culture impacts reactions and 
perceptions of employees and patients. A cul-
ture that promotes dignity, mutual respect, 
trust, and pride is contagious. You will see the 
results in your satisfaction surveys.

Over the next six months, update the 
standards, distribute updates in the form of 
a compliance newsletter (or an article in your 
company’s newsletter), and host a Compliance 
open house. Display a couple of standards each 
week on tent cards in the cafeteria, employee 
dining room, lobby, and/or waiting rooms.

At the end of the 6-month period, present 
the updated standards of conduct and request 
attendees to sign that they have received and 
understand the information. Create computer-
based learning (CBL) modules with test 
questions. You will need executive support 
to require annual CBL education and test-
ing. Usually, the offer of prizes leads to higher 
participation. Prizes can be in the form of mar-
keting giveaways or a discounted/free lunch 
in the cafeteria. Winners can be determined 
in variety of ways. For example, the first three 
people to successfully complete the CBL, or a 
drawing for those who scored 90% or better on 
their first attempt.

Now, relax. You have provided a solid set of 
standards for your hospital and demonstrated 
to your employer that you have the hospital’s 
best interests in mind. Your ongoing review 
and updates to the standards will prove you are 
a professional of the highest caliber. 

Note: Part 2 of this series will describe the second 
element of an effective compliance program—
designating a chief compliance officer and other 
appropriate bodies.



25
Supervision of 

outpatient therapeutic 
services in the critical 

access hospital

Tomi Hagan

31
Regulatory  

delays:  
Hurry up  
and wait

Karen Nelson

41
Stark compliance:  

A focus on  
medical office 

building leases

Eugene A. (Tony) Fay

35
Be  

prepared  
for  

eDiscovery

Dean Boland

a publication of the health care compliance association www.hcca-info.org

Compliance
TODAY September 2014

Crossing the bridge  
to the corporate world:
Getting clinicians involved

an interview with Nancy Beckley
President, Nancy Beckley & Associates LLC 

See page 16
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Part 1 of this series was published in the  
June 2014 issue of Compliance Today.

Congratulations! An organization des-
ignated you as its compliance officer 
(CO). Are you ready? This role is 

exciting, rewarding, and challenging from all 
directions. Before you strap on your helmet 
and grab your gear, let’s remember your role is 
not that of a fire marshal or police officer.

As a newer profession, several organizations 
continue to struggle with defining the role of the 
compliance officer. On the other hand, there are 
several organizations that understand the role 
completely, support the profession, and readily 

receive compliance guidance necessary 
to survive in an increasingly regulatory 
climate. Be sure to reference appropri-
ate resources to remain grounded to 
the true purpose of the role.

Why should the organization  
need or designate a CO?
Many organizations acknowledge 
their need for a compliance officer and 
designate one. Other organizations are 
not quite convinced there is a need, 
but designate someone who fulfills 
multiple roles. Fortunately, your orga-
nization understands the need and 
designates you to eliminate the void.

The CO is instrumental in assisting 
the organization to avoid exposure to 
risk and reduce the potential for whistleblower 
actions. Although appointing a CO is not a legal 
requirement, the Office of the Inspector General 

by Adam K. Weinstein, FACHE and Cindy Hart, LPN, CPA, CPC, CHC

ComplianCe 101

The seven essential elements, 
Part 2: Designating a 
compliance officer and 
compliance committee

 » The purpose of a compliance officer is to be neutral and free of bias.
 » Every large organization needs a compliance committee.
 » Key starting points will help guide you as a compliance officer.
 » The compliance officer should participate in designating members of the compliance committee.
 » Preparing for challenges associated with the role will ease the transition.

Adam K. Weinstein (aweinstein@nyp.org) is Vice President, Regulatory Affairs 

and Corporate Compliance at New York Hospital Queens in Flushing, NY. 

Cindy Hart (cindy.hart@ctca-hope.com) is Senior Physician Compliance 

Specialist with Cancer Treatment Centers of America in Schaumburg, IL.

 bit.ly/HCCAnet-CindyHart 

Weinstein

Hart

mailto:aweinstein@nyp.org
mailto:CINDY.HART@CTCA-HOPE.COM
http://bit.ly/HCCAnet-CindyHart
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(OIG) and the Federal Sentencing Guidelines 
recommend designating a compliance profes-
sional. Organizations need an individual who is 
“neutral, unbiased and un-conflicted” and capa-
ble of influencing and working collaboratively 
with all levels of management. The compliance 
officer must have the authority to “prevent, 
identify, and fix problems.” The CO should be a 
part of senior management (the executive team), 
reporting directly to the CEO with a dotted line 
to the board of directors; however, in order to 
maintain independence, the CO should not also 
fill the role of CEO, CFO, or general counsel.

What should you do for the organization?
Although there are numerous resources 
available online and at local bookstores, a com-
pliance officer must reference the core materials 
initially. The core materials are Chapter 8 of the 
Federal Sentencing Guidelines, OIG compliance 
program guidance, and regulations impacting 
their organization’s industry. Understanding the 
core materials initially provides the compliance 
officer with a foundation to remain grounded.

The organization expects the compliance 
officer to deliver on the responsibilities of the 
job description. At the same time, the com-
pliance officer is to lead the organization by 
providing guidance consistent to the core mate-
rials previously mentioned. To do this, the CO 
must remain visible; the role needs to remain 
visible. If these items are not aligned, the com-
pliance officer is responsible for ensuring these 
items become aligned. According to Compliance 
101,1 “The main focus of the position should be 
the implementation, administration and over-
sight of the compliance program.” Because the 
organization’s goal is to implement an effective 
compliance program, the compliance officer has 
a duty to ensure the program mirrors, to the 
extent possible and based on size and culture, 
an effective compliance program as defined 
by the Federal Sentencing Guidelines and OIG 
compliance program guidance.

On the first day, you as the compliance offi-
cer must equip yourself with your best smile 
and introduce yourself to the key operational 
leaders. During the introduction, inform each 
operational leader that you look forward to 
scheduling a more formal meeting to learn 
more about their operations. Eventually, you 
will recruit these individuals as members of the 
compliance committee.

Establish a plan. Advise your direct report, 
for example, that you need a 30-day plan (or 
longer) before contributing certain findings 
or even establishing a compliance commit-
tee. Make yourself visible, depending on the 
size or type of organization; make visits to all 
the patient care units, clinical departments, 
service departments, and community centers. 
Attend as many committee meetings as you 
can. The business is probably a 24-hour opera-
tion, so make time and meet with supervisors 
and staff on the off hours. You are now ready 
to establish a compliance committee.

The compliance committee is an effective 
means to focus on difficult compliance issues, 
demonstrate a management commitment to 
compliance, and facilitate communication on 
compliance issues within an organization. The 
committee must have the support, the resources, 
and the dedicated members with real experience 
in the compliance area. The compliance com-
mittee helps you to navigate legal obligations 
and serves a proactive role separate from the 
audit committee.2 The compliance committee is 
responsible for many functions, but the primary 
function is to support the compliance officer.

When establishing your committee, include 
senior leadership from all disciplines. Many 
organizations are already experienced enough 
to know their leadership needs to be involved. 
Meet with members of the leadership and every 
other key member of your soon-to-be committee. 
See what their experiences are, understand their 
roles, their needs, their understanding of the 
compliance committee, and explain your vision.
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To implement, administer, and provide 
oversight of the compliance program, the com-
pliance officer must conduct a risk assessment 
to determine the existence of the seven ele-
ments of the compliance program, which are:
1. Implementing written policies,  

procedures, and standards of conduct
2. Designating a compliance officer  

and compliance committee
3. Conducting effective 

training and education
4. Developing 

effective lines of 
communication

5. Conducting 
internal monitoring 
and auditing

6. Enforcing 
standards through 
well-publicized disciplinary guidelines

7. Responding promptly to detected offenses 
and undertaking corrective action

Does each element exist? If so, determine 
each element’s effectiveness level. If any ele-
ment is missing, determine an implementation 
strategy and timeline to ensure you have a 
complete and effective compliance program. 
Effectiveness can be determined with probe 
audits, surveys, or informal meetings with 
department heads and frontline staff. Meeting 
with frontline staff also provides you with 
knowledge of the awareness level for the com-
pliance program.

The compliance committee can assist in 
meeting many needs, by establishing a mission 
and vision, by conducting ongoing audits with 
meaningful reports, and by developing an air 
of free discussion on hard-pressed topics.

How do you meet the challenges?
Many leaders describe the changing regu-
lations as a roller coaster ride. As a roller 
coaster rider, you are aware that the ride is 

unpredictable with sharp turns, huge drops, 
and loops. The goal is to walk away with a 
new experience while maintaining your pos-
sessions (e.g., sanity, loose change, keys, caps, 
etc.). To prepare, many riders move loose items 
from their front pockets into their back pock-
ets. Additionally, they double- or triple-check 
seatbelts and lock bars before the attendant 
initiates a final check. Finally, those with less 

experience grab and 
brace the lock bars 
during the ride; those 
with more experience 
wave their hands.

Similar prepara-
tions are necessary 
as a compliance offi-
cer. Regulations are 
rapidly changing, so 

remaining in sync with these changes is very 
important. A compliance officer should have 
the applicable industry regulations readily 
available for reference. Whether it is a set of 
hardbound books updated regularly, smart-
phone apps, a list of applicable websites, or all 
of the above, compliance officers prepare for 
the unpredictable by equipping themselves 
with these items. Many smartphone apps and 
regulatory websites offer notification services 
that provide instant, daily, weekly, or monthly 
updates. Be sure to create a login and sign up 
for notifications.

Unpredictable with  
sharp turns, huge drops, and loops
The second delay of ICD-10 is a recent example 
of an unpredictable sharp turn, huge drop, 
or loop. Depending on the professional, the 
response may be to gather more informa-
tion, revise your plan, panic, or all three. 
Nonetheless, not many industry profession-
als predicted the ICD-10 delay. Many people 
in organizations throughout the industry 
felt the impact of the decision to delay the 

Regulations  
are rapidly changing,  
so remaining in sync  
with these changes  
is very important.
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implementation date with a funny feeling 
in their abdomens, similar to that on a roller 
coaster ride. The ability to provide compliance 
guidance during and after an unpredictable 
event may reduce the intensity of the challenge. 
For the ICD-10 roller coaster, the CO must apply 
the steady hand by focusing on the positives 
of the delay. Emphasize staying the course 
for coding education and clinical documen-
tation improvement efforts. Safeguard your 
organization’s financial outlay by continuing 
to utilize applications, training, and testing of 
systems. Just as you feel more confident know-
ing the roller coaster has regular maintenance 
and safety checks, testing systems during the 
ICD-10 delay will provide additional assurance.

Walk away with an experience  
but maintain possessions 
Being a compliance officer is a challenging 
and often, rewarding experience. Confidently 
approaching each challenge that results 
in positive or negative outcomes is drain-
ing. According to participants of HCCA’s 
“Compliance 101” sessions at the New York 
Regional Compliance Institute, compliance 
officers may face several challenges when 
implementing an effective compliance pro-
gram. A few of the challenges are lack of 
commitment and buy-in, lack of funding, lack 
of resources and staff, no internal enforce-
ment, and resistance to change.

To consistently meet each challenge with 
the same amount of energy requires maintain-
ing a healthy balance between professional, 
social, and physical activities to prevent pre-
mature burnout. Socially, spend time with 
relatives and friends. These individuals are 
your support structure outside of the orga-
nization. Ensuring your schedule contains a 
designated timeslot for relatives and friends 
may eliminate premature burnout.

Physically, make sure to designate time 
for an activity that protects you from fatigue. 

Walking between facilities, arranging walk-
ing meetings, or working out prior to or after 
work will keep you physically and mentally 
prepared for challenges.

Check seatbelts and lock bars 
As members of the Health Care Compliance 
Association and/or Society of Corporate 
Compliance & Ethics, compliance officers have 
access to a network of compliance profession-
als and resources. Networking with other 
compliance professionals may confirm or even 
expand your understanding of a regulation. 
Additionally, other compliance profession-
als may have addressed a topic within their 
organization; sharing the experience through 
communication is beneficial. The combination 
of referencing regulations and reference materi-
als, applying what you’ve learned, and engaging 
the network may reinforce the guidance the 
compliance officer is attempting to deliver.

Compliance officers abide by the three prin-
ciples of the Code of Ethics3 published by HCCA: 
(1) obligation to the public, (2) obligation to the 
employing organization, and (3) obligation to the 
profession. As the new CO for your organiza-
tion, you are the operator of the roller coaster 
(subject to industry changes) and responsible for 
the safety of the riders (your organization and its 
patients). You alert the maintenance department 
(CEO or board of directors) to potential risks, 
and ensure a positive experience for all involved. 
Thank you for accepting this role. We look for-
ward to you contributing positive change to 
your organization and sharing your experiences 
with the compliance community. 

The authors would like to extend a special thanks to 
John E. Retlaw for his contribution to this article.
 
 
 
1.  Debbie Troklus and Greg Warner: Compliance 101. Third Edition. 

September 1, 2011. Health Care Compliance Association
2.  Carla Wallace, Karen Voiles, Julie Dean: Health Care Compliance 

Program Tips. QHR; Article Number 68. Available at 
http://bit.ly/1umYeXB

3.  HCCA: Code of Ethics for Health Care Compliance Professionals. 
Available at http://bit.ly/hcca-code-of-ethics
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by Adam K. Weinstein, FACHE; Cindy Hart, LPN, CPA, CPC, CHC; and Walter E. Johnson, MSA, CHC, CRCMP

ComplianCe 101

The seven essential elements, 
Part 3: Education

Part 2 of this series was published in the 
September 2014 issue of Compliance Today.

Congratulations, the orientation phase 
is complete. As compliance officer, 
you have exposure to the board of 

directors and senior leadership. Additionally, 
confirmation of compliance committee mem-
bers is complete and subject matter experts 
established.

The next phase is generating awareness 
and promoting the compliance program. The 
Office of Inspector General (OIG) identifies 
three basic components1 for developing edu-
cational objectives. The first component is to 
identify the individual(s) who require train-
ing. Next, is to identify the type of necessary 
training. Finally, determine the frequency 
of the training.

According the Federal Sentencing 
Guidelines, conducting training pro-
grams and disseminating information 
focusing on roles and responsibilities 
is an element of an effective compli-
ance program.2 Each employee is 
responsible for knowing their role in 
the operation of the compliance pro-
gram. In this article, the authors will 
address training and education from 
the perspectives of (1) the compli-
ance officer, (2) compliance staff, and 
(3) the organization.

Compliance officer
Although each employee is responsible 
for compliance, the compliance officer 
(CO) leads the organization by provid-
ing compliance guidance in settings, 
such as operational meetings, hallway 
encounters, training sessions, and 
unscheduled visits. For the new CO, 
this may be slightly overwhelming.

To prepare for these encounters, 
the CO must be aware of regulations, 
industry trends, and organizational 

 » The three basic components for developing educational and training objectives are who needs training, what type, and how often.
 » Training for the compliance officer is continuous.
 » Engaging, educating, and empowering the compliance staff benefits the compliance program and the organization.
 » Several methods exist for educating and training an organization.
 » Provide online resources to the organization as self-study between formal training sessions.
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risks. In today’s information society, the CO 
may obtain information traditionally by 
attending webinars, conferences, workshops, 
and roundtable discussions. Additionally, 
the CO can subscribe to social media sites to 
review and/or participate in discussions on 
regulatory and industry topics. By dedicating 
just 30 minutes a day to personal study and 
professional development, the CO will become 
more efficient and effective at providing guid-
ance to others in the organization.

Compliance staff
As the compliance profession continues to 
evolve, single-person Compliance departments 
are slowly becoming an item of the past. In 
many organizations, the board of directors is 
renewing their commitment to their corporate 
compliance programs. As a result, many COs 
are gaining budget approvals that enable them 
to increase resources.

For COs fortunate to have a team, it is 
important to engage, educate, and empower 
the staff. The compliance team is a reflection of 
the CO. The CO sets the tone or culture of the 
department. External departments (e.g., Billing, 
Customer Service, and Account Management) 
will observe the compliance team to determine 
whether the compliance team is demonstrating 
the model behavior communicated in enter-
prise-wide training sessions.

The compliance staff is an extension of the 
CO. When there is minimal investment in the 
compliance staff, there is potential for an inef-
fective compliance program.

According to Mortensen, leaders who do 
not invest in training for themselves rarely 
invest in training for their staff.3 Additionally, 
he states average performers invest between 
1%–5% of their annual income in training, 
while top performers invest 5%–10%.

Once appointed, the CO is the orchestra-
tor of the organization’s effective compliance 
program. After receiving budget approval 

to increase resources, it is important to 
continuously demonstrate how the organi-
zation benefits by adding and investing in 
these resources.

Engage
It is important for the CO to engage the 
compliance team as well as the rest of the 
organization. There are two approaches to 
engaging the compliance team.

The first is the private group approach. In 
a private group setting, the CO and compli-
ance staff can discuss recent accomplishments, 
current initiatives, and future opportunities. 
A recent accomplishment may include that a 
recent billing audit reflects 10% improvement 
in comparison to last quarter. This may lead to 
a brief discussion on how to duplicate efforts 
in other areas and establish best practices. A 
current initiative may include reviewing com-
pliance policies with revisions older than 24 
months. This may lead to a brief discussion on 
the approach, timeline, and prioritizing policy 
reviews based on risk assessments. A future 
opportunity may include reviewing internal 
controls for contract renewals. This may lead 
to a brief discussion on process improve-
ment and tracking tools. A few advantages 
of the private group setting are relationship 
building, open communication, reducing mis-
communication among staff, and reinforcing 
commitment.

How frequently you engage your team is 
dependent on your organization. When deter-
mining frequency, the CO should consider 
the impact on efficiency. The objective is to 
achieve a balance that contributes to the effec-
tiveness of the compliance program.

The second approach is the one-on-one 
setting. This approach allows the CO to have 
a warmer, friendlier discussion with the 
team member. In this setting, the discus-
sion may take many directions; however, 
the authors propose focusing the discussion 
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on professional and personal career goals. 
The professional segment should include 
two subcategories: Compliance department 
and organization. Discussion topics for the 
Compliance department should focus on 
the status of the individual’s annual goals, 
current activities, performance, and if appli-
cable, areas requiring guidance or support. 
Discussion topics for the organization should 
focus on the individual’s organizational con-
tributions, such as generating compliance 
awareness, maintaining relationships, and 
providing compliance guidance. The personal 
segment should focus on the individual’s pro-
fessional interests. This may reveal that the 
individual has interests in other areas of the 
organization that are not in-scope for their 
current role. Discussing personal professional 
interests requires sensitivity; your approach 
should always be optimistic and encouraging. 
Exploring topics that focus on individual pref-
erences may be beneficial to organizational 
performance, compliance visibility and aware-
ness, employee empowerment, and retention.

Educate
Formal education, training, and experience 
are attributes of successful compliance pro-
fessionals. The compliance staff having a 
diverse background with a compliance foun-
dation offers advantages to the compliance 
program. A staff with clinical, financial, and 
legal backgrounds offers various troubleshoot-
ing approaches to operational problems. The 
same staff with a compliance foundation offers 
various approaches with the sole objective to 
reinforce the compliance program.

Establishing a formal compliance con-
tinuing education program helps to develop 
a culture with a congruent foundation. One 
approach that demonstrates commitment and 
promotes retention is the staged continuing 
education program that offers educational 
resources at different employment stages. A 

recent proposal offers a four-stage approach 
with 90-day, 180-day, 1-year, and over 1-year 
increments.4 In the first three stages, the CO 
selects the resources to distribute to the com-
pliance staff. Providing identical resources in 
the first three stages establishes the founda-
tion. Resource examples offered in these stages 
include professional journals (compliance, 
healthcare, medical), compliance manuals, and 
professional membership subscriptions. In the 
final stage, the compliance officer allocates a 
budget amount with guidelines and the com-
pliance staff selects their resources. Resource 
examples offered in the final stage include 
books, electronic media (eBooks, CDs, DVDs), 
conferences (in-person, webinar, virtual), 
and continuing education courses (in-person, 
online) focusing on the compliance and/or 
legal profession.

Empower
As the compliance officer continues to 
engage and educate, it is equally important 
to empower the compliance staff. Remember, 
the board demonstrated their commitment 
by approving additional resources. The CO 
demonstrates this wise investment by empow-
ering the staff. There is no need to play “Lone 
Ranger.” The more the CO empowers the 
compliance staff to be creative, the better the 
decision-making ability of the team.

Education and training are instrumental in 
prevention and are the logical next step after 
identifying a problem.5 Focus on the organi-
zation when developing annual compliance 
training and department-specific compliance 
training. At a minimum, the compliance team 
should be involved with development and 
facilitation of in-person training sessions.

Organization
The organization needs to be prepared. It is 
the CO’s role to be prepared and minimize 
risk to the organization. Training is important. 
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Education should reach all levels of the organi-
zation, including the board of trustees, C-suite, 
senior management, clinical leaders, clinical 
and non-clinical directors, supervisors, gen-
eral staff, and clinical staff.

The organization may establish an ongoing 
electronic (online) training to provide education 
to all staff. This method provides ease of educa-
tion, testing, and recording for audits, assists 
greatly in getting the word out, and provides a 
platform for employees to educate themselves.

Road shows are an excellent way to pro-
vide education. The CO should make time to 
meet and greet staff, and hold annual meet-
ings with all departments. To keep road shows 
manageable, the CO can combine smaller 
departments or merge smaller departments 
with larger departments.

Regardless of the format of the meeting, 
it is important to keep the agenda simple. 
The CO reminds the staff of the definitions 
of compliance terms and the rationale behind 
compliance policies. Ask questions and ask 
the staff to think of one case in the past sev-
eral months that may become a compliance 
issue. The CO must follow up with the staff. 
When staff have confidence in the Compliance 
department and the CO, they are more willing 
to approach the CO with any concerns.

Pose questions related to knowledge of pri-
vacy and security. Specifically ask staff what 
measures are used to ensure desired outcomes. 
Ask about audit methods and frequency, as 
well as results. These types of questions should 
be posed to all levels of the organization.

When compliance-training sessions are 
complete, the CO can provide self-study 
resources to the organization reinforcing 
commitment to compliance. Additional edu-
cational material is available at the following 
websites:

 · www.cms.gov

 · www.hhs.gov

 · www.hhshipaasagtraining.com/agenda.php

 · www.hhs.gov/ocr/privacy/hipaa/understanding/summary

 · oig.hhs.gov/newsroom/video/2011/heat_modules.asp

These websites provide educational material 
in areas such as how to report fraud, self-disclo-
sure protocols, importance of documentation, 
tips for implementing an effective compliance 
program, program basics, the Stark (physician 
self-referral) Law, False Claims Act, the federal 
Anti-Kickback Statute, and OIG exclusion.

Education and training is one of the few ele-
ments that requires CO engagement throughout 
the organization. Approaching education and 
training with defined objectives for the CO, 
compliance staff, and organization reinforces the 
compliance program, empowers staff, develops 
retention, and promotes awareness. 
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Johnson

by Walter E. Johnson, MSA, CHC, CRCMP

As compliance officers (COs), we will 
encounter numerous professionals 
throughout our careers. Many of 

our interactions will be amiable and some 
will not. Some interactions will be consistent 
and others inconsistent. Individuals and 

personalities differ; we must be 
flexible in our approach but firm with 
our objective. In general, individuals 
do not seek to have a partly cloudy 
day instead of a sunny day. Perception 
and management of their encountered 
situations determine whether the day 
is consumed with opportunities or 
challenges.

The CO has an obligation to the public, 
employing organization, and the profession.1

We are passionate about this obligation 
and committed to making significant 
contributions. When compliance guidance is 
necessary, business partners may welcome 
the CO with a celebrity greeting, classifying 
him/her as a welcomed guest. Unfortunately, 
there are times when the reception is 
unwelcoming and business partners classify 
the CO as a pest. Regardless of the welcoming 
committee’s tone, the CO has an obligation 
to fulfill.

In the movie, Pulp Fiction,2 there is a 
character named, Winston Wolf (The Wolf). 
The Wolf has one of the shortest roles in the 
film, but one of the most important. Despite 
the film’s intensity and story, there are few 
debatable observations. As I watched this 
movie again, it reminded me how COs may 
be greeted when compliance guidance is 
requested. Established COs are less likely 
to experience this unwelcoming reception. 
New compliance professionals should not 
be overly concerned with this behavior. In 
some cases, disappointment is demonstrated 
by business partners for their own inability 
to resolve the problem without compliance 
guidance. In others, it is because the CO has 
not established the relationship.

In this article, I will illustrate Kurt 
Mortensen’s “5 Cs of Trust to The Wolf.”3 
Although there are several contributing 
factors to varying professional scenarios, 
the focus is on personal development and 
the application of relationship building. 
This may be beneficial to understanding 
why hesitation exists when compliance 
guidance is necessary. The Wolf is not a 
compliance professional, but his role is to 
provide guidance.

Guest or pest: Lessons from 
The Wolf

 » Business partners may not understand the compliance officer’s role with the remediation process. 
 » A successful approach to addressing business partners requires some flexibility. 
 » Personal and professional development may alleviate some challenges with daily compliance program management. 
 » Applying the 5 Cs of Trust may improve relationships with business partners.
 » Compliance officers and business partners seek similar results, but may apply different approaches.
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In the film, two main characters are 
faced with a dilemma that is the result of 
an unintentional action. Both characters 
assume accountability, but only one character 
is responsible for the unintentional action. 
Recognizing the seriousness of this issue, 
one of the characters contacts their superior, 
who responds with a series of “if” questions, 
attempting to measure probability scenarios. 
Franticly, the character communicates his 
displeasure with the response and shares his 
preferred response, which is, “…wait for the 
cavalry, which should be comin’ directly.” 
Surprisingly, the superior’s response to 
this frantic statement is “… you ain’t got no 
problems; wait for The Wolf, who should be 
comin’ directly.” It is amazing how instantly 
relieved the character becomes when he 
hears The Wolf is the individual assigned to 
the case.

According to Mortensen, an individual 
must rank high in the 5 Cs of Trust to 
experience this reception. Individuals who 
experience ranking troubles with any of 
the 5 Cs of Trust can potentially receive an 
unwelcoming reception. The 5 Cs of Trust 
are Character, Competence, Confidence, 
Credibility, and Congruence. I would like to 
use Winston Wolf and the 5 Cs of Trust to 
demonstrate how this is useful to the CO.

Character
“You’re sending The Wolf; that’s all you had 
to say.”

The first C is character. Merriam 
Webster’s definition is the way someone 
thinks, feels, and behaves. Mortensen 
believes that an individual’s character 
impacts their persuasion success levels. A 
subset is an individual’s reputation. In the 
film, it is left up to the viewer to conclude 
whether the troubled character has worked 
with The Wolf previously or is familiar with 
only his reputation. Regardless, the troubled 

character readily embraces The Wolf’s 
assistance.

In the film, The Wolf arrives at the 
location before the anticipated time. Upon 
arrival, he sticks his hand out and says, “I 
am Winston Wolf. I solve problems.” After 
his greeting, he politely requests entry into 
the meeting location. Within seconds, this 
character demonstrates respect, empathy, 
and commitment. As compliance officers, 
demonstrating similar behavior consistently 
will support an open line of communication. 
Our business partners should have an 
impression that the CO has a welcoming 
personality, which makes it easier for business 
partners to express concerns and strengthens 
trust between parties.

Competence
“Let’s get down to brass tacks, gentlemen. If I was 
informed correctly, the clock is ticking…”

According to Merriam-Webster, 
competence is the ability to do something 
well. The Wolf understands the urgency 
to diligently remediate the problem. He 
doesn’t hesitate with his approach. The 
film’s characters and viewers alike are 
instantly convinced that The Wolf has 
experience with remediation. Quickly, he asks 
questions to confirm information previously 
received from his superior and obtain new 
information from parties at the location. He 
requests the availability of resources that 
may assist him with completing the task. 
He delegates responsibilities to complete his 
communicated strategy.

Often, COs receive requests to provide 
guidance quickly. Understanding the problem 
quickly is an expectation. Appropriately 
contributing to the strategy or remediation 
plan is essential and demonstrates 
competence. The ability to recite regulations 
is not a requirement. It is a skill acquired 
with experience. Many requests will require 
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reviewing a regulation or other reference 
material prior to contributing to a strategy 
or remediation plan. Delaying a response 
to review regulations also demonstrates 
competence. When there is appropriate 
communication regarding next steps and an 
anticipated timeframe, business partners are 
usually receptive.

Confidence
“Set it straight, Buster. I’m not here to say ‘please.’ 
I’m here to tell you what to do. And if self-
preservation is an instinct you possess, you better 
do it and do it quick. I’m here to help. If my help’s 
not appreciated, lotsa luck gentlemen.”

Confidence is a feeling of belief that 
you can do something well or succeed at 
something. Throughout this statement, The 
Wolf demonstrates his value to the situation. 
The Wolf implies that the main characters 
requested assistance because they questioned 
their competence and lacked confidence 
to remediate the problem alone. Next, he 
reminds them that if they forgot the reason 
for his presence, then they need to proceed 
with their strategy without him. Finally, 
The Wolf does not have confidence that the 
characters could get out of this situation 
without additional problems.

The compliance profession is evolving 
continuously. Maintaining awareness 
with numerous agencies, regulations, 
and industry news can be overwhelming. 
Personal and professional development 
contributes to confidence. For example, 
generating experience by implementing 
an organizational policy to comply with 
regulations may lead to confidence in 
policy implementation. Wisdom obtained 
from several implementations may 
lead to increased confidence in policy 
implementation. Demonstrating confidence 
may improve a business partner’s confidence 
in the compliance program.

Credibility
“Mr. Wolf…It was a pleasure watchin’ you work.”

Credibility is the quality or power of 
inspiring belief. It is apparent that one of the 
characters believed The Wolf was credible 
prior to arriving at the location. To the other 
main character, The Wolf had to demonstrate 
his credibility.

Daily, COs receive numerous requests for 
compliance guidance and/or remediation. 
In many cases, the requests originate from 
the same business partners. Maintaining 
commitments and following through on 
promises is an approach to improving 
credibility with business partners. Through 
enterprise-wide program promotion and 
internal references, the CO will connect with 
other business partners that will reinforce 
program credibility.

Congruence
“If I’m curt with you, it’s because time is a factor. I 
think fast, I talk fast, and I need you guys to act fast 
if you want to get out of this. So pretty please, with 
sugar on top…”

Congruence can be defined as the quality 
or state of agreeing, coinciding, or being 
congruent. One of the main characters 
doesn’t agree with The Wolf’s approach 
to communicating instructions. The Wolf 
defends his character and his need to be polite. 
The Wolf implies that he is the same cordial 
individual, but he is responding in congruence 
with this situation.

Resources and risks vary from 
organization to organization, so there is 
not an expectation for identical compliance 
programs. Similarly, the CO’s role varies from 
organization to organization. Some COs focus 
solely on compliance, and others alternate 
between other functions, such as quality, 
risk management, ethics, and emergency 
management. This is a contributing factor 
to the confusion that remains about the 



62  www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

C
om

pl
ia

nc
e 

&
 E

th
ic

s 
P

ro
fe

ss
io

na
l 

 M
ar

ch
 2

01
5

Don’t forget to earn your CCB CEUs for this issue
Complete the Compliance & Ethics Professional 
CEU quiz for the articles below from this issue:

 · Schoolings from the GSK China verdict 
by Thomas R. Fox (page 51)

 · An insider’s look: The Antitrust 
Division’s playbook 
by Robert E. Connolly (page 67)

 · What every compliance lawyer needs to 
know about due process 
by Mary-James Young (page 71)

To complete the quiz:
Visit www.corporatecompliance.org/quiz, log in with 
your username and password, select a quiz, and answer 
the questions. The online quiz is self-scoring and you will 
see your results immediately.

You may also fax or mail the completed quiz to CCB:

FAX: +1 952 988 0146

MAIL:  Compliance Certification Board 
6500 Barrie Road, Suite 250 
Minneapolis, MN 55435, United States

Questions?  Call CCB at +1 952 933 4977 or 
888 277 4977

To receive 1.0 non-live Compliance Certification 
Board (CCB) CEU for the quiz, at least three questions 
must be answered correctly. Only the first attempt 
at each quiz will be accepted. Compliance & Ethics 

Professional quizzes are valid for 12 months, beginning 
on the first day of the month of issue. Quizzes received 
after the expiration date indicated on the quiz will not 
be accepted.

Compliance profession. Confusion may exist 
internally also. COs may eliminate confusion 
by demonstrating congruence with the 
organization’s mission and vision without 
compromising obligations.

Summary
The CO must continuously promote the 
compliance program throughout the 
organization. Business partners will observe 
the CO and compliance staff to determine 
congruence with the organization’s 
compliance program. For the compliance 
program to be effective, business partners 
must trust the program. Personalities, 
expertise, methods, and other characteristics 

vary, making each individual unique. The 
CO must apply multiple approaches to 
communicating the program. Through 
professional development, self-reflection, 
and program reevaluation, applying the 5 Cs 
of Trust may improve the perception and 
effectiveness of the compliance program. ✵
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Objectives

 Using the Systems Improvement Agreement as a means 
to recover when your hospital is on a termination track 
following deficient CMS surveys.

 Learn from a case study: How to engage leadership in the 
quest for quality improvement.

 Discuss the use of subject matter experts to accelerate 
organizational adoption of best industry practices that 
comply with CMS Conditions of Participation. 

©2015 ECRI  INSTITUTE

The Scenario

CEO to CFO: I just received a letter that says we are going to 
lose our Medicare Payments. That will not matter will it?
CFO to CEO: We receive over 400 million in payments from 
them each year. 
CEO to CFO: I probably should speak to the Governing Board 
about a process call a Systems Improvement Agreement.
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The Systems Improvement Agreement

 A voluntary agreement between a provider and the 
Centers for Medicare & Medicaid Services (CMS).

 The provider is not meeting the Conditions of 
Participation (CoPs) for Medicare.

 Substantial improvement is needed for continued federal 
funding.

 A letter of termination has been sent or is imminent.
 An SIA suspends the termination process.
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The Systems Improvement Agreement

 During the SIA, the hospital’s provider agreement 
remains in effect.

 A full validation survey is conducted at end of a timeline.
 If the hospital is found to be in substantial compliance 

with all CoPs, the SIA ends and the provider agreement 
remains in effect.

 If not, the termination process resumes.
 Appeals process.
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The Systems Improvement Agreement

 SIAs are rare for hospital Medicare provider agreements.
 Each situation has unique elements.
 Contracts are customized.
 The SIA is legally binding.
 SIAs are administered at the CMS regional level.

■ 10 CMS regions
■ Division of Certification and Survey Operations
■ CQISCO (National Consortia for QI, Certification, and Survey Ops.)



3/17/2015

3

©2015 ECRI  INSTITUTE

Letter of Termination:
Provider of Hospital Services

 Example of contents:
■ The Medicare certification number.
■ The date of the deficient survey.
■ A list of Conditions that are not met.
■ A position statement; 

 Previously identified systemic problems persist
 Lack of governance
 Threats to patient safety
 Lack of capacity to provide adequate care

■ Specific supporting details may be presented.
■ The Statement of Deficiencies (2567).
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Letter of Termination:
Provider of Hospital Services

 Example of contents
■ The date of decertification

 Immediate jeopardy is 23 days
 Normal termination is 90 days

■ Payment for patients in-house on termination date.
■ That a public notice will be published in the press

 Required for provider of emergency services

■ Process to apply for recertification following termination
■ Appeal process

 Prior to termination date
 Refute findings in writing
 Request in-person hearing before an administrative law judge of the 

Department of Health and Human Services

©2015 ECRI  INSTITUTE

The Systems Improvement Agreement
 Most hospitals have some survey deficiencies. What is 

different about a hospital that is in jeopardy?
 The hospital is not meeting Medicare participation 

requirements
■ Progressive decline in CMS survey results.

 Condition-level deficiencies
 Immediate jeopardy to patient safety 
 Repeated deficiencies

□ Plans of Correction not fully implemented

■ Hospital is not meeting EMTALA obligations.
 Complaint investigations

■ Self-reported events
 Restraint or seclusion deaths
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The Systems Improvement Agreement

 What is different about a hospital that is in jeopardy?
 The hospital is underperforming on publicly reported 

quality measures
■ A wealth of quality data is available to regulators 
■ Published benchmarks.
■ Patient experience survey: HCAPS
■ Healthcare-acquired infections: NHSN data
■ Claims data (administrative and abstracted) 
■ Reimbursement-linked quality measures

 Value-based purchasing
 Hospital-acquired condition program 
 EHR meaningful use 
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Common Early Warning Signs

 Multiple complaint surveys with repeated findings
 High number of immediate jeopardies
 Inability to implement, measure and monitor corrective actions 

plans
 Minimal oversight of QAPI and service contracts by the 

Governing Board
 Insufficient credentialing and privileging for medical staff
 Unstable workforce - high use of traveler and agency nurses
 New building expansions
 Compliance with the Conditions of Participation not a high 

management priority
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What is an Immediate Jeopardy

 42 CFR §489.3 defines immediate jeopardy as “a 
situation in which the provider’s non-compliance with one 
or more of the requirements of participation has caused 
or is likely to cause, serious injury, harm, impairment, or 
death ...”

 Hospitals have only 23 days between the end of the 
survey and Medicare termination

 If the immediate jeopardy is not abated within that time, 
the hospital’s participation in Medicare is terminated. 
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The Systems Improvement Agreement

 Quality improvement is needed
■ Reported in the literature
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Medicare Conditions of Participation

 Regulatory Standards
■ Rarely Change

 State Operations Manual – Interpretative Guidelines
■ Updated as Needed
■ Used by State agencies that are under contract to perform 

surveys and process the Plan of Correction. 

©2015 ECRI  INSTITUTE

Medicare Conditions of Participation: SOM

Appendix A - Hospitals 

Condition of Participation Tag numbers
§482.11 Condition of Participation: Compliance with Federal, 
State, and Local Laws A‐0020 through A‐0023

§482.12 Condition of Participation: Governing Body A‐0043 through A‐0094

§482.13 Condition of Participation: Patient’s Rights A‐0115 through A‐0217
§482.21 Condition of Participation: Quality Assessment
and Performance Improvement Program A‐0263 through A‐0315

§482.22 Condition of Participation: Medical Staff A‐0338 through A‐0364

§482.23 Condition of Participation: Nursing Services A‐0385 through A‐0413

§482.24 Condition of Participation: Medical Record Services A‐0431 through A‐0469

§482.25 Condition of Participation: Pharmaceutical Services A‐0490 through A‐0511



3/17/2015

6

©2015 ECRI  INSTITUTE

Medicare Conditions of Participation

Appendix A - Hospitals 

Condition of Participation Tag numbers

§482.26 Condition of Participation: Radiologic Services A‐0528 through A‐0555

§482.27 Condition of Participation: Laboratory Services A‐0576 through A‐0593

§482.27 Condition of Participation: Food and  Dietetic Services A‐0618 through A‐0631

§482.27 Condition of Participation: Utilization Review Services A‐0652 through A‐0658

§482.41 Condition of Participation: Physical Environment A‐0700 through A‐0726

§482.42 Condition of Participation: Infection Control A‐0747 through A‐0756

§482.43 Condition of Participation: Discharge Planning A‐0799 through A‐0843

§482.45 Condition of Participation: Organ, Tissue, and Eye Procurement A‐0885 through A‐0899
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Medicare Conditions of Participation

Appendix A - Hospitals 

Condition of Participation Tag numbers

§482.51 Condition of Participation: Surgical Services A‐0940 through A‐0959

§482.52 Condition of Participation: Anesthesia Services A‐1000 through A‐1005

§482.53 Condition of Participation: Nuclear Medicine Services A‐1026 through A‐1055

§482.54 Condition of Participation: Outpatient Services A‐1076 through A‐1080

§482.55 Condition of Participation: Emergency Services A‐1100 through A‐1112

§482.56 Condition of Participation: Rehabilitation Services A‐1123 through A‐1134

§482.57 Condition of Participation: Respiratory Services A‐1151 through A‐1164
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Medicare Conditions of Participation: SOM
EMTALA

Appendix V -Responsibilities of Medicare Participating Hospitals in Emergency Cases 

Regulations Interpretive Guideline Tag numbers

§482.24, §482.20 (l), (m), (q), (r) A‐2400 through A‐2410

 Complaint‐driven process
 Investigation
 Civil monetary penalties are possible
 Includes all patients (not just federally‐funded care)
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The CMS 2567 

 A Statement of Deficiencies from a CMS Survey
 Samples:

■ The Governing Body did not ensure all services offered and 
provided met the Medicare Conditions of Participation. Areas of 
noncompliance identified included: Patient Rights and Quality 
Assessment and Performance Improvement (QAPI).

■ Based on observation, document review and interview, the 
hospital governing body failed to ensure that contracted services 
were provided in a safe and effective manner.

■ Based on record review and interview the facility governing body 
failed to ensure that individuals providing patient care services 
were appointed members of the medical staff with approved, 
specific privileges.

Source: Association of Healthcare 
Journalists 
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Medicare Conditions of Participation
Most Frequently Cited Standards - Hospitals (Short Stay)

Source: CMS Website, 4th Q 2014

Standard Tag numbers Condition

RESTRAINT OR SECLUSION A‐0159 through A‐0208 Patient Rights

RN SUPERVISION OF NURSING CARE A‐0395 Nursing Services

PATIENT RIGHTS: CARE IN SAFE SETTING A‐0144 Patient’s Rights

COMPLIANCE WITH EMTALA A‐2400 EMTALA

MEDICAL SCREENING EXAM A‐2406 EMTALA

PATIENT RIGHTS A‐0115 Patient’s Rights

NURSING CARE PLAN A‐0396 Nursing Services

ADMINISTRATION OF DRUGS A‐0405 Nursing Services

INFECTION CONTROL PROGRAM A‐0749 Infection Control

PATIENT SAFETY A‐0286 QAPI Program

NURSING SERVICES A‐0385 Nursing Services

NOTICE OF GRIEVANCE DECISION A‐0123 Patient’s Rights
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Medicare Conditions of Participation: SOM
Updates

 The CMS website - updated SOM
■ SOM Appendix A Hospitals

 Review Transmittals located at the end of the document
 Recent changes are in red text
 Hospital must comply with the SOM that is in effect at the 

time of the validation survey.
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Medicare Conditions of Participation: SOM
Example of an Update
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Medicare Conditions of Participation: SOM
Example of an Update

A-0043 
(Rev. 122, Issued: 09-26-14, Effective: 09-26-14, Implementation: 09-26-14) 

§482.12 Condition of Participation: Governing Body
…The system cannot maintain one integrated schedule that assigns nursing 
staff among the different hospitals. The system also cannot move them back 
and forth between hospitals on an ad hoc, as needed basis, as if they were one 
hospital.…the nurse must have separate work schedules for each hospital. Such 
schedules cannot overlap.
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Medicare Conditions of Participation: SOM

 State Operations Manual – Interpretative Guidelines
 References standards and guidelines from other federal 

agencies as well as professional organizations 

 National Fire Protection Association Life Safety Code 
(NFPA 101)

 Association of periOperative RNs (AORN)
 Facilities Guidelines Institute (FGI)
 Institute for Safe Medication Practices (ISMP)
 Food and Drug Administration (FDA)
 Agency for Healthcare Research and Quality (AHRQ)



3/17/2015

9

©2015 ECRI  INSTITUTE

Medicare Conditions of Participation: SOM
Life Safety Code

 Complete the appropriate Fire Safety Survey Report 
(Form CMS-2786);

 Use only qualified fire safety inspectors in the 
performance of these surveys.
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Medicare Conditions of Participation: SOM
Life Safety Code

 Use only qualified fire inspectors. 
 Complete the Fire Safety Survey Report

■ Form CMS-2786;
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Medicare Conditions of Participation: SOM
Life Safety Code Waivers

 Categorical Waivers
■ August 2013 Categorical Waiver Letter
■ Unreasonable hardship on a large number of providers
■ Must:

 Formally elect waiver and document decision
 Notify Survey Team at entrance conference
 Conform to requirements of waiver
 CMS regional office approval is not required
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Medicare Conditions of Participation: SOM
Life Safety Code Categorical Waivers
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System Improvement Agreement (SIA)
 What is it?

■ An SIA is a time-limited contractual arrangement 
between a Medicare-accredited healthcare 
organization and CMS.

 Why enter into?
■ Provides more time to fix deficiencies
■ Loss of Medicare payment would force most hospitals 

to close
 How long does it last?

■ An SIA typically lasts from 6 months to 1 year
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Corporate Integrity Agreement (CIA)
 What is it?

■ The Corporate Integrity Agreement (CIA) is an enforcement tool 
used by the Office of the Inspector General (OIG) within the 
Department of Health and Human Services (HHS), to improve the 
quality of health care and to promote compliance to health care 
regulations.

 Why enter into it?
■ A provider or entity consents to these obligations as part of the 

civil settlement and in exchange for the OIG's agreement not to 
seek an exclusion of that health care provider or entity from 
participation in Medicare, Medicaid and other Federal health 
care programs.

 How long does it last?
■ The average time frame for a CIA is typically 5 years
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SIA and CIA Foundation: The Code of Conduct:

Claims $

Incidents

Quality/Compliance

Culture of Safety/Code of 
Conduct

Claims $Claims $

IncidentsIncidents

Quality/

Compliance

Quality/

Compliance

Culture of 
Safety/

Code of 
Conduct

Culture of 
Safety/

Code of 
Conduct
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The Systems Improvement Agreement

 Can be initiated by CMS or the Hospital
 Must be executed before the termination date of the 

hospital’s provider agreement.
 Will list the deficient Conditions of Participation per the 

termination letter.
 Will require the hospital to contract with a healthcare 

consulting firm that is acceptable to the CMS RO.
 Will describe the required expertise and reporting 

requirements of the external consultants. 
 Will describe a timeline until the re-survey.
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Requirements of an Integrity Agreement

SIA
 Obtain an independent 

consultant
 Submit the names and 

curriculum vitae for approval
 Acquire expertise in the 

development and 
implementation of an effective 
quality assessment and 
improvement program

CIA
 Hire a compliance 

officer/appoint a compliance 
committee

 Retain an independent review 
organization to conduct annual 
reviews

 Quality of Care CIA
 OIG requires that the 

provider retain an 
independent quality 
monitor. 

Both have the potential to impact your Medicare payments.
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The Systems Improvement Agreement

 What are the characteristics of a failing hospital that may 
be a good candidate for an SIA?
■ Community support – hospital is needed
■ Highly committed governing body
■ Financial support
■ Large investment 
■ Insight that change is necessary
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The Systems Improvement Agreement

 Stakeholders
■ CMS
■ State Agencies
■ Hospital

 Governing Body
 Leaders
 Medical Staff
 Employees

■ Community at Large
 Press
 Elected Officials
 Patients

■ Other Local, State, and Federal Regulators
■ Consultant Company
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The Systems Improvement Agreement

 Transparency
■ The SIA documents are not available through CMS. 
■ Terms may be communicated on the hospital’s website.
■ Reported in the press
■ The Medicare Survey statement of deficiencies is available.

 Medicare website
 Association of Health Care Journalists (HospitalInspections.org)

■ Plans of correction may be available online.
 State agency website
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The Systems Improvement Agreement

 Transparency
■ Hospital Website
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The Systems Improvement Agreement

 Transparency
■ Local Media
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The Systems Improvement Agreement
 Transparency

■ Medicare Survey Report
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Break

©2015 ECRI  INSTITUTE

The Systems Improvement Agreement Case Study
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SIA Getting Started

 External consulting firm is selected
■ Experience conducting SIAs
■ Expertise in patient safety and industry best 

practices 
■ Experience in change management
■ Relationships with subject matter experts
■ Independent
■ Ethical
■ Knowledge of Conditions of Participation
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Step One: Gap Analysis 
Getting Started

 Lead onsite expert selected
■ Project Management
■ On-site visit coordination
■ Report Preparation
■ Document coordination
■ Liaison between hospital and regulators
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Step One: Gap Analysis 
Getting Started

 Third Party Subject Matter Consultants Selected
■ National Credentials
■ Available

 Initial review
Monthly monitoring

■ Acceptable to Hospital and CMS RO
Not a competitor
Not a recent employee of hospital

■ Use of teams vs individual experts
■ Use of physician vs nursing experts
■ Knowledge of state regulations is helpful
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The Systems Improvement Agreement Timeline
Step One: The Gap Analysis

 Consultants complete a Gap Analysis within 60 
days after the hospital signs the third party 
agreement
■ Compare hospital operations to Medicare 

Conditions of Participation and best practices.
■ A root cause for each gap is identified.
■ Recommendations are developed to close the 

gap.
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Step One: Gap Analysis 
Getting Started

 Experts Requests
■ Documents

 Policies and Procedures
 Dashboards
 Previous Surveys
 Meeting Minutes

 On-Site Schedule Developed
■ Interviews
■ Observations
■ Medical Record Review
■ Panel of subject matter experts
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Case Study of Gap Analysis:482.12(a): Medical Staff

 Condition of Participation:
The governing body must: 

■ Ensure that the medical staff is accountable 
to the governing body for the quality of care 
provided to patients;

■ Ensure the criteria for selection are individual 
character, competence, training, experience, 
and judgment;

 Expert: Credentialing and Privileging
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482.12 (a) Medical Staff Survey Findings

 The facility governing body failed to ensure that 
individuals providing patient care services were 
appointed members of the medical staff with approved, 
specific privileges;

 The facility failed to maintain the data in the credentials 
files that it had considered at reappointment regarding 
each physician's recent experience in the requested 
privileges. 
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Credentialing and Privileging
 Credentialing —the process of obtaining, verifying, and 

assessing the qualifications of a practitioner to provide 
care or services in or for a health care organization. 
Credentials are documented evidence of licensure, 
education training experience, or other qualifications.

 Privileging – the process whereby a specific scope and 
content of a patient care services (that is clinical 
privileges) are authorized for a healthcare practitioner by 
a health care organization, based on an evaluation of the 
individuals credentials and performance. 
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Gap Analysis: 482.12(a): Medical Staff

 Document Request
■ Medical Staff Bylaws
■ Medical Staff Rules and Regulations
■ Recent 2567
■ Recent Accreditation Survey
■ Minutes

 Governing Board
 Medical Executive Committee
 Credentials Committee

 Peer Review Committee
 Professional Review Committee
 Departments of Medical Staff
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Office of Inspector General Work Plan 2015
Oversight of hospital privileging
We will determine how hospitals assess medical staff 
candidates before granting initial privileges including 
verification of credentials and review of the National 
Practitioner Databank. Hospitals that participate in 
Medicare must have an organized medical staff that 
operates under bylaws approved by a governing body. (42 
CFR § 482.22). A hospital's governing body must ensure 
that the members of the medical staff, including physicians 
and other licensed independent practitioners, are
accountable for the quality of care provided to patients. 
Robust hospital privileging programs contribute to patient 
safety. (OEI; 06-13-00410; expected issue date: FY 2016)

Source Office of Inspector General Work 
Plan Fiscal Year 2015
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Gap Analysis: 482.12(a): Medical Staff

On-Site Process
■ Interviews

 President and President- Elect of the Medical Staff
 Chairs of the following committees:

□ Credentials
□ Peer Review
□ Professional Review 

 Chief Medical Officer
 Chair of Governing Board

 Documents
■ Credentials Files

 Random selection
 Most recent approved
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Identified Gaps: 482.12(a): Medical Staff

1. Nurse Mid-wife file contained no evidence of training to 
perform in the  role of first assist but privilege was 
granted.

2. A provider's file lacked evidence that is required on the 
privilege sheet for continuation of privileges

3. Physician's credential file contained at least five 
investigations regarding behavior yet re-appointment 
sheet indicated outstanding in the interpersonal skills 
category.

4. Re-appointment did not happen in the required time 
frame.

5. The medical staff peer review process is untimely and 
not comprehensive.
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Identified Root Cause: 482.12(a): Medical Staff

1. Lack of reliable and consistent method to process new 
medical staff applications.

2. Lack of consistent process to review files for requested 
privileges at time of appointment and reappointment.

3. Process not monitored by leadership – hospital and 
medical staff.

4. Insufficient medical staff office resources
1. Electronic system
2. Qualified staff

5. No system in place to ensure peer review timeframes 
met targeted goal.

6. Governing board is unaware of problematic medical 
staff.
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Recommendations: 482.12(a): Medical Staff

1. Ensure that the appointment and re-appointment 
contain the requirements for appointment is complete 
prior to credentials committee.

2. For re-appointment identify a mechanism to collect 
verification that provider performed required amount of 
requested privilege.

3. For files noted to have deficiencies work with Credentials 
Chair and appropriate Department Chair to develop an 
action plan.

4. Educate leadership, including board, on appointment 
and reappointment process and their responsibilities.

5. Include peer review timeliness as quality goal.
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The Systems Improvement Agreement Timeline
Step One: The Gap Analysis

 Gap Analysis is approved by CMS Regional Office
 Consultants present Gap Analysis in an oral briefing to 

CMS and hospital
■ Highlights

 Hospital has opportunity to challenge or accept.
■ Once accepted becomes foundation for the action plan
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The Systems Improvement Agreement Timeline
Step Two: The Action Plan

 Consultants complete a Action Plan within 60 days after 
the Regional Office approves the Gap Analysis
■ Recommendations to close the gap are specified

 Stepwise
 Concrete
 Reflect industry practices and interpretive guidelines
 Achievable within timeframe of SIA
 Measureable
 Milestones

■ The action plan is not an assessment of the capabilities of 
current leadership
 Recommendations about specific individuals are not made
 Insufficient resources made be identified as a root cause
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The Systems Improvement Agreement Timeline
Step Two: The Action Plan

 Action Plan is approved by CMS Regional Office
 Consultants may present Action Plan in an oral briefing to 

CMS and hospital
■ Highlights

 Hospital has opportunity to challenge or accept.
■ Once accepted becomes hospital’s implementation plan
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Action Plan: 482.12(a): Medical Staff

©2015 ECRI  INSTITUTE

Measurement: 482.12(a): Medical Staff

1. 100% of the credentials checklist for initial appointment 
will be completed prior to credentials committee for 3 
consecutive months by onsite review

2. Letter is sent 100% of the time when insufficient data is 
present to grant a privilege by onsite review.

3. 100% of the credentials files will have a department 
chair signature and date indicated prior to the 
committee.

4. Board minutes reflect discussion of medical staff 
appointments before approval.
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The Systems Improvement Agreement Timeline
Step Three: Monitoring

 Monthly monitoring until validation survey
 Onsite lead expert
 Subject matter experts

■ Panel of subject matter experts maintain objectivity & 
independence.

■ Hospital must hire implementation consultants from another 
source.
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The Systems Improvement Agreement Timeline 
Step Three: Monitoring

 Cyclical process
1. On-site visit schedule.
2. Document request.
3. On-site visits performed.
4. Subject matter experts prepare monitoring report.
5. Monitoring report sent to CMS regional office.
6. CMS Regional Office reviews monitoring report.
7. Hospital acts on findings.
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The Systems Improvement Agreement Timeline
Step Four: Validation Survey

 Validation survey is performed
■ Monitoring reports show steady progress.
■ Most of the action plan has been completed.
■ The survey window per the SIA is ending or near.
■ The RO may ask the third party consultants if the hospital is 

survey-ready.
■ The survey is unannounced per statute.
■ The survey is performed by the state agency
■ The RO approves the survey findings (2567)
■ The survey finds are released to the hospital with the RO’s 

determination
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Group Case Study
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Group Case Study: §482.30 Condition of 
Participation: Utilization Review 

 The hospital must have in effect a utilization review (UR) plan that 
provides for review of services furnished by the institution and by 
members of the medical staff to patients entitled to benefits under 
the Medicare and Medicaid programs. 

 A UR committee consisting of two or more practitioners must carry 
out the UR function. At least two of the members of the committee 
must be doctors of medicine or osteopathy. 

 The UR plan must provide for review for Medicare and Medicaid 
patients with respect to the medical necessity of--
■ (i) Admissions to the institution; 
■ (ii) The duration of stays; and 
■ (iii) Professional services furnished including drugs and biologicals. 

 Review of admissions may be performed before, at, or after hospital 
admission.
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Why Would a Compliance Officer Care?

 Medicare and Medicaid only cover costs that are 
reasonable and necessary for the diagnosis or treatment 
of illness or injury.

 A grand jury indicated a Michigan hospital based on 
failure to properly investigate medically unnecessary pain 
management procedures performed by a member of its 
medical staff.*

* Source: The Health Care Director’s Compliance Duties: A Continued 

Focus of Attention and Enforcement
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Survey Findings: §482.30 Condition of 
Participation: Utilization Review 

 Utilization Review Committee has not met according to 
UR Plan.

 UR Plan has not been evaluated and updated in 2 years.
 Vacancy in Director of Case Management position.
 No consistent dashboard that contains indicators 

identified in the UR plan.
 No concurrent review of patients in the Emergency 

Department prior to admission decision. 
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Step One: Gap Analysis

What qualifications would you look for in 
the subject matter expert?

What documents would you expect the 
expert to request prior to the on-site visit?

Who would the expert want to interview? 
What documents would the expert want to 

review while on-site?
What gaps will the expert likely find?
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Step Two: Action Plan

What would you recommend as an action 
plan?

How would you measure compliance to the 
action plan?
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Tips for Success

 Hospital
■ Sustain highly committed board 
■ Maintain financial support
■ Oversee SIA process
■ Encourage transparency  
■ Evaluate internal leaders
■ Assess resource gaps
■ Cautiously use interim directors and managers
■ Oversee internal consultants
■ Make system changes
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Tips for Success

 Hospital
■ Become a culture of change
■ Guide to culture of safety
■ Enforce a code of conduct
■ Require accountability
■ Educate board members about quality and compliance
■ Engage medical staff
■ Support a learning environment
■ Improve teamwork and communication
■ Build a stable workforce
■ Become resilient
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Tips for Success

 Hospital
■ Keep focus on compliance
■ Prioritize needed changes
■ Use rapid performance improvement processes
■ Institute new structures
■ Remove barriers
■ Prevent slippage with progress
■ Keep to the timeline
■ Develop sustainable improvements



3/17/2015

25

©2015 ECRI  INSTITUTE

Tips for Success

 Prevention is the best strategy
■ Investigate self-reported events promptly

 Perform root cause analysis
 Develop action plan
 Monitor for sustainability

■ Recognize patterns of non-compliance
 Monitor history of regulatory deficiencies
 Increase intensity of corrective action plans

■ Improve publicly-reported quality measures
 Monitor performance compared to benchmarks
 Adopt strategies to continuously improve

■ Adopt patient safety practices accepted by the industry
 Continuous learning environment
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Please contact Patricia Neumann, Sr. Patient Safety Analyst & Consultant, 
at 610-825-6000, or by email at pneumann@ecri.org.
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OUR TOP 10

Ever since Dick Clark featured the American Bandstand Top Ten to unveil the 10 most popular songs for the week, 
such lists have become ubiquitous. We use them to get ideas in selecting music, movies, books, places to visit, things 
to do, trends to watch, and more.

We could probably identify the top 10 reasons why top 10 lists are so popular, but suffice it to say that the  
lists give us a way to focus on a particular issue or choice. When we scan a top 10 list, we compare it to our own 
experiences. Have I heard that song? Seen that movie? Read that book? Visited that place?

This year, ECRI Institute is publishing its Top 10 Patient Safety Concerns for Healthcare Organizations with the same 
intent: to give healthcare organizations a gauge to check their track record in patient safety. The list originally 
appeared  in our Healthcare Risk Control (HRC) System newsletter, the Risk Management Reporter, and is reprinted in 
this report. The list is partly based on more than 300,000 patient safety events, custom research requests, and root-
cause analyses submitted to our federally designated patient safety organization, ECRI Institute PSO, for evaluation 
and analysis.

Healthcare organizations can use the list to guide their own discussions about patient safety. Look at the list to 
ask whether any, some, or all of the top 10 areas identified are a concern for your organization. Your organization 
may decide to use the findings to identify one or more performance improvement initiatives.

No two organizations will have the same response to our top 10 list, and every organization will likely iden-
tify their own areas of concern outside of our top 10 list. The list is not meant to dictate areas to address but rather 
enhance and inform those internal discussions about patient safety.

We intend to publish our top 10 list of patient safety concerns on an annual basis. Use it along with ECRI 
Institute’s other two top 10 lists—our list of health technology hazards and our list of technologies to watch—to stay 
informed in all areas of patient safety.

Sincerely,

Karen P. Zimmer, M.D., M.P.H., FAAP 
Medical Director, ECRI Institute Patient Safety, Risk, and Quality Group, and ECRI Institute PSO

Introduction
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Top 10 Patient Safety Concerns for  
Healthcare Organizations

Patient safety is a top priority for every healthcare 
organization, but knowing where to direct patient safety 
initiatives can be a daunting task. To help guide organizations 
in deciding where to focus their patient safety efforts, ECRI 
Institute has developed a list of the top 10 patient safety 
concerns confronting healthcare organizations.

“We’ve been collecting events since 2009, and with over 
300,000 events, we’re at a point where it’s important to share 
where we’re seeing recurring themes,” says Karen P. Zimmer, 
M.D., M.P.H., FAAP, medical director of ECRI Institute’s 
patient safety, risk, and quality group and of ECRI Institute 
PSO, which compiled the list and was one of the first patient 
safety organizations (PSOs) to be federally certified. The list 
is largely based on recurring trends identified from the data 
voluntarily submitted to the PSO for review and analysis. 
The data includes more than 300,000 event reports, research 
requests, and root-cause analyses.

ECRI Institute’s Top 10 Patient Safety Concerns for Healthcare 
Organizations is intended to enrich, not supplant, internal 
discussions about how to prioritize projects. “In a time of 
competing priorities and limited resources in healthcare, this list can help guide internal 
discussions on where to focus,” says Zimmer. Included with this report of the 10 patient 
safety concerns are recommended risk mitigation strategies for these issues.

The list is one of several initiatives by ECRI Institute PSO to publicly share patient 
safety feedback based on its ever-growing database of patient safety events, says 
Catherine Pusey, RN, M.B.A., manager of clinical analysts at ECRI Institute PSO. The 
initiative underscores the intent of the Patient Safety and Quality Improvement Act of 
2005, which laid the groundwork for providers to voluntarily report patient safety events 
to PSOs in a protected environment for PSOs to aggregate, analyze, and share findings 
and lessons learned. By collecting data from many providers, PSOs can spot problems 
and trends that an individual organization, with a limited pool of data, may be unable  
to detect.

ECRI Institute’s list of the top patient safety concerns can be used with other ECRI 
Institute top 10 lists to guide organizational priorities, Zimmer says. The other two lists 
are ECRI Institute’s annual top 10 health technology hazards and top 10 hospital C-suite 
watch list. Both reports for 2014 are publicly available; refer to “ECRI Institute’s Top 10 
Lists” for more information.

1 Data integrity failures with  
health information technology systems*

2 Poor care coordination with patient’s  
next level of care

3 Test results reporting errors

4 Drug shortages

5 Failure to adequately manage behavioral  
health patients in acute care settings

6 Mislabeled specimens

7 Retained devices and unretrieved fragments*

8 Patient falls while toileting

9 Inadequate monitoring for respiratory  
depression in patients taking opioids

10 Inadequate reprocessing of endoscopes 
and surgical instruments*

ECRI Institute’s Top 10 Patient Safety Concerns for 2014

* Also included in ECRI Institute’s list of the top 10 health technology hazards for 2014.  
For information on strategies to address these hazards, refer to the publicly available abridged version of the 
report Top 10 Health Technology Hazards for 2014, available online at https://www.ecri.org/2014hazards, 
and to the full article, published in the November 2013 issue of ECRI Institute’s journal Health Devices.

MS
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6

(continued on page 6)
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ECRI Institute’s Top 10 Lists

ECRI Institute’s top 10 list of patient safety concerns for 2014 is one in a series of top 10 lists available from ECRI 
Institute each year. While each list has a different focus, the three lists reflect a united effort at ECRI Institute to  
promote patient safety in healthcare organizations.

The newest list, Top 10 Patient Safety Concerns for Healthcare Organizations, is derived from ECRI Institute PSO’s 
growing database of patient safety events, research requests, and root-cause analyses submitted to the PSO in a  
protected legal environment.

ECRI Institute’s top 10 list of health technology hazards was the first such list to be issued by ECRI Institute; the 
first annual list was published in 2007. The list is developed by ECRI Institute’s Health Devices Group and is based 
on various resources: ECRI Institute’s and other organizations’ databases for medical device problems and patient 
safety events, a review of medical device recalls and hazards, and ECRI Institute’s experience in investigating and 
consulting on device-related incidents.

“We came up with the top 10 list of health technology hazards to raise awareness about the concerns with medical 
technology safety,” says James P. Keller, M.S., vice president, health technology evaluation and safety, ECRI Institute. 
The list has gained increasing attention since it was first issued in 2007, and Keller says he has heard from hospital 
safety committees that use it to review where their organizations stand with each item on the list. “That’s exactly what 
we want,” says Keller. “We want hospitals to think about the patient safety concerns we raised, take action to review 
whether the risks exist in their setting, and make changes to address problems if they are identified.”

Among the technology hazards identified for 2014 are the following:

 X Medical device alarm hazards
 X Infusion pump medication errors
 X Computed tomography radiation exposures in pediatric patients
ECRI Institute’s top 10 hospital C-suite watch list is not intended as a list of “must-have” technologies. Rather, it 

is a list of “must think carefully about” technologies and health system issues, says Diane Robertson, director, Health 
Technology Assessment Information Service, ECRI Institute. “The unbiased evidence that we present about these 10 
technologies and infrastructure issues will get healthcare leaders off to a steady start on their often rocky journey of 
acquiring new technologies or making system-wide changes in 2014 and beyond.”

The C-suite list draws upon ECRI Institute’s more than 45 years of experience evaluating the safety, effectiveness, 
and cost-effectiveness of health technologies.

Topics on the 2014 C-suite list include the following:

 X Computer-assisted sedation
 X Emergency departments for the elderly
 X Wearable powered exoskeleton rehabilitation for individuals with paraplegia
An abridged version of ECRI Institute’s Top 10 Health Technology Hazards for 2014 is publicly available at  

https://www.ecri.org/2014hazards. The 2014 Top 10 Hospital C-Suite Watch List is freely available at  
https://www.ecri.org/Forms/Pages/2014-C-Suite-Watch-List.aspx.

https://www.ecri.org/2014hazards
https://www.ecri.org/Forms/Pages/2014-C-Suite-Watch-List.aspx
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The list is not intended to be comprehensive, and not all 
of the patient safety concerns listed will be applicable at 
all healthcare facilities. “We encourage facilities to use 
the list as a starting point for patient safety discussions 
and for setting their patient safety priorities,” says  
Zimmer. Healthcare organizations can use ECRI Insti-
tute’s list of patient safety concerns to identify whether 
the organization has also experienced failures in these 
areas. For those areas selected for improvement, organi-
zations should create corrective action plans, ensuring 
they apply, as needed, across all settings.

Although many of the organizations reporting to 
ECRI Institute PSO are hospitals, the list of patient safety 
concerns, such as drug shortages, mislabeled specimens, 
and care coordination, also applies to nonhospital set-
tings, such as physician practices and long-term care 
settings, says Rebold. To prevent errors, healthcare 
organizations must spread what they have been learning 
about patient safety in the hospital setting and apply the 
lessons throughout the care continuum, she says.

Given that patient safety improvements can often 
require an investment in staff time and the organiza-
tion’s resources, Pusey also recommends that organiza-
tions present the list to their senior leaders to gain their 
attention and support. “The list can heighten awareness. 
Individuals in the risk and quality departments can pres-
ent the information to their organization’s leadership to 
get the resources they need to mitigate the risks.”

In addition to the guidance provided with ECRI Insti-
tute’s list of patient safety concerns, additional resources 
are available from other ECRI Institute programs, 
including some freely available on ECRI Institute’s web-
site. Refer to “ECRI Institute Resources” throughout this 
report.

How the List  
Was Compiled

To compile its list of patient safety concerns, ECRI Insti-
tute PSO reviewed its database of patient safety events, 
custom research requests from organizations participat-
ing in the PSO, and root-cause analyses submitted to 
the PSO for review and feedback. After compiling a list 
of about 20 potential patient safety concerns, the PSO 
presented it to a larger panel of experts, consisting of 
ECRI Institute staff and members of its PSO advisory 
council, to narrow the choices to 10. The list reflects the 
top choices, in ranked order, selected by the panel.

The final list highlights the risks to patient safety in 
process and systems issues, says Barbara G. Rebold, 
RN, M.S., CPHQ, ECRI Institute’s director, PSO opera-
tions, and director, INsight assessment services. Given 
ECRI Institute’s focus on medical device safety, there 
is also some overlap with the top 10 health technology 
hazards in the following three areas:

 X Data integrity failures in health information technol-
ogy (IT) systems

 X Retained devices and unretrieved fragments
 X Inadequate reprocessing of endoscopes and surgical 
instruments
 “While we see a lot of hazards with medical devices 

at ECRI Institute, we also see a large amount of errors 
in processes and systems,” says Rebold. The list of 
patient safety concerns brings another set of patient 
safety risks that need to be addressed, in addition to the 
health technology hazards, to the attention of healthcare 
organizations.

Given the wide range of healthcare organizations 
reporting to ECRI Institute PSO, the list also reflects a 
broad spectrum of facilities: large and small; urban, sub-
urban, and rural; and community-based and academic, 
says Pusey. “The events reported to us are from across 
the U.S. They give us a deeper understanding that an 
event we’re seeing in one organization, we’re also seeing 
mimicked in others.”

How to Use  
the List
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With the federal government offering financial incentives for hospitals and physician 
practices to adopt EHR systems, use of these systems more than tripled from 2009 
through 2012. “Health IT systems are very complex,” says James P. Keller, M.S., vice 
president, technology evaluation and safety, ECRI Institute. “They are managing a lot of 
information, and it’s easy to get something wrong” if the systems are not designed and 
implemented well. While appropriately designed and implemented systems can provide 
complete, current, and accurate patient care information so that the clinician can make 
appropriate treatment decisions, the presence of incorrect data can lead to incorrect 
treatment, potentially leading to patient harm. 

For example, the integrity of data in health IT systems can be compromised from any 
of the following: data entry errors, missing data or delayed data delivery, inappropriate 
use of default values, copying and pasting older information into a new report, use of 
both paper and electronic systems for patient care, and patient/data association errors (i.e., 
patient data from a medical device is mistakenly associated with another patient’s record).

Key steps in safeguarding the integrity of electronic patient data include the 
following:

 X Assessing the clinical workflow to understand how the data is, or will be, used by 
frontline staff

 X Testing the system and the associated interfaces, preferably in a simulated setting,  
to verify that the system is functioning as intended

 X Providing sufficient user training and support
 X Establishing a mechanism for users to report problems as they are discovered

*ECRI Institute’s top 10 list of patient safety concerns and its top 10 list of health technology hazards have three overlapping 
areas. Recommendations for preventing these patient safety risks appear in ECRI Institute’s report Top 10 Health Technology 
Hazards for 2014. A publicly available abridged version of this report is available online at https://www.ecri.org/2014hazards.

Data Integrity Failures with  
Health Information Technology Systems*

ECRI Institute Resources
ECRI Institute PSO Deep 

DiveTM: Health Information 
Technology, published in 
December 2012

ECRI Institute’s Top 10 
Health Technology Hazards 
for 2014 (available online 
at https://www.ecri.
org/2014hazards)

Electronic Health Records  
(HRC System)

Health Information  
Technology (ECRI  
Institute PSO’s PSO  
Navigator advisory)

Numerous Health Devices 
articles on health IT and  
interoperability topic

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

https://www.ecri.org/2014hazards
https://www.ecri.org/2014hazards
https://www.ecri.org/2014hazards
mailto:clientservices%40ecri.org?subject=
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Care coordination is a “shared responsibility” of all providers involved in a patient’s care, 
says Lorraine Possanza, D.P.M., J.D., M.B.E., patient safety, risk, and quality analyst at ECRI 
Institute. “It can’t just be up to the patients,” she says. However, events reported to ECRI 
Institute PSO reveal gaps in communication about patients’ care—between hospital and pro-
viders, among providers, and between long-term care settings and hospitals or other provid-
ers. For example, in one event, an infant’s discharge summary, which contained important 
follow-up care information, was not provided to the patient’s primary care physician:

An infant who died from sudden infant death syndrome had previously been seen in the hospital 
for a life-threatening event. Because of abnormal findings on the patient’s CT [computed tomography] 
scan, the patient’s discharge summary indicated the patient should have an MRI [magnetic resonance 
imaging] exam. The discharge summary was not sent to the patient’s primary physician. The patient 
did not undergo the MRI study.

While a best practice is for hospitals to send a patient’s discharge information to all the 
patient’s providers, staff can be overwhelmed trying to identify those providers. “It’s not 
only the hospital’s responsibility,” says Possanza, who previously had a podiatry practice 
and has experience with care coordination challenges. “It’s also on me as the patient’s pro-
vider to communicate with the patient’s other providers,” she says, recalling that in addition 
to communicating with patients’ providers as needed, she used to “touch base” with her 
patients’ other providers at least once a year “so they know I’ve been involved in the  
patient’s care.”

Electronic health records (EHRs) can facilitate communication about a patient’s care 
among providers, but organizations must establish procedures that address accessing, 
reviewing, and acting on the findings in those records. For example, what happens if a pro-
vider who is viewing a patient’s record discovers that results of tests ordered by another 
provider have not been acted upon? EHRs could become a barrier “if physicians are second-
guessing one another,” says Possanza. Organizations might find it helpful to develop a policy 
specifying procedures for a provider who finds an abnormal laboratory or pathology result 
with no indication that the abnormal result was acted upon. 

One “simple and basic” strategy to improve care coordination between hospitals and 
ambulatory settings, such as physician practices, is for practices to provide current contact 
information, such as phone and fax numbers, on their websites, says Possanza, adding, 
“Identify the providers in your practice. If the hospital needs to contact you, the information 
is right there.”

With increasing pressure to shorten hospital stays, many patients are discharged 
to postacute care settings to continue their rehabilitation, such as poststroke care or 
rehabilitation following joint replacement surgery. “The postacute care provider is becoming 

Poor Care Coordination with  
Patient’s Next Level of Care
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ECRI Institute Resources
Discharge Planning 

(HRC System)
Health Literacy 

(HRC System)
Subacute Care in Long-

Term Care Settings 
(HRC System)

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

a critical piece in care coordination,” says Linda C. Wallace, B.S.N., M.S.N., CPHRM, 
director of aging services risk management at ECRI Institute. But communication 
breakdowns can occur between hospitals and that next level of care. “We’re seeing more 
opportunities for missed information transfer, errors in information, errors in orders” 
when patients are transferred to the postacute care setting, she says.

In one event reported to ECRI Institute PSO, communication breakdowns between a 
hospital and a postacute care facility about a patient’s condition may have contributed 
to the patient’s decline, requiring that the patient be readmitted to the hospital:

An elderly patient was treated for a fractured femur following a fall and discharged to a 
rehabilitation facility for postacute care. Ten days later, the patient returned to the hospital with a 
diagnosis of sepsis and C. [Clostridium] difficile infections. The patient died the next day. 

Among the strategies Wallace has seen put in place to improve care coordination 
between hospitals and postacute care providers are the following:

 X Permitting preadmission nurses from the post-acute care setting to evaluate the 
patient before discharge and prepare the postacute provider for the patient’s needs

 X Engaging hospital representatives to visit the postacute care provider’s organization 
to ensure an understanding of the services available in that setting and to minimize 
the risk of transferring patients whose condition cannot be managed at that postacute 
care facility

 X Developing closer affiliations between the hospital and the postacute care provider 
either through an accountable care organization (ACO) or other means
In smaller communities, where there may be only one or two hospitals, some of the 

long-term care providers are intentionally installing EHR systems that are compatible 
with the hospitals’ systems “so the flow of information is seamless,” says Wallace. 

As providers build more arrangements to ensure care coordination, Possanza 
reminds them, “You can’t forget the patient. The patient is overwhelmed by their disease 
process and by navigating the system. Whether a discharge planner in a hospital, a 
nurse manager in a physicians’ office, or a care coordinator within an ACO, someone 
needs to help that person, especially an elderly patient, to remind them to make 
appointments, to take medications, and to help them know what to ask and expect at 
their next healthcare visit.” Ensuring patients understand their conditions and self-care 
responsibilities is another critical component, as it may improve their adherence and 
their engagement in their care and care coordination. 

mailto:clientservices%40ecri.org?subject=
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Breakdowns in test results reporting can occur for a variety of reasons, such as the 
following: the ordering provider never gets the results; there is a delay in getting the 
results to the provider; or results with important findings are reported to the ordering 
provider who is unavailable and there is no backup process for reporting the results 
to someone else who can act on them. These breakdowns can contribute to the “bigger 
issues of delays in patient care, as well as delays in diagnosing an acute condition,” says 
Christine M. Callahan, RN, M.B.A., physician practice management consultant for ECRI 
Institute. 

Delays or failures to report test results to ordering providers were among the top types 
of errors in the laboratory testing process found in ECRI Institute PSO’s Deep Dive™ 
analysis of laboratory testing. Test results reporting errors represented 10% of all  
2,420 events reviewed for the analysis and included examples like the following:

 X A baby’s treatment with antibiotics was delayed because the test results confirming an 
infection were not reported promptly to the ordering clinician.

 X Prompt management of a patient with C. difficile infection was hindered because of a 
delay in reporting test results confirming the infection.

 X A patient’s seizure due to a low sodium level could have been avoided if blood chem-
istry results had been provided on a timely basis.
Callahan observes that breakdowns in test results reporting, particularly in physician 

practices, typically have one of three causes or a combination of them: (1) technology 
limitations, such as an inadequate interface between an EHR system and a laboratory 
system that provides the results electronically; (2) provider-to-provider communication 
gaps, such as those that occur when no backup plan is in place to designate a provider to 
review test results for another provider who is unavailable or on vacation; and (3) staff-
ing and training failures, such as requiring a staff member to periodically check an EHR 
system for test results but not informing the person of what to expect in terms of the  
volume of test results typically reported to the practice. 

As more healthcare organizations adopt EHR systems, Callahan warns against being 
lulled into thinking the systems are a panacea and can prevent test reporting failures. 
“It’s another tool,” she says. “It won’t improve test results reporting if it’s not used 
correctly.”

Whether test results are reported on paper, electronically, or a combination of both, 
organizations must have policies and procedures to guide reporting of the results and 
must provide staff with education and training about the policies, says Debra Ann 
Maleski, M.B.A., senior associate with ECRI Institute’s Applied Solutions Group (ASG), 

Test Results Reporting Errors
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ECRI Institute Resources
Communication 

(HRC System)
ECRI Institute PSO Deep 

Dive: Laboratory Testing, 
published March 2014

Laboratory Testing (ECRI 
Institute PSO’s PSO 
Navigator advisory)

Test Tracking and  
Follow-Up 
(HRC System) 

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org. 

which provides customized consulting. Questions to address in the policy include the 
following:

 X Who gets the results?
 X What is the process for reporting abnormal findings?
 X Is there a designated backup provider to review the results if the ordering provider is 
unavailable or does not review the results within a specified time frame?

 X What is the expected time frame for providers to review results?
 X How are the findings communicated to the patient?
 X What is the policy for making certain that information gets to the patient if that per-
son is unavailable?
Additionally, organizations must audit staff compliance with the policies, Maleski 

advises. “You may have a great policy, but if it’s not enacted or followed, the 
organization needs to be aware and implement corrective action.”

ASG Director Robert P. Maliff, M.B.A., notes that vendors are developing software 
that has the ability to integrate laboratory and radiology IT systems with other systems, 
such as providers’ handheld devices, to deliver results to those devices. “There’s a lot of 
interest in these systems,” which are primarily being considered to notify providers and 
others about alarms, but they also have the capability to notify providers of test results. 
“Organizations are discovering the capabilities of alarm integration systems, but they’re 
trying to figure out how to use them. How do you close the loop [when information is 
delivered to providers]? How long do they have to acknowledge the information?”  
he asks.

Ultimately, healthcare organizations should turn to technology to improve processes 
rather than replicate them, says Maliff. Both he and Maleski have seen EHR systems used 
by healthcare providers that cannot incorporate test results data within specific fields in 
the record. Instead, the provider must scan the record to find the results—a limitation 
that also existed with paper records and can contribute to delays in patient care. Organi-
zations must ensure that interfaces between their EHR and laboratory systems enable test 
results data to automatically populate fields in the electronic medical record in a stan-
dardized format, they recommend.

mailto:clientservices%40ecri.org?subject=
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Drug Shortages

The potential patient care implications of drug shortages came to the attention of ECRI 
Institute PSO when a hospital contacted the PSO about a severe shortage of emergency 
drugs. The hospital was unable to replenish its supply of injectable unit-dose medica-
tions stored on its crash carts for patient resuscitation and wanted to know whether its 
remaining supply of expired drugs could be used instead.

The question “got us thinking about this issue” and the possibility for errors when 
drugs are unavailable or substitute drugs are provided, says Patricia Neumann, RN, 
M.S., patient safety analyst/consultant for ECRI Institute PSO. “In the intervening 
months, the topic remained on our radar and showed, if anything, an escalating level 
of interest from healthcare providers.” An event reported to ECRI Institute PSO high-
lighted the need for policies to be in place to guide pharmacists, nurses, and physicians 
on the steps to take when a drug is unavailable:

A patient in intensive care had a critical phosphate level. The physician ordered an intravenous 
sodium phosphate for the patient. The pharmacist could not fill the order because the drug was 
unavailable and did not tell the patient’s nurse or the ordering physician about the shortage. The 
patient had a seizure due to abnormally low phosphate levels in the blood.

Neumann advises healthcare organizations to develop a proactive plan for managing 
drug shortages. The plan should assign accountability to a task force to monitor impend-
ing shortages, she says. Two good resources for identifying potential drug shortages are 
the following: (1) the U.S. Food and Drug Administration’s (FDA) website on drug short-
ages, which provides a list of national shortages for which there are no substitutes, and 
(2) the American Society of Health-System Pharmacists’ (ASHP) drug shortage website, 
which also provides information on regional drug shortages.*

In addition to tracking shortages that can affect the organization’s supplies, the action 
plan should address the following areas:

 X Documenting drug shortages and approving alternatives to drugs that are unavail-
able or in short supply

 X Monitoring adverse drug events to determine whether any may have been caused  
by shortages

 X Keeping the quality improvement and pharmacy and therapeutics committees 
informed of any shortages

 X Providing an annual report on shortages and their effect on the organization to 
its leaders

* FDA's website on drug shortages is at http://www.fda.gov/Drugs/DrugSafety/DrugShortages/default.htm. 
ASHP's website is at http://www.ashp.org/shortages.

http://www.fda.gov/Drugs/DrugSafety/DrugShortages/default.htm
http://www.ashp.org/shortages


©2014 ECRI Institute.APRIL 2014 13

Top 10 Patient Safety Concerns for Healthcare Organizations

ECRI Institute Resources
Coming Up Short:  

Coping with Medica-
tion Shortages (PSO 
Monthly Brief, publicly 
available at http://
www.ecri.org)

Planning, Communication 
Key in Coping with 
Shortages 
(HRC System)

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

Information about drugs in short supply or substitute drugs must be communicated 
to clinical staff. All ordering providers must know what drugs are in short supply, 
when they will return to regular distribution, what alternative or substitute medications 
exist, the alternative drug’s application, existing preparations, contraindications, error 
potential, and additional guidelines to ensure patient safety.

To keep clinical staff informed about any shortages and the organization’s planned 
response, it should consider posting updates on an intranet site available to clinical 
staff at all times, suggests Neumann. Additionally, it should ensure that a pharmacist 
is available to clinical staff to answer any questions. More than likely, various compo-
nents of the organization’s health IT system—EHR systems, electronic drug ordering, 
and electronic medication administration records—must be kept up to date as drug 
availabilities change. Although time-consuming, system updates are needed to prevent 
medication errors, says Neumann.

Drug shortages will remain an ongoing concern, she predicts. To control costs,  
manufacturers keep their drug inventories low, focusing on making and supplying their  
products as orders are submitted. Hospitals also keep a just-in-time approach to inven-
tory so that unused products are not left on their shelves. “It’s not to their advantage to 
stockpile,” says Neumann. As a result, “the whole chain of drugs can be emptied out 
quickly when a shortage happens,” she says, adding that “organizations always need to 
plan ahead.”

http://www.ecri.org
http://www.ecri.org
mailto:clientservices%40ecri.org?subject=
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When patients with behavioral health needs are treated in an acute or emergency 
care setting, their mental health needs must still be addressed along with the clinical 
condition leading to the emergency visit or hospitalization. Several events reported to 
ECRI Institute PSO highlight the challenges for staff in acute care settings in managing 
the behavioral health needs of patients, particularly those who exhibit psychiatric illness 
or emotional agitation in addition to their acute clinical needs. Many of these reports 
describe incidents of patient violence, some of which cause harm to the patient, staff, or 
others, as in the following report of an event in an acute inpatient unit:

The patient resisted treatment and became violent, hitting and kicking the bedside RN 
[registered nurse]. The patient spit in my direction and began kicking and hitting with force. The 
patient [landed] blows to my chest, shoulders, abdomen, and thorax. Several other team members 
rushed into the room to restrain the patient, who was still combative. 

From the reports submitted to ECRI Institute PSO, “we know that in an acute care 
setting, doctors, nurses, security officers, and ancillary staff have difficulty safely 
managing patients who become violent or threaten to become violent,” says Ruth 
Ison, M.Div., STM, patient safety analyst/consultant at ECRI Institute PSO. Many of 
the reports suggest that caregivers and staff “may not recognize the warning signs of 
imminent violence while the patient is being clinically evaluated.”

Warning signs of potential patient violence can include shouting, demanding behav-
ior, physical restlessness and tension, and excessive fear or paranoia manifesting as curs-
ing, insulting, or resisting the provider. Signs of substance intoxication may forewarn the 
potential for a violent situation. According to the research literature, these warning signs 
signal the need for an urgent response to the patient’s emotional state and psychological 
needs to keep the situation safe. Healthcare providers who are not trained in behavioral 
health “may not recognize that’s what these behavioral signals mean, and they may not 
have sufficient training on how to respond,” says Ison. “Healthcare providers, while pos-
sibly anxious about the patient’s behavior, usually continue with the patient’s medical 
care or assessment. These are very dedicated people. Their objective is to provide care, 
and when the patient is resisting, they’re being challenged to accomplish their mission.”

 The reports of patient violence to the PSO suggest that “we need more attentiveness 
to behavioral health issues in healthcare overall,” says Ison. Historically, there has been 
a gap between acute and behavioral healthcare. “We have to bridge those knowledge 
gaps and really increase healthcare staff’s understanding of behavioral health symptoms 
that can appear anywhere throughout the care spectrum.”

Failure to Adequately Manage  
Behavioral Health Patients  
in Acute Care Settings
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Failure to Adequately Manage  
Behavioral Health Patients  
in Acute Care Settings

ECRI Institute Resources
Patient Suicide:  

Assessment and  
Prevention 
(HRC System)

Patient Violence 
(HRC System)

Psychiatric Treatment 
(HRC System)

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

ECRI Institute PSO’s research into managing patient violence started with a project to 
evaluate reports of patient suicides or attempts during a patient’s hospital stay or after 
discharge. “There were some reports of patient suicide in the database,” says Ison, “but 
what we kept finding was even more incidents of patient violence.”

“By raising the issue of patient violence and by talking about it, we’re making it clear 
that this is a patient safety concern,” says Ison. The project has also resonated with PSO 
member organizations. “We’re certainly getting feedback that this is a concern in our 
member hospitals, and we’ll keep working in this area of patient safety and behavioral 
health,” she notes.

clientservices@ecri.org
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Specimen mislabeling is the leading type of event in the laboratory testing process iden-
tified in ECRI Institute PSO’s 2013 Deep Dive analysis on laboratory testing. Mislabeled 
specimens (e.g., a specimen with a label from a different patient, two contradictory 
labels, or a label that does not correspond with the order) represented 31% of all  
2,420 events reviewed for the analysis.

“One of the chief causes of mislabeled specimens is the collector is distracted by 
workload or other patient needs,” says Elizabeth Drozd, M.S., MT(ASCP)SBB, patient 
safety analyst at ECRI Institute. Because of the distractions, the collector can make an 
error, for example, in forgetting to label a sample or putting the wrong label on the sam-
ple, as in the following event reported to ECRI Institute PSO describing how a collector 
grabbed the wrong patient label from a printer and applied it to a specimen:

The collector pulled the labels off the printer and brought them into the patient’s room to 
draw the blood. After the blood was drawn, the tubes were labeled and sent to the lab. The nurse 
manager noticed the patient’s labels were still on the printer. The lab was immediately notified 
that the blood tubes were mislabeled. The blood tubes were discarded, and the collector redrew the 
blood and labeled the tubes correctly.

As in the sample event, many specimen labeling mistakes are caught before the lab 
analyzes the specimen and reports the results to the provider who ordered the test. 
Although catching these mislabeled specimens before testing is done prevents poten-
tially harmful errors from occurring, there is still some harm to the patient when a sam-
ple must be re-collected, particularly when blood is redrawn. Specimen re-collection can 
also contribute to delays in obtaining important diagnostic information for patient care.

To prevent labeling mistakes, organizations have adopted a practice of using two 
patient identifiers (e.g., patient name, date of birth, unique identification number) to 
correctly identify the patient before a specimen is obtained and to label the specimen 
container immediately after it is collected in the patient’s presence. 

Automated technology, such as electronic bar-coding systems, can help ensure posi-
tive verification of a patient’s identification. The specimen collector uses a handheld 
device at the patient’s bedside to scan a patient’s wristband with unique bar-coded 
patient identifiers. Some scanners can generate specimen labels with the bar codes spe-
cific to the patient when the patient’s identification is confirmed.

Whether or not technology is in place to help with specimen labeling, hospitals “must 
still depend on the human element” to prevent specimen labeling errors, says Drozd. 
Organizations must reinforce the importance of using two patient identifiers with every 
patient encounter, she says. For instance, if a mislabeled blood specimen leads to a 

Mislabeled Specimens
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ECRI Institute Resources
ECRI Institute PSO Deep 

Dive: Laboratory Testing, 
published March 2014

Lessons from the 2013 
Health Devices 
Achievement Award: 
How Halton Healthcare 
Services Used Bedside 
Bar Coding to Improve 
Specimen Identification 
(Health Devices)

Tackling the Most  
Common Laboratory 
Errors: Specimen  
Labeling Mistakes 
(ECRI Institute PSO’s 
PSO Navigator  
advisory)

Where Do Most Lab Errors 
Occur? Not the Lab 
(PSO Monthly Brief, 
publicly available at 
http://www.ecri.org)

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

blood typing error, a patient could die from a transfusion of the wrong blood type, says 
Drozd, a medical technologist and former phlebotomist.

“You can be lulled into a false sense of security if you think you know the patient,” 
Drozd says. “Organizations must reinforce in their staff training and education that for 
every patient encounter, whether you know the patient or not, you must properly use 
two patient identifiers.” In some organizations, the specimen collector always engages 
the patient, if that individual is alert, by following a script to tell the patient that the 
collector is checking the patient’s name and birth date and confirming them on the 
patient’s identification bracelet.

Once these practices become part of the organization’s culture and approach to 
patient safety, using two patient identifiers becomes the expected behavior, says  
Drozd. “Anyone who deviates from the practice should be counseled and coached  
by their peers.” 

 

 
 

http://www.ecri.org
mailto:clientservices%40ecri.org?subject=
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ECRI Institute Resources
The Case of the Missing 

Sponge: Practice  
Variation Is Culprit 
(HRC System)

Count Early and Often to 
Prevent Retained  
Surgical Items in Labor 
and Delivery (ECRI 
Institute PSO’s  
PSO Navigator  
advisory)

ECRI Institute’s Top 10 
Health Technology  
Hazards for 2014 
(available online at 
https://www.ecri.
org/2014hazards)

Radio-Frequency  
Surgical Sponge  
Detection (Health  
Devices evaluation)

Retained Foreign Objects: 
It’s Not the Robot’s 
Fault (ECRI Institute 
PSO’s Patient Safety 
E-lerts, publicly  
available at http://
www.ecri.org)

Retained Guidewires:  
On the Rise? (ECRI 
Institute PSO’s Patient 
Safety E-lerts, publicly 
available at  
http://www.ecri.org)

Unintentionally Retained 
Surgical Items 
(HRC System)

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

*ECRI Institute’s top 10 list of patient safety concerns and its top 10 list of health technology hazards have three overlapping 
areas. Recommendations for preventing these patient safety risks appear in ECRI Institute’s report Top 10 Health Technology 
Hazards for 2014. A publicly available abridged version of this report is available online at https://www.ecri.org/2014hazards.

Retained Devices and  
Unretrieved Fragments*
Although attention has been given to the risk of unintentionally leaving a surgical item 
in a patient after surgery, childbirth, or an interventional diagnostic procedure, reports 
to ECRI Institute PSO and other event reporting programs, as well as investigations by 
ECRI Institute’s Accident and Forensic Investigation Group, indicate that these events 
continue to occur, even though they can largely be prevented.

Retained items can involve an entire device, such as a surgical sponge of towel, 
unknowingly left behind, or a portion of a device that breaks away and remains inside 
the patient. Risks to the patient include prolonged or additional surgery when a retained 
item is discovered and removal is deemed appropriate or future complications if the 
retained item leads to infection or causes damage to surrounding tissue.

Initiatives to prevent retained items include adhering to accepted surgical count 
procedures, using x-ray imaging to examine patients for retained items, and visually 
inspecting devices for interventional procedures before and after use. “After an interven-
tional procedure, you really need to inspect a device tip, for example, to see if there is 
any damage that might suggest something was left behind,” says Keller. 

https://www.ecri.org/2014hazards
https://www.ecri.org/2014hazards
http://www.ecri.org
http://www.ecri.org
http://www.ecri.org
mailto:clientservices%40ecri.org?subject=
https://www.ecri.org/2014hazards
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Patient falls are among the top patient safety events reported to ECRI Institute PSO, rep-
resenting about one-quarter of all events in the PSO’s event report database. One particu-
larly problematic area in patient falls is those that occur while patients are toileting, as in 
the following report submitted to ECRI Institute PSO of a patient at risk of falling who 
was not assisted while toileting:

A postpartum patient sustained a fracture after getting out of bed to use the bathroom. The 
patient was unassisted.

Although hospitals have implemented regularly scheduled rounding of patients in 
their rooms with an emphasis on falls prevention, “the typical rounding schedules don’t 
always work for people in terms of their need for toileting,” says geriatrician Karen 
Schoelles, M.D., SM, FACP, director, ECRI Institute’s Evidence-based Practice Center. 
During rounding, nurses may ask if the patient needs to use the bathroom. Schoelles 
suggests modifying the question to be more specific. “Rephrase the question by asking, 
‘Do you want to go now or the next time I come in?’” says Schoelles, who was an ECRI 
Institute coauthor of a falls prevention toolkit available from the Agency for Healthcare 
Research and Quality (AHRQ).*

Another strategy to improve the effectiveness of rounding is to cluster patients at 
high risk of falling in rooms closest to the nurses’ station. Those high-risk patients can 
be on a rounding schedule of 15-minute intervals, while the remainder of the patients on 
the floor are visited by a nurse every hour, Schoelles recommends.

One of the challenges in preventing falls while the patient is toileting is “balancing 
the person’s need for privacy and dignity with the need to be sure they are safe,” says 
Schoelles. “Whatever can be done to preserve the dignity of the person while someone is 
assisting them in the bathroom is important.” For example, some hospital garments pro-
vide more coverage to ensure some privacy. Nevertheless, healthcare staff must remain 
with the patient at risk of falling during the voiding process, despite the patients’ fre-
quent requests for privacy. Leaving the patient unattended could compromise the indi-
vidual’s safety.

An organization’s falls prevention program should incorporate nightly toileting 
rounds. “It’s a mistake to reduce staff who assist with toileting” during the evening and 
night shifts, says Schoelles. “Maybe the organization doesn’t need staff to administer 
medications, but they do need staff who can help with toileting.”

Patient Falls while Toileting

AHRQ’s toolkit Preventing Falls in Hospitals: A Toolkit for Improving Quality of Care is available online 
at http://www.ahrq.gov/professionals/systems/long-term-care/resources/injuries/fallpxtoolkit/ index.html.

http://www.ahrq.gov/professionals/systems/long-term-care/resources/injuries/fallpxtoolkit/ index.html
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ECRI Institute Resources
Falls 

(HRC System)

Falls Happen: Here’s How 
to Lessen the Risk  
(PSO Monthly Brief, 
publicly available at 
http://www.ecri.org)

Falls Prevention (ECRI 
Institute PSO’s PSO 
Navigator advisory)

To obtain ECRI Institute reports, 
contact us by telephone at (610) 
825-6000, ext. 5891, or by e-mail  
at clientservices@ecri.org.  

Other strategies to prevent patient falls while toileting include the following:

 X Limit, when possible, attachments to the patient, such as intravenous poles, 
which can be tripping hazards.

 X Provide assistive devices in the patient’s room and bathroom, such as bedside 
commodes, raised toilet seats, toilet and commode armrests, and grab bars.

 X Conduct comprehensive falls risk assessments of all patients, including those in 
the emergency department.
Although these strategies apply to all patients, Schoelles advises that when 

managing elderly patients in particular, staff must be aware of older patients’ 
“many physiological reasons for needing to void frequently,” says Schoelles. 
“Especially with older patients who are confused, it can be easy for staff to dismiss 
their concerns,” she says.

http://www.ecri.org
mailto:clientservices%40ecri.org?subject=
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Inadequate reprocessing 

For more than a decade, Joint Commission accreditation standards have underscored 
patients’ rights to have their pain assessed and managed. Healthcare providers have 
responded with an intensified focus on pain management, using pain medications such 
as opioids. Increased use of opioids also raises the possibility of adverse events. Opioids 
are considered a high-alert medication. These drugs have a heightened risk of caus-
ing significant patient harm if used in error. The most serious adverse effect of opioids 
is respiratory depression, which is often preceded by sedation. Several event reports 
submitted to ECRI Institute PSO suggest that patients receiving opioids are not being 
adequately assessed and monitored for respiratory depression.

“One of the problems is that sedation is not adequately understood,” says Stephanie 
Uses, Pharm.D., M.J., J.D., patient safety analyst at ECRI Institute PSO. Sedation is the 
most important indicator of respiratory depression, she says. Patients who show signs 
of sedation (e.g., frequently drowsy, drift off to sleep during conversation) may need a 
reversal agent (naloxone) to prevent them from progressing to respiratory depression.

Facilities should educate staff to assess patients for risk of respiratory depression, be 
aware of the risk of oversedation, recognize signs of opioid toxicity, and know what to 
do when such events occur, says Uses. Awareness starts with knowing who is at higher 
risk of opioid-induced respiratory depression. These high-risk patients include very 
young or elderly patients, patients with sleep apnea, and patients who are morbidly 
obese. Staff must also be aware of other possible scenarios that can increase the risk of 
respiratory depression, such as inappropriate dosing for the patient’s weight and insuf-
ficient time intervals between doses.

Clinicians, pharmacists, and nursing staff caring for patients taking opioids should 
also be aware of any other sedating drugs that the patient is taking, says Uses. Some-
times these drugs, such as muscle relaxants and antianxiety medications, are used 
in combination with opioids, resulting in a potentially dangerous mix of drugs that 
increases the patient’s risk of respiratory depression, as in the following event reported 
to ECRI Institute PSO:

A male patient in his 60s received a combination of opioids, a benzodiazepine [a central 
nervous system (CNS) depressant], and an antihistamine [another CNS depressant] during 
a 12-hour shift. The patient’s respiratory rate dropped to five to six breaths per minute. He 
required two doses of naloxone to counter the effects of the drugs.

Uses recommends that nurses administering opioids to patients use a four-point 
scale, called the Pasero Opioid-Induced Sedation Scale, to assess the patient’s condition 
and determine whether intervention is needed if the patient is frequently drowsy or 

Inadequate Monitoring for  
Respiratory Depression in Patients  
Taking Opioids
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ECRI Institute Resources
Feeling No Pain: Balance 

Pain Relief with Safety 
When Prescribing  
Opioids (PSO Monthly 
Brief, publicly available 
at http://www.ecri.org)

Pain Medication and PRN 
Orders (HRC System)

Pain Relief: How to Keep 
Opioid Administration 
Safe (ECRI Institute 
PSO’s PSO Navigator 
advisory)

Patient-Controlled  
Analgesia 
(HRC System)

To obtain ECRI Institute reports, 
contact us by telephone at  
(610) 825-6000, ext. 5891, or by 
e-mail at clientservices@ecri.org. 

groggy. “Along with a pain scale to see if a patient’s pain is controlled, you also want to 
look at sedation,” she explains.

Patient care staff cannot rely on technology alone to detect oversedation. Although 
patients who are administered opioids may be monitored with pulse oximetry, a tech-
nique to noninvasively monitor oxygen saturation, oxygen saturation only changes after 
respiration has become difficult. Capnography, or end-tidal carbon dioxide monitoring, 
is used as a reliable monitor of respiratory rate in anesthetized patients, but the technol-
ogy has not been widely deployed outside the operating room.

Assessment is particularly important during the first 24 hours after a patient is given 
opioids. “More patients are taking opioids, and some are patients who have never 
received opioids before,” says Uses. These patients are referred to as “opioid naïve.” Dur-
ing the first 24-hour period following opioid administration, caregivers must assess the 
patient’s tolerance for the drug as it reaches its peak effect, particularly if the patient has 
never taken opioids before. “The first 24 hours puts the patient, especially the opioid-
naïve patient, at greatest risk for oversedation,” says Uses.

If, during the 24-hour period, the patient is transferred from one setting to another—
say, from the emergency department to a care unit—information about any opioids 
given must be communicated during the handoff so caregivers at the next level of care 
can monitor for any sedating effects, says Uses. “The information should be given in the 
report. How much was given? When was it given?” Additionally, communicating infor-
mation about any pain medications given reduces the risk that the patient will be given 
additional pain medications upon arriving on the floor, says Uses.

http://www.ecri.org
mailto:clientservices%40ecri.org?subject=


©2014 ECRI Institute.APRIL 2014 23

Top 10 Patient Safety Concerns for Healthcare Organizations

Inadequate Reprocessing of Endoscopes  
and Surgical Instruments*

Because instrument reprocessing is “very process-oriented, healthcare organizations 
need to have good procedures in place to be sure all steps for cleaning and disinfect-
ing are happening,” says Keller. “If any step in the process is missing, problems can 
happen” with the transmission of infectious agents and the spread of diseases, such as 
hepatitis C, HIV, and tuberculosis, from contaminated instruments and devices.

Every day, healthcare facilities reprocess thousands of reusable surgical instruments 
and devices to be used for subsequent procedures. “If there is pressure to meet proce-
dure volume, we can see steps skipped to hasten the turnaround,” says Keller. One area 
in particular is adequately rinsing the instrument and allowing it to dry.

ECRI Institute has analyzed reports of reprocessing failures with flexible endoscopes, 
as well as reports of inadequate reprocessing of other instruments and devices, such as 
arthroscopy shoulder cannulas and surgical instrument trays.

In addition to consistent adherence to a multistep procedure, effective reprocess-
ing requires that appropriate reprocessing protocols be developed, documented, and 
followed for all relevant instrument models in a facility’s inventory. Staff need to be 
trained in these protocols, and they need adequate space, equipment, and instructional 
materials, as well as sufficient time, to perform the procedure correctly. Additionally, 
organizations must ensure adequate communication between departments that need the 
reprocessed devices reprocessed and the sterile processing department.

ECRI Institute Resources
Clear Channels: Ensuring 

Effective Endoscope 
Reprocessing (Health 
Devices Guidance 
Article)

ECRI Institute’s  
Top 10 Health  
Technology Hazards 
for 2014 (available 
online at https://www.
ecri.org/2014hazards)

Inadequately  
Reprocessed Instru-
ments: If It’s Dirty, 
How Can It Be Clean? 
(PSO Monthly Brief,  
publicly available at 
http://www.ecri.org)

Reprocessing in Central 
Service 
(HRC System)

Reprocessing of Flexible 
Endoscopes 
(HRC System)

Sterile Processing Depart-
ment’s Role in Patient 
Safety (ECRI Institute 
PSO’s PSO Navigator 
advisory)

To obtain ECRI Institute reports, 
contact us by telephone at  
(610) 825-6000, ext. 5891, or by 
e-mail at clientservices@ecri.org. 

*ECRI Institute’s top 10 list of patient safety concerns and its top 10 list of health technology hazards have three overlapping 
areas. Recommendations for preventing these patient safety risks appear in ECRI Institute’s report Top 10 Health Technology 
Hazards for 2014. A publicly available abridged version of this report is available online at https://www.ecri.org/2014hazards.

https://www.ecri.org/2014hazards
https://www.ecri.org/2014hazards
http://www.ecri.org
mailto:clientservices%40ecri.org?subject=
https://www.ecri.org/2014hazards
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The Seven Habits of an
Effective Compliance & Ethics 
Professional
Health Care Compliance Association
Compliance Institute
Lake Buena Vista, Florida

Daniel R. Roach, JD
General Counsel and Chief Compliance Officer, Optum360
April 19, 2015

The Challenge

2

• It’s a complicated world

• “We have good people”

• Boards & Management don’t know what to do

• Skewed Incentives

• Effectiveness requires courage and hard work

HCCA Compliance Institute

1.  Study Human Behavior

3

Ethics
- Perception
- Reality

 Cheating
 Resumes

 StealingS

 Reporting

- Culture:  the impact of authority and 
systems

HCCA Compliance Institute
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2.  Life-long Learning

4

• Study/work hard

• Read the newspaper

• Observe successful people

• View every challenge/mistake as a learning 
opportunity

• Solicit constructive feedback

HCCA Compliance Institute

3.  Position Yourself for Success

5

• Who/What am I?

• Why am I here?

• The authority dilemma

• Leverage

• Don’t take yourself too seriously

HCCA Compliance Institute

4.  Problem Solve

6

• Solutions or obstacles?

• Understand the problem

• Keep it simple

• Hire people __________________ and 
_____________________!

HCCA Compliance Institute
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5.  Align Incentives

7

Problem:  Incentives are skewed

Solution:

• Specific, measurable objectives
• Link to compensation
• Transparency
• Culture matters

Beware of the non-solution:  _________________

HCCA Compliance Institute

6.  Be Courageous

8

• Practice difficult/courageous conversations

• Listen carefully

• Think before you speak (send)

• Attack the problem, not the person

HCCA Compliance Institute

7.  Be a Role Model

9

• Talk and walk the talk

• Accept responsibility

• Stay calm (particularly in a crisis)

• Admit mistakes – the two most disarming words 
in the English language are “______________”

HCCA Compliance Institute
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Resources

10

Why It’s Hard to Be Good, Al Gini, Rutledge 2006 

The Lucifer Effect: Understanding How Good People Turn  

Evil, Philip Zimbardo, Random House 2008 

The Seven Signs of Ethical Collapse: How to Spot Moral  

Meltdowns in Companies . . . Before It’s Too Late,  

Marianne M. Jennings, J.D., St. Martin's Press 2006 

How to Pad Your Expense Report . . . And Get Away with It,  

Employee X, Easy Money Press 2005 

Crucial Conversations: Tools for Talking When Stakes are  

High, Kerry Patterson et. al., McGraw-Hill, 2002 

Difficult Conversations: How to Discuss What Matters Most,  

Douglas Stone et. al., Penguin Books 1999 

HCCA Compliance Institute

Resources

11

2013 Federal Sentencing Guidelines, Organizations.  

Chapter 8 – Part B. Remedying Harm from Criminal  

Conduct, and Effective Compliance And Ethics  

Programs. 

http://www.ussc.gov/guidelines-manual/2013/

2013-index-0

Building a Career in Compliance and Ethics. Joseph E. 

Murphy, Joshua H. Leet, Society of Corporate 

Compliance and Ethics, 2007. 

HCCA Compliance Institute

Thank you.
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Jeff Baird –JD, Brown & Fortunato, Inc

Cindy Matson ‐VP Corp Compliance, Sanford Health

Ruth Krueger – Compliance Manager, Sanford Health

Learning Objectives
 Examine the increasingly aggressive actions by the 
alphabet soup of CMS contractors, and how to respond.

 Review key challenges inherent in: the Medicare 
competitive bid program, joint ventures and 
subcontracting possibilities.

 Compare the definition of “marketing” under HIPAA 
Privacy Rule and the Anti‐kickback Statue (AKS). Discuss 
marketing strategies with consideration for the HIPAA 
Privacy Rule, AKS, the beneficiary inducement statute, 
and other potential federal and state anti‐fraud laws.

What type of company do you 
represent?

A. Hospital/Health 
System

B. Private/Family 
owned DME

C. Publically held 
DME

D. Insurer

E. Other
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How many employees work in your 
DME operation?

A. <20

B. 20‐50

C. 51‐100

D. >100

DME Overview
 Industry around for 35 years

Grew up unregulated

Little knowledge of what DME was

Didn’t hit the radar ‐little interest by federal 
government

Tides turned
 “Gaming the system”/Fraud examples surfaced
DME industry caught the interest of CMS, 
Congress, DOJ, OIG

 Pendulum swung way too far to right creating 
the “Perfect Storm” i.e.
 competitive bidding 
 post‐payment audits
 prepayment reviews
 stringent documentation requirements; and 
 lower reimbursement.   
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How long have you worked in DME?

A. <1

B. 1‐5

C. 6‐10

D. >10

E. DME? I’m in the 
wrong room!

Leave it to Beaver 
type of DME days 
of simple, relaxed, 
fee for service are 
gone…

…now enmeshed 
in the complexity 
of Modern 
Family

Not all bad news
Think outside the box

 23 million of the Greatest Generation 

 20 million of the Korean War generation

 78 million Baby Boomers (those born 
between 1946 and 1964).  
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Boomers
 Boomers are now retiring at the rate of 10,000 per 
day.  

 Boomers will live to be 85 years old and until they 
die, they expect to be running triathlons and going 
to Rolling Stones concerts.  

 Boomers do not expect to be living in long term care 
facilities.  

 Boomers will need what the DME industry has to 
offer. 

 Demand for DME will only increase exponentially. 

Other hot buttons do you want 
to discuss?
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Audits * Audits * Audits
The DME industry is drowning in audits!

DME MACs

CERT

RAC

ZPIC

SMIRC

Medicaid

Other Payers

Yes, it’s alphabet soup…

But where is the love?

DME MAC audits
 The 4 Regional Contractors do their own pre‐
pay and post‐pay audits.

 Increased audits as a response to CERT denial 
rates
 Focus on technical components of the file

 Date issues: document received dates, sequence 
dates

 Signatures

 Scrutiny re medical necessity, esp conflicts in the 
medical records
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CERT audits
CMS created CERT auditors to review MAC 
error rates

CERT = Comprehensive Error Rate Test

Denials always end up back at the provider

Error rates DME claims:
 FY 2003 13.6%

 FY 2006 7.8%

 FY 2009 51.9% ‐ spike in error rates due to strict enforcement of documentation 
requirements, and elimination of clinical review judgment

 FY 2012 66.0%

 FY 2013 58.2%

RAC audits
RAC = Recovery Audit Contractor
 CMS demo project 2005 – 2008, expanded to national coverage in 2010

 RACs are paid by getting a % of overpayments they identify

 Post‐pay audits, a lot of data mining. RACs keep approx. 15% of identified 
overpayments. Can go back 3 years.

 RACs expanding into Medicaid programs, required by CMS

 2010  DME focus – DOS overlaps inpatient stay

 2011  DME focus – inpatient stay (overpayments on 60,000 claims, $6,775,000 
overpayment); all denials $34,000,000 on 295,000 claims

 2012  $41,000,000 overpayment on 257,000 DME claims

 2013 $74,000,000 overpayment on 322,000 claims

ZPIC audits
 ZPICs = Zone Program Integrity Contractors 
(formerly PSCs, Program Safeguard 
Contractors)

 Investigates suspected fraud, waste, and abuse

 Can initiate full pre‐pay reviews; can 
extrapolate error rates

 ZPICs started in 2009

DME MACs can refer a provider to ZPICs if they 
suspect inappropriate behavior
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SMRC
SMRCs = Supplemental Medical Review 
Contractor

 Limited DME audits to date, but…

 Strategic is currently performing medical record review on 
the following projects:

 Y1P18/Y2P18 — Home Health Agency (HHA)

 Y2P24 — Diabetic Testing Strips (dx, modifiers, quantities, refills)

 Y2P29–OA1 and Y2P29–OA2 Home Health Agencies (HHAs): Outcome and Assessment 
Information Set (OASIS) for six (NE) New England States

 Y2P33 — Electrodiagnostic Testing

 Y2P34 — Clinician’s Services

 Y2P39 — Inpatient Psychiatric Facility Services

 Y3P69 – Diagnostic Radiology Services

NSC SACU
National Supplier Clearinghouse

Supplier Audit and Compliance Unit
 Primarily follow up on perceived violations of 
supplier standards

 Customer complaints
complaint protocol and log
warranty and returns

 Site visit irregularities
 Failure to respond to CMS requests

Other Medicare audits
CBIC – competitive bid contractor

 Secret shopper calls

 Customer complaint

 Possible violation of contracts
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Non‐Medicare payers
State Medicaid programs – and their own 
RAC contracts

Medicaid managed care, Medicaid waiver

Commercial Payers
all the big guys and many of the smaller ones…

Do you know your 
Medicare audit denial 
rate?

A. Yes

B. No

What to do?
RESPOND!

Failure to respond can result not just in 
claim denials or recoupments

Failure to respond is a violation of Medicare 
Supplier Standards, leading to possible 
revocation of supplier numbers

Respond even if just to say the claim should 
not be paid
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What to do
Organize your responses
1. Clear cover letters
2. Point out important/qualifying 

documentation
3. Submit in a logical order. 
4. Make it easy for the reviewer 

 Track your denial rates and reasons
 Implement corrective actions

What to do
Know your contracts

Know the medical policies and 
documentation requirements

Know your billing codes – and modifiers

Perform internal audits

Train your staff

Medicare Appeals
Redetermination – DME MAC

Reconsideration – QIC

ALJ

Medicare Appeals Council/Judicial Review

Need to focus on getting claims paid at the 
1st level, redetermination
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What is your success 
rate at overturning 
denials at the QIC 
(reconsideration)?

A. <10%

B. 10‐25%

C. 26‐50%

D. >50%

Is there a light at the end of the
Audit Tunnel? 

Marketing Hot Buttons for OIG
Kickbacks to those who can refer business

Fair market value

Telemarketing (harassment of beneficiaries)

Sales or marketer acting as decision maker

Compensation arrangements for salesperson 
or marketer

Over‐utilization 
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Medicare Anti‐kickback Statute 
(AKS)
42 U.S.C. § 1320a‐7b

 Remuneration to referral sources for items 
payable under federal healthcare programs

 Any thing of value (not just cash)

 Nominal value allowable($392 in 12 month period)

 Legitimate services (safe harbor)

Use of contracted sales reps

 Cannot be paid by commission or bonuses

 Believe employee’s activities are better supervised

Beneficiary Inducement Statute
42 U.S.C. § 1320a‐7a(a)

Remuneration to beneficiaries to influence 
their purchase of item or service covered 
under federal healthcare programs

 Nominal value ($10/item or $50/year)

Telephone Solicitation
42 U.S.C. § 1395m(a)(17)

Only allowable when

Written permission, or

 Previously provided item and call is in regards to 
that item, or

 Previously provided other item during the 
proceeding 15 months

CMS FAQs
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Stark (physician self‐referral)
42 U.S.C. § 1395nn

May not refer to Designated Health Service 
(DHS) that a physician has ownership in

DHS = DME, parenteral and enteral nutrients, 
prosthetics, orthotics and prosthetic devices and 
supplies, outpatient prescription drugs + others

HIPAA Privacy & Marketing
FAQ 291
Nothing in the Privacy Rule can be 
construed as amending, modifying, or 
changing other rules… specifically, fraud 
and abuse, self‐referral

 Violations where nurse and physical therapists 
act as marketers for DME companies

May meet “marketing” exception but 
nevertheless violate other statutes and 
regulations

Do you purchase business leads 
from a third party?

A. Yes

B. No

C. Don’t know
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Allowable or Not?
http://oig.hhs.gov/compliance/

Safe harbor regulations under AKS

 “bright line” tests that do not violate AKS

Advisory Opinion process

Describes specific circumstances and proposed 
arrangement

Special Fraud Alerts & Special Advisory 
Bulletins

Consider state specific statutes

OIG Compliance Guidance
http://oig.hhs.gov/authorities/docs/frdme.pdf

AKS & Self‐Referral Concerns

 Contracts with referral sources reviewed by counsel 
and comply with laws

 Do not submit claims for items or services as a result 
of violation of these laws

 Pay FMV only for rental space or supplies

 Do not offer gifts or other things of value to induce 
referrals or services

 Written policies and procedures that address this

OIG Compliance Guidance
 Marketing

 Non‐deceptive
 Marketing materials translated into other languages
 No cash incentives
 No waiver  coinsurance or offering of “free” services
 Do not promote items not reasonable or necessary
 Percentage arrangements for sales and marketing 
personnel

 No unsolicited phone calls
 Do not imply endorsement by Medicare of Social 
Security 

 Educate sales force regarding these concerns
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Marketing Schemes
Unsolicited orders for medical equipment or 
supplies with deceptive language (implies 
beneficiaries request for items)

Ads that indicate Medicare will pay 
physicians for referrals

Pre‐completed medical necessity forms to 
sign and date

RESULT: Face‐to‐face requirements
Medicare’s Learning Network  MM8304

Internet Advertising
Methods
 Coupons

 Ad hosting sites

 Pay‐per call or per click

Keep all rules in mind (AKS and assure 
FMV)

CMS believes may lead to services or items 
not medically necessary

AMA guidance

Pertinent OIG Documents
Diabetes, DME Supplier, Telemarketing 
Company & Owner Executives Agree to 
Exclusions in Settlement

Advisory Opinion 08‐19 – Pay per call/lead

 Special Fraud Alerts: 
 Telemarketing by DME Suppliers

 Rental of Space in Physician Offices by Persons or 
Entities to Which Physicians Refer

 Physician Liability for Certifications in the Provision 
of Medical Equipment and Supplies
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Joint Venture

Definition
 In its simplest terms, a joint venture is when 
two or more people or entities own 
something together

Avoidance of Kickback
A joint venture that is a “sweetheart deal” 
with a referral source violates the Medicare 
anti‐kickback statute
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Safe Harbors
 If an arrangement falls within a safe harbor, 
then the anti‐kickback statute is not 
violated

Small Investment Interest
Safe Harbor
Difficult for a joint venture to fit within the 
safe harbor

OIG Guidance
 If a joint venture does not fit into the Small 
Investment Interest safe harbor, then other 
OIG guidance must be considered
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Special Fraud Alert:
Joint Venture Arrangements
Sets out a list of factors that suggest that the 
joint venture is an attempt to disguise a 
kickback arrangement

OIG’s April 2013 Special 
Advisory Bulletin: Contractual 
Joint Ventures

Points out that the joint venture entity must 
have operational responsibilities and 
financial risk

Joint Venture With Hospital
Among other requirements:

The parties must invest risk capital in an 
amount equal to their percentage of ownership 
interests

Profits will be distributed on the basis of 
ownership percentages…not on the basis of 
business generated by the owner
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Have you discussed 
the possibility of a 
joint venture with a 
hospital?

A. Yes

B. No

Hot Button Issues:
Competitive Bidding

“Buying Into” a Competitive Bid 
Contract ‐ 100% Asset Purchase
Assume that XYZ Medical Equipment, Inc. 
is awarded a CB contract

 It can sell 100% of its assets to ABC Medical 
Equipment, Inc. and ask the CBIC to 
transfer the CB contract to ABC
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“Buying Into” a Competitive Bid 
Contract ‐ 100% Asset Purchase
XYZ must notify the CBIC of the anticipated 
sale

The parties must sign a Novation
Agreement

The CBIC can accept or reject ABC

“Buying Into” a Competitive Bid 
Contract ‐ Partial Asset Purchase
 Instead of purchasing 100% of XYZ’s assets, 
ABC can purchase those assets of XYZ that 
are associated with XYZ’s CB contract

All other requirements, pertaining to a 100% 
asset purchase, remain the same for a partial 
asset purchase

“Buying Into” a Competitive Bid 
Contract ‐ 100% Stock Purchase

Let’s assume that John Smith is the sole 
stockholder of XYZ

Smith can sell all of his stock to ABC.  As a 
result, XYZ becomes a wholly‐owned 
subsidiary corporation of ABC 
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“Buying Into” a Competitive Bid 
Contract ‐ 100% Stock Purchase
Subject to patient choice, ABC can refer its 
Medicare CB patients to XYZ

Because ABC and XYZ will be “commonly 
owned,” XYZ can ask the CBIC to add ABC’s 
PTAN to XYZ’s CB contract

“Buying Into” a Competitive Bid 
Contract ‐ 100% Stock Purchase
The “60 day notice” does not have to be 
given to the CBIC

A Novation Agreement is not required

XYZ will need to update its 855S with the 
NSC to show that ABC is XYZ’s new owner

“Buying Into” a Competitive Bid 
Contract ‐ 100% Stock Purchase
After the 855S is processed, XYZ will need to 
submit the Contract Supplier Location 
Update Form to the CBIC to have ABC’s 
PTAN added to the CB contract
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“Buying Into” a Competitive Bid 
Contract ‐ Partial Stock Purchase
 If ABC purchases 5% or more of XYZ’s stock, 
or vice versa, then under CB rules, ABC and 
XYZ will be “commonly owned”

“Buying Into” a Competitive Bid 
Contract ‐ Partial Stock Purchase
Assume that ABC purchases exactly 10% of 
XYZ’s stock

Once the NSC records reflect that ABC is a 
10% stockholder of XYZ, then XYZ will ask 
the CBIC to add ABC’s PTAN to XYZ’s CB 
contract

“Buying Into” a Competitive Bid 
Contract ‐ Partial Stock Purchase
This is accomplished by XYZ filing a 
Contract Supplier Location Update Form 
with the CBIC
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“Buying Into” a Competitive Bid 
Contract ‐ Partial Stock Purchase
 In the future, if ABC and XYZ desire to bid 
for the same product category in the same 
CBA, then they will have to submit one bid 
for both companies

Have you previously 
submitted for a 
competitive bid 
contract?

A. Yes

B. No

“Carve Out” of a 
Competitive Bid Contract
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“Carve Out” of a Competitive Bid 
Contract
On July 11, 2014, CMS published a proposed 
rule entitled “Revision to Change of 
Ownership Rules to Allow Contract 
Suppliers to Sell Specific Lines of Business”

The rule was finalized on November 6, 2014.  
It states: 

“Carve Out” of a Competitive Bid 
Contract
“For contracts issued in the Round 2 Recompete
and subsequent rounds…where a contract 
supplier sells a distinct company…that furnishes 
a specific product category or services a specific 
CBA, CMS may transfer the portion of the 
contract performed by that company to a new 
qualified entity…

When a CB Contract Supplier 
“Meets Capacity”
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When a CB Contract Supplier 
“Meets Capacity”
 In its bid submission, ABC Medical may 
have listed its capacity for walkers as 2000

However, ABC has quickly sold more than 
2000 walkers

ABC's bank will not provide any additional 
working capital to ABC

When a CB Contract Supplier 
“Meets Capacity”
How can ABC continue to sell walkers when 
it does not have the financial capacity to 
purchase additional inventory? 

Can ABC cease providing walkers?

When a CB Contract Supplier 
“Meets Capacity”
 The competitive bid rules state: “[a] 
contract supplier must agree to furnish 
items under its contract to any beneficiary 
who maintains a permanent residence in, or 
who visits, the CBA and who requests those 
items from that contract supplier”
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Termination of Competitive 
Bid Contract for Failure to 

Provide Products

Termination of Competitive Bid 
Contract for Failure to Provide 
Products
A common complaint is that a DME supplier 
is awarded a CB contract in multiple CBAs, 
but refuses to provide products to 
beneficiaries who reside out of the supplier’s 
traditional service area

Termination of Competitive Bid 
Contract for Failure to Provide 
Products
 On July 25, 2014, Congressman Tom Price, 
M.D. (GA‐06) and 137 other Representatives 
sent a letter to the OIG requesting that it 
conduct a study of regarding access
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Termination of Competitive Bid 
Contract for Failure to Provide 
Products
 In a December 22, 2014 letter to 
Representative Price, the OIG agreed to 
conduct a study 

Termination of Competitive Bid 
Contract for Failure to Provide 
Products
The CBIC also recognizes the problem

 In a January 2, 2015 letter to a contract 
supplier, the CBIC told the supplier that the 
CBIC would terminate the CB contract 
because the supplier was not furnishing all 
items as requested by Medicare patients

Subcontracting
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Introduction
The contract supplier must disclose the 
subcontract and related information within 
10 business days after the parties execute the 
contract

Responsibilities That Can Be 
Subcontracted
Contract suppliers may subcontract for (1) 
the purchase of inventory, (2) the delivery 
and set‐up of items, (3) patient and 
caregiver instruction, and (4) the repair of 
rented equipment

Avoiding Kickback Problems
An example of a subcontractor arrangement 
is where a supplier (that was not awarded a 
competitive bid contract) and wants to 
preserve its relationship with referral 
sources, seeks to become a subcontractor for 
a CB winner 
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Avoiding Kickback Problems
Under the subcontract agreement, the 
contract supplier will pay compensation to 
the subcontractor for services other than 
referring patients

 In structuring the compensation, it will be 
important for the parties not to violate the 
Medicare anti‐kickback statute

Are you currently a 
party to a subcontract 
agreement?

A. Yes

B. No

Expansion of Completive 
Bid Pricing
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Medicare expansion of bid rates
On 01/01/2016, CMS will apply bid pricing to non‐bid 
areas. 
 8 regions

 using bid data from CBAs in those regions, CMS will identify 
the new Regional Single Payment Amounts (RSPAs) that will 
then apply to the non‐bid zip codes in that region. The RSPAs 
will be no lower than 90% of the average SPA for the region, 
and no higher than 110%.

This will be phased‐in: 
 Dates Of Service 01/01/2016 – 06/0/2016 rates will be 
50% of the current fee schedule/50% of the adjusted 
RSPA. 

 DOS 07/01/2016 and after will be the RSPA

Medicare expansion of bid rates
 Rural areas ‐ any zip code where at least 50% of the area in that 

zip code is outside a rural area – in any state will be priced at the 
RSPA ceiling.

 Some items (lower utilization) that were in the Round 1 Re‐bid 
but not included in the Round 2 bid or Round 1 re‐compete, will 
use the R1Rebid amounts to set the fees 

 WC options used on different bases: CMS will use a weighted 
average of the SPAs for that code across categories. Weighting 
will be an average of the SPAs based on allowed claims for all the 
categories, then applied to that code. One new price per code: “it 
is administratively burdensome and unnecessary to have more 
than one fee for the same item”. (No exception for options used 
on complex wheelchair bases)

New ‘bundling’ bid programs
 CMS will initiate 3 new demonstration bid 
programs in 12 new CBAs out of 80 possibilities 
(population over 250,000 with at least 20,000 
Medicare beneficiaries)

 The 12 CBAs for these projects will be areas that 
are NOT Round 1 or Round 2 CBAs.

 Time frame not established yet. Education and 
bid process could start in 2015; start date could 
be in 2016

 There won’t be overlap between “A” and “B”.
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Medicare bundling program”A”
 Standard Power Wheelchairs and CPAP
 Under bundling, contracted Wheelchair providers 
will be paid a flat monthly rental rate, continuously 
(no cap) that will include the power base chair, 
options, and all service/maintenance. 

 Under bundling, contracted CPAP providers will be 
paid a flat monthly rental rate, continuously (no 
cap) that will include the CPAP and all related 
accessories

 Actual codes that will be bundled have not been 
spelled out yet

Medicare bundling program “B”
 Bundling “B”:

 Std Power WCs remain on 13 month capped 
rental, but providers will be required to service 
the chairs they provide, during the contract 
period.

Editorial comment: I have no idea what this 
means in real life…

Additional considerations…..
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Hot Button: HIPAA 
Privacy Concerns

HIPAA ‐ acquisitions
How do you manage contacting customers and 
transferring files in an acquisition?
 Stock vs asset transaction

Who can call who

Obtaining consents

Managing rental conversions

HIPAA – social media
 Fine line to walk when using social media

How do you publicly respond to negative posts 
while still maintaining HIPAA compliance

How do you monitor all the social media sites

 Is it possible to be active with social media 
without compromising privacy concerns

What if a customer posts a negative photo or 
video?
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HIPAA – complaints
 Customers sometimes enlist external help with 
a complaint

 Local TV and newspapers
 Better Business Bureau
 State agencies
Advocacy Groups
 Social Media

How do you respond without compromising 
privacy?

More Questions?
Paula.Koenig@numotion.com

 Jeff Baird jbaird@bf‐law.com

Cindy.Matson@sanfordhealth.org

Ruth.Krueger@sanfordhealth.org
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Frequently Asked Questions on Durable Medical Equipment, Prosthetics, 

Orthotics, and Supplies (DMEPOS) 2015 Medicare Payment Final Rules 
(CMS-1614-F) 

 
 
Adjusting DMEPOS Payment Amounts Using Competitive Bidding Information– 
42 CFR 414.210(g) 
 
1Q. Will the adjustments to the DMEPOS fee schedule amounts be phased in? 
 
1A.  Yes. The adjustments to the DMEPOS fee schedule amounts will be phased in 
as follows: 

• January 1, 2016:  
50% unadjusted fee schedule amount/50% adjusted fee schedule 
amount 

• July 1, 2016:  
100% adjusted fee schedule amount 

 
2Q. When CMS uses competitive bidding information to adjust the DMEPOS fee 
schedule amounts in accordance with the methodologies established under this 
rule, would the bid limits for competitions under the competitive bidding 
program(s) that begin after the adjusted fee schedule amounts are implemented 
be based on the adjusted fee schedule amounts? 
 
2A.Yes. This issue is discussed in the November 6, 2014, Federal Register at 79 FR 
66232.  The payment amounts that would be adjusted in accordance with 
sections 1834(a)(1)(F)(ii) and (iii) of the Act for DME, section 1834(h)(2)(H)(ii) of 
the Act for orthotics, and section 1842(s)(2)(B) of the Act for enteral nutrients, 
supplies, and equipment shall be used to limit bids submitted under future 
competitions and DMEPOS competitive bidding programs (CBPs) in accordance 
with regulations at § 414.414(f). Section 1847(b)(2)(A)(iii) of the Act prohibits the 
awarding of contracts under a CBP unless total payments made to contract 
suppliers in the competitive bidding area (CBA) are expected to be less than the 
payment amounts that would otherwise be made.  In order to assure savings 
under a CBP, the fee schedule amount that would otherwise be paid is used to 
limit the amount a supplier may submit as their bid for furnishing the item in the 
CBA.  The payment amounts that would be adjusted in accordance with sections 
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1834(a)(1)(F)(ii) and (iii) of the Act for DME, section 1834(h)(2)(H)(ii) of the Act for 
orthotics, and section 1842(s)(2)(B) of the Act for enteral nutrients, supplies, and 
equipment would be the payment amounts that would otherwise be made if 
payments for the items and services were not made through implementation of a 
CBP. Therefore, the adjusted fee schedule amounts would become the new bid 
limits. 
  
3Q. In some cases, an accessory identified by a Healthcare Common Procedure 
Coding System (HCPCS) code that can be furnished for use in conjunction with 
different types of base equipment has been included in CBPs for use with some 
but not all of the different types of base equipment that are furnished in 
conjunction with the accessory.  Will the fee schedule amounts for the HCPCS 
code for the accessory be adjusted based on the single payment amounts (SPAs) 
established for the accessory for use with certain base equipment, and will the 
fee schedule amounts for the accessory that are adjusted based on the SPAs be 
used in paying all claims for the accessory, regardless of which type of base 
equipment the beneficiary is using in conjunction with the accessory? 
 
3A. In these cases, the fee schedule amounts for the accessory will be adjusted 
based on the methodologies set forth in the final rule.  Effective July 1, 2016, after 
the 6-month phase in period, Medicare will no longer have different fees for the 
same accessory when used with different types of base equipment if the HCPCS 
code for the accessory does not limit what type of base equipment the item can 
be used in conjunction with and if SPAs have been established for the 
accessory.  The fee schedule amounts for the accessory will be the same 
regardless of what type of base equipment the item is used in conjunction with. 
 
For example, certain wheelchair accessories, such as a power seating system, are 
used with both Group 2 complex rehabilitative power wheelchairs and Group 3 
complex rehabilitative power wheelchairs. SPAs were established for many of 
these accessories under a product category for Group 2 complex rehabilitative 
power wheelchairs and related accessories.  The fee schedule amounts for these 
accessories will be adjusted based on the SPAs established for these items under 
CBPs for Group 2 complex rehabilitative power wheelchairs and related 
accessories.  The adjusted fee schedule amounts will be used in paying claims for 
these accessories when they are furnished for use with either Group 2 or Group 3 
complex rehabilitative power wheelchairs.  The codes and Medicare allowed 
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payment amounts for the accessories are separate from the codes and Medicare 
allowed payment amounts for the wheelchairs they are furnished in conjunction 
with, and the codes for the accessories do not specify that the accessory is only 
for use with certain types of complex rehabilitative power wheelchairs. 
 
4Q.  When will the rural area zip code file be available? 
 
4A. The file is under development for use in establishing the 2016 DMEPOS fee 
schedule and will be available to the public some time in 2015.   
 
5Q: How often will the list of zip codes that meet the definition of rural area be 
updated? 
 
5A: Changes to the list of zip codes designated as rural areas could occur 
whenever zip code areas and numbers are changed, whenever Metropolitan 
Statistical Areas (MSAs) are changed, or whenever low population density areas 
are excluded from an MSA(s) in the course of determining the boundaries of a 
competitive bidding area (CBA).  The list of zip codes that meet the definition of 
rural area would be revised if one of these changes impacts the list of zip codes 
that are defined as rural areas. Any updates to the list of zip codes would most 
likely occur on a quarterly basis.   
 
6Q. The final rule (79 FR 66258, Nov. 6, 2014) discusses “approximately half of the 
DMEPOS items” are furnished to Medicare patients “residing outside existing 
CBAs.”  Does this mean that approximately 50 percent of Medicare spending on 
DMEPOS is outside of Round 1 and Round 2 zones? 
 
6A. Yes, this is a reasonable assumption based on the data available. 
 
NEW 
 
7Q:   Which Single Payment Amounts (SPAs) will be used to calculate the adjusted 
fee schedule amounts for use in paying claims for dates of service January 1, 2016 
through June 30, 2016? 
 
7A:   For most items, SPAs that went into effect on July 1, 2013, under Round 2 
competitive bidding programs and/or SPAs that went into effect on January 1, 
2014, under Round 1 competitive bidding programs will be used to make the 
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adjustment to the DMEPOS fee schedule amounts that take effect on January 1, 
2016.   
 
For items that were only included in the Round 1 competitive bidding programs 
from January 1, 2011 thru December 31, 2013, the SPAs from these programs, 
increased by the percentage change in the Consumer Price Index for all Urban 
Consumers (CPI-U) for the 24-month period ending June 30, 2015, will be used for 
the fee schedule adjustments that take effect on January 1, 2016.  These amounts 
will continue to be increased on an annual basis each January (e.g., January 1, 
2017) based on the percentage change in the CPI-U for the 12-month period 
ending June 30 if the preceding year.  
 
8Q:   Which SPAs will be used to calculate the adjusted fee schedule amounts for 
use in paying claims for dates of service beginning July 1, 2016? 
 
8A:   For most items, SPAs that take effect on July 1, 2016, under Round 2 
competitive bidding programs and/or SPAs that went into effect on January 1, 
2014, under Round 1 competitive bidding programs will be used for the 
adjustments to the DMEPOS fee schedule amounts that take effect on July 1, 
2016. 
 
9Q:  How often will the fee schedule amounts be adjusted to take into account 
new or revised SPAs after July 1, 2016? 
 
9Q:  The fee schedule amounts are adjusted each time new SPAs are established 
or existing SPAs are revised based on new competitions.  As a general rule, the 
adjustments to the fee schedule amounts based on new or revised SPAs would 
take effect on the date the new or revised SPAs take effect. 
 
Payment Rules for Standard Power Wheelchairs and Continuous Positive Airway 
Pressure (CPAP) Devices and Under Certain Competitive Bidding Programs– 42 
CFR 414.409 
 
1Q. Is CMS required to phase in these special payment rules now that the 
regulation is final? 
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1A.  No.  Although a regulation has been updated to allow the phase in of the 
special payment rules in certain CBPs, decisions regarding whether or not these 
rules are phased in and when is at the discretion of CMS and the Secretary of 
Health and Human Services. 
 
2Q. When will CBPs be phased in for standard power wheelchairs and/or 
Continuous Positive Airway Pressure (CPAP) devices using the special payment 
rules? 
 
2A. The timeframe for when CBPs will be phased in for standard power 
wheelchairs and/or CPAP devices using the special payment rules has not been 
announced. 
 
3Q. How many CBPs will be phased in for standard power wheelchairs and/or 
CPAP devices using the special payment rules? 
 
3A. Two separate and distinct special payment rules will apply to certain CBPs.  
One rule would require payment on a continuous rental basis for standard power 
wheelchairs and CPAP devices.  Under a continuous rental CBP, a bundled 
monthly payment amount will provide reimbursement for the wheelchair base, all 
related accessories, and all maintenance and servicing during the contract period 
for as long as medical necessity continues.  The second rule related to standard 
power wheelchairs would make payment on a capped rental basis but with a 
requirement that a contract supplier provide any necessary maintenance and 
servicing of standard power wheelchairs  furnished by the supplier during the 
contract period.  The two special payment rules for power wheelchairs will not be 
implemented in the same CBP or Competitive Bidding Area (CBA).  In accordance 
with the final rule (79 FR 66234), the special payment rules will be phased in no 
more than 12 CBAs in total.  That is, the phase in of one or both of the special 
payment rules would not occur in more than 12 CBPs/CBAs combined.  As a 
hypothetical example, if the first rule is implemented in 8 CBAs and the second 
rule is implemented in 4 CBAs, this totals to 12 CBAs; thus the phase in of the two 
special payment rules in additional CBAs in excess of these 12 would not be 
possible under the current regulation. 
 
NEW 
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4Q. How will bid limits be established for competitions involving the special 
payment rules? 
 
4A. The regulations  for establishing  bid limits for competitions involving the 
special payment rules are located at 42 CFR 414.412(b).  Additional preamble 
discussion can be found in the July 11, 2014 notice of proposed rule (79 FR 
40295).  Per section 42 CFR 414.412(b)(3), the bids submitted for standard power 
wheelchairs paid on a bundled, continuous monthly rental basis cannot exceed 
the average monthly payment for the bundle of items and services that would 
otherwise apply.   
 
Per section 42 CFR 414.412(b)(4), the bids submitted for CPAP devices paid on a 
bundled, continuous monthly rental basis cannot exceed the 1993 fee schedule 
amounts for CPAP devices, increased by the annual fee schedule updates (i.e. up 
to the year in which the competition begins). See chart below. Medicare paid on a 
bundled, continuous monthly rental basis for CPAP devices from 1989 thru 1993.  
 

BUNDLED CPAP RATES BY STATE (continued below) 

Year 

Covered 
Item 
Update 

Ceiling 
Amount¹ GA ID KS KY MO MS NY 

1993 Base $122.25 $114.99 $115.48 $116.09 $115.57 $116.88 $118.39 $104.10 
1994 3.0% $125.92 $118.44 $118.94 $119.57 $119.04 $120.39 $121.94 $107.22 
1995 2.5% $129.07 $121.40 $121.91 $122.56 $122.02 $123.40 $124.99 $109.90 
1996 3.0% $132.94 $125.04 $125.57 $126.24 $125.68 $127.10 $128.74 $113.20 
1997 2.8% $136.66 $128.54 $129.09 $129.77 $129.20 $130.66 $132.34 $116.37 
1998 0.0% $136.66 $128.54 $129.09 $129.77 $129.20 $130.66 $132.34 $116.37 
1999 0.0% $136.66 $128.54 $129.09 $129.77 $129.20 $130.66 $132.34 $116.37 
2000 0.0% $136.66 $128.54 $129.09 $129.77 $129.20 $130.66 $132.34 $116.37 
2001 3.7% $141.72 $133.30 $133.87 $134.57 $133.98 $135.49 $137.24 $120.68 
2002 0.6% $142.57 $134.10 $134.67 $135.38 $134.78 $136.30 $138.06 $121.40 
2003 1.1% $143.28 $134.77 $135.34 $136.05 $135.45 $136.98 $138.75 $122.01 
2004 0.0% $143.28 $134.77 $135.34 $136.05 $135.45 $136.98 $138.75 $122.01 
2005 0.0% $143.28 $134.77 $135.34 $136.05 $135.45 $136.98 $138.75 $122.01 
2006 0.0% $143.28 $134.77 $135.34 $136.05 $135.45 $136.98 $138.75 $122.01 
2007 0.0% $143.28 $134.77 $135.34 $136.05 $135.45 $136.98 $138.75 $122.01 
2008 0.0% $143.28 $134.77 $135.34 $136.05 $135.45 $136.98 $138.75 $122.01 
2009 -9.5% $129.67 $121.97 $122.48 $123.13 $122.58 $123.97 $125.57 $110.42 
2010 0.0% $129.67 $121.97 $122.48 $123.13 $122.58 $123.97 $125.57 $110.42 
2011 -0.1% $129.54 $121.85 $122.36 $123.01 $122.46 $123.85 $125.44 $110.31 
2012 2.4% $132.65 $124.77 $125.30 $125.96 $125.40 $126.82 $128.45 $112.96 
2013 0.8% $133.71 $125.77 $126.30 $126.97 $126.40 $127.83 $129.48 $113.86 
2014 1.0% $135.05 $127.03 $127.56 $128.24 $127.66 $129.11 $130.77 $115.00 
2015 1.5% $137.08 $128.94 $129.47 $130.16 $129.57 $131.05 $132.73 $116.73 
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          BUNDLED CPAP RATES BY STATE (continued) 

 

Year 

Covered 
Item 
Update OH OR TN VA WV WY 

Floor 
Amount² 

 1993 Base $112.76 $113.76 $116.54 $110.33 $114.76 $104.53 $103.91 
 1994 3.0% $116.14 $117.17 $120.04 $113.64 $118.20 $107.67 $107.03 
 1995 2.5% $119.04 $120.10 $123.04 $116.48 $121.16 $110.36 $109.71 
 1996 3.0% $122.61 $123.70 $126.73 $119.97 $124.79 $113.67 $113.00 
 1997 2.8% $126.04 $127.16 $130.28 $123.33 $128.28 $116.85 $116.16 
 1998 0.0% $126.04 $127.16 $130.28 $123.33 $128.28 $116.85 $116.16 
 1999 0.0% $126.04 $127.16 $130.28 $123.33 $128.28 $116.85 $116.16 
 2000 0.0% $126.04 $127.16 $130.28 $123.33 $128.28 $116.85 $116.16 
 2001 3.7% $130.70 $131.86 $135.10 $127.89 $133.03 $121.17 $120.46 
 2002 0.6% $131.48 $132.65 $135.91 $128.66 $133.83 $121.90 $121.18 
 2003 1.1% $132.14 $133.31 $136.59 $129.30 $134.49 $122.50 $121.79 
 2004 0.0% $132.14 $133.31 $136.59 $129.30 $134.49 $122.50 $121.79 
 2005 0.0% $132.14 $133.31 $136.59 $129.30 $134.49 $122.50 $121.79 
 2006 0.0% $132.14 $133.31 $136.59 $129.30 $134.49 $122.50 $121.79 
 2007 0.0% $132.14 $133.31 $136.59 $129.30 $134.49 $122.50 $121.79 
 2008 0.0% $132.14 $133.31 $136.59 $129.30 $134.49 $122.50 $121.79 
 2009 -9.5% $119.59 $120.65 $123.61 $117.02 $121.71 $110.86 $110.22 
 2010 0.0% $119.59 $120.65 $123.61 $117.02 $121.71 $110.86 $110.22 
 2011 -0.1% $119.47 $120.53 $123.49 $116.90 $121.59 $110.75 $110.11 
 2012 2.4% $122.34 $123.42 $126.45 $119.71 $124.51 $113.41 $112.75 
 2013 0.8% $123.32 $124.41 $127.46 $120.67 $125.51 $114.32 $113.65 
 2014 1.0% $124.55 $125.65 $128.73 $121.88 $126.77 $115.46 $114.79 
 2015 1.5% $126.42 $127.53 $130.66 $123.71 $128.67 $117.19 $116.51 
 

          ¹Ceiling: AL, AZ, CT, IL, IN, ME, MD, MA, MI, MT, NV, NH, NM, ND, OK, RI, SC, SD, UT, VT, WA, WI 
²Floor: AR, CA, CO, DE, DC, FL, IA, LA, MN, NE, NJ, NC, PA, TX 

    
 
5Q:  How long would the contract periods be for competitive bidding programs 
phased in using the special payment rules at 42 CFR 414.409? 
 
5A:  No more than 3 years as mandated by section 1847(b)(3)(B) of the Social 
Security Act. 
 
6Q:  What are the specific items included in the standard power wheelchair and 
CPAP bundled rates? 
 
6A:  In accordance with regulations at 42 CFR 414.412(b)(4), the bids submitted 
for CPAP devices paid in accordance with the special continuous rental payment 
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rule cannot exceed the 1993 fee schedule amounts for the CPAP device, increased 
by the covered item fee schedule update  factors.  The 1993 fee schedule 
amounts for CPAP devices were for the continuous rental of the equipment and 
included payment for all related accessories.  Therefore, the items included in the 
bundled, continuous, monthly rental payment rate for CPAP devices would 
include the CPAP equipment and all related accessories, as was the case prior to 
1994. 
 
For standard power wheelchairs, the items included in any competitions where 
the standard power wheelchairs are paid in accordance with the special 
continuous rental payment rule would be specified by no later than the time the 
competitions are announced. 
 
7Q:  In the competitive bidding programs using a bundled, continuous rental 
basis, does the supplier have to provide maintenance, servicing and repairs for 
the reasonable useful lifetime of the item? 
 
7A:  No, the beneficiary can change suppliers. Suppliers must keep the item in 
good working for each month the supplier furnishes the item to the beneficiary. 
 
8Q:  How is the cost of maintenance, servicing and repairs incorporated under the 
two separate special payment rules? 
 
8A:  The cost of maintenance, servicing and repairs is included in the supplier bids 
used in calculating the single payment amounts. 
 
9Q:  In the competitive bidding programs using a bundled, continuous rental 
basis, what happens if the contract period ends and the contracts are not re-
competed or the patient moves out of the CBA to an area where the special 
payment rules do not apply? 
 
9A:  The payment method would revert to the DMEPOS fee schedule developed 
under the standard payment rules and a new capped rental period of continuous 
use would begin the item assuming medical necessity for the CPAP device or 
power wheelchair is established based on new medical necessity documentation.   
 
NEW 
Definition of Minimal Self-Adjustment of Orthotics under Competitive Bidding 
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1Q. CMS proposed a revision to the definition of “minimal self-adjustment” at 42 
CFR 414.402 of the Federal regulations, specifically to expand on the part of the 
definition related to individuals who have specialized training that enables them 
to furnish orthotics beyond those that require minimal self-adjustment (e.g., 
custom fitted orthotics).  This proposed revision was not finalized.  Does this 
mean that the guidance regarding which individuals have specialized training that 
enables them to furnish custom fitted orthotics is not valid? 
 
1A. No. The guidance regarding which individuals have specialized training that 
enables them to furnish custom fitted orthotics remains in effect.  Although the 
regulation was not updated to reflect this guidance, it remains in effect under the 
Durable Medical Equipment Medicare Administrative Contractor (DME MAC) 
articles discussing when orthotics can be considered custom fitted and coded 
using HCPCS codes specific to custom fitted orthotics. The DME MACs have 
discretion to define what constitutes custom fitting for accurate coding and 
payment of claims.   It also remains in effect under Appendix C of the DMEPOS 
Quality Standards related to specialized training necessary for furnishing custom 
fitted orthotics. 
 
 



HCCA 2015 COMPLIANCE 

INSTITUTE 
 
 
 
 

WALT DISNEY WORLD SWAN AND DOLPHIN 

RESORT 
LAKE BUENA VISTA, FL 

APRIL 19-22, 2015 
 
 
 
 
 
 
 
 

AN INDUSTRY IN TRANSITION: HOT 

BUTTON ISSUES FACING DMEPOS 

SUPPLIERS 
 
 
 

 
 
 
 
 
 

 
PRESENTED BY: 

 
JEFFREY S. BAIRD, ESQ., BROWN & FORTUNATO, P.C. 

PAULA KOENIG, CHC, CORPORATE COMPLIANCE OFFICER, NUMOTION 
RUTH KRUEGER, MA, CHC, ENTERPRISE COMPLIANCE PROGRAM MANAGER, SANFORD HEALTH 

CINDY MATSON, CPC, CHC, VP CORPORATE COMPLIANCE, SANFORD HEALTH 



 
AN INDUSTRY IN TRANSITION: HOT BUTTON ISSUES FACING DMEPOS 

SUPPLIERS 
 
 

Introduction 
 

The DME industry, in its present form, has been around for about 35 years.  The industry 
grew up unregulated.  35 years ago, hardly anybody on Capitol Hill, and hardly anybody with 
HCFA (now CMS) knew what DME suppliers did.  So little money was paid to the DME 
industry (e.g., as compared to money paid to hospitals and physicians), that the DME industry 
did not appear on the government's radar screen. 
 

While the vast majority of DME suppliers were honest and caring, there was a minority 
of suppliers that committed fraud.....they were intent on "gaming the system."  This is not unique 
to DME suppliers.  Physicians, politicians, attorneys and televangelists do the same thing.  
Unfortunately, the honest suppliers do not garner the press; an honest supplier does not make for 
an interesting story.  The small group of dishonest players received the press.  And the stories 
were salacious. 
 

The public started seeing stories of fraudsters in Houston and south Florida.  The DME 
industry, in turn, became "low hanging fruit" for CMS, Capitol Hill, the Department of Justice, 
and the OIG.  Railing against the small number of dishonest DME suppliers made for interesting 
sound bites.  The DME industry caught the attention of government regulators.  
 

As the government is want to do, it overreacted.  The pendulum swung way too far to the 
right. Within a relatively short period of time, the DME industry was caught in a "perfect storm" 
of (i) competitive bidding; (ii) post-payment audits; (iii) prepayment reviews; (iv) stringent 
documentation requirements; and (v) lower reimbursement.    
 

Back in the "Leave it to Beaver" days, it was relatively easy for a DME supplier to make 
money.  The supplier would sell a product to the Medicare patient and Medicare would pay the 
supplier more than the supplier's cost.  Those days are gone.  "Leave it to Beaver" has been 
replaced by "Modern Family." The old Medicare fee-for-service model is antiquated. A DME 
supplier can no longer survive by billing Medicare under the low reimbursement rates, 
particularly when the supplier knows that a portion of the money may be taken back pursuant to 
a post-payment audit.  
 

In order to survive, the DME supplier must think outside the box.  While this is sobering, 
there is good news.  There were 23 million of the Greatest Generation and there were 20 million 
of the Korean War generation.  Compare those two figures to the 78 million Baby Boomers 
(those born between 1946 and 1964).  Boomers are now retiring at the rate of 10,000 per day.  
Boomers will live to be 85 years old and until they die, they expect to be running triathlons and 
going to Rolling Stones concerts.  Boomers do not expect to be living in long term care facilities.  
Unfortunately for Boomers, they are also human and their bodies will start breaking down when 
they reach 70.  Boomers will need what the DME industry has to offer.  This is a long way of 
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saying that the demand for DME will only increase exponentially.  Coupled with this is the fact 
that Boomers expect to pay for a portion of their health care out-of-pocket.  In addition, for a 
Boomer, his/her most precious asset is time.  Many Boomers will not want to waste their time 
having to fulfill Medicare reimbursement requirements.  The Boomer will pull out his/her 
American Express and simply pay for the item. 
 
So what does all of this mean for the DME supplier in 2015?  It means that there will be a great 
demand for what the supplier has to offer.  However, the supplier will have to be creative in 
meeting that demand and getting paid.  In short, the market outlook for 2015 is good for the 
DME industry.....and the market outlook will only get better in the years ahead as the Boomers 
age.  The DME supplier will need to be innovative as it meets the growing demand for DME.  
These materials will discuss the “hot button” issues facing DME suppliers. 
 

Legal Guidelines for Marketing 
 

The lifeblood of any successful business is innovative marketing and building referral 
networks.  However, unlike non-healthcare industries, the federal government has set out a 
number of restrictive guidelines that DME companies must follow. 

 
Under the Medicare anti-kickback statute (42 U.S.C. § 1320a-7b), it is a felony for a 

provider to knowingly or willfully offer or pay any remuneration to induce a person to refer a 
person for the furnishing or arranging for the furnishing of any item for which payment may be 
made under a federal health care program, or the purchase or lease or the recommendation of the 
purchase or lease of any item for which payment may be made under a federal health care 
program. 
 

The beneficiary inducement statute (42 U.S.C. § 1320a-7a (a)), imposes civil monetary 
penalties upon a provider that offers or gives remuneration to any Medicare beneficiary that the 
offeror knows, or should know, is likely to influence the recipient to order an item for which 
payment may be made under a federal or state health care program.  This statute does not 
prohibit the giving of incentives that are of “nominal value.”  The OIG defines “nominal value” 
as no more than $10.00 per item or $50.00 in the aggregate to any one beneficiary on an annual 
basis.  “Nominal value” is based on the retail purchase price of the item. 
 

Under the telephone solicitation statute (42 U.S.C. § 1395m(a)(17)), a DME supplier may 
not contact a Medicare beneficiary by telephone regarding the furnishing of a covered item 
unless (i) the beneficiary has given written permission for the contact, or (ii) a supplier has 
previously provided the covered item to the beneficiary and the supplier is contacting the 
beneficiary regarding the covered item, or (iii) if the telephone contact is regarding the 
furnishing of the covered item other than an item already furnished to the beneficiary, the 
supplier has furnished at least one covered item to the beneficiary during the preceding 15 
months. 
 

The Stark physician self-referral statute (42 U.S.C. § 1395nn)) provides that if a 
physician has a financial relationship with an entity providing designated health services 
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(“DHS”), then the physician may not refer patients to the entity unless one of the statutory or 
regulatory exceptions applies.  Designated health services include (i) durable medical equipment, 
(ii) parenteral and enteral nutrients, (iii) prosthetics, orthotics and prosthetic devices and 
supplies, and (iv) outpatient prescription drugs, among others. 
 

Safe harbor regulations issued under the anti-kickback statute provide “bright line” tests 
defining arrangements that do not violate the statute.  If a business arrangement clearly falls 
within a safe harbor, then it is not violative of the anti-kickback statute.  If the arrangement does 
not clearly fall within a safe harbor, then it must be examined in light of the anti-kickback statute 
and related court decisions to determine if it violates the statute. 
 

A provider may submit to the OIG a request for an advisory opinion concerning a 
business arrangement that the provider has entered into or wishes to enter into in the future.  In 
response, the OIG will issue an advisory opinion concerning whether or not there is likelihood 
that the arrangement will implicate the anti-kickback statute. 

 
The OIG publishes Special Fraud Alerts and Special Advisory Bulletins that discuss 

business arrangements that the OIG believes may be abusive, and educate providers concerning 
fraudulent and/or abusive practices. 
 

All states have enacted statutes prohibiting kickbacks, fee splitting, patient brokering, or 
self-referrals.  Some state statutes apply only when the payer is a state health care program, while 
other statutes apply regardless of the identity of the payer. 
 

Building a Referral Network 
 
Providing Gifts and “Other Things of Value” to Physicians 
 
The DME supplier can provide gifts, entertainment, trips, meals, and similar items to a physician 
so long as the combined values of all of these items do not exceed $392 in a 12 month period.  
The DME supplier can pay the physician for legitimate services so long as the arrangement 
complies with the Personal Services and Management Contracts safe harbor and the Personal 
Services exception to Stark. 
 
Joint Venture With Hospital 
 
Assume that ABC Medical Equipment, Inc. is a local DME supplier.  Assume that St. Mary’s 
Hospital is a local hospital that wants to get into the DME business.  The two entities decide to 
form a joint venture.  Such a joint venture can be structured in different ways.  Here are some 
concrete steps that can be taken to set up one type of joint venture. 
 

• ABC will initially set up and own 100% of St. Mary’s Medical Equipment, Inc. 
(“SMME”). 

 
• SMME will obtain a surety bond, accreditation, state licensure, and a PTAN. 
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• When a PTAN is issued to SMME, then SMME will sell stock to St. Mary’s that will 
result in St. Mary’s owning an equity interest in SMME.  The purchase price for the stock 
will be fair market value. 

 
• SMME will need to have operational responsibilities and financial risk.  For example, 

SMME will (i) own delivery vehicles, (ii) employ delivery drivers, (iii) purchase and 
maintain inventory, and (iv) employ patient/documentation intake personnel.  ABC can 
provide some services to SMME such as billing services and after-hour emergency repair 
services; SMME will need to pay fair market value compensation to ABC for the 
services. 

 
• Assume that St. Mary’s owns 25% of SMME.  Profit distribution to St. Mary’s will be 

based on 25% of net profits.  St. Mary’s will have no obligation to refer patients to 
SMME.  In the event that St. Mary’s does refer patients to SMME, then St. Mary’s will 
need to insure patient freedom of choice. 

 
Consignment Arrangement with Hospital Emergency Room 
 

In a typical consignment arrangement with a hospital ER, (i) the DME supplier will place 
orthotic products (e.g., braces) in a “closet” in the hospital ER; (ii) the physician will order a 
product, such as a brace, for the patient to wear home … and utilize in the home; (iii) at the time 
of discharge, the hospital staff will pull the brace out of the consignment “closet” and place it on 
the patient; (iv) the patient will wear the brace home; and (v) the DME supplier will collect the 
required documents and bill for the brace. 
 

42 CFR § 411.15(m)(1), the outpatient bundling regulation, provides that “any service 
furnished to an inpatient of a hospital or to a hospital outpatient  . . . during an encounter . . . by 
an entity other than the hospital” is excluded from Medicare coverage, subject to certain 
exceptions.  However, in an amendment to this regulation, CMS stated in the preamble to the 
Notice of Proposed Rulemaking the following: 
 

Sometimes a hospital may furnish an item or services for which a patient will 
have a continuing need.  For example, a hospital may furnish a DME item such as 
a wheelchair…DME is defined under section 1861(n) of the Act as equipment 
used in the patient’s home or in another institution used as his home other than a 
hospital or skilled nursing facility (SNF).  By definition, DME is not something 
that is provided for use in the hospital setting.  Therefore, we do not believe that 
the DME benefit provides for any item or service that is expected to be used by 
the patient while in the hospital as an inpatient or outpatient…The covered Part B 
benefit for DME as described under section 1861(n) of the Act is intended for 
equipment used in the home, so a hospital that furnishes DME to its patients is not 
providing a hospital service to its patients, but is acting in the capacity of a 
supplier of DME, not a provider of hospital services.  For these reasons, we will 
not require bundling of DME for hospital patients. 
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Depending on the specific product dispensed, a credible argument may be made that (i) 

the outpatient facility patient will have a continuing need for the orthotic product once the patient 
returns home and (ii) it is permissible for the DME supplier to bill for an orthotic product 
dispensed to an outpatient facility patient.  This argument is further supported by Chapter 20, 
Section 110.3 of the Medicare Claims Processing Manual, which allows a DME supplier to 
deliver DME, prosthetics, and orthotics (but not supplies) to an inpatient up to two days before 
discharge if certain conditions are met.   
 
Assisting Hospitals in Preventing Readmissions 
 

Hospitals, like all other providers, are being squeezed by reimbursement cuts. Hospitals 
need to protect their revenue stream and cut costs.  One way to accomplish this is to prevent 
readmissions for diseases covered by the Hospital Readmissions Reduction Program (“HRRP”).  
If a patient is readmitted after discharge within a certain period of time, for a particular disease, 
then the hospital can be subjected to future payment reductions from Medicare.  And so hospitals 
are beginning to contract with other providers to monitor/work with discharged patients so that 
they are not readmitted soon after being discharged. 
 
In 2013, the OIG published an advisory opinion (“AO No. 13-10”) that addresses the assistance 
that other providers can provide to a hospital in order to prevent readmissions.  Inasmuch as an 
increasing number of DME suppliers are entering into arrangements with hospitals to prevent 
readmissions, the AO provides valuable guidance. 
 
In concluding that it would not impose sanctions, the OIG stated: (i) the arrangement was 
unlikely to lead to increased costs or overutilization of Federal reimbursement services; (ii) the 
services could save money for the Federal government by decreasing readmissions; (iii) the 
services were not separately reimbursable by the Federal government; (iv) the arrangement was 
unlikely to interfere with clinical decision-making; (v) the Applicant would implement 
safeguards to prevent the arrangement from being used to increase drug sales by the 
manufacturer; (vi) the arrangement was unlikely to result in inappropriate patient steering; and 
(vii) the hospital was compensating the Applicant for the services. 
 
Medical Director Agreement 
 

A DME supplier can enter into a Medical Director Agreement with a referring physician.  
The arrangement will need to comply with the Personal Services and Management Contracts safe 
harbor and with the Personal Services exception to Stark. 
 
Loan/Consignment Closet 
 

A DME supplier may place inventory on the premises of the referral source.  The 
inventory must be for the convenience only of the referral source’s patients and the referral 
source cannot financially benefit, directly or indirectly, from the inventory.  It is important that 
the referral source ensure patient choice. 
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Employee Liaison 
 

A DME supplier may designate an employee to be on the referral source premises for a 
certain number of hours each week.  The employee may educate the referral source staff 
regarding DME and related services.  The employee may work with a patient, after a referral is 
made to the DME supplier (but before the patient leaves the referral source’s premises), in order 
for there to be a smooth transition when the patient goes home.  The employee liaison may not 
assume responsibilities that the referral source is required to fulfill. 
 
Promotional Items to Customers and Potential Customers 
 

The DME supplier can offer an item of nominal value (i.e., retail value of not more than 
$10) to prospective customers covered by a government health care program.  Over a 12-month 
period, the supplier may not give items to any one prospective customer (covered by a 
government health care program) that have a combined retail value greater than $50. 
 
Health Fairs, Luncheons, Kiosks, and Open Houses 
 

The DME supplier can participate in local health fairs, can put on a short program during 
lunch at a senior citizens’ center, and can place a kiosk in a mall that promotes the supplier’s 
products and services.  When appropriate, the supplier can hold an open house.  During the open 
house, it is appropriate for the supplier to conduct a drawing in which the prize is something like 
an iPad.  Even though the iPad has a value in excess of $10, the chance of a person winning the 
iPad is very small. 
 

Avoid Paying Commissions to 1099 Independent Contractor Sales Reps 
 

Under the law, there is a huge difference between a W2 employee and a 1099 
independent contractor. There is no such thing as a "1099 employee" and there is no such thing 
as a "W2 independent contractor." Only a human being can be an employee; an "it" cannot be an 
employee. In other words, while John Smith (a human being) can be an employee, John Smith 
Marketing Group, LLC (an "it") cannot be an employee. John Smith is either a W2 
employee.....or a 1099 independent contractor......but not both.  
 

There are both an exception and a safe harbor to the Medicare anti-kickback statute that 
say that it is permissible for a health care provider (such as a DME supplier) to pay commissions 
to a bona fide full-time or part-time W2 employee. The reasoning behind this exception is 
because the supplier has the obligation to supervise and control its employee, and the supplier is 
liable for the acts of its employee. On the other hand, a supplier has no duty to supervise and 
control a 1099 independent contractor, and the supplier is not liable for the acts of a 1099 
independent contractor. And so while it is permissible for a DME supplier to pay commissions to 
a bona fide employee who generates business to the supplier (in which the payer is a government 
program), it is a violation of the anti-kickback statute if the supplier pays commissions to a 1099 
independent contractor who generates business to the supplier (in which the payer is a 
government program). The anti-kickback statute cuts both ways: the payer of the money (the 

 
AN INDUSTRY IN TRANSITION: HOT BUTTON ISSUES 
FACING DMEPOS SUPPLIERS PAGE 6 OF 71 



 
DME supplier) and the recipient of the money (the 1099 independent contractor) are both liable 
under the statute.....which is a criminal statute.  
 

A 1989 statement by the Department of Health and Human Services is illuminating: "We 
are aware of many examples of abusive practices by sales personnel who are paid as independent 
contractors and who are not under appropriate supervision. We believe that if individuals and 
entities desire to pay a salesperson on the basis of the amount of business they generate, then  to 
be exempt from civil or criminal prosecution, they should make these salespersons employees 
where they can and should exert appropriate supervision for the individual's acts." 
 

Also instructive is an OIG Advisory Opinion that addressed a proposed arrangement in 
which a sales representative for a medical supply manufacturer would be paid a monthly 
commission based on a percentage of amounts invoiced for products sold pursuant to the sales 
representative's efforts. According to the OIG: "Sales agents are in the business of 
recommending or arranging for the purchase of the items or services they offer for sale on behalf 
of their principals, typically manufacturers, or other sellers (collectively, "Sellers"). Accordingly, 
any compensation arrangement between a Seller and an independent sales agent for the purpose 
of selling health care items or services that are directly or indirectly reimbursable by a Federal 
health care program potentially implicates the ant-kickback statute, irrespective of the 
methodology used to compensate the agent. Moreover, because such agents are independent 
contractors, they are less accountable to the Seller than an employee......For these reasons, this 
Office has a longstanding concern with independent sales agency arrangements." However, the 
AO did state that in some circumstances, these type of arrangements may be permissible if the 
sales rep's contact is structured to fit the Personal Services and Management Contracts safe 
harbor to the anti-kickback statute.  
 

When promulgating the proposed rule containing this safe harbor, the Department of 
Health and Human Services (“DHHS”) highlighted that it was crafted in light of the fact that 
arrangements for services frequently arise between health care providers/suppliers and their 
referral sources. According to DHHS, it established the safe harbor "for joint ventures and other 
arrangements involving payments for personal services or management contracts, but only if 
certain standards are met and safeguards are present to limit the opportunity to provide financial 
incentives in exchange for referrals." 
 

Although a 1099 independent contractor relationship may be established under the safe 
harbor, such an arrangement must comply with the specific elements of the safe harbor, 
including the following: (i) payments to the 1099 independent contractor must be pursuant to a 
written agreement with a term of at least one year, and (ii) the aggregate compensation paid to an 
independent contractor must be set in advance, consistent with fair market value, and not 
determined in a manner that takes into account the volume or value of any referrals or business 
generated. 
 

Note also that the OIG has taken the position that if a 1099 independent contractor paid 
on a production basis is generating both commercial and federally funded health care program 
referrals, any arrangement where the independent contractor is paid commissions only for the 
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referrals of commercial patients, and is paid nothing for the patients covered by a government 
program, nevertheless violates the anti-kickback statute. The reasoning is that the commissions 
for the commercial patients, in reality, also serve as compensation for the patients covered by a 
government program. As stated by the OIG: "[A]s a threshold matter, we must address whether 
the "carve out" of Federal business is dispositive of the question of whether the Existing 
Arrangement implicates the anti-kickback statute. It is not. The OIG has a long-standing concern 
about arrangements pursuant to which parties "carve out" Federal health care program 
beneficiaries or business generated by Federal health care programs from otherwise questionable 
financial arrangements. Such arrangements implicate and may violate the anti-kickback statute 
by disguising remuneration for Federal business through the payment of amounts purportedly 
related to non-Federal business." 
 

Problems With Utilizing a Marketing Company 
 

In the non-health care world, it is common for a business (e.g., widget company) to 
“outsource” marketing to a marketing company. The marketing company generates business for 
the widget company, the widget company pays commissions to the marketing company, and 
everybody is happy. Unfortunately, what works in the non-health care world often does not work 
in the DME universe. An example of this has to do with marketing companies. If a marketing 
company generates patients for a DME supplier, when at least some of the patients are covered 
by a government health care program, then the DME supplier cannot pay commissions to the 
marketing company. 

 
Many courts have adopted the “one purpose test,” which states that if one purpose of a 

payment is to induce referrals, the anti-kickback statute is violated, notwithstanding that (i) the 
primary purpose for the payment is to compensate for legitimate, substantive services, and (ii) 
the compensation is fair market value.  See United States v. Greber, 760 F.2d 68, 71-72 (3d Cir. 
1985).  Penalties for violating this statute include up to five years imprisonment plus criminal 
fines of up to $25,000 per violation, as well as exclusion from federal health care programs and 
civil monetary penalties.  42 U.S.C. §§ 1320a-7b(a), 1320a-7, 1320a-7a. 
 

The Office of Inspector General (the “OIG”) has adopted safe harbors that provide 
immunity for arrangements that satisfy certain requirements.  The employee safe harbor permits 
an employer to pay an employee in whatever manner the employer chooses in exchange for the 
employee assisting in the solicitation of federal health care program business, as long as there is 
a bona fide employer-employee relationship.  42 C.F.R. § 1001.952(i).  The only way that an 
independent contractor can be paid for marketing or promoting government program items or 
services is if the arrangement complies with the personal services and management contracts safe 
harbor. This safe harbor permits payments to referral sources as long as a number of 
requirements are met.  Two of the requirements are that (i) payments must be pursuant to a 
written agreement with a term of at least one year, and (ii) the aggregate compensation paid to 
the independent contractor must be set in advance (e.g., $24,000 over the next 12 months), be 
consistent with fair market value, and not be determined in a manner that takes into account the 
volume or value of any referrals or business generated between the parties.  42 C.F.R. § 
1001.952(d).  Because the aggregate compensation is not set in advance, percentage-based 
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compensation arrangements do not qualify for protection under the personal services and 
management contracts safe harbor. 
 

The OIG has repeatedly expressed concern about percentage-based compensation 
arrangements involving 1099 independent contractor sales agents.  In Advisory Opinion No. 06-
02, the OIG stated that “[p]ercentage compensation arrangements are inherently problematic 
under the Anti-Kickback Statute, because they relate to the volume or value of business 
generated between the parties.”  Moreover, in Advisory Opinion No. 99-3, the OIG stated: 
 

Sales agents are in the business of recommending or arranging for the purchase of 
the items or services they offer for sale on behalf of their principals, typically 
manufacturers, or other sellers (collectively, “Sellers”).  Accordingly, any 
compensation arrangement between a Seller and an independent sales agent for 
the purpose of selling health care items or services that are directly or indirectly 
reimbursable by a Federal health care program potentially implicates the anti-
kickback statute, irrespective of the methodology used to compensate the agent.  
Moreover, because such agents are independent contractors, they are less 
accountable to the Seller than an employee.  For these reasons, this Office has a 
longstanding concern with independent sales agency arrangements. 

 
Further, in its response to comments submitted when the safe harbor regulations were 

originally proposed, the OIG stated: 
 

[M]any commentators suggested that we broaden the [employee safe harbor] to 
apply to independent contractors paid on a commission basis.  We have declined 
to adopt this approach because we are aware of many examples of abusive 
practices by sales personnel who are paid as independent contractors and who are 
not under appropriate supervision.  We believe that if individuals and entities 
desire to pay a salesperson on the basis of the amount of business they generate, 
then to be exempt from civil or criminal prosecution, they should make these 
salespersons employees where they can and should exert appropriate supervision 
for the individual’s acts. 

 
54 Fed. Reg. 3,088, 3,093 (Jan. 23, 1989). 
 

A number of courts have held that marketing agreements are illegal under the anti-
kickback statute and are, therefore, unenforceable.  See Med. Dev. Network, Inc. v. Prof’l 
Respiratory Care/Home Med. Equip. Servs., Inc., 673 So. 2d 565 (Fla. Dist. Ct. App. 1996); 
Nursing Home Consultants, Inc. v. Quantum Health Services, Inc., 926 F. Supp. 835 (E.D. Ark. 
1996), aff’d per curiam, 112 F.3d 513 (8th Cir. 1997); Zimmer, Inc. v. Nu Tech Med., Inc., 54 F. 
Supp. 2d 850 (N.D. Ind. 1999).  For example, Medical Development Network involved an 
agreement wherein a durable medical equipment (“DME”) supplier agreed to pay an independent 
contractor marketing company (the “Marketer”) a percentage of the DME supplier’s sales in 
exchange for marketing its products to physicians, nursing homes, and others.  When the DME 
supplier breached the contract, the Marketer sued, and the DME supplier defended on the ground 
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that the agreement was illegal under the anti-kickback statute.  A Florida appeals court agreed 
and affirmed the trial court’s ruling, holding that the agreement was illegal and unenforceable 
because the Marketer’s receipt of a percentage of the sales it generates for the DME supplier 
violated the federal anti-kickback statute. 
 

In recent years, there have been a number of enforcement actions involving commission 
payments to independent contractors.  In one example, a home health agency agreed to pay 
$130,000 after disclosing that it paid commissions for each patient referred to the home health 
agency by 1099 independent contractor sales representatives.  See OIG, Kickback and Physician 
Self-Referral, https://oig.hhs.gov/fraud/enforcement/cmp/kickback.asp. 
 

Additionally, the OIG has taken the position that even when an arrangement will only 
focus on commercial patients and “carve out” beneficiaries of federally-funded health care 
programs, the arrangement will still likely violate the anti-kickback statute.  In Advisory Opinion 
No. 06-02, the OIG explained as follows: 
 

The “carve out” of Federal business is not dispositive, however, on the question 
of whether the proposed program potentially violates the anti-kickback statute.  
The OIG has a long-standing concern about arrangements pursuant to which 
parties “carve out” referrals of Federal health care beneficiaries or business 
generated by Federal health care programs from otherwise questionable financial 
arrangements.  Such arrangements may violate the anti-kickback statute by 
disguising remuneration for Federal referrals through the payment of amounts 
purportedly related to non-Federal business. 

 
Purchase of Internet Leads 

 
When a lead generation company (“LGC”) sells Medicare leads to a DME supplier, then 

it is important that the arrangement not violate the Medicare anti-kickback statute, nor the 
telephone solicitation statute. 
 
Anti-kickback statute 
 

It is acceptable for the DME supplier to “purchase a lead.” However, it is a violation of 
the anti-kickback statute for the supplier to “pay for a referral.” Assume that the LGC furnishes 
leads to the supplier and the supplier, in turn, pays the LGC. The question is this: Is the supplier 
only buying leads? Or is the supplier paying for referrals? 
 

The OIG addressed this issue in an Advisory Opinion. The OIG distinguished purchasing 
“raw leads” from purchasing “qualified leads.” A raw lead is when the LGC only collects name, 
address and phone number of the Medicare beneficiary. A qualified lead is when the LGC 
collects additional information about the beneficiary such as physician’s name, Medicare 
number, diagnosis, products the beneficiary is currently using, etc. The chances of a raw lead 
becoming a paying customer for the supplier are pretty remote. This is akin to the supplier 
publishing an ad in the newspaper. When a prospective customer calls in response to the ad, then 
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the supplier will have no idea as to whether or not the caller is a serious prospective customer. 
On the other hand, the chances of a qualified lead becoming a paying customer increase 
appreciably. This is akin to a physician referring the beneficiary to the supplier. If the supplier 
purchases raw leads on a per lead basis, then the anti-kickback statute is likely not implicated. 
However, if the supplier purchases qualified leads on a per lead basis, then the anti-kickback 
statute will likely be implicated.  
 

Brown & Fortunato (“B&F”) recently defended a DME supplier that had both a criminal 
and a civil case brought against it by the Department of Justice (“DOJ”). The supplier purchased 
qualified leads and paid for them on a per lead basis. The DOJ took the position that the 
arrangement violated the anti-kickback statute and that the claims, arising from the “kickback” 
arrangement, constituted false claims. B&F worked out a civil settlement that avoided a criminal 
conviction. However, the DOJ is pursuing the lead vendors that sold leads to the supplier. 
 

Let’s look at an example: Assume that (i) the LGC will provide the lead to the supplier; 
and (ii) the supplier will pay the LGC $100 for the lead. Assume that the information on each 
lead includes name, address, phone number, physician information, and Medicare number. The 
question becomes: Does this additional information regarding the lead (physician information 
and Medicare number) move the lead from the “raw” category to the “qualified” category? If the 
answer is “yes,” then there is a potential kickback problem. Conversely, if the answer is “no,” 
then the anti-kickback statute is not implicated. 
 
Telephone Solicitation Statue 
 

This statute essentially says the same thing as Supplier Standard # 11. The statute says 
that the DME supplier cannot call a prospective customer (Medicare beneficiary) unless the 
beneficiary has given his permission to be called. According to the National Supplier 
Clearinghouse (“NSC”), the beneficiary’s consent-to-be-called must be specific to a named DME 
supplier. For example, assume that a prospective customer visits the LGC’s website. Assume that 
the web page has a “consent-to-be-called” box for the beneficiary to click. According to the 
NSC, for the electronic consent-to-be-called to be valid, the DME supplier can be the only 
provider listed on the page and the consent must be specific to the DME supplier.  

 
What all of this means for the supplier and the LGC 
 

The arrangement should be structured one of two ways. First, the only information that 
the LGC will collect and give to the supplier will be the lead’s name, address and phone number. 
The LGC will not collect additional “qualifying” information such as physician information, 
Medicare number, diagnosis, products being used, etc. The supplier can pay for these raw leads 
on a per lead basis. Alternatively, the LGC will also collect the physician information, Medicare 
number, and any other qualifying information that the LGC deems pertinent. The compensation 
paid by the supplier for the LGC’s services will be fixed one year in advance (e.g., $60,000 over 
the next 12 months, or $5000 per month) and will be the fair market value equivalent of the 
services rendered by the LGC. As previously mentioned, fixed annual compensation (fair market 
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value) is an important element to the Personal Services and Management Contracts safe harbor to 
the anti-kickback statute. 
 
Assume that the LGC is also the manufacturer 
 

Assume that the LGC is also the manufacturer of the products that the leads will 
purchase. The more conservative (and, thus, preferable) arrangement is for (i) the LGC and the 
supplier to enter into a standard product purchase agreement in which the supplier agrees to buy 
products from the manufacturer/LGC in accordance with a price list; and (ii) the 
manufacturer/LGC will furnish leads to the supplier (including the physician information, 
Medicare number and other qualifying information) but the supplier will not pay for the leads. 
This is a standard arrangement that many manufacturers follow. If the manufacturer/LGC insists 
that the supplier purchase the leads, and if the supplier agrees to do so, then the arrangement 
needs to be structured as set out in the preceding paragraph. 
 

Assume that the manufacturer/LGC will also serve as the “fulfillment house” for the 
DME supplier. The manufacturer/LGC will ship the products to the customer on behalf of the 
DME supplier. At the end of the day, the DME supplier (not the manufacturer/LGC) is the 
“supplier.” It is the supplier that submits claims to Medicare. When it submits a claim, the DME 
supplier is representing to Medicare that the supplier has operational responsibilities and 
financial risk……that is, the DME supplier is truly acting like a “supplier.” If the supplier 
essentially does nothing except bill and collect money, then the government will likely consider 
the arrangement to be nothing but a sham, in which (i) the DME supplier is, in reality, “renting 
out” its PTAN to the manufacturer/LGC and (ii) the DME supplier is collecting money from 
Medicare for products that the supplier did not, in reality, furnish. The supplier must have 
operational responsibilities and financial risk. In other words, the supplier must have “skin in the 
game.” For example, the supplier must handle the “intake, assessment and coordination of care.” 
The obligation of the supplier to pay the manufacturer/LGC must be absolute. The supplier must 
pay the manufacturer/LGC even if the supplier does not get paid by the third party payer. If there 
is a problem with a product, then the beneficiary should call the supplier. If the supplier wants to 
direct the manufacturer/LGC to furnish a replacement product, then the supplier can do so. The 
labels on the boxes (that are shipped to the beneficiaries) must reflect the DME supplier’s name, 
not the manufacturer’s/LGC’s name. 
 

“Buying Into” a Competitive Bid Contract 
 

A frequently asked question is whether a supplier, that was not awarded a Competitive 
Bidding (“CB”) contract, can “buy its way in the CB program.” The short answer is “yes,” but as 
is often the case, “the devil is in the details.” The non-contract supplier has four options: 
 

1. 100% Asset Purchase 
2. Partial Asset Purchase 
3. 100% Stock Purchase 
4. Partial Stock Purchase 
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100% Asset Purchase 
 

Assume that XYZ Medical Equipment, Inc. is awarded a CB contract.  XYZ cannot sell 
its CB contract to ABC.  It can, however, sell 100% of its assets to ABC and ask the CBIC to 
transfer the CB contract to ABC. 
 

For the purpose of this article let’s say that ABC and XYZ sign a letter of intent on 
January 1, 2015 for ABC to purchase 100% of XYZ’s assets.  On January 1, 2015, XYZ will 
send a notice to the CBIC informing it of the pending sale and of the fact that ABC and XYZ 
will want ABC to take over XYZ’s CB contract.  On February 1, 2015, XYZ and ABC will sign 
an Asset Purchase Agreement, a Bill of Sale, and a Novation Agreement and will submit the Bill 
of Sale, the Novation Agreement, and a few other documents to the CBIC.  The Novation 
Agreement states that if the CBIC approves the transfer of the CB contract, then ABC will 
assume XYZ’s obligations under the CB contract as if ABC was the original party to the 
contract. 
 

ABC will be required to send in documentation to the CBIC with the Bill of Sale and 
Novation Agreement that shows that ABC qualifies to be a contract supplier.  If ABC previously 
submitted this documentation when it bid on the round covered by XYZ’s CB contract, but 
ABC’s bid was denied only because ABC bid too high, then ABC does not need to submit 
additional documentation.  If, however, ABC submitted a bid for the round covered by XYZ’s 
CB contract, but ABC’s bid was disqualified, then ABC may need to submit documentation that 
cures the problems that led to the disqualification depending on what the problems were. 
 

On or around March 1, 2015, the CBIC will notify ABC and XYZ whether or not the 
CBIC approves the transfer of the CB contract.  If the CBIC approves the transfer and signs off 
on the Novation Agreement, then XYZ’s PTAN will be removed from the CB contract and 
ABC’s PTAN will be added to the CB contract.  Because the Bill of Sale will be executed before 
a CBIC decision is rendered, XYZ’s assets will have been transferred, and ABC will presumably 
have paid money for the assets.  This places XYZ in the unenviable position of transferring its 
assets before CBIC approval, and this places ABC in the unenviable position of paying money 
before CBIC approval.  In order to protect XYZ, the Asset Purchase Agreement will be drafted 
to ensure that if the CBIC does not approve then the assets will go back to XYZ.  In order to 
protect ABC, the purchase proceeds will be placed in escrow.  If the CBIC approves, then the 
proceeds will be released from escrow to XYZ.  If the CBIC does not approve, then the proceeds 
will be released from escrow back to ABC. 
 

The dates set out above are just examples.  The rules state that XYZ must notify the 
CBIC of the sale at least 60 days before closing and the rules state that the parties must execute 
and submit the Novation Agreement at least 30 days before closing.  There is a possibility that 
CBIC approval can be obtained in an expedited fashion.  For example, if XYZ notifies the CBIC 
of the sale on January 1, 2015, and the parties submit the Novation Agreement and Bill of Sale 
on January 8, 2015, then the CBIC may approve the transfer of the contract in mid-February.  If 
the CBIC does approve, the effective date of the transfer of the contract should be made 
retroactive to the date of the Bill of Sale. 
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Partial Asset Purchase 
 

Instead of purchasing 100% of XYZ’s assets, ABC can purchase those assets of XYZ that 
are associated with XYZ’s CB contract.  XYZ will retain the balance of its assets and XYZ will 
continue to own and run its business that is not associated with the CB contract that ABC is 
taking over. All other requirements, pertaining to a 100% asset purchase, remain the same for a 
partial asset purchase. 
 
100% Stock Purchase 
 

Let’s assume that John Smith is the sole stockholder of XYZ.  Smith can sell all of his 
stock to ABC.  As a result, XYZ (a contract supplier) becomes a wholly-owned subsidiary 
corporation of ABC (a non-contract supplier).  This does not mean that ABC can “bill its 
Medicare CB patients through its subsidiary, XYZ.”  Even though ABC owns XYZ, they are still 
separate entities (with different tax ID numbers).  However, subject to patient choice, ABC can 
refer its Medicare CB patients to XYZ.  Because ABC and XYZ will be “commonly owned,” 
XYZ can ask the CBIC to add ABC’s PTAN to XYZ’s CB contract. 
 

Because this is a stock purchase and not an asset purchase, the “60 day notice” does not 
have to be given to the CBIC.  A Novation Agreement is not required.  XYZ will need to update 
its 855S with the NSC to show that ABC is XYZ’s new owner.  After the 855S is processed, 
XYZ will need to submit the Contract Supplier Location Update Form to the CBIC to have 
ABC’s PTAN added to the CB contract. 
 
Partial Stock Purchase 
 

If ABC purchases 5% or more of XYZ’s stock, or vice versa, then under CB rules, ABC 
and XYZ will be “commonly owned.” 
 

Assume that ABC purchases exactly 10% of XYZ’s stock.  XYZ will update its 855S to 
show that ABC is a 10% owner of XYZ.  Once the NSC records reflect that ABC is a 10% 
stockholder of XYZ, then XYZ will ask the CBIC to add ABC’s PTAN to XYZ’s CB contract.  
This is accomplished by XYZ filing a Contract Supplier Location Update Form with the CBIC.  
XYZ can request that ABC’s PTAN be added to a specific CBA/product category combination.  
For example, XYZ can ask that ABC’s PTAN be added only to that portion of the CB contract 
associated with the Phoenix CBA/oxygen product category.  If the CBIC grants XYZ’s request 
and adds ABC’s PTAN to XYZ’s CB contract, ABC will be able to bill and collect under its own 
PTAN.  ABC will not have to “bill through” XYZ. 
 

In the future, if ABC and XYZ desire to bid for the same product category in the same 
CBA, then they will have to submit one bid for both companies.  This is because they are 
“commonly owned.” 
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“Carve Out” of a Competitive Bid Contract 

 
On July 11, 2014, CMS published a proposed rule entitled “Revision to Change of 

Ownership Rules to Allow Contract Suppliers to Sell Specific Lines of Business.” The rule was 
finalized on November 6, 2014. Interestingly, only one comment from the DME industry was 
filed. The new rule, found at 42 CFR§ 414.422 (d) (4), states: 
 

For contracts issued in the Round 2 Recompete and subsequent rounds in the case 
of a CHOW where a contract supplier sells a distinct company, (e.g., an affiliate, 
subsidiary, sole proprietor, corporation, or partnership) that furnishes a specific 
product category or services a specific CBA, CMS may transfer the portion of the 
contract performed by that company to a new qualified entity, if the following 
conditions are met: 
 
(i) Every CBA, product category, and location of the company being sold must be 
transferred to the new qualified owner who meets all competitive bidding 
requirements; i.e. financial, accreditation and licensure; 

(iii) All CBAs and product categories in the original contract that are not 
explicitly transferred by CMS remain unchanged in that original contract for the 
duration of the contract period unless transferred by CMS pursuant to a 
subsequent CHOW; 

(iv) All requirements of paragraph (d)(2) of this section are met; and 

(v) The sale of the distinct company includes all of the contract supplier's assets 
associated with the CBA and/or product category(s); and 

(vi) CMS determines that transfer of part of the original contract will not result in 
disruption of service or harm to beneficiaries. 

What Has Been Occurring Up To Now 
 

Up to now, a competitive bid (“CB”) contract could be transferred by one of the following 
ways: 
 

• ABC, Inc. is awarded a CB contract that covers multiple product categories in three 
CBAs. ABC sells all of its assets to JKL, Inc. Through the novation process, the CBIC 
transfers ABC’s entire CB contract to JKL. 
 

• ABC only sells its assets that are associated with ABC’s CB contract. This is a partial 
asset sale. Through the novation process, the CBIC transfers ABC’s entire contract to 
JKL.  
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• In other words, up to now, ABC’s CB contract could not be “carved up”….or “split 

up”…..or “subdivided.” The entire CB contract would stay with ABC or the entire CB 
contract would go over to JKL. 

 
What The Final Rule Appears To Be Saying 
 

• Assume that ABC, Inc. is awarded a CB contract that covers multiple product categories 
in multiple CBAs. Assume that ABC has “common ownership” with XYZ, Inc., DEF, 
Inc. and GHI, Inc. As “commonly-owned” entities, XYZ, DEF and GHI are added to 
ABC’s CB contract. 

 
• Assume that ABC’s CB contract includes Negative Pressure Wound Therapy (“NPWT”) 

in CBA #1. Assume that XYZ is handling the NPWT in CBA #1. The final rule allows 
XYZ to sell all or a portion of its assets to JKL, Inc. Pursuant to the novation process, 
that portion of ABC’s CB contract (pertaining to NPWT in CBA #1) will be transferred 
to JKL…..and ABC will retain the balance of the CB contract. In other words, the rule 
allows for a “carve out” of ABC’s CB contract. 
 

• There are ambiguities associated with the final rule. (i) First ambiguity – The rule 
indicates that XYZ must be a separate legal entity (e.g., a corporation or LLC). This is 
exemplified by the fact that “distinct company” is used two times. But then the rule lists 
examples of “distinct companies.” One example is a “sole proprietor.” A “sole 
proprietor” is not a legal entity (i.e., it is not a corporation or LLC). A sole proprietor is 
simply an assumed name (a “dba”). For example, if Fred Jones owns Fred’s Taco Stand, 
and if Fred has not set up a legal entity for Fred’s Taco Stand, then “Fred’s Taco Stand” 
is simply a “dba” of Fred Jones. I mention this ambiguity because of a variation of the 
hypothetical set out in the preceding bullet. Assume that XYZ is not a separate legal 
entity; rather it is a “division” of (or “dba” of) ABC. In this situation, can ABC sell its 
“XYZ division” to JKL? I don’t think so, but you can see where there may be some 
confusion. (ii) Second Ambiguity – Assume the fact situation set out in the preceding 
bullet. Assume that in addition to providing NPWT in CBA #1, XYZ also (i) provides 
items not covered by Medicare and (ii) provides items covered by other payers. Assume 
that NPWT is only a small part of XYZ’s business. Can XYZ sell only that portion of its 
assets associated with NPWT in CBA #1, and keep the balance of its business? Or must 
XYZ sell all of its assets to JKL? On the one hand, by utilizing the phrase “sell a distinct 
company,” it appears that the rule contemplates that all of the assets of XYZ must be 
sold. On the other hand, the rule states that the “sale of the distinct company includes all 
of the contract supplier’s assets associated with the CBA and/or product category(s).” 
This indicates that XYZ can sell only those assets associated with NPWT in CBA #1. 

 
Effect on Bidders 
 

The rule may affect (i) how some bidders submit bids and/or (ii) their actions after the 
competitive bid (“CB”) contracts are awarded. For example, in the past it has been common for 
ABC, Inc. to submit a bid for multiple product categories in multiple CBAs. ABC would be 
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awarded one CB contract. ABC would be stuck with the entire contract. It would have to keep 
the entire contract or ask the CBIC to transfer the entire contract. In other words, ABC was either 
“totally in” competitive bidding or “totally out of” competitive bidding. In light of the rule, as a 
Round 2 Recompete bidder, ABC may want to do one or more of the following: 
 

• Before it submits its bid, ABC may want to form several “commonly owned” legal 
entities. When ABC submits its bid, it will include the commonly owned entities. If ABC 
is awarded a CB contract, then “Commonly Owned Entity #1” can handle one product 
category/CBA combination, “Commonly Owned Entity #2” can handle a different 
product category/CBA combination, and so on and so forth. Then ABC can “spin off” the 
commonly owned entities, along with that portion of the CB contract associated with 
each entity’s product category/CBA combination. 
 

• Alternatively, ABC may want to wait to form “commonly owned” legal entities until 
after ABC is awarded the CB contract. ABC can ask the CBIC to add the commonly 
owned entities to ABC’s CB contract. Each commonly owned entity will be limited to a 
specific product category/CBA combination. Then ABC can “spin off” the commonly 
owned entities, along with that portion of the CB contract associated with each entity’s 
product category/CBA combination. 

 
When a CB Contract Supplier “Meets Capacity” 

 
A number of CB contract suppliers are facing the same challenge.  Their volume has 

increased substantially and they have quickly met the capacity set out in their bid submission.  
For example, in its bid submission, ABC Medical may have listed its capacity for walkers as 
2000.  However, ABC has quickly sold more than 2000 walkers.  ABC's bank will not provide 
any additional working capital to ABC in order for ABC to purchase additional walkers.  This is 
a dilemma for ABC. How can ABC continue to sell walkers when it does not have the financial 
capacity to purchase additional inventory? Can ABC cease providing walkers?   
 

The competitive bid regulations – as well as the terms of the competitive bid contract – 
require that “[a] contract supplier must agree to furnish items under its contract to any 
beneficiary who maintains a permanent residence in, or who visits, the CBA and who requests 
those items from that contract supplier.”  42 CFR 414.422(e)(1).  This regulatory language 
requires a contract supplier to service any beneficiary who requests the covered items, and it 
does not make an exception for suppliers that have reached the capacity stated in their bid 
submission. 
 

In addition to the language in the competitive bid regulations and contracts, this issue was 
briefly addressed in the commentary in the preamble to the final rule that promulgated the 
competitive bid regulations.  The following comments and responses are contained there: 
 

Comment: One commenter requested that CMS clarify that a contract supplier can limit 
the number of items it provides in each category to its contracted capacity. 

 

 
AN INDUSTRY IN TRANSITION: HOT BUTTON ISSUES 
FACING DMEPOS SUPPLIERS PAGE 17 OF 71 



 
Response: As part of a supplier's response to the RFB, a supplier will be expected to 
state its projected capacity to furnish the items in each product category for which it is 
submitting a bid.  The projected capacity submitted by a supplier would not become a 
binding term of the contract because contract suppliers will be required to furnish the 
items in their contract to all beneficiaries who maintain a permanent residence in the 
CBA, or who visit the CBA, and who request the items from them unless one of the 
exceptions discussed in this final rule applies. 

 
72 FR 17992, 18025-26 (Apr. 10, 2007) 

 
Comment: One commenter urged CMS not to prohibit contract suppliers from turning 
away beneficiaries, since there will be more than one contract supplier per CBA.  The 
commenter stated that there may be circumstances in which a contract supplier is already 
operating beyond capacity and would not be able to furnish items to additional 
beneficiaries.  In addition, the commenter noted that a contract supplier may not believe 
that a requested item is appropriate for the beneficiary. 

 
Response: We continue to believe that contract suppliers should not be able to turn away 
beneficiaries because we do not want to create an opportunity for contract suppliers to 
turn away beneficiaries who have the most difficult medical conditions or are otherwise 
difficult to serve.  We note that we proposed that there would be a limited exception to 
this requirement if there is a particular item that a physician or treating practitioner has 
ordered to avoid an adverse medical outcome, but is an item that the contract supplier 
does not normally furnish.  In this case, if the contract supplier could not furnish the item, 
the requirements at Sec. 414.420(b) of this final rule would apply. 

 
72 FR 17992, 18050-51 (Apr. 10, 2007) 

 
Termination of Competitive Bid Contract for Failure to Provide Products 

 
There are a number of valid complaints levied against competitive bidding. One 

complaint is that a DME supplier is awarded a CB contract in multiple CBAs, but refuses to 
provide products to beneficiaries who reside out of the supplier’s traditional service area. The 
complaint is that when the contract supplier receives an order for a beneficiary residing out of the 
supplier’s traditional service area, then the supplier will either (i) refer the beneficiary to another 
contract supplier or (ii) simply refuse to serve the beneficiary. 
 

A number of House Representatives recognize this problem. On July 25, 2014, 
Congressman Tom Price, M.D. (GA-06) and 137 other Representatives (from both parties) sent a 
letter to the OIG requesting that it conduct a study of competitive bidding (including the National 
Mail Order Program for diabetic testing supplies) to determine what impact competitive bidding 
is having on the accessibility and quality of care for beneficiaries. The letter states: 
 

At this point there is abundant and concerning evidence of arbitrary manipulation 
of the price-setting system that directly limits seniors’ access to care and 
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technology, an inattention to growing contractor non-compliance that is 
significantly impacting the quality and choice of technologies and services, and 
inadequate efforts to measure health impacts on beneficiaries……It would be a 
grave error if the bidding structure developed by the Centers for Medicare & 
Medicaid Services (CMS) severely reduces access to home support services just 
as Congress seeks to enhance care quality through greater coordination of care, 
especially for patients with complex and multiple chronic conditions. CMS directs 
bidders be very clear that all suppliers must supply all products in every category 
in every CBA that supplier won. Moreover, failure to supply is a breach of 
contract…..[I]f suppliers don’t provide products and services as required by their 
contracts, then seniors’ access to the products prescribed by their physicians is 
compromised, especially for products that are among the more expensive in any 
given HCPCS code. Not making available to beneficiaries all products in a 
category is a breach of contract according to CMS’ own explanation of the 
program. In fact, CMS argues that binding bids are not needed in the program 
because of this requirement. We note, however, that CMS is not enforcing the 
requirement. For example, upon hearing that beneficiaries were having problems 
with access to TENS from winning suppliers for the new General Home 
Equipment category used in the Round 1 Recompete, a manufacturer of the 
devices contacted each of the winning suppliers in this category and found that 
only 44 percent of the suppliers were offering TENS to beneficiaries. 

 
In a December 22, 2014 letter to Representative Price, the OIG agreed to conduct a study. 

The letter states: “OIG will commence a study to determine the effects of the CB program on 
Medicare beneficiaries’ access to durable medical equipment subject to competitive bidding. We 
plan to review documents from providers and Medicare claims data for a nationally 
representative sample of beneficiaries to determine and compare the rates at which beneficiaries 
successfully obtained needed items subject to competitive bidding. For a purposive sample of 
cases when beneficiaries appear not to have received needed items, we plan to explore why they 
did not receive the items.”   
 

The preceding two letters indicate that House Representatives and the OIG recognize the 
existence of an access problem. The CBIC also recognizes the problem. In a January 2, 2015 
letter to a contract supplier, the CBIC stated: “This letter is to notify you that the Centers for 
Medicare & Medicaid Services (CMS) is terminating ________’s entire Durable Medical 
Equipment, Prosthetics, Orthotics, and Supplies (DMEPOS) competitive bidding program Round 
2 contract for all competitively bid items in all competitive bidding areas (CBAs) for which 
_______ has been awarded a contract. Through our monitoring and enforcement of the 
DMEPOS competitive bidding program, we determined that _______ is in breach of…..the 
DMEPOS competitive bidding contract for refusing to furnish all items in your contract 
throughout the CBA…..” By conducting “secret shopper” telephone calls, the CBIC determined 
that the contract supplier was not furnishing certain products. The CBIC letter goes on to say that 
______ has the right to submit a corrective action plan. 
 
There are two messages to be derived from the three letters discussed above: 
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• A large number of House Representatives and the OIG recognize that a number of 
contract suppliers are not providing products as required by their CB contracts.  
 

• The CBIC also recognizes the existence of the “access” problem. It is identifying 
noncompliant contract suppliers by conducting “secret shopper” telephone calls. 

 
Subcontracting 

 
Introduction 
 

Competitive bidding rules provide that contract suppliers may subcontract with non-
contract suppliers as long as the subcontractor has not been “excluded from the Medicare 
program, any State health program or any other government executive branch procurement or 
nonprocurement activity.” To demonstrate that subcontractors meet this requirement, among 
others, the contract supplier must disclose the subcontract and related information within 10 
business days after the parties execute the contract. Failure to meet the disclosure requirements 
and other rules concerning subcontracts may result in termination of the competitive bid contract. 
According to the competitive bidding rules, “[CMS] might conclude that a contract supplier 
breached its contract if [CMS] discover[s] that the contract supplier did not fully comply with 
disclosure requirements . . . or falls out of compliance with the Medicare program requirements.” 
 
Responsibilities That Can Be Subcontracted 
 

According to the CBIC, contract suppliers may subcontract for (1) the purchase of 
inventory, (2) the delivery and set-up of items, (3) patient and caregiver instruction, and (4) the 
repair of rented equipment. To further clarify the services that a supplier may provide through a 
subcontract, CBIC directs suppliers to consult the DMEPOS Quality Standards. By comparing 
the Quality Standards to CBIC’s information on subcontracts, it is apparent that the contract 
supplier cannot delegate the following responsibilities to a subcontractor: 
 

• Intake and assessment; 
• Communications with prescribing practitioners to confirm orders and to recommend 

any necessary modifications to orders; 
• Coordination of care with physicians and other practitioners; 
• Verification that the items (1) comply with the physician order and (2) meet the 

beneficiary’s needs; 
• Maintenance of documentation in the beneficiary’s file, including physician orders, 

certificates of medical necessity, DME information forms, proofs of delivery, the 
make and model of the item provided, verification that the beneficiary received 
training and instructions, and, for wheelchairs and power mobility equipment, 
documentation that positioning, seating, and specialty assistive technology have been 
evaluated; 

• Review and updates of beneficiaries’ records; 
• Ownership and responsibility of equipment; 
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• Ensuring the safety of products; and 
• Investigation of any incident involving beneficiary safety. 

 
Accreditation 
 

Subcontractors that set up equipment and instruct beneficiaries must be accredited. By 
comparing CBIC’s information to the Quality Standards, it is apparent that subcontractors must 
be accredited before they: 
 

• Instruct beneficiaries and their caregivers on the features, set up, routine use, 
cleaning, and maintenance of equipment and on any infection control practices; 

• Adjust equipment to meet the needs of a beneficiary; 
• Ensure that the beneficiary’s home allows for safe and effective use of the item; and 
• Evaluate and document the positioning, seating, and special assistive technology of 

wheelchairs and power mobility devices. 
 
On the other hand, a subcontractor may provide the following services without accreditation: 
 

• The sale of inventory to the supplier; 
• Delivery of items along with necessary contact information to beneficiaries; 
• Delivery of the supplier’s written and pictorial instructions to beneficiaries; and 
• Repair services for rental equipment. 

 
Avoiding Kickback Problems 
 

An example of a subcontractor arrangement is where a supplier (that was not awarded a 
competitive bid contract) and wants to preserve its relationship with referral sources, seeks to 
become a subcontractor for a CB winner (“contract supplier”). The subcontractor will end up 
referring (or arranging for the referral of) Medicare beneficiaries to the contract supplier. Under 
the subcontract agreement, the contract supplier will pay compensation to the subcontractor for 
services other than referring patients. Nevertheless, the parties will need to contend with the “one 
purpose” test. What the subcontract agreement cannot provide is percentage compensation. In 
other words, the agreement cannot say that the contract supplier will pay 75% of the payments 
(that the contract supplier receives from Medicare) to the subcontractor. The safest approach is 
for the contract supplier to pay a fixed annual fee to the subcontractor and for the annual fee to 
be the fair market value equivalent of the subcontractor’s services. Such a compensation 
arrangement is a key element of the Personal Services and Management Contracts safe harbor to 
the anti-kickback statute. A middle ground approach – one that entails a kickback risk – is for the 
compensation to be on a fee schedule basis (e.g., $75 per delivery, $125 per service call, etc.). 
The problem with a fee schedule is that the money paid by the contract supplier varies based on 
the volume of business generated by the subcontractor. If the parties adopt this middle ground 
approach, then the risk can be reduced by other elements of the subcontract arrangement (e.g., 
the contract supplier purchases the inventory from the manufacturer as opposed to purchasing the 
inventory from the subcontractor and/or the subcontractor provides services to patients of the 
contract supplier who are not referred by the subcontractor). Risk can further be reduced by 
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obtaining a fair market value analysis, from an independent third party, of the compensation paid 
to the subcontractor. 
 
Important Provisions in a Subcontract Agreement 
 
A Subcontract Agreement needs to contain a number of important provisions, including the 
following: 
 
 The subcontract should represent and warrant that: 
 

• The subcontractor, and all persons it employs or engages to perform services, has all 
qualifications, accreditations, certifications, and licenses required by federal, state, or 
local law or third party payer policy or rule (collectively, “Qualification”) to fully 
perform the subcontract services on behalf of the contract supplier, and the subcontractor 
will notify the supplier immediately upon notice of a threatened loss of Qualification as 
well as immediately upon notice of an actual loss or limitation of a Qualification. 

 
• Neither the subcontractor nor any of its officers, directors, owners, employees has ever 

been and will not be during the term of the Subcontract Agreement (1) convicted of a 
criminal offense, including any offense related to health care or related to the provision of 
services paid for by a federal or state health care program (for example, Medicare and 
Medicaid); (2) assessed civil money penalties for an offense related to health care or 
related to the provision of services paid for by a federal or state health care program; (3) 
excluded from participation in any federal or state health care program; or (4) excluded 
by any federal agency from receiving federal contracts. The subcontractor will 
immediately notify the supplier if any person or entity associated with the subcontractor 
becomes the subject of an investigation that could threaten the subcontractor’s ability to 
continue to accurately represent and warrant the statements in the Subcontract 
Agreement, and the subcontractor will immediately notify the supplier if and when it can 
no longer represent and warrant the statements in the Subcontract Agreement and such 
notice to the supplier will explain why such representations and warranties can no longer 
be made by the subcontractor. 

 
 The subcontract should covenant that: 
 

• The subcontractor will not employ or contract with any individual or entity that is 
excluded from participation in any federal or state health care program or excluded by 
any federal agency from receiving federal contracts. 

 
• The subcontractor acknowledges that, in the course of performing its duties hereunder, 

the supplier will disclose to the subcontractor confidential information having a special 
and unique nature and value relating to the supplier. As a material inducement to the 
supplier to enter into the Subcontract Agreement, the subcontractor agrees that, unless the 
supplier provides prior written consent, the subcontractor will not, at any time during or 
following the term of the Subcontract Agreement, directly or indirectly, disclose, publish, 
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or divulge, except in connection with the provision of the subcontractor’s services, any 
confidential information which has been obtained by or disclosed to the subcontractor 
through or in the course of its relationship with the supplier. As an exception, the 
subcontractor may disclose confidential information as required to comply with the 
binding order of a governmental entity that has jurisdiction over it, provided that the 
subcontractor (a) gives the supplier reasonable written notice to allow the supplier to seek 
a protective order or other appropriate remedy, (b) discloses only such information as is 
required by the governmental entity, and (c) uses commercially reasonable efforts to 
obtain confidential treatment for any confidential information so disclosed. 

 
• The subcontractor will maintain all Qualifications for the duration of the Subcontract 

Agreement. 
 

• All subcontract services will be provided in accordance with (1) all applicable laws and 
regulations; (2) the supplier’s protocols, policies and procedures (including but not 
limited to policies regarding safety, infection control, and clinical practice); (3) 
operational specifications provided by equipment manufacturers and by the supplier; and 
(4) any standards or procedures imposed by the accreditation organization by which the 
supplier is accredited. The supplier will provide a copy of the supplier’s applicable 
clinical protocols, policies and procedures to the subcontractor, and may modify any 
protocol, policy or procedure by providing 10 days notice to the subcontractor. 

 
• The subcontractor will cooperate with the supplier in the conduct of quality improvement 

activities. 
 

• The subcontractor will cooperate with the supplier in the supplier’s efforts to comply 
with the supplier’s contracts with third party payers. 

 
• The subcontractor will produce any document or information in its possession that the 

supplier reasonably requires in order to comply with a request from any third party payer, 
state or federal agency, or accreditation organization. 

 
• The subcontractor will maintain all documents and records necessary for it to provide its 

service. 
 
 The subcontractor will indemnify and hold harmless the supplier from and against all 

damages, claims, liabilities and losses (including reasonable attorney's fees) resulting 
from the subcontractor’s negligence or willful misconduct committed in connection with 
the performance of the subcontractor’s duties hereunder. Likewise, the supplier will 
indemnify and hold harmless the subcontractor from and against all damages, claims, 
liabilities and losses (including reasonable attorney's fees) resulting from the supplier’s 
negligence or willful misconduct committed in connection with the performance of the 
supplier’s duties hereunder. 
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 In providing services under the Subcontract Agreement, the subcontractor will be acting 

as a business associate of the supplier, as that term is used in the Security Standards for 
the Protection of Electronic Protected Health Information and the Standards for Privacy 
of Individually Identifiable Health Information (collectively the “HIPAA Standards”), 45 
CFR parts 160 and 164.  In compliance with the HIPAA standards, the parties will 
execute a Business Associate Addendum to the Subcontract Agreement. 

 
 The subcontract’s services might include the following: 
 

• The supplier will arrange for a limited supply of DME to be shipped to the subcontractor, 
and the subcontractor will segregate and store the DME (“Consignment Inventory”). The 
supplier will retain title to the Consignment Inventory until it is furnished to a patient as 
directed by the supplier. The supplier will replenish Consignment Inventory as-needed.  
In the event of termination of the Subcontract Agreement, the subcontractor will 
promptly return any Consignment Inventory in the subcontractor’s possession to the 
supplier. 

 
• If a patient chooses to obtain DME from the supplier, the supplier will notify the 

subcontractor that the patient requires an item of DME. After the supplier has performed 
the intake and assessment on the patient, and after the supplier instructs the subcontractor 
to furnish an item of Consignment Inventory to the patient, the subcontractor will 
promptly: 

 
o Deliver DME to the patient, as ordered by patient’s physician, at the 

subcontractor’s location, the patients residence, or at the hospital at which the 
patient is about to be discharged. The subcontractor will provide initial education 
and training to the patient or patient’s caregiver on operation and use of DME 
required by the patient, as ordered by the patient’s physician; 

 
o Provide the supplier’s contact information, including 24-hour emergency number, 

to the patient or patient’s caregiver, and instruct the patient and/or caregiver to 
contact the supplier directly regarding any complaint; and 

 
o Transmit to the supplier relevant patient information and documents in the form 

and manner required by the supplier, including, without limitation, proof of 
delivery. 

 
• Should the subcontractor receive any patient complaints regarding use of the supplier’s 

DME, the subcontractor will immediately forward to the supplier such complaints. The 
subcontractor will maintain a log that records (i) the date of the complaint, (ii) the 
identity and contact information of the complainant, (iii) the nature of the complaint and 
(iv) date and time the complaint is forwarded to the supplier. The subcontractor will 
make the log available to the supplier upon the supplier’s request. 
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• The subcontractor will document its services on an invoice which it will submit to the 

supplier on a monthly basis. 
 

• The subcontractor will assist the supplier, as reasonably requested, in obtaining the 
necessary forms and documentation for billing and reimbursement for items and services 
provided by the supplier. The subcontractor will submit these forms to the supplier on a 
weekly basis. The supplier may withhold payment for services until the subcontractor 
submits such forms and documentation to the supplier. 

 
 The fees to be paid by the supplier to the subcontractor might look like the following: 
 
Service Fee 
BEDS 
• Delivery of Bed 
• Instructions Regarding Use of Bed 
• Set-up of Bed 
• In-Home Repair of Bed 
• Delivery of “Loaner” 
• Pick-up of “Loaner” 
• Pick-up and Cleaning of Bed After Use by Patient 

 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 

MATTRESSES 
• Delivery of Mattress 
• Instructions Regarding Use of Mattress 
• Set-up of Mattress 
• In-Home Repair of Mattress 
• Delivery of “Loaner” 
• Pick-up of “Loaner” 
• Pick-up and Cleaning of Mattress After Use by Patient 

 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 

OXYGEN 
• Delivery of Oxygen Equipment 
• Instructions Regarding Use of Oxygen Equipment 
• Set-up of Oxygen Equipment 
• In-Home Repair of Oxygen Equipment 
• Delivery of “Loaner” 
• Pick-up of “Loaner” 
• Pick-up and Cleaning of Oxygen Equipment After Use by Patient 

 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 

AMBULATORY AIDS 
• Delivery of Ambulatory Aid 
• Instructions Regarding Use of Ambulatory Aid 
• Set-up of Ambulatory Aid 
• In-Home Repair of Ambulatory Aid 
• Delivery of “Loaner” 
• Pick-up of “Loaner” 
• Pick-up and Cleaning of Ambulatory Aid After Use by Patient 

 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 
$____ 
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National Supplier Clearinghouse, Accrediting Organizations, and ZPICs 
 

The DME industry is facing a “perfect storm” of changes: competitive bidding; decreased 
reimbursement; more stringent documentation requirements; an increasingly aggressive NSC; 
active accrediting organizations; and aggressive audits by ZPICs.  

 
National Supplier Clearinghouse 
 

There are a number of reasons why the DME supplier must take the NSC seriously, one 
of which is that the NSC can revoke (or suspend or deactivate) a supplier number with a “flip of 
the switch.” Compare this to a typical Department of Justice/OIG investigation that takes two to 
three years to resolve. 
 

The NSC is routinely conducting unannounced site inspections, which frankly is a good 
thing. The compliant suppliers have nothing to fear while the fraudsters have a great deal to fear. 
However, even the compliant players need to be careful. The NSC inspectors have become more 
sophisticated and aggressive. They are interviewing patients and referring physicians. They are 
asking probing questions that were never asked in the past. For example, an inspector may ask if 
the supplier is marketing through W2 employees or 1099 independent contractors. The inspector 
may inquire if the supplier has the requisite written permission before it calls a prospective 
customer. In short, the NSC is looking at the supplier’s operations to determine if the supplier is 
complying with the supplier standards. What is scary is that if the NSC concludes that a supplier 
is not adhering to the standards, then the NSC can immediately bring the supplier to its knees by 
revoking (or suspending or deactivating) the supplier’s Part B number. 

 
A physician should never diagnose and treat himself. Likewise, an attorney who 

represents himself has a fool for a client. The supplier should not be the sole judge of whether it 
is in compliance with the supplier standards. On a periodic basis, the supplier should bring in an 
outsider (attorney or consultant) to conduct a review of whether the supplier is in compliance 
with the supplier standards. 
 
Accrediting Organizations 
 

The accrediting organization exists by virtue of the good grace of CMS. CMS is 
becoming increasingly demanding of the accrediting organizations. CMS expects the accrediting 
organization to look at many facets of the supplier’s operation and to insist on changes that the 
accrediting organization (and CMS) deem to be necessary. If the supplier refuses to make the 
changes, then its accreditation will be revoked. This causes a domino effect that leads to the 
revocation of the supplier’s Part B number. Increasingly, when CMS receives complaints about a 
supplier, CMS will refer the complaints to the accrediting organization with the instruction to 
investigate and resolve the complaints. If the supplier proves to be uncooperative with its 
accrediting organization, then the supplier’s accreditation can be revoked.  
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In short, over the past couple of years, the accrediting organizations have become more 

sophisticated and aggressive. As with its relationship with the NSC, the supplier needs to do 
what is necessary to stay in the good grace of its accrediting organization. In particular, the 
supplier must understand and follow the policies and procedures that it previously submitted to, 
and that have been approved by, the accrediting organization. If the supplier hires an outsider to 
conduct a review of whether the supplier is complying with the supplier standards, the supplier 
should also direct the attorney/consultant to review whether the supplier is complying with the 
policies and procedures approved by the accrediting organization.  
 
ZPICs 
 

Prior to the 1996 enactment of HIPAA, Medicare program safeguard activities (i.e., 
activities aimed at detecting fraud and abuse) were funded from the contracted fiscal 
intermediary’s general program management budget. HIPAA revised the Social Security Act and 
established the Medicare Integrity Program. The MIP’s primary purpose is to deter fraud and 
abuse in the Medicare program by giving CMS authority to enter into contracts with outside 
entities and ensure the “integrity” of the Medicare program. In 1999, CMS developed the 
Program Safeguard Contractor program to support the MIP, stop Medicare fraud, and facilitate 
provider adherence to codified CMS Payment Criteria, Conditions of Participation, and 
applicable judicial rulings.  PSCs are now transitioning to Zone Program Integrity Contractors. 
At the highest level, CMS considers a ZPIC as being responsible for directing, deterring, and 
preventing Medicare fraud and abuse.  
 

ZPICs are divided into seven zones across the country. They have a contracted Statement 
of Work that encompasses all of the fundamental activities required for CMS program safeguard 
activities. ZPICs are responsible for post-payment audits, prepayment reviews, data analysis, 
benefit integrity and/or fraud detection, cost report audits, and provider education. The ZPIC will 
refer an identified overpayment to the DME MAC and may refer identified fraudulent activities 
to the OIG.  
 

When a DME supplier receives notice that it is being subjected to a post-payment audit 
from a DME MAC, then the supplier must take the matter seriously but there is no reason to 
panic. The DME MAC is conducting a “medical review” audit - that is - does the supplier’s 
documentation support the product that was delivered to the patient? On the other hand, when the 
supplier receives notice that a ZPIC is conducting a post-payment audit or prepayment review, 
then while panic may not be necessary, a healthy dose of paranoia may be in order. The fact that 
a ZPIC is involved tells the supplier that CMS believes that the supplier may be engaging in 
fraudulent activities.  
 

In conducting its investigation, the ZPIC will engage in one or more of the following: 
post-payment audit, prepayment review, and telephonic and in-person interviews of patients and 
physicians. A ZPIC investigator may ask the same type of probing questions that the NSC 
inspector may ask (see above). For example, the investigator may call Mrs. Smith and ask her:  
“Now Mrs. Smith, do you really need the diabetic testing suppliers that ABC Medical Equipment 
sold to you?”  Or the investigator may ask Mrs. Smith:  “Did you give ABC Medical Equipment 
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written permission to call you?” Or the investigator may ask Dr. Jones:  “Dr. Jones, you signed 
the order for diabetic testing supplies.  Is this something that you came up with or did you 
receive an order from ABC Medical Equipment in which ABC told you that Mrs. Smith wants 
diabetic testing suppliers from ABC?” 
 

A ZPIC post-payment audit is serious, but it is not “life threatening.” At least the supplier 
has been paid……so the supplier can pay its light bill. The supplier and the ZPIC are arguing 
over whether the supplier should keep the money that it had previously been paid. On the other 
hand, a pre-payment review can be “life threatening,” particularly if it is a 100% prepayment 
review. In a pre-payment review, the supplier has provided the equipment and subsequently 
submitted a claim. However, the ZPIC will not authorize payment of the claim unless it 
determines that the supplier’s documentation is in order. If the pre-payment review is large, then 
it can seriously hurt the supplier’s cash flow. The ZPICs are slow in processing prepayment 
reviews and, too often, act arbitrarily and in contravention of LCDs and other guidance. In short, 
it can be a painful process to get off of a prepayment review. 

 
There are several factors that can make a supplier vulnerable to an aggressive prepayment 

review: (i) patient and physician complaints; (ii) the supplier primarily sells only one product; 
(iii) the supplier sells the type of product that has come under the government’s scrutiny; (iv) in 
the eyes of a DME MAC, the supplier’s billing patterns are noticeably different from the billing 
patterns of similarly-situated suppliers; (v) a sudden aberration from how the supplier has billed 
in the past; and (vi) the supplier’s error rate, resulting from previous post-payment audits and 
prepayment reviews, is high. Let us focus on the first and last points. When a patient or physician 
complains about a supplier to CMS, there will be an investigation. Investigations have been 
started within a week after CMS receives a complaint. When a supplier is subjected to a post-
payment audit or a prepayment review, no matter how small, the supplier needs to do whatever is 
necessary to successfully respond to the audit/review. Too often, suppliers will respond in a 
cavalier fashion to small audits/reviews because “they are too small to mess with.” This results in 
a high error rate which, in turn, sets the supplier up for much larger audit/review.  
 

There are several preventive steps that the supplier can take to reduce the risk of a post-
payment audit/prepayment review. First, the supplier should implement a corporate compliance 
program. One of the most important aspects of such a program is that there is a person (corporate 
compliance officer) who is focusing on avoiding fraud. For a small supplier, the compliance 
officer can “wear several hats.” The compliance officer is normally not an attorney. What is 
important is that the compliance officer serves as the “canary in the mine shaft.” He/she is 
trained to determine if something may be wrong, thereby giving the supplier the opportunity to 
fix a problem before it gets out of hand. Second, the supplier needs to engage in regular self-
audits of its patient files. Third, the supplier should have an outside consultant conduct a patient 
chart audit at least once a year. Fourth, the supplier should have a health care attorney conduct a 
periodic legal compliance audit. This will allow the supplier to determine if it is violating any of 
the federal or state anti-fraud laws (e.g., Medicare anti-kickback statute, Stark physician self-
referral statute, telephone solicitation statute). Fifth, the supplier should seriously consider 
obtaining all documentation (including physician progress notes) before providing a product or 
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submitting a claim. Doing so will drive away some referral source physicians, but doing so may 
pay big dividends in the end as the supplier responds to audits/reviews.  

 
Compliance Program 

 
A Corporate Compliance Manual should be designed to follow guidance from the Office 

of Inspector General (OIG) and the Federal Sentencing Guidelines. The Federal Sentencing 
Guidelines, published by the United States Sentencing Commission, while designed to help 
judges determine the degree of fault in sentencing decisions, set forth the elements that a 
compliance program should meet. Similarly, the OIG has published guidance for compliance 
programs implemented by DME suppliers. 
 
The “Code of Conduct” section of the Corporate Compliance Manual should include a number of 
provisions, including the following: 
 
• Relationships with Physicians and Others in a Position to Influence Business 
 

The Stark Law prohibits a physician from referring a Medicare patient to a provider with 
which the physician (or immediate family member of the physician) has a financial 
relationship – either an ownership interest or a compensation arrangement – for the 
furnishing of “designated health services” unless an exception applies. Designated health 
services include durable medical equipment, orthotics and prosthetics, outpatient prescription 
drugs and parental and enteral nutrition, among others. 

 
The Medicare anti-kickback statute prohibits knowingly and willfully offering, paying, 
soliciting, or receiving, directly or indirectly, anything of value if the purpose is to induce the 
recipient to (i) refer, order, recommend, or purchase an item or service for which payment 
may be made under a federal health care program such as Medicare or Medicaid; or (ii) 
arrange for someone else to do so. 

 
The anti-kickback statute contains certain exceptions. In addition, an arrangement does not 
violate the anti-kickback statute if the arrangement falls within a “safe harbor.” 

 
The False Claims Act prohibits submitting a bill or other information to Medicare or 
Medicaid that is false or misleading. Specific knowledge of violations is not required. Failing 
to repay an overpayment within 60 days after it is identified can lead to false claims liability. 

 
Federal law establishes Civil Monetary Penalties for certain actions, including violation of 
the Stark Law, violation of the anti-kickback statute, violation of the False Claims Act, 
violation of HIPAA privacy rules, and offering financial inducements to beneficiaries. 

 
• Conflicts of Interest 
 

The employees should carry out their job responsibilities on the basis of what is in the 
company’s best interest and independent of personal considerations. 
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• Receipt of Improper Payments 
 

An improper payment includes cash or anything of value, such as goods and services, 
received or used for any unlawful or improper purpose or payment. 

 
• Use of Company Funds for Improper Payments or Gifts 
 

The use of company funds for any improper payment should be prohibited. Any payment that 
is falsified or not reported in company books and records will be deemed to be an improper 
payment. 

 
• Confidentiality 
 

Employees and agents should keep all patient records confidential. Access should be 
restricted to authorized persons. No confidential information will be disclosed without proper 
consent. 

 
• Reporting Abuse 
 

All incidents of suspected child or elder abuse, including physical and emotional abuse and 
financial exploitation, should be reported as required by applicable state law. In addition to 
reporting required by law, employees and agents should immediately report the matter to the 
Compliance Officer. 

 
• Physician Orders and Certificates of Medical Necessity 
 

Only the attending/referring practitioner may provide a written order for goods or services 
provided by the DME supplier. The Affordable Care Act requires that a practitioner must 
conduct a face-to-face examination of the patient within six months prior to the date of a 
physician order for DME. Intake personnel must obtain physician orders and, when required, 
Certificates of Medical Necessity (“CMN”), from the attending/referring practitioner. 

 
• Billing Practices 
 

Before a claim is submitted to a third-party payer, employees should verify that all applicable 
policies and procedures of the company and the third-party payer have been followed. 
Employees should review the payer’s coverage requirements and ensure that the company 
has received the necessary documentation. 

 
• Medical Records Documentation 
 

Medical records documentation should meet the requirements of all applicable laws, 
regulations, accreditation standards, and Medicare quality standards. When payment is made 
by a third-party payer, medical records documentation should reflect the standards or 
requirements of the third-party payer or its outside review agents. 
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• Company Property 

 
Company property should be used to conduct legitimate company business and other 
company activities. Employees and agents should not use company property for personal 
reasons except as permitted by company policies and procedures or otherwise approved in 
advance by the employee’s supervisor. 

 
• Marketing 
 

Advertising, marketing and promotional materials should not contain any unfair, inaccurate, 
or deceptive statements or any exaggerated or unwarranted representations. Employees and 
agents should not use any advertising, promotional, or other tactics or materials that unfairly 
undermine the products or services of a competitor. 

 
• Education and Training 
 

Training for employees should be conducted on a regular basis. 
 
• Investigations and Corrective Action 
 

The Compliance Officer will investigate complaints and other information (including audit 
results) that suggest violation of law, regulation, or policy, in order to (i) identify the 
individuals involved, (ii) determine appropriate corrective action, (iii) implement those 
procedures necessary to ensure future compliance, (iv) protect the company in the event of 
civil or criminal enforcement actions, and (v) preserve and protect the company’s assets. 

 
The “Enforcement and Discipline” section of the Corporate Compliance Manual should include 
the following provisions: 
 
• Persons Subject to Action 
 

Disciplinary action, including suspension and termination, may be taken against any 
person who: authorizes or participates, directly or indirectly, in any action that constitutes 
a violation of applicable laws, regulations, or company policies; fails to promptly report 
any violation of company policy or applicable laws and any situations where conduct 
may constitute such a violation (collectively, a “Compliance Incident”), or withholds 
information concerning a Compliance Incident of which the employee or agent becomes 
aware; supervises a person involved in a Compliance Incident to the extent that the 
circumstances reflect inadequate supervision or lack of appropriate diligence by the 
supervisor; attempts to retaliate or participates in retaliation, directly or indirectly, against 
a person who in good faith reports a Compliance Incident or a person who encourages 
others to report a Compliance Incident; makes a report of a Compliance Incident which 
he or she knows (or should know) is false or misleading; or fails to cooperate fully with 
company efforts to investigate or otherwise address a Compliance Incident. 
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• Consideration 
 

Imposition of disciplinary action is at the sole discretion of the company and will be 
made based on consideration of all of the relevant facts and circumstances of a particular 
situation, including whether a person involved in a Compliance Incident promptly 
reported the matter, the degree of the person’s cooperation and the nature of the person’s 
conduct. However, employees and agents are required to promptly report Compliance 
Incidents and to cooperate with the company in addressing such matters, and the fact that 
a person fulfills these obligations will not insulate the person from disciplinary action. 

 
• Criminal Activity 
 

If criminal activity or possible criminal activity is undertaken by any employee or agent, 
the Compliance Officer will undertake the following steps: (i) immediately stop the 
conduct forming the basis of the problem until such time as the offending practices are 
corrected; (ii) initiate appropriate disciplinary action against the person or persons whose 
conduct appears to have been intentional, willfully indifferent or with reckless disregard 
for legal requirements; appropriate disciplinary action includes, at a minimum, the 
removal of the person from any position with the oversight for or impact upon the claims 
submission or billing process and may include suspension, demotion, and termination; 
(iii) in consultation with legal counsel, the company will make appropriate notifications 
to the proper government officials; and (iv) promptly undertake a program of education at 
the appropriate department level, division level or facility to prevent similar problems. 

 
The “Compliance Program Operations” section of the Corporate Compliance Manual should 
include the following provisions: 
 
• Corporate Compliance Officer 
 

The Compliance Officer is a member of the Corporate Compliance Department. He/she 
reports to both the CEO and to the Chairman of the Board of Directors. 

 
• Corporate Compliance Department 
 

The Corporate Compliance Department consists of the Compliance Officer, Director of 
Corporate Compliance and the Chief Operating Officer. The duties of the Corporate 
Compliance Department include: updating this manual; developing and modifying 
policies and procedures; ensuring that the company personnel receive appropriate training 
regarding the compliance plan and other policies and procedures; monitoring the 
regulatory environment within which the company operates; evaluating practices, policies 
and procedures of current risk areas and identification of new risk areas and appropriate 
new policies and procedures; recommending and monitoring internal systems of controls; 
monitoring internal and external investigations and overseeing corrective and preventive 
actions; evaluating appropriate activities that are designed to promote awareness of the 
corporate compliance program with particular emphasis on detecting and reporting 
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potential problems and violations; receiving evaluation and responding to complaints and 
problems with the Corporate Compliance Program; and other duties as delegated by the 
Compliance Officer. 

 
• Officer Reports 
 

The Compliance Officer will report to the Board of Directors as appropriate, but not less 
than quarterly, on the activity and effectiveness of the Corporate Compliance Program. 
The Compliance Officer will also submit a written annual report on the status of 
compliance within the company that addresses any recommendations resulting from the 
prior year’s audit work and any other information requested by the Board of Directors. 

 
The “Policies” section of the Corporate Compliance Manual should include the following (note 
that these are only brief descriptions of the policies; the actual policies are much longer): 
 
1) Auditing 
 

To assure compliance with law and policy, the corporate compliance department will 
perform regularly scheduled audits on a quarterly basis, as well as periodic targeted 
audits as directed by the Compliance Officer. 

 
2) Background Screening 
 

The Human Resource Officer, through the use of a third party vender (“Background 
Check Company”) will make reasonable inquiry into the background of prospective 
employees and agents who exercise substantial supervisory authority or who exercise 
substantial discretion within or on behalf of the company. 

 
3) CMNs and DIFs 
 

A Certificate of Medical Necessity (“CMN”) must be completed by the patient’s 
physician, the physician’s staff, or other authorized clinician in order to obtain Medicare 
reimbursement. 
 
The DME Information Form (“DIF”) may be completed by the company.  Employees 
should contact the patient’s physician or authorized person if there is any question 
regarding the information requested on the DIF. 

 
4) Claim Review 
 

The company will not submit a claim to any payer until it has been reviewed and 
approved for completeness and accuracy.  In addition, supporting documentation should 
be reviewed to assure that the items or services have been provided to the patient. 
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5) Conflict of Interest 

 
Employees are required to properly report any actual or potential Conflict of Interest to 
the Compliance Officer.  When reporting an actual or potential conflict, employees must 
truthfully disclose all relevant facts and circumstances. 

 
6) Electronic Surveillance 
 

The company will not use any electronic, mechanical or other device to intercept the 
contents of any telegraphic, telephonic, facsimile, modem-transmitted or other electronic 
communication, unless both of the parties to the communication consent to the 
interception. 
 

7) Enforcement 
 

Imposition of disciplinary action is at the sole discretion of the company and will be 
made based on consideration of all of the relevant facts and circumstances of a particular 
situation, including whether a person involved in a Compliance Incident promptly 
reported the matter, the degree of the person’s cooperation and the nature of the person’s 
conduct. 

 
8) False Statements 
 

It is improper for an employee or agent to make false statements or conceal material facts 
in any communication with company representatives in connection with the conduct of 
company business or other activities, including employment or employee benefit 
applications and any other reports or filings. 

 
9) HCPCS Coding 
 

The HCPCS code that most accurately describes the item provided or service rendered 
will be used on all bills.  Intentional up coding is a violation of the law and will not be 
tolerated. 

 
10) Improper Payments 
 

An Improper Payment is defined as cash or anything of value, including goods and 
services received or used for any unlawful or improper purpose of payment, including 
bribes, kickbacks, payoffs or any other payment made in violation of applicable laws or 
regulations for any other improper purpose. 

 
11) Internal Reporting 
 

All employees and agents are required to report any information that leads them to 
suspect any violation of company policy or applicable laws and any situations where 
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proposed conduct may constitute such a violation (collectively, a “Compliance 
Incident”). Failure to report a Compliance Incident is a violation of company policy and 
will subject an employee or agent to disciplinary action, up to and including termination. 

 
12) Investigations 
 

All Compliance Incident reports received by any employee or agent will be forwarded to 
the Compliance Officer.  The Compliance Officer will prepare a Compliance Report 
Form to be submitted to the Executive Team.  The Compliance Officer will direct the 
initial investigation of the alleged problem or incident as soon as reasonably possible and 
in any event within ten days following the receipt of the complaint or report. 

 
13) Marketing 
 

A number of laws and regulations directly address marketing by Medicare providers and 
suppliers, including the Medicare anti-kickback statute, the Stark physician self-referral 
statute, the telephone solicitation statute, and the beneficiary inducement statute. 
Additionally, the OIG has published fraud alerts, advisory bulletins, and advisory 
opinions that address marketing. Vigilance with regard to marketing activities in all areas 
of the business is important to the company. 

 
14) Medical Necessity 
 

Payers will only pay for items and services that are: 1) medically necessary; 2) ordered 
by the patient’s treating physician or other authorized person; 3) covered items or 
services; 4) provided to the patient; and 5) meet criteria established by appropriate payer 
policy. 

 
15) Medicare Assignment 
 

For those items for which the company accepts Medicare assignment, Medicare patients 
will not be charged more than the amount allowed under the Medicare fee schedule, 
including patient coinsurance and deductibles. 

 
16) Payment Likely to be Denied 
 

If the company believes that payment for items or services will be denied by Medicare, 
the patient will be informed (prior to providing an item or service) that the item may be 
denied and that he/she may be responsible for the charges. The company will issue an 
Advance Beneficiary Notice (“ABN”) each time it makes the determination that 
Medicare payment will likely not be made because the item or service is not medically 
necessary. 
 
 
 

 
AN INDUSTRY IN TRANSITION: HOT BUTTON ISSUES 
FACING DMEPOS SUPPLIERS PAGE 35 OF 71 



 
17) Physician Orders 
 

The company will not bill for any item or service unless it has been ordered by the 
patient’s physician or other authorized person.  Such physician orders must be in writing.  
Verbal orders must be documented and confirmed in writing prior to billing for the item 
or service. 

 
18) Purchase Contracts 
 

The company actively pursues contracts with manufacturers and distributors that will 
enable it to meet its customers' individual and collective needs in the most efficient and 
affordable manner. The fulfillment of any obligations that may be placed on the company 
requires a complete understanding of what is required. Therefore, the Corporate 
Compliance Committee, or its designee, will investigate and obtain a thorough 
understanding of all if its obligations under each such contact it enters into. In addition, 
the company will fully comply with the terms of the contract and will take reasonable 
actions to assure itself that the contract does not violate any law or regulation.  

 
19) Record Retention 
 

The Corporate Compliance Department will ensure that records are retained in 
accordance with the Record Retention Guidelines set forth in this policy. In addition to 
the designated period under the Record Retention Guidelines, all records will be retained 
until any pending federal or state audits are completed. 

 
20) Training 
 

The Human Resource Officer will document the training provided to each employee. The 
documentation will include the name and position of the employee and agent, the date 
and duration of the educational activity or program, and a brief description of the subject 
matter of the education. New employees will be required by the Human Resource Officer 
to sign a statement certifying that they have received, read, understood, and will abide by 
the standards of conduct. 

The CEO Should Not Serve as the DME Supplier’s Compliance Officer 
 

There is not a great deal of formal guidance concerning the choice of a compliance 
officer.  The Federal Sentencing Guidelines Manual states that "high-level personnel" should 
have overall responsibility for the compliance program, but makes no recommendations about 
what positions may appropriately be combined with the compliance officer role. 

 
The Office of Inspector General, in its Compliance Program Guidance for Home Health 

Agencies, states, "Designating a compliance officer with the appropriate authority is critical to 
the success of the program, necessitating the appointment of a high-level official in the home 
health agency with direct access to the home health agency’s president or CEO, governing body, 
all other senior management, and legal counsel."  Almost identical language appears in OIG 
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Compliance Program Guidance documents for other kinds of health care providers.  In a footnote 
(which also appears in other CPG documents), the OIG states: 

 
The OIG believes that it is not advisable for the compliance function to be 
subordinate to the home health agency’s general counsel, or comptroller or similar 
home health agency financial officer. Free standing compliance functions help to 
ensure independent and objective legal reviews and financial analyses of the 
institution’s compliance efforts and activities. By separating the compliance 
function from the key management positions of general counsel or chief financial 
officer (where the size and structure of the home health agency make this a 
feasible option), a system of checks and balances is established to more 
effectively achieve the goals of the compliance program. 
 
The OIG adds, "When a compliance officer has other duties, the other duties should not 

be in conflict with the compliance goals ...  E.g., companies should not choose a sales manager 
who may be pressured to achieve high sales, which might result in a conflict with compliance 
goals." 

 
The CEO has the advantages of freedom of action and full access to company records and 

personnel, and has the authority to require conformity with compliance policies.  However, there 
are at least two substantial arguments against assigning the compliance officer role to the CEO.  
The first is simply that the CEO may not be able to commit sufficient time to the role to be really 
effective as a compliance officer.  The provider may not necessarily need a full-time compliance 
officer.  However, it does need someone who can spend a large part of his or her time on 
compliance and, equally important, who can give compliance matters precedence over his or her 
other responsibilities when necessary.  The CEO cannot have compliance at the top of his or her 
priority list all the time. 
 

The more important reason why the roles of CEO and compliance officer should not be 
combined is that there are inherent conflicts between the two roles.  The compliance officer is 
required to be independent and objective, acting in some ways as an outsider with respect to the 
company.  The CEO, as the insider who oversees the activities of all of the other insiders, is 
unsuited for this role.  The CEO is responsible for the financial performance of the company, and 
in that respect is somewhat like the sales manager mentioned in the OIG compliance guidance.  
Vigorous compliance enforcement may have a negative effect on financial performance in the 
short term.  It may also reveal problems of which the CEO should have been aware.  Any 
compliance issue that comes to light involving activities that took place on the CEO's watch may 
call the CEO's performance into question.  The compliance officer may be required to report to 
the board that the CEO has failed to exercise adequate oversight of his or her subordinates, or 
even that the CEO has been complicit in improper activities.  It is not realistic to expect the CEO 
to be objective in investigating and reporting on his or her own performance. 

 
If the CEO is also a significant shareholder in the company, discovery and disclosure of 

compliance problems may have a direct negative impact on his or her financial status. 
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Finally, when a compliance issue is discovered, the CEO is usually the person who must 

decide how the company will respond.  Especially if the issue is not black-and-white, this 
responsibility often requires a balancing of legal and business risks that is foreign to the role of 
the compliance officer.  A CEO who is also a compliance officer would have to ignore other 
business considerations while investigating potential issues, but would have to take those issues 
into account in making a decision about responding. 

 
On balance, these considerations weigh strongly against combining the roles of CEO and 

compliance officer. 
 

Administrative Appeals Process 
 

Post-payment audits (by DME MACs, ZPICs, and RACs) are a permanent part of the 
DME industry.  Regardless of how thorough the DME supplier’s patient files are, the chances of 
winning at the audit stage are small.  This is because the auditor is looking for a reason to deny a 
claim and demand a repayment.  As a result, if subjected to an audit, the DME supplier can 
expect to traverse the various administrative appeal stages. 

 
Part One – Redetermination – First Level of Appeal 

 
The first level of appeal is the redetermination level.  A redetermination is an 

independent review of the claim by someone who was not involved in the initial review.  It is an 
“on the record” review, so you will need to present your argument on paper.  It is important that 
your appeal be organized and succinct.  The reviewer has a limited amount of time to spend on 
each claim.  A supplier must submit everything necessary to prove medical necessity but be 
careful about submitting documentation that is not relevant, as it will distract the reviewer, 
making it harder for the reviewer to locate the relevant information.  In addition to relevant 
documentation, a supplier should provide a summary of the medical necessity, noting specific 
documentation that supports medical necessity.  If the supplier has a clinician on staff, it is 
recommended that the clinician be involved in writing the patient summary. 

 
A supplier has 120 days from the date it received the initial determination to file a request 

for redetermination.  CMS presumes that the notice is received five days from the date of notice, 
unless there is evidence to the contrary.  All suppliers need to have some sort of tickler system in 
place to ensure that a request is filed in a timely manner.  If the request is not received timely, it 
will not be heard and the overpayment demand will stand.  A supplier should calendar the 
deadline to be 120 days from the date of the letter.  This will create a little bit of a grace period in 
the case of some problem in getting the appeal filed. 

 
It is strongly suggested that a supplier not wait until the last minute to file an appeal.  

This is even more important in the case of a post-payment demand if the supplier wants to avoid 
recoupment.  Filing of the appeal will stop the DME MAC from recouping through the second 
level of appeal or the reconsideration decision.  However, to stop recoupment, a redetermination 
request should be filed within 30 days or offsets will begin taking place on the 41st day.  If a 
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request is filed between days 30 and 120 once the request is processed, offsets will cease, but any 
amounts already collected will not be returned. 

The request for redetermination must be in writing and filed with the DME MAC.  CMS 
states the preferred method for filing a request for redetermination is on a standard CMS form 
(Form CMS-20027), but other written requests will be accepted if they contain all of the 
following: 

 
• The beneficiary’s name. 
• The Medicare health insurance claim number. 
• Specific item(s) and/or service(s) and the applicable date(s) of service. 
• The name and signature of the supplier or the supplier’s representative. 

If even one required element is missing, the appeal will be dismissed. 

The redetermination is an independent, critical examination of a claim by contractor 
personnel who was not involved in the initial determination.  The reviewer must obtain and 
review all available, relevant information needed to make a determination.  Such information 
must be included in the case file, and the case file must be made available for inspection by an 
appellant (i.e., the supplier who is appealing) or party upon request. 

The redetermination decision must be mailed to the supplier within 60 days of the date 
the DME MAC received the request for redetermination.  This 60-day period is extended by 14 
days each time the supplier submits additional evidence after filing the request for 
redetermination, even if the evidence is submitted at the request of the reviewer. 

The DME MAC may dismiss a request for redetermination for a number of reasons, including, 
if: 

• The supplier gives written notice withdrawing the request for redetermination; 
• The party requesting the redetermination is not a proper party or is not entitled to 

a redetermination; 
• The request for redetermination was not timely filed and the contractor did not 

find good cause for such failure; 
• The request for redetermination was submitted by a representative, but the 

representative has not been properly appointed; or 
• The redetermination request was not valid (i.e., did not have the required 

elements). 
 

A supplier may appeal a dismissal of a redetermination to the Qualified Independent 
Contractor (QIC) by filing a request for reconsideration by the QIC within 60 days of the 
dismissal.  A supplier may also request the contractor vacate its dismissal within six months of 
the date of mailing of the dismissal notice if the supplier can show good and sufficient cause. 
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Part Two – Reconsideration – Second Level of Appeal 
 

If a supplier disagrees with the redetermination decision, it has 180 days from the date the 
supplier received the redetermination decision to file a request for reconsideration.  The QIC 
reconsideration consists of an independent review.  Like the redetermination review, a 
reconsideration review is based solely on the written record.  QICs must follow national 
coverage determinations, CMS rulings, and applicable laws and regulations. 
 

The request for reconsideration must be received by the QIC within the 180-day period.  
If the request is even one day late, it will not be considered and the overpayment demand will 
stand.  To stay recoupment, a request for reconsideration should be filed within 60 days of the 
date of the redetermination decision. 

 
The request for reconsideration must be in writing and filed with the QIC.  The request 

may be on a standard CMS form (CMS-20033), the form included with the redetermination 
decision, or another writing (e.g., a letter).  If the request is made in a letter, the letter must 
contain all of the following: 

• Beneficiary’s name; 
• Beneficiary’s Medicare health insurance claim number; 
• The specific service and item and date of service for which reconsideration is 

requested; 
• The name and signature of the party making the request or the party’s 

representative; and 
• The name of the contractor who made the redetermination. 

Also, the supplier should explain why it disagrees with the initial determination and 
redetermination and present any additional evidence and arguments of fact or law. 

When the QIC receives a request for reconsideration, it will request the case file from the 
DME MAC.  It is very important to know that evidence not submitted to the QIC will not be 
considered at an ALJ hearing or further appeal unless good cause is shown as to why the 
evidence was not previously provided.  Therefore, all relevant information proving the supplier’s 
case should be submitted to the QIC.  Every level of review is what is considered a de novo 
review, meaning it is a new and independent review of the claim.  So, even if a specific 
requirement was not questioned at a lower level, you should provide all information that supports 
the medical necessity of the claim.  You never know what will catch the eye of the reviewer. 

Within 60 days of receiving a request for reconsideration, the QIC must: 

• Issue a written decision; or 
• Provide the supplier with a statement advising that it is unable to complete its 

review within the 60-day time frame and provide reasons why it could not 
complete the review during that time frame in accordance with the rule. 
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If a supplier files a timely request for reconsideration to the QIC and the QIC has not 

made a decision within the 60-day period, then the supplier may send a written request to the 
QIC to escalate the appeal to the ALJ.  Within five days of receiving a request for escalation, the 
QIC must either issue the reconsideration decision and notify all of the parties of its decision or 
acknowledge the escalation notice in writing and forward the case file to the ALJ hearing office. 
 
Part Three – ALJ Hearing – Third Level of Appeal 
 

A supplier that disagrees with the QIC’s reconsideration decision may request an ALJ 
hearing.  This is the first time a supplier actually gets to talk to an individual and present its case 
on the claim.  The supplier must file a written request for an ALJ hearing within 60 days after 
receipt of the QIC’s reconsideration decision.  The supplier must also send a copy of the request 
to all other parties. 
 

Recoupment is allowed during the ALJ process.  If the overpayment demand is large and 
the DME supplier cannot afford to have the overpayment recouped, then the supplier should 
enter into a payment arrangement with the DME MAC while the supplier proceeds through the 
ALJ stage. 

To qualify for an ALJ appeal, the amount in controversy must be greater than or equal to 
$120.  The request must be made in writing and include all of the following: 

• The name, address, and Medicare health insurance claim number of the 
beneficiary whose claim is being appealed; 

• The name and address of the appellant, when the appellant is not the beneficiary; 
• The name and address of the designated representative, if any; 
• The document control number assigned to the appeal by the QIC, if any; 
• The dates of service; 
• The reasons the appellant disagrees with the QIC’s reconsideration or other 

determination being appealed; and 
• A statement of any additional evidence to be submitted and the date it will be 

submitted. 

The ALJ may conduct an oral hearing by video-teleconferencing, if such technology is 
available, or by telephone (which is often the case) if the request for hearing shows that a 
telephone hearing may be more convenient for one or more parties.  An in-person hearing will be 
conducted if video-teleconferencing technology is not available or other special or extraordinary 
circumstances exist. 

The ALJ sends a notice of hearing.  The notice will contain a proposed time and place of 
hearing, and require all parties to reply to the notice by (1) acknowledging whether they plan to 
attend the hearing at the time and place proposed in the notice of hearing or (2) objecting to the 
proposed time or place of the hearing. 

Any evidence that was not submitted prior to the issuance of the QIC’s reconsideration 
decision must be accompanied by a statement explaining why the evidence was not previously 
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submitted.  The ALJ will examine the new evidence and determine whether the supplier had 
good cause for submitting the evidence for the first time at the ALJ level.  If good cause does not 
exist, the ALJ will exclude the evidence from the proceeding and will not consider the evidence 
in reaching his or her decision. 

Part Four – Review by the Medicare Appeals Council (MAC)/Judicial Review 

Medicare Appeal Council 

A supplier dissatisfied with an ALJ decision may file a written request for a MAC review 
within 60 days after receiving the ALJ decision (or dismissal).  The final level of administrative 
appeal is a review by the MAC.  The MAC may also decide on its own to review an ALJ 
decision or dismissal.  CMS may also refer a case to the MAC for the MAC to consider 
reviewing it on its own within 60 days of the ALJ decision.  A supplier may file objections to 
CMS’s referral to the MAC within 20 days of the referral notice. 

For most cases, suppliers should pursue all appeals at least though the ALJ level.  A 
determination of medical necessity can be very subjective and different reviewers may see the 
documentation more favorable and allow the claim.  Whether or not to pursue a MAC appeal 
should be decided based on the facts of the claim at issue, and not all claims are appropriate for 
appeal at this level. 

A request for MAC review must be filed in writing to the MAC and be made either on a 
standard form or other writing.  Such other writing must include the following to be accepted: 

• Beneficiary’s name; 
• Medicare health insurance claim number; 
• The specific service(s) or item(s) for which the review is requested; 
• The specific date(s) of service; 
• The date of the ALJ's decision or dismissal order, if any; 
• If the party is requesting escalation from the ALJ to the MAC, the hearing office 

in which the appellant's request for hearing is pending; 
• The name and signature of the party or the representative of the party; 
• And any other information CMS may decide. 

 
The request for MAC review must identify the parts of the ALJ decision with which the 

appellant disagrees and explain why it disagrees with the ALJ decision.  The MAC will limit its 
review to those exceptions raised by the request for review, unless the appellant is an 
unrepresented beneficiary.  The MAC will give, upon request, a reasonable opportunity to file 
briefs or other written statements about the facts and law relevant to the case.  The MAC will 
only consider the evidence contained in the ALJ’s record, unless the ALJ decision contained new 
issues that the parties did not have a chance to address.  If the MAC determines that additional 
evidence is needed to resolve the issues in the case and the hearing record indicates that the 
previous decision-makers (QIC, ALJ, etc.) have not attempted to obtain the evidence, the MAC 
may remand the case to an ALJ to obtain the evidence and issue a new decision. 
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If new evidence related to issues previously considered by the QIC is submitted to the 

MAC by a supplier, the MAC must determine if the supplier had good cause for submitting it for 
the first time at the MAC level.  If not, the MAC will exclude the evidence.  When the MAC 
excludes evidence, it must give notice thereof to all parties.  The MAC may, either on its own or 
upon request, issue a subpoena for evidence that is material to an issue at the hearing, but may 
not issue such subpoena to CMS or its contractors.  The MAC generally decides a case from the 
record.  However, the MAC may grant a party’s request to present oral arguments if it decides 
that the case raises an important question of law, policy, or fact that cannot be readily decided 
based on written submissions alone.  If the MAC decides on its own that oral argument is 
necessary, it will give the parties notice of the time and place for oral argument at least 10 days 
prior to the scheduled date. 
 
Judicial Review 

 
A supplier may request court review of the MAC decision by filing a complaint (i.e., 

lawsuit) with the U.S. District Court.  The complaint must be filed within 60 days after the date 
the supplier receives notice of the MAC’s decision.  To qualify for judicial review, the amount in 
controversy must be greater than or equal to $1,220.  This is typically a very expensive process 
and few cases are actually filed in federal court for this reason. 

 
How a Federal Prosecutor Thinks 

 
Qui Tam Lawsuits 
 

Many investigations are a result of a qui tam (whistleblower) lawsuit. This is when a 
disgruntled ex-employee, or disgruntled current employee, files a federal lawsuit against the 
DME supplier. The lawsuit will be in the name of the current/ex employee ("relator") and in the 
name of the U.S. The qui tam lawsuit will be based on the federal False Claims Act (“FCA”). It 
is the position of the DOJ that if the DME supplier commits an act that violates any law (civil or 
criminal), and if the supplier eventually submits a claim to a government health care program (in 
which the claim directly or indirectly is related to the acts), then the claim is a "false claim." 
 

Under the FCA the DME supplier (and its individual owner) can be liable for actual 
damages, treble damages, and between $5500 to $11,000 per claim. The qui tam lawsuit will go 
"under seal," meaning that nobody (except for the DOJ) will know about it. An Assistant U.S. 
Attorney (in the jurisdiction in which the qui tam is filed) will review the lawsuit and will ask 
investigative agents (FBI, OIG) to investigate the allegations set out in the qui tam suit. 
 

The agents may talk to other current or ex-employees. The agents may talk to patients 
and referring physicians. The agents may talk to others who may have information regarding the 
allegations set out in the qui tam. After they conduct their investigation (which may take up to a 
year), then the AUSA will decide whether or not to "intervene." By "intervening," the AUSA 
will take the lawsuit over and the relator's attorney can sit on the sidelines. 
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Assume that the AUSA intervenes. When this happens, then the DME supplier will be 

made aware of the existence of the qui tam. A qui tam is a civil lawsuit. If the DME supplier is 
found to be liable, then it can be required to pay money and enter into a Corporate Integrity 
Agreement. An owner or officer of the DME supplier may be "excluded" from participating in a 
government health care program. 
 

Here is where things can get to be a bit scary. The AUSA may open up a "parallel 
criminal file." The purpose of the criminal file is to determine if any of the DME supplier's acts 
constitute a crime. This is when a person can end up serving some time in "Club Fed." In fact, 
many criminal cases brought against DME suppliers result from qui tam lawsuits. The reason for 
this is because the DOJ has limited the resources to "look for" fraud. There are only 
approximately 93 U.S. Attorney's Offices throughout the U.S. Each office has a politically-
appointed U.S. Attorney and then has multiple AUSAs. Some AUSAs handle drug cases; others 
handle violent crime; others handle human trafficking; others handle financial institution crime; 
others handle health care fraud; and so on and so forth. In short, the DOJ does not have limited 
resources to go "seek out" health care fraud. 
 

And so this is where qui tams come in. Essentially, the DOJ has "outsourced" or 
"subcontracted out" the "seeking out" of health care fraud to private citizens: disgruntled ex and 
current employees. The take-away is that the DME supplier lives in a glass house. The DME 
supplier cannot hide anything. Truth will always bubble to the surface. If the DME supplier is 
doing something it should not be doing, then an employee knows about it. 
 

If the DME supplier ends up settling with the DOJ, and paying a great deal of money, 
then the qui tam relator will end up receiving between 15% to 20% of the proceeds. Considering 
the large amount of money that can be collected under the FCA, this provides a large incentive 
for disgruntled ex or current employees to bring qui tams. 
 
Prosecutorial Discretion 
 

Federal anti-fraud laws are broad and somewhat vague. An Assistant United States 
Attorney (“AUSA”) can compare acts of a DME supplier to a law and conclude that the law has 
been violated. Conversely, a defense attorney can look at the same set of facts, and the same law, 
and conclude otherwise. Unfortunately, the AUSA has unlimited resources and time and can 
make life miserable for a DME supplier if the AUSA chooses to do so. The take-away is that the 
AUSA has a great deal of “prosecutorial discretion.”  
 

Even if a target of a federal investigation (civil or criminal) believes that it has done 
nothing wrong, then it will nevertheless likely choose to reach a settlement (civil case) or plea 
(criminal case) because the risk of going to trial is too high. The vast majority of criminal cases 
that go to trial result in a conviction. The reason for this is because the statute is so broadly 
worded, it is easy to violate it. Plus, a typical indictment will include everything but the kitchen 
sink. For example, the indictment may contain 75 separate “counts,” any one of which can result 
in a prison term of five years. A common approach of an AUSA is to threaten to bring a multi-
count indictment (e.g., 75 counts) but offer to drop all but one count if the target will plead to the 
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one count. Even though the target may not want to do so, it may not want to run the risk of going 
to trial. The same approach holds true with civil False Claims Act (“FCA”) cases. The target may 
believe that it owes no money, but will be inclined to pay money in order to avoid the 
catastrophic damages under the FCA.  
 
How to Avoid Being a Target 

 
The DME supplier needs to understand the principle that in fraud and abuse land, there is 

no such thing as a technical loophole. It is substance over form. If your head tells you one thing, 
and your stomach tells you something else, then ignore your head and trust your stomach. If it 
“looks like a duck, walks like a duck.....” You choose the metaphor. Understand the principle 
that the supplier “lives in a glass house.” Understand the principle that if the supplier is doing 
something wrong, then someone knows about it.  
 

It is important that the DME supplier implement a functioning corporate compliance plan 
(“CCP”). A CCP is an approximate 50 page document that summarizes the most important anti-
fraud laws and sets out procedures that will help the DME supplier avoid violating such laws. As 
part of the CCP, the supplier will need to continually train its employees regarding compliance 
with anti-fraud laws. The supplier needs to appoint a dedicated, and thick skinned, corporate 
compliance officer (“CCO”). For a large DME supplier, the CCO can be dedicated to only being 
the CCO. For a smaller DME supplier, the CCO can wear several hats. Normally, the CCO is not 
an attorney. The main job of the CCO is to be the “canary in the mine shaft.” The CCO does not 
have to know all of the nuances of the anti-fraud laws, but needs to know enough to have a 
Pavlovian reaction when he sees something that he does not like.  
 

The principle benefit of having a CCO is that there is a person in the organization who is 
focusing on the various anti-fraud laws. As mentioned earlier, the CCO needs to have “thick 
skin.” By that we mean that he/she needs to be able to go “nose to nose” with the supplier’s CEO 
and say: “No, we cannot do what you want to do.” In addition, the CCO needs to be a “safe 
person” for employees to go to if they believe that the supplier is doing things it should not be 
doing. Often, fraudulent activities are discovered by rank and file employees. The DME supplier 
would much rather have the employee go to the CCO than go to a qui tam attorney. The DME 
supplier needs to investigate the concern raised by the employee. If the employee’s concern is 
well founded, then the CCO needs to report back to the employee, thank him/her, and explain 
what corrective steps the supplier is taking. Conversely, if the facts show that the supplier has 
done nothing wrong, the CCO needs to report back to the employee, thank him/her, and explain 
why the supplier’s actions are proper.  
 
Use an Experienced Health Care Attorney 
 

While the DME supplier can use its local attorney for day-to-day business matters, the 
supplier needs to also have a relationship with an experienced health care attorney who has the 
ability to instantly recognize kickback, Stark, inducement, and false claims issues. By bouncing 
ideas off of a health care attorney, the DME supplier can avoid problems down the road. 
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Signs that the Supplier is a Target 
 

The DOJ will normally not let the supplier know that it is a target until the investigation 
is substantially completed. The DOJ will likely have obtained records (e.g., claims submissions) 
from DME MACs and other CMS contractors. The investigative agents (FBI, OIG) will 
interview ex-employees, current employees, patients and physicians. Normally, one of these 
interviewees will tell the DME supplier of the interview. 
 
Responsive Steps 
 

When an employee tells the supplier that the employee has been interviewed, it is 
appropriate for the supplier to ask the employee about what the investigator said. It is appropriate 
for the supplier to ask the employee for the name and contact information for the interviewing 
agent. The employee has the right to disclose.....or not to disclose......this information to the 
supplier. Let's say that the DME supplier becomes aware that an employee will be interviewed. 
The only advice the supplier can tell the employee is to tell the truth. It is appropriate for the 
supplier to ask the employee to brief the supplier after the interview takes place. The employee 
has the right to agree....or not agree.....to the supplier's request.  
 

The supplier should preserve all documents, e-mails etc. (electronic and hard copy). As a 
general rule (there are exceptions), the supplier should be transparent with its employees. The 
supplier can tell the employees about the existence of the investigation, that the supplier has 
hired an attorney to represent it, and that the supplier will cooperate with the investigation. The 
supplier can tell its employees that they may be interviewed and if they are, then simply tell the 
truth. The supplier can tell the employees that if they feel comfortable in briefing the supplier 
after the interview, then the supplier would appreciate it. However, the supplier should 
emphasize that the employees have no obligation to brief the supplier. As soon as the DME 
supplier finds out of the existence of an investigation, then the supplier should hire an 
experienced health care attorney. 
 

Assume that the supplier obtains the names and contact information regarding the 
investigating agents. The attorney should contact the agents and ask for the name and contact 
information of the AUSA that is supervising the investigation. The attorney should then contact 
the AUSA, inform the AUSA that the attorney represents the supplier, and start a dialogue with 
the AUSA. Remember what I said about prosecutorial discretion. The AUSA has much more 
power than the defense attorney has. And so here is another take-away: do not anger the AUSA. 
It is important that the AUSA trust the DME supplier's attorney. Such trust can prevent a seizure 
action from occurring (more on this later). Such trust can result in an orderly "rolling" production 
of documents and information to the AUSA. If the AUSA believes that the supplier, and the 
supplier's attorney, are being honest and transparent, then the odds are that the AUSA will be 
open to a resolution that the supplier can live with. 
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Seizure Action 
 

The DME supplier should back up its data system off-site. In the event of a seizure 
action, then the supplier will not be shut down. A seizure action is when the AUSA obtains a 
Search Warrant from a Federal Magistrate. Normally, the AUSA will ask for a Search Warrant if 
the AUSA is given information that the supplier may hide or destroy files. The seizure action is 
intended to "preserve the evidence" so that the DOJ and OIG can look at it.  
 

In a typical seizure action, multiple agents (FBI, OIG, IRS) will enter the premises 
unannounced and instruct the employees to "move away from their keyboards.“ The agents will 
take the computers and hard copy documents. If the supplier does not have its documents backed 
up off-site then the supplier will be essentially shut down. The agents may attempt to talk to the 
employees. The employees have the right to talk, or not to talk, to the agents.  
 

Normally, the DOJ will, at the supplier's expense, make copies of everything taken 
(electronic and hard copy) and give the copies to the supplier. However, this can take several 
weeks to accomplish. Hence, the importance of having documents backed up off-site. When the 
agents first walk through the door, the DME supplier should call its health care attorney so that 
the attorney can give proper guidance. Normally, the attorney will talk to the lead agent. The 
lead agent will give to the attorney the name and contact information of the supervising AUSA. 
The attorney can then call the AUSA, arrange to have copies (of the seized documents) made, 
and start a dialogue.  
 
Resolution of Civil Proceeding 
 

Assume that the AUSA proceeds against the DME supplier civilly. In other words, the 
AUSA does not want to put anybody in jail. The damages, fines and penalties under the FCA far 
exceed what the supplier can pay. And so the supplier's attorney and the AUSA will usually enter 
into an "ability to pay" settlement in which the supplier will pay as much money as it can without 
forcing it to close its doors. Payment of the money will be made to the DOJ. Separate from that, 
the supplier will likely be required to enter into a Corporate Integrity Agreement with the OIG. 
This is normally a five year contract between the supplier and the OIG. The CIA will impose a 
number of requirements on the supplier, including annual reports to the OIG, training employees, 
and having an Independent Review Organization audit the supplier's operations on an annual 
basis. 

 
Resolution of Criminal Proceeding 
 
 Assume that the facts, unfortunately, support the AUSA's allegation that a crime has been 
committed. The case can go in a number of directions. The wisest course of action is for the 
supplier to work out a plea. In other words, it is normally not wise to go to trial. The supplier 
should attempt to work out a plea before there is an indictment. An indictment is a public 
statement by the government of the "bad things" that the supplier has done. It is hard for the 
government to be lenient after an indictment is issued. If a resolution is worked out before an 
indictment is issued, then it is worked out "pursuant to a criminal Complaint." This allows the 
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AUSA to have off-the-record discussions with the supplier's attorney. This, in turn, gives the 
AUSA substantial flexibility in working out a resolution. A resolution can take a number of 
paths: (i) plea by the corporation, with no plea by the owner of the corporation; (ii) deferred 
prosecution plea by the owner (no felony conviction); (iii) felony conviction of the owner with 
probation; (iv) felony conviction of the owner with home detention; (v) felony conviction of the 
owner with half-way house; and (vi) felony conviction of the owner in which the federal 
sentencing guidelines suggest a relatively short prison term (e.g., 11 to 18 months). 
 

Expanding Into the Retail Market 
 

 There is a “perfect storm” of events that is pushing DME suppliers into the retail market. 
First, Medicare is limiting what it is willing to pay for health care. Second, there are 78 million 
“baby boomers” who are retiring at the rate of 10,000 per day. The “boomers” are accustomed to 
paying their own way and they understand that they will have to pay out-of-pocket for a chunk of 
their medical services. Third, “boomers” will want to live out their days in their homes…not in a 
long term care facility. And fourth, “boomers” are accustomed to shopping retail, whether in 
person or via the internet. This “perfect storm” opens up opportunities for the innovative DME 
supplier. 
 
 For purposes of this section, “retail market” is defined as any market that does not 
involve the federal or state government as the payer. In the retail market, the payer will be the 
consumer (out-of-pocket) and commercial insurers. This section will address the many statutory 
and regulatory issues that the DME supplier must address as it pushes into the retail market. 
Specifically: 
 
• Federal Anti-Fraud Statutes, Safe Harbors, OIG Advisory Bulletins, OIG Special Fraud 

Alerts, and Supplier Standards – Most DME suppliers that venture into the retail market 
are also Part B suppliers and they bill Medicare and Medicaid for covered items. When 
the suppliers move into the cash and commercial insurance market, they nevertheless 
need to be aware of how federal statutes and regulations have an impact on their retail 
business. For example, let’s say that ABC Medical Equipment, Inc. enters into a 1099 
independent contractor arrangement with John Smith, a marketing rep. Smith generates 
both commercial and Medicare business for ABC. However, ABC pays commissions to 
Smith only for the commercial business; ABC pays nothing to Smith for the Medicare 
business. At first blush, ABC may feel comfortable that it is not violating the Medicare 
anti-kickback statute. However, the OIG has stated that the commissions being paid for 
the commercial patients are also rewarding Smith for generating Medicare 
business…….hence, a violation of the anti-kickback statute. 

 
• State Anti-Fraud Statutes – All states have anti-fraud statutes. These are similar to their 

federal counterparts. Some state statutes come into play only when the payer is the state’s 
Medicaid program. Other state statutes apply even when the payer is a commercial 
insurer (or the consumer paying cash). Some states specifically incorporate the federal 
safe harbors while others do not. Look at the example set out in the preceding bullet. 
Assume that Smith only generates commercial business for ABC. The arrangement will 
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be acceptable in a state in which its anti-kickback statute only applies when the payer is 
the state’s Medicaid program. On the other hand, the arrangement will be prohibited in a 
state in which its anti-kickback statute applies even if the payer is a commercial insurer. 

 
• Selling Items to Cash-Paying Customers at a Discount off the Medicare Allowable – 

Assume that ABC sells Medicare-covered items and takes assignment. Further assume 
that ABC sells the same items for cash at a discount off the Medicare allowable. In doing 
this, ABC needs to be aware of the federal statute that prohibits an DME supplier from 
charging Medicare substantially in excess of the supplier’s usual charges, unless there is 
good cause. 

 
• Purchase of Internet Leads – This is a hot area in terms of enforcement actions brought 

by the Department of Justice, Office of Inspector General, the NSC and the ZPICs. When 
purchasing internet leads, it is critical that the DME supplier not violate the Medicare 
anti-kickback statute. When communicating with leads, it is equally as critical that the 
supplier not violate the telephone solicitation statute. 

 
• Tapping into Non-Traditional Payer Sources – In order to survive, the DME supplier 

must lessen its dependence on Medicare fee-for-service. This is so for the obvious 
reasons: competitive bidding, lower reimbursement, stringent documentation 
requirements, post-payment audits, and prepayment reviews. It is important for the 
supplier to look for other sources of income: cash sales, long term care facilities, 
hospices, the V.A., TRICARE, workers compensation, and self-pay employers. 

 
• Collection of Co-Payments – At the end of the day, the law requires the DME supplier to 

make a reasonable effort to collect co-payments, regardless of whether the payer is 
Medicare or a commercial insurer. Failure to make such a reasonable effort, can expose 
the supplier to liability under the Medicare anti-kickback statute, state anti-kickback 
statutes, federal and state inducement statutes, federal and state false claims acts, and 
state insurance fraud statutes. The same exposure to liability exists if the supplier 
routinely waives co-payments. 

 
• Bankruptcy, Estates, Divorce and Other Self-Pay Scenarios – As the supplier makes a 

reasonable effort to collect co-payments, the supplier needs to understand the steps it can 
take in the event that the customer files bankruptcy, dies, becomes disabled, or goes 
through a divorce. 

 
• Sales Taxes – If the DME supplier has a physical presence in a state, and sells products to 

customers located in that state, then the supplier will be responsible to pay sales taxes. On 
the other hand, what if the supplier mails products to customers in another state (and the 
supplier has no connection with that other state other than mailing products into it)? Is the 
supplier responsible for sales taxes in the state into which the supplier mails products? 
Will the answer change if the DME supplier has a marketing rep in the state into which 
the supplier mails products? 
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• Qualification as a Foreign Corporation – Let’s say that ABC is incorporated in Indiana 

and ABC mails products into Colorado. In fact, ABC’s only connection with Colorado is 
that it mails products to Colorado residents. Under the law, ABC is a “foreign” 
corporation to Colorado. Must ABC “qualify as a foreign corporation” in Colorado? Will 
the answer change if ABC has some other connection with Colorado, such as having a 
marketing rep in Colorado? 

 
• Communications with Prospective Customers – Separate and apart from the telephone 

solicitation statute and Supplier Standard # 11, the DME supplier must be aware of, and 
comply with, FTC and FCC regulations and with the federal “CAN-SPAM Act.” Equally 
as important, all states have statutes and regulations addressing communicating with 
potential customers; the supplier must be aware of the state statutes and regulations. 

 
• State Licenses – Even if the DME supplier is selling products to commercial customers, 

the supplier needs to be aware of state licensure requirements. The NSC posts state 
licensure requirements on its website. However, the NSC website is not entirely accurate 
and it is the supplier’s responsibility to confirm each state’s licensure requirements. In 
many states, as to whether the supplier must obtain a license is determined by the type of 
product that the supplier will sell.  

 
Waiver of Copayment 

 
Assume that a DME supplier desires to implement a policy entitled, “Collection of 

Deductibles and Copayments and Economic Hardship Waivers” (“Policy”). Assume that under 
the proposed Policy, the supplier desires to waive a patient’s copayment if (i) the patient’s family 
income is less than 400% of the federal poverty guidelines (“FPG”) and (ii) the patient does not 
have secondary insurance. Assume that the supplier’s experience is that many patients who have 
family incomes between 200 and 400% of the FPG are unable to afford copayments. Lastly, 
assume that the supplier takes into consideration the fact that individuals at this income level 
may qualify for premium assistance under the Patient Protection and Affordable Care Act 
(“PPACA”). 
 
Applicable Law 
 

Under the Medicare anti-kickback statute, DME suppliers may not “knowingly and 
willfully offer or pay any remuneration . . . to any person to induce such person . . . to refer” 
business reimbursable by a federal health care program. The OIG has indicated that routine 
waivers or reductions of copayments implicate the federal anti-kickback statute. However, DME 
suppliers do not violate the anti-kickback statute if they waive cost-sharing obligations after the 
patient has proven a financial hardship. 
 

The OIG has identified procedures that will reduce the risk that a supplier will violate a 
federal statute. The OIG recommends that suppliers adopt written criteria for determining a 
patient’s financial need. The OIG has indicated that “[t]he ‘financial need criterion’ is not limited 
to ‘indigence,’ but can include any reasonable measures of financial hardships . . . [such as] the 
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local cost of living; a patient’s income, assets, and expenses; a patient’s family size; and the 
scope and extent of the patient’s medical bills.” 
 

PPACA extends financial assistance to individuals with incomes of 400% of the FPG.  
Similarly, this income level may be a reasonable measure of financial hardship for purposes of 
reduced copayments as long as the supplier evaluates the totality of the patient’s circumstances 
and implements other safeguards to avoid a practice of routinely waiving copayments. 
 
Premium Assistance under PPACA 
 

Individuals who meet the following conditions are eligible for premium assistance under 
PPACA: (1) the individual’s employer does not offer coverage, or coverage offered by the 
employer is underfunded; (2) the individual is not covered by a federal health care program; and 
(3) the individual’s modified adjusted income is between 100 and 400% of the FPG. Individuals 
eligible for premium assistance will receive a subsidy based on their income level. 
 

For those eligible for premium assistance under PPACA, the law establishes the 
maximum percent of the individual’s modified adjusted income that the individual will have to 
pay toward the premium of the second lowest cost silver plan. If the cost of the premium for this 
plan exceeds the maximum percent of an individual’s income identified under PPACA, then the 
individual may receive financial assistance. For example, assume Mr. Smith’s income for 2014 is 
$28,735, which is 250% of the federal poverty line. The cost for the second lowest cost silver 
plan in his area is $5,733. Under PPACA, Mr. Smith may receive financial assistance if the cost 
of the premium is greater than 8.05% of his income (i.e. $2,313). Therefore, Mr. Smith will 
receive premium assistance in the amount of $3,420. This is the amount of the premium ($5,733) 
minus $2,313 (i.e., the limit established under PPACA for Mr. Smith’s income level). 
 

As long as the DME supplier assesses an individual’s ability to pay a copayment in a 
manner similar to that of PPACA and implements other safeguards against routine waivers, the 
supplier may consider income at 400% of the applicable FPG eligible for a copayment reduction. 
In a manner similar to the assessment under PPACA, the supplier should consider the amount of 
the copayment and all sources of income available to the patient when the supplier determines 
whether or not to waive or reduce the patient’s copayment. The supplier should also implement 
other safeguards discussed below to avoid a practice of routinely waiving patients’ cost-sharing 
obligations. 
 
Safeguards against Routine Waivers 
 

To avoid concerns that the supplier may be engaging in a routine business practice of 
waiving copayments, the supplier may want to implement the following safeguards: 
 

1. The supplier should ensure that its waiver policy reflects the supplier’s actual 
practices. 
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2. The supplier should require patients who may qualify for a full or partial waiver 

to complete and sign the application required under the waiver policy. 
Furthermore, the supplier should keep the signed applications on file. 

 
3. The supplier should request some form of documentation verifying the application 

(e.g., a pay stub or W-2) when possible. Moreover, the supplier should require 
such documentation in the event the supplier has any doubts regarding the validity 
of information provided on the application. 

 
4. The amounts of the copayment reductions should be granted on a sliding scale 

that is based upon the patients’ resources. For example, patients with incomes at 
100% of the FPG may be eligible for full waivers whereas patients with incomes 
between 200 and 400% of the FPG may only qualify for partial waivers. The 
amount of the actual waiver should depend on the particular patient’s resources, 
and the supplier should attempt to collect some copayment for patients with 
income levels above 100% of the applicable FPG. 

 
5. The patient’s income level should not be the sole factor considered by the 

supplier. The supplier should evaluate the totality of the patient’s circumstances to 
determine whether the copayment is truly a financial hardship for the patient. 
Therefore, among other items, the supplier should consider the amount of the 
copayment, resources available to the individual, and the individual’s expenses. 

 
6. The supplier should periodically assess the percentage of its patient population 

that receives reduced copayments. If the percentage is 10% or greater, then an 
enforcement authority may allege that the supplier is engaging in a routine 
business practice of waiving copayments. Accordingly, the supplier will need to 
take steps to reduce the qualifying percentages for full or partial waivers.   

 
Waiver of Copayments: Out-of-Network Patients 

 
An increasing number of commercial insurers are closing their provider panels, thereby 

not allowing the suppliers to bill the insurers as in-network suppliers.  This relegates the out-of-
network suppliers to one of two choices:  (1) decline to serve the patient or (2) to serve the 
patient and bill the insurer as an out-of-network supplier.  The challenge with billing as an out-
of-network supplier is that the patient normally has to pay a higher copayment than if the DME 
supplier was an in-network supplier.  This has led some out-of-network suppliers to offer to 
waive the patient’s copayment if the patient purchases from the out-of-network supplier.  The 
problem with waiving such copayments is that the out-of-network supplier may be setting itself 
up for liability. 
 

Insurers sometimes file lawsuits against out-of-network health care providers that 
routinely waive copayments and deductibles.  For example, Aetna has brought suits against 
providers in California, New Jersey, New York, and Texas.  Many of these suits allege breach of 
contract, unjust enrichment, and fraud.  Claims of law fraud allege that providers that waive 
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copayments submit claims that do not reflect the actual discounted charge and, therefore, 
materially misrepresent the transaction.  Some state regulatory authorities have issued guidance 
indicating that routine waivers of patients’ cost-sharing obligations constitute fraud. 
 

A number of courts have addressed cases involving out-of-network providers that 
routinely waived copayments and deductibles.  A common claim in these cases is that the 
provider submits a false or fraudulent claim and overcharges the insurer when the provider bills 
the insurer the full amount but does not intend to collect the copayment.  Several legal scholars 
have concluded that the non-collection of the patient’s copayment or deductible may be lawful in 
and of itself, but the intentional or contractual waiver of the obligation to pay the deficiency 
prior to submitting a claim is, by contrast, unlawful. 
 

In Kennedy v. Connecticut General Life Insurance Co., 924 F.2d 698 (7th Cir. 1991), a 
chiropractor sued CIGNA because CIGNA refused to pay a claim submitted by the chiropractor 
who was an out-of-network provider.  Under CIGNA’s insurance policy, CIGNA covered 80 
percent of medical expenses and the beneficiary was required to pay the remaining 20 percent.  
When the chiropractor submitted a claim, CIGNA suspected that he did not collect the 20 percent 
copayment.  Therefore, CIGNA requested proof that the claim represented 80 percent of the full 
amount charged.  In the process, CIGNA received information that the chiropractor waived the 
patient’s copayment.  As a result, CIGNA refused to pay the claim and the chiropractor sued.  
The court ruled in favor of CIGNA.  According to the court, if the chiropractor “wishes to 
receive payment under a plan that requires co-payments, then he must collect those co-payments 
– or at least leave the patient legally responsible for them.” 
 

In Feiler v. New Jersey Dental Association, 467 A.2d 276 (N.J. Super. Ct. Ch. Div. 1983, 
a dental association sought an injunction against the billing practices of Dr. Melvin Feiler who 
waived copayments for 97 percent of his patients.  Moreover, Dr. Feiler advertised that he would 
waive copayments.  The association claimed that Dr. Feiler’s activities were fraudulent and 
constituted unfair competition.  The court agreed and ordered that Dr. Feiler either bill insurers 
for the amounts he actually collected or inform insurers of any waivers provided to patients. 
 

A number of state insurance agencies have weighed in on this issue.  For example, the 
New York Department of Insurance has taken the position that the practice of waiving 
copayments may constitute fraud in the state: 
 

Depending on the circumstances, the waiver of otherwise applicable co-payments 
could constitute insurance fraud. 

 
If a health care provider, as a general business practice, waives otherwise required 
co-insurance requirements, that provider may be guilty of insurance fraud... For 
example, if a health care provider indicates that the charge for a procedure is $100 
and the insurer anticipates that the provider will collect a 20% co-payment 
amount, the insurer will reimburse the insured $80. If, however, the provider 
waives the co-payment, that provider’s actual charge becomes $80, which then 
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obligates the insurer, assuming payment at 80% of the usual charge, to reimburse 
the insured only $64. 

 
See N.Y. Ins. Dep’t, Position Statement, “Re:  Health Insurance, Waiver of 
Deductibles and Co-Insurance” (April 2, 2008). 

 
In the event a DME supplier accepts the risks associated with waiving copayments for 

out-of-network patients, then it would be prudent for the out-of-network supplier to notify the 
insurer that the supplier waived the patient’s cost-sharing responsibility.  Such notice may serve 
as a credible defense against any claim of fraud and deceptive trade practices.  However, such 
notice may cause the insurer to deny the claim. 
 
HIPAA 
 
What the DME Supplier Should Know 
 

Under HIPAA’s basic privacy requirement, covered entities and their business associates 
may not use or disclose an individual’s protected health information (“PHI”) except with the 
individual’s consent or as otherwise permitted by HIPAA. A Medicare-enrolled DME supplier 
that is required to submit claims electronically is a covered entity. 
 
Fines/Penalties.  Civil fines for HIPAA violations can range between $100 per violation (with 
an annual maximum of $25,000 for repeat violations) to $50,000 per violation (with an annual 
maximum of $1.5 million). Criminal liability may be imposed on covered entities and other 
individuals who “knowingly” obtain or disclose identifiable PHI in violation of privacy laws.  
Punishment for violation of criminal statutes include fines up to $50,000 and imprisonment up to 
one year. Offenses committed under false pretenses allow penalties to be increased up to a 
$100,000 fine and imprisonment up to five years. Offenses committed with the intent to sell, 
transfer, or use identifiable health information for commercial advantage, personal gain, or 
malicious harm permit fines of $250,000 and imprisonment for up to ten years. In addition, some 
covered entities may also be excluded from participation in Medicare. 
 
No Private Cause of Action.  HIPAA does not create a private cause of action for aggrieved 
individuals. In other words, an individual who is affected by a HIPAA violation cannot bring suit 
against the offender under HIPAA. Rather, HIPAA is enforced by the Office of Civil Rights 
(“OCR”) and CMS. 
 
Breach Notification.  HIPAA requires covered entities to notify individuals when their 
unsecured PHI has been breached. All breach notifications must be made without unreasonable 
delay, and in no circumstance more than 60 days after the breach is discovered, unless a law 
enforcement official determines that notification would impede a criminal investigation or 
damage national security. A breach is considered discovered on the first day such breach is 
known or reasonably should have been known to the covered entity, including any employees, 
officers, or agents. 
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Risk Assessment.  HIPAA also requires covered entities to perform a risk assessment to 
determine if there is a significant risk of harm to the individual as a result of the impermissible 
use or disclosure of the individual’s PHI. Factors to be considered include: (i) the nature and 
extent of the PHI involved, including the types of identifiers and the likelihood of re-
identification; (ii) the unauthorized person who used the PHI or to whom the disclosure was 
made; (iii) whether the PHI was actually acquired or viewed and; (iv) the extent to which the risk 
to the PHI has been mitigated. 
 
 If, after performing the risk assessment, a covered entity determines that there is a low 
probability that the PHI has been compromised, no notification is required. Otherwise, 
notification of individuals by the covered entity is required. Various methods of notification 
exist, depending on the number and location of individuals whose PHI has been breached. 

Actual Written Notice.  Actual written notification must be provided to the individuals affected 
by the breach by first class mail or email. Email is only permissible if the individual has agreed 
to receive electronic notice. If the affected individual is deceased, notification must be sent to the 
individual’s next of kin or personal representative if the covered entity knows that the individual 
is deceased and has the address of the next of kin or personal representative. 

 
Written notifications must be written in plain language and must include the following: 
 

1. A brief description of what happened, including the date of the breach and the 
date of discovery of the breach, if known; 

 
2. A description of the types of unsecured PHI that were involved (i.e. full name, 

Social Security number, date of birth, etc.); 
 

3. Any steps individuals should take to protect themselves from potential harm 
resulting from the breach; 

 
4. A brief description of what the covered entity is doing to investigate the breach, 

mitigate harm to individuals, and protect against any further breaches; and 
 

5. Contact procedures for individuals to ask questions and obtain additional 
information, which must include a toll-free telephone number, an email address, 
website, or postal address. 

 
Substitute Notice. If the covered entity does not have sufficient contact information for some or 
all of the affected individuals or if some notifications are returned as undeliverable, the covered 
entity must provide substitute notice as soon as reasonably possible after the covered entity is 
aware that it does not have sufficient contact information. The type of substitute notice depends 
on the number of individuals the covered entity is unable to contact. 
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 If fewer than 10 individuals cannot be reached through actual written notice, the covered 
entity must provide substitute notice through alternative forms of written communication, 
telephone, email, a posting of notice on the covered entity’s website, or other similar means. 
 
 If 10 or more individuals cannot be reached via actual written notice, the covered entity 
must provide substitute notice through either a conspicuous posting on the covered entity’s web 
site home page for 90 days or conspicuous notice in major print or broadcast media in the 
geographic areas where the affected individuals likely reside. These substitute notices must be 
reasonably calculated to reach the affected individuals. Additionally, the covered entity must set 
up a toll-free telephone number, active for 90 days, where individuals can determine if his or her 
PHI was included in the breach. This toll-free number must be included in the substitute notice. 
 
 In cases where the covered entity determines there is imminent danger that the unsecured 
PHI will be misused, notice by telephone or other means may be made, in addition to the written 
notice required. 
 
Notification to the Media.  If 500 or more individuals in any one state or jurisdiction are 
affected by a breach, in addition to providing written notice as described above, a covered entity 
must notify prominent media outlets serving the state or jurisdiction without unreasonable delay 
and in no case more than 60 days after the breach was or reasonably could have been discovered. 
The notification to the media must include the same information as required in the actual written 
notice. 
 
Notification to DHHS.  If more than 500 individuals are affected by a breach, the covered entity 
must notify DHHS of the breach without unreasonable delay but in no case more than 60 days 
after the breach is discovered. The notification to DHHS must be provided if more than 500 
individuals are affected, regardless of whether the individuals are residents of a particular state or 
jurisdiction (unlike the notification to the media standard). Information regarding the manner of 
reporting breaches may be found on the DHHS website. The DHHS website will maintain a list 
of covered entities that submit reports of breaches involving more than 500 individuals. 
 
 If fewer than 500 individuals are affected by a breach, immediate notification does not 
need to be made to DHHS. However, the covered entity must maintain a log or otherwise 
document the breach and submit the information annually. The information must be submitted to 
DHHS no more than 60 days after the end of a calendar year. Again, information on the manner 
of reporting breaches may be found on the DHHS website. 
 
Remedial Steps.  If the covered entity suspects a data breach, then it should take remedial steps 
to mitigate the effects of the suspected data breach and prevent future occurrences, as any breach 
discovery is also a HIPAA security incident that requires response and reporting. The covered 
entity’s analysis of its policies and procedures should include the following items: 
 

1. Is there a system or procedure to discover breaches? Does this apply to both the 
covered entity and its business associates? 
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2. Has the entire workforce been trained on the need for prompt reporting of privacy 

and security breaches? Are meaningful sanctions or consequences applied for 
untimely reporting of breaches? Is documentation maintained of the training and 
the sanctions? 

 
3. Is there a procedure in place to remediate the cause of the breach, if possible, and 

demonstrate that it is not likely to re-occur? 
 

Additionally, the covered entity should review its HIPAA forms, policies and procedures 
to ensure that each satisfies current regulatory requirements and that employees receive initial 
and refresher HIPAA training as often as necessary to build a culture of compliance. 
 
HIPAA Marketing Guidelines 
 

Most suppliers are aware that when implementing a marketing program involving 
Medicare/Medicaid patients, they need to avoid violating the commonly-known federal anti-
fraud statutes: Medicare anti-kickback statute, beneficiary inducement statute, telephone 
solicitation statute and the Stark physician self-referral statute.  In implementing a marketing 
program, if the DME supplier either complies with the federal anti-fraud laws or avoids servicing 
patients covered by a federal or state health care program, then the supplier may feel that it is 
“home free” and can structure the program however the supplier wants to structure it.  While it is 
certainly helpful if the DME supplier does not have to be concerned about federal anti-fraud 
statutes, the supplier is not entirely out of the woods.  The DME supplier needs to be aware of 
the HIPAA marketing restrictions. 
 

HIPAA requires “covered entities” to obtain a valid authorization from individuals before 
using or disclosing protected health information (“PHI”) to market a product or service to them. 
See 45 CFR § 164.508(a)(3).  A DME supplier falls within the HIPAA definition of a “covered 
entity.” PHI is a subset of “individually identifiable health information,” which is defined as (i) 
information that is a subset of health information, including demographic information collected 
from an individual, and (ii) is created or received by a health care provider . . . ; and (iii) related 
to the past, present, or future physical or mental health or condition of any individual, the 
provision of health care to an individual; and (iv) that identifies the individual; or (v) with respect 
to which there is a reasonable basis to believe the information could be used to identify the 
individual.  45 CFR §160.103. 
 

HIPAA broadly defines “use” of PHI to include the sharing, employment, application, 
utilization, examination, or analysis of such information.  42 CFR § 160.103.  The new HIPAA 
definition of marketing states what is not marketing: 
 

Marketing does not include a communication made: . . . [f]or the following 
treatment and health care operations purposes, except where the covered entity 
receives financial remuneration in exchange for making the communication[,] . . . 
to describe a health-related product or service (or payment for such product or 
service) that is provided by, or included in a plan of benefits of, the covered entity 
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making the communication, including communications about: the entities 
participating in a health care provider network or health plan network; 
replacement of, or enhancements to, a health plan; and health-related products or 
services available only to a health plan enrollee that add value to, but are not part 
of, a plan of benefits.  

 
45 CFR § 164.501 (2013) (emphasis added).  Marketing communications require prior valid 
authorization from the customer.  45 CFR § 164.508(a). 
 

Therefore, to avoid HIPAA’s requirement that the DME supplier obtain a valid 
authorization from the customer before making a marketing communication, the marketing 
communication must concern a health-related product or service (i) provided by the supplier and 
(ii) the supplier cannot receive financial remuneration in exchange for making the 
communication. 
 

Earlier this year, when the Department of Health and Human Services revised the 
definition of marketing communication, it issued the following comments to the final rule: 
 

We believe Congress intended that these provisions curtail a covered entity’s 
ability to use the exceptions to the definition of “marketing” in the Privacy Rule 
to send communications to the individual that are motivated more by commercial 
gain or other commercial purpose rather than for the purpose of the individual’s 
health care, despite the communication being about a health-related product or 
service.  

 
78 Fed. Reg. 5592. HIPAA applies to any patient...no matter how old or how young...and 
whether the patient is covered by Medicare or commercial insurance.  In other words, HIPAA is 
not limited to Medicare patients.  These comments make it clear that a health care provider 
(including a DME supplier) can only use a patient’s PHI for the medical benefit of the patient. 
The DME supplier cannot disclose or use the PHI for purposes of marketing (i.e., for the 
purposes of making money) unless the patient gives a valid prior written authorization for such 
use or disclosure.  In short, when the patient “walks into the provider’s facility,” the patient 
needs to feel secure that his PHI will only be used for the purpose that it was designed to be 
used. 
 

Other Hot Button Issues 
 
“Renting Out” a Commercial Insurance Provider Contract 
 

A challenge facing DME suppliers relates to commercial plans that have “closed panels.” 
For example, ABC Medical Equipment applies to be added to the provider panel for an Insurance 
Company. However, the Insurance Company informs ABC Medical that the Insurance Company 
has a sufficient number of DME suppliers on its provider panel. Unless a solution can be found, 
this places ABC Medical in the unenviable position of having to (i) decline to serve patients 
covered by the Insurance Company or (ii) serve the patients on an out-of-network basis. 
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To address this challenge, a number of DME suppliers are turning to the subcontract 
model. In its most simplistic form, here is how it works: Assume that XYZ Medical Equipment 
is on the Insurance Company’s provider panel. Assume that Mrs. Smith is covered by the 
Insurance Company. Under the subcontract model, XYZ Medical will subcontract out to ABC 
Medical specific responsibilities to take care of Mrs. Smith. XYZ Medical will bill and collect 
from the Insurance Company and XYZ Medical will, in turn, pay ABC Medical for its 
subcontract services. On the surface, this looks like a straight-forward arrangement. However, as 
is often the case, the “devil is in the details” and if the subcontract arrangement is set up 
incorrectly, then ABC Medical and XYZ Medical are exposed to potential liability. Let me 
explain. 
 

A Medicare Part B supplier number cannot be sold, transferred, or “rented.” Doing so can 
violate the Medicare anti-kickback statute, the federal False Claims Act, and the supplier 
standards. 
 

There are similar legal concerns in the commercial insurance space. A commercial 
insurance contract cannot be “rented.” In other words, XYZ Medical cannot simply allow ABC 
Medical to “use” the contract that XYZ Medical has with the Insurance Company. If ABC 
Medical and XYZ Medical want to enter into a bona fide subcontract arrangement, then the 
issues they need to address are the following: 
 

• Does the provider contract between XYZ Medical and the Insurance Company 
address whether or not XYZ Medical can subcontract out its services? If so, what 
does the contract say? Does it simply give the right, without any restrictions, to XYZ 
Medical to subcontract out its services? Or does the contract allow 
subcontracting…..but only if certain conditions are met?  

 
• If the provider contract says nothing about subcontracting, then do the Insurance 

Company’s provider guidelines address subcontracting? If the contract and the 
provider guidelines are silent regarding subcontracting, then it is likely permissible 
for ABC Medical and XYZ Medical to enter into a subcontract arrangement. 
However, out of an abundance of caution, it would be wise for XYZ Medical to call 
the Insurance Company and inquire about subcontracting. 

 
• Assume that ABC Medical and XYZ Medical conclude that subcontracting is 

allowed. Does XYZ Medical have operational responsibilities and financial risk? Said 
another way, does XYZ Medical have “skin in the game?” When XYZ Medical 
submits a claim to the Insurance Company, then XYZ Medical is representing that it 
is the supplier. As the supplier, XYZ Medical needs to have at least a minimal level 
of operational responsibilities and financial risk. If ABC Medical completely takes 
care of Mrs. Smith, and if all that XYZ Medical does is bill and collect from the 
Insurance Company, then XYZ Medical is not really the supplier; rather, ABC 
Medical is the supplier. Hence, there is a risk that the Insurance Company will assert 
that XYZ Medical submitted a fraudulent claim, and that ABC Medical collaborated 
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in the submission of the fraudulent claim. Additionally, if ABC Medical is generating 
the patient and is doing all the work, and if XYZ Medical is pocketing a percentage of 
the payment by the Insurance Company, then there is a risk that the arrangement 
violates a state anti-kickback statute. Almost all states have an anti-kickback statute 
that is similar to the Medicare anti-kickback statute. Some state anti-kickback statutes 
apply only if the payer is the state Medicaid program. Other state anti-kickback 
statutes apply even if the payer is commercial insurance or is an individual patient 
paying cash. 

 
The “take-away” is this: Just because a subcontract arrangement does not involve patients 

covered by government health care programs does not mean that the parties can set up a “sham” 
subcontract arrangement. A subcontract arrangement requires two parties: a contractor (XYZ 
Medical) and a subcontractor (ABC Medical). The contactor needs to have the minimum 
operational responsibilities and financial risk necessary for it to credibly hold itself out as the 
“supplier.” 
 
Wrong Marketing Practices Can Lead to Payment Suspension 
 

With a “flip of the switch,” a Medicare contractor can immediately bring a supplier to its 
knees. For example, the NSC can suspend/revoke a DME Part B supplier number and/or a ZPIC 
can instruct the DME MACs to cease paying a supplier. Of course, the DME supplier can appeal 
these actions. But even if the supplier wins on appeal nine months later, the damage has been 
done…….the supplier’s doors are likely closed. 
 

In the past, the question of whether a supplier’s marketing practices were legal fell into 
the province of the DOJ/OIG. In the past, the contractors did not look at marketing practices. For 
example, in the past, the NSC would look at hours posted and insurance coverage and the DME 
MACs and ZPICs would look at documentation. This has changed. Now, the NSC is looking at 
marketing practices. In its inspections (scheduled or unscheduled), the NSC may ask if the 
supplier’s marketing reps are W2 employees or 1099 independent contractors. The NSC may 
inquire if the DME supplier is calling prospective customers who are Medicare beneficiaries. 
The ZPIC will ask the same types of questions. A ZPIC investigator may visit (over the phone or 
face-to-face) with a DME supplier’s patients and ordering physicians. If the NSC does not like 
what it hears, it may suspend/revoke the supplier’s Part B number; if the ZPIC does not like what 
it hears, it may instruct the DME MACs to suspend payments. 
 

Here is an example. Recently, a DME supplier received a letter from AdvanceMed that 
said, in part: “The purpose of this letter is to notify you of our determination to suspend 
Medicare payments to ________.....pursuant to 42 C.F.R. 405.371(a)(2)……This suspension is 
based on credible allegations of fraud. The suspension of your Medicare payments took effect on 
_______.......Prior notice of this suspension is not being provided because giving prior notice 
would place additional Medicare funds at risk and hinder our ability to recover any determined 
overpayment……[T]he suspension of your Medicare payments is based on, but not limited to, 
evidence…….which indicates that _______ has been engaged in soliciting and billing for 
unnecessary and unwanted medical services. Since at least _______, _______ has been 
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submitting claims to Medicare for medical items whose orders were derived from prohibited 
solicitations in violation of 42 C.F.R. 424.57(11). Evidence developed during an OIG 
investigation alleges that ______ contracted with several telemarketing firms to sell ________ in 
violation of 42 C.F.R. 424.57(11) and that ______ paid these telemarketing firms based on the 
amount of referrals generated in violation of the Anti-kickback statute.” 
 

The AdvanceMed letter is a “real world” example of what the government can do when it 
has a supplier in its “cross-hairs.” The recipient of the letter allegedly purchased leads in such a 
way that it violated the Medicare anti-kickback statute. Instead of waiting for two to three years 
for a DOJ/OIG investigation to wind its way to a conclusion, the ZPIC shut the supplier down 
“with a flip of the switch.” 
 
Calling Medicare Beneficiaries 
 

CMS does not like it when DME suppliers call Medicare beneficiaries. The concern is 
that an elderly person…who does not feel well…can be taken advantage of over the phone by an 
unscrupulous supplier. 

  
The telephone solicitation statute and Supplier Standard #11 are limited to DME 

suppliers.  They are meant to protect the elderly from being “cold called.”  The statute and 
standard essentially say the same thing.  Picture Mrs. Smith, a 78 year old Medicare beneficiary, 
sitting in her living room watching television.  ABC Medical Equipment, Inc., directly or 
through an agent, may not call Mrs. Smith unless one of three conditions exist. 

 
• First condition - ABC has provided a Medicare-covered item to Mrs. Smith any time 

in the past, and ABC is calling Mrs. Smith about that particular item. 
 

• Second condition - ABC has provided a Medicare-covered item to Mrs. Smith within 
the past 15 months, and ABC is calling Mrs. Smith about other products that ABC 
can provide. 

  
• Third condition - ABC has never provided a Medicare-covered item to Mrs. Smith.  

Mrs. Smith is a prospective customer of ABC.  Mrs. Smith has given her consent 
(electronic or “blue ink”) to be called by ABC. Under the heading of “if it looks like a 
duck, walks like a duck, and sounds like a duck,” here is what cannot happen: (i) 
ABC cannot call Mrs. Smith and ask for permission to call her at a later time; (ii) a 
marketer cannot cold call Mrs. Smith and ask her if ABC can call her; (iii) a “final 
expense” life insurance company cannot call its beneficiaries, ask them a bunch of 
questions about their life insurance, and then ask them if they are interested in DME, 
and if the answer is “yes,” transfer their names to ABC; and (iv) a marketer cannot 
call Mrs. Smith under the guise of a “survey,” ask her questions about her house, her 
dog, her flowers, and then ask her if she is interested in DME…and if she says “yes,” 
then transfer her name to ABC.  Conversely, ABC can call Mrs. Smith if it is a 
“solicited” call…that is…if Mrs. Smith has affirmatively taken action that reflects her 
consent to be called.  For example, let’s say that Mrs. Smith watches a television 
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commercial and calls ABC.  Mrs. Smith reaches ABC’s voicemail.  Mrs. Smith 
leaves a message asking that ABC call her.  In response, ABC calls Mrs. Smith.  It is 
unlikely that CMS will allege that the telephone solicitation statute and Supplier 
Standard #11 are violated.  Look at another example.  Mrs. Smith goes to a web 
landing page for ABC.  She fills out the consent-to-be-called box and then hits 
“submit.”  In response, ABC calls Mrs. Smith.  This is a proper electronic consent on 
condition that (i) ABC is the only company listed on the web landing page, (ii) the 
consent is specific to ABC, and (iii) the box that Mrs. Smith submits clearly states 
that she is giving ABC permission to call her. 

  
Unsolicited phone calls to Medicare beneficiaries are a big deal to two of the most 

powerful Medicare contractors: the NSC and ZPICs.  There have been occasions when a ZPIC 
will instruct DME MACs to suspend payments to a DME supplier because the supplier is 
allegedly violating the telephone solicitation statute.  There have been occasions when the NSC 
threatens to revoke a DME supplier’s Part B supplier number because the supplier is allegedly 
violating Supplier Standard #11.  For example, the NSC sent a letter to a client that stated the 
following: 
 

“Dear Supplier: This letter is official notice that the…National Supplier 
Clearinghouse (NSC) has found the facility…to be in violation of…[Supplier 
Standard #11].  Our office has received information that your company contacted 
a patient in order to solicit their business…DMEPOS suppliers are prohibited 
from making unsolicited telephone contacts. Please provide proof of your 
compliance with this standard.  Please be advised that you are allowed 21 
calendar days from the date of this letter to provide the SACU with information 
that may allow us to verify your full compliance with the DMEPOS supplier 
standards.  If you fail to comply with the 21-day deadline, the SACU may initiate 
actions to revoke your Medicare DMEPOS supplier number.” 

 
Consignment Arrangement with Hospital Emergency Room 
 

In a typical consignment arrangement with a hospital ER, (i) the DME supplier will place 
orthotic product (e.g., braces) in a “closet” in the hospital ER; (ii) the physician will order a 
product, such as a brace, for the patient to wear home … and utilize in the home; (iii) the hospital 
staff will pull the brace out of the consignment “closet” and place it on the patient; (iv) the 
patient will be discharged from the ER and wear the brace home; and (v) the DME supplier will 
collect the required documents and bill for the brace.   
 

A consignment arrangement is legally acceptable so long as the following requirements 
are met: (i) the consigned inventory is only for the convenience of the patient; (ii) the hospital 
cannot directly or indirectly make money off the consigned inventory (e.g., the hospital cannot 
use the consigned inventory for procedures); (iii) the patient must be given the right to choose to 
purchase a product from the consigned inventory or from another DME supplier; and (iv) if the 
DME supplier pays rent to the hospital, then the rental agreement must comply with the space 
rental safe harbor to the Medicare anti-kickback statute.  The safe harbor has a number of 
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requirements, including the following: (i) the rental agreement must be for a term of at least one 
year; (ii) the rent must be fixed one year in advance; and (iii) the rent must be at fair market 
value. 
 

42 CFR § 411.15(m)(1), the outpatient bundling regulation, provides that “any service 
furnished to an inpatient of a hospital or to a hospital outpatient  . . . during an encounter . . . by 
an entity other than the hospital” is excluded from Medicare coverage, subject to certain 
exceptions.  Orthotic products are neither expressly included nor excluded from the outpatient 
bundling regulation.  The same is true with DME.  However, in an amendment to this regulation, 
CMS stated in the preamble to the Notice of Proposed Rulemaking the following: 
 

Sometimes a hospital may furnish an item or services for which a patient will 
have a continuing need.  For example, a hospital may furnish a DME item such as 
a wheelchair…DME is defined under section 1861(n) of the Act as equipment 
used in the patient’s home or in another institution used as his home other than a 
hospital or skilled nursing facility (SNF).  By definition, DME is not something 
that is provided for use in the hospital setting.  Therefore, we do not believe that 
the DME benefit provides for any item or service that is expected to be used by 
the patient while in the hospital as an inpatient or outpatient…The covered Part B 
benefit for DME as described under section 1861(n) of the Act is intended for 
equipment used in the home, so a hospital that furnishes DME to its patients is not 
providing a hospital service to its patients, but is acting in the capacity of a 
supplier of DME, not a provider of hospital services.  For these reasons, we will 
not require bundling of DME for hospital patients. 

 
In contrast, orthotic products provided to hospital inpatients are expressly included in the 

Part A prospective payment system (“PPS”) rate and are not separately billable. 
 

Depending on the specific product dispensed, a credible argument may be made that (i) 
the outpatient facility patient will have a continuing need for the orthotic product once the patient 
returns home and (ii) it is permissible for the DME supplier to bill for an orthotic product 
dispensed to an outpatient facility patient. This argument is further supported by Chapter 20, 
Section 110.3 of the Medicare Claims Processing Manual, which allows a DME supplier to 
deliver durable medical equipment, prosthetics, and orthotics (but not supplies) to an inpatient up 
to two days before discharge if certain conditions are met.  This provision indicates that orthotics 
are products that are used in the home. 
 

Orthotic products are billable under HCPCS codes that describe (i) prefabricated orthotic 
products furnished off-the-shelf (“OTS”) and (ii) items that require expertise in customizing the 
product to fit the individual patient. In the case of the latter, the HCPCS code includes the fitting, 
adjustment or other similar services.  Since the DME supplier is not providing the fitting or 
adjustment, it should not bill under the customized orthotic HCPCS code; rather, it should bill 
under the OTS orthotic HCPCS code. 
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The hospital cannot bill for the orthotic product because the supplier (seller) of the 

product is the DME supplier.  Further, the hospital cannot bill for fitting, adjustment or similar 
services (collectively referred to as “fitting services”).  The reason for this is two-fold.  First, if 
the DME supplier provides an OTS product, then there are no fitting services associated with the 
product.  Second, if the DME supplier provides a custom-fitted product, then the HCPCS code 
assigned to the product includes fitting services, meaning that the hospital cannot separately bill 
for the fitting services. 
 

CMS explains that when hospital outpatient staff provide a prosthetic or orthotic device, 
and the HCPCS code that describes that device includes the fitting services, the hospital should 
not separately bill for the fitting services. There is no CMS guidance authorizing a hospital to bill 
for a visit or procedure HCPCS code for a product provided by a DME supplier. 
 
Supplier Standards and Consignment Arrangements 
 

Two supplier standards are applicable to consignment arrangements:  (1) suppliers must 
enroll each physical location in Medicare and (2) suppliers may not share practice locations with 
other suppliers or providers. 
 

Under the first standard, each physical location where a DME supplier meets with 
patients and sells/rents products to them, must enroll in Medicare. Warehouses and repair 
facilities are not subject to the enrollment requirement (i.e., the patient has no access to the 
warehouse and products are not sold at the repair facility). 
 

Under the second standard, when a physical location is subject to the enrollment 
requirement, the DME supplier may not share that location with other suppliers or providers.  
Despite this prohibition, consignment arrangements are commonplace for suppliers. For 
example, National Government Services, a Medicare contractor, has published guidance 
regarding the use of consignment closets. Consignment arrangements are generally allowed 
because when a DME supplier places inventory at a hospital, the area where the inventory is 
placed does not constitute a physical location of the DME supplier (i.e., the supplier does not 
meet the patient at the hospital/physician office). 
 

In 2009, CMS published a transmittal with the express purpose of prohibiting most 
consignment closet arrangements, but that transmittal was rescinded before it was scheduled to 
go into effect.  CMS said that it was “rescinding this change request to consider other 
implementation dates,” but so far there has been no follow-up.  It is possible, however, that at 
some point CMS will again issue instructions that restrict or prohibit consignment arrangements. 
 

If the DME supplier decides to pay rent to the hospital, the rent should be at fair market 
value, be fixed at least one year in advance, and not take into account, directly or indirectly, the 
volume or value of referrals or other business generated between the parties.  The OIG discussed 
the payments for rent for consignment closets in physicians’ offices in a Special Fraud Alert, 
noting that such payments are inherently suspect.  The OIG observed that the following factors 
should be avoided when a DME supplier rents space from a physician: 
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1. rental amounts in excess of amounts paid for comparable property rented in arms-
length transactions between persons not in a position to refer business; 

2. rental amounts for subleases that exceed the rental amounts per square foot in the 
primary lease; 

3. rental amounts that are subject to modification more often than annually; 
4. rental amounts that vary with the number of patients or referrals; 
5. rental arrangements that set a fixed rental fee per hour, but do not fix the number of 

hours or the schedule of usage in advance (i.e., “as needed” arrangements); 
6. rental amounts that are only paid if there are a certain number of Federal health care 

program beneficiaries referred each month; and 
7. rental amounts that are conditioned upon the supplier's receipt of payments from a 

Federal health care program. 
 

The guidelines set out in the Special Fraud Alert apply to rent paid to a hospital under a 
consignment arrangement. 
 

The DME supplier (not the hospital) is the supplier.  The DME supplier bills and collects 
from Medicare.  The DME supplier is responsible to collect the documentation necessary to 
support its claim to Medicare.  Likewise, it is the DME supplier’s responsibility to collect co-
payments. 
 

The agreement between the DME supplier and the hospital should specify (i) the 
documents to be collected by the hospital before it dispenses an orthotic product (on behalf of the 
DME supplier) to the patient and (ii) the responsibility, if any, that the hospital has to the DME 
supplier in the event that a claim is not paid, or in the event that a previously-paid claim is 
recovered by a third-party payer because of deficient documentation. 
 

It is the responsibility of the DME supplier to make reasonable efforts to collect co-
payments.  If a patient asserts an inability to pay co-payment, then the DME supplier can waive 
the co-payment only if the patient discloses credible information to the supplier that supports 
such inability to pay. 
 

When a Medicare patient is being discharged from a hospital, and the physician has 
ordered DME, the hospital must give the patient the opportunity to choose a DME supplier. 
 

Oxygen: Restarting the 36 Month Cap 
 
The 36 month oxygen rental period can restart in the following situations: 
 

• The supplier “abandons” its oxygen patients. 
• The supplier files a Chapter 7 bankruptcy or a liquidating Chapter 11. 
• If the beneficiary elects to obtain new oxygen equipment after the five year reasonable 

useful lifetime of the oxygen equipment has expired. 
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• There is a specific incident of damage beyond repair (e.g., dropped and broken, fire, 

flood, etc.) or the item is stolen or lost. 
• During the 36-month rental payment period, if there is a break-in-need for at least 60 

days plus the days remaining in the month of discontinuation and new medical necessity 
is established. 
 
The reasonable useful lifetime (“RUL”) for oxygen equipment is five years. At any time 

after the end of the RUL, the beneficiary may elect to receive new equipment, thus beginning a 
new 36-month rental period. The five year period begins on the initial date of service and runs 
for five years from that date. It is not based on the actual age of the equipment. The five year 
period does not re-start if there has been a change in oxygen modality, change out of equipment, 
or change in supplier. 
 

When the RUL of a beneficiary’s portable oxygen equipment differs from the RUL of the 
beneficiary’s stationary oxygen equipment, the RUL of the stationary oxygen equipment will 
govern for both types of oxygen equipment. If the RUL end date of the portable oxygen 
equipment is before the RUL end date of the stationary oxygen equipment, the RUL end date of 
the portable oxygen equipment is extended to coincide with the RUL end date of the stationary 
oxygen equipment. If the RUL end date of the portable oxygen equipment is after the RUL end 
date of the stationary oxygen equipment, the end date of the RUL of the portable oxygen 
equipment is shortened to coincide with the RUL end date of the stationary oxygen equipment. 
When the end date of the RUL of the stationary oxygen equipment occurs, the beneficiary may 
elect to obtain replacement of both the stationary and the portable oxygen equipment. 
 

If the beneficiary elects to obtain replacement of the stationary and the portable oxygen 
equipment, both types of oxygen equipment must be replaced at the same time, and a new 36-
month rental period and new RUL is started for both the replacement stationary oxygen 
equipment and the replacement portable oxygen equipment. 
 

A Medicare beneficiary who resides in a DMEPOS competitive bidding area (“CBA”) 
may obtain replacement of both the stationary and portable oxygen systems only from a contract 
supplier having a competitive bidding contract for the CBA in which the beneficiary 
permanently resides. 
 

If the beneficiary elects not to receive new equipment after the end of the five year RUL 
and if the supplier retains title to the equipment, all elements of the payment policy for months 
37-60 remain in effect. There is no separate payment for accessories or repairs. If the beneficiary 
was using gaseous or liquid oxygen equipment during the 36th rental month, payment can 
continue to be made for oxygen contents. If the beneficiary elects not to receive new equipment 
after the end of the five year RUL and if the supplier transfers title of the equipment to the 
beneficiary, accessories, maintenance, and repairs are statutorily non-covered by Medicare. 
Contents are separately payable for beneficiary-owned gaseous or liquid systems. 
 

A specific incident of damage to equipment is required such as equipment falling down a 
flight of stairs, as opposed to equipment that is worn out over time. A new 36 month cap rental 
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period cannot be started if equipment is replaced due to malfunction, wear and tear, routine 
maintenance or repair. A new 36-month rental period and new reasonable useful lifetime is 
started on the date that the replacement equipment is furnished to the beneficiary. Claims for the 
replacement of oxygen equipment for the first month of use only are billed using the HCPCS 
code for the new equipment and the RA modifier.  
 

The supplier must include on the claim for the first month of use a narrative explanation 
of the reason why the equipment was replaced and supporting documentation must be 
maintained in the supplier’s files. For example, if equipment was stolen, the supplier should keep 
a copy of the police report in its files. For lost or irreparably damaged equipment, the supplier 
should maintain any documentation that supports the narrative account of the incident. 
 
The requirements for the initial CMN and claim for replacement equipment are:  
 

• The Initial Date should be the date of delivery of the replacement oxygen equipment. 
• Claims for the initial rental month (and only the initial rental month) must have the RA 

modifier (Replacement of DME item) added to the HCPCS code for the equipment when 
there is replacement due to reasonable useful lifetime or replacement due to damage, 
theft, or loss. 

• Claims for the initial rental month must include a narrative explanation of the reason why 
the equipment was replaced and supporting documentation must be maintained in the 
supplier's files. 

 
With reference to the recert CMN for replacement equipment:  
 

• Repeat testing is not required. The supplier should enter the most recent qualifying value 
and test date. This test does not have to be within 30 days prior to the Initial Date. It 
could be the test result reported on the most recent prior CMN.  

• There is no requirement for a physician visit that is specifically related to the completion 
of the CMN for replacement equipment. 
 
If the beneficiary enters a hospital or SNF or joins a Medicare HMO and continues to 

need/use oxygen, then when the beneficiary returns home or rejoins Medicare FFS, the payment 
resumes where it left off. If the need/use of oxygen ends for less than 60 days plus the remainder 
of the rental month of discontinuation and then resumes, then payment resumes where it left off. 
During the 36-month rental period, if the need/use of oxygen ends for more than 60 days plus the 
remainder of the rental month of discontinuation and new medical necessity is established, a new 
36 month rental period will begin. For a new Initial CMN, the blood gas study must be the most 
recent study obtained within 30 days prior to the Initial Date. The beneficiary must be seen and 
evaluated by the treating physician within 30 days prior to the date of Initial Certification. 
 
 If there is an interruption in medical necessity of greater than 60 days plus the days 
remaining in the last paid rental month, once the need resumes, the supplier will collect 
supporting documentation (made available upon request) of the new medical need including, but 
not limited to: (i) new prescription (detailed written order, WOPD if required); (ii) new Initial 
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CMN (with new qualifying oxygen test results performed within 30 days of new initial date); 
(iii) documentation supporting new medical need; (iv) documentation explaining interruption of 
need; and (v) documentation supporting the length of interruption (e.g., pick up date, new 
delivery date). The claim for the first month of the new rentals meeting the above 
documentation should include: (i) new Initial CMN; and (ii) the following narrative statement: 
"Break in medical need greater than 60 days." 
 
 During months 37-60, if need/use of oxygen ends for more than 60 days plus the 
remainder of the rental month of discontinuation and new medical necessity is established, a new 
rental period does not begin. The supplier that provided the oxygen equipment during the 36th 
rental month must provide all necessary items and services for the duration of the reasonable 
useful lifetime. 

 
Charging Cash Customers Less Than What is Billed to State Medicaid 

 
Billing and collecting from state Medicaid programs is more expensive and time 

consuming for a DME supplier than collecting from a cash-paying customer. It is logical for 
suppliers to desire to charge a cash-paying customer less than what the supplier bills Medicaid. 
The question thus arises: Is it permissible for the supplier to do so? 
 

Most state Medicaid programs require the supplier to bill the Medicaid program its usual 
and customary price. The following is a summary of the law in five states, as well as a discussion 
of federal law.  
 

Cal. Code Regs. tit. 22, § 51480(a) states that “[n]o provider shall bill or submit a claim 
for reimbursement for the rendering of health care services to a Medi-Cal beneficiary in any 
amount greater or higher than the usual fee charged by the provider to the general public for the 
same service.” Cal. Code Regs. tit. 22, § 51501(a) clarifies that “[n]otwithstanding any other 
provisions of these regulations, no provider shall charge for any service or any article more than 
would have been charged for the same service or article to other purchasers of comparable 
services or articles under comparable circumstances.” In addition, Cal. Code Regs. tit. 22, § 
51008.1, which establishes the upper billing limit for incontinence medical supplies, states, in 
relevant part, the following: 
 

(a) Bills submitted . . . for durable medical equipment . . . , medical supplies . . . , or 
incontinence medical supplies . . .  shall not exceed an amount that is the lesser of: 

 
(1) The usual charges made to the general public, or 

 
(2) The net purchase price of the item, which shall be documented in the 
provider’s books and records, plus no more than a 100 percent mark-up. 
Documentation shall include, but not be limited to, evidence of purchase such as 
invoices or receipts. 
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(A) Net purchase price is defined as the actual cost to the provider to 
purchase the item from the seller, including any rebates, refunds, discounts 
or any other price reducing allowances, known by the provider at the time 
of billing the Medi-Cal program for the item, that reduce the item’s 
invoice amount. 

 
(B) The net purchase price shall reflect price reductions guaranteed by any 
contract to be applied to the item(s) billed to the Medi-Cal program. 

 
(C) The net purchase price shall not include provider costs associated with 
late payment penalties, interest, inventory costs, taxes, or labor. 

 
Ill. Admin. Code tit. 89, § 140.12(h) states that the provider agrees to “[m]ake charges for 

the provision of services and supplies to recipients in amounts not to exceed the provider’s usual 
and customary charges and in the same quality and mode of delivery as are provided to the 
general public.” Ill. Admin. Code tit. 89, § 140.481(a), which addressees reimbursement rates for 
medical equipment, supplies, and related products, clarifies that the term “usual and customary 
charge” means the provider’s usual and customary charge to the general public. 
 

Minn. R. 9505.0450 states that “[a] provider shall bill the department for the provider’s 
usual and customary fee only after the provider has provided the health service to the recipient.” 
Minn. R. 9505.0175 defines “usual and customary” as follows: 
 

“Usual and customary,” when used to refer to a fee billed by a provider, means 
the charge of the provider to the type of payer, other than recipients or persons 
eligible for payment on a sliding fee schedule, that constitutes the largest share of 
the provider’s business. For purposes of this subpart, “payer” means a third party 
or persons who pay for health service by cash, check, or charge account. 

 
Ohio Admin. Code 5160-1-60(D) states that “[p]roviders are expected to report their 

usual and customary charge (the amount charged to the general public) on all claims.” Ohio 
Admin. Code 5160-1-17.2(A) states that Medicaid providers agree to “bill . . . for no more than 
the usual and customary fee charged other patients for the same service.” Furthermore, Ohio 
Admin. Code 5160-1-02(B) states that “[a] medical service is not reimbursable if . . . the service 
is charged at a rate greater than the provider’s usual and customary charge to other patients.” 
 

Under 55 Pa. Code § 1101.75(a), a provider enrolled in the Pennsylvania Medicaid 
program “may not, either directly or indirectly . . . [s]ubmit a claim for a service or item at a fee 
that is greater than the provider’s charge to the general public.”  55 Pa. Code § 1101.62 further 
states the following: 
 

The Department’s maximum fees or rates are the lowest of the upper limits set by 
Medicare or Medicaid, or the fees or rates listed in the separate provider chapters 
and fee schedules or the provider’s usual and customary charge to the general 
public. For the purpose of establishing the usual and customary charge to the 
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general public, the provider shall permit the Department access to payment 
records of non-MA patients without disclosing the identity of the patients. 

 
Although Pennsylvania’s regulations do not define “usual and customary charge to the general 
public,” 55 Pa. Code § 1101.21 clarifies that the term “general public” means “[p]ayors other 
than Medicaid. The term includes other health insurance plans.” Furthermore, 55 Pa. Code § 
1123.60, which addresses limitations on payment for medical supplies, states that “[u]nder no 
circumstances may the provider be paid an amount that exceeds the price the provider currently 
charges the self-paying public.” 
 

Federal law prohibits a supplier from charging Medicare or Medicaid substantially in 
excess of the company’s usual charges, unless there is good cause. Specifically, 42 U.S.C. § 
1320a-7(b)(6)(A) provides, in relevant part, as follows: 
 

The Secretary may exclude the following individuals and entities from 
participation in any Federal health care program (as defined in section 1320a–7b 
(f) of this title): 

 
. . . . 

 
Any individual or entity that the Secretary determines— 

 
(A) has submitted or caused to be submitted bills or requests for payment. . . 
under subchapter XVIII of this chapter or a State health care program containing 
charges . . . for items or services furnished substantially in excess of such 
individual’s or entity’s usual charges . . . for such items or services, unless the 
Secretary finds there is good cause for such bills or requests containing such 
charges or costs[.] 

 
The key terms “substantially in excess” and “usual charges” are not defined in the statute. 

The current regulations issued under the statute, codified at 42 C.F.R. § 1001.701, simply repeat 
the language of the statute, without providing any guidance about the meaning of “substantially 
in excess” or “usual charges.” The Office of Inspector General (the “OIG”) has provided 
guidance through OIG Advisory Opinions and a guidance letter regarding the meaning of these 
terms on several occasions, but that guidance has been inconsistent. 
 

The OIG’s most recent attempt to clarify the meaning of the statute came in 2003, when 
the agency published a proposed rule. 68 Fed. Reg. 53,939 (Sept. 15, 2003). In the proposed rule, 
a provider’s “usual charge” was defined as the average or the median of the provider’s charges 
for the same item or service during the previous year, excluding charges for services provided to 
uninsured patients free of charge or at a substantially reduced rate; charges under capitated 
contracts; charges under fee-for-service managed care contracts where the provider is at risk for 
more than 10% of its compensation; and charges to Medicare, Medicaid and other federal health 
care programs, except TriCare. In other words, the “usual charge” would be the average or 
median of (i) charges to cash purchasers, (ii) negotiated rates under commercial indemnity and 
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non-risk commercial managed care contracts, (iii) out-of-network payments from commercial 
payers, and (iv) charges under TriCare contracts. 
 

It is also important to note that the proposed rule specifically addressed the issue of a 
separate legal entity being formed to handle non-federal health care program business. The 
proposed rule required that the charges of “any affiliated entities providing substantially the same 
items or services in the same or substantially the same markets” be included when calculating the 
usual charge of a provider. The term “affiliated entity” was defined as “any entity that directly or 
indirectly, through one or more intermediaries, controls, is controlled by, or is under common 
control with the provider.” 
 

Under the proposed regulations, a supplier’s charge to Medicare would be considered 
“substantially in excess” of its usual charges if the fee schedule amount for an item (or the 
submitted charge, if the submitted charge was less than the fee schedule amount) was more than 
120% of the supplier’s usual charge. Stated another way, the supplier would be considered to be 
in violation of the statute if its “usual charge” for an item was less than 83% of the Medicare fee 
schedule amount (i.e., in excess of a 17% discount from the Medicare fee schedule).  The statute 
provides an exception for “good cause,” which could allow a supplier’s usual charges to be less 
than 83% of the Medicare fee schedule if the supplier can prove unusual circumstances requiring 
additional time, effort or expense, or increased costs of serving Medicare beneficiaries. However, 
CMS later withdrew the proposed rule. 72 Fed. Reg. 33,430, 33,432 (June 18, 2007). As a result, 
there is no definitive federal guidance on when a supplier’s charge to Medicare or Medicaid will 
be viewed as “substantially in excess” of its “usual charge.” 
 

The states referenced above do not require a provider to bill Medicaid the lowest price it 
offers to any payer. Rather, the regulations generally require that a provider not bill Medicaid in 
excess of its “usual and customary” price. “Usual and customary” is typically defined as the price 
most commonly charged by the provider for items or services provided to non-Medicaid patients. 
 

If the supplier’s cash sales are small in relation to what the supplier bills Medicaid, the 
small volume of such cash sales should not appreciably affect the supplier’s usual and customary 
charges. 
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Measures of Effectiveness

The Federal Sentencing Guidelines (Section 8) outline the 
following steps to achieving compliance program effectiveness:

1. Exercise due diligence to prevent and detect criminal 
conduct; 

2. Otherwise promote an organizational culture that 
encourages ethical conduct and a commitment to 
compliance with the law.

• Such compliance and ethics program shall be reasonably designed, 
implemented, and enforced so that the program is generally effective in 
preventing and detecting criminal conduct. The failure to prevent or detect 
the instant offense does not necessarily mean that the program is not 
generally effective in preventing and detecting criminal conduct.

 Established structure and processes that 
address the following:

• Seven Elements of an Effective Compliance 
Program – Section 8, Federal Sentencing Guidelines 
(FSG),

United States Sentencing Commission (USSC);

• Incorporation of Office of the Inspector General 
(OIG) Model Guidances into operational 
procedures.

Key Elements of a
Comprehensive Compliance Program

Translation:  7 Elements into Action

Standards of 
Conduct/Policies 
and Procedures

Approved Code of 
Conduct

Approved Code of 
Conduct

Compliance‐related 
policies and 

procedures

Compliance‐related 
policies and 

procedures

Approved 
Compliance Plan

Approved 
Compliance Plan

Governing 
Body/Compliance 

Office

Resolution from GBResolution from GB

Appointment of 
Compliance Officer
Appointment of 

Compliance Officer

Resources Allocated to 
Compliance Function
Resources Allocated to 
Compliance Function

Operational 
Compliance 

Committee established

Operational 
Compliance 

Committee established

Employee 
Screening

Establish systems to 
background check new 

hires in high risk 
positions.

Establish systems to 
background check new 

hires in high risk 
positions.

Establish periodic 
screening to ensure no 
employees have been 

sanctioned/excluded from 
federal participation.

Establish periodic 
screening to ensure no 
employees have been 

sanctioned/excluded from 
federal participation.

Monitor and report on 
screening activities.

Monitor and report on 
screening activities.
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Translation:  7 Elements into Action

Education and 
Training

General Training/Orientation to 
the Program

General Training/Orientation to 
the Program

Job specific training on high 
compliance risk areas

Job specific training on high 
compliance risk areas

Tracking attendance –
incorporate attendance into 
performance standards

Tracking attendance –
incorporate attendance into 
performance standards

Audit/Monitoring –
Anonymous 

Reporting/Measuring 
Effectiveness

Periodic risk assessmentsPeriodic risk assessments

Establishment of department –
specific ongoing monitoring

Establishment of department –
specific ongoing monitoring

Implementation of comprehensive 
audit and monitoring plan

Implementation of comprehensive 
audit and monitoring plan

Confidential, anonymous Hotline –
timely follow‐up and reporting of 

trends

Confidential, anonymous Hotline –
timely follow‐up and reporting of 

trends

Annual review of program to 
determine effectiveness

Annual review of program to 
determine effectiveness

Translation:  7 Elements into Action

Consistent Discipline 
and Enforcement

Consistent discipline across 
organization

Consistent discipline across 
organization

Use of incentives for staff to 
comply with Program

Use of incentives for staff to 
comply with Program

Reporting and 
communication of activities

Reporting and 
communication of activities

Response and 
Prevention

Process for staff to comply 
with government 
investigations

Process for staff to comply 
with government 
investigations

Appropriate protocols for 
preservation of documents
Appropriate protocols for 
preservation of documents

Processes in place to address 
newly identified compliance 

risks

Processes in place to address 
newly identified compliance 

risks

OIG Model Guidances

1. Hospitals (1998)

Supplemental (2005)

2. Home Health  (1998)

3. Clinical Laboratories (1998)

4. Third Party Billers (1998)

5. Durable Medical 

Devices…Industry (1999)

6. Hospices (1999)

7. Medicare+Choice (1999)

8. Nursing Facilities (2000)

– Supplemental (2008)

9. Individual and Small 
Physician Group Practices 
(2000)

10. Ambulances (2003)

11. Pharmaceuticals (2003)

12. DRAFT for Public Health 
Service Grant Recipients



3/17/2015

4

 Governing Body and senior leadership 
demonstrate positive commitment to the 
Program

• Sufficient resources to build and sustain Program;

• Communication to subordinates to support and 
“live” the Program;

• Receive, and act upon, reports submitted by the 
Compliance Officer;

• Periodically evaluate effectiveness of Program and 
make improvements.

Key Elements of a
Comprehensive Compliance Program

 Staff awareness of compliance program, 
compliance officer and how to report issues;

 Issues are being identified and reported 
appropriately;

 Improved processes are the outcomes of 
issue resolution;

 Compliance is an integral part of the business 
planning process;

Key Elements of a
Comprehensive Compliance Program

Primary Challenges 
to Implementation

1. Lack of Governing Body/Senior Leadership 
respect and support for the program

2. Ineffective compliance program structure  

3. Lack of sufficient resources

4. Lack of compliance integration and relationship 
building with other operational departments

5. Poor or non‐existent cultural “buy‐in” 
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I. Garner Senior Leadership Support

Management, financial and governance support are 
essential for sound compliance programs

1. Management: “C” level positions: CEO, CMO CFO, 
CIO, COO, CLO, etc.

2. Finance: Financial support of the Compliance 
Department and Compliance Program

3. Governance: Board of Trustees, Board of Directors

Need engagement at all three levels of an organization

Evidence of Engaging Senior Leadership

 Understanding strategic focus areas

• Patient Care

• Employee Engagement

• Financial Health

 Aligning compliance goals with organizational strategies

• Integration within Organization

• Compliance Active in Advancing the Long‐Term Strategy

• Integral Part of the Strategic Planning

• Communication of Enforcement Trends is Acted Upon

 Leading and providing briefings to the Governing 
Body on new developments in the law and related 
legal implications.

 Interacting with the Governing Body and Senior 
Leadership as they seek assurance that the 
compliance program and other legal controls are in 
place to monitor the associated legal and 
compliance risks.

Evidence of Engaging Senior Leadership
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II.  Ineffective Program Structure

• All 7 elements have NOT been implemented fully 

 Standards of Conduct approved, but NOT 
disseminated to all staff

 LEIE screening occurring, but results not analyzed 
and acted upon;

 Audits are conducted but management is not held 
responsible for fixing identified problems;

 Credibility and respect of CO and compliance office 
is undermined.

 Others

Compliance Risk Mitigation

Problem Identified 
and Investigated

Discipline enacted, 
as appropriate

New Process Work 
Group Established

Mitigation 
Strategies 
Developed

Policiy(ies) 
Developed and 

Approved

Staff Educated

Audit New Process 
and Outcomes

Results Evaluated 
and Changes Made

Incorporating the 7 elements into 
problem solving activities

III. Insufficient Funds/Resources

Lack of funds and/or resources constrain the Program’s ability to be 
effective in detecting, preventing and deterring instances of fraud, 
waste and abuse.

1. Lack of a concerted, consistent effort to market and communicate 
the program to staff and applicable agents of the organization.

2. Inability to establish and manage a confidential, anonymous 
reporting line;

3. Lack of sufficient education and training of employees in high risk 
positions;

4. Compliance risks are identified, but investigation and mitigation 
resources are unavailable;

5. Inability of the CO to monitor industry issues and react proactively 
for the organization
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IV.  Collaboration & Building Relationships

 Know Your Customer

 Schedule “meet and greet” meetings with all key 
leadership (clinical and administrative)

• Assess their knowledge of a compliance program and 
their role in it;

• Share the concept of compliance program oversight 
and commitment by the Governing Body;

• Provide assurance that you are not going to take over 
their operations;

• Stress your role as a support to meeting organization 
goals in an efficient manner;

IV.  Collaboration & Building Relationships

 Ongoing “Face Time”
 Attend leadership and middle management events;

 Schedule periodic, but ongoing meetings with key 
collaborators, e.g., CMO, OGC, HR, Education, Business 
Development, Contracting etc.

 Establish Trust and Credibility
 Develop ability to affect change, 

 Do not over‐promise results,

 Overcome having responsibility without authority,

 Conduct in‐person compliance training for Governing 
Body and senior leadership.

Tools to Measure Effectiveness:
Start at the Beginning

1. MAP your Program – structure and processes
(see next slide)

2. Develop Compliance Risk Dashboard 

• Specific risk areas to monitor outcomes or mitigation 
activities

• Determine appropriate process or outcomes and 
related indicator thresholds

• Identify and prioritize compliance risks based upon 
mission, risk exposure and resources to mitigate
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Compliance Program Mapping Grid

Program 
Element

Regulatory 
Requirement

Citation Internal Control Control 
Owner

Process 
Owner

Confirmation/Re
mediation

Education If mandated by 
law or CIA

CFR or 
other 
regulatio
n

What  is 
required, e.g., all 
staff will be 
educated on 
code of conduct

Division
Leader

HR/Educati
on Senior
Leader

Compliance to 
confirm records 
support all staff 
attendance

And so 
on

Sample Dashboard Formats

23

Effectiveness Measures ‐ Examples

Healthcare Services are compliant when they are:

• Documented, charged and billed correctly;

• Provided in an approved facility;

• Promoting patient rights;

• Reimbursed correctly;

• Provided without financial incentives;

• Medically necessary;

• Provided by qualified physicians/staff;

• Conforming to quality standards;
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Reporting Effectiveness Measures

Governing Body and Senior Leadership Reporting  

 Standardize reporting tools;

 Summarize outcomes;

 Highlight successes and risk areas.

Identified Risks
Risk 

Ranking*
Type of 

Compliance Risk
Outcome Measurement

Standards of Conduct and Policies and Procedures

Stark/Anti‐Kickback Violations

4

Regulatory
Reputation
Financial

1) Decrease in reports of potential violations
2) Decrease in attorney fees related to Stark issues
3) Decrease in fines paid for violations 

Data privacy and security 
breaches

4

Regulatory
Reputation
Financial

1)  Decrease in number of reportable breaches
‐ Regulatory Fines
‐ Notification and remediation costs 
2) Decrease in costs for remediation of breach 

Oversight (Governing Body, Compliance Structure and Compliance Officer

Governing Body oversight and 
knowledge of compliance risks 
and mitigation activities

2

Regulatory
Reputation

1) Governing Body Committee minutes reflect discussion of compliance 
risks and mitigation activities on a periodic basis

Education and Training

Conflicts of Interest (AMCs)

3

Regulatory
Reputation
Financial

1) Increase in conflict of interest reporting and resolution
2) Decrease in attorney fees related to resolution of conflict issues

Accuracy of Bills Submitted to 
Government Payors 3

Regulatory
Reputation
Financial

1) Decrease in denials and government reimbursement payback

Compliance Effectiveness Outcome Measures 

Identified Risks
Risk 

Ranking*
Type of 

Compliance Risk
Outcome Measurement

Communication/Anonymous Reporting

Qui‐tam report

2

Regulatory
Reputation
Financial

1) Increase in employee education related to Standards of Conduct and 
internal reporting 

Enforcement and Screening

Controls are appropriate for 
pre‐service screening

2

Regulatory
Reputation
Financial

1) Increase in percentage of new providers and vendors screening prior 
to initiating services who have been either debarred or sanctioned by 
the government.
2) Decrease in attorney/risk management fees for potential lawsuits 
related to poor quality or lack of appropriate credentialing

Audit and Monitoring Activities

Resources to monitor and 
address high risk regulatory 
requirements 4

Regulatory
Reputation
Financial

1) Approved audit plan activities have been conducted by appropriately 
trained resources
2)  Additional audits, as needed, have been conducted without 
constraint to overall audit plan

Response and Prevention

Remediation occurs and/or is 
not ongoing 3

Regulatory
Reputation
Financial

1) Subsequent audit(s) or external reviews of identified risk areas show 
remediation has occurred and is sustained

* Risk Ranking is derived by a quantifiable measure determined by each organization.  It includes the prevalence and gravity of the risk 
to the organization, as well as the presence or lack of controls to mitigate the risk

Compliance Effectiveness Outcome Measures 
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Compliance Risks for 
Academic Medical Centers

Usual and Unique

Usual Suspects

 Stark and Anti‐Kickback

 Affordable Care Act

 Procurement Requirements

 State Employment Laws

 RAC, MAC, and ZPIC Audits

 2015 OIG Work Plan

 Duplicate Graduate Medical Education payments

 Indirect medical education payments
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General Mitigation Strategies

• Compare wRVUs (work resource value units) 
across and among clinical disciplines and 
explore outliers or irregularities;

• Educate billing and coding staff about clinical 
trials, research protocols, and grant 
requirements;

• Work with Principal Investigators (PI).

1

Unusual Suspect for AMCs

 Clinical Research Billing

• Balancing ICD‐09 (or ICD‐10)

• Research protocols

• Bundled payments 

Clinical Research Billing

Challenges
1. Ensuring insurance is not 

charged for services that 
should be covered by 
research study funds

2. Unique Needs:
a. Double billing

b. Proper controls

c. Missed opportunities

d. Billing for unallowables

Mitigation Activities
• Implement coding reviews

• Engage outside consultant 
to review charges

• Conduct regular, random 
audits of pro and technical 
fees

• Provide physician education 
and feedback

• Invest in coding/audit 
software

2



Slide 31

1 David - I would pick several "key" risks from the usual list and add them here with some strategies to 
mitigate, e.g., Stark - contract audits, education of physician recruiters, etc.  We need a little more meet
with the identification of the risks
Lynda Hilliard, 3/3/2015

Slide 33

2 David - I re-formatted this so that you could add some of the activities that UC is doing, e.g., 
inventorying compliance processes, re-education, audit etc.
Lynda Hilliard, 3/3/2015
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Clinical Research Billing

Challenges
1. Ensuring insurance is not 

charged for services that 
should be covered by 
research study funds

2. Unique Needs:
a. Double billing

b. Proper controls

c. Missed opportunities

d. Billing for unallowables

Mitigation Activities
• Require a formal coverage 

analysis before contract is 
signed.

• Hold first 10 claims for review 
for accuracy (against the study 
budget).

• Educate the principal 
investigations, research 
coordinators, contract 
negotiators, and IRB staff about 
the requirements.

5

Audience‐Identified Risk Areas

• Audience survey of entity specific high risks

• Mitigation Strategies

Unique Financial Pressures

Conflicts 
of 

Interest

Conflicts 
of 

Interest

Educational 
Mission

Educational 
Mission

Research 
Projects
Research 
Projects

Clinical 
Activities
Clinical 
Activities
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5 David - I re-formatted this so that you could add some of the activities that UC is doing, e.g., 
inventorying compliance processes, re-education, audit etc.
Lynda Hilliard, 3/3/2015
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Mitigating Conflicts of Interest and 
Related Financial Pressures

 Establish process to review and manage financial 
disclosures and possible conflicts.

 Target and train industry‐funded PI’s and their 
research coordinators about FCOI (financial conflicts 
of interest)http://grants.nih.gov/grants/policy/coi/ .

 Educate contract and grants officers, IRBs 
(institutional review boards), Tech Transfer offices 
about FCOI.

Mitigating Other Financial Risks

 Conduct regular reviews of 3rd party agreements for 
appropriate terms and conditions.

 Establish real‐time processes for the evaluation of 
affiliation agreements, professional service 
agreements for consistency with mission.

 Establish a broad‐based oversight committee to 
review and manage difficult or complicated 
agreements.

Association of American Medical Colleges 
(AAMC) Top Initiatives

1. Improving Health Equity

2. Integrating Quality

3. Managing Talent

4. Redesigning Care Delivery

5. Transforming Medical Education 

4



Slide 39

4 Maybe you could elaborate on what would be compliance's role in each of these areas.  Maybe a few of 
the compliance risks associated with each item??  If you want, I could help you with these slides - we 
just need to make them more applicable to daily operations for the CO
Lynda Hilliard, 3/3/2015
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Increase Oversight Activities

Tighten up physician recruitment process

 Fair Market Value (FMV) analysis

 Aligning physician needs to research and patient 
care needs

Develop compliance, research, quality 
integration committees

 Remove “silo” mentality

 Integration across traditional areas critical 

New Sources of Financial Pressure

• AMCs must identify new funding sources due 
to:
– NIH Cuts

– Sequestration

– Loss of General Medical Education (GME) funding

• Managing third‐party agreements, affiliation 
agreements, and other arrangements that 
challenge existing regulatory and policy 
frameworks

Addressing Emerging Financial Risks

• Align margins to fuel the mission

• Focus relentlessly on achieving and measuring 
quality

• Reconsider “conventional wisdom”

• Plug holes and pick low hanging fruit 

Source:  Athena Health 2014 White Paper

3



Slide 42

3 David - these strategies sounds very management focus vs what the compliance officer would do.  
Could you elaborate a little more on each of the areas about what the CO would do?  Thanks
Lynda Hilliard, 3/3/2015
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Overall Advice

“…AMCs need to move quickly in the areas where 
they do have differentiated core competencies, 
differentiated core assets, and more control.  The 
only way to avoid disruption will be if the AMC 
leaders pro‐actively drive accountability and 
results throughout their organizations.”  

Athena Health 2014 White Paper

Summary 

Questions and Answers

For more information contact:

David Lane  david.lane@ucop.edu

Lynda Hilliard lynda.hilliard@hotmail.com



1

HCCA	2015	Compliance	Institute

Research	Misconduct	Proceedings:
Lessons	Learned	and	Tips	From	the	
Trenches

F.	Lisa	Murtha,	Senior	Managing	Director
FTI	Consulting,	Inc.
lisa.murtha@fticonsulting.com
215.801.7824

Thanks to Juli Tenney, Esq. for her 
work on the slides comprising this 

presentation…..
We appreciate your hard work!!

2
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Legal Framework for Scientific Misconduct

• Scientific Misconduct:  (PHS) 42 CFR 93, (NSF) 45 CFR 689

• Fabrication (making up data or results and recording or reporting them),

• falsification (manipulating research materials, equipment, or processes, or 
changing or omitting data or results such that the research is not accurately 
represented in the research record),

• plagiarism (appropriation of another person’s ideas, processes, results, or words 
without giving appropriate credit),

• or other practices that seriously deviate from those that are commonly 
accepted within the scientific community for proposing, conducting, or 
reporting research.  It does not include honest error or honest differences in 
interpretations or judgments of data.

• Note, misconduct must be committed intentionally, knowingly or recklessly 
and

• allegation proven by a preponderance of the evidence.

6
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Legal Framework … History

• Public Health Service Policies on Research Misconduct

• Went into effect May 17, 2005

• Requires that institutions receiving funds from the Office of Public Health and 
Science (PHS) have in place adequate policies to 1) inquire and then, if 
necessary 2) investigate misconduct allegations (“Assurance”)

• Timely reports results must be made to the HHS Office of Research Integrity 
(ORI)

• Note: administrative action may be taken against the researcher, or the institution, 
or both – and, agencies will collaborate

• National Science Foundation

• Went into effect March 18, 2002

• NSF Office of Inspector General handles misconduct

• Note differences in timelines

7

It can (and probably will) happen to YOU

The phone rings …

The voice on the other end of the line asks if he can be assured of confidentiality.

You (the compliance official) say, “Yes, of course.”

The voice says that the pressure to enroll subjects into a clinical trial that he supports is 
enormous.  If patients don’t meet inclusion criteria detailed in the protocol, the staff 
is “encouraged” to “check those values again,” and reminded that jobs are 
dependent upon grant support.

The caller says that he doesn’t want you to do anything, he just had to tell someone –
he does not identify the study or the investigator.

Weeks later you receive an anonymous call from a person describing herself as a 
monitor for a sponsor.  She advises you that she believes subject records she has 
reviewed have been altered to satisfy study inclusion criteria.

8

She says she will let you know if she is able to confirm her suspicions.

A week later a man walks into your office and complains to you that he has been fired 
from his job as a study nurse and coordinator.  He says that the reason given was 
that he was “insubordinate” for challenging his boss, the principal investigator, when 
he was asked to run tests until the subject’s values “qualified” for the trial.

He says that everyone who works with this PI feels “bullied,” but will likely not 
complain because they do not want to jeopardize their futures both at this 
institution and as researchers. 

Is there an institutional “ombuds?”

Ombuds role, reporting responsibilities

Are YOU the Institutional Research Integrity Officer (RIO)? 

What will you do?

9
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Stages of Review:
Allegation/Notice, Inquiry, Investigation, Reporting, Appeals

• Allegation: fielding or receiving of complaint, initial review with complainant, 
developing plan re going forward

• Inquiry: information gathering and initial fact finding to determine whether an 
allegation or apparent instance of misconduct warrants an investigation; must 
commence “immediately” following allegation of scientific misconduct and be 
completed within 60 days of its initiation unless circumstances clearly warrant a 
longer time period

• Investigations: should be undertaken within 30 days of the completion of the 
inquiry, if findings from the Inquiry provide a sufficient basis for conducting an 
investigation

10

Your Action Plan:

• Review your institutional policy!

• Develop templates to standardize approach (assures fairness, similar situations 
addressed in same way)

• Get all the facts you can, in writing if possible, including names of others who may 
be involved with conduct; consider the culture of the environment from which the 
allegation arose as well as the culture and training of the complainant

• Review the applicable protocol

• Determine what course the complainant wishes to follow: will s/he come forward or 
remain anonymous.  Can you assure confidentiality?

• Acquaint the complainant with institutional policies on research integrity—including 
nonretaliation

11

What Comes Next?

• You have obtained a complete preliminary statement from the complainant.  
Who else knows?

• Review the protocol, other study records

• Review

• Institutional policy on research integrity to be certain you know how to proceed

• Confidentially notify (by telephone) 

• Legal counsel

• Departmental chair or dean

• Other institutional officials

• Determine . . .

• Would the charges, if true, constitute research misconduct under your policy?

• Are other policies applicable?

• Identify all the issues presented by the facts as you understand them: Human 
Resource, HIPAA, Billing, Gifts, etc.  

12
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Possible Missteps

• Some official (chair, dean, etc.) will want to call the senior professor in for a talk 
. . . “There must be a reasonable explanation”

• Someone may inform the PI about the charges without your knowledge or 
consent

• Organizations can’t keep secrets.  You must act quickly

Remember:

• In your role, you cannot give legal advice

• You must advise that communications between with you are not privileged

• You should generally have the university attorney communicate with the parties’ 
attorneys

13

Your Position: Assume Nothing

• You do not know all the facts

• There are two sides (or more) to every story

• The PI has not been confronted with the charges

• No one (to your knowledge) has interviewed the complainant or others associated 
with the study

• No other expert (scientific or forensic) has reviewed the study records

14

Would the Charges, if True, Constitute Misconduct
Under Your Policy?

• How will you notify the respondent?

• How will you safeguard evidence?

• How will you be certain the rights of both the complainant and the respondent (the 
PI) are protected?*

• How will you maintain confidentiality?  Remember, several careers may be at stake

• Consider relationships with sponsors (commercial, nonprofit, governmental) other 
collaborating institutions

*Sticky wicket issue: “reminding” PI of nonretaliation policy may raise suspicions –
best approach is to reinforce through regularly required training, emphasized by 
leadership.

15
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Notifying the PI (now, Respondent)

• Meet with the PI at her/his office or lab.  Do not explain the purpose of the 
meeting ahead of time.

• Arrive with a team that might include some or all of:  research integrity officer, 
legal counsel, campus police, IT professionals, moving crew, substantive expert 
in the field of study

• Give the respondent a copy of your policy.  Discuss his/her rights to continue 
work, retaining a private attorney, etc.

16

Protecting Evidence

• You must take possession of all the evidence immediately

• Evidence includes study records, computer hard drives, lab books, working papers, 
correspondence, rough drafts

• The respondent is innocent until proven guilty.  You must make it possible for 
him/her to continue working while your review is underway

17

Your Role is Sensitive

• You represent the institution ‐ you are not a prosecutor

• Your role is 

• to be certain that the institution’s policy is followed precisely

• to safeguard the rights of everyone involved

• to facilitate a fair and complete inquiry and investigation before a competent 
committee of peers

• The Institutional role is to make a determination of scientific misconduct based on 
the Inquiry and Investigation

• The legal standard is “preponderance of the evidence” (more than 50%)

18
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Stages of Review: Managing the Inquiry

• Who appoints inquiry team members?

• Will your office provide them with staff support?

• Can you arrange for IT professionals to “ghost” electronic documents?

• Can you obtain resources (scientific expertise, software, etc.) that can help you sort 
out authorship, data origination? – Whom can you recruit/enlist to help?

• Will you keep the complainant (now, possibly, “whistleblower” or “relator”) 
informed?  Remember that though the complainant is not a party to the inquiry he 
will likely have a keen interest in its progress.  

19

Managing the Inquiry Process

• Do you use court reporters to record inquiry proceedings?

• How do you (or your institutional attorney) “prep” the chair of the inquiry team on 
due process?

• Do you allow attorneys to speak at the inquiry?

• Who schedules witnesses?

• Will you provide staff support to help prepare the inquiry final report?

20

The Inquiry Report

• The Inquiry is analogous to a grand jury.  The purpose is not determine guilt or 
innocence, but to determine whether there is sufficient credible evidence to 
warrant a full investigation

• A recommendation against proceeding to an investigation is not necessarily the 
same as a finding of “innocence”

• Must state what evidence was reviewed

• Summarizes relevant interviews

• Includes the conclusions of the Inquiry

• The individuals against whom the allegation was made shall be given a copy of the 
report inquiry—their comments may be part of the record

• The individuals may be given longer than 60 days to complete their response

• The Inquiry is NOT intended to reach a final conclusion

• Legal standard: Preponderance of the evidence to go forward

21
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If the Inquiry Recommends
No Investigation

• Who makes the final decision?

• How do you notify the respondent?  

• How do you notify the complainant?

• How do you handle/protect records?  Consider record retention, HR policies

• How do you protect confidentiality?

• How do you protect the complainant from retribution?

22

If the Inquiry Recommends
an Investigation

• Who makes the final decision?

• What are your next steps?

• Who appoints the investigation team?

• Do you have reporting requirements?

• How do you notify the respondent?

• How do you notify the complainant?

23

Initiating an Investigation

• Investigations should be undertaken within 30 days of the completion of the inquiry, 
if findings from the Inquiry provide a sufficient basis for conducting an investigation

• Must be reported to ORI on the date the investigation is started

• Notification should include: name of person against whom the allegation is made, 
the nature of the allegation, PHS application or grant number

• The Investigation will include:

• Examination of all documentation

• Interviews should be conducted with all individuals involved including those 
who made the allegation, those against whom the allegation is made

• Complete summaries of these interviews should be prepared and provided to 
the interviewed party for comment or revision, as part of the investigative file

• Those involved in the Investigation must be free of conflicts of interest

24
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Your Role Changes

• Investigations are more formal

• Your university counsel will probably take the lead in orchestrating the procedures –
your role may become analogous to “project manager”

• You will be providing staff support, including identifying, locating and scheduling 
witnesses, in collaboration with counsel and investigation “chair”

• Also note potential need to identify, recruit scientific and/or forensic “expert” 
witnesses, auditors

25

Consequences

• Careers and reputations are at stake

• Those found guilty of research misconduct are normally terminated from the 
institution

• Guilty parties may be debarred from receiving federal funding and there may be 
“false claims” implications, including reimbursements and fines

• Additional civil or criminal action may await (consider breach of contract if 
commercial sponsor involved)

• Sponsor and journal notifications: retractions; additional notifications to licensing 
and certifying bodies, law enforcement agencies including the DOJ and OIG, and 
other researchers

• Institutions who fail to follow this process or fail to have the required policies and 
procedures may be subject to enforcement action including loss of funding and an 
ORI investigation of the institution

27
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Working with ORI

• The Office of Research Integrity can be a valuable ally and consultant

• ORI can provide some forensic services and recommend experts for highly technical 
forensic work

• However, ORI represents the interests of the federal government—those interests 
may differ greatly from the interests of the Institution

28

The Investigation is Complete

• The Institution makes a determination of scientific misconduct based on the Inquiry 
and Investigation

• If federal funding is involved, the Research Integrity Officer must notify ORI of the 
outcome of the investigation and forward a copy of the report

• ORI may accept the decision, ask additional questions, or conduct its own 
investigation

• The Institution must also notify OHRP if there is a threat to human 
subjects/participants

• Normal institutional appeal procedures will come into play if the dean/provost 
institutes personnel action against a party determined to be guilty

• You must still maintain confidentiality if the respondent was not found guilty.  This is 
a critical responsibility.  No matter who else “knows,” you may not comment

• Research subject notification issues – IRB role

29

After the Investigation

• All PHS funds must be protected

• If the allegations have been substantiated, sanctions must be imposed on the 
offending parties

• Timeliness: An investigation should be concluded within 120 days of its 
initiation—but extensions may be granted by ORI

• If Possible Criminal Violations: ORI must be notified within 24 hours of obtaining 
and “reasonable indication” of possible criminal violations so that ORI may 
notify the DHHS OIG

30
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Examples of Scientific Misconduct‐Integrity Risk Areas

• Collaboration – lack of “research agreement”

• Intellectual Property

• Data Acquisition, Management and Access

• Mentor‐trainee Issues

• Publication and Authorship (watch for inequities between contributors of different 
stature)

• Suppression of Data

• Peer Review

• Falsification, fabrication, exaggeration and plagiarism

• Conflict of Interest

• Pressure to publish, succeed, receive funding for research

31

What Happens After ORI Makes Its Decision?

• The matter goes to PHS (the Asst. Sec. Of Health) who may accept or reject ORI’s 
decision

• If the decision is accepted, ORI sends the respondent a copy of the decision 
along with how an appeal may be made (HHS Dept. of Appeals Board)

• If no appeal is made, the decision is final and published in various places 
including the FR

Appeals

• If the DAB rules against a respondent, s/he may appeal the decision to Federal 
District Court

• The standard the District Court uses is the “substantial evidence” standard

32

Compliance with ORI’s Standards

• Institutions conducting research must develop and implement the required 
policies and procedures related to scientific misconduct

• Training with all researchers must be done to ensure a thorough understanding 
of the requirements

• The Institutional Assurance must be filed and compliance maintained therewith 
at all times

• If an allegation of Scientific Misconduct is made, follow the required process

• Annual web‐based reporting obligation

33
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Document Retention Requirements

• All work papers related to an Inquiry or Investigation must be maintained in a 
secure location for at least 3 years after the Inquiry is closed – Note, your 
institution or other governing authority (state government, sponsor) may have a 
policy requiring more lengthy retention

• If Inquiry does not advance to Investigation, determine how to destroy all but 
minimum necessary records

34

U.S. v. Kornak

• Plea and Cooperation Agreement Signed January, 2005

• Defendant was a research assistant at Stratton VA Medical Center

• Defendant helped manage studies in which payments were made by 
sponsors based on enrollment

• Defendant sent a Case Report Form to the sponsor (Aventis) which indicated 
that a participant met the study criteria and the participant was enrolled in 
the study

• Participant died

• The Defendant was prosecuted under criminal and civil proceedings and the 
Defendant … jail time

35

U.S. v. Poehlman

• Defendant was a researcher employed by University of Vermont

• Government alleged that defendant falsified data in federal grant applications

• Since defendant was principal investigator, was found to have violated False 
Claims Act

• Settled in March, 2005

36
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37

• Anil Potti

• Potential Consequences:

• Repayment (False Claims Act)

• Retraction

• Tarnished reputation of institution and research associates

• Impaired ability to attract subjects

• Potential liability to subjects for therapeutic choices

• Responsibility for graduate students, post docs

38

Research vs. Scientific Misconduct

• Scientific misconduct (FF & P) allegation(s) may be “trojan horse” delivering 
notice of broader compliance issues

• Are there ways to anticipate/prevent the evolution of problems?

• Monitoring/Auditing

• Where can personnel “take” concerns?

• Consider level of formality and attendant reporting responsibilities

• Role of Ombuds

• Counseling re relationships/management (coaching?)

But what about peer review and reproducability?

39
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Advance Planning Will Yield Benefits

• Become familiar with the ORI website and available resources: 
http://ori.dhhs.gov/

• Subscribe to e‐newsletters

• Consider “Boot Camp”

• Explore apprenticing yourself to a seasoned RIO and observe the process

40

41

Questions/Comments

Thank you!

42
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You Had Me at Hello: 
How to Get Your Employees 
Talking about Compliance and Ethics

Jennifer Edlind, Director of Compliance, University 
Hospitals Health System

Kathleen Edmond, Partner, Robins Kaplan LLP

HCCA 19th Annual Compliance Institute
Orlando, FL
April 20, 2015

Agenda

• Introductions

• Build the Plan
–Strategic Communication

• Keep It Fresh
–Innovative Communication

• What Works?
–Effective Communication

2

Introductions

• Who we are

• Our communication experience

3
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Build the Plan:
Communication Strategy 1

4

Build the Plan:
Communication Strategy 2

5

Build the Plan:
Plan for Success

• Strategic Communication
–Connected to the business operations
–Mindful of current industry issues/trends
–Consistent with organizational culture

6
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Build the Plan:
Factors to Consider 

• Considerations
–Availability of resources
–Picking the audience
–Selecting the message
–Timing the message
–Coordinating the message
–Maximizing existing modalities
–Blazing new communications trails

7

Build the Plan

• Just in Time communications
–Get information to the right people at the 

right time (e.g. review vendor gifts policy 
prior to conferences)

–On-boarding new employees
• Everything on the 1st day is too much
• Stage compliance information to align with 

onboarding and be completed in the first 6 
months

8

Build the Plan:
High Touch Communications

• High Touch Communications 
–Advantages
–Disadvantages
–When is face-to-face the right delivery 

method?

9
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Build the Plan:
Low Touch Communications

• Low Touch Communications
–Advantages
–Disadvantages
–When best used?

10

Build the Plan:
Getting the Best of Both

11

Making low touch 
communications feel 
more high touch

Build the Plan:
C&E Intranet

12
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Build the Plan: 
C&E FAQ Site

13

Keep It Fresh:
Technology is Your Friend

• Use of technology in communications
–Blogs

• Internal
• External

–Social media
• Connecting with 

employees where 
they meet

14

Keep It Fresh:
Video Shorts

• Finding new ways to share the message

15
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Keep It Fresh:
Video Shorts

• Finding new ways to share the message

16

Keep It Fresh:
Try Something New!

• Building bridges; breaking down 
stereotypes

–Using existing communications spaces for 
your messages (log in screens)

–Going to the people
–Fun

17

What Works?
Measure Effectiveness

• Collecting data on communications

18
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Ahuja CMC Conneaut Elyria Geauga Geneva Homcare MSC Parma Regional SJMC UHPS
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C&E Week: Employee Contacts
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What Works?
Think Different

• Using data to improve your strategy

19

0

5
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20
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Ahuja CMC Conneaut Elyria Geauga Geneva Homcare MSC Parma Regional SJMC UHPS

Contacts/Hr 29 17 10 35 10 21 11 23 38 11 25 11

C&E Week: Average Employee Contacts/Hour

What Works?
From Goals to Goal Line

• Layering your strategy

20

79%

19%

2%

EMPLOYEE ENGAGEMENT

Employee Contact (2126)

Intranet Visit (500)

Hunt Submission (60)

What Works?
Taking the Pulse

• Revise and re-measure periodically

• Surveys – formal and informal

21
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What Works?
And What Doesn’t Work?

• Learning to “fast fail”

22

Takeaways

23

• Handout with sample plan

• Ha

Conclusion

• Questions?
–Audience:  

• Would you share communication efforts that 
were wildly successful, and those that were 
abysmal failures?

24
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Thank you!

Jennifer Edlind

Director of Compliance 

University Hospitals Health System

216.767.8226

Jennifer.Edlind@UHhospitals.org

Kathleen Edmond

Partner

Robins Kaplan LLP

612.349.8242

Kedmond@RobinsKaplan.com

25



Sample Three‐Year Strategic Communication Plan

1 2 3

Establish monthly compliance update in weekly e‐mail 
newsletter to all employees – provide information:

About changes in the law
About changes in policies
In recognition of ethical behavior
Guidance on difficult areas
Performance reviews tied to Code of Conduct

Establish compliance update in monthly e‐mail 
newsletter to management

C&E Communication Lead Begin by July 20__ Compliance blurb every other month                        

Establish a quarterly Compliance E‐Newsletter C&E Communication Lead
Begin in 3rd quarter 
20__

E‐newsletter design and content                

Utilize video shorts Chief Compliance Officer 2nd quarter Library of video shorts                
Announce training initiatives C&E Education Lead 2nd quarter Communication plan for training                    

1 2 3

Create a Monthly Compliance Blog Chief Compliance Officer Begin 4th quarter 20__ Blog content                        

Update Intranet Resources:
Compliance personnel
Links to policies
Links to important regulatory updates
Training materials

Provide Tools for employees:
Privacy FAQs

Decision guides

Utilize video shorts Chief Compliance Officer 2nd quarter
Incorporation of videos into training and 
communication

               

Enable “Chat” function with compliance personnel via 
intranet portal

Chief Compliance Officer 3rd quarter Chat feature launched        

 

Communication Goal ‐ Increase awareness of and commitment to compliance and ethics via various modalities
Strategy 1: Establish presence in existing e‐newsletters

Strategy 2: Expand Use of Compliance Portal on Intranet
Action Item Responsible party

Timeframe for 
completion

Deliverable



Year

Action Item Responsible party
Timeframe for 
completion

Deliverable

Privacy Officer/ C&E Intranet Lead Begin 2nd quarter 20__
Upload tools as developed, otherwise at least semi‐
annually

Begin by June 20__ Monthly compliance blurb

 

C&E Communication Lead

Year

C&E Intranet Lead Begin 2nd quarter 20__ Semi‐annual updates

                       

Handout 1
Page 1 of 2

HCCA Compliance Institute ‐ April 24, 2015
You Had Me At Hello: How to Get Your Employees Talking About Compliance and Ethics



Sample Three‐Year Strategic Communication Plan

1 2 3
Understand existing use of social media sites to 
promote your entity

C&E Communication Lead 4th quarter Marketing strategy for social media        

Utilize social media to promote compliance 
commitment

C&E personnel 2nd quarter Communication plan for social media        

Make blog public‐facing Chief Compliance Officer 4th quarter        

1 2 3
Announce Compliance Training C&E Communication Lead 2nd quarter Communication plan                        

Publicly recognize ethical business behavior C&E personnel 4th quarter Written acknowlegement                        
Reward/recognize early completion of training Regional Compliance Officers 3rd Quarter Communication to Management              

1 2 3
Understand HR Strategy to establish BPTW Chief Compliance Officer 3rd Quarter Goals of BPTW       
Develop unified strategy Chief Compliance Officer 1st Quarter Integration strategy       

Develop culture survey C&E personnel/HR 3rd Quarter Survey         

Develop culture action plan C&E personnel/HR 1st Quarter Action Plan        

Strategy 4: Promote Compliance and Ethics Week
Action Item Responsible party

Strategy 5: Create Linkage between Ethical Org and Best Place to Work
Action Item Responsible party

Timeframe for 
completion

Deliverable
Year

Timeframe for 
completion

Deliverable
Year

Strategy 3: Expand communication to include external audiences
Action Item Responsible party

Timeframe for 
completion

Deliverable
Year

Handout 1
Page 2 of 2

HCCA Compliance Institute ‐ April 24, 2015
You Had Me At Hello: How to Get Your Employees Talking About Compliance and Ethics
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Reportable Events And the 
Role Of  The Compliance 

Officer

Janine Valdez, Vice President 
Compliance/Corporate Compliance 

Officer, Genesis HealthCare
Barbara J. Duffy, Shareholder, Lane 

Powell PC
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What We Will Cover
• Reporting Responsibilities in General
• To Report or Not Report: Creating The 

Culture
• Best Practices for Protocols After 

Reporting, Preparing the Investigation
• Whether To Involve Legal Counsel; and
• Best Practices for Investigating A 

Reportable Event

6292829.1
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Reporting Responsibilities In 
General

• The facility must ensure that all alleged
violations involving mistreatment, neglect or 
abuse, including injuries of  unknown source 
and misappropriation of  resident property are 
reported immediately to the administrator of  
the facility and to other officials in accordance 
with State law through established procedures 
(including to the State Survey and 
Certification Agency). 42 CFR 483.13(c)(2)

6292829.1
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Reporting Responsibilities In 
General

• The facility must have evidence that all alleged violations 
are thoroughly investigated, and must prevent further 
potential abuse while the investigation is in progress.

• The results of  all investigations must be reported to the 
administrator or his designated representative and to 
other officials in accordance with State law (including to 
the State survey and certification agency) within 5
working days of  the incident, and if  the alleged violation 
is verified appropriate corrective action must be taken.
– 42 CFR 483.13(c)(3)(4)

6292829.1
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Creating The Culture Of  
Reporting Events

• Setting the Tone 
• Clear Policies Regarding Reporting:

– What, Where and When, to Whom, How
– What does “immediately” mean?

• Clear Path For Reporting Events or 
Suspected Events
– Internal/external

6292829.1
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What: Allegations

• What constitutes an ALLEGATION?
– Statement
– Observation
– Suspicion

6292829.1
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What: Abuse, Neglect and 
Misappropriation

• Types of  Abuse
– Physical
– Verbal
– Sexual
– Emotional/Mental

• Neglect
• Injuries of  Unknown Source
• Misappropriation

– Reports of  Missing Property or Funds

6292829.1
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What: 
Suspected Criminal Activity

• EJA: Requires Reporting of  Suspected 
Criminal Activity
– Against any resident or patient in LTC facilities
– Thoroughly investigate in consistent, uniform 

manner

• Criminal Activity 
– Report any reasonable suspicion of  crime
– Staff-to-resident
– Resident-to-resident
– Family-to-resident

6292829.1

99©2015 Lane Powell PC

Clear Path For Reporting: 
Unambiguous Policy 

• Reporting Allegations
– Administrator/DNS

• Department Heads

– State, APS, DOH (if  appropriate)
– Treating Physician, Family, Legal 

Representative
– Law Enforcement (if  appropriate)

6292829.1
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Other Reporting Responsibilities

• External
– Coroner
– Adult Protective Services
– Licensing Boards

• Physician/Nurses/Therapists

– OIG

• Internal
– Risk Management, Legal, HR, Compliance
– Quality Assurance, Organizational Chain

6292829.1
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When And Where To Report:

• Example of  When: EJA
– The Act requires that any suspected crime is immediately reported and no 

later than 24 hours after forming the suspicion to:

– DOH
– Local Authorities

• If  associated with serious bodily injury, reported 
immediately and no later than 2 hours after forming the 
suspicion. 

6292829.1
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Best Practices For Investigating 
A Reportable Event

• If  reportable, you must investigate
• If  not reportable, you may investigate
• If  either, have a plan

– Compliance Officer provides a template for 
the investigation

– Clear understanding of  when the 
investigation must be complete

– Make a decision if  you should involve counsel

6292829.1
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Whether To Involve 
Legal Counsel

• Affords some protection
– Attorney Client Communication
– Attorney Work Product

6292829.1

1414©2015 Lane Powell PC

When To Involve An Attorney

• Privileged Or Not?
– Billing Fraud/Abuse?
– Survey/ Certification?
– Civil or Criminal Liability?

• Parallel Investigation
– Could have the effect of  protecting the work-

product and impressions if  done by an 
attorney or at the direction of  an attorney

– Can be expensive in terms of  attorney fees and 
time with people submitting to two interviews, 
etc.

6292829.1
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In House Counsel or 
Outside Counsel

• Not all documents given to or prepared by In-house 
counsel are privileged

• Not all conversations with In-House counsel are 
privileged

• Privilege
– Not all communication with an attorney is subject to 

privilege
• Communication
• Between privileged persons
• Intended to be confidential
• For the purpose of  seeking, obtaining or providing legal 

advice (not business advice) to the client
• Confidentiality was not waived by disclosure

6292829.1
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Investigation

Analysis
Complete summary
Update care plan and Resident Chart
Develop Action Plan for QA
Work w/Risk Management to assess if 
appropriate for Disclosure Program (if 
applicable)
Complete state/other reports

Investigation Folder
Label documents & folder 
appropriately to invoke legal, QA; 
Risk Management privilege
Include all notes and correspondence
Do not put in medical chart

Investigate
Sequester equipment involved
Preserve the facts and evidence
Conduct Interviews
Identify the causal factors
Review medical record and other 
documents

Plan Investigation
Assess background info
Who conducts interviews?
Who will be interviewed?
Questions to ask?
Observations/Document review

1717©2015 Lane Powell PC

6292829.1

 2 hours
 Not more than 24 hours
 Final summary, conclusions, & outcomes 

are submitted within 5 days of  the event

Clear Policies Regarding 
Timing For Reporting And 

Completion Of  Investigation

1818©2015 Lane Powell PC

Best Practices In Preparing 
The Investigation Plan

• Create/Identify Your Templates
– To ensure consistency

• Identify Equipment
– Sequester

• Identify Documents
– Preserve and Secure

• Identify Witnesses
– Review Personnel files for subject of  investigation, if  

any

6292829.1
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Create/Identify Templates
• Document Templates

– Spreadsheet 
– Questionnaire
– Checklist

• Ensures standardized approach
• Assists with Findings
• Maintains Focus

• Documentation Log: Identify Documents 
Reviewed

• Protect Documentation
– Quality Assurance/Attorney Work Product or 

Privilege
– Folders Labeled
– Report/Documents Created Labeled

6292829.1
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Documenting Witness Interviews

• After completing the interviews, prepare a 
summary of  the information provided by 
each witness

• Do some thinking before having witnesses 
sign statements

• Present or read your summary  to the 
witnesses and ask them to confirm the 
information contained is accurate

6292829.1
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Internal/External Documentation 
of  the Investigation

• If  your investigation will serve multiple purposes, 
consider what documentation you need for internal 
or external purposes
– Regulatory compliance
– Quality Assurance
– Risk Management
– Other…

6292829.1
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External Documentation Of  the 
Investigation-External

• If  appropriate, include documentation in the resident's 
record reflecting any direct, observable facts
– Example: The resident was found on the floor, able to 

move all extremities. No complaints of  any pain. Alert 
and oriented. Pupils equal and react to light. Blood 
pressure 120/70, pulse 72, respirations 20. 

• Place documentation in the resident's medical record
• Continue intervention as appropriate
• Include in the nursing notes a description of  the incident 

and notification of  the physician and family
• Steps taken to protect the alleged victim from further 

abuse

6292829.1
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Documentation Requirements - External

The summary to state agencies should include the following 
components

• Dates and times of  all the people and agencies that 
were notified

• Date and time of  the alleged incident and when the 
investigation was initiated

• Record of  statements or interviews of  those involved
• Copies of  relevant documentation from the medical 

record as appropriate, including any findings of  injury

• Objective executive summary of  the incident, including 
whether the allegation was validated

6292829.1
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Documentation 
Requirements/Internal

• Consider keeping a file that includes the following items: 
– Copy of  the accident/incident report, including notifications 

required
– Copy of  statements by any witnesses or witness summary
– State only the facts of  the incident, that is, what was actually 

seen and not any subjective comments
• Example – Good objective statement: the resident fell in the hallway when 

returning from dinner

• Example – Poor subjective statement: Because the floors are usually 
slippery, the resident fell in the hallway

– Copy of  the statement by the implicated employee
– Investigative statements from those coordinating the 

investigation

6292829.1
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Documentation 
Requirements/Internal

• Staffing assignment for 24 hours prior to the alleged 
incident. 

• Copies of  nursing and social services notes. 
• Copy of  the involved resident's care plan. 
• Copy of  employee discipline, if  any. 
• Copy of  the police report, if  applicable. 
• Summary of  the investigation.

6292829.1
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Concluding The Investigation

• Written Report

• Root Cause Analysis

6292829.1
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Written Investigation 
Report of  Findings

• Scope of  the Investigation
– Clear Statement of  Issue, Problem, or Allegation 

under Investigation
– Based On Defined Issue (s)

• Statement of  Facts
• Methodology

– List of  Individuals Interviewed
– List of  Documents Reviewed
– Other Review Methods

• Policies, Regulations, etc.

6292829.1
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Statement of  Findings

• Findings
– Statement of  Facts uncovered by the 

investigation
• Objective; Facts Only
• Avoid Speculation

– Tie findings back to policy, documents, 
interviews

– Supports Conclusion and Recommendations

6292829.1
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Root Cause Analysis
• How did this happen?
• How did it get this far?
• How could it have been prevented?
• What does it tell us about process?
• What does it tell us about our training?
• Review all investigations at the next 

medical staff/performance improvement 
meetings. 

6292829.1
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Corrective Actions
• QAPI Process

– Prevention

• Training or Discipline
• Board/Licensure Reporting

– Practice Violations

• Management Decisions
• Communication with Reporter(s)
• Documentation of  Actions

6292829.1
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Reportable Events And the 
Role Of  The Compliance 

Officer

Janine Valdez, Vice President 
Compliance/Corporate Compliance 

Officer, Genesis HealthCare
Barbara J. Duffy, Shareholder, Lane 

Powell PC
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High Risk, Low Visibility
Do you know how well your BAs are 
really protecting your PHI?

“Is there a way to automate to improve 
manageability and reduce costs?”

“How do I create a BA risk assessment 
program that quickly and economically 
identifies Risk?”

Overview

The Need for Improved Visibility
 Evidence-based Offense
Approaches
How to Improve Visibility
Assessment Activities
 Building a Program
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The Need for Improved Visibility

 What we do know..
 Agreement = Looks Good on 

Paper
 Mandated by HIPAA/HITECH
 “But  Your Honor…”
 Let’s look at Breach History

Sept 2009 – Dec 2014

0

200

400

600

800

1000

1200

Total # of Breaches Breaches by BA
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328

27.7% of breaches

Sept 2009 – Dec 2014
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Total Number of Records # of BA Records

40,953,908 

22,492,530 

54.9% of the 
records
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Breach Examples

 El Centro Regional Medical Center, CA
◦ Improper Disposal of Paper Records by BA
◦ Reported: 11/07/2012

◦189,489 Records
 New Jersey Dept of Human Services
◦ Unencrypted thumb drive
◦ Reported: 11/21/13

◦9,642 Records

Breach Examples
 Dept of HealthCare Policy and Financing, 

CO (Dec 2013)
◦ Contractor sent emails from work to personal 

email address containing PHI

◦ 1,918 Records
 Texas Health Harris Methodist Hospital Fort 

Worth (July 2013)
◦ Records on microfiche not properly destroyed by 

a contractor, found in a Dallas park

◦ 277,000 Records 

Breach Examples

◦ Los Angeles County (February 2014)
 Unencrypted desktops stolen from business 

associates offices

300,000 Plus Records
 Remediation Activities
Board of Supervisors requires all desktops in 
the county to be encrypted by summer of 
2015
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Evidence-based Offense

 Proactive Offense to Improve Defense
 What do you need to know?
 How can you find out?
 How can you use the information?

Approaches

 Do Nothing or Too Little
 Do Everything or Too Much for Little ROI
 Do Reasonable and 

Manageable

How to Improve Visibility (Doing 

Reasonable)
 Prioritize
 Gather Data
 Classify
◦ “Low Risk”
◦ “Addressable Risk”
◦ “High Risk”

 Remediation
 On-going Management
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Assessment Activities

 Focused Questionnaire
 On-site Interviews
 Focused Security Scan
 Comprehensive Risk Assessment

Building a Program

 Find the right partner
 Determine an initial scope
 Implement selected activities
 Consolidate and analyze data
 Determine remediation activities
 Monitor program
 Repeat process

Sample Do Reasonable Approach

 Select 25 Business Associates
 Generate a short survey
 Distribute via email
 Gather results (automated)
 Score results (automated)
 Generate a ranked report
 Provide feedback to BAs
 Determine action plan based on scoring
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Sample Questions
 Control Specific

Are all laptops that may 
store, access or use ePHI
encrypted?

 Policy Based
Does the company policy indicate how access 
to PHI is granted for need to know employees?

 Compliance Focused
Does the company have a breach notification 
plan documented?

Sample Deliverables

Sample Deliverables

20%

45%

35%

Low Risk

Addressable Risk

High Risk

Group Scoring
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Next Steps

 Find a partner for assistance
 Review your current Business Associates
 Select 25 you are most concerned about
 Build your program

Thank You

The Vantage Group
Les Flammer, Managing Partner
(714) 589-2441

Virginia Weldon, CISM, 
Practice Manager – Security and Compliance
(714) 589-2516

TEAM@vantage-grp.com
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BARISK.GURU

 Launching a new blog
 Looking for individuals to participate in a 

benchmark survey
 Access to Benchmark Report once 

completed
 Will also be posted on Blog for those 

who don’t participate



Business Associate Risk Management 
“Quick Start Process” 

Generate List of 

Business  

Associates 

Who do we do the most ePHI/PHI transfers with? 

Which ones come on-site to our facility? 

Who hasn’t had an agreement review within the last 

12 months? 

Prioritize the list - including all of them may be 

time consuming and too resource intensive.  

Determine Scope 

of Assessment 

Data at Rest? 

Data in Motion? 

Encryption Policy? 

Security and Privacy Policy Development? 

Overall HIPAA Compliance Understanding 

Gather Data /  

Evidence 

“Trust but Verify” 

Focused Questionnaire 

Security Scans 

On-site Interviews 

Analyze & 

Classify 

 

Remediate 

On-going  

Management 

Consolidate the results 

Use Automation 

Score the results (low risk, addressable risk or high 

risk) 

Determine immediate actions 

Develop short-term and long-term goals 

Work with Business Associates 

Repeat process for new set of Business Associates 

Follow-up on progress with previous group 

Document, Document, Document! 

www.vantage-grp.com   |    team@vantage-grp.com   |   888-316-4431 



HIPAA/HITECH Security and Compliance Assessment Offerings 

The Vantage Group is an Information Security Consulting firm with more than    
18 years of experience assisting companies across varied industries with their    
security and compliance requirements.  With a strong focus on health care,    
Vantage provides small and large health care covered entities and business   
associates, with intuitive solutions and timely guidance to address the critical  
assets that may pose a threat to business sustainability and data security:       
people, process and technology. 

Vantage’s approach relies on a data-centric security model helping clients     
identify, classify, and protect sensitive information throughout its lifecycle.  

TEAM@vantage-grp.com  |  www.vantage-grp.com  |  (888) 316-4431 

Based on the HIPAA/HITECH framework and proven practices for a comprehensive information security management 
program, Vantage will assess a portion of your information technology environment including people, process and    
technology to provide visibility into your current control implementations and the associated level of risk to sensitive data 
exposure, loss or theft.  Using a proprietary tool-set that is available for use by the company after the assessment is 
completed, compliance officers and security officers in addition to upper level management are provided with a snapshot 
in time that identities currents gaps and can be easily used to prioritize remediation activities and future compliance 
management initiatives.  

Quantifying Business Associate Risk (Covered Entity) 

More than a quarter of the major security and privacy breaches since the overhaul of HIPAA in 2009 up to mid 2014 
were due to potential negligence or oversight of a business associate not the covered entity.  To make matters worse, 
these breaches also represent more than 50% of the records compromised.  Vantage provides a three-layered approach 
that provides covered entities with increased visibility into business associate risk which is then quantified in order to take 
proactive steps to mitigate potential shortcomings.  Choose the layer that is right for your organization and start making 
decisions to reduce your risk.  What you don’t know can HURT you!    

THE VANTAGE GROUP, LLC 

Scoped Risk Assessments (Covered Entity and Business Associates) 

Information Security Policy Evaluation or Development  

(Covered Entity and Business Associates) 

Maybe you’re not ready for a comprehensive risk assessment and want to start with the foundational pieces that should 
be the core of every organization: policy and procedure.  Vantage offers a reasonable and measurable approach to    
assess your current Information Security Policies in order to determine gaps, adjust to changing threats and/or           
compliance requirements while providing visibility into the key components that make up an effective policy: focus-area, 
development, awareness, and enforcement.  

Not happy with your policies as they stand today? Not a problem.  Vantage offers a quarterly development process that 
can take one year or just one quarter resulting in the appropriate policies that consider your business needs and            
compliance requirements by implementing a policy management program.  We have found this to be much more        
effective and successful then providing templates that are rarely adequately modified, managed, or incorporated as  
“living” documents that foster a truly security conscious culture. 

Managed Security Testing 

(Covered Entity and Business Associates) 

Auditing and monitoring requirements established by HIPAA and part of an effective security management program can 
be resource intensive and time consuming.  Vantage offers a manageable approach that will allow your organization to 
scan the network, applications, and even databases monthly, quarterly, semi-annually or just annually depending on your 
risk threshold at a fraction of the cost. 



Toll free: (888) 316-4431  

www.vantage-grp.com/hitech 

TEAM@vantage-grp.com 

Follow us on Twitter: @TVGTeam 

2112 E 4th St Ste 220 

Santa Ana CA 92705 

Security and 
Compliance 
Management  
For Your 

 Business Associates 

KNOW BUSINESS ASSOCIATES 
As the threats continue to evolve and data moves 

more freely across perimeters and devices, what 

you don’t know CAN hurt you! 

• When is the last time you reviewed your 

agreements with business associates? 

• When is the last time you requested the 

results from their internal self-assessments? 

• When is the last time you verified they are 

complying with HIPAA? 

• Do you know their level of risk? 

Don’t wait for a breach to find out what you 

should know right now.   

THE VANTAGE GROUP,  LLC 

What you don’t know 
CAN hurt you! 

THE VANTAGE GROUP 
With a focus on information security and       

compliance for more than 18 years, Vantage   

provides small to large health care covered    

entities and business associates with intuitive 

solutions and timely guidance to address the   

critical assets that may pose a threat to business 

sustainability and data security: people, process 

and technology.   

Vantage’s approach relies on a data-centric-

security model helping clients identify, classify, 

and protect sensitive information throughout its 

lifecycle.   



HISTORY TELLS US 
Almost a quarter of the major security and 

privacy breaches since the overhaul of HIPAA 

in 2009 up to early 2014 were due to potential 

negligence or oversight of a business associate 

(BA) or third party vendor not the covered 

entity.  According to the  Federal Health and 

Human Services (HHS)  “wall of shame” of 588 

major breaches, 129 of them were through the 

business associate.  To make matters worse, 

though they represent 22% of the breaches, 

they represent 56% of the number of records 

lost, stolen or accessed by an unauthorized 

party, last count 12.2 million.  On top of that, 

there were multiple repeat offenders.   

As a covered entity of such a BA, you may also 

be fined and suffer the consequences of these 

harmful events.  What’s a covered entity to 

do? 

 

DO NOTHING . . . 
And rely on the BA to follow HITECH as well 

as your BA agreement.  Based on the breaches 

that have occurred, we all know how that 

turns out...SURPRISE!  And if you’re not    

careful a “Willful Neglect” fine for the covered 

entity as well. 

HIPAA/HITECH requires that agreements be   

reviewed periodically, and both the BA and the 

covered entity conduct risk assessments and 

perform gap remediation to decrease potential  

vulnerabilities from being compromised.  

As was reported during the first round of             

assessments completed by HHS in 2012,  more 

often than not an assessment had not been 

KNOW BUSINESS ASSOCIATES = KNOW RISK! 

completed recently or in the past 

and agreements were still being 

reviewed to adjust to the new    

requirements.   

“Do Nothing” does  nothing for 

you.  What if you try to “Do 

Everything”? 

 

 

DO EVERYTHING . . . 
Yourself.  As the Compliance Officer, Security Officer 

or Privacy Officer, reality tells us this is practically 

impossible.  Most barely have the time, money and         

resources to maintain  HIPAA 

security and  compliance for 

themselves and now you want 

to take on your BA’s        

compliance  management as 

well? 

Addressing the BA’s risk 

along with your own is: 

costly, time consuming, and in 

many cases ineffective.   

 

DO REASONABLE. . . 
And MANAGEABLE by relying on a team of     

experts and security consultants that will help you 

organize and support on-going efforts to verify BA 

and/or third party vendor compliance.  The Vantage 

Group offers pre-defined packages that allow you to 

optimize your budget, maximize your efforts, and 

quantify BA performance in order to KNOW RISK!   

THE APPROACH 
Choose from one of three bundles. Each approach 

is scalable to meet your needs. 

 Discovery 

Using a survey based-approach comprised of      

security, compliance and agreement focused    

questions, quickly gather actionable results for 

25% of your BAs that may come in contact with 

PHI.  Conducted over email and requiring no 

more than an hour for each BA to complete, find 

out who is making the grade and who isn’t.  Both a 

detailed and summary report are provided to 

identify gaps and take immediate action. 

Checks And Balances 

Go beyond email and sample applicable BAs by 

conducting telephone and on-site interviews in 

order to make preliminary observations that can 

be correlated with survey responses providing a 

check and balance to report results.  Detailed and 

summary report provided to identify gaps and take 

immediate action. 

Reality Check 

Take the process one step further and conduct a 

compliance-based risk assessment for a percentage 

of your BAs to truly verify potential risk that may 

impact your operations.  Using Vantage’s simple 

Health √ tool, assess all security and privacy     

controls appropriate for 

the BAs selected.        

De t a i l e d  r e p o r t i n g        

p rov i de s  immed i a te    

remediation prioritization. 
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Two Medical Schools, Two Unique Faculty 
Practice Plans, Two Compliance Officers, 

One University Under a CIA:
A Compliance Program Challenge

Deborah L. Carlino, RN, MBA, CHC, CHRC
Director of Healthcare Compliance and Audit

and
Anthony G. Caroleo, MA, CHC

Senior Compliance Officer

2015 HCCA Compliance Institute

Disclaimer

This presentation is for general education 
purposes only.  The information contained in these 
materials, lecture, ideas and concepts presented is 
not intended to be, and is not, legal advice or even 
particular business advice relevant to your 
personal circumstances.  The laws and regulations 
presented in this lecture are open to interpretation.  

2015 HCCA Compliance Institute

Objectives

• Understand the differences and similarities 
between the two faculty practices, identifying the 
unique risks inherent in the two programs

• Understand the challenges faced when the 
billing for one faculty practice is performed by a 
related entity not covered under a CIA

• Understand the role of the Compliance Officers 
in each program and the deferent methods used 
to identify and mitigate risks and benefits of 
collaborating when possible.
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2015 HCCA Compliance Institute

ALL ABOUT RUTGERS

2015 HCCA Compliance Institute

Quick Points

• Founded in 1766. Became New 
Jersey’s State University in 1956

• One of the 62 leading research 
universities in the United States 
and Canada comprising the
Association of American Universities (AAU)

• Member of the Committee on Institutional Cooperation, the 
nation’s premier higher education consortium

• Joined the Big Ten Conference, one of the most prestigious 
conferences in intercollegiate sports, in 2014

2015 HCCA Compliance Institute

Fast Facts 

• 33 schools

• Approximately 24,400 faculty and staff

• More than 65,000 matriculated students from 
all 50 states and more than 115 countries

• Nearly 450,000 alumni, one of the nation’s
largest alumni networks

• Campuses in New Brunswick/Piscataway, 
Newark, and Camden, with additional 
locations throughout New Jersey



3/17/2015

3

2015 HCCA Compliance Institute

A Leader in Academic Health Care

With the establishment of Rutgers Biomedical and Health
Sciences (RBHS) in 2013, Rutgers now stands as one of 
America’s largest, most comprehensive academic centers for 
studying and improving human health and health care.

2015 HCCA Compliance Institute

Patient Care 

• RBHS includes two medical
schools, a dental school, other 
health-related schools, research 
centers and institutes, and 
leading faculty practices 

• Rutgers’ patient care practices 
log 1.7 million patient visits annually

• Rutgers’ Cancer Institute of New Jersey is the only National 
Cancer Institute-designated Comprehensive Cancer Center in 
New Jersey and one of only 41 in the nation

2015 HCCA Compliance Institute

Visit rutgers.edu or call 732-445-INFO

For More Information
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2015 HCCA Compliance Institute

THE OFFICE OF ENTERPRISE RISK 
MANAGEMENT, ETHICS AND 

COMPLIANCE

2015 HCCA Compliance Institute

Office of Enterprise Risk Management, 
Ethics &  Compliance 

• Centralized Compliance Department

• Interim SVP Enterprise Risk Management (ERM), Ethics
and  Compliance (Chief Compliance Officer)

• Director of Healthcare Compliance and Audit

• Unit Senior Compliance Officers

• Centralized ERM Hotline 

• Centralized ERM Investigations Unit

• Centralized Compliance Audit/Review Function with 
Centralized Rutgers Audit Committee of the Board of 
Governors

• Unit Specific Annual Compliance Work Plans

2015 HCCA Compliance Institute

CORPORATE INTEGRITY AGREEMENT
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Corporate Integrity Agreement

• The CIA was a result of problems that were discovered at UMDNJ 
prior to 2009 and led to the Deferred Prosecution Agreement and 
the federal monitor. As a result of those problems UMDNJ 
dramatically transformed the manner in which it conducted business

• Many employees were required to complete approximately one hour 
of training annually to ensure an understanding of the CIA and of 
UMDNJ’s compliance programs. Other employees were required to 
complete additional training, up to five hours annually, such as those 
employees whose responsibilities involve coding and submission of 
healthcare claims, documentation of medical records and the 
submission and preparation of  cost reports and contracts

• The CIA agreement covers a period of five years

2015 HCCA Compliance Institute

Corporate Integrity Agreement

On July 1, 2013, the New Jersey Medical and Health Sciences 
Restructuring Act, dissolved the University of Medicine and 
Dentistry of New Jersey

– Rowan University – School for Osteopathic Medicine

– University Hospital – became stand alone State facility

– Rutgers – got everything else

• 1 CIA with 3 entities
– 4th reporting year for UMDNJ was shortened to 9 months

– 5th reporting year for Rutgers (and the other 2 entities) was lengthened 
to 15 months

• Ended September 25, 2014

2015 HCCA Compliance Institute

THE SCHOOLS
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New Jersey Medical School (NJMS)

NJMS is committed to educating humanistic, culturally 
competent physicians who will respect every patient regardless 
of race, ethnicity, economic status or language. Core values 
serve as the framework for learning for all NJMS students and 
include not only clinical and academic excellence, integrity, 
ethical and professional behavior but also compassion

2015 HCCA Compliance Institute

NJMS – Key Dates

1954 – Founded as Seton Hall College of Medicine and Dentistry 
of New Jersey (SHCMD), oldest in New Jersey

1960 – Receives full accreditation

1969 – Move to Newark is complete

1970 - Medicine and Dentistry Education Act establishes the 
College of Medicine and Dentistry of New Jersey - combining 
Rutgers Medical School and the New Jersey College of Medicine 
and Dentistry under one Board of Trustees. The medical school 
is officially named New Jersey Medical School 

2011 - Dr. Robert L. Johnson is appointed as the eighth Dean of 
NJMS

2015 HCCA Compliance Institute

NJMS – Key Facts

• With 743 students; 597 residents and fellows; 2,478 fulltime, 
part-time and volunteer faculty; and 27 centers and institutes, 
New Jersey Medical School is the largest school of allopathic 
medicine in the state

• In addition to the MD degree, with our partner schools, we 
offer the following dual-degree programs: MD/MBA; MD/MPH; 
MD/PhD and MD with thesis in addition to an accelerated BA 
and BS/MD program with several colleges in New Jersey

• The school sponsors 43 accredited residency and fellowship 
programs, the school partners with several area healthcare 
facilities, including University Hospital in Newark, its flagship 
teaching hospital and New Jersey’s busiest Level 1 Trauma 
Center
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University Physician Associates (UPA)

Faculty Practice Plan of Rutgers Biomedical and Health sciences 
(Rutgers) / New Jersey Medical School (NJMS) . The Faculty 
Practice Plan is the organization that bills for, collects, and 
distributes the clinical receipts, and provides additional 
administrative support to the practice of the faculty of NJMS

2015 HCCA Compliance Institute

University Physician Associates (UPA)

The mission of UPA is to promote and foster the 
clinical activities of the Faculty of Rutgers-NJMS, 
to use the revenue that such activity generates to:
• Support the missions of NJMS in post-graduate, 

undergraduate and public education; 

• Advance the body of knowledge in both the clinical and 
basic science of medicine through research; 

• Offer the school's patients state-of-the-art, competent, 
compassionate and cost-effective medical care

2015 HCCA Compliance Institute

UPA Governance

• UPA is an independent not-for-profit corporation, 
closely aligned with the Medical School.

– It’s governance is comprised of faculty members that 
are elected every other year, and 

– includes NJMS and Rutgers officials such as the 
Dean, the CEO of University Hospital, and the Senior 
Vice President for Administration and Finance of 
Rutgers
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Physician Prospective Review Process

Beneficial Attributes
• Internal process

• Prospective process

• Educational process

• Collaborative process

• Limit the disruption of the practice

• Limit the disruption of billing in a timely manner

• Risk Assessment and Vulnerability

2015 HCCA Compliance Institute

Physician Prospective Review Process

Review Assumptions

• Physicians with extremely low volume/charges will 
continuously be held, reviewed and released until a 
reasonable minimum is attained.

• Sample selection methodology used for large 
volume/charges will be systematic sampling (select 
every “nth”) and no more than 50 charges.

• Time frames are based upon the availability of 
supportive documentation and charges.

2015 HCCA Compliance Institute

Physician Prospective Review Process – Tier 1

1. Introductory Meeting scheduled to discuss the Review 
Process

2. A hold of available population of visits is requested in 
the Physician Charge Capture System (up to 15 
encounters).

3. Encounters free of errors released for billing

4. Preliminary review findings are reviewed with 
Physician. Additional training is provided by the 
Physician Compliance Coder Auditor.
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Physician Prospective Review Process –
Tier 1, Con’t

5. A score below 70% results in a re-review within 30 days 
of completion of mandatory education and training.

6. A score of 90% or more will trigger a ‘Letter of 
Acknowledgement’  

7. A claims correction form to Department Administrator 
for Physician signature and the corrected claims are 
released for billing.

2015 HCCA Compliance Institute

Physician Prospective Review– Tier 2

For a review result below 70%

1. A new sample of E&M charges is placed on hold, up to 
50 encounters.

2. 15 encounters from the new sample are reviewed

3. All charges are placed on hold pending outcome of the 
review.

4. Of the charges reviewed, those free of errors will be 
released for billing

5. A score of 70% or better, refer to previous steps

2015 HCCA Compliance Institute

Physician Prospective Review – Tier 2, Con’t.

6. If the re-review score remains below 70%, Faculty 
Practice Compliance reviews remaining population of 
charges on hold. Physician is subject to mandatory 
training.

7. Proceed to Tier 3
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Physician Prospective Review Process– Tier 3

This review is conducted by Faculty Practice 
Compliance in collaboration with Medical School 
Compliance
1. All expenses arising from this review are charged back 

to the Department Practice funds
2. If the Faculty Practice Compliance review of the 

remaining Tier 2 sample does not conform to the 
findings of the Medical School Compliance Team, a 
discussion will occur before the review is deemed 
closed.  The re-review schedule will be based upon the 
final score as agreed by Faculty Practice and Medical 
School Compliance 

2015 HCCA Compliance Institute

Physician Prospective Review Process – Tier 3, 
Con’t.

3. A collaborative training session with Medical School 
Compliance and Faculty Practice Compliance and the 
physician is scheduled.

4. If the Faculty Practice Compliance review of the remaining 
Tier 2 sample conforms to the findings of Medical School 
Compliance, the following actions may take place, with 
consultation including Faculty Practice Compliance, Medical 
School Compliance, Physician representation, Department 
Leadership and the Medical School Dean:

Results of 3 Tiers of review explained

a. Education/in-service provided

b. Stop-bill

c. 100% pre-bill review

d. Formal documented Corrective Action Plan

2015 HCCA Compliance Institute

Robert Wood Johnson Medical School

As one of the nation's leading comprehensive medical 
schools, Robert Wood Johnson Medical School is 
dedicated to the pursuit of excellence in education, 
research, health care delivery, and the promotion of 
community health. 
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Robert Wood Johnson Medical School

• In cooperation with Robert Wood Johnson University 
Hospital, the medical school's principal affiliate, they 
comprise New Jersey's premier academic medical 
center. 

• Robert Wood Johnson Medical School has 34 other 
hospital affiliates and ambulatory care sites throughout 
the region.

• The medical school has more than 2,800 full-time, part-
time, and volunteer faculty members. 

2015 HCCA Compliance Institute

Robert Wood Johnson Medical School

• Robert Wood Johnson Medical School encompasses 20 
basic sciences and clinical departments. 

• It has 6 major institutes including: 

• The Cardiovascular Institute, 

• the Child Health Institute of New Jersey, 

• the Center for Advanced Biotechnology and 
Medicine, 

• the Environmental and Occupational Health 
Sciences Institute, 

• and the Stem Cell Institute of New Jersey

2015 HCCA Compliance Institute

Robert Wood Johnson Medical School

• There are more than 450 residents and fellows trained each 
year through the Graduate Medical Education programs. 

• Robert Wood Johnson Medical School sponsors 49 
programs in graduate medical education.

• Robert Wood Johnson Medical School provides charitable 
clinical care at an estimated cost of $38 million annually. 

• The Medical School received $89 million in research grant 
awards in FY 2012.
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RWJ Medical Group Mission:

“In support of the education, research, 
patient care, and community outreach 
missions of Robert Wood Johnson Medical 
School”

2015 HCCA Compliance Institute

Robert Wood Johnson Medical Group 

• Robert Wood Johnson Medical Group, the medical school’s 
multi-specialty group practice, is the largest in New Jersey, 
with more than 500 physicians. 

• It has 14 clinical specialty departments that provide a broad 
spectrum of advanced patient care representing 210 specialty 
and sub-specialty programs

• In addition to  Robert Wood Johnson University Hospital, the 
medical school's principal affiliate, Robert Wood Johnson 
Medical School has 34 other hospital affiliates and ambulatory 
care sites throughout the region that are managed by the 
Medical Group.

2015 HCCA Compliance Institute

• Provides a full range of Primary Care Services to patients 
through Family Medicine, General Internal Medicine, and 
Pediatrics

• Is also  the practice group for The Rutgers Cancer Institute of 
New Jersey

• Supports clinical services of the 6 Major Centers and 
Institutes for Research and Patient Care

• It has a fully functioning electronic medical record system.

Robert Wood Johnson Medical Group 
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RWJMG Governance

• Governed by a Board of Governors

• The Dean of RWJ Medical School is the Chair of the Board and 
CEO

• President of the Group is also the COO. 

• The  Executive Director of Finance serves as the CFO.

• A Member must be a “full time faculty provider” (bill and collect for 
their professional services); or, a “part time faculty provider” who 
bills and collects for a portion of their service. 

2015 HCCA Compliance Institute

RWJ Medical Group 

• The group functions as the practice business office 
(accounting, budget management and financial reports).  

• All Billing and Collections are performed by the Medical 
Group.

• Negotiates and manages all contracts and agreements on 
behalf of the Medical Group

• Providers billing through the Medical Group do not receive 
direct compensation from the Group.  

2015 HCCA Compliance Institute

RWJMG Payor Mix
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The Partnership with The Group 

• Sharing of Medical Group data with Compliance 

• Physician billing and documentation

• Compliance Coding and Audit Staff and Medical Group  
participation in one-on-one physician education 
sessions. 

2015 HCCA Compliance Institute

Challenges

• One method of approach doesn’t always fit

– Differing legal opinions

– Differing Compliance approaches

– Prospective versus Retrospective Review

– Differing policies

– Differing processes

2015 HCCA Compliance Institute

Challenges

• Information/data report access

– RAC Letters

– Charge capture

– Paid claims
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Challenges

• Employee Issues
– Adherence to policies

– Discipline

– Flexibility within the practices

2015 HCCA Compliance Institute

Challenges

• Different fiduciary goals
– School versus physician member

• Alignment of goals with the Academic Medical 
Center

2015 HCCA Compliance Institute

Take-Aways

• If multiple entities are challenged with a CIA, prior to 
signing, NEGOTIATE!
– Understand the definitions of “covered persons”

– Understand how the ownership of an entity may impact inclusion 
or exclusion under the CIA

– Might be the time to engage a consultant that has negotiated 
CIA’s before
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Take-Aways

• In a highly regulated environment, meticulous attention 
must be paid to regulatory compliance
– Try to focus on common goals

– Try to standardize processes as much as possible

– Collaborate and forge a close relationship with all parties

– Transparency is key (to the extent two separate organizations 
can)

2015 HCCA Compliance Institute

Any Questions
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Telehealth, Telemedicine and 
Compliance: 2015 HCCA Annual Mtg

Deborah A. Randall, JD Health Law & 
Telehealth Consultant

202-257-7073

www.deborahrandallconsulting.com
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Telehealth: Scope; growth

 Electronic and telecommunications 
technologies in long-distance clinical 
health care, patient & professional 
education, public health.

 Internet,videoconferencing, store-and-
forward imaging, streaming media, 
wireless, mobile devices, sensors 

 18.5% annual US growth through 2018
2

Medicare-Covered 
Practitioners/Physicians 

 Physicians

 Physician assistants; Nurse practitioners NP

 Nurse midwives; Clinical nurse specialists 

 Clinical psychologists & social workers (but 
not psychotherapy that includes medical 
and management services under Medicare)

 Registered dieticians; nutrition professionals

 PT, OT, Speech therapists NOT INCLUDED

3



2

Medicare:Rural or Med’l 
Underserved Areas

 Office of a physician or practitioner

 Hospitals; Critical Access Hospitals

 Hospital or CAH-based Renal Dialysis 
Centers (including satellites)

 Community Mental Health Centers 
Rural Health Clinics;

 Skilled Nursing Facilities ;Federally 
Qualified Health Centers (FQHC);

4

Coverage 2015 Expansion

 Annual wellness visits

 Psychotherapy services

 Prolonged services in the office

 Chronic care patient management

CPT Code 99490 [not a telehealth code] 
but no direct payment for data collection

79 Fed.Reg 67548 (11/13/14),67552-6. 

5

Existing Medicare Coverage

 Telehealth consultations, emergency 
department or initial inpatient 

 Follow-up inpatient telehealth 
consultations furnished to beneficiaries 
in hospitals or SNFs

 Office or other outpatient visits 

 Subsequent hospital care services, 
limited to 1 telehealth visit q 3 days 

6
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Medicare Coverage, cont.

 Individual and group health and 
behavior assessment and intervention

 Individual psychotherapy, 
Pharmacologic management, and 
Psychiatric diagnostic interview 
examination 

 Individual and group Kidney Disease 
Education (KDE) services; 

7

Medicare Coverage, cont.

 CPT Codes 99495 and 99496 
Communication with patient or 
caregiver within 2 days of discharge. 
Medical decision making of moderate 
or high complexity and face to face 
visit within 14 days or 7 days [high 
complexity] of discharge.  Telehealth 
OK for face to face visit.

8

Medicare Coverage, cont.

 Individual and group Diabetes Self-
Management Training (DSMT) 

 Group Medical Nutrition Therapy 
(MNT) services; 

 Smoking cessation; substance abuse; 
obesity assessment and counseling

 Medicare Benefit Policy Manual (Pub 
100-2) Chap 15, Section 270

9
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Reimbursement Efforts

 Chronic care management to be used 
with chronic care monitoring devices

 Critical care and evaluation, with 
physician “visualization”by telehealth 

 Video visits for home kidney dialysis

 CHF and COPD monitoring codes to 
match re-hospitalization avoidance

 ACO and bundled services authorized
10

Transitional Care 
Management

 Trendwatch, American Hospital 
Association, January 2015

 “The Promise of Telehealth for 
Hospitals, Health Systems and Their 
Communities”

11

Barriers: Home Telehealth

Telehealth services to the home not 
Medicare reimbursed. Hospice 3d period 
“face to face”= no telehealth
Medicaid telehealth in only 22 States+DC

at same $ level as in-person
Provider funded; grant funded; ACA 

funding; private insurance pilots have 
shown  for chronic care management: 
↓ ER, re-hospitalizations

12



5

Outcomes Equivalent or 
Better;Cost Lower [sometimes]

 “Telehealth Program for Medicaid Patients with Type 2 Diabetes 

Lowers Hemoglobin A1c”,Kelly D. Stamp, PhD, ANP-C; Nancy A. Allen, 
PhD, ANP-BC; Susan Lehrer, RN,BSN, CDE; Sofija E. Zagarins, PhD; Gary 
Welch, PhD, Journal of Managed Care Medicine, Vol 15, No.4, 2012

 **“Can Telemonitoring Reduce Hospitalization and Cost of Care? A Health 
Plan’s Experience in Managing Patients with Heart Failure”                      
Daniel D. Maeng, PhD, Alison E. Starr, DBA, Janet F. Tomcavage, RN, MSN, 
Joann Sciandra, RN, BSN, CCM, Doreen Salek, BS RN, and David Griffith, 
BS,   Population Health Management, 2014

 “Telehealth and Hospitalizations for Medicare Home Healthcare 
Patients”, Hsueh-Fen Chen, PhD; M. Christine Kalish, MBA, CMPE; 
and José A. Pagán, PhD,Telehealth and Hospitalizations,June 2011 

13

**Geisinger Telehealth Study

 ↓hospitalization (23%) and re-
hospitalization (44%), 11% cost 
savings on 541 patients…compared 
to complex care management alone

 $2.8+ million savings; 3:1 program ROI 

 minimum of 70 months of claims

 AMC telehealth management company

14

Medicare Advantage Plans

 CMS permits Medicare Advantage 
programs to expand usage through 
telehealth, as an added service

 Health Professional Shortage area 
within rural areas are always covered 
for Primary, Dental or Mental Health 
professionals

15
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VA Rapidly Expanding Health 
Outreach

 By end 2014, 690,000 on telehealth, 
12% of Vets enrolled for healthcare.

 PTSD; mental and behavioral 
concerns of wounded warriors. Local 
centers & distanced specialists.

 Internet-based programs along with 
Skype-type live sessions

 Increased home-based video consults, 
e-consults and teleradiology programs16

Federal Legislation 2015

 “Advancing Telehealth Opportunities in 
Medicare” bill, Congressional 
workgroup=  increased telehealth if

 1. can show unmet health needs

 2. does not increase Medicare cost 
overall

 3. CMS actuary: no net  $ increase

17

 Veterans' Access to Care through 
Choice, Accountability, and 
Transparency Act 

became Public Law 113-146 on 
8/7/2014

18
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State Legislative Examples

 NY State Senate Bill 7852, signed by 
Gov. Cuomo on December 29 2014, 
requires insurance parity:insurers and 
Medicaid, the same for in-person 
covered services and with telehealth 
and telemedicine technology.

 GA and TX: in-person first for Rx

 Florida Telehealth Workgroup efforts
19

American Telemedicine Assn .

 ATA  resources include an all-State 
Analysis of  telehealth coverage and 
reimbursement gaps & regulatory 
activities; and Report of licensure and 
practice scope barriers of practitioners.

 http://www.americantelemed.org/policy
/state-telemedicine-
policy#.VMRwr_7F9ic

20

Employers and Insurers now 
encouraging telehealth use

 21 States require private insurers to 
pay for telehealth, as of Jan. 2015

 Some large insurers rolling out 
telehealth in zones

 Insurers using their own employee 
workforce as “beta” sites

 ATA monthly webinar tracking state-
based coverage

21
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Insurers and Employers

 LiveHealth on-line Ohio/CA: Wellpoint

 BlueCross Blue Shield On-line Care 
Anywhere

 UnitedHealth Now Care

 Humana pilots

 Westinghouse, Home Depot coverage

22

Licensure / Scope of Practice

 Some States bar physicians from 
practicing via telehealth without a full 
or partial new M.D.license => quality; 
jurisdictional access as justification

 Some States license the entity which 
arranges for/participates in telehealth 

 Expanding to the therapies Boards

 American Medical Assn. 2014 Policy
23

Telehealth Care Standards

 ATA has many practice guidelines in 
the field. Latest: Primary and Urgent 
Care,12/14. [I was a Panel Member]

www.americantelemed.org/resources/tele
medicine-practice-guidelines

■ ATA Credentialing On-line Direct-to-
Consumer Telehealth Organizations

24
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Telehealth

Licensure
•in-state

•across states
•international

Credentialing

Scope of 
Practice
•consult

•diagnose
•treatment recs

•prescription

Operational

Privacy & 
Security

•HIPAA HITECH
•record 

requirements
•state law

Reimburse-
ment

•commercial
•Medicare
•Medicaid
•self-pay

Business 
Models

Professionals
•alignment
•affiliations

•fraud & abuse
• liability

International

Telehealth Legal Considerations

Sample Business Models

1. Direct-to-patient/consumer
2. Institution-to-institution
3. Clinician-to-clinician consulting
4. Internal oversight and processes
5. Chronic care management
6. Online patient access/portals/tech
7. mHealth, medical apps
8. Hardware/software

3

Business 
Models
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Sample Arrangements

1. DTC urgent care access
2. Telestroke PSA with critical access hospital
3. Peer-to-peer specialty consulting services
4. eICU
5. Follow-up visits/consults for existing patients 

(e.g., post-op, mental health, chronic disease)
6. Online second opinions
7. Self-tracking apps and diagnostics
8. On-site kiosks (schools, factories, oil rigs)
9. International (e.g., U.S. to China telemedicine)

4

Business 
Models

Sources of Compensation

• Government
• Commercial Plans (incl. MMC, MA)
• Employer-pay (incl self-funded plans)
• Org-to-org, peer-to-peer
• Patient self-pay
• Cost savings

5

Business 
Models

Compensation Models

• FFS
• Capitated
• Shared savings, risk-based
• Hybrid models

6

Business 
Models
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Telehealth Arrangements

• Fraud & Abuse Concerns
– Anti-kickback Statute
– Physician Self-referral
– Civil Monetary Penalty 
– State Laws

• Fee-Splitting
• Patient Brokering
• Corporate Practice of Medicine
• Insurance Laws

7

Professionals
•credentialing

•alignment
•affiliations

•Fraud & Abuse

Operational Considerations

• Informed Consent
• Patient Choice of Provider 
• Malpractice Considerations
• Record Keeping
• Nature of Exam and Technology 

Requirements
• Privacy & Security

8

Operational

Telemedicine Credentialing

9

Credentialing

Originating 
Site Hospital

Distant Site 
Hospital

Services + Credentialing

Payment + Reporting
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Telemedicine Credentialing
• Written agreement between the two parties
• Provisions in Bylaws
• Distant-site hospital is a Medicare-participating hospital or telemedicine 

entity
• The professional is privileged at the distant-site hospital;
• A current list of the professional’s privileges is given to the originating-

site hospital;
• The professional holds a license issued or is recognized by the state in 

which the originating-site hospital is located;
• The originating-site hospital has an internal review of the professional’s 

performance and provides this information to the distant-site hospital;
• The originating-site hospital must inform the distant-site hospital of all 

adverse events and complaints regarding the services provided by the 
professional.

10

Credentialing

Telemedicine Credentialing

• Medicare
– Conditions of Participation

482.12; 482.22(a)(3); 485.616(c); 485.635; 
485.641(b)(4)

– State Operations Manual
– CMS Memorandum

• Joint Commission Standards
– LD.04.03.09; MS.13.01.01

• State Board of Medicine

11

Credentialing

Telehealth is Not Scary!

12
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4. Internal oversight and processes
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6. Online patient access/portals/tech
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8. Hardware/software
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Sample Arrangements

1. DTC urgent care access
2. Telestroke PSA with critical access hospital
3. Peer-to-peer specialty consulting services
4. eICU
5. Follow-up visits/consults for existing patients 

(e.g., post-op, mental health, chronic disease)
6. Online second opinions
7. Self-tracking apps and diagnostics
8. On-site kiosks (schools, factories, oil rigs)
9. International (e.g., U.S. to China telemedicine)

4

Business 
Models

Sources of Compensation

• Government

• Commercial Plans (incl. MMC, MA)

• Employer-pay (incl self-funded plans)

• Org-to-org, peer-to-peer

• Patient self-pay

• Cost savings

5

Business 
Models

Compensation Models

• FFS

• Capitated

• Shared savings, risk-based

• Hybrid models

6

Business 
Models
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Telehealth Arrangements

• Fraud & Abuse Concerns

– Anti-kickback Statute

– Physician Self-referral

– Civil Monetary Penalty 

– State Laws

• Fee-Splitting

• Patient Brokering

• Corporate Practice of Medicine

• Insurance Laws

7

Professionals
•credentialing

•alignment
•affiliations

•Fraud & Abuse

Operational Considerations

• Informed Consent

• Patient Choice of Provider 

• Malpractice Considerations

• Record Keeping

• Nature of Exam and Technology 
Requirements

• Privacy & Security

8

Operational

Telemedicine Credentialing

9

Credentialing

Originating 
Site Hospital

Distant Site 
Hospital

Services + Credentialing

Payment + Reporting
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Telemedicine Credentialing

• Written agreement between the two parties
• Provisions in Bylaws
• Distant-site hospital is a Medicare-participating hospital or telemedicine 

entity
• The professional is privileged at the distant-site hospital;
• A current list of the professional’s privileges is given to the originating-

site hospital;
• The professional holds a license issued or is recognized by the state in 

which the originating-site hospital is located;
• The originating-site hospital has an internal review of the professional’s 

performance and provides this information to the distant-site hospital;
• The originating-site hospital must inform the distant-site hospital of all 

adverse events and complaints regarding the services provided by the 
professional.

10

Credentialing

Telemedicine Credentialing

• Medicare
– Conditions of Participation

482.12; 482.22(a)(3); 485.616(c); 485.635; 
485.641(b)(4)

– State Operations Manual

– CMS Memorandum

• Joint Commission Standards
– LD.04.03.09; MS.13.01.01

• State Board of Medicine

11

Credentialing

Telehealth is Not Scary!

12
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Professionals

□  Are the telehealth professionals licensed in the 

state where patient located?

□  Are there practice standards for patient 

examinations and remote prescribing?

□  Are professionals documenting and maintaining 

patient records of the encounters?

□  Does insurance policy cover telehealth services?

□  Is insurance carrier licensed in every state where 

services are provided (patient located)?

Medicare/Medicaid

□  Do services qualify as covered telehealth services?

□  Are services being coded to properly reflect the 

place of service?

□  Is the telehealth service provider located 

internationally?

Commercial Insurance, Medicare Advantage, 
and Medicaid Managed Care

□  Does the state require commercial coverage of 

services provided via telehealth?

□  Does the provider’s contracts reflect said coverage 

and include negotiated payment amounts?

□  Has reimbursement other than FFS been 

evaluated, such as PMPM, capitation add-ons, or 
hybrid risk-bearing?

Consent

□  Does the informed consent form account for 

services provided via telehealth?

□  Does is recognize patient freedom of choice?

Fraud & Abuse

□  If Medicare/Medicaid, does the arrangement 

comply with the federal Anti-Kickback 
Statute? (Check provider/vendor arrangements 
and patient incentive programs)

□  If Medicare/Medicaid, does the arrangement 

comply with the federal Civil Monetary Penalties 
Law? (Check provider/vendor arrangements and 
patient incentive programs)

□  Does the arrangement comply with the Stark 

Law? (Check all physician benefits, including 
software and equipment tech, to ensure they meet 
a Stark exception)

□  Does the arrangement comply with state patient 

brokering laws and anti-kickback statutes? (Check 
provider/vendor arrangements and patient 
incentive programs)

□  Does the arrangement comply with state corporate 

practice of medicine rules? (Check not just where 
the brick & mortar facility is located, but where the 
patients are located)

□  If capitated or PMPM compensation, does the 

arrangement comply with state insurance 
laws? (Check if exempt and, if not, conduct risk 
assessment)

Credentialing

□  Is there a credentialing by proxy agreement in 

place that meets all the elements?

□  Does the hospital relying on proxy credentialing 

have such provisions in its bylaws?

□  Are the hospitals engaging in periodic 

recredentialing assessments and reporting?

Privacy & Security

□  Are there privacy and security protocols for the 

telehealth offerings?

Telehealth Compliance Checklist
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TELEMEDICINE CREDENTIALING AGREEMENT 

THIS TELEMEDICINE CREDENTIALING AGREEMENT is entered into and effective as 
of the ___ day of _______________, 201__ (“Effective Date”), by and between 
_______________ (“Service Provider”), and _______________ (“Service Recipient”).

WHEREAS, Service Provider is a Medicare-participating acute care hospital in the State of 
_______; and

WHEREAS, Service Recipient is a Medicare-participating critical access hospital in the State of 
_______; and

WHEREAS, Service Recipient desires to engage Service Provider to provide certain health care 
services via telemedicine, and the parties have entered into a Telemedicine Professional Services 
Agreement dated _____ to that effect; and 

WHEREAS, the parties desire to ease the burdensome credentialing and privileging process 
relating to telemedicine providers by establishing a telemedicine credentialing and privileging 
process that meets the requirements of the Centers for Medicare and Medicaid Services 
(“CMS”), The Joint Commission (“TJC”), and applicable state and federal laws. 

NOW, THEREFORE, in consideration of the mutual covenants and agreements of the parties 
hereto, it is understood and agreed by the parties as follows:

I. Definitions

As used in this Telemedicine Credentialing Agreement, the following terms, when capitalized, 
shall have the following meanings:

A. “Credentialing” means the evaluation and verification of Telemedicine Providers’ 
qualifications and competence to provide Telemedicine Services.

B. “Credentialing Program” means the process by which Telemedicine Providers’ 
qualifications and competence are evaluated and verified. 

C. “Originating Site” means the site where patients are physically located when receiving 
the Telemedicine Services, namely Service Recipient’s location.

D. “Distant Site” means the hospital at which Telemedicine Providers have been granted 
clinical privileges to perform Telemedicine Services, namely Service Provider’s 
location. 
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E. “Telemedicine Provider” means a duly qualified, credentialed and privileged health 
care professional who holds a license issued or recognized by the State where the 
Originating Site is located, and is employed by or under contract with Service 
Provider to provide Telemedicine Services.

F. “Telemedicine Services” means the clinical services provided by Telemedicine 
Providers, under the Telemedicine Professional Services Agreement, to patients at the 
Originating Site via telemedicine technologies.

II. Service Provider Responsibilities:

A. Compliance with Conditions of Participation and TJC Standards.  Service Provider is 
a Medicare-participating hospital.  Service Provider’s Credentialing Program has 
been reviewed and approved by its governing body, and meets or exceeds all 
applicable Medicare Conditions of Participation related to Credentialing and the 
Telemedicine Services, including but not limited to the requirements at 42 C.F.R. 
§ 485.616(c)(1) through (c)(1)(vii), and all applicable requirements in the Medical 
Staff chapter of TJC’s Comprehensive Accreditation Manual for Hospitals, including, 
but not limited to, MS.06.01.01 through MS.06.01.13.  Specifically, the governing 
body of the Service Provider Distant Site, through its Credentialing Program, shall:

a. Determine, in accordance with State law, which categories of practitioners are 
eligible candidates for appointment to the medical staff; 

b. Appoint members of the medical staff after considering the recommendations 
of the existing members of the medical staff;

c. Assure that the medical staff has bylaws;
d. Approve medical staff bylaws and other medical staff rules and regulations;
e. Ensure that the medical staff is accountable to the governing body for the 

quality of care provided to patients;
f. Ensure the criteria for selection are individual character, competence, training, 

experience, and judgment; and
g. Ensure that under no circumstances is the accordance of staff membership or 

professional privileges in the hospital dependent solely upon certification, 
fellowship or membership in a specialty body or society.

B. Credentialing.  Service Provider shall evaluate and, if appropriate, approve privileges 
and credentialing applications for practitioners at Service Provider who may provide 
Telemedicine Services.  

a. Service Provider shall provide to Service Recipient a current list of privileges 
for each Telemedicine Provider who is seeking or has obtained telemedicine 
privileges at Service Recipient.  
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b. Upon reasonable request and subject to State law limitations, Service Provider
shall provide Service Recipient with a copy of its bylaws and medical staff 
rules and policies related to credentialing and peer review, as reasonable 
evidence of Service Provider’s compliance with Section II(A), above.

c. Upon reasonable request and subject to State law limitations, Service Provider
shall provide Service Recipient with the complete credentialing and 
privileging file for each Telemedicine Provider who is covered by this 
Telemedicine Credentialing Agreement.  

C. Recredentialing.  Service Provider shall conduct recredentialing of the Telemedicine 
Providers in accordance with its established policies and procedures, applicable 
Medicare Conditions of Participation, and applicable TJC standards, and will include 
in its recredentialing process information provided to Service Provider by Service 
Recipient. 

D. Changes in Privileges; Disciplinary Action.  Service Provider shall notify Service 
Recipient as soon as reasonably practicable of any change in privileges of a 
Telemedicine Provider who is providing Telemedicine Services to Service Recipient, 
and shall notify Service Recipient of any action classified as disciplinary action under 
applicable Service Provider policies taken against a Telemedicine Provider. 

III. Service Recipient Responsibilities:

A. Credentialing by Proxy.  The governing body and the medical staff of Service 
Recipient may choose to rely upon Service Provider’s Credentialing Program 
decisions when making its own credentialing and privileging decisions regarding the 
Telemedicine Providers.  To that end, the governing body of Service Recipient shall
ensure compliance with the requirements at 42 C.F.R. § 485.616(c)(2) and Standards 
LD.04.03.09 of TJC’s Comprehensive Accreditation Manual for Hospitals.  Service 
Recipient shall ensure that each Telemedicine Provider holds a license issued or 
recognized by the State where the Originating Site is located.  Service Recipient shall 
ensure the privileges it grants each Telemedicine Provider at Originating Site do not 
exceed the privileges granted to that Telemedicine Provider at Service Provider.

B. Originating Site Performance Information.  Service Recipient shall maintain evidence 
of its internal reviews of each Telemedicine Provider’s performance and quality at 
Originating Site and shall provide such performance and quality information to 
Service Provider for Service Provider’s periodic appraisals of the Telemedicine 
Providers, in accordance with 42 C.F.R. § 485.616(c)(2)(iv).  At a minimum, this 
performance and quality information shall include all adverse events that result from 
the Telemedicine Services provided by each Telemedicine Provider to Service 
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Recipient’s patients and all complaints Service Recipient has received about each 
Telemedicine Provider (including but not limited to adverse outcomes related to 
sentinel events that are considered reviewable by TJC).  Service Recipient shall notify 
Service Provider as soon as reasonably practicable of any action taken against a 
Telemedicine Provider by Service Recipient which is classified as disciplinary under 
Service Recipient’s credentialing policies.

C. State and/or Federal Disciplinary Action.  Service Recipient shall notify Service 
Provider as soon as reasonably practical of any action taken by a state or federal 
authority which restricts or limits the practice or professional prerogatives of a 
Telemedicine Provider in Service Recipient’s State, including an involuntary 
suspension, termination, involuntary change or reduction in licensure status. 

IV. Notices.  All notices, requests and other correspondence related to telemedicine 
credentialing, medical staff membership or privileges between the parties related to this 
Telemedicine Credentialing Agreement shall be addressed to the credentialing offices of 
Service Recipient and Service Provider.  

V. Term and Termination.  This Telemedicine Credentialing Agreement shall commence 
on the Effective Date and shall continue unless terminated as provided for herein. 

a. Without Cause.  Either party may terminate this Telemedicine Credentialing 
Agreement at any time, without cause on ___ (___) days’ prior written notice 
to the other party, which notice shall specify the effective date of termination.

b. Mutual Consent.  The parties may terminate this Telemedicine Credentialing 
Agreement at any time by mutual written consent of both parties.

c. Automatic Termination.  In the event the parties’ Telemedicine Professional 
Services Agreement terminates, expires or otherwise ceases, this 
Telemedicine Credentialing Agreement shall automatically and concurrently 
terminate.

IN WITNESS WHEREOF, the parties have caused this Telemedicine Credentialing Agreement 
to be executed as of the Effective Date.

SERVICE PROVIDER

By: _________________________________
Name: ______________________________
Title:   ______________________________

SERVICE RECIPIENT

By: _________________________________
Name: ______________________________
Title:   ______________________________
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EXHIBIT A

Telemedicine Providers

The following Telemedicine Providers have been assigned to provide Telemedicine Services for 
Service Recipient.  A Telemedicine Provider may not begin providing Telemedicine Services for 
Service Recipient until Service Recipient has granted clinical privileges in accordance with its 
medical staff process.

Name Credentialed Services

This Exhibit A shall be updated throughout the term of this Telemedicine Credentialing 
Agreement as new Telemedicine Providers are engaged by Service Provider to perform 
Telemedicine Services for Service Recipient or as existing Telemedicine Providers terminate 
their engagement with Service Provider or no longer perform Telemedicine Services for Service 
Recipient.  



Model Policy for the  
Appropriate Use of  
Telemedicine Technologies 
in the Practice of Medicine
April 2014



Federation of State Medical Boards  |  www.fsmb.org          2

MODEL POLICY FOR THE APPROPRIATE USE OF TELEMEDICINE 
 TECHNOLOGIES IN THE PRACTICE OF MEDICINE

Report of the State Medical Boards’ Appropriate Regulation of  
Telemedicine (SMART) Workgroup

INTRODUCTION

The Federation of State Medical Boards (FSMB) Chair, Jon V. Thomas, MD, MBA, appointed the State Medi-
cal Boards’ Appropriate Regulation of Telemedicine (SMART) Workgroup to review the “Model Guidelines for 
the Appropriate Use of the Internet in Medical Practice” (HOD 2002)1  and other existing FSMB policies on 
telemedicine and to offer recommendations to state medical and osteopathic boards (hereinafter referred 
to as “medical boards” and/or “boards”) based on a thorough review of recent advances in technology and 
the appropriate balance between enabling access to care while ensuring patient safety.  The Workgroup was 
charged with guiding the development of model guidelines for use by state medical boards in evaluating the 
appropriateness of care as related to the use of telemedicine, or the practice of medicine using electronic 
communication, information technology or other means, between a physician in one location and a patient 
in another location with or without an intervening health care provider.

This new policy document provides guidance to state medical boards for regulating the use of telemedicine 
technologies in the practice of medicine and educates licensees as to the appropriate standards of care 
in the delivery of medical services directly to patients2 via telemedicine technologies.  It is the intent of the 
SMART Workgroup to offer a model policy for use by state medical boards in order to remove regulatory bar-
riers to widespread appropriate adoption of telemedicine technologies for delivering care while ensuring the 
public health and safety.

In developing the guidelines that follow, the Workgroup conducted a comprehensive review of telemedicine 
technologies currently in use and proposed/recommended standards of care, as well as identified and con-
sidered existing standards of care applicable to telemedicine developed and implemented by several state 
medical boards.
 

1 The policy on the Appropriate Use of Telemedicine Technologies in the Practice of Medicine supersedes the Model Guidelines for the Appropriate Use of the Internet in 
   Medical Practice (HOD 2002).

2 The policy does not apply to the use of telemedicine when solely providing consulting services to another physician who maintains the physician-patient relationship with 
the patient, the subject of the consultation.
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3 See Center for Telehealth and eHealth Law (Ctel), http://ctel.org/ (last visited Dec. 17, 2013). 

4 Id. 

5 See Cal. Bus. & Prof. Code § 2290.5(d). 

Model Guidelines for State Medical Boards’ Appropriate Regulation of Telemedicine

Section One.  Preamble

The advancements and continued development of medical and communications technology have had a profound 
impact on the practice of medicine and offer opportunities for improving the delivery and accessibility of health 
care, particularly in the area of telemedicine, which is the practice of medicine using electronic communication, 
information technology or other means of interaction between a licensee in one location and a patient in another 
location with or without an intervening healthcare provider.3  However, state medical boards, in fulfilling their duty 
to protect the public, face complex regulatory challenges and patient safety concerns in adapting regulations 
and standards historically intended for the in-person provision of medical care to new delivery models involving 
telemedicine technologies, including but not limited to: 1) determining when a physician-patient relationship is 
established; 2) assuring privacy of patient data; 3) guaranteeing proper evaluation and treatment of the patient; 
and 4) limiting the prescribing and dispensing of certain medications.  

The [Name of Board] recognizes that using telemedicine technologies in the delivery of medical services offers 
potential benefits in the provision of medical care.  The appropriate application of these technologies can en-
hance medical care by facilitating communication with physicians and their patients or other health care provid-
ers, including prescribing medication, obtaining laboratory results, scheduling appointments, monitoring chronic 
conditions, providing health care information, and clarifying medical advice.4   

These guidelines should not be construed to alter the scope of practice of any health care provider or authorize 
the delivery of health care services in a setting, or in a manner, not otherwise authorized by law.  In fact, these 
guidelines support a consistent standard of care and scope of practice notwithstanding the delivery tool or busi-
ness method in enabling Physician-to-Patient communications.  For clarity, a physician using telemedicine tech-
nologies in the provision of medical services to a patient (whether existing or new) must take appropriate steps 
to establish the physician-patient relationship and conduct all appropriate evaluations and history of the patient 
consistent with traditional standards of care for the particular patient presentation.  As such, some situations 
and patient presentations are appropriate for the utilization of telemedicine technologies as a component of, or 
in lieu of, in-person provision of medical care, while others are not.5 

The Board has developed these guidelines to educate licensees as to the appropriate use of telemedicine tech-
nologies in the practice of medicine.  The [Name of Board] is committed to assuring patient access to the conve-
nience and benefits afforded by telemedicine technologies, while promoting the responsible practice of medicine 
by physicians.

It is the expectation of the Board that physicians who provide medical care, electronically or otherwise, maintain 
the highest degree of professionalism and should:

• Place the welfare of patients first;
• Maintain acceptable and appropriate standards of practice;
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• Adhere to recognized ethical codes governing the medical profession;
• Properly supervise  non-physician clinicians; and
• Protect patient confidentiality.

Section Two.  Establishing the Physician-Patient Relationship

The health and well-being of patients depends upon a collaborative effort between the physician and patient.6  

The relationship between the physician and patient is complex and is based on the mutual understanding of the 
shared responsibility for the patient’s health care.  Although the Board recognizes that it may be difficult in some 
circumstances to precisely define the beginning of the physician-patient relationship, particularly when the physi-
cian and patient are in separate locations, it tends to begin when an individual with a health-related matter seeks 
assistance from a physician who may provide assistance.  However, the relationship is clearly established when 
the physician agrees to undertake diagnosis and treatment of the patient, and the patient agrees to be treated, 
whether or not there has been an encounter in person between the physician (or other appropriately supervised 
health care practitioner) and patient.

The physician-patient relationship is fundamental to the provision of acceptable medical care.  It is the expecta-
tion of the Board that physicians recognize the obligations, responsibilities, and patient rights associated with 
establishing and maintaining a physician-patient relationship.  A physician is discouraged from rendering medi-
cal advice and/or care using telemedicine technologies without (1) fully verifying and authenticating the location 
and, to the extent possible, identifying the requesting patient; (2) disclosing and validating the provider’s identity 
and applicable credential(s); and (3) obtaining appropriate consents from requesting patients after disclosures 
regarding the delivery models and treatment methods or limitations, including any special informed consents 
regarding the use of telemedicine technologies.  An appropriate physician-patient relationship has not been es-
tablished when the identity of the physician may be unknown to the patient.  Where appropriate, a patient must 
be able to select an identified physician for telemedicine services and not be assigned to a physician at random.
 
Section Three.  Definitions

For the purpose of these guidelines, the following definitions apply:

“Telemedicine” means the practice of medicine using electronic communications, information technology or 
other means between a licensee in one location, and a patient in another location with or without an intervening 
healthcare provider.  Generally, telemedicine is not an audio-only, telephone conversation, e-mail/instant mes-
saging conversation, or fax.  It typically involves the application of secure videoconferencing or store and forward 
technology to provide or support healthcare delivery by replicating the interaction of a traditional, encounter in 
person between a provider and a patient.7 

“Telemedicine Technologies” means technologies and devices enabling secure electronic communications and 
information exchange between a licensee in one location and a patient in another location with or without an 
intervening healthcare provider.

6 American Medical Association, Council on Ethical and Judicial Affairs, Fundamental Elements of the Patient-Physician Relationship (1990), available at http://www.ama-
   assn.org/resources/doc/code-medical-ethics/1001a.pdf. 

7 See Ctel.
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Section Four.  Guidelines for the Appropriate Use of Telemedicine Technologies in Medical Practice

The [Name of Board] has adopted the following guidelines for physicians utilizing telemedicine technologies in 
the delivery of patient care, regardless of an existing physician-patient relationship prior to an encounter:

Licensure:
A physician must be licensed, or under the jurisdiction, of the medical board of the state where the patient is 
located.  The practice of medicine occurs where the patient is located at the time telemedicine technologies are 
used.  Physicians who treat or prescribe through online services sites are practicing medicine and must possess 
appropriate licensure in all jurisdictions where patients receive care.8   

Establishment of a Physician-Patient Relationship:
Where an existing physician-patient relationship is not present, a physician must take appropriate steps to es-
tablish a physician-patient relationship consistent with the guidelines identified in Section Two, and, while each 
circumstance is unique, such physician-patient relationships may be established using telemedicine technolo-
gies provided the standard of care is met.

Evaluation and Treatment of the Patient:
A documented medical evaluation and collection of relevant clinical history commensurate with the presentation 
of the patient to establish diagnoses and identify underlying conditions and/or contra-indications to the treat-
ment recommended/provided must be obtained prior to providing treatment, including issuing prescriptions, 
electronically or otherwise.  Treatment and consultation recommendations made in an online setting, including 
issuing a prescription via electronic means, will be held to the same standards of appropriate practice as those in 
traditional (encounter in person) settings.  Treatment, including issuing a prescription based solely on an online 
questionnaire, does not constitute an acceptable standard of care.   

Informed Consent:
Evidence documenting appropriate patient informed consent for the use of telemedicine technologies must be 
obtained and maintained.  Appropriate informed consent should, as a baseline, include the following terms:

• Identification of the patient, the physician and the physician’s credentials;
• Types of transmissions permitted using telemedicine technologies (e.g. prescription refills, appointment 
 scheduling, patient education, etc.);
• The patient agrees that the physician determines whether or not the condition being diagnosed and/or  

 treated is appropriate for a telemedicine encounter;
• Details on security measures taken with the use of telemedicine technologies, such as encrypting data, 
 password protected screen savers and data files, or utilizing other reliable authentication  techniques,  
 as well as potential risks to privacy notwithstanding such measures;
• Hold harmless clause for information lost due to technical failures; and
• Requirement for express patient consent to forward patient-identifiable information to a third party.

8 Federation of State Medical Boards, A Model Act to Regulate the Practice of Medicine Across State Lines (April 1996), available at http://www.fsmb.org/pdf/1996_grpol_
telemedicine.pdf. 
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Continuity of Care:
Patients should be able to seek, with relative ease, follow-up care or information from the physician [or phy-
sician’s designee] who conducts an encounter using telemedicine technologies.  Physicians solely providing 
services using telemedicine technologies with no existing physician-patient relationship prior to the encounter 
must make documentation of the encounter using telemedicine technologies easily available to the patient, and 
subject to the patient’s consent, any identified care provider of the patient immediately after the encounter.

Referrals for Emergency Services:
An emergency plan is required and must be provided by the physician to the patient when the care provided us-
ing telemedicine technologies indicates that a referral to an acute care facility or ER for treatment is necessary 
for the safety of the patient.  The emergency plan should include a formal, written protocol appropriate to the 
services being rendered via telemedicine technologies.   

Medical Records:
The medical record should include, if applicable, copies of all patient-related electronic communications, includ-
ing patient-physician communication, prescriptions, laboratory and test results, evaluations and consultations, 
records of past care, and instructions obtained or produced in connection with the utilization of telemedicine 
technologies.  Informed consents obtained in connection with an encounter involving telemedicine technologies 
should also be filed in the medical record.  The patient record established during the use of telemedicine technol-
ogies must be accessible and documented for both the physician and the patient, consistent with all established 
laws and regulations governing patient healthcare records. 

Privacy and Security of Patient Records & Exchange of Information:
Physicians should meet or exceed applicable federal and state legal requirements of medical/health informa-
tion privacy, including compliance with the Health Insurance Portability and Accountability Act (HIPAA) and state 
privacy, confidentiality, security, and medical retention rules.  Physicians are referred to “Standards for Privacy 
of Individually Identifiable Health Information,” issued by the Department of Health and Human Services (HHS).9   
Guidance documents are available on the HHS Office for Civil Rights Web site at: www.hhs.gov/ocr/hipaa.

Written policies and procedures should be maintained at the same standard as traditional face-to-face encoun-
ters for documentation, maintenance, and transmission of the records of the encounter using telemedicine 
technologies.  Such policies and procedures should address (1) privacy, (2) health-care personnel (in addition to 
the physician addressee) who will process messages, (3) hours of operation, (4) types of transactions that will be 
permitted electronically, (5) required patient information to be included in the communication, such as patient 
name, identification number and type of transaction, (6) archival and retrieval, and (7) quality oversight mecha-
nisms.  Policies and procedures should be periodically evaluated for currency and be maintained in an accessible 
and readily available manner for review.

Sufficient privacy and security measures must be in place and documented to assure confidentiality and integ-
rity of patient-identifiable information.  Transmissions, including patient e-mail, prescriptions, and laboratory 

9 45 C.F.R. § 160, 164 (2000).  
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results must be secure within existing technology (i.e. password protected, encrypted electronic prescriptions, or 
other reliable authentication techniques).  All patient-physician e-mail, as well as other patient-related electronic 
communications, should be stored and filed in the patient’s medical record, consistent with traditional record-
keeping policies and procedures. 

Disclosures and Functionality on Online Services Making Available Telemedicine Technologies:
Online services used by physicians providing medical services using telemedicine technologies should clearly 
disclose:

• Specific services provided;
• Contact information for physician;
• Licensure and qualifications of physician(s) and associated  physicians;
• Fees for services and how payment is to be made; 
• Financial interests, other than fees charged, in any information, products, or services provided by a 
 physician;
• Appropriate uses and limitations of the site,  including emergency health situations;
• Uses and response times for e-mails, electronic  messages  and other communications transmitted via 
 telemedicine technologies;
• To whom patient health information may be disclosed and for what purpose;
• Rights of patients with respect to patient health information; and
• Information collected and any passive tracking mechanisms utilized.

Online services used by physicians providing medical services using telemedicine technologies should provide 
patients a clear mechanism to:

• Access,  supplement and amend patient-provided  personal health information;
• Provide feedback regarding the site and the quality of information and services; and
• Register complaints, including information regarding filing a complaint with the applicable state medical 
 and osteopathic board(s).

Online services must have accurate and transparent information about the website owner/operator, location, 
and contact information, including a domain name that accurately reflects the identity.

Advertising or promotion of goods or products from which the physician receives direct remuneration, benefits, or 
incentives (other than the fees for the medical care services) is prohibited.  Notwithstanding, online services may 
provide links to general health information sites to enhance patient education; however, the physician should 
not benefit financially from providing such links or from the services or products marketed by such links.  When 
providing links to other sites, physicians should be aware of the implied endorsement of the information, services 
or products offered from such sites.  The maintenance of preferred relationships with any pharmacy is prohibited.  
Physicians shall not transmit prescriptions to a specific pharmacy, or recommend a pharmacy, in exchange for 
any type of consideration or benefit form that pharmacy.  
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Prescribing:
Telemedicine technologies, where prescribing may be contemplated, must implement measures to uphold pa-
tient safety in the absence of traditional physical examination.  Such measures should guarantee that the iden-
tity of the patient and provider is clearly established and that detailed documentation for the clinical evaluation 
and resulting prescription is both enforced and independently kept.  Measures to assure informed, accurate, and 
error prevention prescribing practices (e.g. integration with e-Prescription systems) are encouraged.  To further 
assure patient safety in the absence of physical examination, telemedicine technologies should limit medication 
formularies to ones that are deemed safe by [Name of Board].

Prescribing medications, in-person or via telemedicine, is at the professional discretion of the physician.  The 
indication, appropriateness, and safety considerations for each telemedicine visit prescription must be evaluated 
by the physician in accordance with current standards of practice and consequently carry the same professional 
accountability as prescriptions delivered during an encounter in person.  However, where such measures are 
upheld, and the appropriate clinical consideration is carried out and documented, physicians may exercise their 
judgment and prescribe medications as part of telemedicine encounters.

Section Five. Parity of Professional and Ethical Standards
Physicians are encouraged to comply with nationally recognized health online service standards and codes of 
ethics, such as those promulgated by the American Medical Association, American Osteopathic Association, 
Health Ethics Initiative 2000, Health on the Net and the American Accreditation HealthCare Commission (URAC).
There should be parity of ethical and professional standards applied to all aspects of a physician’s practice.   
A physician’s professional discretion as to the diagnoses, scope of care, or treatment should not be limited or 
influenced by non-clinical considerations of telemedicine technologies, and physician remuneration or treatment 
recommendations should not be materially based on the delivery of patient-desired outcomes (i.e. a prescription 
or referral) or the utilization of telemedicine technologies. 
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As health care executives transform operations to comply with the Affordable Care Act, 
they are gearing up for the next monumental shift in the industry: telemedicine.

Technology has influenced nearly every sector of the economy, and the health care industry is following 
suit. Among telemedicine’s many benefits are the potential to exponentially expand a provider’s geographic 
footprint, use doctors’ time more efficiently and dramatically reduce the barriers to patient interaction. 

Health care leaders tell us that their organizations are committed to continuing to implement telemedicine 
programs, even as they face challenges such as getting doctors to buy into the programs and insurers to pay 
for them. Why? For the majority of respondents, it’s simple — they believe telemedicine will help them keep 
patients healthier. 

This report is based on feedback from health care leaders, the majority of whom are C-level executives from 
for-profit and nonprofit care providers, including hospitals, home health organizations and physician group 
practices. We asked them to evaluate the prospects for improved patient care and streamlined operations 
through telemedicine advancements, as well as regulatory hurdles and obstacles to reimbursement. 

Executives Are Embracing Telemedicine
Telemedicine is not a distant possibility; it is here and in play now. The vast majority of leaders (90 percent) 
report that their organizations have already begun developing or implementing a telemedicine program. 
Most also say that offering meaningful telemedicine services will be critical to the future success of their 
organizations.  

 » Eighty-four (84) percent of respondents felt that the development of telemedicine services is either very 
important (52 percent) or important (32 percent) to their organizations. Virtually none said they considered 
the technology to be unimportant (3 percent). 

 » While just 6 percent of respondents categorized their telemedicine programs as “mature,” only 8 percent 
said they had none at all. The remainders of responses are clustered somewhere in the middle: 34 percent 
are under consideration or in development, 18 percent are in the optimization phase, and the remaining 36 
percent are being piloted or implemented. 

 » A majority of respondents already offer remote monitoring (64 percent), store and forward technology (54 
percent), and real-time interaction capabilities (52 percent). Additionally, 39 percent say they have services 
that qualify as mHealth — patient-driven apps and online portals.

2014 Telemedicine Survey  
Executive Summary
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The Affordable Care Act Is Driving Telemedicine Advancements
This attitude is partly due to the shift in financial and payment incentives under the ACA. As health care 
providers move from a fee-for-service model to one that reimburses based on positive patient outcomes, 
providers bear a greater share of the risk — and potential reward — for keeping their patients healthy. In 
addition, the level of responsibility shifts even more for providers in risk-bearing contracts or capitated 
arrangements, in which payments are made per person rather than per service. For executives under 
pressure to find cost-effective methods of engagement with their patients, telemedicine offers ways to 
streamline operations and create multiple touch points with patients, making it one of the most reliable 
methods for transitioning to a post-ACA, forward-looking reimbursement model. 

 » Executives are most excited about telemedicine’s potential to keep patients healthier. Half of respondents 
(50 percent) ranked improving the quality of care as their number one rationale for implementing 
telemedicine. Another 18 percent were most excited about reaching new patients. 

 » Despite the cost savings tied to telemedicine, health care leaders do not expect an immediate economic 
return on investment. A minimal percentage of respondents ranked the potential for increased revenue/
profitability (11 percent) and getting a jump on the competition (4 percent) as their top motivators.

Reimbursement Is the Primary Obstacle to Implementation 
Although leaders fully endorsed the robust prospects of telemedicine, they were less confident about its 
immediate adoption. The widespread use of telemedicine requires doctors to be willing to transform the look 
and feel of the traditional, in-person patient visit. Meanwhile, the customary fee-for-service environment 
makes it challenging to be paid for medicine practiced outside the traditional spheres of interaction. 

 » Being paid for telemedicine remains an uphill battle, as indicated by 41 percent of respondents who said 
they are not reimbursed at all for telemedicine services, and 21 percent who reported receiving lower rates 
from managed care companies for telemedicine than for in-person care. 

 » Aside from reimbursement challenges, 48 percent of executives say they are more concerned with 
convincing doctors about the credibility of telemedicine than they are with convincing doctors that they will 
be adequately compensated for practicing it (36 percent). 

 » This uncertain environment led 87 percent of respondents to report that they do not believe a majority of 
their patients will be using any of their organization’s telemedicine services three years from now. Almost 
one-quarter said they anticipated fewer than 10 percent of their patients utilizing their organization’s 
services.

http://www.foley.com/telemedicine/
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Executives Are Embracing Telemedicine
Overwhelmingly, 84 percent of 
respondents indicated that the 
development of telemedicine services 
is either very important (52 percent) 
or important (32 percent) to their 
organizations. With this in mind, 
most are already piloting some suite 
of telemedicine products and more 
than half have developed some set 
of standards and guidelines to steer 
the implementation of services. A 
majority of respondents already offer 
remote monitoring (64 percent), store 
and forward technology (54 percent) 
and real-time interaction capabilities 
(52 percent).

Why do such a large majority of 
executives believe that the future 
success of their organizations is 
tied in part to telemedicine? From 
dramatically increasing a specialist’s 
geographic footprint to enabling 
chronic care management outside 
the hospital, telemedicine can 
transform an industry that is ripe for 
disruption. Nearly every other arena 
of the economy has been reshaped 
by technology, and medicine is 
catching the drift.

http://www.foley.com/telemedicine/
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This excitement is reflected in 
a venture capital market whose 
interest in telemedicine technologies 
has grown significantly in recent 
years, including a $50 million 
funding round by eVisit firm Teladoc 
in September 2014. Teladoc’s 
competitor Doctor on Demand 
raised $21 million in August 2014. 
According to Mercom Capital Group, 
since 2010, the two quarters with 
the largest amount of funding 
raised for health care IT — a term 
synonymous with telemedicine — 
were Q2 and Q3 of 2014. 

Indeed, many Americans already 
participate in telemedicine in 
ways they may not recognize. This 
gradual adoption is already enabling 
executives to embark on more 
ambitious projects that embrace 
technologies in ways less familiar 
to patients and doctors, such as 
teleconferencing between patient 
and provider. Deloitte predicts that 
in 2014, there will be as many as 75 
million such visits in North America. 
As with all technologies, executives 
appear to think the growth curve is 
more likely to be exponential than 
linear.

http://www.foley.com/telemedicine/
http://venturebeat.com/2014/09/23/teladoc-raises-50-million-for-telemedicine-platform/
http://venturebeat.com/2014/09/23/teladoc-raises-50-million-for-telemedicine-platform/
http://mercomcapital.com/healthcare-it-sector-attracts-$956-million-in-vc-funding-in-q3-2014-reports-mercom-capital-group
http://www2.deloitte.com/content/dam/Deloitte/global/Documents/Technology-Media-Telecommunications/gx-tmt-2014prediction-evisits.pdf
http://www2.deloitte.com/content/dam/Deloitte/global/Documents/Technology-Media-Telecommunications/gx-tmt-2014prediction-evisits.pdf
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The Affordable Care Act Is Driving 
Telemedicine Advancements

In the wake of the ACA, an ounce of 
prevention is now truly worth — in 
American dollars — a pound of cure. 
Models like capitation, in which 
a provider receives a flat fee per 
patient, and bundled payments, 
in which patients pay a one-time 
charge for a procedure, are moving 
out of the margins and into the 
mainstream.

Because the ACA penalizes 
hospitals for excessive numbers 
of readmissions and hospital-
acquired conditions, health care 
executives are more focused on 
keeping their patients healthy, 
a priority supported by their 
primary reasons for implementing 
telemedicine services. When given 
a list of six possible motivations for 
adopting telemedicine, a full half of 
respondents said the improvement 
of the quality of care for patients 
was their number one rationale. 

With its ability to multiply patient 
points of contact at a significantly 

reduced cost, telemedicine enables physicians to keep closer tabs on their patients, whether it is monitoring 
blood pressure from a distance or ensuring day-to-day medication adherence. That is a primary reason why 
almost two-thirds of respondents said they already had remote monitoring programs in place, which allow 
providers to gather vital patient information and provide chronic care management remotely.

Simultaneously, telemedicine lowers the barriers to entry for patients to receive advice and support from 
medical professionals. The rural, the homebound and the elderly no longer have to make the trip to the 
office, and national experts can now weigh in on the maladies of patients from out of state using remote 
consultations. Executives charged with delivering both financial sustainability and their organizations’ social 
mission see these benefits and consequently embrace the patient-centered opportunities that telemedicine 
provides.

http://www.foley.com/telemedicine/
https://www.aamc.org/advocacy/medicare/153882/selected_medicare_hospital_quality_provisions_under_the_aca.html
https://www.aamc.org/advocacy/medicare/153882/selected_medicare_hospital_quality_provisions_under_the_aca.html
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Reimbursement Is the Primary Obstacle 
to Implementation

When it comes to the spread of 
telemedicine, there remains a gulf 
between the aspirations and the 
regulatory environment. Even as the 
vast majority of executives endorse 
telemedicine as an important 
part of their future, 87 percent of 
respondents do not think the majority 
of their patients will be using their 
organizations’ telemedicine services 
three years from now, and almost 
a quarter say fewer than one in 10 
patients will. There are a host of 
reasons for these concerns, but three 
stick out: trouble with reimbursement, 
a lack of physician buy-in and a 
regulatory landscape that is erratic at 
best. 

Respondents were most disheartened 
by the difficulties of seeking and 
receiving reimbursement, with 
approximately half identifying 
these troubles as their primary 
obstacle to implementation. The 

reality corresponds to the sentiment, as 41 percent said their organizations receive no reimbursement for 
a telemedicine visit. Another one in five said they received lower rates for telemedicine than in-person care 
from managed care companies. 

Nor was the government’s rate of reimbursement sufficient to incentivize executives to roll out telemedicine 
on a broader scale. One in five indicated that Medicare’s thin coverage practices for telemedicine was 
their biggest reimbursement concern; 18 percent said they were most uneasy about state laws failing to 
mandate that commercial coverage companies pay for telemedicine services. Compounding these concerns 
are several restrictions that fuel the pessimistic outlook respondents harbor. Primary among them is the 
requirement that a provider obtain licensure in whatever state he or she provides telemedicine services. 
Internal concerns abound as well, from the need to amend existing corporate structures to the necessity of 
building supervisory structures that will mitigate the potential for fraud and abuse.

http://www.foley.com/telemedicine/
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The medical boards of Georgia and 
Florida are the latest to provide a 
set of guidelines for the practice of 
responsible telemedicine. In September 
2014, California enacted a law that 
loosened the consent requirements for 
practicing telemedicine. However, the 
ultimate solution for both a legal and 
reimbursement framework will likely be a 
federal one. There is hope in Washington: 
According to the American Telemedicine 
Association, there are 55 pieces of 
legislation pending that will address 
telemedicine in one way or another. 
The most comprehensive of these, the 
Medicare Telehealth Parity Act, was 
introduced  
this summer. 

Physicians have a reputation for being 
slow adopters to new avenues of care 
— particularly to those that they see 
as untested. Our survey shows that 
telemedicine is no different. Almost half 
of those surveyed worried that physicians 
would not regard telemedicine as a 
credible and high-quality supplement 
to their practice. Given the visceral 
differences between palpating a patient in 
the examination room and chatting about 
symptoms through a laptop camera, health 
care providers will have to work to make 
their doctors comfortable with  
new technology.

http://www.foley.com/telemedicine/
http://www.foley.com/Georgia-Composite-Medical-Board-Issues-New-Telemedicine-Rules-08-20-2014
http://www.foley.com/Florida-Board-of-Medicine-Issues-Telemedicine-Regulations-05-15-2014
http://www.beckershospitalreview.com/healthcare-information-technology/new-califonia-law-makes-it-easier-for-patients-to-use-telemedicine.html
http://www.americantelemed.org/docs/default-source/policy/113th-congress-bills0D169E2017A9B17100A7C38A553C5F8307973BF86123E22E8229D71030AAE2B83222AFA2CBC93FD13EA66DF3D7E5A1AB1DEDEF92E02F3C162B624062.pdf?sfvrsn=15
http://www.americantelemed.org/docs/default-source/policy/113th-congress-bills0D169E2017A9B17100A7C38A553C5F8307973BF86123E22E8229D71030AAE2B83222AFA2CBC93FD13EA66DF3D7E5A1AB1DEDEF92E02F3C162B624062.pdf?sfvrsn=15
http://www.foley.com/intelligence/detailpdf.aspx?int=5efd2c96-919e-4bea-adf7-a33c098631fa
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Questions about reimbursement and 
physician support do a lot to account for 
why half of respondents reported that their 
telemedicine programs were in the earliest 
stages — 34 percent that were still  
pre-operational, with 16 percent in the  
pilot phase.

http://www.foley.com/telemedicine/
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Methodology and Demographics 
Foley distributed the 2014 Telemedicine Survey to health care executives throughout 
the United States in September and October 2014. The survey was completed by 57 
executives, and results were tabulated, analyzed and released in November 2014.

Respondents

 » C-suite executives – 34 percent

 » Director, vice president, or manager – 34 percent

 » Administrator – 11 percent

 » In-house attorneys/corporate counsel – 11 percent

 » Other professionals – 10 percent

Health Care Organizations — Types

 » Non-profit hospitals – 44 percent

 » Provider groups – 13 percent

 » Long-term care management – 11 percent

 » For-profit hospitals – 8 percent

 » Physician group practices – 6 percent

For More Information
To learn more about Foley’s Telemedicine Survey, please contact Linda Yun at 312.832.4755 or  
lyun@foley.com, or Ashley Hutchinson at 312.832.5789 or ahutchinson@foley.com.

 » Managed care – 4 percent

 » Municipal hospitals – 4 percent

 » Other (medical assistance, service provider and etc.) – 
10 percent 

Health Care Organizations — Size

 » More than 10,000 full-time employees – 19 percent

 » More than 1,000 full-time employees – 28 percent

 » Between 501 – 1,000 full-time employees – 20 percent

 » Between 101 – 500 full-time employees – 11 percent

 » Between 1 – 100 full-time employees – 22 percent

http://www.foley.com/telemedicine/
mailto:lyun%40foley.com?subject=2014%20Telemedicine%20Survey
mailto:ahutchinson%40foley.com?subject=2014%20Telemedicine%20Survey


Page 1 of 13

《国家卫生计生委关于推进医疗机构远程医疗服务的意见》

的解读 
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Family Planning Commission Regarding the Promotion of the
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依托信息化技术开展远程医疗服务，是提高基层医疗服务水平，解决基层和边远地区人民群众看

病就医问题的有效途径之一。中共中央、国务院《关于深化医药卫生体制改革的意见》、《卫生

事业发展“十二五”规划》和《国务院关于促进信息消费扩大内需的若干意见》等文件都对此提

出了明确要求。

Performance of telemedicine services by relying on information technologies is one of the effective ways
to improve the level of medical services at the grassroots level and resolve the problem of medical care
for members of the public at the grassroots level and in remote areas. Documents including Opinions
Regarding the Deepening of the Reforms of the Medical and Health System, The 12th Five-Year Plan for
the Development of the Health Cause and Several Opinions of the State Council Regarding the
Consumption of Information and Expansion of the Domestic Demand have all set forth clear
requirements in this regard.

2010 年以来，中央财政投入 8428 万元，支持 22个中西部省份和新疆生产建设兵团建立了基层远

程医疗系统，并安排 12所原卫生部部属（管）医院与 12 个西部省份建立高端远程会诊系统，共

纳入 12 所原部属（管）医院、98所三级医院、3所二级医院和 726 所县级医院，有力推动了远程

医疗的发展。根据我委 2013 年的统计，全国开展远程医疗服务的医疗机构共计 2,057 所。 

Since 2010, the financial authorities of the central government have invested ¥84.28 million Yuan, in
supporting 22 Midwestern provinces and Xinjiang Production and Construction Corp. in setting up
telemedicine systems and in making arrangements for 12 hospitals originally subject to the jurisdiction
(control) of the Ministry of Health to set up high-end remote diagnosis systems with 12 Midwestern
provinces. A total of 12 hospitals originally subject to the jurisdiction (control) of the Ministry of Health,
98 hospitals at level 3, 3 hospitals at level 2 and 726 county level hospitals have been included, thus
giving a vigorous promotion to the development of telemedicine services. Nationwide, the total number
of medical institutions performing telemedicine services is 2,057.

随着远程医疗服务的广泛应用，国家层面需要对远程医疗的管理规范、实施程序、责任认定、监

督管理等作出明确规定，以促进其健康发展。原卫生部 1999 年 1月 4 日印发的《关于加强远程医

疗会诊管理的通知》（卫办发〔1999〕2号），主要规范的是远程会诊管理。随着技术的进步，

远程医疗服务的范围已经有了很大扩展，远程病理诊断、远程影像诊断、远程监护等新的远程医

疗服务项目得到比较广泛的应用，原有的管理要求已经不能适应当前远程医疗服务发展的实际要

求。为推动远程医疗服务持续健康发展，优化医疗资源配置，实现优质医疗资源下沉，国家卫生

计生委制定了《关于推进医疗机构远程医疗服务的意见》（以下简称《意见》）。 

In order to utilize the telemedicine services more effectively at the State level, clear provisions are
needed for management, regulations, implementing procedures, identifying responsibilities and
supervision of telemedicine services to promote their healthy development. The Notice on Reinforcing
the Administration of Telemedicine, printed and issued on January 4, 1999 by the former Ministry of

Health (Health Office Issue 〔1999〕Number 2), mainly regulates the management of remote diagnosis.
With more advanced technologies, the scope of telemedicine services has been greatly expanded. New

一、起草背景
I. Background of the draft
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telemedicine service items, such as remote pathological diagnosis, remote imaging diagnosis and
remote monitoring, etc., have been used widely. The original managerial requirements no longer meet
the actual requirements of the current development in telemedicine services. To promote the sustained
healthy development of telemedicine services, optimize the allocation of medical resources and achieve
the goal of providing quality medical services resources to the grassroots level, the National Health and
Family Planning Commission has prepared the Opinions Regarding the Promotion of Medical Institution
Telemedicine Services (hereinafter referred to as “The Opinions.”
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《意见》分为 4 个部分，其主要内容如下：

The Opinions are divided into 4 parts and its major items are as follows:

（一）积极推动远程医疗服务发展。

(I) Actively promote the development of telemedicine services.

地方各级卫生计生行政部门要将远程医疗服务体系建设纳入区域卫生规划和医疗机构设置规划，

积极协调同级财政部门为远程医疗服务的发展提供相应的资金支持和经费保障，协调发展改革、

物价、人力资源社会保障等相关部门，为远程医疗服务的发展营造适宜的政策环境。 

Administrative authorities in charge of health and family planning at various local levels should include
the construction of a telemedicine service system in their regional health plan and medical institution
setup plan, actively coordinate with financial authorities at the same level in order to provide
appropriate funding, support and safeguarding for the development of telemedicine services and
coordinate with relevant authorities, including reforms, pricing, human resources and Social Security,
etc. in order to create an appropriate policy environment for the development of telemedicine services.

（二）确保远程医疗服务质量安全。

(II) Ensure the quality and safety of telemedicine services.

一是明确了远程医疗服务的定义和内容：一方医疗机构邀请其他医疗机构，运用通讯、计算机及

网络技术，为本医疗机构诊疗患者提供技术支持的医疗活动。其项目主要包括：远程病理诊断、

远程医学影像诊断、远程监护、远程会诊、远程门诊、远程病例讨论等。 
First, clarify the definition and content of telemedicine services: on one hand, medical institutions invite
other medical institutions in using communications, computer and network technologies to provide
medical activities in the diagnosis and treatment of patients of their own medical institutions with
technical support. Their products mainly include: remote pathological diagnosis, diagnostic imaging
monitoring, consultations, outpatient services and case discussions, etc.

二是要求医疗机构在开展远程医疗服务过程中严格遵守相关法律、法规、信息标准和技术规范，

确保医疗质量安全，维护患者合法权益。非医疗机构不得开展远程医疗服务。

Second, during the performance of telemedicine services, medical institutions are required to strictly
comply with the applicable laws, regulations, information standards and technical practices, ensuring
the quality and safety of medical services and protecting the legal interest of patients. Non-medical
institutions are not authorized to provide telemedicine services.

二、主要内容
II. Major items
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（三）完善远程医疗服务流程。

(III) Perfect telemedicine service processes.

一是要求开展远程医疗服务的医疗机构具备相应的诊疗科目及人员、技术、设备、设施条件，签

订远程医疗合作协议，约定远程医疗流程、权利义务、医疗损害风险和责任分担等事项，并取得

患者知情同意。

First, medical institutions that perform telemedicine services are required to have appropriate
diagnostic and treatment departments, personnel, technologies, equipment facilities, execute
telemedicine cooperation agreements and covenant items, including telemedicine service processes,
rights and obligations and the sharing of medical harm risks and responsibilities, etc., and obtain the
informed consent of patients.

二是要求开展远程医疗服务的医疗机构完善远程医疗服务流程，并认真做好组织实施。医疗机构

要按照病历书写及保管有关规定共同完成病历资料。

Second, medical institutions that undertake telemedicine services are required to perfect their
telemedicine service processes and conscientiously organize their implementation. Medical institutions
should jointly complete medical records information in accordance with the relevant provisions for the
writing and safekeeping of medical records.

（四）加强远程医疗服务监督管理。

(IV) Enhance the supervision and management of telemedicine services.

一是要规范机构名称。未经国家卫生计生委核准，任何开展远程医疗服务的医疗机构，不得冠以

“中国”、“中华”、“全国”及其他指代、暗含全国或者跨省（自治区、直辖市）含义的名称。

First, standardize names of the institutions. Without the approval of the National Health and Family
Planning Commission, no medical institution performing telemedicine services shall include in their
names “China,” “Chinese” and “National” and other alternative names or names that imply a nationwide
or interprovincial (inter-autonomous regions and cities subject to the direct jurisdiction of the central
government) scope.

二是要控制安全风险。医疗机构在开展远程医疗服务过程中，主要专业技术人员或者关键设备、

设施及其他辅助条件发生变化，不能满足远程医疗服务需要，或者存在医疗质量和医疗安全隐患，

以及出现与远程医疗服务直接相关严重不良后果时，须立即停止远程医疗服务并按规定报告。

Second, safety control risks. During the performance of telemedicine services by medical institutions,
any change of key professional and technical personnel or key equipment, facilities and other supporting
conditions, which makes it impossible to meet the need for the telemedicine services or if there exists
any hazards with the quality of medical services and medical safety and upon the occurrence of serious
adverse consequences directly related to telemedicine services, telemedicine services should be
stopped immediately and a report shall be filed in accordance with the applicable provisions.

三是要加强日常监管。地方各级卫生计生行政部门在监督检查过程中发现存在远程医疗服务相关

的医疗质量安全隐患或者接到相关报告时，要及时组织对医疗机构远程医疗服务条件的论证，经

论证不具备远程医疗服务条件的，要提出整改措施，在整改措施落实前不得继续开展远程医疗服

务。
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Third, enhance daily supervision. When administrative authorities at various local levels in charge of
health and family planning discover hazards that exist with the quality and safety of medical services
related to telemedicine services, they should immediately conduct an investigation, and verification of
any issues with proof. Upon such an investigation, if the conditions are not adequately improved to
provide telemedicine services, corrective actions should be proposed and prior to the execution of such
corrective actions, and telemedicine service is not permitted to continue.

四是要依法依规处理。在远程医疗服务过程中发生医疗争议时，由邀请方和受邀方按照相关法律、

法规和双方达成的协议进行处理，并承担相应的责任。医务人员直接向患者提供远程医疗服务的，

由其所在医疗机构按照相关法律、法规规定，承担相应责任。医疗机构和医务人员在开展远程医

疗服务过程中，有违反法律、法规行为的，由卫生计生行政部门按照有关法律、法规规定处理。 

Fourth, handle the matter in accordance with laws and regulations. Upon the occurrence of any medical
dispute during the performance of telemedicine services, the host and the invited party shall handle the
matter in accordance with the applicable laws and regulations and the agreement reached by and
between the parties and undertake the appropriate responsibilities. When medical personnel directly
provide telemedicine services to patients, their medical institutions should undertake the appropriate
responsibility in accordance with the provisions of applicable laws and regulations. In the event that
medical institutions and medical personnel engage in actions that violate laws and regulations during
the process of the performance of telemedicine services, the administrative authorities in charge of
health and family planning should deal with the same in accordance with the provisions of applicable
laws and regulations.

此外，医疗机构之间运用信息化技术，在一方医疗机构使用相关设备，精确控制另一方医疗机构

的仪器设备（如手术机器人）直接为患者进行实时操作性的检查、诊断、治疗、手术、监护等医

疗活动，其管理办法和相关标准规范由我委另行制定。医疗机构与境外医疗机构之间开展远程医

疗服务的，参照本意见执行。 

In addition, when information technology is used among medical institutions, whereby one medical
institution uses the relevant equipment to precisely control the instruments and equipment (such as a
surgical robot) of another medical institution to directly perform medical activities, such as an
examination, diagnosis, treatment, real-time operational surgery and monitoring, the management
measures and relevant standards and regulations therefore will be separately prepared by our
Commission. When telemedicine services are performed between [Chinese] medical institutions and
medical institutions outside of our country, reference should be made to The Opinions.

相关链接：国家卫生计生委关于推进医疗机构远程医疗服务的意见

Relevant link[/Attachment]: Opinions of the National Health and Family Commission Regarding the
Promotion of Medical Institution Telemedicine Services

[See next page for Attachment translation.]
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Attachment

国家卫生计生委关于推进医疗机构远程医疗服务的意见 

Opinions of the National Health and Family Planning
Commission Regarding the Promotion of Medical Institution

Telemedicine Services

中华人民共和国国家卫生和计划生育委员会 2014-08-29

The National Health and Family Planning Commission of the
People’s Republic of China

August 29, 2014

国卫医发〔2014〕51 号

National Health Medical Issue 〔2014〕 Number 51

各省、自治区、直辖市卫生厅局（卫生计生委），新疆生产建设兵团卫生局：

To the Health Departments and Bureaus (Health and Family Planning Commissions of various provinces,
autonomous regions and cities under the direct jurisdiction of the central government) and the Health

Bureau of Xinjiang Production and Construction Corp:

为推动远程医疗服务持续健康发展，优化医疗资源配置，实现优质医疗资源下沉，提高医疗服务

能力和水平，进一步贯彻落实《中共中央国务院关于深化医药卫生体制改革的意见》，现就推进

医疗机构远程医疗服务提出以下意见：

To promote the sustained and healthy development of telemedicine services, optimize the allocation of
medical resources, achieve the goal of providing quality medical services resources to the grassroots

level, improve the capability and level of medical services and further implement and execute the
Opinions of the Central Committee of the Chinese Communist Party and the State Council regarding the

Deepening of the Reforms of the Medical and Health Systems, the following Opinions are hereby
proposed in the initiative for the improvement of telemedicine services by medical institutions:



Page 8 of 13

地方各级卫生计生行政部门要将发展远程医疗服务作为优化医疗资源配置、实现优质医疗资源下

沉、建立分级诊疗制度和解决群众看病就医问题的重要手段积极推进。将远程医疗服务体系建设

纳入区域卫生规划和医疗机构设置规划，积极协调同级财政部门为远程医疗服务的发展提供相应

的资金支持和经费保障，协调发展改革、物价、人力资源社会保障等相关部门，为远程医疗服务

的发展营造适宜的政策环境。鼓励各地探索建立基于区域人口健康信息平台的远程医疗服务平台。

Administrative authorities at various local levels in charge of health and family planning should actively
promote the improvement of the quality of telemedicine services as an important means of optimizing
of the allocation of medical resources, achieve the goal of providing quality medical services resources
to the grassroots level, setting up diagnostic and treatment systems at various levels and resolving the
issue of medical diagnosis and treatment for members of the public. [Such authorities should also]
include construction of a telemedicine service system in their regional health plan and medical
institution setup plan, actively coordinate with financial authorities at the same level in order to provide
appropriate funding and support and safeguards for the development of telemedicine services and
coordinate with [other] relevant authorities, including reforms, pricing, human resources and Social
Security, etc., in order to create an appropriate policy environment for the development of telemedicine
services. [In addition, they should] encourage various locales to explore the setup of platforms for
provision of telemedicine services based on the health information platform of the regional populations.

一、加强统筹协调，积极推动远程医疗服务发展
I. Enhance overall coordination and actively promote
the development of telemedicine services
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（一）远程医疗服务内容。远程医疗服务是一方医疗机构（以下简称邀请方）邀请其他医疗机构

（以下简称受邀方），运用通讯、计算机及网络技术（以下简称信息化技术），为本医疗机构诊

疗患者提供技术支持的医疗活动。医疗机构运用信息化技术，向医疗机构外的患者直接提供的诊

疗服务，属于远程医疗服务。远程医疗服务项目包括：远程病理诊断、远程医学影像（含影像、

超声、核医学、心电图、肌电图、脑电图等）诊断、远程监护、远程会诊、远程门诊、远程病例

讨论及省级以上卫生计生行政部门规定的其他项目。 

(I) Telemedicine service items. Telemedicine services are medical activities whereby the medical
institutions of one party (hereinafter referred to as the host) invite other medical institutions
(hereinafter referred to as the invited parties) to use communications, computer and network
technologies (hereinafter referred to as information technologies) to provide technical support in the
diagnosis and treatment of patients in their own institutions. Diagnostic and treatment services
provided by medical institutions using information technologies directly to patients outside their own
medical institutions are telemedicine services. Telemedicine service items include: remote pathological
diagnosis, remote medical imaging (including imaging, ultrasound, nuclear medicine, electrocardiograms,
electromyography and electroencephalograms, etc.) diagnosis, remote monitoring, remote
consolidations, remote outpatient services and remote case discussions and other items provided by
administrative authorities above the provincial levels in charge of health and family planning.

（二）遵守相关管理规范。医疗机构在开展远程医疗服务过程中应当严格遵守相关法律、法规、

信息标准和技术规范，建立健全远程医疗服务相关的管理制度，完善医疗质量与医疗安全保障措

施，确保医疗质量安全，保护患者隐私，维护患者合法权益。非医疗机构不得开展远程医疗服务。

(II) Comply with the relevant management regulations. During the process of the performance of
telemedicine services, medical institutions should strictly comply with the applicable laws, regulations,
information standards and technical practices, [have in place] a complete professional management
system related to telemedicine services, perfect medical service quality and medical safety safeguards,
ensure the quality and safety of medical services and protect the privacy of patients and the legitimate
interest of patients. Non-medical institutions are not permitted to perform telemedicine services.

二、明确服务内容，确保远程医疗服务质量安全  

II. Clarify service items and ensure the quality and
safety of telemedicine services
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（一）具备基本条件。医疗机构具备与所开展远程医疗服务相适应的诊疗科目及相应的人员、技

术、设备、设施条件，可以开展远程医疗服务，并指定专门部门或者人员负责远程医疗服务仪器、

设备、设施、信息系统的定期检测、登记、维护、改造、升级，确保远程医疗服务系统（硬件和

软件）处于正常运行状态，符合远程医疗相关卫生信息标准和信息安全的规定，满足医疗机构开

展远程医疗服务的需要。

(I) Possess the basic conditions. Medical institutions have the diagnostic and treatment subjects
befitting the performance of telemedicine services and corresponding personnel, technologies,
equipment and facilities and conditions, can perform telemedicine services and designate dedicated
departments or personnel that are responsible for the regular tests, registrations, maintenance,
modifications and upgrades of the instruments, equipment, facilities and information systems used in
telemedicine services, to ensure that telemedicine service systems (hardware and software) are in
standard operation, meet the relevant health information standards and information security provisions
related to telemedicine services and meet the needs for medical institutions in performing their
telemedicine services.

（二）签订合作协议。医疗机构之间开展远程医疗服务的，要签订远程医疗合作协议，约定合作

目的、合作条件、合作内容、远程医疗流程、双方权利义务、医疗损害风险和责任分担等事项。

(II) Execute a cooperation agreement. When medical institutions perform telemedicine services among
themselves, they should execute a cooperation agreement on telemedicine services and covenant items
such as the purpose of a cooperation, conditions of cooperation, processes of telemedicine services, the
rights and obligations of the parties and the sharing of the risks of medical harm and responsibilities.

（三）患者知情同意。邀请方应当向患者充分告知并征得其书面同意，不宜向患者说明的，须征

得其监护人或者近亲属书面同意。

(III) Informed consent of patients. The host should fully inform patients and seek their written consent.
When it is not appropriate to offer an explanation to the patient [e.g., in minor patient situations], the
written consent of the guardian or a close relative of patients should be sought.

（四）认真组织实施。邀请方需要与受邀方通过远程医疗服务开展个案病例讨论的，需向受邀方

提出邀请，邀请至少应当包括邀请事由、目的、时间安排，患者相关病历摘要及拟邀请医师的专

业和技术职务任职资格等。受邀方接到远程医疗服务邀请后，要及时作出是否接受邀请的决定。

接受邀请的，须告知邀请方，并做好相关准备工作；不接受邀请的，及时告知邀请方并说明理由。

(IV) Conscientiously organize implementation. When the host needs to engage in a discussion of
individual cases in the performance of telemedicine services, it needs to submit an invitation to the
invited party. The invitation should at least include the cause of action, purpose of the invitation, the
schedule, excerpts of the relevant medical records of the patient and the professional and technical

三、完善服务流程，保障远程医疗服务优质高效 
III. Perfect the service process and ensure the high
quality and efficiency of telemedicine services
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positions and competency qualifications of the physicians proposed for the invitation. After receiving an
invitation for telemedicine services, the invited party should promptly make a decision as to whether to
accept such an invitation. If it accepts such an invitation, it must notify the host and properly perform
the relevant preparatory work; if it does not accept the invitation, it should promptly notify the host and
explain the reasons.

受邀方应当认真负责地安排具备相应资质和技术能力的医务人员，按照相关法律、法规和诊疗规

范的要求，提供远程医疗服务，及时将诊疗意见告知邀请方，并出具由相关医师签名的诊疗意见

报告。邀请方具有患者医学处置权，根据患者临床资料，参考受邀方的诊疗意见作出诊断与治疗

决定。

The invited party should conscientiously and responsibly arrange for medical personnel with appropriate
qualifications and technical abilities to provide telemedicine services in accordance with the
requirements of applicable laws, regulations and diagnostic practices, promptly inform the host of the
diagnostic opinions and issue diagnostic opinions and reports signed by the relevant physicians. The host
has the right of medical disposal with respect to the patients and should, based on the clinical
information on the patients and with reference to the diagnostic opinions of the invited party, make
diagnostic and treatment decisions.

（五）妥善保存资料。邀请方和受邀方要按照病历书写及保管有关规定共同完成病历资料，原件

由邀请方和受邀方分别归档保存。远程医疗服务相关文书可通过传真、扫描文件及电子签名的电

子文件等方式发送。

(V) Properly maintain records. The host and the invited party should jointly complete medical record
information in accordance with the provisions related to the writing and safekeeping of medical records.
The original copies should be separately filed by the host and invited party respectively. Documents
related to telemedicine services can be sent by fax, scanned and electronically signed for electronic filing.

（六）简化服务流程。邀请方和受邀方建立对口支援或者其他合作关系，由邀请方实施辅助检查，

受邀方出具相应辅助检查报告的，远程医疗服务流程由邀请方和受邀方在远程医疗合作协议中约定。

(VI) Simplify the service process. The host and the invited party should set up matching support or
another kind of partnership relationship. Where the host implements auxiliary examinations and the
invited party issues corresponding auxiliary examination reports, the telemedicine service process
should be covenanted by and between the host and invited party in the telemedicine cooperation
agreement.

（七）规范人员管理。医务人员向本医疗机构外的患者直接提供远程医疗服务的，应当经其执业

注册的医疗机构同意，并使用医疗机构统一建立的信息平台为患者提供诊疗服务。 

(VII) Standardize personnel management. In the event that medical personnel provide telemedicine
services directly to patients outside their own medical institutions, the consent of the medical
institutions where they are registered to practice should be obtained and the information platform
centrally set up by the medical institutions should be used to provide diagnostic and treatment services
for patients.
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（一）规范机构名称。各级地方卫生计生行政部门要加强对远程医疗服务的监督管理。未经我委

核准，任何开展远程医疗服务的医疗机构，不得冠以“中国”、“中华”、“全国”及其他指代、

暗含全国或者跨省（自治区、直辖市）含义的名称。

(I) Standardize names of the institutions. Administrative authorities in charge of family planning should
enhance supervision and management of telemedicine services. Without the approval of our
Commission, no medical institution performing telemedicine services should include in their name
“China,” “Chinese” and “National” and other alternative names or names that imply a nationwide or
interprovincial (inter-autonomous regions and cities subject to the direct jurisdiction of the central
government) scope.

（二）控制安全风险。医疗机构在开展远程医疗服务过程中，主要专业技术人员或者关键设备、

设施及其他辅助条件发生变化，不能满足远程医疗服务需要，或者存在医疗质量和医疗安全隐患，

以及出现与远程医疗服务直接相关严重不良后果时，须立即停止远程医疗服务，并按照《医疗质

量安全事件报告暂行规定》的要求，向核发其《医疗机构执业许可证》的卫生计生行政部门报告。

(II) Control safety risks. During the process of the performance of telemedicine services by medical
institutions, in case of any change to key professional and technical personnel or key equipment,
facilities and other supporting conditions, which makes it impossible to meet the need for telemedicine
services or if there exists any hazards with the quality of medical services and medical safety and upon
the occurrence of serious adverse consequences directly related to the telemedicine services,
telemedicine services should be stopped immediately and a report should be filed with the
administrative authorities in charge of health and family planning that have issued License of a Medical
Institution for Practice thereto in accordance with the requirements of Interim Provisions for Reporting
Medical Service Quality and Safety Incidents.

（三）加强日常监管。地方各级卫生计生行政部门在监督检查过程中发现存在远程医疗服务相关

的医疗质量安全隐患或者接到相关报告时，要及时组织对医疗机构远程医疗服务条件的论证，经

论证不具备远程医疗服务条件的，要提出整改措施，在整改措施落实前不得继续开展远程医疗服

务。

(III) Enhance daily supervision. When administrative authorities at various local levels in charge of
health and family planning discover hazards that exist with the quality and safety of medical services
related to telemedicine services, they should immediately organize an investigation and verification with
proof by medical institutions. Upon such an investigation, if the conditions are not adequately improved
to provide telemedicine services, corrective actions should be proposed and prior to the execution of
such corrective actions, performance of telemedicine services should not continue.

四、加强监督管理，保证医患双方合法权益
IV. Enhance supervision and management and
guarantee the legitimate interests of both physicians
and patients
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（四）依法依规处理。在远程医疗服务过程中发生医疗争议时，由邀请方和受邀方按照相关法律、

法规和双方达成的协议进行处理，并承担相应的责任。医务人员直接向患者提供远程医疗服务的，

由其所在医疗机构按照相关法律、法规规定，承担相应责任。医疗机构和医务人员在开展远程医

疗服务过程中，有违反《执业医师法》、《医疗机构管理条例》、《医疗事故处理条例》和《护

士条例》等法律、法规行为的，由卫生计生行政部门按照有关法律、法规规定处理。

(IV) Handle the matter in accordance with laws and regulations. Upon the occurrence of any medical
dispute during the performance of telemedicine services, the host and the invited parties should handle
the matter in accordance with the applicable laws and regulations and the agreement concluded by and
between the parties and undertake appropriate responsibilities. When medical personnel directly
provide telemedicine services to patients, their medical institutions should undertake appropriate
responsibility in accordance with the provisions of applicable laws and regulations. In the event that
medical institutions and medical personnel engage in actions that violate laws and regulations, including
the Law of Practicing Physicians, Management Regulations of Medical Institutions, Regulations for the
Handling of Medical Accidents and Nurse Regulations, etc., during the process of the performance of
telemedicine services, the administrative authorities in charge of health and family planning should deal
with the same in accordance with the provisions of applicable laws and regulations.

医疗机构之间运用信息化技术，在一方医疗机构使用相关设备，精确控制另一方医疗机构的仪器

设备（如手术机器人）直接为患者进行实时操作性的检查、诊断、治疗、手术、监护等医疗活动，

其管理办法和相关标准规范由我委另行制定。医疗机构与境外医疗机构之间开展远程医疗服务的，

参照本意见执行。执行过程中有关问题，请及时与我委医政医管局联系。 

When information technology is used among medical institutions, whereby one medical institution uses
the relevant equipment to precisely control the instruments and equipment (such as a surgical robot) of
another medical institution to directly perform medical activities, such as examination, diagnosis,
treatment, real-time operational surgery and monitoring, the management measures and relevant
standards and regulations therefore will be separately prepared by our Commission. When telemedicine
services are performed between medical institutions and medical institutions outside our country,
reference should be made to The Opinions. For any issue during the implementation process, please
contact Medical Administration and Medical Control Bureau of our Commission in a timely manner.

联系人：范晶、焦雅辉

Contact persons: Fan Jing and Jiao Yahui

联系电话：010-68792791、68791888 

Contact phone numbers: 010 - 68792791, 68791888

国家卫生计生委 

National Health and Family Planning Commission

2014 年 8 月 21 日

August 21, 2014
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From EHR Implementation 
to Attestation: 

Auditing and Monitoring 
Meaningful Use

April 20, 2014
11:00 AM – 12:00PM

Donna M. Abbondandolo, MBA, CHC, CPHQ, RHIA, CCS, CPC
AVP of Compliance

Laura Massa, RHIA, CCS, CTR
Compliance Data Specialist

Outline
Overview of Health System

EHR Implementation

Governance – EHR & MU

Approach to MU Attestation

Compliance Role

Identifying & Approving MU Objectives/CQMs

Validation Process

External Audits 

Catholic Health Services of Long Island
Catholic Health Services of Long Island (CHS) was founded in 1997 by the Diocese of Rockville
Centre and encompasses facilities and services that originated as charitable institutions under the
sponsorship of religious sponsors. CHS serves hundreds of thousands of Long Island residents each
year, providing care that extends from the beginning of life to helping people live their final years in
comfort, grace and dignity.

CHS is an integrated system encompassing some of the region’s finest health and human services
agencies. With six acute care hospitals, three skilled nursing facilities, a home health agency, hospice
and a community-based agency for persons with special needs. CHS’s high standards have resulted in
a nearly 24% market share.
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CHS Statistics
2014

 81,055 hospital admissions

 5,973 newborn deliveries

 298,211 home care visits

 56,370 ambulatory surgeries

 28,195 inpatient surgeries

 531,011 ambulatory outpatient visits

 11,515 cardiac catheterizations

 4,316 coronary angioplasties

 1,385 open heart surgeries

 236,686 emergency department visits

 137,644 hospice days of care

 Tens of thousands of rehabilitation visits

 Day and residential services for 2,150 individuals with special needs, 
behavioral/mental health concerns and substance abuse issues

System Highlights
1,928 certified hospital beds

790 nursing home beds
Almost 17,000 employees

More than 4,600 medical staff
More than 3,000 volunteers

$2 billion in revenues

Hospital A

Jun 2012

Dec 2012

Hospital B

Hospital C

Mar 2013

Jun 2013

Hospital D

Hospital E

Sep 2013

Jun 2014

Hospital F

 Original project included five hospitals, plan was revised to include sixth
hospital later in project.

 Lessons learned from the first 2 implementations set the stage for the
timing of subsequent facility implementations.

 The timing is designed to minimize adoption failure and meet the
demands of users involved with the initiative.

 Original scope did not include implementation of EHR to owned and
affiliated practices. This was later changed.

 MU preparation ran concurrently with continued EHR implementation.
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GOVERNANCE - EHR

IT Executive Steering Committee
 Final authority for IT and eHealth decisions
 Development of overall policy and strategy
Approve and monitoring of budget
 Demonstration and communication of organizational commitment to Project

IT Executive Steering Committee Sub-Group

 Monitoring of eHealth budget, approval of scope changes
 Streamlining of executive decision making to accelerate key decisions:

organizational priorities and policy, standardization and resource allocation

GOVERNANCE - EHR
Clinical Workgroups

Order Sets
Clinical Content
Ambulatory Clinical Content
Clinical Order Management
Clinical Documentation, MD/MLP
Clinical Documentation, 

Multidisciplinary

Operational Workgroups
Patient Administrative
End User Training
Systems Integration
Charge Management
Combined HIM, Privacy

Department Workgroups
Radiology
Pharmacy
Emergency Department
Care Management
Respiratory Therapy
Performing Department 

(PT/OT/Speech)

Physician Office 
Workgroups

Professional Billing Workgroup
Owned Practices
My Chart

As EHR implementation progressed, the need for a smaller,
focused oversight group was identified for MU.

MU Executive Committee

Clinical and Educational Committees were combined to
work through requirements and compliance.

Hospital MU Committees and Provider MU Committees
were combined at each hospital. Committees to
monitor reports, integrate quality initiatives, and prepare
for attestation for both hospitals and providers.
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Meaningful Use Executive 
Committee

Hospital A
EH & EP MU 
Committee

Hospital B
EH & EP MU 
Committee

Hospital C
EH & EP MU 
Committee

Hospital D
EH & EP MU 
Committee

Hospital E
EH & EP MU 
Committee

Hospital F
EH & EP MU 
Committee

MU Eligible Provider 
Education Committee

GOVERNANCE - MU
Meaningful Use Executive Committee

Monitor the status of the MU process, including systems implementation,
report development, proper workflow adoption, implementation of adequate
security practices, financial incentives and penalties and attestation process
and evidence.

Approve all MU attestations prior to submission by entity and local MU
process owners.

Eligible Provider and Eligible Hospital MU Committees

Review summary dashboard and detailed reports;
 Identify areas for improvement;
Modify hospital process, workflow to achieve improved results;
Prepare for attestation, including preparation of evidence to support

reported metrics; and
With approval of the MU Executive Committee, attest for MU with Medicare

and Medicaid.

APPROACH TO MU 
ATTESTATION

For Medicare, hospitals are required to perform the
following tasks to be eligible for Stage 1:

Implement and EHR system;
Complete a security risk analysis;
Collect patient data for a period of ninety (90)

consecutive days; and
Submit data on the appropriate MU measures.
 Clinical Quality Measures
 Core and menu objectives
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APPROACH TO MU 
ATTESTATION

Upon completion of Stage 1, hospitals become eligible for
Stage 2.

For Medicaid Stage 1, hospitals must demonstrate they
adopted, implemented, and upgraded an EHR system.

All hospitals have attested to Stage 1,Year 1.

Four have attested to Stage 1, Year 2 and will be attesting to
Stage 2,Year 1 for the 2015 reporting year.

 Participate in committees at all levels and evaluate
communication process between committees and levels of
leadership to determine appropriate oversight and
communication.

Research and report on industry updates and regulations
related to MU.

 Provide support and guidance to committee members.

Monitor progress of project and status of recommendations.

Verify list of MU authorized or delegated officials.

Develop audit programs for EHR implementation and MU
validation.

Obtain and validate Operational Lead’s worksheets.

Review MU audit packets, which include a summary report
and supporting details.
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2014

Core and Menu Objectives – Stage 1

 Complete 11 core objectives

Analysis and recommendation for choice of objectives
completed by the MU Team.

 Complete 5 of 10 menu objectives

More than 5 selected, providing the hospitals with the
ability to select the objectives to report.

Objectives presented to and approved by both the Hospital
MU Committee and the MU Executive Committee.

2014

Clinical Quality Measures

 Complete 16 CQMs from 3 National Quality Strategy
domains.

Selected to align with existing CMS quality
measurement programs, such as PQRS and Hospital
Inpatient Quality Reporting.

CQMs presented to and approved by both the Hospital MU
Committee and the MU Executive Committee.

Once Objectives are approved:

 Report built

Validate test report

 Reports tested and validated in Production

Validation process for the Core and Menu Objective and the
CQMs is the same as post report go-live.
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Validation Process

Core and Menu Objective Report Review

70 patients selected from EHR’s detailed reports for
review by each facility.

EHR reports compared to documentation present in
unique patient’s chart.

 IAC conducted a secondary review of a sample from
each facility’s validation worksheet.

Validation Process

Quality Reports

 One Auditor selected from each Hospital to perform
validation on one of our selected CQM sets.

 Each auditor validates a sample of records across all
hospitals.

 Allows trends to be easily identified across the
network.

Validation Process

Attestation Packets

All MU reports and supporting documentation to complete the
packet are compiled by the Hospital Operational Lead.

Reviewed and Approved at the Hospital MU Committee;
Attestation Approval Form signed by the Hospital CAO.

Reviewed and Approved at the MU Executive Committee;
Attestation Approval Form signed by the Committee.

Upon CEO approval and signature, the authorized hospital
delegate electronically attests to MU.
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Validation Process

Attestation Packets

Maintained centrally and at each hospital

Paper
Utilized during approval process

Electronic
Hospital MU Shared drive
IT Shared drive

ATTESTATION PACKETS
ELIGIBLE HOSPITALS

 Executive Summary
 Hospital Summary Report (from EHR system)
Attestation Summary Worksheet
 Objectives
 Core
Clinical Quality Measures

 Supporting Documentation for:
 Data Validation
 Objectives
 Clinical Quality Measures
 Issues List/CQM Follow Up

ATTESTATION PACKETS
ELIGIBLE HOSPITALS

 Supporting Documentation for:
Decision Documents and Policies
 ED Visits Calculation
Attestation Reporting Period

Attestation Only Objectives Screenshots
Security Assessment
 EH Risk Assessment
 Information Security Risk Analysis Policy
 Information Security Risk Management Policy

Reference Documents/CMS FAQs
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ATTESTATION PACKETS
ELIGIBLE PROVIDERS

 Executive Summary
 MU Eligibility
 Provider Summary Report (from EHR system)
Attestation Summary Worksheet 
 Supporting Documentation for:
 Data Validation
 Objectives
 Clinical Quality Measures
 Issues List

 Decision Documents and Policies
 Eligible Provider MU Registration & Attestation
Attestation Reporting Period

ATTESTATION PACKETS
ELIGIBLE PROVIDERS

 Supporting Documentation for:

Attestation Only Objectives Screenshots
 Security Assessment
 Provider’s MU Risk Assessment
 Information Security Risk Analysis Policy
 Information Security Risk Management Policy

 Reference Documents/CMS FAQs

CMS
Hospital
Provider

Medicaid
Hospital
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Questions?
Donna Abbondandolo, MBA, CHC, CPHQ, RHIA, CCS, CPC

AVP of Compliance
(631) 465-4126
donna.abbondandolo@chsli.org

Laura Massa, RHIA, CCS, CTR
Compliance Data Specialist
(631) 465-6312
laura.massa@chsli.org



                                                                                                                                  
 Audit Program (AP) - Electronic Health Record (EHR) Project 

 
Objective:   
The internal audit and compliance department (Internal Audit) initiated a comprehensive 
financial review of the eHealth Electronic Health Record (EHR) project (the Project).  The 
objective was to gain a complete understanding of the Project and the processes in place to 
manage the Project scope, budget, risk and adherence to the governance framework established 
to provide financial and decision-making oversight.   
 
Scope: 
The scope is to define, plan and perform detailed testwork to determine if established processes 
and controls are adequate and functioning as intended.  Internal Audit will review the Project’s 
process for the six (6) hospitals as described herein from inception through the end of the federal 
fiscal year, September 30, 201X.  Please note that the objectives relating to areas surrounding 
Meaningful Use are included in a separate audit program. 
 

 Initials/
Date 

W/P Ref 

Objectives & Procedures to be Performed 
 
Objective 1: 
Determine if appropriate oversight and communication is in place throughout the 
Project’s implementation. 
 
Procedures:  
 Evaluate the Project’s governance and adherence to same. 
 Evaluate communication process between various committees and levels of 

leadership 
• Select several committee meetings to attend and sample previous 

committee meeting minutes and action items from same; 
• Determine if communication is reaching appropriate levels of leadership; 

and  
• Determine if committees are fulfilling their responsibilities as defined in 

the Project Governance flow chart and associated definition of roles and 
responsibilities. 

 Evaluate communication process to Board of Directors 
------------------------------------------------------------------------------------------------------ 
Objective 2: 
Determine if a process exists to document, approve, communicate and monitor 
changes to scope. 
 
Procedures: 
 Review the final consolidated scope document that was presented to the 

Executive Steering Committee. 
• Ascertain that subsequent changes to scope are consolidated into the 

scope document and were approved by the Steering Committee;  
• Verify final scope document was presented and approved by Board of 

Directors; 
• Evaluate approval thresholds and communication of scope changes to 

   
 

 

 1 
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appropriate levels of leadership; 

• Obtain and review scope change forms; and  
• Verify that cost models reflect updated changes in scope. 

------------------------------------------------------------------------------------------------------ 
Objective 3: 
To verify that policies and procedures for significant areas of the Project are 
documented (i.e. Capitalization of IT salaries, budget and scope changes) 
 
Procedures: 
 Obtain and review documented policies and procedures 

• Determine the need for other areas of the project to be documented; 
• Determine appropriate review and approval process is reflected in 

policy; 
• Verify that policies were approved by appropriate levels of 

leadership; and 
• Verify that policies were communicated to appropriate levels of staff. 

------------------------------------------------------------------------------------------------------ 
Objective 4: 
Review the Project’s cost models for the Hospitals including comparison of budget 
to actual expenses incurred, and projections through the completion of Project.   
 
Procedures: 
 Obtain Hospitals cost models through September 30, 201X 

• Verify the mathematical accuracy of the cost models; 
• Verify that the original budget shown on the cost models agrees to the 

Board approved budget; 
• Ensure that a process exists whereby changes to original budget are 

supported by appropriate approval and justifications prior to approval of 
invoice; 

• Determine that a crosswalk from the cost model to the original budget 
exists and verify it is accurate; 

• Review the estimates to complete and known variances and request 
documentation to support the determinations; 

• Verify the total actual expense agree to the general ledger; 
• Gain an understanding of method for calculating projections;  
• Review process for amounts shown against the Project’s contingency;  
• Verify that actual expenses are applied to appropriate line item in budget; 

and 
• Determine what information, from the cost model, is presented to senior 

management, the Compliance and Audit Committee and the Board of 
Directors.    

------------------------------------------------------------------------------------------------------ 
Objective 5: 
Review the Project’s method and process for capitalization of IT salaries.  
Determine if the method used accurately reflects the time allocated to the Project 
and amounts paid to the employees. Review journal entry posted to general ledger. 

 2 
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Procedures: 
 Obtain detailed salary budget from financial reporting. 

  
 Select three months of IT hours dedicated to Project obtained from IT. 

   
• Document the process for employees to enter hours and the approval 

process; 
• Compare employee name and positions to detailed budget; 
• Review analysis performed by management of employee positions to 

detailed budget; 
• Agree amounts to capitalization worksheets; 
• Verify mathematical accuracy of capitalization worksheets; 
• Review capitalization calculation for reasonableness of method used; and 
• Compare worksheet to journal entry. 

----------------------------------------------------------------------------------------------------- 
Objective 6: 
Review the process for invoices approvals to ensure proper review and approval 
controls are in place. 
 
Procedures: 
 Select a sample of PO’s.  For each PO sampled, review the invoices and 

determine:   
 

• Appropriate supporting documentation exists; 
• Invoices are  mathematically accurate; 
• Adequate controls are in place and payments will not be made to vendors 

unless appropriate approvals are obtained;   
• Invoices are coded to proper general ledger account;   
• Invoice was adequately reviewed and compared to vendor contract as 

evidenced by an initial; and  
• Invoices can be traced to general ledger and cost model. 

------------------------------------------------------------------------------------------------------ 
Objective 7: 
Review the process for consulting invoice approvals to ensure proper review and 
approval controls are in place. 

 
• Appropriate supporting documentation exists; 
• Invoices are  mathematically accurate; 
• Invoice was adequately reviewed and compared to vendor contract; and  
• Invoices can be traced to general ledger and cost model. 

------------------------------------------------------------------------------------------------------ 
Reporting 
 

1.       Prepare the draft audit report. The report will include results of test work and 
recommendations. Follow-up on any review notes and edit reports 
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 Audit Program (AP) - Electronic Health Record (EHR) Project 

 
accordingly. Send to auditee(s), management, and executive management for 
review and responses.  Schedule exit meeting. Obtain management 
responses. 

 
2. Prepare a final audit report, including management responses, if needed.                                                            

Distribute report accordingly. 
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 Audit Program (AP) – Meaningful Use 

 
Objective:   
The objective of our review over the EHR Meaningful Use (MU) process is to understand the 
process in-place, determine that appropriate documentation exists to support the attestation and 
verify adherence to governmental laws and regulations. Compliance will test the processes in 
place for the accumulating, calculating and reporting on MU data.  In addition, we will determine 
if appropriate oversight and communication is in place throughout the MU process and review 
the recommendations for process improvements as outlined by XXXXX.   
 
Scope: 
The scope of the MU review will continue to expand upon our understanding of the MU process 
and to define, plan and perform detailed testwork to determine if established processes and 
controls are adequate and functioning as intended.  We will review the Project’s MU process for 
the Hospital(s) as described herein from inception through the end of the federal fiscal year, 
September 30, 201X. 
 

 Initials/
Date 

W/P Ref 

Objectives & Procedures to be Performed 
 
Objective 1: 
Gain an understanding over the MU process. 
 
Procedures:  
 Discuss, observe and perform a walkthrough of the MU processes. Identify 

control points. Document the understanding obtained. 
 Request and review workflow documents, list of delegated officials, system 

generated reports, and other key documents. 
 Understand the key interpretations made by management to meet the MU 

requirements. 
 Gain an understanding of the selection process of MU measurements. 

 
------------------------------------------------------------------------------------------------------ 
Objective 2: 
Determine if appropriate oversight and communication is in place throughout the 
MU process. 
 
 Evaluate MU’s governance and adherence to same. 
 Evaluate communication process between various committees and levels of 

leadership 
 
• Select several committee meetings to attend. 
• Determine if communication is reaching appropriate levels of leadership. 
• Determine if committees are fulfilling their responsibilities as defined in 

the Project Governance flow chart and established committee objectives.  
• Evaluate the complement of committee members. 
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 Audit Program (AP) – Meaningful Use 

 
Objective 3: 
Research and report on industry updates and regulations related to meaningful use.  
 
 Perform research of updates on CMS and ONC websites. 
 Review industry newsletters, magazines and journals. 

------------------------------------------------------------------------------------------------------ 
Objective 4: 
To verify EMR has been configured properly and capturing the data appropriately. 
Determine if the MU data was reviewed, validated and approved prior to 
submission. 

 
 Identify the MU objectives that have been selected for each hospital and 

perform the following: 
 
• Obtain the Meaningful Use Eligible Hospital Summary report and the 

MU Operational Lead's validation worksheets; 
• Validate the results by reviewing the medical records in the EMR to 

confirm the information is captured within the appropriate location 
within the EMR; 

• Obtain and review the final submission report package and perform the 
following: 
 A documented review was performed by the appropriate individuals;  
 Identify if a reconciliation was performed between the MU reports to 

the attestation data; and  
 Verify that the MU submission has been appropriately approved. 

------------------------------------------------------------------------------------------------------ 
Objective 5: 
Review of authorized and delegated officials on record with Medicare. 
 
Procedures: 
 Obtain a list of authorized or delegated officials and sample associated 

Medicare filings to support same. 
 Verify that the list is comprised of officials that hold the appropriate 

positions as defined by Medicare. 
 Verify that the individuals were approved by Steering Committee through a 

review of meeting minutes. 
------------------------------------------------------------------------------------------------------ 
Objective 6: 
Review the process of storing the attested data at both the hospital and at a central 
location.   
 
Procedures: 
 Obtain and review any established policies related to the storing of MU data. 
 Verify that appropriate safeguards exist to protect the data. 
 Select a sample of data from the hospital and compare it to the data 

maintained at the central location to verify the accuracy of it. 
 Assess the process for consistency and oversight. 
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 Audit Program (AP) – Meaningful Use 

 
------------------------------------------------------------------------------------------------------ 
Objective 7: 
Assess XXXXX (the vendor's) review of the hospital's MU process. 
 
Procedures: 
 Obtain report and review recommendations. 
 Determine if recommendations have been implemented. 
 Gain an understanding of how the system generated reports were reviewed 

and tested. 
------------------------------------------------------------------------------------------------------ 
Objective 8: 
To verify that a security risk analysis is being performed in accordance with CMS 
and NYSDOH guidelines and appropriate security updates are implemented, prior to 
the completion of the Attestation process.   
 
Procedures: 
 Obtain and review security risk analysis performed by Chief Information 

Security Officer 
• Verify that it was performed in accordance with CMS and NYS 

guidelines; 
• Verify that identified issues are remediated; and  
• Ensure that adequate controls and communication channels are in 

place to appropriately coordinate the completion of security analyses 
prior to any attestation submission to CMS and NYSDOH.   

 
Reporting 
 

1.       Prepare the draft audit report - MU. This report will include results of 
testwork and recommendations. Follow-up on any review notes and edit 
reports accordingly. Send to auditee(s), management, and executive 
management for review and responses.  Schedule exit meeting. Obtain 
management responses. 

 
2. Prepare a final audit report, including management responses, if needed.                                                            

Distribute report accordingly. 
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Meaningful Use 

Attestation Approval Form 
Hospital A hereby formally requests approval to attest for Stage 1 Year 1of Meaningful Use, as part of the 
Medicare EHR Incentive Program.  The signatures below constitute endorsement to move forward with the 
attestation process, and provides an acceptable level satisfaction that the required deliverables (all Hospital A 
Meaningful use reports and related supporting documentation), were completed in accordance with the CMS 
guidelines and regulations.  

 

 FACILITY ROLE  NAME  SIGNATURE   DATE 

Executive VP and CAO      __________________________________   _____________ 

VP of Finance    __________________________________       _____________ 

Administrative Director     __________________________________       _____________ 

Meaningful Use Executive Committee Endorsement 

 

________________________________________________________________________________________ 

Name    Title    Signature   Date 

_________________________________________________________________________________________ 

Name    Title    Signature   Date 

_________________________________________________________________________________________ 

Name    Title    Signature   Date 

_________________________________________________________________________________________ 

Name    Title    Signature   Date 
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Effective Auditing and
Monitoring Programs
Health Care Compliance Association
Compliance Institute
Lake Buena Vista, Florida

Daniel R. Roach, JD
General Counsel and Chief Compliance Officer, Optum360
April 20, 2015

Monitoring and Auditing

2

• The case for monitoring and auditing programs

• Auditing vs. monitoring

• Dealing with the results

• Privilege issues

HCCA Compliance Institute

Why Monitoring and Auditing

3

• Don’t have an effective compliance and ethics 
program without monitoring and auditing

FSG 8B2.1(b)(5)(A)

• Protects the organization
 Identifies issues early
Demonstrates commitment to effectiveness

• Protects the compliance officer

HCCA Compliance Institute
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Why Monitoring and Auditing

4

• Align incentives
Purpose of a compliance and ethics program

• Few things drive behavior like:
 Incentives.  “Appropriate incentives to perform 

in accordance with the compliance and ethics 
program.”

 Transparency shared results/data

HCCA Compliance Institute

Why Monitoring and Auditing

5

• Deters bad behavior

ACFE – most of us will do bad things if there 
is little or no risk of getting caught

• Federal Reserve Bank

• $100 bill

HCCA Compliance Institute

Monitoring and Auditing Program Risks

6

• Concerns

Don’t have resources/money to audit

• Education conundrum

 If we find problems, will need to fix

Compliance and Ethics isn’t measurable

Attorney-Client Privilege challenges

HCCA Compliance Institute
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Auditing vs. Monitoring

7

• Auditing

 sample

 periodic

 retrospective

• Monitoring

 continuous

 frequently automated

 prospective/concurrent

HCCA Compliance Institute

Auditing vs. Monitoring – Structural Elements

8

• Do I monitor or audit?

 Is there a law/rule that requires one or the 
other?

Can the process be efficiently monitored?

How effective are the control processes?

What is the magnitude of risk if the control 
process fails?

 If the process can’t be effectively monitored, 
perform audits

HCCA Compliance Institute

Auditing vs. Monitoring – What Do I Audit/Monitor

9

• Structural elements of the program
 The creation/updating of P&Ps
 High level oversight
 Screening/background checks
 Completion of compliance and ethics education 

requirements
 Completion of auditing/monitoring tasks
 Response to hotline calls
 Inclusion of compliance and ethics metrics in 

performance evaluation process
 RCA and implementation of appropriate corrective 

action when failures occur

HCCA Compliance Institute
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Auditing vs. Monitoring – What Do I Audit/Monitor

10

• Substantive risks
 Admitting/Registration
 Care delivery (patient status, medical necessity, 

physician orders, IV start/stop times, charge 
entry, discharge)

 Coding accuracy (IP, OP, ED, Lab, Imaging, 
E&M, etc.)

 Billing accuracy (3-Day window, unbundling, 
modifiers, credit balances, etc.)

 Refund/rebill process
 Privacy/Data Security (audit logs/access reviews, 

intrusion testing, faxing, printer/copier disposal, 
PCI compliance, etc.)

HCCA Compliance Institute

Auditing vs. Monitoring – Compliance Metrics Scorecard

11

• Objectively measurable

• Carefully crafted to avoid perverse incentives

• Linked to seven elements

• Balance of structural and substantive

• Addressing key risks

• See attached example

HCCA Compliance Institute

Developing Meaningful Corrective Action Plans

12

• Reasonably calculated to fix the problem
• Include new/revised control process
 Automate if possible.  If you can’t automate

• include regular auditing
• metrics
• enforcement of process
• transparent reporting
 Trust is _______________!

• Beware of ineffective CAPs
• A key metric should relate to CAP execution

HCCA Compliance Institute
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Responding to Results

13

• Stop high risk activity ASAP
• Fix process (see previous slide)
• Rectify mistakes
 Refund
 Rebill
 Correct reports
 Fix contracts
 Make necessary disclosures

• Report to management/board

HCCA Compliance Institute

Thank you.
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ABC HOSPITAL SYSTEM HOSPITAL PRESIDENTS/FACILITY COMPLIANCE LIAISON  

COMPLIANCE PROGRAM OBJECTIVES  

Hospital: ____________________________  

President: ___________________________    

Facility Compliance Liaison: ____________________________________    

F.Y.:        2014 

   

 

Compliance is critical to the success of ABC Hospital System.  It is the expectation of ABC’s Board and Management that each hospital President and Facility 

Compliance Liaison ensure that ABC’s annual Compliance Workplan is properly implemented within her/his sphere of accountability.  Categories 1-7 below contain 

objectives relating to each of the elements of an effective compliance program as described in the Federal Sentencing Guidelines and OIG guidance.  Other objectives 

relate to areas determined to be high risk.  The President and Facility Compliance Liaison will not be deemed to have met their performance objectives unless you 

obtain a score equal to or greater than ___% of possible points which can be earned below.  These are fiscal year objectives. 

    Possible Total 

    Points Points 

1. Policies and Procedures       

 All new compliance policies and procedures are communicated to affected (as described 

in each _______ Compliance Policy) full and part-time employees within 60 days.   

(Score is equal to percentage of completion above __%.  Below __% = 0 pts.  Audit method will be self-audit with Compliance 

Director verification.)   100   

 New employees receive compliance introduction and orientation within 30 days of commencing employment.   

(Score is equal to percentage of completion above __%, under  __% = 0.)     100   

 New employees receive orientation to compliance policies and procedures (Administrative Policies in the Compliance Series) 

applicable to their job responsibility within 60 days of hire.  (Score is equal to the percentage of completion above __%.  Below __% = 

0 points.  Audit method will be self-audit with System Compliance Director verification)  100  

       

2. High Level Oversight       

 25 points for each quarterly compliance meeting or audit exit conference where hospital 

President is present.  (Maximum 100 points awarded.)   100   

 10 points for each monthly systemwide FCL conference call attended by FCL (Maximum 100 points awarded __%=__% of calls = 50 

pts; __% or more of calls = 100 pts).  *  100  

 100 points for FCL attending the annual FCL educational program  100  

        

3. Education       

 All employees required to complete Compliance education programs have satisfactorily completed these requirements.  (Score is equal 

to the percentage of employees who have completed requirements above __%, if under __% score = 0.)                             WebInservice 

 

OCEP 

/EduCode 

 

200 

100 

   

       



 

© DignityHealth  Generic Hospital Presidents Objectives
 Page 2 of 4  

ABC HOSPITAL SYSTEM HOSPITAL PRESIDENTS/FACILITY COMPLIANCE LIAISON  

COMPLIANCE PROGRAM OBJECTIVES  

Hospital: ____________________________  

President: ___________________________    

Facility Compliance Liaison: ____________________________________    

F.Y.:        2014 

   

4. Audits/Remediation       

 Inpatient Medicare Coding (annual and follow-up SWCT reviews only).  Score is equal to the accuracy rate of the facility in  the audit.  

Only overpayments will be considered.  (Below __ = 0 points; ____________ = __ points; __% and above 100 points.)   100   

 Outpatient Medicare Coding, OPS & ED/ER (annual and follow-up SWCT reviews only).  Score is equal to the accuracy rate of the 

facility in the audit.  Only overpayments will be considered.  (__% - __% accuracy = __ points;   __% -__%  

accuracy = __ points; __%-__% accuracy = __ points; __% and above accuracy = 100 points.)     100   

 Corrective Action Plan elements (Annual and follow-up audits) implemented within agreed upon timetable.  (__-__% =__ points; __% 

and above = 100 points.)   100   

 Skilled Nursing Facility and Sub-Acute Self-Billing Audits 

o Score is equal to the accuracy rate reflected on the quarterly billing self-audits (__% or below = 0 points, __-))% = 80 points, 

__-___% = 90 points, ___% or above =100 points.  Accuracy rate will be verified by System Compliance Director during 

annual audit).    100  

    

5. Screening       

 New hires checked against the OIG exclusion list and criminal background checks per policy.  (Score is equal to percentage of 

completion above __%, under __% = 0.)   100   

        

6.  Hotline/Reporting       

 Initial investigation of Hotline calls/complaints (including privacy & security) is completed within 30 days.  

(Score is equal to percentage of completion)   100   

        

7.  Physician Financial Arrangements Policy          

 Payments supported by a fully executed contract or fall within an applicable Stark or Physician Transaction Policy exception.*  (above 

__% or greater = 200 pts; __-__% = 100, less than ___% = 0 points.)   200   

 Time logs and/or other supporting documentation support payments (__% or greater = 100 points; __%-__% = 50, less than __% = 0 

points.)   100   

 Facility maintains an accurate  mechanism to track deminimus non-monetary items or services to physicians.  (Mechanism accurately 

reflects non-monetary items and services as measured by comparison with expense reports, AP data, and Medical staff office expenses.  

Less than __% = 0 points; __-__% - 50 pts., __% or greater = 100 points.) 

   100   
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8.  Applicable Medicare Program Transmittals and Notices     

 Applicable Medicare Program Transmittals are responded to timely.   (__% and below = 0 points, __ – 79% = 50 points, 80 – 89% = 

75 points, 90% or above = 100 points  100  

 Corrective action plans are implemented consistent with facility response provided on the Change Verification Form.  Score equal to 

percent fully implemented within identified time frames (__% and below= 0 points, __ – __% = 50 points,  __% and above  = 100 

points)   100  

   

9.  Hospital Based Clinic Compliance: 

 Score is based on percent of points achieved from the _____ Clinics Compliance Program Objectives (__% and below = 0 points, 

__% - __% = 100 points, __% or above = 200 points)  200  

    

10. ABNs 

 Outpatient services screened for medical necessity using the _____________approved software and an appropriate Advance 

Beneficiary Notice is delivered to the patient.  Self-audit of 25 Outpatient Medicare records will be performed each quarter validated 

by annual compliance audit.  Score will be equal to accuracy rate. 

  

100 

  

    

11.  HIPAA    

 New hires receive required Privacy and Security education within 30 days of commencing employment (Score equals percent 

completion if over __%, score 0 if percent completion is under __%).  100  

 All new managers receive required Privacy and Data Security manager education using the CPDSA approved tool within 45 days of 

commencing employment. (Score equals possible points if percent completion over 95%, Score 0 if under 95% completion).  100  

 Submit an updated self-assessment plan and complete a Privacy Self Assessment using CPDSA approved assessment tool.  Submit 

quarterly reports summarizing results of self audit.   (Score equals 25 points for each on time quarterly report.).  100  

 Review and update of Parts A, B, D & E HIPAA Organization Chart and submit to the HIPAA organization Chart Custodian. (Score 

equals possible points for completed review and submission of all charges to the custodian by May 1, 2007).  100  

    

 TOTAL 2,800  
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Facility Compliance Liaison: ____________________________________    

F.Y.:        2014 

   

Unless otherwise noted, all points are awarded on the basis of reviews conducted by Internal Audit, the ______ Compliance function or the _____ Systemwide 

Coding Team although __________ reserves the right to utilize other ____ personnel or contractors to perform all or part of the reviews necessary.  The 

percentage score will generally be based review samples, although ________________ reserves the right to review all relevant data rather than a sample of 

_____ 's discretion.  All HIPAA points are awarded based on self-reporting and/or reviews conducted by Internal Audit or Chief Privacy and Data Security 

Administrator. 

 

 

Notes: 

1. Policy and Procedures 

 Per diem and casual employees must be trained within 160 working hours of commencing employment. 

 

2. High Level Oversight 

 The FCL may receive credit for participation through a designee/surrogate for no more than two (2) calls each year. 

 

7. Payments not otherwise complying with the Stark laws or ________ policy will not be treated as compliant for purposes of the scorecard simply because 

________ Legal approves the payment based on other legal requirements. 

 

9. Medicare Program Memorandum 

 Program Memorandum requiring changes to the CDM will be excluded for purposes of the scorecard.  However, it is expected that these Program 

Memorandum are evaluated and appropriate timely corrective action is taken, including completion of the verification form. 

 Appropriate corrective action plans, which include timely implementation of the Program Memorandum, if included with the verification form will 

suffice as completed for purposes of the scorecard.  Action plan completion within established timeframes will be validated during the annual 

compliance program audit. 
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Jay  P. Anstine, JD
Compliance Officer
Advanced Medical Imaging Consultants, P.C.

• Gathering facts and conducting research.

• Drafting written opinions, analyzing issues, and handling verbal 
opinions.

• Tips for navigating disengaged leaders. 

• Q & A.
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1. I mean…this is ok, right?

2. Hey!  Just to give you a head’s up… 

3. So, hypothetically speaking…what if…

4. Now, I don’t want you to do anything with this, but I thought 
you should know…

5. So…off the record...

• You need issues to be employed.

• Solutions often require conflict resolution skills.
• Empathy & knowledge to all sides of an issue-seek win-wins

• Challenge yourself to think outside the box.

• Step 1-Gathering Information.

• Step 2- Conducting Research.

• Step 3-Communicating Your Result.
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“You can tell a [person] is more clever by 
[his/her] questions than [his/her] 
answers.”

-Naguib Mahfouz

• Facts, proposals, organizational history, relationships b/w 
parties, etc.

• Key: The devil is in the details.

• Leverage those in operations.

• Don’t be afraid to ask very basic questions.
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• I am not familiar with ______; please help me understand what 
you mean when you say__________.

• ____ is an area outside my expertise, can you tell me what 
_____ means?

• To make sure I’m on the same page, explain ___ to me like you 
would to someone off the street.

• Tell me if this is correct, ____? (then recount)

• The Marketing Director at Schmidlap Memorial Hospital comes 
to you with a proposal to enhance physician satisfaction by 
giving certain physicians on the medical staff a $50 gift card to 
Sports Authority for “Doctors’ Day”.    

• Can such a gift be given to the physicians?

• The Marketing Director at Schmidlap Memorial Hospital comes 
to you with a proposal to enhance physician satisfaction by 
giving certain physicians on the medical staff a $50 gift card to 
Sports Authority for “Doctor’s Day”.    

• Who has information on proposal?

• Which physicians and why “certain” physicians?

• Is $50 in value ok to give?

• Is the gift card ok to give?
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“My fellow nerds and I will retire to 
the nerdery with our calculators.”

-Richard Hayden,
Tommy Boy (1995)

• Develop a “research plan”

• Primary Authority:

• State and Federal laws & regulations

• Interpretive guidelines

• Fed/State agency alerts (e.g. OIG alerts)

• Organizational policies

• Secondary Authority:

• Past internal communications, scenarios, etc.

• Trade association and law firm websites

• White papers, list serves, blog postings 
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• Proposal: Schmidlap Memorial Hospital wants to give a $50 
gift card to Sports Authority to all physicians on the hospital’s 
medical staff to express appreciation (e.g., Doctor’s Day).

• What primary & secondary authorities do we want to research?

• Any organizational policies?

• Primary Authority:

• Stark law (42 U.S.C. §1395nn)

• Prohibits physicians from referring patients for Medicare-
covered designated health services (DHS) to an entity he/she 
has a financial relationship with…unless an exception applies.

• Is there an exception for gifts?

• “Non-monetary Compensation” 

• Allows DHS entities (e.g., Schmidlap) to provide items or 
services (not including cash or cash equivalents), and benefits 
per year up to $392 (for 2015). (42 C.F.R. § 411.357 (k))

Are gift cards considered “cash equivalents” (?)
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• Federal Anti-Kickback Statute (42 U.S.C § 1320a-7b(b))

• Prohibits soliciting, offering, giving, or receiving remuneration in 
exchange for referrals for items or services covered by federal 
healthcare programs (e.g. Medicare and Medicaid).

• No safe harbor for “nominal gifts”.

• No guidance on what is meant by “nominal”.

• Assume State laws follow Federal Stark law.

• Assume organizational polices follow Federal Stark law.

• The Federal Stark law applies to proposal.

• NMC exception applies.

• Stark on-point, but factor in AKS.
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• Written Opinions

• Verbal Opinions

Background

Issue Statement

Analysis

Conclusion

• Background
• Facts and History

• Identify parties and relevant events

• Tell the Story….but

• Strike a balance

• Key= if the fact affects outcome, keep it. If not, toss it aside.
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• Incidental Benefits?

• Confirms that you understand the facts.

• Confirms to others you understand the facts.

• Background Statement:

• The Marketing Director at Schmidlap Memorial Hospital seeks 
to provide all physicians on the medical staff a $50 gift card to 
Sports Authority during this years’ “Doctors’ Day” as a way to 
express appreciation.  Below is an analysis of these facts 
applied to current regulations.    

Background

Issue Statement

Analysis

Conclusion
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• Issue Statement = asks the question.

• “Under, when, does…” or

• “Under…..can…”

Source: Legal Writing Net.

Issue Statement:

• Under Federal and State law, can Schmidlap Memorial 
Hospital provide a physician a $50 gift card to Sports 
Authority?

Background

Issue Statement

Analysis

Conclusion
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• Any analysis  can be summed up in 4 words…

Is This….A That?

• State the Rule(s) ….
• Stark law is the general rule and provides…

• The NMC exception allows….

• (AKS depending on how formal the memo).

• State law follows Federal law.

• Apply the facts 
• $50 gift card.

• Gift is open to all physicians on the medical staff.

• Doctors’ Day Appreciation.

• $50 gift card considered “cash equivalent”.

Background

Issue Statement

Analysis

Conclusion
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• Conclusion Statement:

• Under Federal and State law, Schmidlap Memorial Hospital 
cannot provide a physician a $50 gift card to Sports Authority. 
The use of a gift card is not be permitted because a gift card 
would be considered a cash equivalent under Stark.

• (Optional)  Recommendation: 

• Schmidlap Memorial Hospital could provide the physicians a 
tangible gift from Sports Authority in the amount of $50 since 
the Stark law does permit such gifts. (Example: jacket, 
backpack, fleece pullover, etc.).

• Spell Out All Acronyms (SOAA).

• Include titles but leave out names.

• Draft, revise, edit…then edit again…and again.

• Use a 2nd set of eyes whenever possible.

• Slow the conversation down.

• Dialogue facts, ask the questions, push back on needing details.

• If leader is reluctant to give details, explain every analysis is 
fact specific.

• If you’re not comfortable giving a verbal opinion, tell them you 
have to check and get back to them.
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• If they push? 

• “Without having all the facts…” or 

• “Without verifying the regulations/policies..”

• Then send an email recounting the conversation, where it took 
place, what was discussed and your response so it is 
documented.

1. “Are you Crazy? You want us to do what?

2. “We’ve always done it this way…”

3. “You just don’t know operations…”

4. “You’re just an obstacle to me getting ___ done.”

5. “Do you know what the ___ I do for a living?”
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• Tip #1- Know Your Audience.

• Shows you know and can speak their language.

• Tailor your message to the audience.

• Tip #2- Ask questions about their business.

• Demonstrates interest in them, likely to reciprocate.

• Tip #3- Regurgitate the issue back to them.

• Demonstrates to the leader that you understand the issue and 
that you are taking the time to find a solution.
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• Tip #4: Be a Partner.

• Provide information in a user-friendly format (e.g. attach 
documents w/ citations vs. cut & paste into an email).

• Approach issue resolution as an educator not a dictator.

• Tip #5: Lead from a mental place of “Maybe” instead of “No”.

• Shows you are open to working hard to find a solution.

• Issue resolution can be a journey…embrace the process.

• Most difficult issues = greatest sense of accomplishment
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• Jay P. Anstine, JD

• Compliance Officer

• Advanced Medical Imaging Consultants, PC

• J.Anstine@advmedimaging.com

• 303-910-1583
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Steven Baruch, CHC, CHRC, CHPC

Physician Non-Monetary Compensation
Practical Tracking Methods & Tools 

April 20, 2015

Session 110

Goals
 Simple & brief overview of the Stark Law and the 

Non Monetary Compensation exception to the law.

 Discussion of tracking non monetary compensation 
strategies….emphasis on discussion

 Discussion of how to audit tracking

 Review some tracking tools

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20152

Stark Law
 The Stark Law prohibits a physician from 

referring patients to an entity—such as a 
hospital or medical foundation—for certain 
“designated health services” payable by 
Medicare if the physician or the 
physician’s immediate family member has 
a financial relationship with that entity—
unless an exception applies.

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20153
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When is the Stark Law implicated?
 If a physician (referral source) refers a 

patient for “Stark” services and the 
referral recipient (e.g., hospital or medical 
foundation) provides “remuneration” to 
the physician (or immediate family 
member), the Stark law is potentially 
triggered. 

 The conduct must then be analyzed to 
determine whether it satisfies a Stark Law 
“exception”.

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20154

The Stark Rule in Plain English (sort of)
 Start with assumption that we CANNOT pay or 

give anything of economic benefit to a physician 
or her family member.  If we do, we cannot bill 
Medicare for services ordered by that physician.

 Next: it might be ok if the arrangement falls into 
an EXCEPTION to the Stark law.

 There is NO guarantee that one is available.

 Lack of bad intent is IRRELEVANT.

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20155

Stark reaches most physician family members too

 husband or wife

 birth or adoptive parent

 birth or adoptive child

 birth or adoptive sibling

 stepparent

 stepchild

 stepbrother / stepsister

 father/mother-in-law

 son/daughter-in-law

 brother/sister-in-law

 grandparent

 grandchild

 spouse of a 
grandparent

 spouse of a 
grandchild

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20156
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What is renumeration
• Remuneration is an extremely broad concept 

under the Stark law.  It includes items, services 
and benefits of almost any type that are 
provided to a referring physician or his/her 
immediate family members.

• Anything of value (i.e., an item, service, or 
benefit that the physician would otherwise pay 
for, such as a meal, a gift on Doctors’ Day, 
education, notary services, flowers, etc…).

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20157

2015 = $392

The Non-Monetary Compensation (NMC)

Exception to the Stark Law

The NMC exception allows an entity that receives 

referrals (such as a hospital or a medical foundation) 

to give a physician items or services that do NOT 

exceed a specific (total) dollar amount per calendar 

year.

* This amount is adjusted annually by the government

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20158

Examples

The Non-Monetary Compensation (NMC)

Exception to the Stark Law (cont’d)

Off campus meal

Event tickets

Golf

Office equipment 
& supplies

Gift baskets

Mugs, sweatshirts,
waterbottles, etc

Use of services,
& employees

Wine

Holiday gifts
Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 20159
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How does your organization TRACK
Non-Monetary Compensation (NMC)?

 Compliance 101: Monitoring vs Auditing
Who is assigned to track NMC?

 Do the employees in your organization 
know about this regulation?

 How are these items reported? Is there a 
process or procedure?

What tool do they use?
 Does compliance audit this tracking in 

sufficient time to remediate?

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201510

How does your organization TRACK
Non-Monetary Compensation (NMC)?

 How do you know if your organization has 
gone above the annual limit?

 If you have multiple locations, which are 
considered a separate entity with a 
separate annual limit (involve legal)

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201511

Regulatory Penalties
 The entities cannot bill for services provided from 

the time NMC has been violated until corrected.

Must correct within 180 days OR
end of the calendar year…

Whichever comes first!
Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201512
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Next……....samplesSteven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201513

Tracking log sample 1

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201514

Tracking log sample 2

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201515
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Tracking log sample 3

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201516

Auditing the tracking

 Response to initial tracking implementation…

“I’ll just pay out of pocket”

 How confident are you that individuals are not 
bypassing  your process or tracking? 

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201517

Auditing the tracking
Response:  
Sample audit expense reports of 
managers & executives
Meals, gifts, events, etc

More education

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201518
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Auditing the tracking
Expense report review (handout)
Staff survey of NMC (handout)
 “Tracker” survey (handout)
Review of tracking logs & receipts

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201519

Steven Baruch, MA, MPA, CHC, CHPC, CHRC  HCCA Compliance Institute 201520

















	  

601  Carlson  Parkway,  Suite  1250  Minnetonka,  MN  55305  

Office  952-924-9920    Fax  952-924-9921  

www.compforensics.com  

Digital	  Evidence	  Specialists	  
NAM	  

E    
  
  
Dear  HCCA  Compliance  Institute  Conference  Participant,  
  
  
Thank  you  for  attending  our  session.    As  promised,  here  is  the  information  for  “opting  
out”  of  the  10  primary  personal  information  resellers.    Remember,  it  is  important  to  
repeat  this  process  every  90  days.    I  urge  you  to  share  this  information  with  colleagues  
and  family.  
  
Should  you  have  any  questions  or  concerns,  please  do  not  hesitate  to  contact  me  
directly  at  952-‐924-‐9920.      
  
Mark  Lanterman  
mlanterman@compforensics.com  
  
  
Spokeo  
Opt-‐out  form:  http://www.spokeo.com/opt_out/new  
Verification  needed:  Email  address  
Promised  turnaround  time:  30  minutes  
  
Pipl  
Opt-‐out  form:  https://pipl.com/directory/remove/  
Verification  needed:  Email  address  
Promised  turnaround  time:  Immediate  
  
ZoomInfo  
Opt-‐out  form:  http://www.zoominfo.com/lookupEmail  
Verification  needed:  Email  address  
Promised  turnaround  time:  "Within  a  few  days"  
  
Whitepages  
Opt-‐out  form:  http://www.whitepagescustomers.com/how-‐do-‐i-‐remove-‐my-‐people-‐

search-‐profile/  
Verification  needed:  Email  address  and  phone  number  
Promised  turnaround  time:  Immediate  
  
PeopleSmart  
Opt-‐out  form:  https://www.peoplesmart.com/optout-‐go  
Verification  needed:  Email  address  
Promised  turnaround  time:  Up  to  72  hours  
  



	  

601  Carlson  Parkway,  Suite  1250  Minnetonka,  MN  55305  

Office  952-924-9920    Fax  952-924-9921  

www.compforensics.com  

Digital	  Evidence	  Specialists	  
NAM	  

E    
CheckPeople  
Opt-‐out  form:  http://www.checkpeople.com/optout  
Verification  needed:  None  
Promised  turnaround  time:  Up  to  10  days  
  
  
BeenVerified  
Opt-‐out  form:  http://www.beenverified.com/optout  
Verification  needed:  Email  address  
Promised  turnaround  time:  24  hours  "in  most  cases"  
  
Intelius    

  
Opt-‐out  form:  https://www.intelius.com/optout.php  for  Intelius;  others  below  
Verification  needed:  Government-‐issued  ID  
Promised  turnaround  time:  7−14  days  for  Intelius;  see  others  below  
  
PublicRecords360  also  has  an  online  opt-‐out  form,  but  note  that  the  form  is  powered  by  
Google  Docs.  If  you  don't  want  corporate  behemoths  to  know  your  identity,  then  I  
recommend  faxing  your  ID  to  425-‐974-‐6194.    
  
Finally,  ZabaSearch—a  formerly  independent  service  that  has  been  acquired  by  
Intelius—accepts  requests  only  by  fax,  after  which  they  take  4  to  6  weeks  to  process.  
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What You Don’t Know 
        

Computer Security for Lawyers

By Mark LanterMan

Can Hurt You
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O
ver the past ten years, 
the landscape of con-
sumer technologies has 
changed drastically.  
Thanks to rapid devel-
opment and innova-

tion, computers as powerful as those that 
took us to the moon now we carry in our 
pockets. The resulting convenience and 
broad access to information is extraor-
dinarily valuable, but easily blinds con-
sumers—and oftentimes vendors—to 
the parallel growth of security risks. 

Personal technology inherently is a 
container for confidential information.  
This is especially true within the 
professional sphere, as lawyers, doctors, 
and other professionals have come to rely 
on such technology to manage business 
and personal information involving 
clients and private relationships.  
Consequently, cyber criminals have 
seen opportunities with the popularity 
and capability of electronic devices 
growing.  This has left many individuals, 
corporations, and government 
organizations vulnerable.  

In the legal profession, clients expect 
that their representation by a lawyer en-
sures the confidentiality of their digital 
information. But while future lawyers in 
law school learn much about the impor-
tance of maintaining client confiden-
tiality, oftentimes digital information 
security is absent from the curriculum.  
Although the learning curve associated 
with computer security is steep, under-
standing it is absolutely necessary— 
especially as a legal professional. 

Remote Intrusion
One primary concern in regards to 

computer security is remote intrusion, 
usually by way of malicious software, 
otherwise known as “malware” or a “vi-
rus.” Malware is diverse; different mal-
ware is designed with a variety of pur-
poses and capabilities. While there is no 
such thing as “benign” malware, some 
types are less threatening. For instance, 
some malware collects data simply to ad-
vertise to you.  But this malware is easily 
detected because the user observes a rash 

of pop-up windows advertising the latest 
as-seen-on-TV product.  

More often than not, however, the 
presence of malware is not immediately 
obvious by its design.  Several malware 
variants are able to suspend a system’s 
antivirus software to avoid detection.  
The reason for this is simple: Cyber 
criminals want to be able to compromise 
your data for the longest time span 
possible.  Frighteningly, cyber criminals 
using malware can monitor a computer 
user’s activity without detection. Such 
malware can capture and transmit 
screenshots and keystrokes all without 
providing any indication to the user. 
Other variants are specifically tailored 
to wait for activity of interest, such as 
online login credentials and financial 
activity.  Some other strains can even 
delete, hide or lock your files.  

Irrespective of its function and as its 
name suggests, malware always has the 
potential to be seriously detrimental.  
Consequently, related data breaches 
can lead to catastrophic damage to your 
reputation and expose you to potential 
litigation.  Defending against malware 
and protecting your clients’ data should 
be a first priority when working from any 
electronic data storage device connected 
to the Internet.

Risks & Remedies
You can shield yourself from malware 

breach of both your and your clients’ 
data with a few simple preventative 
measures.  While there are a vast number 
of vehicles by which malware is down-
loaded, the following practices will lower 
your probability of introducing malware 
to your system.  Again, please note that 
this list is not all-inclusive.  

Phishing. One of the most well-
known tactics employed by cyber crimi-
nals is known as “phishing.”  Phishing is 
the process by which cyber thieves are 
able to lure unsuspecting victims to a 
malicious link that executes malware.  
These malicious links are usually pre-
sented to a user through an email mes-
sage.  Remember the message from that 
poor Nigerian prince?  By clicking on 

the link presented in such a message, the 
user unknowingly initiates the malware 
by accessing the hacker’s webserver.  

Spear-Phishing. Even more unset-
tling than simple phishing is a “spear-
phishing” attack.   Unlike phishing, 
which tries to entice a response from 
many email addresses, spear-phishing is 
a directed attack.  Cyber criminals gath-
er information about a victim, which 
is then used to construct a fraudulent 
email, intended to trick the victim.  
Rather than being obviously nefarious, 
these emails are very realistic.  For exam-
ple, I recently assisted an attorney who 
had received an email purporting to be 
from the court.  The email indicated that 
the attorney had failed to successfully e-
file his motion and that the court would 
dismiss his case with prejudice unless the 
attorney would “click here to complete 
your case e-filing.”  Unfortunately, the 
attorney clicked, and downloaded mal-
ware that allowed hackers remote ac-
cess to the attorney’s computer. Due to 
their nature, phishing attacks are not 
problematic unless the user clicks on the 
link to the malicious webserver within 
the message.  Before you click, “hover” 
your cursor over the link to see the true 
URL—the link that appears in text as at-
torneyalert.com may in fact link to gotcha-
sucker.ru or something similar.  In short, 
avoid clicking on web links contained in 
an email message, especially those that 
look “phishy.”

Free Downloads. Be diligent when 
accessing material from any webpage.  
But be particularly wary of sites that of-
fer free viewing or downloading of copy-
righted material, such as those that offer 
free television programs, movies, and 
pirated software. These sites are often 
hosted within countries with lax com-
puter security laws.  As a result, these 
websites are able to deliver malware by 
exploiting a web browser, like Internet 
Explorer or Google Chrome. Once the 
web browser is compromised, additional 
malware can then be queued to down-
load.  So, resist the urge to search online 
for a pirated version of the latest episode 
of your favorite TV show. 

The burgeoning growth of electronic communications has offered lawyers 

convenience and efficiency previously unimagined. But the benefits have not come 

without costs, including heightened risks that data may be lost or confidentiality 

breached.  Knowing these risks and how to meet them is increasingly critical.
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Outdated Software. Another criti-
cal practice for ensuring the protection 
of your data is keeping any system you 
use up-to-date.  Almost always, vendors  
update their products, including oper-
ating systems, to patch known security 
holes.  This is because the longer an 
iteration of a piece of software is avail-
able, the more time cyber criminals have 
to develop malware to exploit potential 
vulnerabilities.  As a result, older soft-
ware often presents an easy target for cy-
ber criminals wanting to gain unauthor-
ized access to a computer.  Therefore, 
updating all software regularly lowers the 
chance of a malware breakout. 

Simple Safeguards. So what safe-
guards exist to protect yourself against 
malware infiltration of your computer?   
First, ensure that your system has a 
strong password.  A “strong” password is 
considered to be a combination of 8-12 
uppercase and lowercase letters, num-
bers, and special characters. Try not to 
reuse passwords you use to access online 
sites to access your system or vice versa.  
If your password is easy to crack or guess, 
using it for multiple purposes enables cy-
ber criminals to gain access to even more 
of your data.  

Second, install antivirus software and 
keep it up to date.  Installing antivirus 
software is a logical, low-cost first step, 
but it is of little use if not maintained 
properly.  It is considered best practice 
to regularly ensure that your antivirus 
software is functioning properly and is 
completely updated with the latest defi-
nitions of known malware and unknown 
malware behavioral patterns.  

While antivirus software is certainly 
recommended and required by most 
standards, prevention is still the best 
medicine.  Antivirus software is usually 
reliable for identifying known malware, 

but it can miss undiscovered strains.  
Furthermore, as previously mentioned, 
some malware is specifically designed to 
disable antivirus software to carry out 
data theft, so the best way of protecting 
yourself is by maintaining good comput-
er security habits. But these preventative 
measures are only effective if all users of 
a computer adhere to them.  It is the re-
sponsibility of a legal professional to not 
only remain informed about computer 
security, but also to foster a culture of se-
curity in her or his practice.

Mobile Device Security
Lawyers, like anyone else, greatly 

appreciate the convenience of mobile 
computing.  It makes things like client 
communications fast and easy and allows 
work to be done anywhere. As such, it 
also exposes your data to risk anywhere.  
So it’s important to ensure the protec-
tion of your own and your clients’ data, 
even when outside of the office.

Risks of Loss or Theft. Mobile devic-
es, such as laptops, smart phones, PDAs 
and other portable electronic storage 
devices pose distinct threats to data se-
curity.  First and foremost, these devices 
are easier to lose than a clunky 30-pound 
desktop computer.  They are also attrac-
tive to most thieves.  Therefore, it is ab-
solutely critical that they are protected 
against breaches that could occur as a 
result of loss or theft.  

Using strong passwords and enabling 
the ability to erase data remotely can 
achieve this.  Strong passwords or 
passcodes on cell phones may deter a 
would-be data thief from attempting 
to gain access to the device’s data.  
But the preferable option is to use a 
mobile device that has the capability 
to be locked or erased remotely.  If 
used in a timely manner, this function 

bars a thief from accessing your data. 
Luckily, upcoming legislation may force 
phone manufacturers to include such 
capabilities in their mobile products so 
data can be protected in the event that 
a device is lost or stolen.  Other than 
passwords and remote data protection 
capabilities, most phones leave much to 
be desired as far as security.  

Encryption. In the case of other forms 
of portable devices, like laptops and ex-
ternal hard drives or thumb drives, en-
cryption is an important tool that can 
ensure the protection of your data.  En-
cryption safeguards data by scrambling 
it, making it useless without a password 
or security token.  Here again it’s impor-
tant to always choose passwords that are 
not easily cracked or guessed.  Without 
the password or token, the encrypted de-
vice is completely inoperable and, con-
sequently, access to the data is restricted.  
Full drive encryption is a feature of some 
laptops and certain versions of Windows, 
and is available as add-on software.  In 
short, encryption is an accepted tool for 
safeguarding data on laptops and exter-
nal media when you need to take the 
device away from the office. 

Wi-Fi Risks. While physical protec-
tion of your portable device is always im-
portant, an alarming new hacker trend 
also may compromise data without prop-
er safeguards.  More specifically, there is 
always risk when using Wi-Fi networks.  
Wireless connections are vulnerable and 
can allow for the interception of your 
confidential communications.  This 
method is more commonly used than 
device-specific malware for stealing data 
from laptops and mobile devices. With 
the help of a small, easy-to-build device 
known as a “rogue access point,” hackers 
are able to foil the encryption security 
of web pages.  In this way the hacker, 

Bookmark your important 
sites by manually adding 
“https://www” to the URL, 
rather than by relying simply 
on the default “www.”  
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unbeknownst to the user, can intercept 
usernames and passwords that are usu-
ally encrypted as part of the webpage as 
they are entered.  Having intercepted 
these data, the hacker can profile your 
computer usage and gain access to your 
confidential material on websites.  In or-
der to force this encryption, bookmark 
your important sites by manually adding 
“https://www” to the URL, rather than 
by relying simply on the default “www.”  

Note also that there is a risk in 
having devices set to automatically join 
known networks.  Rogue access points 
are frequently used to spoof one of your 
known, trusted networks.  Essentially, 
the rogue access point is able to accept 
the trusted Wi-Fi SSID (the “service 
set identifier” that allows devices on 
the wireless network to recognize and 
communicate with each other) and 
password broadcasted by your device.  
As a result, a hacker can monitor your 
network use.  As a general rule, never 
transmit confidential data via public 
Wi-Fi networks, but rather through a 
cellular “hotspot” available from cellular 
network providers. 

Wi-Fi interception tactics can be 
inhibited by use of what is known as a 
VPN client.  A VPN client or service 
automatically encrypts all network traf-
fic flowing in and out of a given device 
and thereby disallows interception of 
your data.   

Cloud Storage: A New Frontier
Related to web security is another 

service that attorneys often use, known 
as “Cloud” storage.  Cloud storage ser-
vices such as DropBox, SkyDrive, and 
iCloud make files accessible from any-
where on any Internet-connected de-
vice.  But as is typical with widely used, 
convenient, file-storage solutions they 

also pose unique ethical considerations 
for data security.  While these services 
themselves usually maintain strong secu-
rity protocols, users should still be aware 
that breaches of Cloud services are pos-
sible and have happened.  Additionally, 
login credentials for these services could 
be compromised by the aforementioned 
malware or “rogue access point” attacks.  
Therefore, additional layers of security 
should be employed to take full advan-
tage of the convenience of the Cloud. 

When using the Cloud, ensure that all 
your files are at least password-protected 
and ideally encrypted.  This is a simple 
practice and can be accomplished with 
readily available software tools.  Upload-
ing only protected files to the Cloud 
thwarts a hacker’s attempt to access con-
fidential data should they successfully 
compromise your Cloud account.

Data Loss & Corruption
Technology, although usually reliable, 

is certainly not free from the risk of 
breaking down.  Even the most diligent 
computer users can still fall victim to data 
loss.  Sometimes data loss is accidental, 
other times it’s due to malware or 
physical device failure.  Electronic 
storage devices have thousands of 
components and should any one of 
them fail, the data could permanently 
be lost.  Further, modern malware is 
usually never solitary; it snowballs from 
an initial infection, which subsequently 
downloads progressively more advanced 
malware. As a result, some malware 
infections cannot be fully eradicated 
without a fresh installation of the 
operating system. 

In order to protect your own and your 
clients’ data it is important to maintain 
frequent, quality backups.  The cost of 
many backup programs and external 

media has dropped significantly so this 
should not be an inordinate expense.  If 
you ever become the victim of malware, 
disaster or other device failure, backups 
may be the only way to preserve your 
reputation and protect data entrusted to 
you by your clients.

Conclusion
Important documents no longer 

exist in a safe vacuum, thanks to the 
Internet. As online citizens, lawyers 
have heightened ethical obligations to 
consider how best to protect their own 
and their clients’ data.  Following the 
basic security practices outlined above, 
you can protect yourself at the office and 
at home.  Always keep your software 
updated, your passwords strong, and 
your online habits safe. But know your 
limits and recognize when you need 
professional help. As any lawyer will 
agree, continuing education is essential 
to staying effective in an ever-changing 
field.  Computers have added a new 
dimension to the practice that should be 
carefully considered. s

MarK LanterMan is 
CeO and Chief technology 
Officer for Computer 
Forensic Services, based 
in Minnetonka, Mn.  He 
has over 11 years of law 
enforcement experience 
as a police investigator, 
culminating as a member 
of the U.S. Secret Service electronic Crimes 
task Force. Lanterman has successfully led 
thousands of forensic investigations with large 
legal organizations, Fortune 500 corporations, and 
governmental organizations. 

Uploading only protected 
files to the Cloud thwarts a 
hacker’s attempt to access 
confidential data should they 
successfully compromise 
your Cloud account.
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#HIPAAandBEYOND:
Legal Issues in Social Media

CAREEN MARTIN

ATTORNEY

NILAN JOHNSON LEWIS PA

MINNEAPOLIS, MINNESOTA

Overview
 Understanding social media
 Social Media Pros
 Don’t Ban it
 But Respect It: Legal Risks
 Why your Social Media Policy Is Not Sufficient

 Myths
 NLRB

 Patient Complaints on Social Media
 Other Policy Considerations
 Policy Checklist
 Practice Round:  HIPAA Violation or Not?

Social Media Defined
 Websites and applications that enable users to create and share content or 

to participate in social networking
 To uninitiated, frequent communication about mundane seems silly, but:

 New norm – internet users spend more time on social media sites than 
any other

 More powerful than traditional communication 
 instantaneous
 reaches millions
world-wide
 constant
Mobile
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Examples of Social Media

 Facebook: Facebook is a free 
social networking website that 
allows registered users to create 
profiles, upload photos and 
video, send messages and keep 
in touch 
 Wall posts
 Different levels of 

publication and engagement 
per settings

 Depending on privacy 
settings, may be available on 
web

Blogs
 A blog is a web site on which someone writes about personal opinions, 

stories, activities, and experiences (e.g. Caring Bridge)

 Includes “Members only” discussions, which aren’t really

Twitter

 Twitter is a free social 
networking microblogging 
service that allows registered 
members to broadcast short 
update posts called tweets.  

 140 Characters or less

 Followers choose you

 Public and searchable
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Instagram

 Instagram is an online mobile 
photo-sharing, video-sharing and 
social networking service that 
enables its users to take pictures 
and videos, and share them on a 
variety of social networking 
platforms, such as Facebook, 
Twitter, Tumblr and Flickr.

Snapchat
 Snapchat uses the device's camera to 

capture Snaps to send them. The app 
allows the sender to draw or insert text 
on the Snap and determine how many 
seconds (1-10) the recipient can view it 
before the file disappears from the 
recipient's device.

Who’s Using It?

 77 percent of workers have a FB account and nearly 2/3 
of those employees access their accounts during work 
hours

 90% physicians use at least one site for personal use and 
over 65% for professional purposes
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Social Media Pros
 Communicate with patients as customers and engage them where they sit

 Patients connect with other people suffering from the same illness or condition (Patientslikeme)

 Patients can share information and experiences

 Improved results because of better informed patients

 Increased productivity due to patient knowledge

 More patient/provider interaction

 Instantaneous communication in emergency situations, such as drug recall

 Growing your business

 Physicians can share insights about medicine and specific cases at Sermo, online doctors’ 
lounge

 Young consumers prefer businesses with social media presence; how they communicate

Don’t Ban It

 It’s here to stay

 Protect your reputation and control what is being said
 Employees

 Patients

 Your employees are already using it

 Mitigate the risk

Legal Risks

 HIPAA

 Employers that are Covered Entities face direct liability for the acts 
of any member of their workforce that violates the HIPAA privacy 
and security regulations

 Includes employees, volunteers, trainees, any other person whose 
conduct is under the direct control of the Covered Entity, whether or 
not paid by the Covered Entity

 Liability under HIPAA ($1.5 million per year)

 State Attorneys General
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PROTECTED HEALTH INFORMATION 
(PHI) DEFINED

Information
 That is created or received by a health 

care provider, health plan, employer, 
or health care clearinghouse; and 

 Relates to the past, present, or future 
physical or mental health or condition 
of an individual; the provision of 
health care to an individual; or the 
past, present, or future payment for 
the provision of health care to an 
individual; and 

Identifies
 That identifies the individual; or 

 With respect to which there is a 
reasonable basis to believe the 
information can be used to identify 
the individual

Transmitted Electronically

Legal Risks Beyond HIPAA
 Not technically a HIPAA violation . . . 

 But may violate your social media policy
 State privacy laws

 Yath vs. Fairview Clinics, et. al.
 Does your state require written consent?

 Private cause of action
 Employers liable for the conduct of employees acting within the 

scope of employment

 Publication of private facts
 Negligence
 Breach of duty of confidentiality
 Defamation

Legal Risks Beyond HIPAA

 Reputational threat for the organization

 Professional licensure issues for the health professionals

 Doctor who treats a patient over social media

 Professional boundaries
 patients initiating contact blurs lines

 Licensing Board (unprofessional conduct)

 Evidence in malpractice suits
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Why Your Social Media Policy Is Not 
Sufficient

 Majority of publicized social media HIPAA violations take place 
on personal Facebook and Twitter

 The majority of violations do not involve clear cut bad actors

 The road to hell is paved with good intentions

 Birthday cake example

 Proud providers example

 Venting after a long day

 Everyone has a camera and uses it

 Comments – the original post is not a problem, but the 
comments could be

Mitigate the Risk
 Your employees are already on social media

 Go beyond “do not use” in your policies and training
 Understand the nature and purpose of social media: to share

 Pause before posting

 The J.T. rules #1 and #2

 Understand the technology and platform

 DM and IM

 Privacy settings

 Do not post anything you don’t want to see on the front page of the 
newspaper

 Address Social Media Myths (the gray area) . . . 

Social Media Myths

 Myth: It’s Private

 Reality: Once it’s on the internet, 
nothing is private

 Privacy settings matter

 Sharing and retweeting

 Commenting

 Twitter @ and .

 FB wall
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Social Media Myths

 Myth:  It’s okay if I don’t use a name                       
(or I de-identify)

 Reality:  Even without a name it may be a HIPAA 
violation
 Can someone piece it together and identify the 

patient?
 De-identified isn’t always de-identified

 Posting a de-identified picture might not be a 
HIPAA violation, but that doesn’t mean it’s a good 
idea  
 Amputated leg example

Social Media Myths

 Myth: I Can Delete It

 Reality: Nothing is Ever Truly Deleted

 Screen shots

 Twitter Trolls

Social Media Myths

 Myth:  The patient posted PHI first, so it’s okay

 Reality:  Still a potential HIPAA violation

 Difference between patient disclosing and provider 
disclosing

 UCLA hospital banned cellphones when a patient posted a 
group picture

 Followed incident involving employees accessing Britney 
Spears EHR

 Beware the comment on the patient or friend post

 What do you gain?
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Patient Complaints

 HIPAA Privacy Rule:  even if a patient publically discloses PHI, a provider 
may violate by disclosing same information

 Wall posts

 No control over who posts on your wall

 Employees should not respond to patient complaints

 Policy should provide a pre-scripted response to patient complaints 
reiterating compassion, privacy, and instructing the patient how to submit 
a private message.

Other Considerations for your Social 
Media Policy

 National Labor Relations Board (NLRB) active with respect to employee 
rights and social media policies

 NLRB guidance on whether employee social media use constitutes 
protected “concerted activity” or unprotected “individual griping”

 NLRB guidance on social media policies - employer must include specific 
examples of illegal or unprotected conduct in its policy to prevent the 
policy from being unlawfully overbroad under the NLRA

 Report of Acting Gen. Counsel Concerning Social Media Cases, OM 12-
59 (May 30, 2012)

Checklist for Social Media Policy
 Extend existing compliance policies to explicitly include the use of social 

networking sites and other Internet activities
 Apply to both on and off-duty social media conduct
 Emphasize professional behavior
 Include specific examples
 Emphasize how even small seemingly innocuous disclosures can 

constitute a violation
 Distribute social networking policies and reminders
 Employees must sign a written acknowledgement of Social Media Policy
 The policy should contain wording so as to apply to current and future 

social media platforms
 Remind employees that even if the patient is not identified by name or 

by the medical record number the information the employee discloses 
may identify that patient
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Practice Round
HIPAA Violation or Not?

HIPAA Violation or Not?

 60 year old man admitted to the ER with stab wounds and slit 
throat.  Reportedly hospital staff take photographs of the 
dying man and post them to Facebook.

HIPAA Violation or Not?

 Nurses began using Facebook to provide unauthorized shift 
change updates to coworkers.  They did not use patient 
names, but used enough specifics about patients so that 
incoming nurses could prepare for shift.
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HIPAA Violation or Not?

Nursing student posted a photo showing her posing, smiling, 
over a placenta in a plastic tray, while holding up the umbilical 
cord in her gloved hand.

HIPAA Violation or Not?

Facebook post:
“Ever have one of those days where you'd like to slap the ever 
loving bat snot out of a patient who is just being a jerk 
because they can? Nurses shouldn't have to take abuse from 
you just because you are sick. In fact, it makes me less 
motivated to make sure your call light gets answered every 
time when I know that the minute I step into the room I'll be 
greeted by a deluge of insults.”

HIPAA Violation or Not?

 Local newspaper publishes a story about patient’s courageous 
battle overcoming cancer.  Physician tweets the link and states 
“So proud to be a part of this miracle.”
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HIPAA Violation or Not?

EMT on Facebook
 “Three weeks ago I took a lady our age to the hospital after being 

raped at knife point, by a caucasion [sic] male of average build.  
The eerie thing here is that we took a female cop with us to the 
hospital and the victim could only keep stating on [sic] how green 
her assailant’s eyes were when asked to describe him. This took 
place at approximately [address] . . . Additionally her description 
was very detailed considering the horrible event.  Black ski mask, 
two pairs of gloves, very yellow teeth, whispered all commands, 
smelled of bourbon and cigarettes . . . “

HIPAA Violation or Not?

 Emergency Room nurse reposts photo of a messy but empty 
trauma room that had been used to treat a man hit by a New 
York subway and posted it with the caption “#Man vs 6 Train.”  

 No patient in the room, no identifiable information.
 Reposted from someone else’s Instagram

HIPAA Violation or Not?

 As a licensed practical nurse for more than 20 years, Bob knew 
the importance of safeguarding a patient’s privacy and 
confidentiality. One day, he used his personal cell phone to take 
photos of Claire, a resident in the group home where he worked. 
Bob received permission from Claire’s brother to take the photo 
since she was unable to give consent due to her mental and 
physical condition. That evening, Bob ran into William, a former 
employee of the group home.  While catching up, he showed 
William the photo of Claire and discussed her condition with 
him.
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HIPAA Violation or Not?

Twitter Post:
“So I have a patient who has chosen to either no-show or be late 
(sometimes hours) for all of her prenatal visits, ultrasounds, and 
NSTs. She is now three hours late for her induction. May I show 
up late for her delivery?”

Questions?

The End

Careen Martin
Nilan Johnson Lewis PA
cmartin@nilanjohnson.com
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SOCIAL MEDIA/NETWORKING POLICY

Social media (including but not limited to personal and professional websites, emails, blogs, chat
rooms, social networks, Facebook, LinkedIn, Twitter, Google+, Instagram, Pinterest, video-
sharing sites, YouTube, and any other form of electronic communication) are a common means
of communication and self-expression. As a health care provider, ___________ (“Company”) is
required to protect patient information under federal and state privacy laws. Because online
postings can conflict with the interests of Company and its patients, and must comply with
federal and state privacy laws, we have adopted the following policy.

Policy
The same principles and guidelines found in all of Company’s policies and procedures apply to
your online activities. Ultimately, you are solely responsible for what you post online. Before
creating online content, consider the risks and rewards that are involved. Social media is an
acceptable form of communication if, and only if, the communication is professional and
complies with federal and state law.

Know and Follow the Rules
Carefully read this policy, and ensure your postings are consistent with this policy. Employees
are required to follow this policy, whether engaging in social media or electronic communication
while on-duty, while off-duty, while using a personal computer or electronic device, and while
using a Company computer or electronic device. When posting on social media, Company
expects you to:

• Comply with All Company Policies and Procedures

o Your social media content must not violate Company’s policies or procedures,
including but not limited to, Confidentiality of Patient Information, Information
Security, ____________________.

• Speak for Yourself and Use Disclosures

o Do not create a link from your blog, website, or other social networking site to a
Company website without identifying yourself as a Company employee.

o Express only your personal opinions. Never represent yourself as a spokesperson
for Company. If Company is a subject of the content you are creating, be clear
and open about the fact that you are an employee and make it clear that your
views do not represent those of Company, fellow employees, patients, or people
working on behalf of Company. If you do publish a blog or post online related to
the work you do or subjects associated or affiliated with Company, make it clear
that you are not speaking on behalf of Company It is best to include a disclaimer
such as “The postings on this site are my own and do not necessarily reflect the
views of Company.”
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• Respect the Privacy of Others and Comply with HIPAA and State Privacy Laws

o Never share patient information, including pictures of patients and information
that references or relates to patients. You may think that the information you post
is de-identified, or it is permissible because it does not contain the patient’s name,
but information can easily be pieced together. Sharing patient information, even
information that you think does not identify the patient, could be a violation of
federal or state privacy laws and Company policies and procedures.

o Maintain the confidentiality of patients, co-workers, and others. You must at all
times comply with Company’s policies pertaining to confidentiality of patient
information.

o You must also maintain the confidentiality of Company trade secrets and private
or confidential information. Trade secrets may include information regarding the
development of systems, processes, products, know-how and technology. Do not
post internal reports, policies, procedures or other internal business-related
confidential communications. You must also respect financial disclosure laws.

• Be Honest and Accurate

o Make sure you are always honest and accurate when posting information or news,
and if you make a mistake, correct it quickly. Be open about any previous posts
you have altered. Remember that the Internet archives almost everything and even
deleted postings can be searched.

o Never post any information or rumors that you know to be false about Company,
fellow employees, officers, directors, or others working on behalf of Company or
competitors.

• Post Only Appropriate and Respectful Content

o As a health care provider, Company’s employees may be exposed to unusual or
sensitive situations and information. Only post appropriate and respectful
content. Even if information may not seem to identify a patient, the information
may not be appropriate and respectful to post. Pause before posting and consider
whether the benefit outweighs the risk, and how the post may appear to anyone
who sees it.

o Always be fair and courteous to fellow employees, co-workers, patients, and
others.

o Keep in mind that you are more likely to resolve work-related complaints by
speaking directly with your co-workers or by discussing with Human Relations
than by posting complaints through social media. However, if you decide to post
complaints or criticism, avoid using statements, photographs, video or audio that
reasonably could be viewed as malicious, obscene, and threatening or
intimidating; that disparage patients or employees; or that might constitute
harassment or bullying. Examples of such conduct might include offensive posts
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meant to intentionally harm an individual’s reputation or posts that could
contribute to a hostile work environment on the basis of race, sex, disability,
religion, or any other protected status.

o If you choose to disclose your affiliation with Company in an online
communication, then you must treat all communications associated with the
disclosure as professional communications governed by this and other Company
policies.

o Inappropriate postings that may include discriminatory remarks, harassment and
threats of violence or similar inappropriate or unlawful conduct will not be
tolerated and may subject you to disciplinary action, including termination.

o Use caution when commenting on a post or a tweet. Depending on specific social
media settings, comments may be seen by a large number of people. An original
posting may not violate privacy laws or policy, but subsequent comments might.

• Using Social Media at Work

o Refrain from using social media while on work time or on equipment we provide,
unless it is work-related as authorized by your manager or consistent with the
Company Equipment Policy. Do not use your Company email addresses to
register on social networks, blogs, or other online tools utilized for personal use.

o Outside the workplace, you have a right to participate in social media and
networks using your personal email address. You should separate your
professional social website activity from your personal social website activity, if
you may have personal activities that wouldn’t generally be considered
professional.

• Company Social Media Sites

o Individual departments of Company are not permitted to have their own social
media page on any social media network or service unless approved. This
includes but is not limited to services such as Facebook or Twitter.

o Only authorized employees can prepare and modify content for any Company
website and/or social media site.

• Personal Liability

o Employees of Company are personally liable for all communications and
information they publish online. Employees can be held personally liable if they
make statements that violate federal or state privacy laws, an obligation of
confidentiality, violate the rights of others, violate copyright laws, or for
defamatory, libelous, or obscene statements.
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Examples of Conduct that May Violate Policy

• Tweeting about an OB patient who is routinely late to appointments and disparaging that
patient for her rudeness, without naming the patient.

• Posting a picture of a patient’s x-ray, without the patient’s name, to Instagram.
• Commenting on a co-worker’s Facebook post with threatening or harassing messages.
• While off-duty, taking a picture of the backside of an attractive female in the ED and

posting it to Facebook with the message “I like what I like,” even if the woman is not
identified and her face cannot be seen.

• Reposting a photo of a messy but empty trauma room that had been used to treat an
individual who had been hit by a car with the caption “#woman vs. car.”

Right to Search
Company reserves the right to monitor and record all internet and electronic mail usage, to
search and retrieve all such property to determine whether an employee is using resources or an
inappropriate purpose or is otherwise engaged in inappropriate conduct. No employee should
have an expectation of privacy in his or her Company systems or property usage.

Violations
Violations of this policy should be reported to a supervisor, manager, or Human Resources.
Appropriate disciplinary action, up to and including immediate termination of employment, may
be taken against any employee violating this policy.

If these guidelines are violated, we may require employees to correct, edit, or remove a post,
tweet, or statement.

Retaliation is Prohibited
Company prohibits taking negative action against any employees for reporting a possible
violation of this policy or for cooperating in an investigation. Any employee who retaliates
against another employee for reporting a possible violation from this policy or for cooperating in
an investigation will be subject to disciplinary action, up to and including termination.

Nothing in this policy is designed or intended to restrict an employee’s right to engage in
protected activity under the NLRA.

ACKNOWLEDGMENT
Having read and reviewed all of Company’s Social Media Policy:

I, __________________________________________, hereby acknowledge that a copy of the
Social Media Policy has been provided to me on the date indicated below. I understand the
Social Media Policy and I agree to abide by the policy.

_____________________________________ ____________________________________
Signature Date
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Developing a Meaningful 
Compliance Work Plan

Margaret Hambleton
Vice President, Chief Compliance Officer
Dignity Health

HCCA Compliance Institute
April 20, 2015
Lake Buena Vista, FL

Agenda

 Work Plan Objectives
 Elements used to develop a Work Plan
◦ Awareness Survey
◦ Effectiveness Evaluation
◦ Risk Assessment

 Coordinating with audit, education, policy, 
and other activities

 Stakeholder engagement

Work Plan Objectives
 To direct compliance and operations staff 

efforts in the work most critical to 
eliminate potential areas of vulnerability 
and to improve compliance program 
effectiveness

 To determine the adequacy of resources 
(staff, technology, services) used to 
address areas of vulnerability

 To ensure structural and substantive 
assessment of the compliance program
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The Work Plan is Not…

 The OIG’s Work Plan
 Vendor developed plans
 Results of your Risk Assessment alone
 Static
 Developed in a vacuum

The Work Plan Is…

 Reflection of the Organization
◦ Mission
◦ Strategy
◦ Operations
◦ Risk Tolerance

 Dynamic
 Engaging

Work Plan Components

 Awareness Survey
 Effectiveness Evaluation
 Risk Assessment
◦ Internal and External Risk Identification
◦ Assessment
◦ Prioritization
◦ Approval
◦ Implementation and Tracking

 Strategy and Operational Alignment
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The Work Plan Development 
Process

Board

Awareness Survey

Effectiveness Eval.

Establish PrioritiesControl Activities

Monitor

Communicate

Evaluate

Risk Assessment

Broad Focus 
on 

Compliance 
Risks

Develop Work Plans

Awareness Survey

 Helps address structural elements of your 
compliance program

 Companion to Effectiveness Evaluation
 Provides helpful information about 

dissemination of your program to staff

Awareness Survey
 Short and Simple
 Consider multiple deployment methods
 Typical areas of inquiry
◦ Do employees know who the Compliance Officer 

and Compliance Staff are?
◦ Do employees know how to find the Standards of 

Conduct and Compliance Policies?
◦ Do employees know how to report Compliance 

concerns?
◦ Do employees trust that if they report a concern it 

will be addressed?
◦ Do employees think their co-workers, supervisor, and 

organization leaders act with integrity
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Effectiveness Evaluations
 What do you measure?
◦ Eight elements (including risk assessment)
 Authority
 Policy and Procedures (including Standards of 

Conduct)
 Training and Education
 Reporting
 Auditing and Monitoring
 Response and Prevention
 Enforcement
 Risk Assessment and Work Plan Development

Effectiveness Evaluation
 How do you measure effectiveness?

Issue to be Scored Description Score Score Basis Comments

1.00 Annual Risk Assessment and Evaluation

1.01 Has an annual compliance risk 
assessment been performed by the SJHS 
Compliance Department in the last two 
years in order to identify the relevant 
compliance risk areas? 

Formal mechanism exists to evaluate 
organizational compliance risks.  Process for 
evaluation is documented, the assessment is 
completed in accordance with established 
process, and communicated to the Board and 
other stakeholders.

1.02 Have the results of the prior year 
compliance risk assessment been 
communicated to the Board and other 
stakeholders? 

Documentation in the form of minutes, 
memoranda or other documentation reflect that 
the risk assessment is communicated to the Board 
and other stakeholders along with sufficient 
detail for the Board to evaluate the adequacy of 
the assessment and to prioritize resources based 
on identified risks.

1.03 Was a compliance effectiveness 
evaluation developed in the last year by 
the SJHS Compliance Department  to 
identify opportunities to improve the 
effectiveness of the SJHS Ministry 
Integrity Program?

Formal mechanism exists to evaluate compliance 
program effectiveness.  Process for evaluation is 
documented and the assessment is completed in 
accordance with established process.

1.04 Does the compliance office 
communicate the results of prior annual 
compliance effectiveness evaluations to 
the Board and other stakeholders? 

Documentation in the form of minutes, 
memoranda or other documentation reflect that 
the effectiveness assessment is communicated to 
the Board and other stakeholders along with 
sufficient detail for the Board to evaluate the 
effectiveness of the compliance program and 
determine program improvements necessary to 
improve effectiveness.

Effectiveness Evaluation
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Effectiveness Evaluation

Effectiveness Evaluation
 How do you measure effectiveness?

Effectiveness Evaluation
 How do you measure effectiveness?
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Other Methods of Measurement

 Employee Surveys
 Interviews or Focus Groups
 Document Reviews
 Benchmarking against other providers
 Denial Management
 Existing Measures
 Compliance Training Quizzes

Risk Assessment
 Eighth element of an effective compliance 

program
 Government guidance
◦ Federal Sentencing Guidelines
 “Organizations shall periodically assess the risk of 

criminal conduct and shall take appropriate 
steps…

◦ OIG Program Guidance
 “Institutions should consider conducting risk 

assessments to determine where to devote audit 
resources…”

Definitions
 Risks – Observable events or conditions that 

may occur and, if they do occur, would have a 
harmful effect. The impact of a risk should be 
measurable or definable in specific observable 
terms (i.e. financial, legal, reputational, etc.)

 Inherent Risk – The risk of an event occurring 
without consideration for internal controls

 Residual Risk – The risk that remains after 
considering current controls



3/17/2015

7

Definitions
 Risk Identification – The process by which 

the universe of risks is identified
◦ Audits
◦ Literature
◦ Enforcement/regulatory
◦ Impressions of individuals engaged in the 

process
 Risk Assessment – The process by which 

identified risks are evaluated and 
prioritized

Definitions

 Risk Tolerance – The amount/type of risk 
the organization is willing accept
◦ Cultural considerations – the organizations 

mission and values
◦ Strategic considerations
◦ Capacity considerations

Why Conduct a Risk Assessment

 Proactive versus reactive
 Supports enterprise risk management
 Cultural integration
 Raises awareness of program value
 Mitigation of penalties
 Continuous program improvement
 Basis for annual work plan
 Identifies needed resources
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Risk Identification

 Surveys
 Interviews
 Prior audit findings
 Prior compliance investigations
 Exit Interviews with separating employees
 External sources

Risk Identification

 Exposures now and in the next 3-5 years
 Key process or functions
 Key strategic initiatives
 Complex studies, processes or functions 

with multiple stakeholders, hand-offs, 
control, and authority

Risk Identification

 Open ended surveys or interviews
◦ Rely on the expertise of the individual being 

surveyed
◦ Supports a wide range of potential risks
◦ Can be difficult to adequately define and 

compare risks
◦ One-on-one interviews allow for additional 

probing
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Risk Identification
 Risk ranking
◦ Pre-defined listing of potential risks
◦ Surveys readily available in the market
◦ Quick and easy for participants
◦ Be aware – this is not a true risk assessment 

(although it may be sold as one)
◦ Be careful not to confuse controls with risks

Risk Identification
Controls vs. Risks
 Controls:
◦ Policies, procedures, audits, education, management 

approvals, quality reviews, automation, program structure, 
etc.

◦ Examples:
 Does the organization have a policy on conflict of interest?
 Does the organization update the standards of conduct 

periodically?
 Are Compliance Committee minutes reviewed?
 Are procedures in place to identify and address billing 

misconduct?
 Who is responsible for monitoring and enforcing adherence 

to these policies?

Risk Assessment
 Impact (Severity)
◦ Financial
◦ Legal
◦ Reputation
◦ Operations
◦ Strategic

 Vulnerability
◦ Likelihood/Frequency/History
◦ Complexity
◦ Rate of Change

 Controls
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Assessment Tools

 Risk Map
 Gap Analysis
 Risk Prioritization Scoring

Simple Risk Map
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Gap Analysis

Risk Prioritization Scoring
Compliance Risk Assessment - FY15

Risks Impact Vulnerability Prioritazation

Risks
Financ
ial

Reputa
tion

Legal/
Regula
tory

Stakeh
olders

Operat
ional

Strate
gic

Impact 
Score

Likelih
ood / 
Histor
y

Compl
exity

Rate 
of 
Chang
e

% 
Uncon
trolled

Total 
Vulner
ability

Risk 
Priorit
y 
Score Comments

Category Risk

Risk 1 5 5 4 3 3 4 24 4 4 2 75% 7.5 180.0

Risk 2 5 4 5 3 4 4 25 2 2 2 25% 1.5 37.5

Risk 3 1 2 3 4 3 2 15 4 5 5 95% 13.3 199.5

Risk 4 3 3 3 4 3 3 19 4 5 4 50% 6.5 123.5

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

Risk Impact

 Severity measure
 Define scoring terms in very specific 

terms
◦ Numeric scoring
◦ High – Low
◦ Example: High=Loss or additional expense 

greater than 1% of gross revenue (financial 
impact)
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Vulnerability Scoring
 Consider without controls to understand the 

inherent risk
 Specific definition of terms (scores)
 Vulnerability may include:
◦ Likelihood of failure
◦ History of failure
◦ Rate of change
◦ Complexity of process
◦ Detectibality of failure

Evaluating the Control Environments

 Extent of variation
 Routine review or audit of process
 Human factors 
◦ Standard work
◦ Communication, hand-offs, redundancy, work 

around, reliance on memory, etc.

Risk Tolerance

 Continuum ranging from total avoidance 
of risk to total acceptance

 Tied to mission and organizational 
governance and leadership

 Understand that you probably can not 
address all risks identified
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Work Plan Development
 Identifying and prioritizing risks creates 

risk if nothing will be done with the 
information

 Audits are not corrective action!
 Understand the root cause
 Resources available

Work Plan Development

 Involve stakeholders
 Communicate 
 Monitoring and ongoing periodic 

assessment
 Re-evaluate and reprioritize at next risk 

assessment

Planning Each Element
 Definable goal (By 12/31/15 testing will 

demonstrate 100% billing accuracy 
consistent with the 2-Midnight Rule)
◦ S – Specific
◦ M – Measurable
◦ A – Attainable
◦ R – Relevant
◦ T – Time-Based

 Milestones/Scheduling
 Resources
 Tracking
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Coordination

 One work plan or many?
◦ Compliance Work Plan
◦ Education Plan
◦ Compliance Audit/Review Plan
◦ Internal Audit Plan
◦ Others (ERM, Risk, Security, Privacy, etc.)

 Who owns the plan?

Stakeholder Engagement
 Include key stakeholders in Effectiveness 

Evaluation and Risk Assessment process
 Alignment with operational priorities and 

strategy
 Consider burden and benefit
 Use your experts
 Communicate Plan and Progress
◦ Governing Body
◦ Executive Leaders
◦ Compliance Committees
◦ Departments helping you or doing the work

Questions/Discussion



   
Corporate Compliance 

The time is always right to do what is right 

Compliance Awareness Survey 2014 
 
Section I Knowledge of Program (1-5 Strongly Disagree – Strongly Agree) 
 
1.  I am familiar with Dignity Health's Compliance and Privacy program 
2.  I am familiar with Dignity Health's Standards of Conduct 
3.  I know how to access a copy of Dignity Health's Standards of Conduct 
4.  I know how to access Dignity Health's Compliance and Privacy policies 
5.  I know who my local Compliance and Privacy contact is  
 
Section II Demonstration of Compliance (1-5 Strongly Disagree – Strongly Agree) 
 
6.  Dignity Health's Executive Leadership Team demonstrates ethical and compliant behavior 
7.  My local executive leadership team demonstrates ethical and compliant behavior 
8.  My supervisor demonstrates ethical and compliant behavior 
9.  My co-workers demonstrate ethical and compliant behavior  
 
Section III Reporting (1-5 Strongly Disagree – Strongly Agree) 
 
10. I know how to report compliance and privacy concerns I may have 
11. I know the phone number and/or website address for the compliance Hotline 
12. If I report a compliance or privacy concern, I know my concern will be taken seriously 
13. If I report a compliance or privacy concern, I know my concern will be fully investigated 
14. If I use the Hotline, I trust I can remain anonymous 
15. I believe Dignity Health will not retaliate against me for reporting a compliance or privacy concern 
 
 
 
 
 
 

D i g n i t y    J u s t i c e    C o l l a b o r a t i o n    S t e w a r d s h i p    E x c e l l e n c e  
 



Corporate Compliance

D   i   g   n   i   t   y     *     J   u   s   t   i   c   e     *     C   o   l   l   a   b   o   r   a   t   i   o   n     *     S   t   e   w   a   r   d   s   h   i   p     *     E   x   c   e   l   l   e   n   c   e

Facility:

Name:

Title:

Issue Description Score Score Basis
Review 
Group

1.00

1.01
Has an annual compliance risk 
assessment been preformed to 
identify the relevant risk areas?

Formal mechanism exists to evaluate 
organizational compliance risks. Process for 
evaluation is documented, the assessment is 
completed in accordance with established 
process, and communicated to the Board and 
other stakeholders.

CT

1.02
Are identified risks prioritized based 
on impact?

Mechanism is established and documented to 
prioritize risks based on objective criteria for 
evaluating the severity, potential frequency, and 
likelihood of risk realization. 

CT

1.03
Does risk assessment consider both 
internal and external sources for risk 
identification?

Internal documents (Internal Audit reports, trended 
data, hotline calls, coding audits, and focused 
audit reports) and external documents (OIG 
guidance, fraud alerts, memorandum, etc.) are 
evaluated and considered in the development of 
the annual risk assessment and work plan. 
Documentation supports the evaluation of these 
internal and external sources.

CT

1.04
Does the Compliance Department 
work plans address the identified 
risks?

Annual work plans are tied directly to the risks as 
identified in the risk assessment. Work plan cross-
references to the risk assessment.

CT

1.05
Are appropriate and sufficient 
resources provided to address 
identified risks?

Time, resources, materials, internal and external 
expertise, and support necessary to carry out 
effective action plans is documented. Sufficient 
resources are provided for risks identified as 
demonstrated by effective, documented, 
completion of work plan elements within approved 
budget and timeframes.

CT

Section Score #DIV/0!

Annual Risk Assessment and Evaluation

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

FY15 Compliance Function
Effectiveness Evaluation
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

2.00

2.01
Is the Standards of Conduct 
reviewed at least every year?

Documentation provides evidence that the 
Standards of Conduct have been reviewed and/or 
revised within the past year (formerly every 3 
years). Review and revision dates are maintained 
and a system for tracking required review dates is 
maintained. Documentation of the basis for 
revisions is reviewed by the governing body. 

CT

2.02

Are current/existing policies reviewed 
at least every year to reflect changes 
in laws, regulations or processes and 
identified risks?

Review of all compliance related policies show that 
all policies have been reviewed and/or revised 
within the past years (formerly every 3 years). 
Effective dates, review dates and revision dates 
for all policies are maintained and a system for 
tracking required review dates is maintained.

CT

2.03
Are all employees provided a copy of 
the Standards of Conduct?

Documentation supports that all employees have 
received a copy of the Standards of Conduct.

CT
O

2.04

Are all new employees oriented to 
the Dignity Health compliance 
program and Standards of Conduct 
within 30 days of their date of hire?

Review of President/FCP annual compliance 
objective results shows that all employees 
(audited by sampling) received compliance 
orientation including the Standards of Conduct 
within the first 30 days of hire.

CT
O

2.05

Do employees receive orientation to 
compliance policies and required 
education within 30 days of the 
effective date of revised/new 
policies?

Review of President/FCP annual compliance 
objectives results shows all affected employees 
(audited by sampling) receive orientation to 
compliance related policies within 30 days of the 
effective date.

CT
O

Section Score #DIV/0!

3.00

Policies and Procedures

High level Oversight



Corporate Compliance

D   i   g   n   i   t   y     *     J   u   s   t   i   c   e     *     C   o   l   l   a   b   o   r   a   t   i   o   n     *     S   t   e   w   a   r   d   s   h   i   p     *     E   x   c   e   l   l   e   n   c   e

Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

3.01
Does the board encourage and 
expect that everyone adhere to a 
"culture of compliance"?

The Standards of Conduct, HR policies, and other 
corporate documents set forth the expectations for 
compliant and ethical behavior by employees, 
contractors and others working on behalf of Dignity 
Health. These documents and expectations are 
effectively communicated to employees at 
orientation and appropriately thereafter.

CT

3.02

Does the Chief Compliance Officer 
oversee the effective implementation 
and operation of compliance 
initiatives and work plan elements?

Documentation supports that the Chief 
Compliance Officer effectively communicates work 
plans and other compliance initiatives to 
appropriate stakeholders (including corporate 
executives, hospital presidents, FCP's, and 
others). Compliance Officer periodically reviews 
(no less than quarterly) status of work plan 
elements and compliance initiatives, reassigning 
resources or taking other corrective action as 
necessary to ensure effective implementation.

CT
O

3.03

Do members of the System 
Compliance team facilitate the 
development of action plans to 
correct defects?

System Compliance team members facilitate the 
development of and/or review corrective action 
plans to ensure they are appropriately developed 
and effectively communicated to appropriate 
individuals. System Compliance team members 
ensure action plans set forth reasonable 
expectations and time frames for correction. 
Action plans are monitored on an on-going basis 
to ensure that agreed upon timeframes are met. 
Action plans are periodically reassessed to ensure 
they adequately correct deficit.

CT
O
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

3.04

Are Facility Compliance 
Professionals members of the 
executive management team within 
their facility?

FCPs have a direct reporting relationship to a 
member of Senior Management. The relationship 
is published on facility organizational charts and 
other organizational material. The FCP job 
description clearly states the direct reporting 
relationship to the facility president. FCP's  are 
granted similar authority [for implementing 
compliance initiatives and for initiating corrective 
actions] as other executives in the facility.

CT
O

3.05

Do FCPs, FCPs and FCPs regularly 
report compliance activities, 
investigations and concerns to 
facility presidents?

Documentation supports regular written 
communication from the FCP to the Hospital 
President related to compliance activities, 
initiatives, corrective action plans, status reports, 
and investigations. 

CT
O

3.06

Are Service Area Compliance 
Committees adequately reviewing 
compliance and privacy initiatives 
and operations and ensuring timely 
and effective completion of 
corrective actions?

Service Area Compliance Committee meeting 
minutes reflect discussion of compliance and 
privacy initiatives, audit findings, program status, 
investigations, and corrective action plans. 
Documentation provides evidence that the 
Committee is adequately overseeing corrective 
action plans to ensure timely completion. 
Compliance Committee is provided on-going 
monitoring reports to ensure corrective actions are 
effective.

CT
O

Section Score #DIV/0!

4.00

4.01

Does Dignity Health have a policy 
mandating compliance education for 
all employees (and where 
appropriate non-employees or 
contractors)?

Written, approved policy exists which identifies the 
educational requirements for all employees. Policy 
states requirement for on-going or recurring 
education and sets forth required timeline.

CT
O

Training and Education
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

4.02

Does Dignity Health have a policy 
mandating job related education for 
employees determined to be in high 
risk roles?

A written, approved policy exists mandating job 
related education and sets forth the timing and 
recurrence (if necessary) of this education. Roles 
and responsibilities of employees are considered 
and periodically reassessed to determine if 
employees are in high risk roles requiring 
additional education.

CT
O

4.03
Is education provided consistent with 
established policy?

Sign-in sheets, learning modules or educational 
materials, method of training, and instructor 
qualifications are maintained for all compliance 
training and education. Training is provided 
consistent with the written policy mandating 
education and documentation supports the training 
is completed within the required timing. Methods 
are established to ensure employees receive the 
required education within specified time periods.

CT
O

4.04

Does a written approved policy exist 
and are employees disciplined 
appropriately for failing to complete 
required compliance training?

Written, approved policy exists which sets forth the 
disciplinary action which will be administered for 
failing to complete required compliance education. 
Mechanism exists in Human Resources to identify 
and track discipline administered for failures to 
complete required education. Documentation 
supports discipline has been administered for 
failures to comply.

CT
O

4.05

Is adequate documentation 
maintained to ensure contractors 
and other third parties have 
completed required compliance 
education?

The requirements for training and education 
specific to contractors and other third parties are 
identified in written, approved policy. Training is 
delivered consistent with this policy. Mechanisms 
exist to track and ensure training is delivered to all 
applicable contractors.

CT
O
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

4.06

Does the System Compliance office 
effectively communicate changes 
from CMS and other regulatory 
agencies through the Dignity Health 
Transmittal process?

Written documentation exists to demonstrate the 
timely dissemination of CMS transmittals and other 
regulatory agency requirements. Subject matter 
liaisons provide adequate guidance to the 
business units on corrective action necessary.  
Business units timely implement and document 
corrective actions as necessary. 

CT
O

Section Score #DIV/0!

5.00

5.01

Has Dignity Health adequately 
communicated the availability of the 
Hotline for reporting compliance 
related concerns?

Documentation supports employees are informed 
of the existence and availability of the Hotline upon 
hire and periodically thereafter (no less than 
annually). Newsletters, posters, and other 
methods of communication are utilized to reinforce 
the existence and availability of the Hotline.

CT
O

5.02

Are investigations into matters raised 
by hotline line reports or through 
other reporting avenues timely, 
thorough and credible?

Mechanism exists to ensure reviews / 
investigations are conducted by appropriate 
individuals, that all concerns are thoroughly 
reviewed, conducted without bias, coordination 
with other appropriate departments or individuals 
(HR, Legal, FCP).

CT
O

5.03

Have managers and other 
appropriate individuals received 
formal training on investigating and 
responding to hotline calls?

Managers and others typically involved in 
investigating hotline calls (HR representatives, 
FCP's) receive annual education related to 
investigation techniques and appropriate 
documentation of response.

CT
O

5.04
Are hotline and non-hotline reports 
trended?

Reports are generated related to the 
demographics of callers, allegations, and findings. 
Trends are analyzed and considered as part of the 
annual compliance planning process. 

CT
O

Hotline Reporting
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

5.05

Are hotline and non hotline trends 
considered when evaluating 
organizational risks and in the 
development of annual work plans?

Documentation supports that Hotline call trend 
data is considered when conducting the annual 
compliance risk assessment and development of 
the annual work plan.

CT

5.06

Has Dignity Health adequately 
communicated to system wide 
leaders, managers, employees and 
others that it will not tolerate 
retaliation for reporting issues / 
concerns?

The Standards of Conduct, HR policies, and other 
corporate documents state Dignity Health will not 
tolerate retaliation for reporting issues/concerns. 

CT
O

5.07

Are reports generated from non-
hotline sources documented and 
investigated in a similar manner as 
hotline calls?

A formal mechanism exists to document and 
investigate calls/reports received through sources 
other than the hotline. Formal process requires 
investigation within 30 days of the date of the 
report. Process requires tracking and reporting of 
these calls/reports. Corrective action plans are 
developed and tracked.

CT
O

Section Score #DIV/0!

6.00

6.01

Does Dignity Health develop an 
audit/monitoring plan based on high 
risk or high vulnerability areas 
identified through the risk 
assessment for the fiscal year?

Annual work plans (including internal audit, coding 
compliance, and compliance team) are tied 
directly to the risks as identified in the risk 
assessment. Work plan is cross-referenced to the 
risk assessment.

CT
O

6.02
Does Dignity Health communicate 
budget and required resources 
needed for work plan objectives?

Documentation supports that communication to 
facilities is provided outlining budgetary and 
performance needs required to complete 
compliance activities for fiscal year.

CT
O

6.03

Are Dignity Health audits and 
reviews conducted or supervised by 
personnel with subject matter 
expertise?

Documentation supports that individuals 
conducting audits have been properly trained 
and/or have expertise in the subject matter being 
audited. Formal mechanism exists to review 
expertise of auditors prior to new auditing 
assignment. Individuals conducting audits are 
provided with subject matter experts who they can 
contact if the auditor has questions.

CT
O

Auditing and Monitoring 
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

6.04
Are Self-assessments created in a 
manner which fosters objectivity in 
execution and reporting?

Audit tools (including internal audit, coding 
compliance, and compliance team) provide for self-
assessments to be developed with sufficient rigor 
to assure accurate measurement (i.e. require 
supporting documentation, record review, 
observation of practice, etc.). Individuals 
conducting self-assessments are independent of 
the process being reviewed. Individuals 
conducting self-assessments are provided training 
and/or sufficient instructions to conduct 
assessment. Selected self-assessments findings 
are validated at a higher level to ensure accuracy.

CT
O

6.05

Are applicable plans of correction 
developed, implemented and 
monitored to mitigate non-
compliance?

Documentation supports a formal mechanism is in 
place requiring plans of correction for every audit 
finding out of compliance. Plans of correction 
include the activities to be preformed, goals, 
responsible parties and timelines for completion. 
Plans of correction are monitored to ensure work 
is being completed in accordance with the plan.

CT
O

6.06
Is there a system wide trend analysis 
of identified deviations ?

Audit findings are summarized, tracked and 
trended across the system. Deviations in 
performance are reported to the governing body. 
Deviations are reviewed as part of the annual risk 
assessment process and in the development of 
the annual work plan.

CT
O

6.07

Are new service lines and programs 
evaluated, prior to the provision of 
services, for potential risks using 
both internal and external expertise 
(as necessary) to assure operational 
compliance and corrective action 
plans developed to mitigate identified 
risk?

A formal mechanism exists to evaluate new 
service lines, programs and joint ventures (prior to 
the provision of services) for potential risks. 
Formal mechanism exists to document corrective 
action and to mitigate identified risks. Identified 
risks are evaluated against the established work 
plan and considered in future work plans. 

CT
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

6.08

Are refunds for overpayments made 
within the required timeframes, and 
are facilities completing and 
submitting the monthly refund logs 
per Dignity Health policy?

Documentation supports that overpayments 
identified during the course of an audit/review, or 
normal course of business are promptly refunded 
in accordance with established policy. Refund logs 
can be tied specifically to audit findings or patient 
account reconciliations. Compliance Department 
reports are distributed and demonstrate facility 
compliance. Where Optum360 performs this 
function, clear communication is documented 
between the facility and Optum360 identifying 
refunds to be completed and confirmation of 
completion.

CT
O

Section Score #DIV/0!

7.00

7.01

Has an investigation policy / 
procedure been established to 
identify how the organization will 
respond to reported, suspected or 
confirmed non-compliant activities?

Written, approved policies and procedures exist 
demonstrating the process and protocol, including 
job function responsibilities, timeliness, etc. for 
investigating reports of non-compliance. 
Procedures provide for informal fact finding 
reviews along with more formal investigations. 
Policy outlines the determination and 
circumstance for immediate steps (i.e. halting the 
provision of a service, placing a bill hold, etc.) 
where necessary. Policies outline reporting 
requirements for investigations and findings.

CT
O

7.02
Is there a documented process for 
timely investigations, including status 
reporting requirements.

Formal mechanism exists for tracking the progress 
of an investigation. Requirements for 
documentation of the investigation are provided in 
policy. Policy outlines requirements for periodic 
reports to the Chief Compliance Officer and Board.

CT
O

Investigation Process
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

7.03

Is there a process for the 
identification and repair of any 
internal controls or management 
deficiencies implemented? 

Policy establishes requirement for corrective 
action plans. Corrective action plans are tracked 
and monitored for effectiveness and timeliness. 
Corrective action plans are documented in 
accordance with established policy, including 
identification of an accountable individual. 
Discipline considered as part of a corrective action 
plan is consistent with policy and consistent with 
similar offenses identified.

CT
O

7.04

Does Dignity Health have a practice 
of ensuring risks identified in 
individual facilities are assessed in 
similar facilities or service lines

A formal process to track and review investigation 
findings exists. A review of investigation findings is 
conducted to determine if similar deficiencies may 
exist in other facilities or with other services lines. 
The requirement for additional reviews or 
broadened investigation is documented. Additional 
reviews, audits or investigations are conducted to 
ensure similar facilities/programs are in 
compliance with regulatory 
guidance/requirements.

CT
O

7.05

Are findings of investigations, 
outcomes of corrective actions, and 
prevention plans regularly reported 
to appropriate management and 
governing bodies?

Documentation in the form of meeting minutes, 
memorandum, or other written communications 
from the Chief Compliance Officer to the board or 
appropriate board committee evidence timely 
communications and discussion of investigations 
and corrective actions. 

CT

7.06

Are appropriate responses to 
government inquiries initiated timely 
and responded to in an appropriate 
manner?

Written, approved policy provides guidance related 
to the timely and appropriate response to 
government inquires and investigations. 
Documentation supports responses to government 
investigations are consistent with policy. Policy 
and practice supports non-retaliation for reporting 
concerns to the government.

CT
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

7.07

Are corrective actions in response to 
investigations consistent with legal 
obligations and with the 
recommendations of relevant 
regulatory agencies?

Written, approved policy sets forth the 
requirements for repayment and other appropriate 
corrective action. Documentation supports 
corrective actions are consistent with policy 
including repayment and reporting obligations. 
Corrective action plans are consistent with 
recommendations made by regulatory agencies.

CT

Section Score #DIV/0!

8.00

8.01

Is there a process in place to check 
criminal backgrounds, and OIG/SAM 
database on all employees and 
contractors?

Formal HR records demonstrate that background 
reviews, including criminal and exclusion 
checking, is completed for all employees upon hire 
and monthly thereafter. 

CT
O

8.02

Are employees appropriately 
disciplined for failure to comply with 
Dignity Health Standards of Conduct 
and Compliance Policies?

The Standards of Conduct and other policies set 
forth the requirement for disciplinary action for 
failure to comply with the Standards. Every Human 
Resource department has a mechanism to track 
disciplinary actions related to adherence with the 
Standards of Conduct.

CT
O

8.03
Is Disciplinary action consistently 
applied within facilities and Dignity 
Health system-wide ?

Documentation supports that disciplinary actions is 
consistently applied to all levels of employees, 
within individual facilities, and among Dignity 
Health facilities.

CT
O

8.04

Does every Human Resource 
Department have a mechanism to 
track and trend compliance related 
disciplinary actions?

Every Human Resource department has a 
mechanism to track and trend compliance related 
disciplinary actions. HR departments provide 
periodic (no less than annual) summary reports of 
disciplinary action to the Compliance Department. 

CT
O

Enforcement and Discipline
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Issue Description Score Score Basis
Review 
Group

Score - 5 = Always, 4 = Almost Always, 3 = Sometimes, 2 = Rarely, 1 = Never, DK = Don't Know

8.05
Is compliance an element of 
performance reviews and incentive 
compensation decisions?

Job descriptions for all employees provide key 
language elements related to required Compliance 
performance. Job descriptions for supervisory 
personnel include additional elements related to 
their responsibilities to ensure their staff meet the 
compliance elements.

CT
O

Section Score #DIV/0!

1.0 Risk Assessment and Evaluation #DIV/0!

2.0 Policies and Procedures #DIV/0!

3.0 High Level Oversight #DIV/0!

4.0 Training and Education #DIV/0!

5.0 Hotline Reporting #DIV/0!

6.0 Auditing and Monitoring #DIV/0!

7.0 Investigation Process #DIV/0!

8.0 Enforcement and Discipline #DIV/0!

Score Summary
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Category Risk

Risk 1 5 5 4 3 3 4 24 4 4 2 75% 7.5 180.0

Risk 2 5 4 5 3 4 4 25 2 2 2 25% 1.5 37.5

Risk 3 1 2 3 4 3 2 15 4 5 5 95% 13.3 199.5

Risk 4 3 3 3 4 3 3 19 4 5 4 50% 6.5 123.5

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0

0 0.0 0.0



Score Financial1 Reputation Legal/Regulatory Stakeholders2 Operational Strategic Likelihood/History Complexity3 Rate of Change4 % Uncontrolled
5 Critical material 

potential financial 
impact over .5% ($52M) 
of total revenue

National and 

international press 

coverage (negative)

Federal or State legal 

action highly likely, 

strong potential for 

CIA. Possible 

exclusion. Significant 

fines/settlement 

likely

Significantly impacts 

stakeholder 

relationships and any 

metrics set with 

stakeholders

Significantly 

impacts the 

efficiency and 

effectiveness of 

operations

Significantly 

impacts the 

achievement of 

the organizations 

objectives.

High recent previous 

adverse experience. 

Highly likely to 

experience this risk 

in the next 12 

months

Risk affects a high 
number of 
processes. Process 
involves significant 
coordination between 
departments / 
individuals.

Process is affected by or 
directly impacts people, 
processes, or systems 
that have a high rate of 
change. Significant 
changes in laws, rules, 
policies, processes, 
infrastructure in the past 
six months.

100% No controls currently 

in place. Residual risk 

is equal to the inherent 

risk due to a lack of 

control effectiveness. 

4 Significant material 
financial impact 
between .1% ($10.4M) 
and .5% ($52M) total 
revenue

National journal 

coverage (i.e. Modern 

Healthcare) some 

regional or local 

negative popular 

press coverage

Federal or State legal 

action likely. 

Potential for CIA. 

Significant 

fines/settlement 

possible.

High impact to 

stakeholder 

relationships.

High impact to the 

efficiency and 

effectiveness of 

operations

High impact to the 

achievement of 

the organization's 

objectives

Moderately high 

recent previous 

adverse experience. 

Generally likely to 

experience this risk 

in the next 12 

months

Risk affects a 
moderately high 
number of 
processes. Process 
involves coordination 
between 
departments / 
individuals.

Process is affected by or 
directly impacts people, 
processes, or systems 
that have a moderately 
high rate of change. 
There have been a 
number of changes in 
laws, rules, policies, 
processes, infrastructure 
in the past six months.

75% Few controls currently 

in place. Controls may 

detect risk, but fail to 

prevent risk from 

occurring. Organization 

continues to be 

significantly exposed 

to risk.

3 Material financial impact 
between .05% ($5.2M) 
and .1% ($10.4M) total 
revenue

Escalating community 

activism; regional 

negative press 

coverage

Federal or State legal 
action possible. 
Potential for CIA or 
Exclusion unlikely. 
Some fines and 
penalties possible.

Moderately impacts 

stakeholder 

relationships

Moderately 

impacts the 

efficiency and 

effectiveness of 

operations

Moderately 

impacts the 

achievement of 

the organization's 

objectives

Moderate recent 

previous adverse 

experience. Likely to 

experience this risk 

in the next 12 

months

Risk affects a 
medium number of  
processes. Some 
hand-offs during 
process.

Process is affected by or 
directly impacts people, 
processes, or systems 
that have a moderate 
rate of change. Some 
changes in laws, rules, 
policies, processes, 
infrastructure in the past 
six months.

50% Controls are detective 

but not preventative. 

Controls moderately 

reduce the 

organization's 

exposure to an adverse 

impact.

2 Financial impact 
between .01% ($1M) 
and .05% ($5.2M) total 
revenue

Some local negative 

press coverage

Potential State legal 

action. Little 

potential for CIA. 

Some fines or 

penalties possible.

Some impact to 

stakeholder 

relationships

Some impact to 

the efficiency and 

effectiveness of 

operations

Some impact to 

the achievement 

of the 

organization's 

objectives

Few recent previous 

adverse experience. 

Some exposure to 

experiencing this risk 

in the next 12 

months

Risk affects a 
medium number of 
processes. Process 
may or may not 
require coordination 
or hand-offs during 
process.

Process is affected by or 
directly impacts people, 
processes, or systems 
that have a moderately 
low rate of change. 
Relatively stable process. 
Few changes in laws, 
rules, policies, 
processes, infrastructure 
in the past six months.

25% Well structured control 

process to detect and 

in most cases prevent 

risk of exposure. 

1 No material financial 
impact - 01% ($1M) or 
less of total revenue

Little or no press 

coverage

Potential for local 

scrutiny. CIA unlikely, 

little potential for 

fines.

Very low or no impact 

to stakeholder 

relationships.

Very low or no 

impact to the 

efficiency and 

effectiveness of 

operations

Very low or no 

impact to the 

achievement of 

the organization's 

objectives.

Low recent previous 

adverse experience. 

Not likely to 

experience this risk 

in the next 12 

months.

Risk affects a low 
number of 
processes. Few or 
no hand-offs during 
process. Process 
involves single 
department or 
individual.

Process is affected by or 
directly impacts people, 
processes, or systems 
that have a low rate of 
change. Stable process. 
No significant changes in 
laws, rules, policies, 
processes, infrastructure 
in the past six months.

0% Controls produce the 

desired result to 

significantly reduce or 

eliminate the 

organization's 

exposure to an adverse 

impact. Controls are 

appropriately 

preventative and 

detective and there is 

effective reporting.

1Total Revenue =$10.4B 3Complexity of 
Internal Processes

4Rate of change to Laws, 
Reguations, Policies, etc.

Scoring Matrix
Impact Vulnerability Control

2Stakeholders = Donors, Sisters, Sponsors, Board Members or 
individuals from the community that have an interest in our 
organization
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202 General Compliance
Hot Topics

A Time to Reap and 
a Time to Sow

Brian Flood, Partner
Husch Blackwell LLP

• Regulators are being chided for their low return on 
investment and low collection of overpayments. What 
does this mean as they bring new enforcement and 
collection vendors online? 

• Participation in incentive and pilot programs are being 
encouraged at the same time disincentives are being 
created in the system. How do you choose among the 
risks they create?

• Incentive programs like Meaningful Use, PQURI and 
electronic payment pilots are creating incentives to 
participate, but can also create overpayment and over 
promise issues. How do you update your program to 
keep up?

Regulatory Risks to Providers

Challenging to 
provider stability 
and viability

Increased risks of 
unexpected 

losses caused by 
regulatory 
actions

Increased 
expenses to 
comply

Failure to 
mitigate has 
more drastic 

consequences in 
the new 
regulatory 
scheme

Providers have to 
understand and 
catch up with 
new theories

3
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Medicaid & Medicare Providers

Here is the Providers Future-20016

HHS OIG

State Pay 
and 
Chase 
Program 
(if 
separate 
from 
Single 
State 
Agency):

State 
Auditor, 
Comptrol
ler or IG

Single 
State 
Agency: 
Program 
Integrity 
Unit

HHS-Secretary

Federal Regulation & Enforcement

CMS

State Regulation & Enforcement

AG Medicaid 
Fraud Control 
Units: funded by 
OIG

Run by states

Investigate and 
audit

Federal 
Investigators/auditors/c

ontractors

NEW:

Medicaid RACS

321B1A

CMS Integrity Group 

Medicaid 
Integrity 
Program 
(MIP) 

PQRS, EPQRS, EHR, 
Meaningful USE and 
VBP

NEW:

UPICs

4 5

ZPICS & RACS

6 8

4

71C

Expected Outcomes

CMS expects the UPIC initiative to generate an increased number 
of proactive, high‐quality, appropriate and timely administrative 
PI actions that are able to be sustained through any applicable 
administrative or legal review processes. CMS views such 
administrative actions, which stop inappropriate payments to 
providers and remove abusive or fraudulent providers from CMS 
programs, as a cornerstone of the agency’s new PI strategy. 

5

Duties
Review of Providers

• The contractor shall use data-mining and analysis 
techniques to develop models that combines 
healthcare quality indicators, billing practices and 
Medicaid specific business rules to predict aberrant 
provider patterns to identify and rank by risk 
providers to be audited. 

• The contractor will develop reporting tools that show 
ranked providers according to risk of 
fraud/overpayment problems with sufficient detail for 
auditors to begin their audits. 

6
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Audits:
Audits of Providers, Fee for Service Providers, Managed 

Care Entities

• The Contractor shall 
plan individual audits of 
providers, including but 
not limited to 

– fee for service providers, 

– managed care entities, and 

– individual providers and 
institutional providers of 
Medicaid services within the 
region. 

7

Things to Think About
Law360, New York (January 26, 2015, 6:11 PM ET) –
The U.S. Department of Health and Human Services on 
Monday announced a timeline for moving doctors and 
hospitals into new payment systems and tying Medicare 
reimbursement to quality of care, the first time regulators 
have laid out specific goals for such reforms…HHS 
described its announcement as a “historic” development 
in the country’s ongoing efforts to base payments on the 
efficiency with which health care providers operate and 
the extent to which they are successful in healing 
patients…

Under one element of Monday’s announcement, 
HHS said it will try to link 85 percent of payments 
in Medicare Parts A and B to quality or value by 
2016 and to link 90 percent of payments by 2018, 
compared with about 80 percent of payments that 
currently have some sort of link…

Improper Payment Act

Improper Payment Definition:

(e) DEFINITIONS.—Section 2 of the Improper Payments Information Act of 
2002 (31 U.S.C. 3321 note) as amended:

(2) IMPROPER PAYMENT.  The term ‘improper payment’—

(A) means any payment that should not have been made or that was made 
in an incorrect amount (including overpayments and underpayments) under 
statutory, contractual, administrative, or other legally applicable 
requirements; and

(B) includes any payment to an ineligible recipient, any payment for an 
ineligible good or service, any duplicate payment, any payment for a good 
or service not received  (except for such payments where authorized by 
law), and any payment that does not account for credit for applicable 
discounts.

9
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Improper Payment Act
(3) PAYMENT.  The term ‘payment’ means 
any transfer or commitment for future transfer 
of Federal funds such as cash, securities, 
loans, loan guarantees, and insurance 
subsidies to any non-Federal person or entity, 
that is made by a Federal agency, a Federal 
contractor, a Federal grantee, or a 
governmental or other organization 
administering a Federal program or activity.

(4) PAYMENT FOR AN INELIGIBLE GOOD 
OR SERVICE.  The term ‘payment for an 
ineligible good or service’ shall include a 
payment for any good or service that is 
rejected under any provision of any contract, 
grant, lease, cooperative agreement, or any 
other funding mechanism.’’

10

FERA-31 U.S.C. § 3729 

• The term "obligation" (to repay an overpayment) is defined as "an 
established duty, whether or not fixed…" that arises from "a 
contractual, grantee, licensure or fee based relationship, from a 
statute or regulation, or from the retention of any overpayment." 

• Under the FCA, "knowingly" is defined not only to comprise "actual 
knowledge" of a "falsity," but also includes "deliberate ignorance" or 
"reckless disregard" of the "truth or falsity" of a claim or statement. 
31 U.S.C. § 3729(b).

11

FERA-31 U.S.C. § 3729 

• FERA amends the "reverse false claims" 
provisions of the FCA to expand liability to 
"knowingly and improperly avoid[ing] or 
decreas[ing] an obligation to pay or 
transmit money or property to the 
government.”

• In order to create a "reverse false claim" 
violation it is no longer required that the 
payor or provider be shown to have 
taken an "affirmative act":  making a 
false statement or record. Instead, the 
mere ongoing possession of an 
overpayment, with an "obligation" to repay, 
can trigger an FCA violation and liability.  

12
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Summary - PPACA
• Section 6402 of the Act requires providers to report and return overpayments 

and to report in writing the reason that the overpayment occurred. The new law 
creates an affirmative and express obligation.

• Report of an overpayment must be made within 60 days after discovering the 
overpayment.

• The failure to report an overpayment could be deemed to be a false claim under 
the false claims act.

• Specific authorization to assess Civil Monetary Penalties is created for cases 
where a providers knows about an overpayment but does not report or return it.

• Section 6402 amends the Medicare Anti-Kickback Statute to clarify that claims 
for services resulting from a kickback constitute a false claim under the Federal 
False Claims Act.

• The element of “intent” under the Anti-kickback Statute is also statutorily 
modified to clarify that a specific intent to violate the anti-kickback statute is not 
required for a violation.

13

“New Medicare Demands Spell 
Doom for Old Payment System”
Law360, New York (January 27, 2015, 6:08 PM ET) -- Medicare’s newly 
announced plans to condition more payments on quality and value is 
another nail in the coffin of traditional reimbursement, …

What is virtually certain is that Medicare's move will spur similar changes 
in how private insurance plans structure their payments. According to the 
nonprofit Catalyst for Payment Reform, 40 percent of private insurance 
reimbursements last year were linked to quality, compared with about 10 
percent the year prior, an increase that dovetails with Medicare's rising 
quality requirements.…

And CMS explicitly says it wants private plans to copy its approach. The 
agency on Monday announced it's creating a task force of sorts —
formally called the Health Care Payment Learning and Action Network —
to bring together government officials, private insurers, large employers, 
providers and other stakeholders to get in sync on quality-based 
payments.
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CMS Medicare Payment Reform 
2015

Meaningful Use‐Using and EHR system

PQRS and VBP

16

2014 Incentives –
2016 Payment Adjustments

17

PQRS Value Modifier EHR Incentive Program

Incentive Pay Adj

10‐99 EPs 100+ EPs

Medicare 
Inc.

Medicaid
Inc.

Medicare 
Pay Adj

PQRS‐
Reporting

Non‐PQRS
Reporting

PQRS‐
Reporting 
(Up or 
Neutral 
Adj)

PQRS‐
Reporting 
(Down
Adj)

Non‐PQRS
Reporting

MD & 
DO

0.5% 
of 

MPFS 
(1.0% 
with 
MOC)

‐2.0% 
of 

MPFS

+2.0 (x),
+1.0(x), 

or 
neutral

‐2.0% 
of 

MPFS

+2.0 (x),
+1.0(x), 

or 
neutral

‐1.0% or   
‐2.0% of 
MPFS

‐2.0% 
of 

MPFS

$4,000‐
$12,00

0 
(based
on 

when 
EP 1st

demo 
MU) 

$8,500 or 
$21,250 
(based on 
when EP 
did A/I/U)

$8,500 or 
$21,250 
(based on 
when EP 
did A/I/U)

‐2.0% 
of 

MPFS

DDM

Oral 
Sur

Pod.
N/A

Opt.

Chiro.

Mandatory Pay Reductions 2015‐2016
74814 Federal Register / Vol. 78, No. 237 / Tuesday, December 10, 2013 / Rules and Regulations

(e) Payment adjustments.  For 2015 and subsequent years, with respect to covered professional 
services furnished by an eligible professional, if the eligible professional does not satisfactorily 
submit data on quality measures for covered professional services for the quality reporting 
period for the year (as determined under section 1848(m)(3)(A) of the Act), the fee schedule 
amount for such services furnished by such professional during the year (including the fee 
schedule amount for purposes for determining a payment based on such amount) must be equal 
to the applicable percent of the fee schedule amount that would otherwise apply to such services 
under this paragraph (e). 

(1) The applicable percent is as follows:

(i) For 2015, 98.5 percent.

(ii) For 2016 and each subsequent year, 98 percent.

(2) The Secretary must treat an individual eligible professional, as identified by a unique TIN/NPI
combination, as satisfactorily submitting data on quality measures (as determined under 
paragraph (h) of this section), if the eligible professional is satisfactorily participating, in a 
qualified clinical data registry.
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QRURs (Quality and Resource Use 
Reports) and the Value Modifier

• Medicare’s version of physician profiling and P4P

– First QRURs went to large physician groups in 2012

– Physicians in practices of 1-10 about to get first QRURs

– VM applies to entire Medicare revenue - 9% swing?

• 100 or more physicians - subject to the VM in 2015, based on CY 2013 
performance.

• 10 or more physicians - subject to the VM in 2016, based on CY 2014 
performance.

• VM does not apply to groups where any physician member in an ACO 
or CPPI in CY 2013 and 2014.

• All physicians in Fee-For-Service Medicare will be affected by the VM 
starting in 2017, based on CY 2015 performance. 19

Value Modifier: Quality composite and 
cost composite

CY 2017 Value-Based 
Payment Modifier Amounts

• Groups and solo practitioners eligible for an 
additional +1.0Å~ if reporting Physician 
Quality Reporting System quality measures 
and average beneficiary risk score is in the 
top 25% of all beneficiary risk scores 21
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What Information is Included on the Performance Highlights Page?

22

1. Your Quality Composite 
Score 

2. Your Cost Composite 
Score

3. Your  Beneficiaries’ 
Average Risk Score

4. Your Quality Tiering 
Performance Graph

5. Your Payment Adjustment 
Based on Quality Tiering

(payment adjustments in example based 
on 2015 VM implementation)

Access to accurate, comprehensive 
data is increasingly key

Only way to 
manage new 
payment models

• economic results 
depend on the variation 
between projected and 
actual experience, 
rather than on 
maximizing volume

Only way to 
respond effectively 
to profiling

• to ensure publicly 
reported practice 
profiles are accurate,

• to use the data to 
improve practice quality 
and efficiency 

Only way to 
eliminate the 
currently 

inexplicable 
variation in 

treatment patterns

23

Former CFO indicted over fraudulent 
meaningful use claims - February 11, 2014 

• White faces up to seven years in prison. CFO of now closed Shelby Regional Medical Center in Texas, 
has been indicted for allegedly defrauding the federal government of nearly $800,000.  Shelby was 
among thousands of providers that received payments through the government's meaningful use 
program.  Under the program, health care providers who demonstrate meaningful use of certified 
electronic health record (EHR) systems can qualify for Medicaid and Medicare incentive payments.

• The indictment states that Shelby was granted $785,655 in January 2013 for successful demonstration 
of meaningful use during the 2012 full-year reporting period. In addition, the hospital had received 
$1.17 million in meaningful use payments from CMS in November 2011.

• He pled guilty November 12, 2014

• The indictment alleges that he:

– Submitted the attestation while knowing the hospital did not meet the program's requirements and 
"only minimally used the EHR platform and continued to use paper records and charts as well as 
older, uncertified technology"; 

– Directed the hospital's EHR vendor to input data into the system manually from paper records and 
other sources, even after the FY 2012 reporting period; and 

– "[K]nowingly and willingly made materially false, fictitious and fraudulent statements and 
representations, and made and used false writings and documents" to defraud the EHR incentive 
program.
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Question Number 1

What does it mean to “possess” 
EHR technology as mentioned 

in FAQ 9-10-017?

ANSWER

We consider “possession” of EHR technology certified to an 
edition of EHR certification criteria to be either the physical 
possession of the medium on which a certified Complete 
EHR, or certified EHR Module resides, or a legally 
enforceable right by an eligible health care provider to 
access and use, at its discretion, the capabilities of a certified 
Complete EHR or certified EHR Module.  An eligible health 
care provider may determine the extent to which it will 
implement or use these capabilities, which will not affect the 
provider’s “possession” of the certified Complete EHR or 
certified EHR Module.
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ANSWER

An EP, EH, or CAH must possess all of a certified Complete 
EHR or certified EHR Module (i.e., the capabilities for which 
certification is required) in order to receive the benefit of 
such certification.  An EP, EH, or CAH cannot purchase or 
possess only “components” of a certified Complete EHR or 
certified EHR Module for the purposes of meeting the 
CEHRT definition.  That is, unless independently certified, 
those “components” could not be used to meet the CEHRT 
definition. 

ANSWER

We further explain this policy in FAQ 5 and in the 2014 
Edition EHR certification criteria final rule (77 FR 54266). 
In the final rule, we also note that the possession policy does 
not apply to those capabilities that an EHR technology 
developer may include with those that constitute a certified 
Complete EHR or certified EHR Module but for which 
certification is not required.  In those instances, because 
these other included capabilities are not required for 
certification, an EP, EH, or CAH, would not necessarily need 
to possess them if the EHR technology developer would 
separately sell them.

http://www.healthit.gov/policy-researchers-implementers/21-question-12-10-021

[EHR Incentive Programs] 
If data is captured using certified 
electronic health record (EHR) 

technology, can an eligible 
professional or eligible hospital 

use a different system to generate 
reports used to demonstrate 

meaningful use for the Medicare 
and Medicaid EHR Incentive 

Programs?

Question Number 2
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By definition, certified EHR technology must include the 
capability to electronically record the numerator and 
denominator and generate a report including the 
numerator, denominator, and resulting percentage for all 
percentage-based meaningful use measures (specified in 
the certification criterion adopted at 45 CFR 170.302(n)). 
However, the meaningful use measures do not specify that 
this capability must be used to calculate the numerators 
and denominators.  Eligible professionals and eligible 
hospitals may use a separate, non-certified system to 
calculate numerators and denominators and to generate 
reports on the measures of the core and menu set 
meaningful use objectives.

ANSWER

Please note that eligible professionals and eligible 
hospitals cannot use a non-certified system to calculate 
the numerators, denominators, and exclusion information 
for clinical quality measures.  Numerator, denominator, and 
exclusion information for clinical quality measures must be 
reported directly from certified EHR technology.  For additional 
clarification about this, please refer to the following FAQ from 
the Office of the National Coordinator of Health Information 
Technology: http://healthit.hhs.gov/portal/server.pt/community/
onc_regulations_faqs/3163/faq_13/20775.

For more information about the Medicare and Medicaid EHR Incentive Program, 
please visit http://www.cms.gov/EHRIncentivePrograms.

ANSWER

[EHR Incentive 
Programs] 

Can an eligible 
professional (EP) use 

EHR technology certified 
for an inpatient setting to 
meet a meaningful use 
objective and measure?

Question Number 3
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Yes.   For objectives and measures where the capabilities 
and standards of EHR technology designed and certified 
for an inpatient setting are equivalent to or require more 
information than EHR technology designed and certified for 
an ambulatory setting, an EP can use the EHR technology 
designed and certified for an inpatient setting to meet an 
objective and measure.

ANSWER

[However,]  There are some EP objectives, … that have no 
corollary on the inpatient side.  As a result, an EP must 
possess Certified EHR Technology designed for an 
ambulatory setting for such objectives.  Please reference 
ONC FAQ 12-10-021-1 and 9-10-017-2 and CMS FAQ 
10162 for discussions on what it means to possess Certified 
EHR Technology, ONC FAQ 6-12-025-1 for a list of affected 
capabilities and standards, and how that relates to the 
exclusion and deferral options of meaningful use. 

To view the ONC FAQs, please visit:  
http://healthit.hhs.gov/portal/server.pt/community/onc_regulations_faqs/

ANSWER

Question Number 4

[EHR Incentive Programs] 
To meet the meaningful use objective “use 

computerized provider order entry (CPOE)” for 
the Medicare and Medicaid Electronic Health 

Record (EHR) Incentive Programs, should 
eligible professionals (EPs) include 
hospital-based observation patients 

(billed under POS 22) whose records are 
maintained using the hospital's certified EHR 

system in the numerator and denominator 
calculation for this measure?
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If the patient has records that are maintained in both the 
hospital’s certified EHR system and the EP’s certified EHR 
system, the EP should include those patients seen in 
locations billed under POS 22 in the numerator and 
denominator calculation for this measure.  If the patient’s 
records are maintained only in a hospital certified EHR 
system, the EP does not need to include those patients in 
the numerator and denominator calculation to meet the 
measure of the “use computerized provider order entry 
(CPOE)” objective.

For more information about the Medicare and Medicaid EHR Incentive Program, 
please visithttp://www.cms.gov/EHRIncentivePrograms.

ANSWER

Question Number 5

[EHR Incentive Programs]
Does a provider have to record 
all clinical data in their certified 

EHR technology in order to 
accurately report complete 

clinical quality measure data for 
the Medicare and Medicaid EHR 

Incentive Programs?

We recognize that providers are continuing to implement new workflow 
processes to accurately capture clinical data in their certified EHR technology, 
but many providers are not able to capture all data at this time.  Although we 
encourage providers to capture complete clinical data in order to provide the 
best care possible for their patients, for the purpose of reporting clinical quality 
measure data, CMS does not require providers to record all clinical data in their 
certified EHR technology at this time.  CMS recognizes that this may yield 
numerator, denominator, and exclusion values for clinical quality measures in 
the certified EHR technology that are not identical to the values generated from 
other methods (such as record extraction).  However, at this time CMS requires 
providers to report the clinical quality measure data exactly as it is generated as 
output from the certified EHR technology in order to successfully demonstrate 
meaningful use.  We will continue to collaborate with our partners in the Office of 
the National Coordinator for Health Information Technology and with industry 
stakeholders to make further headways in system interoperability, standards for 
EHR data, as well as certification of vendor products. 

For more information about the Medicare and Medicaid EHR Incentive Program, please visit 
http://www.cms.gov/EHRIncentivePrograms.

ANSWER-Old Advice
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If a provider feeds data from 
certified electronic health 

record (EHR) technology to 
a data warehouse, can the 

provider report on 
Meaningful Use objectives 

and clinical quality measures 
from the data warehouse?

Question Number 6

To be a meaningful EHR user a provider must do three things:

 Have complete certified EHR technology for all meaningful use objectives either 
through a complete EHR or a combination of modules; and meet 20 measures (19 for 
eligible hospitals and CAHs), including all of the core and five (5) menu-set measures 
associated with the objectives (unless excluded).

 Core measures include reporting clinical quality measures.

 Use the capabilities and standards of certified EHR technology in meeting the 
measure of each objective.

If the conditions above are met and data is transferred from the certified EHR technology 
to a data warehouse, the provider can use information from the data warehouse to report 
on Meaningful Use objectives and clinical quality measures. However, in order to report 
calculated clinical quality measures, the data warehouse may need to be certified. 
The Office of the National Coordinator of Health Information Technology has addressed 
the issue of certification of a data warehouse in the following Frequently Asked Question: 
http://healthit.hhs.gov/portal/server.pt?open=512&mode=2&objID=3163&PageID=20775.

For more information about certification, you can contact ONC directly at onc.certification@hhs.gov.

For more information about the Medicare and Medicaid EHR Incentive Program, please visit 
http://www.cms.gov/EHRIncentivePrograms.

ANSWER

Question Number 7

[EHR Incentive Programs]
For the meaningful use objective of 
“capability to exchange key clinical 
information” for the Medicare and 

Medicaid Electronic Health Record 
(EHR) Incentive Programs, does 

exchange of electronic information 
using physical media, such as USB, 
CD-ROM, or other formats, meet the 

measure of this objective?
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No.  The use of physical media such as a CD-ROM, a USB or hard drive, or 
other formats to exchange key clinical information would not utilize the 
certification capability of certified EHR technology to electronically transmit the 
information, and therefore would not meet the measure of this objective.

For the purposes of the Stage 1 “capability to exchange key clinical 
information” measure, exchange is defined as electronic transmission and 
acceptance of key clinical information using the capabilities and standards of 
certified EHR technology (as specified at 45 CFR 170.304(i) for EPs and 45 
CFR 170.306(f) for eligible hospitals and CAHs).  We expect that this 
information would be exchanged in structured electronic format when available 
(e.g., drug or clinical lab data); however, where the information is available only 
in unstructured electronic formats (e.g., free text or scanned images), the 
exchange of unstructured information would satisfy this measure.  For more 
information about electronic exchange of key clinical information, please refer 
to the following FAQ: 

http://questions.cms.hhs.gov/app/answers/detail/a_id/10270/kw/10270.

ANSWER

Please note that this objective is distinct from objectives such as “provide a 
summary of care record for each transition of care,” where electronic 
exchange of the summary of care record is not a requirement but an option.  
To satisfy the measure of the “provide a summary of care record for each 
transition of care” objective, a provider is permitted to send an electronic or 
paper copy of the summary care record directly to the next provider or can 
provide it to the patient to deliver.  In this case, the use of physical media such 
as a CD-ROM, a USB or hard drive, or other formats could satisfy the measure 
of this objective. 

For more information about the Medicare and Medicaid EHR Incentive 
Program, please visit http://www.cms.gov/EHRIncentivePrograms.

ANSWER

[EHR Incentive Programs]
To meet the meaningful use objective 

“capability to exchange key clinical 
information” for the Medicare and Medicaid 
Electronic Health Record (EHR) Incentive 
Programs, can different providers of care 
(e.g., physicians, hospitals, etc.) share 

EHR technology and successfully 
meet this objective?

Question Number 8
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In order to meet this objective, clinical information must be sent between 
different legal entities with distinct certified EHR technology and not 
between organizations that share a certified EHR technology or 
organizations that are part of the same legal entity, since no actual 
exchange of clinical information would take place in these latter 
instances. Distinct certified EHR technologies are those that can achieve 
certification and operate independently of other certified EHR 
technologies. It is possible for different legal entities to meet this objective 
by using separate instances of the same certified EHR technology (e.g. 
both entities using separate license of the same program), subject to the 
following limitations: 

A different legal entity is an entity that has its own separate legal 
existence. Indications that two entities are legally separate would include 
(1) they are each separately incorporated; (2) they have separate Boards 
of Directors; and (3) neither entity is owned or controlled by the other.

ANSWER

In order to be distinct certified EHR technology, each instance of 
certified EHR technology must be able to be certified and operate 
independently from all others.  Separate instances of certified EHR 
technology that must link to a common database in order to gain 
certification would not be considered distinct.  However, instances of 
certified EHR technology that link to a common, uncertified system or 
component would be considered distinct. Instances of certified EHR 
technology can be from the same vendor and still be considered distinct.

The exchange of key clinical information requires that the eligible 
professional, eligible hospital, or critical access hospital (CAH) must 
use the standards of certified EHR technology as specified by the 
Office of the National Coordinator for Health IT, not the capabilities of 
uncertified or other vendor-specific alternative methods for exchanging 
clinical information.

ANSWER

[EHR Incentive Programs] 
To what attestation statements must an eligible 

professional (EP), eligible hospital, or critical access 
hospital (CAH) agree in order to submit an attestation, 
successfully demonstrate meaningful use, and receive 
an incentive payment under the Medicare Electronic 

Health Record (EHR) Incentive Program?

Question Number 9
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Currently, the attestation process requires EPs, eligible hospitals, and 
CAHs to indicate that they agree with the following attestation statements:

• The information submitted for clinical quality measures (CQMs) was 
generated as output from an identified certified EHR technology.

• The information submitted is accurate to the knowledge and belief of 
the EP or the person submitting on behalf of the EP, eligible hospital, 
or CAH.

• The information submitted is accurate and complete for numerators, 
denominators, exclusions, and measures applicable to the EP, eligible 
hospital, or CAH.

• The information submitted includes information on all patients to whom 
the measure applies.

• For CQMs, a zero was reported in the denominator of a measure when 
an EP, eligible hospital or CAH did not care for any patients in the 
denominator population during the EHR Reporting Period. 

ANSWER

CMS considers information to be accurate and complete for CQMs 
insofar as it is identical to the output that was generated from 
certified EHR technology. Numerator, denominator, and exclusion 
information for CQMs must be reported directly from information 
generated by certified EHR technology.  By agreeing to the above 
statements, the EP, eligible hospital, or CAH is attesting that the 
information for CQMs entered into the Registration and Attestation 
System is identical to the information generated from certified EHR 
technology.

CMS does not require EPs, eligible hospitals, or CAHs to provide any 
additional information beyond what is generated from certified EHR 
technology in order to satisfy the requirement for submitting CQM 
information.

ANSWER

Please note that quality performance results for CQMs are not being 
assessed at this time under the EHR Incentive Programs.  Complete and 
accurate information for the remaining meaningful use core and menu set 
measures does not necessarily have to be entered directly from 
information generated by certified EHR technology.  By definition, for 
each meaningful use objective with a percentage-based measure, 
certified EHR technology must include the capability to electronically 
record the numerator and denominator and generate a report 
including the numerator, denominator, and resulting percentage for 
these measures.  However, with the exception of CQMs, meaningful use 
measures do not specify that this capability must be used to calculate the 
numerators and denominators.  EPs, eligible hospitals, and CAHs can use 
a separate, uncertified system to calculate numerators and denominators 
and to generate reports on all measures of the core and menu set 
meaningful use objectives except CQMs.

ANSWER
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In order to provide complete and accurate information for certain of 
these measures, they may also have to include information from 
paper-based patient records or from records maintained in uncertified 
EHR technology. By agreeing to the above statements, the EP, eligible 
hospital, or CAH is attesting to providing all of the information 
necessary from certified EHR technology, uncertified EHR technology, 
and/or paper-based records in order to render complete and accurate 
information for all meaningful use core and menu set measures 
except CQMs.

For more information about the Medicare and Medicaid EHR Incentive 
Program, please visit http://www.cms.gov/EHRIncentivePrograms.

ANSWER

CMS intends to modify requirements for 
Meaningful Use - January 29, 2015

“Today, we at the Centers for Medicare & Medicaid Services 
(CMS) are pleased to announce our intent to engage in 
rulemaking to update the Medicare and Medicaid Electronic 
Health Record (EHR) Incentive Programs beginning in 2015. 
These intended changes would help to reduce the reporting 
burden on providers, while supporting the long term goals of the 
program….expected this Spring…Today’s announcement that we 
intend to pursue the changes to meaningful use beginning in 2015 
through rulemaking, is separate from the forthcoming Stage 3 
proposed rule that is expected to be released by early 
March. CMS intends to limit the scope of the Stage 3 proposed 
rule to the requirements and criteria for meaningful use in 2017 
and subsequent years.”
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Brian Flood
Partner

Austin, Texas

512.370.3443

Brian.Flood@huschblackwell.com

Thank You
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H C C A  C O M P L I A N C E  I N S T I T U T E
A P R I L  1 8  – 2 2 ,  2 0 1 5

DOWN THE RABBIT HOLE:  
FROM A COMPLIANCE AND 

LEGAL PERSPECTIVE

OVERVIEW

• Purpose of Investigations
• Developing an Investigative Plan
• Components of an Investigation
• Writing the Investigative Report

• Recommendations and 
Plans of Correction

• Follow Up

OVERVIEW

• Purpose of Investigations
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PURPOSE OF INVESTIGATIONS

“Down, down, down. 
There was nothing else to do ….”

Lewis Carroll, 
Alice in Wonderland

PURPOSE OF INVESTIGATIONS

 United States Sentencing Guidelines
 Reform Act of 1984
 Outlines the 7 elements of an effective compliance 

program
• Element #5:  Implement compliance monitoring and auditing 

systems, including a reporting system so that employees can 
report misconduct without fear of retribution.

• Element #6:  Apply consistent and adequate processes and 
procedures for enforcement and discipline.

PURPOSE OF INVESTIGATIONS

 Falsification of 

Documentation and/or Billing

 Licensure/Certification Issues

 Allegations of Fraud or 

Criminal Activity 

 Potential Violations of 

Section 504

 Potential HIPAA/PHI/PII 

Breaches

 Potential Violations of Anti-

Kickback Regulations, False 

Claims Act/DRA, Stark

 Etc.

What could be an Integrity Issue?
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OVERVIEW

• Purpose of Investigations
• Developing an Investigative Plan

DEVELOPING AN INVESTIGATIVE PLAN

“‘Begin at the beginning,’
the King said, 
very gravely…”
Lewis Carroll,
Alice in Wonderland

DEVELOPING AN INVESTIGATIVE PLAN

 Review all aspects of an issue before you 
begin the investigation
 Initial complaint
 Previous investigative work
 Was there a previous complaint? 
 Are there any discernible patterns in the complaints?

 Past counseling or performance improvement 
plans 
 Past education
 Reporting Trends



3/17/2015

4

DEVELOPING AN INVESTIGATIVE PLAN

Ask who, what , when, where, and why
 Who:  Who is the complaint against and who 

else is involved or could provide needed 
information?
 What:  What is the allegation?
 When:  When did the issue occur; is it isolated or 

ongoing?
 Where:  Where did the issue take place?  
 Why:  Why did this occur?
 Look at obvious HR issues, employee 

satisfaction, disciplinary action
 Caveat: Obvious issues don’t mean that complaints 

aren’t legitimate

DEVELOPING AN INVESTIGATIVE PLAN:
ATTORNEY-CLIENT PRIVILEGE

 Determine whether the review requires privilege
 Issues that may require privilege:

• Potentially systemic issues
• High-risk allegations of violations of law or regulations
• High-risk allegations that could lead to litigation
• When legal counsel or regulatory agencies are already 

involved
• Determine whether issue requires outside counsel

• Outside counsel entitled to stronger presumption of privilege

DEVELOPING AN INVESTIGATIVE PLAN:
ATTORNEY-CLIENT PRIVILEGE

 Limited to legal advice
 Does not privilege facts or underlying issues
 Does not privilege prior correspondence

 Best Practices
• Make it clear that privilege applies
• Limit emails
• Clearly document attorney involvement and 

actions taken at the direction of counsel
• The attorney should be in the TO line on all email 

communications
• Privilege is limited to legal advice – merely including 

attorney on email is not sufficient



3/17/2015

5

OVERVIEW

• Purpose of Investigations
• Developing an Investigative Plan
• Components of an Investigation

COMPONENTS OF AN INVESTIGATION

“Why, sometimes I've believed as many as six 
impossible things before breakfast.”

Lewis Carroll, 
Alice in Wonderland

COMPONENTS OF AN INVESTIGATION

 License Verification
Chart/Documentation Review
Computer and Labor Entry Review
 Interviews 
 Direct Observation/Time Study
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COMPONENTS OF AN INVESTIGATION
LICENSE VERIFICATION

• Web site for state licensing board
• If a fee must be paid, call the board number and they will 

generally verify over the phone

COMPONENTS OF AN INVESTIGATION
DOCUMENTATION REVIEW

Goal:  Determine if the documentation 
supports the services provided
Need to review:
 Technical Accuracy – are their components in 

place to support generating an invoice
 Clinical Content – does the documentation 

support the level of care

COMPONENTS OF AN INVESTIGATION
DOCUMENTATION REVIEW

 Technical Accuracy:
 Is there evidence of the physician’s intent for 

skilled services?
 Is the initial evaluation complete with the 

physician’s signature within the certification 
period?
 Is the monthly summary/recertification complete 

with the physician’s signature within the 
certification period?



3/17/2015

7

COMPONENTS OF AN INVESTIGATION
DOCUMENTATION REVIEW

 Technical Accuracy, cont.
 Are treatment notes present?
 Are services compliant with physician’s orders?
 If Medicare B, is Progress Report present?
 Is a supervisory note present at least every 10 visits 

(for Medicare B patients only or as required by 
practice act)
 Is the discharge summary present?

COMPONENTS OF AN INVESTIGATION
DOCUMENTATION REVIEW

Clinical Content:
 Is billing supported by the ICD-9 codes selected, 

interventions and POC/goals?
 Is there a good or better potential to achieve 

stated goals?
 Do daily notes support billing and show that skilled 

services are provided?

COMPONENTS OF AN INVESTIGATION
DOCUMENTATION REVIEW

Clinical Content, cont.
 Is there evidence that the patient is responding to 

the treatment provided?
 Is discharge planning evident throughout the 

course of treatment?
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COMPONENTS OF AN INVESTIGATION
CLINICAL CONSIDERATIONS

• Look at reporting trends first
• Corporate reports, if available
• Surveys, including complaints
• Quality Indicators

COMPONENTS OF AN INVESTIGATION
CLINICAL CONSIDERATIONS

• Start looking at 5000 feet
• Does the data match the general complaint?
• Does the data match what you SEE
• Is there a disconnect?
• Looking at the big picture will lead you to the 

issues and practices that are affecting the all the 
residents

• The issue is usually bigger than what it first appears

COMPONENTS OF AN INVESTIGATION:
COMPUTER & LABOR ENTRY REVIEW

• Labor Entries: 
• Does the labor entered correspond with the 

minutes recorded for treatment, i.e. is there 
enough time on the premises to support the 
recorded minutes?
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COMPONENTS OF AN INVESTIGATION:
COMPUTER & LABOR ENTRY REVIEW

• Documentation Time Stamp, if available:
• Does the time stamp on the documentation 

correspond with the observed treatments?
• Are the minutes being entered prior to the 

treatments being provided?

COMPONENTS OF AN INVESTIGATION:
COMPUTER & LABOR ENTRY REVIEW

CLINICALLY SPEAKING …….
• Look at the PPD

• Does the PPD support the care given to the residents
• What are staffing patterns
• PPD may be at budget, but if the staffing pattern is a 

problem, PPD won’t matter in the long run

COMPONENTS OF AN INVESTIGATION:
INTERVIEWS

 Keep an open mind
Determine who to interview:
 Subject 
 Complainant
 Management
 Staff
 Residents
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COMPONENTS OF AN INVESTIGATION:
INTERVIEWS

 Be prepared:
 Develop questions based on the issue being 

investigated
 Helpful to have a pre-set list of questions by topic 

area that can be modified for each specific issue
 Ask specific open-ended questions
 Open each interview with a notice of intent…

COMPONENTS OF AN INVESTIGATION:
INTERVIEWS

We are talking to you in response to concerns that have been 
raised [enter allegation] here.  It is important that you participate 
in this interview in an honest and straightforward manner, that 
you refrain from discussing our conversation with anyone else in 
the Center, and that you understand that we are here because 
we have received specific complaints that deal with [allegation].  
We have a number of questions to ask you, and we want you to 
know that our conversation is confidential.  You can expect that 
we will be reporting our overall findings, but we will not be 
discussing your responses with anyone at the center.  The 
company has a non-retaliation policy so we’d appreciate you 
being candid in discussing any concerns you may have. This is a 
process that is used any time there is an issue or a concern that is 
reported in good faith.  Because the issues are so serious, failure 
to be truthful will be taken seriously and can result in disciplinary 
action.

COMPOMPENTS OF AN INVESTIGATION:
INTERVIEW QUESTIONS

• Don’t be afraid!
• Some questions are difficult to ask
• Develop a relationship quickly with the 

interviewee
• If they don’t trust you or the reason you are 

there, they will not respond truthfully
• Remind them it is all about the patient in the 

long run
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COMPONENTS OF AN INVESTIGATION:
DIRECT OBSERVATION

• No matter the complaint, walking rounds 
are a necessity
• Observe patient care and condition
• Observe staff interactions with patients
• Observe staff interactions with each other
• Does the documentation match what you see?
• Talk in general terms with both staff and patients

COMPONENTS OF AN INVESTIGATION:
DIRECT OBSERVATION/TIME STUDY

Guidelines:
 Determine the start time that the employee is 

generally on-site – plan to arrive prior to start time
 Obtain copies of therapist(s) schedules.  Plan to 

observe all patient treatments scheduled for the 
day
 Utilize preset template to ensure uniformity

Categories for Minutes

Start 
Time

End Time
Total 

Hours/ 
Minutes

Total Time

Minutes 
Observed 

w/patient –
actively 
involved

Minutes 
Observed 

w/patient –
not 

involved in 
care

Minutes 
Observed 

w/out 
patient

Minutes 
Unable to 
determine

Patient 
Name(s), if 
applicable

Payor
Type

Documented 
Minutes

ROX 
Treatment 

Minutes Time 
Stamp

Does the 
documentation 
support therapy 

observed? Comments

Yes No

0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -

0:00 0:00 -
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OVERVIEW

• Purpose of Investigations
• Conducting the Investigation

• Developing an Investigative Plan
• Components of an Investigation
• Writing the Investigative Report

WRITING THE INVESTIGATIVE REPORT

“…said the Knave, 
‘I didn't write it and they 
can't prove that I did; 
there's no name signed 
at the end.’”
Lewis Carroll,
Alice’s Adventures in 
Wonderland 

WRITING THE INVESTIGATIVE REPORT

 Think about who the audience will be
 Internal report?
 State licensing board?
 OIG?
 Ensure that the report looks professional
 Check spelling
 Check grammar
 Check font size
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WRITING THE INVESTIGATIVE REPORT

 Fundamentals of Report Writing
 Factual – limit your findings to those things that 

can be proven
 Accurate – ensure the accuracy of all statements
 Clear – review each statement so that it is clear to 

the reader
 Concise – do not be too wordy
 Complete – include all of the facts of the case

WRITING THE INVESTIGATIVE REPORT

Outline:
 Case Number (if used)
 Date of report
 Subject’s Name
 Corporate Integrity Issue – what is the allegation?
 Components of the investigation 
 Summary and Findings
 Recommendations
 Follow up

OVERVIEW

• Purpose of Investigations
• Conducting the Investigation

• Developing an Investigative Plan
• Components of an Investigation
• Writing the Investigative Report

• Recommendations and 
Plans of Correction
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RECOMMENDATIONS/
PLAN OF CORRECTION

“Off with their heads!” 
Lewis Carroll,

Alice’s Adventures in Wonderland

RECOMMENDATIONS/
PLAN OF CORRECTION

• Be consistent
• Plans can include any/all of the following:

• Education
• Continued monitoring
• Verbal/Written Counseling
• Billing Adjustments
• Board reporting
• Termination

OVERVIEW

• Purpose of Investigations
• Conducting the Investigation

• Developing an Investigative Plan
• Components of an Investigation
• Writing the Investigative Report

• Recommendations and 
Plans of Correction

• Follow Up



3/17/2015

15

FOLLOW UP

• Once plan of correction is completed, it is 
important to follow up at least once to determine 
compliance

QUESTIONS?

CONTACT INFORMATION

Cathlin Sullivan

Buchanan Ingersoll & 
Rooney, PC

cathlin.sullivan@
bipc.com

215-665-5324

Debbie Pence

Genesis HealthCare, 
Inc.

deborah.pence@
genesishcc.com

571-218-8000

Laurie Loftis

Genesis HealthCare, 
Inc.

laura.loftis@
genesishcc.com

419-512-2700
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Lessons Learned from Recent 
HIPAA Enforcement Actions, 

Breaches, and Pilot Audits

Iliana L. Peters, J.D., LL.M.
Senior Advisor for HIPAA Compliance and Enforcement

OCR RULEMAKING UPDATE
What’s Done?  What’s to Come?

HCCA Compliance Institute 2

• What’s Done: 
– Interim Final Rules

• Enforcement penalties

• Breach Notification

– Omnibus Final Rule
• HITECH provisions, 

including final rulemaking 
on IFR above

• GINA provisions

• Other rule changes

– NICS NPRM

– CLIA Final Rules
• Access to test results 

directly from labs

• What’s to Come:
– From HITECH

• Accounting of Disclosures

• Methods for sharing 
penalty amounts with 
harmed individuals

– NICS Final Rule

OCR GUIDANCE UPDATE
What’s Done?  What’s to Come?

HCCA Compliance Institute 3

What’s Done: 
Omnibus Final Rule
• De-identification 
• Combined Regulation Text
• Sample BA provisions
• Refill Reminder
• Factsheets on Student immunizations and 

Decedents
Model Notice of Privacy Practices 
Guide to Law Enforcement
Permitted Mental Health Disclosures
HIPAA in Emergency Situations
HIPAA and Same-Sex Marriage
Letters from the Director
• Dear Provider – duty to warn, serious and 

imminent threats
• Right to access – updated for e-access 

requirements

What’s to Come:
Omnibus Final Rule
• Breach Safe Harbor Update

• Breach Risk Assessment Tool

• Minimum Necessary

• More on Marketing 

• More Factsheets on other 
provisions

Model Notice
• On-line version

Other Guidance
• Security Rule guidance updates
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REMINDER of Changes to the Rules:

• Security Rule: BAs (and subcontractors) now directly 
liable

• Privacy Rule: BAs (and subcontractors) now directly 
liable for:
– impermissible uses and disclosures; 

– non-compliance with their BA Agreements; and

– certain individual rights.

BUSINESS ASSOCIATES

HCCA Compliance Institute 4

Revised Definition of “Breach:”

Breach Presumed UNLESS:

• “LoProCo:” The CE or BA can demonstrate that there is a low 
probability that the PHI has been compromised based on:
– Nature and extent of the PHI involved (including the types of identifiers and 

the likelihood of re-identification);

– The unauthorized person who used the PHI or to whom the disclosure was 
made;

– Whether the PHI was actually acquired or viewed; and

– The extent to which the risk to the PHI has been mitigated.

Focus on risk to the data, instead of risk of harm to the individual.

Risk Assessment must be documented.

BREACH NOTIFICATION RULE

HCCA Compliance Institute 5

500+ Breaches by Type of Breach
as of 2/27/2015

HCCA Compliance Institute 6

Theft
51%

Loss
9%Unauthorized 

Access/Disclosure
19%

Hacking/IT
7%

Improper Disposal
4% Other

9%

Unknown
1%
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HCCA Compliance Institute 7

Paper Records
22%

Desktop Computer
12%

Laptop
21%

Portable 
Electronic Device

11%

Network Server
12%

Email
7%

EMR
4%

Other
11%

500+ Breaches by Location
as of 2/27/2015

8

BREACH HIGHLIGHTS

September 2009 through February 27, 2015

• Approximately 1,144 reports involving a breach of 
PHI affecting 500 or more individuals
– Theft and Loss are 60% of large breaches
– Laptops and other portable storage devices account for 32% 

of large breaches
– Paper records are 22% of large breaches

• Approximately 157,000+ reports of breaches of PHI 
affecting less than 500 individuals

HCCA Compliance Institute

LESSONS LEARNED

Appropriate Safeguards Prevent Breaches

• Evaluate the risk to e-PHI when at rest on removable media, 
mobile devices and computer hard drives

• Take reasonable and appropriate measures to safeguard e-PHI

– Store all e-PHI to a network 

– Encrypt data stored on portable/movable devices & media

– Employ a remote device wipe to remove data when lost or 
stolen 

– Consider appropriate data backup

– Train workforce members on how to effectively safeguard 
data and timely report security incidents

9HCCA Compliance Institute
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COMPLAINTS RECEIVED

10HCCA Compliance Institute

ALL CLOSED CASES

11HCCA Compliance Institute

CLOSED INVESTIGATED CASES

12HCCA Compliance Institute
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RECENT ENFORCEMENT ACTIONS

HCCA Compliance Institute 13

• Anchorage

• Parkview

• NYP/Columbia

• Concentra

• QCA

• Skagit County

• Adult & Pediatric Dermatology, P.C.

• Affinity Health Plan, Inc.

Lessons Learned:

• HIPAA covered entities and their business associates are required 
to undertake a careful risk analysis to understand the threats and 
vulnerabilities to individuals’ data, and have appropriate 
safeguards in place to protect this information.

• Take caution when implementing changes to information systems, 
especially when those changes involve updates to Web-based 
applications or portals that are used to provide access to 
consumers’ health data using the Internet.

• Senior leadership helps define the culture of an organization and is 
responsible for knowing and complying with the HIPAA privacy 
and security requirements to ensure patients’ rights are fully 
protected as well as the confidentiality of their health data.

RECENT ENFORCEMENT ACTIONS

HCCA Compliance Institute 14

AUDIT PILOT 
FINIDNGS AND OBSERVATIONS 

No findings 
or 
observations 
for 13 
entities 
(11%) 

• 2 Providers, 9 
Health Plans, 2 
Clearinghouses

Security 
accounted 

for 60% of the 
findings and 

observations—
although only 

28% of potential 
total. 

Providers 
had a 
greater 

proportion of 
findings & 

observations 
(65%) than 
reflected by 

their proportion 
of the total set 

(53%). 

Smaller,
Level 4 
entities 
struggle 
with all 
three 
areas

HCCA Compliance Institute 15
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AUDIT PROGRAM NEXT STEPS

Internal analysis for follow up and next steps

• Creation of technical assistance based on results

• Determine where entity follow up is appropriate

• Identify leading practices

Protocol Updates

• Revise CE Protocol to reflect Omnibus Rule

• Develop BA Protocol

Future program design and focus

• Business Associates:  Identify the population.

• Identify areas of focus for future audits.

• Accreditation /Certification correlations?

HCCA Compliance Institute 16

AUDIT PHASE 2 APPROACH

• Primarily internally staffed 

• Selected entities will receive notification and data 
requests

• Entities will be asked to identify their business associates 
and provide their current contact information

• Will select business associate audit subjects for first 
wave from among the BAs identified by covered entities

• Desk audits of selected provisions

• Comprehensive on-site audits as resources allow 

HCCA Compliance Institute

AUDITS PHASE 2 EXPECTATIONS

HCCA Compliance Institute

Data request will specify content & file organization, file names, and any other document 
submission requirements

Only requested data submitted on time will be assessed.  

All documentation must be current as of the date of the request.

Auditors will not have opportunity to contact the entity  for clarifications or to ask for 
additional information, so it is critical that the documents accurately reflect the program. 

Submitting extraneous information may increase difficulty for auditor to find and assess the 
required items. 

Failure to submit response to requests may lead to referral for regional compliance review
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New Guidance:

BUSINESS ASSOCIATES

The HIPAA Omnibus Rule 
https://www.youtube.com/wat
ch?v=mX-QL9PoePU

HCCA Compliance Institute 19

Consumer Awareness:

PUBLIC OUTREACH INITIATIVES

HCCA Compliance Institute

Your New Rights Under HIPAA 
- Consumers 
https://www.youtube.com/watch?v
=3-wV23_E4eQ

Over 262,000 views since 
September 4, 2013

20

Mobile Devices:

http://www.healthit.
gov/mobiledevices

MOBILE DEVICES

HCCA Compliance Institute 21
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NOTICE OF PRIVACY PRACTICES

http://www.hhs.gov/ocr/privacy/hipaa/mod
elnotices.html

HCCA Compliance Institute 22

Medscape Resource Center:

PUBLIC OUTREACH INITIATIVES

HCCA Compliance Institute

http://www.medscape.org/sites/advanc
es/patients-rights

23

More Guidance:

• Business Associates

• Breach Notification Rule

• Security Rule

• Individual Rights

• Other Privacy and Security Rule Topics

More Training:

• Online Training Modules

Audit Program

WHAT’S TO COME

HCCA Compliance Institute 24
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QUESTIONS?

HCCA Compliance Institute 25
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ICD-10-CM: Less than 6 Months 
to Go Live!

McKesson Business 
Performance Services

April 20, 2015

Bess Ann Bredemeyer 
BSN, RN, CHC, CHPC, CPC
McKesson Business Performance Services

As the Senior Director of Consulting, 
Ms. Bredemeyer oversees the facility 
charge capture audit program and the 
physician coding and billing 
compliance consulting teams and she 
serves on McKesson’s ICD-10 
planning and implementation steering 
committee. She works with hospitals 
and physician groups of all sizes and 
specialties on coding and compliance 
solutions.

Lisa Schroeder
CHC, CPC, CCS-P 
McKesson Business Performance Services

As a Compliance Program Director, 
Ms. Schroeder has more than 20 
years experience in practice 
management, AR management, 
medical coding and compliance.  She 
serves on McKesson’s ICD-10 
planning and implementation steering 
committee and has also been involved 
with developing and maintaining billing 
and compliance policies.

McKesson Corporation Confidential and Proprietary2

Speakers

Bess Ann Bredemeyer and Lisa Schroeder are employed by 
McKesson’s Business Performance Services division which 
provides services to medical practices, hospitals and health 
systems on topics being addressed in this presentation.

McKesson Corporation Confidential and Proprietary3

Discloser
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• Identify the Challenges of ICD-10 Implementation

• Assess an Organizations Readiness for Implementing 
ICD-10

• Define the Steps Necessary to Improve Clinical 
Documentation

• Share Lessons Learned from Early Adopters

McKesson Corporation Confidential and Proprietary4

Learning Objectives

• Delay?

• ICD-9-CM vs. ICD-10-CM Overview

• Challenges

• Readiness

• Lessons Learned

• Q & A

McKesson Corporation Confidential and Proprietary5

Agenda

Delay?

McKesson Corporation Confidential and Proprietary6
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McKesson Corporation Confidential and Proprietary7

W53.81XA

McKesson Corporation Confidential and Proprietary8

Most Providers indicated plans to
“stay the course”

• August 2012 Delay to October 1, 2014
HHS announces final rule for one year delay

• March 2014 Delay to October 1, 2015
Section 212 of HR 4302, Protecting Access to 
Medicare Act of 2014

“The Secretary of Health and Human Services 
may not, prior to October 1, 2015, adopt ICD-10 
code sets as the standard for code sets….”

What About the Delay?

Survey

McKesson Corporation Confidential and Proprietary9

How far along are you in your 
preparation for the transition to ICD-
10?

• 25%

• 50%

• 75%

• >75%

• Ready!
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ICD-9-CM vs. ICD-10-CM Overview

McKesson Corporation Confidential and Proprietary10

ICD-9-CM and ICD-10-CM
Key differences 

ICD-9-CM Volume 1 & 2 ICD-10-CM 

13,000 Diagnosis Codes 68,000 Diagnosis Codes 

3- to 5-digit Codes 3- to 7-digit Codes 

Code Format: 
Numeric Codes for all Chapters 
Alphanumeric for Supplementary 
Chapters (V-codes and E-codes) 

Code Format: 
Digit 1 is alphabetic 
Digits 2-7 are numeric 

No Dummy Placeholder Presence of Dummy Placeholder 

ICD-9-CM Volume 3 ICD-10-PCS

11,000 Procedure Codes 87,000 Procedure Codes 

3- to 4-Digit Codes 7-Digit Codes 

Code Format : Numeric Code Format : Alphanumeric 

Structural (format) and volume differences 

McKesson Corporation Confidential and Proprietary11

• ICD-10-CM incorporates much greater clinical detail 
and specificity than ICD-9-CM. 

• Terminology and disease classification are updated 
to be consistent with current clinical practice. 

• The modern classification system will provide much 
better data for multiple purposes

McKesson Corporation Confidential and Proprietary12

Benefits of Specificity
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Challenges

McKesson Corporation Confidential and Proprietary13

Source: aapc.com

ICD-10 will change everything.
Will you be ready?

McKesson Corporation Confidential and Proprietary14

Source: aapc.com

ICD-10 will change everything.
Will you be ready?

OFFICE MANAGERS

 New Policies and Procedures

 Updated Vendor & Payer Contracts

 Budget for Software Upgrades

McKesson Corporation Confidential and Proprietary15
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Source: aapc.com

ICD-10 will change everything.
Will you be ready?

CODERS and BILLERS

 Learning curve of new ICD-10 codes

 Payer reimbursement policy changes

 Use both code sets (ICD-9 & ICD-10) for a 
period of time

McKesson Corporation Confidential and Proprietary16

Source: aapc.com

ICD-10 will change everything.
Will you be ready?

NURSING and CLINICAL STAFF

 More Specific Documentation

 Authorization policy changes

 Form changes

McKesson Corporation Confidential and Proprietary17

Source: aapc.com

ICD-10 will change everything.
Will you be ready?

PHYSICIANS and PROVIDERS

 More Specific Documentation

 5x Code Set Increase

18 McKesson Corporation Confidential and Proprietary
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Are You Prepared For This?

McKesson Corporation Confidential and Proprietary19

Day 1 Day 15-20 Day 20-25 Day 26-30 Day 30-35
Claim file to 
payer

Payer 
processes 
claim file

Remit rec’d; pmts 
& adjs posted

Follow-up done on 
$1,000.00

$5,000.00 Pmts - $3,000.00 
Adjs - $1,280.00
Pat – $320.00
Not processed –
$1,000.00

Day 1 Day 15-20 Day 20-25 Day 26-30 Day 30-35 Day 36 -
Claim file to 
payer

Payer processes 
claim file

Remit rec’d; pmts 
& adjs posted

Follow-up done 
on $1,500.00

$5,000.00 Pmts - $2,500.00
Adjs - $800.00
Pat – $200.00
Not processed –
$1,500.00

Post ICD-10 Implementation

Today

Survey

McKesson Corporation Confidential and Proprietary20

Are your coders fully trained and 
prepared to code in ICD-10?

• Yes

• No

• Don’t know

Readiness

McKesson Corporation Confidential and Proprietary21
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1. Evaluate current cash flow (age of account balances, billing lag time)

2. Set goals and plan to correct/prevent recurring errors/issues and 
optimize cash flow

3. Determine impact on quality initiatives (e.g., PQRS, EHR)

4. Complete ICD-10 training at all levels

5. Follow-up with electronic system vendors 

6. Note payer news regarding ICD-10 claims testing 
requirements/opportunities

7. Review insurance contracts for diagnosis-based payment impact  

8. Revise/develop/purchase internal coding resources (encounter forms, 
coding quick references)

McKesson Corporation Confidential and Proprietary22

January – April 2015 Timeline
Did you?

McKesson Corporation Confidential and Proprietary23

1. Focus on frequently used codes
• Top 100
• Unusual codes, unusual volume
• Training

2.   Reduce average days to final billing
• Days not billed
• Benchmark
• Prepare

January – April Timeframe

• Are upgrades completed or scheduled?

• Should 2014 reporting be completed prior to system 
upgrades?

• Is training on upgraded system necessary and if so, 
scheduled?

McKesson Corporation Confidential and Proprietary24

Other Questions to Consider
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1. Develop and assign workflow and processes effective 
10/01/15

2. Verify that all testing was successfully completed

3. Consider direct-to-payer or other alternative claims 
submission resources (if testing has not been successful)

4. Continue to monitor payer news regarding readiness and 
changes to payment policies

McKesson Corporation Confidential and Proprietary25

September 2015 Timeline
Action items

1. Monitor all claims acknowledgement (997) and acceptance/rejection 
(277) reports

2. Promptly correct and resubmit all rejected/denied claims

3. Evaluate post-implementation cash flow until claims filed with ICD-10 
are consistently paid

4. Evaluate need for contingency activities (e.g., overtime, consultant, 
credit line) 

5. Conduct coding review for accuracy and compliance

6. Monitor reimbursement accuracy and timeliness of payer per contract

7. Continue to monitor payer news regarding claims adjudication issues 
and resolutions 

McKesson Corporation Confidential and Proprietary26

October 2015 – Ongoing Timeline
Action items

Survey

McKesson Corporation Confidential and Proprietary27

Which do you think will impact your 
staff productivity the most?

• Increase in volume of codes
• Requirement to dual code in both ICD-9 and 

ICD-10
• Inadequate documentation of medical records
• Staff unclear of roles during implementation
• Lack of certified Staff
• New technology systems
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Lessons Learned

McKesson Corporation Confidential and Proprietary28

Implement clinical documentation improvements found during 
compliance audits

• More detailed medical records

• More time to translate/interpret 

• Increased delays in authorizations

• Increased claim rejections

• More time to research/resolve reimbursement issues

• Increase queries for documentation by facilities

• Same notes used in facility and office

McKesson Corporation Confidential and Proprietary29

Clinical Documentation
Key to a successful ICD-10 transition

This breaks down to two major 
motivations for CDI:

1. Patient care: Complete and 
accurate medical records are 
needed to help ensure the 
patient gets the right treatment.

2. Cash flow: Medical claims are 
rejected and down-coded 
because there is not enough 
documentation to support a 
diagnosis.

McKesson Corporation Confidential and Proprietary30

Clinical Documentation
Key to a successful ICD-10 transition
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Key Steps to Improving Clinical Documentation

1. Assess documentation for ICD-10 readiness

2. Analyze the impact on claims

3. Implement early clinician education

4. Establish a concurrent documentation review program

5. Streamline clinical documentation workflow

McKesson Corporation Confidential and Proprietary31

Clinical Documentation
Key to a successful ICD-10 transition

• Education is a critical factor in a successful implementation of 
ICD-10 requiring a comprehensive training program

• Education should include coders as well as providers

• Implement the training in phases
− Anatomy and pathophysiology refresher training
− ICD-10 General Guidelines
− Code Set Training

• Was the training successful – measure the outcomes
− Did the training accomplish the objective?
− Have the coders/providers developed a level of proficiency?
− Consider dual coding for a period of time to measure proficiency

McKesson Corporation Confidential and Proprietary32

Training

• Learning curve with compromised short-term productivity 
• With continued due diligence, the coders and providers will 

become comfortable with ICD-10 and gradually productivity 
will increase.

• Do you know what your productivity is today?
− American Academy of Professional Coders: coding productivity can be 

reduced by as much as 30-40% until the learning curve has been 
realized

• Factors influencing decrease in production:
– Specialty
– Coder knowledge
– Provider documentation

McKesson Corporation Confidential and Proprietary33

Productivity
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• Another area of concern is the increase of auditing charges 
for compliance in order to comply with the more extensive 
documentation that ICD-10 requires.
− Dual Coding – consider having the coders code in both ICD-10 (translation 

to ICD-9 through the GEMS crosswalk)
− Audit the ICD-10 code to help ensure accuracy
− Does the documentation contain the specificity to code in ICD-10?
− Is additional provider training warranted?

• In our testing environment, the accuracy rate of coders 
quarterly QA scores decreased by a minimal amount
− Factors influencing decrease in accuracy

• Specialty
• Coder comprehension of training

McKesson Corporation Confidential and Proprietary34

Accuracy

ICD-10: How to decrease the billing impact

McKesson Corporation Confidential and Proprietary35

• Identify your current systems which will need to 
migrate to ICD-10, such as clinical documentation, 
electronic health records, contracts and vendors, and 
reporting protocols.

• Contact your payers as ICD-10 may mean a 
modification of contracts, payment schedules, or 
reimbursement.

• Assess your facility to determine how the transition 
may disrupt or slow the billing process.

• ICD-10 implementation and readiness testing 
should be discussed with everyone in your billing 
chain to help ensure a smooth transition. 

• Test and report documentation and billing for 
accuracy.

ICD-10: How to decrease the central business 
office impact

36

• Review all super bill’s and charge tickets for 
ICD-10 accuracy

• Review compliance strategies in the CBO

• Review any AR charge editing software

• Determine the coder’s responsibilities in the 
CBO

• Training for staff that will process charges

McKesson Corporation Confidential and Proprietary
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Top Reasons for Expected 
Decrease in Revenue

37
Source: Health Leaders Survey 

http://content.hcpro.com/pdf/content/268585.pdfMcKesson Corporation Confidential and Proprietary

What will 
impact your 
revenue the 
most?

47%

Incomplete 
physician 

documentation

11%

12%
15% Shift in 

DRGs

Payers not 
ready

Coding staff 
mistakes

Claims Validation and Processing
• New edits based on new payer proprietary rules.

• On‐going builds of new edits increasing as payers refine adjudication 
criteria

• Changes as coding conventions for modifiers, injury codes, V codes, etc. 
may be replaced with more granular ICD‐10-CM coding

38

ICD-10: How to decrease the central business 
office impact

Claims edits must be flexible 
and able to be customized

McKesson Corporation Confidential and Proprietary

Survey

McKesson Corporation Confidential and Proprietary39

As a healthcare leader, where is your main focus 
over the next 8 months as you prepare for the 
transition to ICD-10 on Oct. 1?

• Hiring certified coders
• Training existing coders
• Selecting outsourcing vendor for coding services
• Testing in ICD-10
• Educating Physicians
• Clinical documentation audits
• Compliance planning
• Technology upgrades
• Payer readiness
• Revenue implications
• Staff productivity implications
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Points to Remember

Preparation and planning is key to the 
success of the implementation

Sufficient education is a must 

Understand the limitations of working 
with the systems (ICD-9 and ICD-10) 
in tandem

Learn from the experience of others 

McKesson Corporation Confidential and Proprietary41

• American Hospital Association (AHA)
www.ahacentraloffice.org

• American Medical Association (AMA)
www.ama-assn.org/ama

• Center for Disease Control CDC) 
www.cdc.gov

• Center for Medicare & Medicaid (CMS)
www.cms.gov

• American Health Information Association 
(AHIMA) www.ahima.org

• American Association of Professional Coders 
(AAPC) www.aapc.com

• Medicare Benefit Policy Manual, Ch 15, Sec. 80.6
www.cms.hhs.gov/manuals/downloads/bp102c15.pdf

Resources

Q&A

McKesson Corporation Confidential and Proprietary42
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Bess Ann Bredemeyer Lisa Schroeder
Bessann.bredemeyer@mckesson.com Lisa.schroeder@mckesson.com
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Fraud and Abuse 
Emergency Medical Services and Ambulance Services

William C. Krasner JD,MBA,RN,EMT,CHC

What I Will Share
• Overview of Emergency Medical Services

• The Problem

• OIG Compliance Guide

• Coverage Requirements

• Targeted Scrutiny

• More on Medical Necessity

• In Pari Delicti:the Physician Certification Statement

• Experiment in Repetitive Transportation

• Institutional Discounting‐Swapping Arrangements

• Implications for the Pre‐hospital Arena

• Settlements and CIA

• Other Compliance Concerns

• Unintended Consequences

Overview of Emergency Medical Services

• Lower Mode

• Pre‐Hospital Care

• Non Emergency Ambulance Transportation

• Basic Life Support

• Advanced Life Support

• Specialty Care (Critical Care)

• Air Medical(Critical Care)
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Overview

Pre‐Hospital

Emergency 
9‐1‐1‐

Inter‐
Facility(Non 
Emergency)

Air 
Medical

ALS and 
BLS 

Ground

Intercept

Hospital to 
Hospital
Tertiary
Upgrade

BLS 
Discharges:
H to SNF
H to 

Residence

ALS/SCTU 
Ground

Repetitive 
Ambulance 

Transportation

Lower 
Mode

The Problem
• 4.9 Billion Each Year  (583 Billion) 0.8%
• ~350 Million Fraud

• Blatant Criminality

• Frequent Advisory Opinion Requests
• Medical Necessity

• Mileage Up‐coding

• Level of Service (Case Mix) Up‐coding

• Routine Waiver of Copayments
• Membership Programs

• Highly Scrutinized Areas
EMS/Amb
ulance

Hospitals Other Physician DME Lab Pharmacy

OIG‐AP 2013‐2014 8 8 7 2 2 2 2
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OIG Compliance Guide 2003

• improper transport of individuals with other acceptable means of 
transportation;

• medically unnecessary trips;
• trips claimed but not rendered;
• misrepresentation of the transport destination to make it appear as if the 
transport was covered by a federal health care program;

• false documentation;
• billing for each patient transported in a group as if he/she were 
transported separately;

• Up‐coding from basic life support to advanced life support services; and
• payment of kickbacks 

Medical Necessity Verses  Reasonable and 
Necessary 

•Medical Necessity
–Contraindication

•Reasonable and Necessary
–Why they Are Going

Medical Necessity Verses  Reasonable and 
Necessary

•Medical Necessity
–Contraindication

•Reasonable and Necessary
–Why they Are Going
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Covered Origins(Pick Up)

• Origins
• Hospital

• SNF

• LTAC

• Rehab Hospital

• Scene

• Residence

• Helicopter/Fixed Wing Air Transport LZ

Destinations(Drop Off)

• SNF

• Hospitals

• Renal Dialysis Centers (Hospital Based or Free Standing)

• Residence

• Helicopter/Fixed Wing Air Transport LZ

• Closest Appropriate Rule
• Excess Miles‐Statutory Exclusion

Scrutiny: OIG Targeted Areas

• Hospital to Nursing Homes

• ED to Nursing Homes

• Hospital to Residential Facilities

• Hospital to Private Residence

• Repetitive Transportation
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General Rule

• Transport by Other means is Contraindicated

• Statutory Exclusion

• Lack of a Bright Line Rule  (Totality of the Circumstance)

Bed Confined
Medicare’s National Definition 

• The Beneficiary is :
• Unable to get up from bed without assistance;                                                     

• Unable to ambulate

• Unable to sit in a chair, including a wheelchair

*** ALL  THREE CRITERIA MUST BE MET ***

• Bed confinement is NOT the sole criterion for medical 
necessity.

Other Indicators of Medical Necessity

• Patient’s Medical Condition Requires Advanced Life Support

• Severe Dementia or Reduced Level of Consciousness

• Acute Need for Oxygen (Clinical Evidence of Hypoxemia)

• Airway Monitoring/ Aspiration

• Injurious to Self or Others (Physically or Chemically Restrained)

• Active Isolation for a Contagion

• Frequent Seizures

• Special Handling‐Severe Pain on Movement‐Bariatric
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Physician Should Execute

• Physician Assistant (PA)
• Nurse Practitioner (NP)
• Clinical Nurse Specialist (CNS)
• Registered Nurse (RN)
• Discharge Planner
• Personal knowledge of the beneficiary's condition at 
the time the ambulance transport is ordered or the 
service is furnished. 

• Physician Must Execute for Repetitive Transportation 
(3 in 10 Rule)
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In Pari Delicti

• Physician Certification Statement
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Routine Waiver of Copayments(Subscriptions)

• Proscribed in Some States
• NY

• May Require Jurisdictional Approval (California)

• Actuarial Soundness

• Language

• Tax Based Government Providers‐OIG Safe Harbor

Repetitive Transportation

• 60 Days
• Start at 45 Days

• PCS and Repetitive Survey

• 3 or more Transport in 10 Days or

• 1 per week for 3 weeks

• MUST BE PHYSICIAN WHO IS KNOWLEGABLE ABOUT PATIENTLOOK TO 
PCP

Source; US Renal Data Report 
2011
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MEDPAC June 2013

Pilot(New Jersey, South Carolina, and 
Pennsylvania)

Issues With Pre‐Hospital

• EMTALA
• Doesn’t Apply to Independent Agencies
• Umbrellas 

• Medical Command 
• Hospital owned Ambulances

• Restocking Implications‐Safe Harbor

• Intercept Agreements

• MAC Local Coverage Determination Policies More Liberal

• Coders Typically Use Presumptive ICD‐9 (10)

• Dispatch Fees‐AKS

• Dispatch Determinants and Medical Priority Dispatch

• Waiver of Copayments and Deductibles
• Safe Harbor Regulations
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Institutional Discounting

• OIG Advisory Opinion 99‐2
• Substantial in Excess

• Deep Discount/Swapping
• Average Total Loaded Costs

• Referral Pattern Related to Level of Discount

• Klaczak V. Consolidated Medical Transports , Et Al 458 F.Supp.2d 622

• American Medical Response CIA‐Swapping

• Potential Impact of Safe Harbor Regulations

CIA‐Settlements
• Lynch Ambulance($3M) QT

• Medical Necessity

• First Call Ambulance ($500k)
• Up‐coding: BLS to ALS

• Trans‐Star Ambulance Service ($948K) QT
• Medical Necessity

• Tri‐County Ambulance
• Rural/Metro Corporation($5.4M) QT

• Up‐coding Non‐Emergency to Emergency
• Medical Necessity

• American Medical Response, Inc.($9.0m) (QT)
• Swapping Arrangement –Institutional Discount

Other Compliance Concerns

• Referral Liaisons‐AKS
• Assist with Compliance

• Lower Mode Medical Transportation and Safe Harbor
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Unintended Consequences

• Criminal and Civil Monetary Penalties to EMS Agency

• Financial Impact to Ambulance Provider‐Bad Debt

• Patient Responsible for Expensive Unnecessary Ambulance Transport

• Increased Financial Costs to Referring Agency

• Depletion of Vital Resources

• Joint Culpability

Risk Mitigation

• Repetitive Reviews
• Engage Medical Director 

• Train All Ambulance Coders

• Use Transport Liaisons as Compliance Soldiers

• Educate Referral Points
• Assemble Non Biased Supporting Documentation

• Study Demand Pattern

• Use Medicare Data/CBR to continuous Review Experience against 
Peers

What I Shared
• Overview of Emergency Medical Services

• The Problem

• OIG Compliance Guide

• Coverage Requirements

• Targeted Scrutiny

• More on Medical Necessity

• In Pari Delicti:the Physician Certification Statement

• Experiment in Repetitive Transportation

• Institutional Discounting‐Swapping Arrangements

• Implications for the Pre‐hospital Arena

• Settlements and CIA

• Other Compliance Concerns

• Unintended Consequences



 
Can Patient get up From 

Bed without Assistance?

ENTRY
Can Patient Ambulate?NO

Is Patient 

Receiving Non-Self 

Administered Oxygen

Does 

Patient have a 

Contraindication to 

Sitting in A Chair or 

Wheel Chair?

NO

NO

Does Patient Require 

Airway Monitoring  or 

aspiration

Does Patient Require 

Cardiac Monitoring
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 Patient have an a 

decreased level of 

consciousness or are 
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Does 
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 Wound Pre-cautions or does 
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SacralDecubitus (stage III OR 
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 Isolation)

Transport via 
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Is patient on Seizure 

precautions
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 (Harmful to self 
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Decubiti Staging

Stage 1: a sore hasn't actually formed;

 the unbroken skin is simply 

red. 

Stage 2: the skin is red and swollen--

often with blisters--and the topmost skin 

layers begin to die. 

Stage 3: the sore has broken through 

the skin, exposing deeper levels of skin. 

Stage 4: the sore extends deeply 

through the skin and fat and into the 

muscle. The muscle itself may be 

destroyed. The maybe exposed, 

damaged, and sometimes infected. 
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Private Room Isolation

•MRSA (while on Antibiotics and 48 Hours Post)

•C-Diff (Negative cultures of primary site 

after appropriate Rx.)

•VRE (Isolation remains in place duration of  

hospitalization)

•VRSA (while on Antibiotics and 48 Hours Post)

•TB (Negative Pressure-3 negative AFB smears)

•Gram – Rods (Negative cultures of primary site 

after appropriate Rx.)

•C.Pox (When pustules have crusted over & cleared 

by MD )

Pharmacology Restraints

• Haloperidol (Haldol)

– Side Effects-Cardiac-torsades de pointes

• Droperidol (Inapsine)

– Side Effects-Cardiac-torsades de pointes

– Hypotension and Tachycardia

• Lorazepam (Ativan)

– Benzodiazepams: Monintor Respiratory and 

Cardiac Status

YES

Should Not 

be low 

Flow and 

Should be 

with S/S of 

SOB

or Lower 

Pulse Ox

NO

NO

Does Patient Require 

Special Handling to 

reduce pain (>=7 on 1-10) or they require

an orthopedic device 

such as a backboard

Halo, traction or is there

a Bariatric Condition, 

that meets non-ambulatory status

NO
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BLS Ambulance

YES

Does Not Require Airway Management

BlS Ambulance
BLS

BLS

No Acute O2

Has or May Require

Advanced Airway

(ETT, KING). Tracheal 

Suctioning

YES

SCTU
YES- Advanced Airway-SCTU

BLS
NO Basic Airway DNR DNI

SCTU
Cardiac Monitoring Required

BLS

DNRDecreased LOC

SCTU
Full or Partial Resuscitation (DNI)

BLS
DNR

Attempt to Get Out Of Hospital DNR.  

Do Not Delay Transport If in Hospital 

DNR is Current it may be used in 

place of Out of Hospital DNR

Does Not Require Cardiac Monitoring

Does Not Require Support for Decreased LOC

BLS
Grade II or IV Sacral Decubiti Transport Time Greater than and Hour
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BLS
Patient Requires Active Isolation

ALS 

Intervention 

Required

YES

SCTU
ALS Intervention

BLS
BLS Intervention

NO

BLS
YES

SCTU
ALS Intervention

BLS
YES
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Crew Must Document Location 

and

Grade of Decubiti
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Preparing for Enforcement of the 
Complex 340B Pricing Program 

Requirements –
An Integrated Compliance Effort
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Introductions

Catie Heindel, JD, CHC, CHPC
Vice President
cheindel@strategicm.com
847-707-9830

Cathy Bodnar, MS, RN, CHC
Chief Compliance & Privacy Officer
cbodnar@cookcountyhhs.org
312-864-0903

Session Objectives
• Present an overview of the HRSA OPA 340B Pricing 

Program.
• Identify requirements and areas of concern for 340B 

Compliance. 
• Integrate the 340B Program into operations. 
• Develop 340B self-audit programs and incorporate 

monitoring.
• Plan for 340B Audits by HRSA and drug manufacturers. 

3
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340B PRICING PROGRAM 
OVERVIEW

• Deeply discounts drugs 25-50% from typical market prices. 
• Federally-mandates a discount for institutions that serve a 

high number of Medicare, Medicaid and uninsured 
patients.  

• Enables covered entities to 
“stretch scarce federal resources as far as possible, 
reaching more eligible patients and providing more 
comprehensive services.” 

5

The 340B Pricing Program

• Health Centers
▫ Federally Qualified 

Health Centers
▫ Federally Qualified 

Health Center Look-
Alikes

▫ Native Hawaiian 
Health Centers

▫ Tribal / Urban 
Indian Health 
Centers

• Ryan White HIV/AIDS 
Program Grantees

6

Covered Entities
• Hospitals
▫ Children’s 

Hospitals
▫ Critical Access 

Hospitals
▫ Disproportionate 

Share Hospitals
▫ Free Standing 

Cancer Hospitals
▫ Rural Referral 

Centers
▫ Sole Community 

Hospitals

• Specialized Clinics
▫ Black Lung Clinics
▫ Comprehensive 

Hemophilia 
Diagnostic 
Treatment 
Centers

▫ Title X Family 
Planning Clinics

▫ Sexually 
Transmitted 
Disease Clinics

▫ Tuberculosis 
Clinics
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340B acquired medications and supplies are to be used only 
for eligible patients. 

• 1996 Patient Definition Regulations:
▫ The covered entity has established a relationship with the 

individual, such that the covered entity maintains records of the 
individual’s health care; and 

▫ The individual receives health care services from a health care 
professional who is either employed by the covered entity or 
provides health care under contractual or other  arrangements (e.g. 
referral for consultation) such that responsibility for the care 
provided remains with the covered entity.

7

Eligible Patients

The 340B Program generally covers the following 
OUTPATIENT drugs:

• FDA-approved prescription drugs;
• Over-the-counter (OTC) drugs written on a prescription;
• Biological products that can be dispensed only by a 

prescription (other than vaccines); or
• FDA-approved insulin.

8

Eligible Drugs

340B PRICING PROGRAM 
REQUIREMENTS
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To participate in the Program a covered entity must:

• Keep 340B database information accurate and up to date;
• Recertify eligibility every year;
• Prevent duplicate discounts;
• Prevent diversion to ineligible patients; and 
• Prepare for program audits.

10

Ongoing Requirements

There is a statutory prohibition on Group Purchasing 
Organization Participation.

The prohibition applies to
• Disproportionate share hospitals, 
• children's hospitals, and 
• freestanding cancer centers. 

• These entities may not 
▫ “obtain covered outpatient drugs through a group 

purchasing organization or other group purchasing 
arrangement.”

11

GPO Participation Prohibition

• GPOs cannot be used for “covered outpatient drugs” within 
the 4-walls of hospital “under any circumstance.”1

▫ Includes drugs for ineligible patients. 

• An off-site facility can use a GPO for covered outpatient 
drugs if the following criteria are met:
▫ Located at a different physical address than the parent;
▫ Not registered on the OPA 340B database;
▫ Purchase drugs through a separate pharmacy wholesaler account 

than the 340B participating parent; and
▫ Hospital maintains records demonstrating that any covered 

outpatient drugs purchased through the GPO at these sites are not 
utilized or otherwise transferred to the hospital or child sites.

▫ 1 http://www.hrsa.gov/opa/programrequirements/policyreleases/prohibitionongpoparticipation020713.pdf

12

Non-Compliance: Termination
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AREAS OF CONCERN FOR 
COMPLIANCE 

• Accurate registration with HRSA’s Office of Pharmacy 
Affairs (OPA) is critical:  
▫ Official record of where 340B drugs are maintained/340B 

prescriptions originate.
▫ Manufacturers rely on database to track discounted drugs and 

honor wholesaler chargebacks.

• Registration is required for Parent Site (e.g. DSH).
• Also required for Child Sites and Contract Pharmacy 

relationships. 
▫ Child sites need to be listed as reimbursable above line 119 of 

the most recently filed cost report and require Outpatient 
Facility Registration.

14

HRSA Registration 

• Contract pharmacies serve as an additional dispensing and 
billing agent of a hospital to increase qualified patients’ 
access to 340B.

• HRSA does not allow one 340B site to transfer medication 
to another 340B site.

• Complex systems may wish to seek approval of a HRSA 
Alternate Methods Demonstration Project to operate 
outside 340B Drug Pricing Program guidelines. 

15

Contract Pharmacies
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• During OPA registration, hospitals must answer the 
following:  “Will you bill Medicaid for drug purchased at 
340B drug price?”
▫ Carve-In:  List Medicaid provider numbers and NPI.
 Pass through 340B price.

▫ Carve-Out:  Do not list Medicaid provider numbers/NPI.
 Bill according to hospital standards.

• This information is maintained on the OPA Medicaid 
Exclusion File.

16

Medicaid Exclusion File

• Up to date registration on HRSA website. 
▫ Communication with state drug rebate unit regarding NPI 

numbers. 

• Bill-to, ship-to arrangements across contract pharmacies 
and tracking systems.
▫ Very challenging given current patient access/service issues.

• Applying state and federal regulatory criteria. 
• Managing the high number of current accounts takes 

planning and stringent controls.

17

Other Areas of Concern

• Virtual inventory helps tracks utilization of 340B, GPO and 
WAC purchases.

• 11-digit NDC replenishment.
▫ Shortages, auto-replace, discontinuation, NDC change. 

• CDM to NDC cross-walk.
▫ Correct NDC need to ensure 11-digit NDC replenishment and 

Medicaid pass-through.
▫ Ability to purchase at 340B and not default to WAC. 

• Unit of measure issues. 
▫ Impacts correct accumulation at NDC package level
▫ Both compliance and efficiency issues.

18

Inventory Issues
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• Sanctions for non-compliance are real.
▫ They include removal from the 340B program and/or 

repayment to manufacturers for drugs purchased using 340B 
pricing during the time period for which the violation 
occurred.

• The “Authorizing Official” is a significant role.
▫ They certify compliance with the 340B Program during the 

annual recertification process.

19

Compliance is Critical

• Covered Entities must disclose violations of the 340B 
Program to HRSA. 

• Timing is essential. 
▫ A covered entity should self-disclose as soon as reasonably 

possible after a violation and at any given point prior to the 
recertification process.

• Process includes: 
1. Covered entity disclosure;
2. Covered entity - Manufacturer communication; 
3. HRSA review of disclosure; and
4. HRSA closure of issue 

• Self Disclosure reporting tool available on Apexus website.

20

Self-Disclosure

AN INTEGRATED 340B PROGRAM

Strategic Management Services, LLC
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• Participation in the program offers most entities 
significant savings. 

• Management of 340B is complex and detailed. 
• 340B entities are under significant government and 

industry scrutiny. 
• Coordination across all departments is critical to 

successful administration of the Program.
• Involve a cross-functional executive team.
▫ This demonstrates the commitment to compliance with the 

Program at a high level within the organization.

22

It’s Not Only Pharmacy

• A cross-functional executive team,
▫ Provides overarching oversight.
▫ Ensures covered entities and child sites are properly 

registered.
▫ Communicates any impending changes to existing 

infrastructure (i.e., adding new sites, changing existing site 
status) are identified, discussed and addressed properly in the 
HRSA database. 

▫ Assesses 340B billing practices meet state Medicaid laws and 
HRSA requirements (e.g., use of modifiers; split billing)

▫ Provides independent monitoring of self-audit findings. 

23

Why Executive Involvement?

• Entities should develop policies that address processes for 
340B program compliance; include language to: 
▫ Ensure covered entities and child sites are properly registered 

and maintain and recertify 340B program eligibility. 
▫ Address changes to existing infrastructure (i.e., adding new 

sites, changing existing site status) and properly accounted 
for in the HRSA database. 

▫ Assess 340B billing practices to comply with state Medicaid 
laws and HRSA requirements (e.g., use of modifiers; split 
billing).

▫ Monitor 340B inventory is properly managed. 
▫ Incorporate monitoring and reporting of self-audit findings. 

24

Set the Standard through Policy
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• The policy should also address the purchase of drugs which 
do not meet the definition of “covered outpatient drugs.”
▫ Example:  If a drug is (1) part of or incident to another 

service, (2) used in the same setting as that service and (3) is 
paid as part of that service (instead of the drug being 
reimbursed directly), then the drug is not considered to be a 
covered outpatient drug for 340B purposes, and will be 
purchased through the GPO.

▫ This consideration shall be applied to anesthetic gases, 
contrast media, crash cart trays and IV solutions.

25

Include Exclusions 

• Training should be ongoing. 
▫ Deliver to everyone involved in 340B program operations 

(e.g., pharmacy, finance, etc.) and the 340B executive team.

• Training should: 
▫ Outline pertinent 340B program rules and regulations, on 

state and federal level
▫ Discuss the process for addressing 340B policy and the 

maintenance of integrity of the 340B Program participation.
▫ Describe the role of the entity in 340B pricing integrity.
▫ Identify the roles and responsibilities of 340B program 

implementation and monitoring.

26

Train on the Policy

• Monitoring Activities
▫ Regular 340B Program Team update meetings 
▫ Communications with contract pharmacies to ensure compliance 

• Self Audits 
▫ Covered entities are expected to maintain auditable records of its

340B participation
▫ HRSA recommends conducting self-audits as a means by which

entities can detect and resolve any compliance issues.

• External Audits 
▫ HRSA OPA has a peer to peer program that has identified leading 

practice sites – reach out!
▫ If you can, access industry experts to further identify and mitigate 

detected compliance issues. 

27

Review, Review, Review
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SELF-AUDITS AND PROGRAM 
MONITORING

• Develop a process that includes:
▫ Interviews with key organizational leaders involved in 340B

program operations (e.g., Pharmacy Director, Purchasing
Coordinators, Finance Director responsible for cost report)

▫ Performance of assessments of compliance with 340B
policy(ies), entity eligibility criteria and up to date entries in
the OPA Database

▫ Audit samples of 340B drug transactions.

29

Program Expectation: Self Audits

• Covered entities are expected to maintain auditable
records of its 340B participation.

• HRSA recommends conducting self-audits as a means by
which entities can detect and resolve any compliance
issues.

• The process for conducting self audits should be outlined
in organizational policies and procedures.

• Self audit process should involve multiple departments –
Pharmacy, Finance, Internal Audit and/or Compliance.

• Remember to keep all records of audits.

30

Keep HRSA OPA Top of Mind
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https://docs.340bpvp.com/documents/public/resourcecenter/DSH_340B_Compliance
_SelfAssessment_Policy.pdf

Self Audit Tools

31

https://docs.340bpvp.com/documents/public/resourcecenter/DSH_340B_Compliance
_SelfAssessment_DataTransactions.pdf

Self Audit Tools

32

PREPARING FOR 340B AUDITS BY 
HRSA AND DRUG MANUFACTURERS 
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• HRSA has the authority to audit covered entities for 
compliance with 340B Drug Pricing Program requirements 
(42 USC 256b(a)(5)(C))

• HRSA’s 340B Program audits review covered entity 
compliance with respect to eligibility status, including 
compliance with the GPO prohibition as applicable, 
duplicate discounts, and diversion.

• Failure to comply may make the 340B covered entity liable 
to manufacturers for refunds of discounts or cause the 
covered entity to be removed from the 340B Program.

34

HRSA OPA Audits are Here!

• Audit consists of pre-audit interactions, an onsite audit 
and audit close out process. 

• Audit procedures consist at least the following: 
▫ Review of relevant policies and procedures and how they are 

operationalized;
▫ Verification of eligibility, including GPO and outpatient clinic 

eligibility;
▫ Verification of internal controls to prevent diversion and duplicate 

discounts, including how the covered entity defines whether a 
patient is considered inpatient or outpatient, HRSA Medicaid 
Exclusion File designations, and accuracy of covered entity’s 340B 
database record;

▫ Review of 340B Program compliance at covered entity, outpatient 
or associated facilities, and contract pharmacies; and

▫ Testing of 340B drug transaction records on a sample basis.

35

What to Expect 

• Summary results of past audits are found at: 
http://www.hrsa.gov/opa/programintegrity/index.html

• Samples address issues related to: 
▫ Diversion, 
▫ Failure to follow GPO Exclusion, 
▫ Incorrect 340B Database Record

36

How to Learn More
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• Pharmaceutical manufacturers enter into a pharmaceutical 
pricing agreement or PPA with the Secretary of HHS.

• Under the PPA, a manufacturer agrees to provide discounts and 
otherwise comply with 340B requirements

• Manufacturers are advised to monitor 340B customer 
purchasing trends to protect against over utilization of 
discounted drugs.

• HRSA has launched 1-audit of a manufacturer for compliance 
with 340B pricing requirements.

37

Manufacturers Can Audit Too!

• Guidelines are published in the Federal Register.
▫ 61 FR 65406 (December 12, 1996)

• An audit may be conducted “only when it has documentation
which indicates that there is reasonable cause.”

• Prior to conducting an audit, manufacturers must submit audit
work plans to HRSA for review.
▫ HRSA reviews for reasonable purpose and scope.

• The audit is to determine compliance with the following:
▫ Section 340B(a)(5)(A) of the PHS Act- Prohibiting Duplicate

Discounts or Rebates; and
▫ Section 340B(a)(5)(B) of the PHS Act – Prohibiting Resale of Drugs.

38

Manufacturer Audit Guidelines

• Be always at the ready!
• Develop your 340B policy to incorporate procedures in the event

of a HRSA OPA or manufacturer audit.

39

Prepare
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Resources

• HRSA OPA Website
• http://www.hrsa.gov/opa/

• Apexus Prime Vendor Website
• https://www.340bpvp.com/controller.html

• Safety Net Hospitals for Pharmaceutical Access 
(SNHAPA) 

• http://www.snhpa.org/

40

Strategic Management Services, LLC

WRAP UP & QUESTIONS

Catie Heindel, JD, CHC, CHPC
cheindel@strategicm.com
847-707-9830

Strategic Management Services, LLC

Cathy Bodnar MS, RN, CHC
cbodnar@cookcountyhhs.org
312-864-0903
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A Guide for DSH Leaders 

Purpose:  The purpose of this tool is to provide an example of a 340B Policy and Procedure 
Manual (P&P Manual) that exhibits high program integrity, to assist participating DSH 
leaders in the preparation of a unique, site-specific, P&P Manual that supports placing 
compliant guidance/policy into practice. 

Instructions:    

1. Identify which team members within the DSH will be involved in the creation, 
review, and approval process of the P&P Manual.  

2. Meet to discuss the project and assign responsibilities and timelines. 
3. Review the sample P&P Manual. 
4. Based on the topics presented in the sample, customize a draft P&P Manual for the 

specific entity. This sample is not intended to be “cut and pasted,” rather it is 
intended to provide structure and content that entities may want to address as part 
of creating a 340B compliant program. Entities are expected to delete or add new 
language in order to customize their P&P Manual to apply to their unique practice 
settings and 340B program requirements. There are many possibilities for 
structuring a 340B P&P Manual; this sample represents just one option. 

5. If you have specific questions, contact Apexus Answers 
(ApexusAnswers@340bpvp.com) and they will provide assistance, or connect you 
with a resource that can provide help. 

6. Review and approve draft P&P Manual with entity team members. 
7. Regularly update the P&P Manual, and maintain all records of previous versions of 

P&P Manuals and meeting minutes from P&P Manual reviews.  

  

 
 
 
This tool, written to align with OPA policy, is provided only as an example for the purpose of encouraging 340B Program integrity.  This 
information has not been endorsed by the Office of Pharmacy Affairs and is not dispositive in determining compliance with or 
participatory status in the 340B Drug Pricing Program.  340B stakeholders are ultimately responsible for 340B program compliance and 
compliance with all other applicable laws and regulations.  Apexus encourages each stakeholder to include legal counsel as part of their 
program integrity efforts.  

© Copyright 2014 Apexus, Inc.  Permission is granted to use, copy and distribute this work solely for 340B covered entities and Medicaid 
Agencies.  
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A Guide for DSH Leaders 
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A Guide for DSH Leaders 

I. PURPOSE 
This document contains descriptions of the policies and procedures used at [Entity] to maintain 
compliance with the 340B Program.  

II. DEFINITIONS 
Definitions of terms may be found in [Appendix: 340B Glossary of Terms]. 

Additional definitions: 

Covered outpatient drug: [Entity] interprets Section 1927 (k) of the Social Security Act to include the 
following drugs when used in the situations described (list) and exclude the following drugs when used 
in the situations described (list).  

Inpatient status: [Entity] determines that patients have an inpatient status according to [data 
set/method of determination]. 

Outpatient status: [Entity] determines that patients have an inpatient status according to [data 
set/method of determination]. 

III.  REFERENCES 
Include other references to P&Ps, 340B Glossary of Terms, OPA website, etc. 

IV. POLICY REVIEW, UPDATES, AND APPROVAL 
This policy will be reviewed, updated, and approved by [Entity] Staff/Committee at [interval] with 
documentation. [Reference P&P Committee Policy] 

V. BACKGROUND 
Section 340B of the Public Health Service Act (1992) requires drug manufacturers participating in the 
Medicaid Drug Rebate Program to sign an agreement with the Secretary of Health and Human Services. 
This agreement limits the price manufacturers may charge certain covered entities for covered 
outpatient drugs. The resulting program is called the 340B Program. The program is administered by 
the Office of Pharmacy Affairs (OPA), a part of the federal Health Resources and Services 
Administration/Department of Health and Human Services.  
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A Guide for DSH Leaders 

Upon registration on the OPA database as a participant in the 340B Program, entities agree to abide by 
specific statutory requirements and prohibitions.  

VI. 340B POLICY STATEMENTS 
As a participant in the 340B Drug Pricing Program, [Entity’s] policies are: 

• [Entity] uses any savings generated from 340B in accordance with 340B Program intent. 
[Appendix: include reference to 340B intent from 340B University Notes] 

• [Entity] meets all 340B Program eligibility requirements. 
o [Entity’s] OPA Database covered entity listing is complete, accurate, and correct. 

[Appendix: include screen shots of all entity data on the OPA Database] 
o [Select one bullet] 

 Is owned or operated by a unit of State or local government. [Appendix: provide 
source document demonstrating this criterion] 

 Is a public or private non-profit corporation which is formally granted 
governmental powers by a unit of State or local government. [Appendix: provide 
source document demonstrating this criterion] 

 Is a private non-profit hospital which has a contract with a State or local 
government to provide health care services to low income individuals who are 
not entitled to benefits under title XVIII of the Social Security Act or eligible for 
assistance under the State plan under this title. [Appendix: provide contract or 
reference location of documentation demonstrating this criterion] 

o For the most recent cost reporting period that ended before the calendar quarter 
involved, [Entity] had a disproportionate share adjustment percentage greater than 
11.75 percent. [Appendix I: Include copy of Worksheet E Part A, line 33 of most recently 
filed cost report or reference to location of documentation] 

o [Entity] does not obtain covered outpatient drugs through a group purchasing 
organization or other group purchasing arrangement, except in accordance with GPO 
Policy Release.  

o [Entity] uses 340B only in outpatient clinics that are registered on the OPA database (or 
within the four walls of the parent), fully integrated into the DSH, and reimbursable on 
the most recently filed cost report. [Appendix: provide copy of Worksheet A of most 
recently filed cost report, and a schedule of all outpatient reimbursable clinics] 

• [Entity] complies with all requirements and restrictions of Section 340B of the Public Health 
Service Act and any accompanying regulations or guidelines including, but not limited to, the 
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A Guide for DSH Leaders 

prohibition against duplicate discounts/rebates under Medicaid, and the prohibition against 
transferring drugs purchased under 340B to anyone other than a patient of the entity. 
[REFERENCE: Public Law 102-585, Section 602, 340B Guidelines, 340B Policy Releases] 

• [Entity] maintains auditable records demonstrating compliance with the 340B requirement 
described in the preceding bullet. 

o Prescriber is on the hospital’s eligible prescriber list as employed by the entity, or under 
contractual or other arrangements with the entity, and the individual receives a health 
care service from this professional such that the responsibility for care remains with the 
entity. [Appendix: reference where to locate current prescriber list, include description 
of relationship between entity and prescribers and any supporting documentation] 

o 340B drugs are used in outpatient facilities that appear as reimbursable on the most 
recently filed CMS cost report and are registered on the OPA database (or within the 
four walls of the parent). [Appendix, documentation as above] 

o DSH maintains records of the individual’s health care. [Reference ADT policy or provide 
in Appendix a screen shot or description of medical record system] 

o Patient is an outpatient at the time medication is administered/dispensed. [Appendix: 
screen shot of status as indicated in the hospital ADT system or bed management 
system or other description] 

o [Entity] does not purchase covered outpatient drugs using a GPO (as described above) 
o [Entity] bills Medicaid per Medicaid reimbursement requirements, and as [Entity] has 

reflected its information on the OPA website/Medicaid Exclusion File 
 [Entity] informs OPA immediately of any changes to its information on the OPA 

website/Medicaid Exclusion File 
 Medicaid reimburses for 340B drugs per state policy and does not collect rebates 

on claims from [Entity]. [Reference: State policy(ies) for 340B 
reimbursement/billing/duplicate discount prevention(State Medicaid Manual, 
etc.); Appendix: [Entity’s] Medicaid information from OPA Medicaid Exclusion 
File for all sites, State Medicaid contact(s) information, last documentation from 
state contact.]  

• [Entity] has systems/mechanisms and internal controls in place to reasonably ensure ongoing 
compliance with all 340B requirements. 

• [Entity] has an internal audit plan adapted by the internal compliance officer and conducted 
annually. [Appendix:, also reference Section IX] 

• [Entity] uses contract pharmacy services (if applicable), and the contract pharmacy 
arrangement is performed in accordance with OPA requirements and guidelines including, but 
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not limited to, that the hospital obtains sufficient information from the contractor to ensure 
compliance with applicable policy and legal requirements, and the hospital has utilized an 
appropriate methodology to ensure compliance (e.g., through an independent audit or other 
mechanism) 

o Signed Contract Pharmacy Services Agreement(s) complies with 12 contract pharmacy 
essential compliance elements 
(http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyserv
ices030510.pdf). [Appendix I: provide copy of agreement, compliance elements, 
reference where contract is maintained, i.e., Department of Pharmacy or Compliance 
Office, etc.]  

• [Entity] acknowledges its responsibility to contact OPA as soon as reasonably possible if there is 
any change in 340B eligibility or material breach by the hospital of any of the foregoing policies. 

• [Entity] acknowledges that if there is a breach of the 340B requirements, [Entity] may be liable 
to the manufacturer of the covered outpatient drug that is the subject of the violation, and 
depending upon the circumstances, may be subject to the payment of interest and/or removal 
from the list of eligible 340B entities.  

• [Entity] elects to receive information about the 340B Program from trusted sources, including, 
but not limited to: 
• The Office of Pharmacy Affairs 
• The 340B Prime Vendor Program, managed by Apexus 
• Any OPA contractors 

VII. RESPONSIBLE STAFF, COMPETENCY 
The following [Entity] Staff are engaged with 340B program compliance.  Pharmacy staff members 
participating in the 340B Program complete initial basic training via webinar on the 340B and Prime 
Vendor Programs (https://docs.340bpvp.com/apps/public/gps/gps.html) and attend 340B University 
every [interval]. Comprehensive training is conducted on the 340B Program initially upon hire and 
competency is also verified annually by [STAFF] through verbal assessment and as part of the staff 
development plan (Reference Staff Development Policy, Hospital Compliance Policy). [The following 
staff are not specific for all hospitals and not all-inclusive.] 

A. Chief Executive Officer 
• Responsible as the principal officer in charge for the compliance and administration 

of the program 
• Responsible for attesting to the compliance of the program in form of recertification 
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B. Chief Financial Officer 
• Responsible for above in many cases 
• Must account for savings and use of funds to provide care for the indigent under the 

indigent care agreement 
C. Chief Pharmacy Officer/Director of Pharmacy 

• Accountable agent for 340B compliance 
• Agent of the CEO or CFO responsible to administer the 340B program to fully 

implement and optimize appropriate savings and ensure current policy statements 
and procedures are in place to maintain program compliance 

• Must maintain knowledge of the policy changes that impact the 340B program 
which includes, but not limited to, HRSA/OPA rules and Medicaid changes 

• Must coordinate constant knowledge of any change in clinic eligibility/information 
D. Pharmacy 340B Coordinator 

• Accountable agent for 340B compliance 
• Day to day manager of the program 
• Responsible for maintenance and testing of tracking software 
• Responsible for documentation of policy and procedures 
• Maintain system databases to reflect changes in the drug formulary or product 

specifications 
• Manage purchasing, receiving and inventory control processes 
• Continuously monitor product min/max levels to effectively balance product 

availability and cost efficient inventory control 
• Assure appropriate safeguards and system integrity 
• Perform annual inventory and monthly [or other interval] cycle counts 
• Assure compliance with 340B program requirements of qualified patients, drugs, 

providers, vendors, payors, and locations 
• Review and refine 340B cost savings report detailing purchasing, and replacement 

practices, as well as dispensing patterns 
• Monitor ordering processes, integrating most current pricing from wholesaler, 

analyze invoices, shipping, and inventory processes 
E. Corporate Compliance Officer or Director of Internal Audit 

• Designs and maintains an internal audit plan of the compliance of the 340B program 
• Design the annual plan to cover all changes in the program from the past year 
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F. Director of Hospital Reimbursement 
• Responsible for communication of all changes to the Medicare Cost report regarding 

clinics or revenue centers of the cost report 
• Responsible for communication of all changes to Medicaid reimbursement for 

pharmacy services/products that impact 340B status 
• Responsible for modeling all managed care contracts (with/without 340B) 
• Engage Pharmacy in those conversations that impact reimbursement 

G. Director of Accounting 
• Responsible for annual or semi-annual physical inventory of pharmacy items 
• Responsible for establishment of “inventory average” process approved by the 

external audit firm (Reference policy or type of process used, i.e., FIFO) 
H. Chief IT Officer/Pharmacy Informatics Person 

• Support the Pharmacy software selection of tracking software to manage the 340B 
program 

• Define process and access to data for compliant identification of outpatient 
utilization for eligible patients 

• Archive the data so as to be available to auditors when audited. 
I. Clinical Pharmacy Coordinator 

• Be aware of products covered by 340B and Prime Vendor Program pricing 
• Work with the Medical Staff to use effective therapeutic classes that optimize 

savings with good clinical outcomes [Reference Pharmacy and Therapeutics 
Committee role] 

J. Pharmacy Procurement/Inventory Manager 
• Responsible for establishing three distribution accounts and maintaining those 

accounts; i.e., non-GPO account, 340B account, and GPO account 
• Responsible for establishing and maintaining direct accounts for GPO (“own use”) 

class of trade as well as direct 340B accounts 
• Responsible for ordering all drugs from the specific accounts as specified by the 

process employed 

VIII. 340B ENROLLMENT, RECERTIFICATION, CHANGE REQUESTS 
Recertification Procedure 

OPA requires entities to recertify their information as listed in the OPA database annually. [Entity’s 
Authorizing Official] annually recertifies [Entity’s] information by following the directions in the 
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recertification email sent from the OPA to [Entity’s Authorizing Official] by the requested deadline. 
Specific recertification questions should be sent to: 340b.recertification@hrsa.gov 
 

Enrollment Procedure: New Clinic Sites 

The [ENTITY Staff] evaluates a new service area or facility to determine if the location is eligible for 
participation in the 340B Program. The criteria used include: service area must be fully integrated into 
DSH, appear as a reimbursable clinic on the most recently filed cost report, have outpatient drug use, 
and have patients that meet the 340B patient definition.  
 
If a new clinic meets these criteria, the [Entity] Authorizing Official completes the online registration 
process during the registration window (January 1–January 15 for an effective start date of April 1; 
April 1– April 15 for an effective start date of July 1; July 1–July 15 for an effective start date of October 
1; and October 1– October 15 for an effective start date of January 1). This includes submitting cost 
report information, as required by OPA. http://www.hrsa.gov/opa/eligibilityandregistration/index.html 
 
Enrollment Procedure: New Contract Pharmacy(ies) 

1. The [Entity Staff] ensures a signed contract pharmacy services agreement, containing the 12 
essential compliance elements in the Contract Pharmacy Guidance, is in place between the entity 
and contract pharmacy prior to submission to OPA.  This staff ensures the [Entity’s] legal counsel 
has reviewed the contract and verified that all Federal, State, and local requirements have been 
met.  
 

2. The [Entity] Authorizing Official completes the online process here: 
http://opanet.hrsa.gov/opa/CERegister.aspx?isnew=true during the registration window (January 1–
January 15 for an effective start date of April 1; April 1– April 15 for an effective start date of July 1; 
July 1–July 15 for an effective start date of October 1; and October 1– October 15 for an effective 
start date of January 1). 
 

3. The [Entity Authorizing Official] ensures that the contract pharmacy registration request is certified 
online within fifteen days from the date the online registration was completed.  Pharmacy: 
responsible representative may be the owner, President, CEO, COO, or CFO.   

 
4. The [Entity Staff] begins the contract pharmacy arrangement only on or after the effective date 

shown on the OPA website.  
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Changes to [Entity’s] Information in OPA Database Procedure 

It is [Entity]’s ongoing responsibility to immediately inform OPA of any changes to its information or 
eligibility.  As soon as [Entity] is aware that it loses eligibility, it will notify OPA immediately and stop 
purchasing (or may be required to repay manufacturers).  
 
An online change request will be submitted to OPA by [Entity’s Authorizing Official] for changes to 
[Entity’s] information outside of the annual recertification timeframe. Change form will be submitted 
to OPA as soon as the entity is aware of the need to make a change to its database entry. The entity 
will expect changes to be reflected within about 2 weeks of submission of the changes/requests.  

IX. PRIME VENDOR PROGRAM ENROLLMENT, UPDATES 
Enrollment in PVP: 

1. Entity completes online 340B Program registration with OPA. 
2. Entity completes online PVP registration (https://www.340bpvp.com/register/apply-to-

participate-for-340b/). 
3. PVP staff validates information and sends confirmation email to entity.  
4. Entity logs on to www.340bpvp.com, selects user name/password. 
 

Update PVP Profile: 

To update your profile: 
1. Access www.340bpvp.com. 
2. Click Login in the upper right corner 
3. Input your log-in credentials 
4. In the upper right corner, arrow by your name, and click My Profile to access page 

https://members.340bpvp.com/webMemberProfileInstructions.aspx 
5. Click Continue to My Profile to access page 

https://members.340bpvp.com/webMemberProfile.aspx 
6. You’ll find a list of your facilities; click on the 340B ID number hyperlink to view or change 

profile information for that facility  
7. The My Profile Change Request form is divided into two categories:  HRSA Information and 

340B Prime Vendor Program (PVP) Participation Information  
8. To update HRSA Information, complete the 340B Change Form on page 

http://opanet.hrsa.gov/OPA/CRPublicSearch.aspx, and submit it via e-mail to the Office of 
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Pharmacy Affairs at opastaff@hrsa.gov.  After the HRSA database has been updated, the PVP 
database will be updated during the nightly synchronization  

9. To update the 340B Prime Vendor Program (PVP) Participation Information, you can edit your 
DEA number, distributor and/or contacts, and click submit 

X. 340B PROCUREMENT, INVENTORY MANAGEMENT, DISPENSING  
340B inventory is procured and managed in the following settings: 

• Outpatient pharmacy 
• Hospital, Mixed-use  
• Contract pharmacy 
• Note: Entity may wish to establish a pricing policy, addressing establishment of usual and 

customary charges, applying income based discounts, third party billing/reconciliation, 
Medicaid (physician administered drugs, fee for service drugs, managed care, Medicaid as 
secondary payer). 

Outpatient Pharmacy, Separate Physical Inventory Sample Standard Processes:  
1. [Entity] uses physically separate 340B inventory as well as non-GPO/WAC inventory or (GPO, if 

appropriate). Pharmacists and technicians only dispense 340B drugs to eligible patients. 
2. [Entity] Staff places 340B orders from [Wholesaler] through daily inventory reviews and shelf 

inspections of PAR levels by using [system] at [time] interval. [Wholesaler 2] is a secondary 
wholesaler and used in the event of product shortages. 

3. [Entity] Staff checks in 340B inventory by examining the wholesaler invoice against the order, 
and reports inaccuracies to the wholesaler. 

4. [Entity] Staff maintains records of 340B related transactions for a period of [interval] in a readily 
retrievable and auditable format located [reference]. 

5. 340B inventory is stored in the outpatient pharmacy maintained with a security system. Only 
pharmacy employees have access to the pharmacy through a bar coded, badge-ID limited entry 
system. 
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Mixed-use Settings Sample Standard Processes 

 

 

 

 

 

 

 

 
                               
 
 
 
 

 

 

 

 

 

 

 

 

  

1. Purchase mixed-use inventory (according to eligible accumulations). 
2. Administer/dispense drugs to patients. 
3. Accumulator accumulates drug on an 11-digit NDC match until unit of use is met, prepares order, uses 

patient/clinic/prescriber information to determine the appropriate contract for ordering. 
GPO Non-GPO/WAC 340B 

GPO/Inpatient class of 
trade: Inpatient status 
determined by hospital 
at the date/time of 
administration 
 
GPO/Outpatient class of 
trade: 
Offsite/unregistered 
outpatient clinics 

Products that do not have an 11 digit NDC match 
on the 340B contract but are otherwise eligible for 
340B purchase 
Non-340B eligible outpatients, i.e.: 
• Administration or dispensing occurred at a 

clinic within 4 walls of parent, but not 340B 
eligible 

• In-house pharmacy open to public 
• Medicaid carve-out outpatients 
• Lost charges or wasted product 

Patients met 340B patient 
definition and received 
services on an outpatient 
basis in a 340B 
registered/participating 
hospital clinic 

4. Replenishment drug order(s) are placed according to eligible accumulations.  
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Pharmacy Replenishment Sample Standard Processes: 
(Customize split-billing model description under mixed-use section of P&P Manual) 
 

1. [Entity] Staff places 340B orders, based upon orders created from the split-billing system, from 
[Wholesaler] by using [system] at [time] interval. [Wholesaler 2] is a secondary wholesaler and 
used in the event of product shortages. 

2. [Entity] Staff checks in 340B inventory by examining the wholesaler invoice against the order, 
and reports inaccuracies to the wholesaler. 

3. [Entity] Staff reports significant discrepancies (excessive quantities based upon utilization or 
product shortages) to [Entity] Staff within [interval]. 

4. [Entity] Staff maintains records of 340B related transactions for a period of [interval] in a readily 
retrievable and auditable format located [reference]. 

5. Inventory is stored in the (inpatient pharmacy, automated dispensing cabinet, etc.), protected 
by a security system. Only pharmacy employees have access to the (inpatient pharmacy, 
automated dispensing cabinet, etc.) through a bar coded, badge-ID limited entry system. 
[Reference Pharmacy Security Policy] 

6. [INSERT Split-billing detailed operations summary here, and/or reference to complete manual] 
Key points to address include the names and types of outpatient pharmacy ordering accounts, 
the process the entity uses for determining how accumulations are identified as eligible for 
each contract purchase, inpatient vs outpatient status, basis for replenishment order (i.e. 
patient administration data to the 11 digit NDC), reporting elements (frequency), plan for 
accurate data capture (time stamps, filters used to remove non-qualified patients, conversions 
from pharmacy system “units” to split-billing “units,” NDC-CDM crosswalk updates, hospital 
EMR-split-billing system interface, frequency of patient eligibility and order data updates, 
manual creation of purchase orders directly from manufacturer/incorporation of purchase data 
to the purchase history, PAR levels, procedures for how accumulation is handled for lost 
charges/340B priced product is not available/waste, explanation of charge on dispensing vs. 
charge on administration and NDC match, etc.] 

7. [Entity] Staff examines report in Appendix at [interval], and reports to [specify committee type] 
[interval].  

 
Inventory  
 
Physical Inventory Sample Standard Processes 
[Entity] Staff (and/or external vendor) conducts a physical inventory [interval] by the process outlined 
[reference provided or include Appendix]. Due to the virtual inventory replacement model used, 
physical inventory is expected to be reduced. A material decrease in inventory value is calculated by an 
average cost per NDC, as detailed in [Appendix]. 
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Transfer Sample Standard Processes 
 
From non-340B to 340B 
Transfers between non-340B and 340B inventory are only in rare circumstances, and according to the 
following procedure:  

1. [Entity] Staff records the transaction on a borrow/loan transaction log.  
2. [Entity] Staff reconciles the process by transfer back to the separated non-340B inventory area 

through a purchase on the borrowing area’s 340B account of the same NDC and quantity that 
was borrowed.  Reconciliation is completed within [interval] of the original loan date.   

 
From 340B to non-340B 
Only in the case of an emergency medical situation will drugs be transferred from a 340B inventory to a 
non-340B inventory. In the case this happens, the following procedures will be used: 
 

1. [Entity] Staff records the transaction on a borrow/loan transaction log.  
2. [Entity] Staff reconciles the process by transfer back to the separated 340B inventory area 

through a purchase on the borrowing area’s non-340B account (non-GPO/WAC account) of the 
same NDC and quantity that was borrowed.  Reconciliation is completed within [interval] of the 
original loan date.   

 
Contract Pharmacy Sample Standard Processes: 

1. [Entity] has contracted with [Vendor] to facilitate both the design and implementation of the 
340B contract pharmacy program. The entity is responsible for 340B compliance. The executed 
contract with [Vendor] appears in Appendix. 
[Entity] uses a replenishment model for contract pharmacy services.  

2. 340B eligible prescriptions may be presented to [Contract Pharmacy] via (e-prescribing, hard-
copy, fax, phone). [Contract Pharmacy] verifies patient, prescriber, and outpatient clinic 
eligibility via (barcode, PBM eligibility file, other). Updates are made to this mechanism by 
[Entity] at [interval]. 

3. [Contract Pharmacy] Staff dispenses prescriptions to 340B eligible patients using [Contract 
Pharmacy] non-340B drug. 

4. [Contract Pharmacy/Entity] Staff places 340B orders on behalf of [Entity], based upon 340B 
eligible use as determined by [accumulator system or PBM], from [Wholesaler]. Orders are 
triggered by [package size used, etc.], placed by using [online system] at [time] interval, and 
communicated to [Entity] Staff via [email, wholesaler system, etc.]. 

5. [Entity] pays invoice to [Wholesaler] for all 340B drugs. 
6. [Contract Pharmacy] Staff receives 340B replenishment order by examining the wholesaler 

invoice against the order, and reports inaccuracies to [Wholesaler] and [Entity] Staff within 
[interval]. 
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7. [Contract Pharmacy] notifies [Entity] if [Contract Pharmacy] doesn’t receive 11 digit NDC 
replenishment order within [interval] of original order fulfillment request. [Entity] will 
reimburse [Contract Pharmacy] at a pre-negotiated rate for such drugs. 

8. Any non-replenishment 340B inventory is stored at [Contract Pharmacy], and clearly marked as 
belonging to the 340B entity. The inventory is protected by a security system. Only pharmacy 
employees have access to the pharmacy. 

9. [Contract Pharmacy] will provide a [interval] report to the [Entity]. (reference reporting section)  

XI. RECOMMENDED MONITORING  
The entity uses the process outlined in: 340B Compliance Self-Assessment: Self-Audit Process to Ensure 
340B Compliance. 

Additional monitoring or reporting include (list). 

REPORTING 340B-NON-COMPLIANCE 

Address the types of non-compliance that warrant a report to OPA/manufacturer, records kept, 
documentation, and plan for corrective action. [Reference existing hospital pharmacy compliance 
policy, Self-Reporting Non-Compliance Tool]. 

340B COMPLIANCE REVIEW 

The 340B Compliance Review summarizes all activities necessary to ensure comprehensive review of 
340B compliance at [Entity]. [Entity] Staff is responsible and accountable for overseeing this review 
process, as well as taking corrective actions based upon findings. 
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Review of all OPA database information for 
[ENTITY], indigent care agreement with state/local 
government, and Medicare Cost Report (Worksheet 
E, Part A and Worksheet A), prior to recertification 
[Entity] Staff responsible: 

Annual √    

Review of 340B Self-Audit Reports (mixed-use, 
outpatient, contract pharmacy) [Entity] Staff 
responsible: 

Monthly  √ √ √ 

Review of quarterly contract price load [Entity] Staff 
responsible: 

Quarterly  √   

Update (minimum) of prescriber and patient 
eligibility files with PBM/contract pharmacy [Entity] 
Staff responsible: 

Monthly  √   

3rd Party Vendor External Audit of Entity/Contract 
Pharmacy (optional) [Entity] Staff responsible: 

Annual  √ √ √ 

Split-Billing software maintenance/auditing (CDM-
NDC mapping, updates, etc.) [Entity] Staff 
responsible: 

Daily or 
Weekly 

 √  √ 
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Appendix [I]: Contract Pharmacy Compliance Elements 
 
HRSA has provided essential covered entity compliance elements as guidance for the contractual 
provisions expected in all contract pharmacy arrangements.  Excerpt from: 
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf 

(a) The covered entity will purchase the drug, maintain title to the drug and assume responsibility for 
establishing its price, pursuant to the terms of an HHS grant (if applicable) and any applicable Federal, 
State and local laws. A ‘‘ship to, bill to’’ procedure is used in which the covered entity purchases the 
drug; the manufacturer/wholesaler must bill the covered entity for the drug that it purchased, but 
ships the drug directly to the contract pharmacy. In cases where a covered entity has more than one 
site, it may choose between having each site billed individually or designating a single covered entity 
billing address for all 340B drug purchases. 
 
(b) The agreement will specify the responsibility of the parties to provide comprehensive pharmacy 
services (e.g., dispensing, recordkeeping, drug utilization review, formulary maintenance, patient 
profile, patient counseling, and medication therapy management services and other clinical pharmacy 
services). Each covered entity has the option of individually contracting for pharmacy services with 
a pharmacy (ies) of its choice. Covered entities are not limited to providing comprehensive pharmacy 
services to any particular location and may choose to provide them at multiple locations and/or ‘‘in-
house.’’ 
 
(c) The covered entity will inform the patient of his or her freedom to choose a pharmacy provider. If 
the patient does not elect to use the contracted service, the patient may obtain the prescription from 
the covered entity and then obtain the drug(s) from the pharmacy provider 
of his or her choice. When a patient obtains a drug from a pharmacy other than a covered entity’s 
contract pharmacy or the covered entity’s in-house pharmacy, the manufacturer is not required to 
offer this drug at the 340B price. 
 
(d) The contract pharmacy may provide other services to the covered entity or its patients at the 
option of the covered entity (e.g., home care, delivery, reimbursement services). Regardless of the 
services provided by the contract pharmacy, access to 340B pricing will always be restricted to patients 
of the covered entity.  
 
(e) The contract pharmacy and the covered entity will adhere to all Federal, State, and local laws and 
requirements. Both the covered entity and the contract pharmacy are aware of the potential for civil or 
criminal penalties if either violates Federal or State law. [The Department reserves the right to take 
such action as may be appropriate if it determines that such a violation has occurred.] 
 

 

340B University™ is a product of Apexus | 340B Prime Vendor Program | 888-340-BPVP | www.340BPVP.com 

© Apexus, Inc. February 2014 

http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf


Sample 340B Policy & Procedures Manual     P a g e  | 18 

A Guide for DSH Leaders 

(f) The contract pharmacy will provide the covered entity with reports consistent with customary 
business practices (e.g., quarterly billing statements, status reports of collections and receiving and 
dispensing records). 
 
 (g) The contract pharmacy, with the assistance of the covered entity, will establish and maintain a 
tracking system suitable to prevent diversion of section 340B drugs to individuals who are not patients 
of the covered entity. Customary business records may be used for this purpose. The covered entity 
will establish a process for periodic comparison of its prescribing records with the contract pharmacy’s 
dispensing records to detect potential irregularities.  
 
(h) The covered entity and the contract pharmacy will develop a system to verify patient eligibility, as 
defined by HRSA guidelines. The system should be subject to modification in the event of change in 
such guidelines. Both parties agree that they will not resell or transfer a drug purchased at section 
340B prices to an individual who is not a patient of the covered entity. See 42 U.S.C. 256b(a)(5)(B). The 
covered entity understands that it may be removed from the list of covered entities because of its 
participation in drug diversion and no longer be eligible for 340B pricing.  
 
(i) Neither party will use drugs purchased under section 340B to dispense Medicaid prescriptions, 
unless the covered entity, the contract pharmacy and the State Medicaid agency have established an 
arrangement to prevent duplicate discounts. Any such arrangement shall be reported to the OPA, 
HRSA, by the covered entity. 
 
(j) The covered entity and contract pharmacy will identify the necessary information for the covered 
entity to meet its ongoing responsibility of ensuring that the elements listed herein are being complied 
with and establish mechanisms to ensure availability of that information for periodic independent 
audits performed by the covered entity. 
 
(k) Both parties understand that they are subject to audits by outside parties (by the Department and 
participating manufacturers) of records that directly pertain to the entity’s compliance with the drug 
resale or transfer prohibition and the prohibition against duplicate discounts. See 42 U.S.C. 
256b(a)(5)(c). The contract pharmacy will assure that all pertinent reimbursement accounts and 
dispensing records, maintained by the pharmacy, will be accessible separately from the pharmacy’s 
own operations and will be made available to the covered entity, HRSA, and the manufacturer in the 
case of an audit. Such auditable records will be maintained for a period of time that complies with all 
applicable Federal, State and local requirements. 
 
(l) Upon written request to the covered entity, a copy of the contract pharmacy service agreement will 
be provided to the Office of Pharmacy Affairs. 
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340B Compliance Self-Assessment: Self-Audit Process     

 

A Sample Self- Audit Process for DSHs 
 
 
Purpose:  The purpose of this tool is to provide a sample internal audit process to assist participating DSH 

leaders in conducting a self-audit in order to promote program integrity. 

Instructions:    

1. Identify staff/other participants necessary for the self-audit and set time frame.  
2. Gather data listed in Table 1.  
3. Select sample using criteria listed in Appendix 1. 
4. Perform assessment of data by following the assessment criteria in Table 1. 
5. Ask entity staff participants in the self-audit the 340B audit interview questions in Appendix 

2. 
6. Correct any area not meeting the assessment criteria. If you need help, contact Apexus 

Answers (ApexusAnswers@340bpvp.com) and they will provide assistance or connect you 
with a resource that can provide help. 

7. Incorporate this practice into organizational/departmental policy and procedures. 
8. Repeat at regular intervals and maintain records of all self-assessment activity. 

   

This tool, written to align with OPA policy, is provided only as an example for the purpose of encouraging 340B Program integrity.  This 
information has not been endorsed by the Office of Pharmacy Affairs and is not dispositive in determining compliance with or participatory 
status in the 340B Drug Pricing Program.  340B stakeholders are ultimately responsible for 340B program compliance and compliance with all 
other applicable laws and regulations.  Apexus encourages each stakeholder to include legal counsel as part of their program integrity efforts.  

 
© Copyright 2014 Apexus, Inc.  Permission is granted to use, copy and distribute this work solely for 340B covered entities and Medicaid 
Agencies. 

 

 

 

 

 

 

 

 

 

Are you on the way to 340B 
program integrity?  

This tool will help you find out! 
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A Sample Self- Audit Process for DSHs 
 
 

Table 1.  Audit Procedures – Data Assessment  
Data  Assessment Criteria 
Policies, Entity Eligibility, OPA Database 

1. All policies and procedures related to 340B � Policies include relevant criteria from DSH 340B Comprehensive 
Policy and Procedure Manual: 
https://www.340bpvp.com/resource-center/other-
resources/standard-operating-procedures/  

2. Data policies for any vendor software, i.e., 
Wholesaler, split-billing, etc. 

� Policies are identified, current, and signed.  

3. Most recently filed Medicare Cost Report 
Worksheets: 
• A 
• C 
• E, Part A 
• S 
• S2 

� Worksheet A: all clinics participating in 340B are listed as 
reimbursable (typically lines 50-118). 

� Worksheet C: all clinics participating in 340B have associated 
outpatient costs.  

� Worksheet E-Part A: line 33 shows a number >11.75%.  
� Worksheet S: the signature block showing the official time/date of 

submission should be consistent with the addition or removal of 
any clinics from the OPA database. 

� Worksheet S2: Line 21 should be consistent with the type of 
hospital control indicated at registration, Lines 3-19 will list sites 
that are on the cost report with a unique identifier (i.e., rural 
center/skilled nursing). 

4. Copies of any contracts with state or local 
government to provide health care services 
to low income individuals 

� Contract is signed by an official authorized to bind the 
government. 

� The original date of the agreement pre-dates (or effective at date 
of registration) the 340B registration date on the OPA database. 

� The contract is for the care of indigent patients and is in force.  
5. Copy of 340B contract(s) with pharmacies 

and/or other 340B-service provider(s) 
 

� Contract(s) align with all criteria in the Final Notice Regarding 340B 
Drug Pricing Program: Contract Pharmacy Services 
http://www.hrsa.gov/opa/programrequirements/federalregistern
otices/contractpharmacyservices030510.pdf. 

6. Medicaid ID Number, Provider Number, or 
NPI for all entity sites billing Medicaid for 
340B drugs, and point of contact with State 
Medicaid Agency 

 
 
 
 
 
 
 
 

� Medicaid billing information in the OPA database for all entity sites 
is accurate and complete, based upon state policy, and reflects 
current practices by the entity. 
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340B Compliance Self-Assessment: Self-Audit Process     

 

A Sample Self- Audit Process for DSHs 
 
 

Drug Transactions 
7. Transaction Samples: 
8. Ensure that each 340B service area is 

included in the sample (main pharmacy, 
outpatient clinics, contract pharmacy, retail 
pharmacy, etc.) 

9. Identify a 6 month continuous time frame 
within the prior year 

10. Select two samples, of approximately 25 
transactions each1: 

a. SAMPLE #1: 3-5 high cost drugs 
b. SAMPLE #2: Medicaid transactions 

� Entity maintains records of the individual’s health care. 
� Individual received health care services from a health care 

professional who is either employed by the covered entity or 
provides health care under contractual or other arrangements 
(e.g. referral for consultation) such that responsibility for the care 
provided remains with the covered entity. 

� Provider-entity relationship is substantiated by 
contract/employment/other records per clinic site. 

� Prescription was from Provider NPI matching the eligible 
provider list at the time of prescribing. 

� If 340B drugs are used for referral prescriptions, a policy is 
accessible and in operation. 

� Individual had outpatient status at 340B 
administration/dispensing.  

� Patient received health care services from clinics reimbursable on 
the hospital’s most recently filed Medicare cost report (and 
registered on the OPA database, for sites outside the four-walls of 
the hospital). 

� A GPO was not used to purchase covered outpatient drugs in 340B 
registered areas per Policy Release criteria here. 

� Wholesaler invoice price for a specific NDC on a specific date 
matches reported billing cost from dispensing/administration 
records for Medicaid (if using 340B for Medicaid). 
Note: 

� May need to convert from units to quantity dispensed; 
� May need to look at prior quarter's pricing due to delays in  

quarterly price fluctuations; and/or 
� Costs may not match if DSH doesn't bill payer at cost, and 

this should be explained. 
� The entity pays for, owns and receives reimbursement for 340B 

drugs (esp. in a contract pharmacy situation). 
� Medicaid did not seek a rebate on a 340B drug. 
� State Medicaid Pharmacy Director(s) verify (in writing/via email, 

entity maintains record of contact with Medicaid): 

� Claims from sample were billed per Medicaid’s 
requirements and in a consistent manner with the entity's 
listing in the Medicaid Exclusion File, unless special 
arrangement has been made with OPA-entity-Medicaid. 

� State Medicaid's method of determination for whether or 
not to collect rebates on entity's claims (including 

1 See Appendix 1 for suggested data elements 

340B University™ is a product of Apexus | 340B Prime Vendor Program | 888-340-BPVP | www.340BPVP.com 
© Apexus, Inc. February 2014 

                                                           

http://www.340bpvp.com/
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/patientandentityeligibility102496.pdf
http://www.hrsa.gov/opa/programrequirements/policyreleases/prohibitionongpoparticipation020713.pdf


340B Compliance Self-Assessment: Self-Audit Process     

 

A Sample Self- Audit Process for DSHs 
 
 

managed care, physician administered drugs, dual eligible 
patients, or in any other circumstances). 

� Entity has had satisfactory discussion/engagement with 
Medicaid to ensure prevention of duplicate discounts. 

� If State Medicaid does not have a 340B policy to exclude 
340B claims from rebate requests, entity does not use 
340B for Medicaid prescriptions. 

11. Starting inventory balance at beginning of 
sample timeframe and end of sample 
timeframe, an accounting of all inventory 
(340B, GPO, non-GPO/WAC, etc.) 

� 340B drugs are not resold or transferred to a non-patient 
� Entity is able to provide an accounting for disposition of all 

inventory in the selected sample. 
� DSH has separate purchasing usage/records for 340B and GPO. 
� Expired or unused 340B drugs are returned to the wholesaler or 

destroyed (not donated/diverted). 
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A Sample Self- Audit Process for DSHs 
 
 
Appendix 1: Suggested Data Elements for Audit Sample 

Specific Data Elements for Transactional Sample 

1. An identifying number (prescription number or any other prescription tracking number) 
2. Admission and discharge date and time (source might be ADT System or other hospital data source)   
3. Date of Service (date entity’s health care professional provided services to patient resulting in the 340B 

Rx)   
4. Service Type--hospital location associated with health care service (clinic code or other identifying 

element); this may be 2 separate data elements (clinical service received location and prescription 
dispensing location) 

5. Date and time the drug was dispensed/administered.   
6. Hospital Identification Number (often hospital billing number, used to look up insurer of record)  
7. Item # (used in identifying actual drug)   
8. NDC #  
9. Item Description (often from pharmacy system)  
10. Prescriber Name (prescribing health care professional)  
11. 340B price paid  
12. Drug charge (hospital’s charge—full price, the amount billed to any insurer including co-pays)  
13. Dispensing Fee (if any)  
14. Amount paid by the payer 
15. Payer (Private 3rd party, cash, Medicare, Medicaid, etc.)  
16. Medicaid ID (transaction number and/or other identifying number)   

 

General Data Elements 

1. Proof of provider-entity relationship (contract/employment records, referral documentation, other) 
2. Eligible provider list for entity (including credentialed and per diem: name, NPI, date of 

eligibility/termination, assigned clinics and contracts/employment/referral/other documents) 
3. Hospital wholesaler account(s) list, description of accounts (340B, inpatient GPO, non-GPO/WAC, etc.) 
4. NCPDP (if applicable, for retail pharmacies) 
5. Description of hospital definitions used for outpatient and covered outpatient drug 
6. A list of hospital centers eligible for 340B 
7. Current drug price list 

 

 

 

340B University™ is a product of Apexus | 340B Prime Vendor Program | 888-340-BPVP | www.340BPVP.com 
© Apexus, Inc. February 2014 

http://www.340bpvp.com/
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A Sample Self- Audit Process for DSHs 
 
 
Appendix 2. Sample 340B Staff Interview Questions 

Financial Management  

1. On forms UB-04/837I and CMS-1500/837P: What is the price billed to Medicaid? (340B/AAC/other?) 
2. How did you identify areas eligible for 340B?  
3. What level of confidence do you have in your entity’s compliance with the 340B program?  
4. What questions do you have about the 340B program? 
5. Describe reports you use to ensure your entity complies with preventing duplicate discounts. 
6. Describe 340B internal audits performed.  

Pharmacy Director 

1. How often are your 340B policies/procedures updated?  
2. What level of confidence do you have in your entity’s compliance with the 340B program?  
3. Describe 340B internal audits performed.  
4. Who has access to update the entity’s current health care professional list (for 340B)? 
5. How do you define outpatient at your institution for 340B purposes? 
6. Explain how you handle referral prescriptions. 
7. What are your major compliance concerns?  
8. Describe the 3 most critical reports you review concerning 340B.  
9. How do you know your independent agreements on pharmaceuticals, IV solutions, and Contrast media 

do not violate the GPO Prohibition? 
10. Describe your split-billing software. Walk me through what you do when there is a discrepancy in data. 
11. What types of wholesaler accounts do you have for outpatient drug purchases? 

Purchasing Coordinator 

1. How many wholesaler accounts do you purchase from? 
2. What is your role in maintaining 340B compliance? 
3. Describe the process for transferring items between 340B and GPO on an emergency basis. 
4. For a multi-dose item, how is the product accumulation accounted for, regarding replenishment of a full 

package size? 
5. Expired medications 

a. What is the process for their disposition? 
b. What records do you provide to the return company to ensure 340B price is credited?  

Hospital Administration 

1. What level of confidence do you have in your entity’s compliance with the 340B program?  
2. What is the intent of the 340B Program, and how does you entity use 340B Program savings? 
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A Quick Self-Assessment for DSH Leaders 

     

 

 

Purpose:  The purpose of this quick assessment tool is to enable participating DSH leaders to determine a 
basic level of compliance for selected areas of their 340B pharmacy operations.   

Instructions:   

1. Read the question under the column "Does Your Entity...?"  
2. Select the answer that best reflects the activities at your hospital. 
3. Make notes for further investigation or program changes. 
4. Use this general key to help understand the estimated level of program integrity for the 

answer you selected: 
 

Low program integrity, program change 
recommended 

Moderate program integrity, additional 
investigation recommended 
High program integrity 

 

  

This tool, written to align with OPA policy, is provided only as an example for the purpose of encouraging 340B Program integrity.  This 
information has not been endorsed by the Office of Pharmacy Affairs and is not dispositive in determining compliance with or 
participatory status in the 340B Drug Pricing Program.  340B stakeholders are ultimately responsible for 340B program compliance and 
compliance with all other applicable laws and regulations.  Apexus encourages each stakeholder to include legal counsel as part of their 
program integrity efforts.  

© Copyright 2014 Apexus, Inc.  Permission is granted to use, copy and distribute this work solely for 340B covered entities and Medicaid 
Agencies.  

 

  Are you on the way to 340B 
program integrity?  

This tool will help you find out! 
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A Quick Self-Assessment for DSH Leaders 

     

  

Does the entity... Answer, to estimate your level of 340B integrity Notes 

Patient Definition 
• Have a relationship with the individual 

and maintain records of the individual's 
health care? 

• Provide health care services from a 
health care professional 
– employed by entity 
– under contractual or other 

arrangements (e.g. referral for 
consultation) with entity? 

• Maintain responsibility for the patient's 
health care services? 

 Some patients receiving 340B drugs do not meet 
part or all of the patient definition. 

 

 Unsure; needs investigation. 
 All patients receiving 340B drugs meet all 

requirements of the patient definition.  

Medicaid/Duplicate Discounts 
• Take action to ensure that no duplicate 

discounts are generated? 
• Bill Medicaid appropriately? 

 The entity's Medicaid Exclusion File information is 
not accurate and/or Medicaid billing is not 
appropriate. 

 

 The entity's Medicaid Exclusion File information is 
accurate, but the entity does not know if Medicaid 
requests duplicate discounts on entity's claims 
and/or does not know if it bills Medicaid 
appropriately. 

 Entity is certain there are no duplicate discounts 
associated with entity's claims. The entity has: 
• Accurate Medicaid Exclusion File information; 
• Verified it bills Medicaid appropriately; and 
• An understanding of what triggers Medicaid to 

seek a rebate and verified a system is in place to 
ensure no duplicate discounts.  
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Does the entity…                                                         Answer, to estimate your level of 340B integrity               Notes 

Group Purchasing Organization, “Quick” 
• What outpatient accounts do you have? 
 
• How do you purchase drugs for ineligible 

outpatients?  

 Entity does not have an outpatient GPO 
account, unless 4 criteria listed in GPO, Part 
II below, are met. 

 

Entity does not use a GPO for ineligible 
outpatients, unless 4 criteria listed in GPO, 
Part II below, are met. 

Group Purchasing Organization (GPO) 
Exclusion, Part I 

  

Use a GPO for covered outpatient drugs in 
any of the following circumstances? 
• In OPA-registered (or within entity’s 4 

walls) participating clinics for 340B 
ineligible patients or when 340B is not 
available. 

• Via a contract pharmacy. 
 

 Yes: a GPO is used sometimes (i.e. for 340B 
ineligible outpatients). 

 

 Unsure; needs investigation. 
 No GPO is used in any of these situations. 

Group Purchasing Organization (GPO) Exclusion, Part II 
Use a GPO for covered outpatient drugs only 
in certain off-site outpatient hospital facilities 
that meet all of the following criteria? 
1. Are located at a different physical address 

than the parent;  
2. Are not registered on the OPA 340B 

database as participating in the 340B 
Program;  

3. Purchase drugs through a separate 
pharmacy wholesaler account than the 
340B participating parent; and  

4. The hospital maintains records 
demonstrating that any covered 
outpatient drugs purchased through the 
GPO at these sites are not utilized or 
otherwise transferred to the parent 
hospital or any outpatient facilities 
registered on the OPA 340B database. 

 No, we use a GPO for covered outpatient drugs in 
facilities that do not meet all criteria. 

 
 

We are unsure; needs investigation. 
Yes, we use a GPO for covered outpatient drugs 
only in facilities that meet all criteria listed. 
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Does the entity... Answer, to estimate your level of 340B integrity            Notes 

Outpatient Clinics 
Use 340B only in clinics that: 
• Appear as reimbursable on the most 

recently filed Medicare Cost Report? 
• Are integral parts of the hospital? 
• Use 340B for patients that meet the 340B 

patient definition? 

 There is 340B use in clinics not on the cost report 
and/or in clinics that are not an integral part of 
the hospital. 

 

 We are unsure; needs investigation. 
 Entity has documented evidence to support all 

criteria for 340B use in outpatient clinics. 

Inventory Management/Record-Keeping 
• Maintain separate, auditable records for 

all 340B purchasing and dispensing? 
• Regularly evaluate 340B utilization reports 

to catch and correct problems? 
 

 Some or all of the following apply to the entity: 
• Places 340B orders based upon 

recharacterization of claims in a manner that 
is not transparent to the manufacturer; 

• No way to separate 340B records from other 
inventory; 

• No regular evaluation of 340B utilization; 
and/or 

• Regularly replenishes with generics or at the 
9 digit NDC level. 

 

 Unsure; needs investigation 
 Entity has documented evidence to support both 

criteria for inventory management  
Registration 
• Have all information completely and 

accurately reflected in the HRSA 340B and 
PVP databases? 

 No. 
 

 

 Unsure; needs investigation. 
 Entity has documented evidence to support 

complete and accurate HRSA and PVP database 
information, and a plan to regularly update the 
information with HRSA when changes occur. 
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April 20, 2015

Mark P. Ruppert, CPA, CIA, CISA, CHFP, CHC, ACS
Director, Internal Audit, Cedars‐Sinai Health System, Los Angeles, CA

&

Donald A. Sinko, CPA, CRMA

Chief Integrity Officer, Cleveland Clinic, Cleveland, OH

Objectives

Speaker Backgrounds
Don & Mark

• Cleveland Clinic:
– Unrestricted Revenue of 
$6.5 Billion

– Total Assets of $11 Billion
– 40,000 Employees
– 1,800 Residents & Fellows
– 6 Million Annual Patient 
Visits

– Over 4,000 Research 
Protocols

– Main Campus Founded in 
1921

• Structured as a Group 
Practice

• Cedars‐Sinai:
– Unrestricted Revenue of 
$2.9 Billion

– Total Assets of $5 Billion
– 12,000 Employees
– 560 Residents/Fellows
– Over 1 Million Annual 
Patient Visits

– Over 1,200 Research 
Protocols

– 1902 Combinations of 
the Kaspare Cohn & 
Cedars of Lebanon 
Hospitals finally 
culminating in a single 
physical Campus in 1976
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• 3,200 Physicians and 
Scientists

• 11,200 Nurses
• 4,450 Beds
• 202,200 Surgeries

• 16 Family Health 
Centers

• 9 Community Hospitals
• Las Vegas, Abu Dhabi, 
Canada

Speaker Backgrounds
Don & Mark

• 2,100 Physicians and 
Scientists

• 2,900 Nurses

• 900 Beds

• Surgeries

• 1 Community Hospital

• International Outreach,  
& Patients and Office in 
Mexico City

• Internal Audit and 
Corporate Compliance 
Under One Umbrella
• Leverages Resources
• Shared Focus on Risk
• Shared Focus on 
Processes

• Still Independent of Each 
Other

• Located in the C‐Suite
• Independent of Law 
Department

Speaker Backgrounds
Don & Mark

• Internal Audit Stand 
Alone (currently)
- Leverages Resources
- Shared Focus on Risk
- IA Focus on Processes
- Independent of Each 
Other

• Reports to AC Chair & 
CEO

• Independent of Law 
Department

Speaker Backgrounds
Don & Mark
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HISTORY
• Recognized as a profession ‐
The IIA founded in 1941.  

• IIA Professional Standards

• “Auditors” – recognized in 
archeological finds in Egypt.  

• But, likely many more audits 
compared to ancient times:

– a single healthcare organization: interactions with 
compliance auditors, external auditors, federal 
auditors, nurse auditors, contract auditors like RAC 
auditors, and of course internal auditors.

WHAT DO PEOPLE THINK 
OF:

HISTORY

AUDITORS?
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DEFINED

The Institute of Internal Auditors (IIA), the body 
that establishes the professional standards for 
the professional practice of internal auditing, 
formally defines internal audit as:
“Internal auditing is an independent, objective, 
assurance and consulting activity designed to 
add value and improve an organization's 
operations. It helps an organization accomplish 
its objectives by bringing a systematic, 
disciplined approach to evaluate and improve 
effectiveness of risk management, control, and 
governance processes.”

DEFINED
Typical Characteristics of an Audit:
• Formal process /Professional Standards
• Independent of 
operations

• Formal, systematic, 
structured approach

• Planning, sampling, 
testing and validating

• Results include:
– Recommendations
– Corrective actions
– Monitoring measures

• Follow‐up of corrective actions

ROLE IN HEALTHCARE COMPLIANCE
Similar reporting/accountability structures 
• Functional 
Board Report

• Administrative 
CEO Report

• Management responsible 
for compliance 
and controls
– BUT
corporate compliance 
and internal audit 
are not, 
respectively.
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Ensure Quality in Compliant Behavior, Documentation & Organization
ROLE IN HEALTHCARE COMPLIANCE

ROLE IN HEALTHCARE 
COMPLIANCE

Establish Accountability

ROLE IN HEALTHCARE COMPLIANCE
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AUDITING & MONITORING
Defined

Federal sentencing guidelines require 
compliance “auditing & monitoring,” 

but without specificity, definition or example.
From dictionary.com:

Auditing   n. “an official examination and verification of 
accounts and records, especially of financial accounts”
Auditing   v. “to make an audit of; examine (accounts, 
records, etc.) for purposes of verification”

Monitoring   n. “something that serves to remind or 
give warning”
Monitoring v. “to watch closely for purposes of 
control, surveillance, etc.; keep track of; check 
continually”

Federal sentencing guidelines require 
compliance “auditing & monitoring,” 

but without specificity, definition or example.
From dictionary.com:

Auditing   n. “an official examination and verification of 
accounts and records, especially of financial accounts”
Auditing   v. “to make an audit of; examine (accounts, 
records, etc.) for purposes of verification”

Monitoring   n. “something that serves to remind or 
give warning”
Monitoring v. “to watch closely for purposes of 
control, surveillance, etc.; keep track of; check 
continually”

AUDITING & MONITORING
• While Consisting of Similar Tasks, 

Auditing and Monitoring are:

– Separate Concepts

– Separate Activities

– Performed by 
Different Professionals

– With Different Outcomes

– Different Audience Expectations

– Different levels of independence.

• A&M Not a combined concept 
as may be inferred from:
– Federal Sentencing Guidelines 
– OIG Compliance Program Guidance.

AUDITING & MONITORING
Why Does it Matter? – To Clarify:

o Avoid Board & Senior Management Confusion:

o “Auditing” a company conjures up certain expectations, 
especially in executive and financial circles.

o Many of these executives:

o sit on healthcare organization Boards.

o expect certain levels of assurance with an “Audit.”

o Assurance exists in the form of standards established by:

opublic accounting  and internal auditing professions.

o Standards set forth the concepts of independence, 
objectivity, due diligence and transparent reporting.
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Defining Characteristics of A&M:
Independence, Objectivity
Standards‐Governed Process
Frequency

Bottom Line:
 AUDIT = If professionally & independently 
completed & reported to the Board it can 
be called an audit, 

 MONITORING otherwise.

AUDITING & MONITORING

THE INTERNAL AUDIT PROCESS
• IA supports Compliance by validating compliance 
activities / controls are working as intended:

– Full Audit: Entire audit focused on a compliance matter 

(e.g., EMTALA)

– As a Component of an Audit: One or more steps in a 

larger audit

– Special Project: probes, research, etc.

– Investigation/Investigation Support:

• Leads or supports a hot line call or other compliance 

related  tip indicating wrongdoing including fraud

INTERNAL AUDIT 
PROCESS
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While compliance monitoring efforts may rely on:

• Management Confirmations

• Management Reports

• Personnel Reporting to Management,

Internal Audit must prove occurrence or non‐
occurrence through review of supporting 
documents, analyses, tests and other review of 
supporting evidence, ideally to the source .

THE INTERNAL AUDIT PROCESS

IA AUDIT IN COMPLIANCE
CASE STUDY

Emergency Department Operations

• Key Compliance Risks:
– Charge Capture / Medical Record Completeness

– EMTALA Compliance

– PHI

– Physician Contract Compliance

• Other Key Internal Audit Risk Concerns:
– PR / Wait Times

– Supply / Equipment Management

– Patient & Staff Safety
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Strategies for 
Successfully Transitioning 

into a New Compliance 
Position

Vicki L. Dwyer, MN, CPC, CHC
Compliance & Privacy Officer

Vail Valley Medical Center
Vail, CO

Nancy Kennedy, RHIT, CPC, CHC
Chief Compliance & Privacy Officer

Galichia Medical Group
Wichita, KS

Objectives

 Identify simple marketing techniques to create 
an atmosphere of trust, reliability and credibility 
with your Board of Directors, Executive Team, 
Medical Staff, and Employees.

 Learn how to conduct an Initial Risk Assessment 
of the existing Compliance Program to identify 
and prioritize potential areas for improvement.

 Understand how to develop and present a 
prioritize plan of action to the Board of Directors, 
Executive Leadership Team, and Other 
Management staff.

2

Market Yourself as a Consultant

Printed Dossier 
◦Contact Information
◦Education
◦Experience in Compliance
◦Experience in Healthcare
◦Certifications

Tuesday, April 1, 2014
3
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Market Yourself as a Consultant

Printed Dossier 
◦ Presentations 
◦ Publications
◦ Professional Services
Organizations, Committees, Boards, 
Universities

◦Strengths / Experience 
 Implementation of Compliance Programs
 Stark, Anti-kickbacks
Documentation
 Auditing

Tuesday, April 1, 2014
4

Market Yourself as a Consultant

 Printed Dossier 
◦ Strengths / Experience 
 Government Investigations
 Accreditation
 Coding & Billing
 Health Information Technology
 Hospitals / Physician Practices
◦ Non-Profit, Multi-system, Community

 Education & Training

5

Market Yourself - Presentation

 Visibility – Get Out of the Office
◦ Board Meetings
◦ Physician Meetings
◦ Staff Meetings
◦Compliance Coffees / HIPAA Teas  
◦Clinical Areas 
◦ Standing Meetings

6
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Risk Assessment - Initial

 Meet and Get to Acquainted with Key 
People
◦ Your Supervisor
◦ Managers / Directors
◦ Executive Leadership Team
 Chief Financial Officer
 Chief Executive Officer
 Chief Operating Officer

◦ Chairperson of the Board of Directors
◦ Key Members of the Medical Staff

7

Risk Assessment - Initial

 Initial Meeting Questions on the Current 
Program
◦ Could you describe the characteristics that would 

make the “perfect” Compliance Officer for the 
organization.
◦ On a scale of 1 to 5, how would you rank the 

current compliance program.
◦ If you could list 5 things that are working well for 

compliance, what would they be.
◦ If you could list 3 things that are not working well 

in regards to compliance, what would they be.
◦ Is there anything that needs to be addressed 

immediately.
◦ What can I do as the Compliance Officer to make 

their life easier.

8

Risk Assessment - Initial

 Assess the Existing Compliance Program
◦ Develop a Risk Assessment Tool to Evaluate the 
Effectiveness of the Current Program
 Survey Monkey
 Initial Meeting Question Responses
 OIG Compliance Program Guidances
◦ Use Guidances Applicable to Your Organization

 Review documents
◦ Employee training records
◦ Policies and procedures
◦ Code of conduct
◦ Compliance logs

9
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Risk Assessment - Initial

 Survey Monkey – Example Questions

◦ Are new employees required to attend compliance 
education and training within 60 days of being 
hired?

◦ Is Compliance education and training for existing 
employees completed on an annual basis?

◦ Does your department complete an annual 
assessment of potential compliance risks, e.g. 
accuracy of documentation, coding, billing?

◦ Do you know how to find the Code of Conduct and 
Compliance Policies and Procedures?

10

Risk Assessment - Initial

 Survey Monkey – Example Questions

◦ Does your department audit areas of potential 
compliance risk (e.g. accuracy of documentation, coding, 
billing) on a routine basis?

◦ This there a non-retaliation policy in place for persons 
who reports in good faith the potential compliance issue?

◦ Is there a Confidential Hotline you can call if you want to 
anonymously report a potential Compliance Issue?

◦ Is there a disciplinary action policy specific to 
Compliance. 

11

Risk Assessment – Action Plan

 Risk Assessment Results
◦ Initial Prioritization Findings
 High Risk – High Probability 
 High Risk – Low Probability
 Low Risk – High Probability
 Low Risk – Low Probability

12
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Risk Assessment – Action Plan

 Risk Assessment Results
◦ Further Assessment
 Low Hanging Fruit and Easy Fixes
 Biggest Bang for Your Buck
 Highest Risk to the Organization

13

Risk Assessment – Action Plan

 Input and Support - Compliance 
Committee 
◦ Sell It!
 Walk through identified risk areas
 Explain process to determine level of risk
 Identify areas to be addressed and be presented 
to higher levels

◦ Have All Identified Concerns Been Met? 
 Incorporate “Hot Topics” as needed

14

Risk Assessment – Action Plan

 Get Buy In and Feedback
◦ Legal Counsel
◦ Immediate Supervisor
◦ Executive Leadership Team
◦ Board of Directors

 Finalize the Plan
◦ Reassign Priority as Needed
◦ Assign Responsibility
◦ Set Deadlines

15
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Action Plan and Follow-up

 Create a Compliance Officer’s Report
◦ Include the 7 elements of an effective 
compliance program
◦ Update and distribute the report on a monthly 
basis and include
 Changes were implemented
 Changes that still need implementation with 
expected deadline

16

On Going Follow-up

 Seek Feedback Frequently
◦ Individual Meetings
◦ Survey Monkey
◦ Compliance Committee
◦ Immediate Supervisor
◦ Interaction with Staff

17

QUESTIONS?
18



Vail Valley Medical Center – Compliance  
 

 
 
Compliance Officer: Vicki Dwyer, RN, MN, CPC, CHC  

Office Phone: 970-477-5197 
Cell Phone: 970-471-3080 
vicki.dwyer@vvmc.com  
 

Background: 
• Education:  Diploma in Nursing (RN) – St. Francis School of Nursing, Wichita 

Bachelor of Science in Nursing (BSN) – WSU, Wichita 
Masters in Nursing (MN) – WSU, Wichita 
Graduate Certificate in Healthcare Corporate Compliance – GWU 
 

• Nursing:  Registered Nurse – 30+ years (ICU/CCU, Pediatrics, JCAHO, Quality  
Improvement, Risk Management, Staffing, Education) 
Nurse Practitioner / Clinical Nurse Specialist – 10+ years 
Adjunct Faculty, WSI School of Nursing – 20+ years  
 

• Compliance:  15+ years as Chief Compliance Officer, Wichita, KS 
Development & Implementation of Comprehensive Compliance Programs  
Government Investigations / Integrity Agreements  
Documentation – Evaluation & Management Services 
National Speaker on Compliance 
 

• Certifications: Certified in Healthcare Compliance (CHC) 
Certified Professional Coder (CPC) 
Advanced Coding Specialist – Evaluation & Management (ACS-E/M) 

 
• Professional   HCCA Rocky Mountain Conference Planning Committee  

Activities:  Wichita Area Medical Group Management Association,  President & Vice- 
President 

Kansas Medicare Part B, Provider/Supplier Communication (P/SCOM)  
Advisory Committee 

 
• Presentations: “Subpoenas and Searches and Suspensions, Oh My!  The Critical Roles  

of Compliance, Coding, Billing and Medical Records”; HCCA 2014 Clinical  
Practice Conference; Philadelphia, Pennsylvania; October 14, 2014. 

 
“Responding to a Government Investigation: Best Practices for Achieving 
a Favorable Outcome”; HCCA’s 18th Healthcare Compliance Institute; 
March 30 – April 2, 2014; San Diego, California  

 
“Strategies for Successfully Transitioning into a New Compliance 
Position”; HCCA’s 18th Healthcare Compliance Institute; March 30 – April 
2, 2014; San Diego, California. 
 

mailto:vicki.dwyer@vvmc.com


Vail Valley Medical Center – Compliance  
 

 
 

“Getting Physician Buy-In”; HCCA’s 16th Healthcare Compliance 
Institute, April 30-May 2, 2012; Las Vegas, Nevada. 
 
“Getting All Your Docs in a Row - Gaining Physician Buy-In to 
Compliance”; HCCA 2013 Clinical Practice Conference; Philadelphia, 
Pennsylvania; October 14, 2013. 
 
“Government Investigations: Your Role, a Critical Element”; Colorado 
Health Information Management Association 2013 Spring Conference; 
Denver, Colorado; May 8, 2013. 

 
Services Available to Physicians 

• Education & Training Documentation of Evaluation & Management Services 
Anti-Kickback Statutes / Stark Law 
False Claims Act 
Patient Inducements Regulations 
EMTALA 
HIPAA / HITECH 
Fraud Enforcement and Recover Act of 2009 (FERA) 
Affordable Care Act of 2010 
Essentials of an Effective Compliance Program 
2 Midnight Rule 
Joint Commission Documentation Requirements 
 

• Audits & Monitoring Documentation of Evaluation & Management Services 
 Office  
 Hospital 
 Emergency 

Incident To and Shared/Split Billing Practices 
Medical Necessity 
 Cardiac Catheterization  
 Pacemakers / AICD 
 Interventional Cardiology Procedures 

Observation vs. Inpatient Status 
 

 
 
 

 



Galichia Medical Group, PA 

 

Compliance  
 

Compliance Officer:  Nancy Kennedy, RHIT, CPC, CHC 
    Office Phone:  316-858-2233 
    Cell Phone:  316-619-5731 
    nkennedy@galichia.com 
 
Background: 

• Compliance: Over 20 years as a Coding & Compliance Consultant/Manger 
Associate Compliance Officer for 3 years during OIG investigation and integrity agreement. 
Chief Compliance & Privacy Officer 4 years. 
Chief Operations Officer 2+ years 
Auditing procedures and E & M 20+ years 

 
• Certifications: Registered Health Information Technician (RHIT) 

Certified Professional Coder (CPC) 
Certified in Healthcare Compliance (CHC) 

 
• Professional 

Activities:   
Kansas Health Information Management  education/programs committee 
Kansas Medicare Provider Communication Advisory Committee 

 
• Presentations: 

“Subpoenas and Searches and Suspensions, Oh My!  The Critical Roles of Compliance, Coding, 
Billing, and Medical Records.” 
 
“Strategies for Successfully Transitioning in to a New Compliance Position.” 
 
“Getting Physician Buy-In”  
 
“Getting All Your Docs in a Row-Gaining Physician Buy-in to Compliance” 
 
“RAC Preparedness for the Physician Practice” 
 
“Evaluation and Management Guidelines and Coding of Professional Services for Physician 
Extender” 

mailto:nkennedy@galichia.com


 
• Services Available to Providers 

o Education & Training 
 Documentation for E &M services 
 Anti-Kickback Statues/Stark Law/False Claims Act 
 Patient Inducement Regulations 
 HIPAA/HITECH 
 Affordable Care Act and What It Means to the Practice 
 All Aspects of Effective Compliance Programs & Training 

o Audits & Monitoring 
 Documentation of E & M services  
 Incident To and Shared/Split Services 
 Medical Necessity for Office & Hospital Procedures 



COMPLIANCE PROGRAM ASSESSMENT FORM 
 

Compliance Program Assessment Form        Page 1 
Revision date: 02/18/2015 

Person Completing Assessment:     

Title of Person Completing Assessment:    

Date Assessment Completed:     

 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

 
Element 1: Designated Compliance Officer in Compliance Committee 
A. Has a Compliance Officer 

been designated who is 
responsibility for the day-to-
day operation of the 
compliance program? 
 

    

B. Is the Compliance Officer’s 
duties related solely to 
compliance?  
 

    

C. If the Compliance Officer’s 
compliance duties are 
combined with other duties, 
are the compliance 
responsibilities satisfactorily 
carried out? 
 

    

D. Does the Compliance Officer 
report directly to the entity's 
chief executive or other 
senior administrator? 
 

    

E. Does the compliance officer 
have direct access to the 
governing body, the 
president or CEO, all senior 
management, and legal 
counsel? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

F. Does the Compliance Officer 
have independent authority 
to retain outside legal 
counsel? 
 

    

G. Does the Compliance Officer 
have a good working 
relationship with other key 
operational areas, such as 
internal audit, coding, 
billing, and clinical 
departments? 
 

    

H. Does the Compliance Officer 
make regular reports to the 
Board of Directors and other 
hospital management 
considering different aspects 
of the hospitals compliance 
program? 
 

    

I. Is there an active compliance 
committee, comprised of 
trained representatives of 
each of the relevant 
functional departments, as 
well as senior management? 
 

    

J. Are ad hoc groups or task 
forces assigned to carry out 
any special missions, such as 
conducting an investigation 
or evaluating a proposed 
enhancement to the 
compliance program? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

K. Does the compliance 
department have sufficient 
resources (staff and budget 
practices), training, 
authority, and autonomy to 
carry out the mission? 
 

    

       
Element 2: Compliance Policies and Procedures, including Standards of Conduct 
A. Do you have written policies 

and procedures that describe 
compliance expectations in a 
code of conduct or code of 
ethics? 
 

            

B. Are policies and procedures 
clearly written, relevant to 
day to day responsibilities, 
readily available to those 
who need them, and 
reevaluated on a regular 
basis? 
 

    

C. Do you have written policies 
and procedures that provide 
guidance to employees on 
dealing with potential 
compliance issues? 

    

D. Do you have written policies 
and procedures that provide 
guidance to others on 
dealing with potential 
compliance issues? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

E. Do you have written policies 
and procedures that provide 
guidance on how to 
communicate compliance 
issues to appropriate 
compliance personnel? 
 

    

F. Do you have written policies 
and procedures that provide 
guidance on how potential 
compliance problems are 
investigated and resolved?  
 

    

G. Do you monitor staff 
compliance with internal 
policies and procedures? 
 
 

    

H. Have the standards of 
conduct and distributed to 
all directors, officers, 
managers, employees, 
contractors, and medical and 
clinical staff members? 
 
 

    

   
Element 3: Open Lines of Communication 
A. Has the hospital fostered an 

organizational culture that 
encourages open 
communication, without fear 
of retaliation? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

B. Has the hospital established 
an anonymous hotline or 
other similar mechanisms of 
the staff, contractors, 
patients, visitors, and 
medical and clinical staff 
members can report 
potential compliance issues? 
 

    

C. How well is the hotline 
publicized; how many and 
what types of calls received; 
are calls logged (to establish 
possible patterns); and is the 
caller informed of the 
hospital’s actions? 
 

    

D. Is there a method in place for 
confidential good faith 
reporting of potential 
compliance issues as they are 
identified? 
 

    

E. Are all instances of potential 
fraud and abuse 
investigated? 
 
 

    

F. Are the results of internal 
investigation shared with the 
hospital governing body and 
relevant departments on a 
regular basis? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

G. As the governing body 
actively engaged in pursuing 
appropriate remedies to 
institutional or recurring 
problems? 
 
 

    

H. Does the hospital utilize 
alternative communication 
methods, such as a periodic 
newsletter or compliance 
Internet website? 
 
 

    

   
Element 4: Training and Education 
A. Is training and education 

provided to all affected 
employees on compliance 
issues, expectations and the 
compliance program 
operation? 
 

    

B. Is compliance training part 
of the orientation for new 
employees? 
 

    

C. Is compliance training part 
of the orientation for 
students? 
 

    

D. Is compliance training part 
of the orientation for 
executives? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

E. Is training and education 
provided to all governing 
body members on 
compliance issues, 
expectations and the 
compliance program 
operation? 
 

    

F. Is compliance training part 
of the orientation for new 
governing body members? 
 

    

G. Does the compliance training 
occur periodically? 
 

    

H. Does the hospital provide 
qualified trainers to conduct 
annual compliance training 
for staff, including both 
general and specific training 
pertinent to the staff’s 
responsibilities? 
 
 

    

I. Has the hospital evaluated 
the content of its training 
and education program on 
an annual basis and 
determined that the subject 
content is appropriate and 
sufficient to cover the range 
of issues confronting its 
employees? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

J. Has the hospital kept up-to-
date with any changes in 
Federal health care program 
requirements and adapted its 
education and training 
program accordingly? 
 
 

    

K. Has the hospital formulated 
the content of its education 
and training program to 
consider results from its 
audits and investigations; 
results from previous 
training and education 
programs; trends and hotline 
report; and OIG, CMS, or 
other agency guidance or 
advisories? 
 
 

    

L. Has the hospital evaluated 
the appropriateness of its 
training format by reviewing 
the length of the training 
stations; whether training is 
delivered via live instructors 
or via computer – based 
training programs; the 
frequency of training 
stations; and the need for 
general and specific training 
sessions? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

M. Does the hospital seek 
feedback after each session 
to identified shortcomings in 
the training program and 
does it administer post-
training testing to ensure 
attendees understand and 
retain the subject matter 
delivered?   
 

    

N. Has the hospital’s governing 
body been provided with 
appropriate training or fraud 
and abuse laws? 
 
 

    

O. Has the hospital documented 
who has completed the 
required training? 
 

    

P. Has the hospital assessed 
whether to impose sanctions 
for failing to attend training 
or to offer appropriate 
incentives were attending 
training? 
 

    

  
 

 

Element 5: Internal Monitoring and Auditing 
A. Is there a system in place for 

routine identification of 
compliance risk areas 
specific to your provider 
type? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

B. Has the hospital developed a 
risk assessment tool, which 
is reevaluated on a regular 
basis, to assess and identify 
weaknesses and progress in 
operations? 
 

    

C. Does the risk assessment 
tool include an evaluation of 
Federal health care program 
requirements, as well as 
other publications, such as 
the OIG’s CPGs, work plans, 
special advisory bulletins, 
and special fraud alerts? 
 

    

D. Is there a system in place for 
self-evaluation of the risk 
areas, including internal 
audits and as appropriate 
external audits? 
 

    

E. Is there a system in place for 
evaluation of potential or 
actual non-compliance as a 
result of self-evaluations and 
audits? 
 

    

F. Is the audit plan regularly 
reevaluated to address the 
proper areas of concern, 
considering, i.e., findings 
from recent RAC audits? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

G. Does audit plan include an 
assessment of billing 
systems, in addition to 
claims accuracy, in an effort 
to identify the root cause of 
billing errors? 
 

    

H. Is the role of the auditors 
clearly established and are 
coding and audit personnel 
independent and qualified, 
with the requisite 
certifications? 
 

    

I. Is the audit department 
available to conduct 
unscheduled reviews?  
 

    

J. Does a mechanism exists 
that allows the Compliance 
to request additional audits 
or monitoring should the 
need arise? 
 

    

K. Has the hospital evaluated 
the error rates identified in 
the annual audits? 
 

    

L. If the error rates are not 
decreasing, has further 
investigation into other 
aspects of the Compliance 
Program been investigated to 
determine hidden 
weaknesses and deficiencies? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

M. Are employees, contractors 
and medical and clinical staff 
members checked on a 
monthly basis against 
government sanction lists 
including the OIG’s list of 
excluded individuals/entities 
(LEIE) and the System for 
Award Management’s (SAM) 
excluded parties listing 
system? 
 

    

N. Are employees, contractors 
and medical and clinical staff 
members checked on a 
monthly basis against state 
sanction lists? 
 

    

 A system for routine identification of compliance risk areas  
   
 Element 8: A policy of non-intimidation and non-retaliation  

 
 

Does the audit include a 
review of all billing 
documentation, including 
clinical documentation, and 
support of the claim? 
 
 

    

   
Element 6: Response to Detected Deficiencies 
A. Is there a system in place for 

responding to compliance 
issues as they are raised?  
 

    

B. Is there a system in place for 
investigating potential 
compliance problems?  
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

C. Are all compliance problems, 
as identified in the course of 
self-evaluations and audits, 
promptly responded to? 
 

    

D. Are all compliance concerns 
thoroughly and promptly 
investigated? 
 

    

E. Are compliance issues 
identified and reported to 
Legal Counsel and the 
appropriate Legal Agency? 
 

    

F. Is a root cause analysis 
completed of each potential 
violation? 
 

    

G. Are corrective action plans 
developed that take into 
account the root causes of 
each potential violation? 
 

    

H. Are procedures, policies and 
systems updated as 
necessary to reduce the 
potential for recurrence? 
 

    

I. Are periodic reviews of 
problem areas conducted to 
verify that the corrective 
action that was implemented 
successfully eliminated 
existing deficiencies? 
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

J. If the matter results in a 
probable violation of law, 
does the hospital promptly 
disclose the matter to the 
appropriate law enforcement 
agency? 
 

    

   
Element 7:  Enforcement of Disciplinary Standards 
A. Are disciplinary standards 

well– publicized and readily 
available to all hospital 
personnel? 
 

    

B. Are disciplinary standards 
enforced consistently across 
organization? 
 

    

C. Is each instance involving 
the enforcement of 
disciplinary standards 
thoroughly documented? 
 

    

D. Is there a policy of non-
intimidation for good faith 
participation in the 
compliance program, 
including but not limited to 
reporting potential issues, 
investigating issues, self-
evaluations, audits and 
remedial actions, and 
reporting to appropriate 
officials  
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 Description Yes No Evidence of Compliance  Action Plan \ Responsible 
Persons 

E. Is there a policy of non-
retaliation for good faith 
participation in the 
compliance program, 
including but not limited to 
reporting potential issues, 
investigating issues, self-
evaluations, audits and 
remedial actions, and 
reporting to appropriate 
officials. 
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Getting Your Physicians to Think in Ink
Ralph Wuebker, MD, MBA, Chief  Medical  Officer

Objectives: 

– Get Physician Buy In, Why status matters

– Documentation best practices and common errors

– Key documentation points for the 2 midnight rule

– Documentation example

Why is Getting Patient Status Correct Such an 
Important Issue?

• Focus of Recovery Audit Contractors

• Potential False Claims issue if no complaint 
process is in place

• Potential recoupment of reimbursements 
during audit and loss of opportunity for 
appropriate OBS APC and ancillary charge 
payment

Overuse of Inpatient

• Length of stay artificially elevated

• Mortality data artificially elevated

• Qualified stay impact on patient’s skilled care 
benefit

• Unexpected patient financial responsibility 
(self-administered medication charges, 
inflated co-payments)

Overuse of Observation

It’s about getting it right!
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Patient Deductible and Copays

– Inpatient (Part A) 2015:

• Day 1-60: $1260 inpatient deductible
• Day 61-90: $315/day
• Day 91-151: $630/day 

– Outpatient (Part B):

• $147 per year deductible
• 20% coinsurance for all covered outpatient services
• 100% of non covered outpatient services

Source: CMS-8056-N, Medicare Program; CY 2015 Inpatient Hospital Deductible and Hospital and Extended Care 
Services Coinsurance Amounts

National Exposure

• NBC Nightly News/MSNBC March 2014:
– http://www.nbcnews.com/watch/nightly-news/why-going-under-observation-can-cost-you-170444355554

– http://www.nbcnews.com/watch/nightly-news/critical-advice-all-medicare-patients-should-hear-
170260035926

• FierceHealthcare, July 15, 2013  
– http://www.fiercehealthfinance.com/story/study-hospitals-lose-money-observation-care/2013-07-

15?utm_medium=nl&utm_source=internal

• JAMA: July 8, 2013 - Invited Commentary: Observation Status for 
Hospitalized Patients/Hospitalized but Not Admitted

• Kaiser News  May 3, 2013 
– http://www.kaiserhealthnews.org/Stories/2013/May/03/lawsuit-challenges-observation-rules-in-

Medicare.aspx

• Money August 2012; “This could Hurt—a lot” pg. 70

• NYTIMES: In the Hospital, but Not Really a Patient; June 22, 2012

• USA Today April 17, 2012
– http://www.usatoday.com/money/industries/health/drugs/story/2012-04-30/drugs-can-be-expensive-in-

observation-care/54646378/1

• Washington Post 2010: Patients held for observation can face steep drug 
bills

CMS Transmittal 541

• Effective: 09-08-14

• The auditors have the discretion to deny other “related” claims submitted 
before or after the claim in question – Limited to surgical claims

• For services where the patient’s history and physical (H&P), physician 
progress notes or other hospital record documentation does not support the 
medical necessity for performing the procedure, post-payment recoupment 
will occur for the surgeon’s Part B service. 

• The MAC, Recovery Auditor, and ZPIC are not required to request 
additional documentation for the “related” claims before issuing a denial for 
the “related” claims. 

• Contactors shall process appeals of the “related” claim(s) separately. 
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[Section Break Slide – Insert Section Title]
Documentation Tips for Medical Necessity

What the Auditors Expect
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What Typically is Provided

“Foreign Body Removed 

#!”

Name Protected, MD

Physician Documentation Uses

Before:

• E&M level validation

• Communication with physician 
partners and consultants

• Reminder notes for self use

• Possible use by nurses

Now: 

• Audit defense

• Billing justification

• Malpractice defense

• Quality of Care Measurement

• Government investigations
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Common Documentation Problem Areas

• Limited or no physician documented info (consult, ED note or H & P)

o Only information available is a list of symptoms/ lab work

o No documentation until several hours after “admission” 

• No plan of care or clear impression in the H & P

o Common with mid-level providers, medical students and residents

• OP note/H & P for procedures that do not address/include any risk from past 
medical history

o Frequently occurs from using office notes as history and physical 

• Lack of discharge summary for a readmission review and no mention of 
stability on discharge/return to baseline in the discharge note

• Prolonged stays frequently do not include the current progress note or 
orders to indicate why the patient requires continued acute care

Common Documentation Problem Areas

• Using a symptom rather than a diagnosis for the impression or 
assessment

─ N/D/V vs. bowel obstruction

─ SOB, chest pain, headache, back pain

─ Listing the diagnosis as an intractable symptom (vertigo, abdominal 
pain, vomiting) without noting the potential diagnosis

• Using a lab value or treatment plan with no diagnosis

• Documentation for medical necessity is different than for billing level 
or coding

General Documentation Takeaways

• 5 key pieces of documentation to support medical necessity for Inpatient 
admissions under Medicare:

– Medical history

– Current medical needs

– Severity of signs and symptoms

– Facilities available for adequate care

– Predictability of an adverse outcome



3/17/2015

6

Key Words

What is your suspicion of what is going on, i.e. impression?SUSPECTS

PREDICTABLE
RISK 

CONCERNS

Given the patient’s history and current presentation, what kind of adverse 
outcomes are likely and what are the chances 

What are your concerns of the situation?

DOCUMENTATION NOT CONSISTENT WITH IP ORDER  

• Custodial

• Delay

• Convenience

Examples: 

– Can go home from ER but the family cannot take care of the patient

• “The patient was about to be discharged, but apparently she 
did/does not have much help at home and she is unable to take 
care of herself…”

– Contradiction of IP order and certification

• IP order and “I anticipate 1 midnight in the hospital and hence she 
will be admitted under observation.” 

– Here for placement

– Home in AM after lab result

[Section Break Slide – Insert Section Title]
Physician Documentation for 2 Midnight Rule 
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3 Key Requirements for 2 Midnight Rule

• Time the patient is expected to stay in the hospital (2 midnights is guide)

• Order to “admit to inpatient” or “refer for observation/outpatient”

• Documentation of the patient’s medical necessity requiring hospital 
admission

– H and P, progress note and DC summary

[Section Break Slide – Insert Section Title]
Time: 2 Midnight Expectation

Expectation of 2 Midnights

• Physician should document if they expect the patient’s hospital care to span 
more or less than 2 midnights

– Treatment time spent in the ED can be counted towards 2 midnights

• Guidelines:

– If you believe the patient will be discharged same day or the day 
following hospitalization, consider ordering Outpatient or 
Observation

– If you believe the patient will NOT be ready for discharge the day 
after hospitalization, consider ordering Inpatient
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[Section Break Slide – Insert Section Title]
Physician Order

Physician Order Clarification

• Qualifications of the ordering/admitting practitioner: 

– At some hospitals, practitioners who lack the authority to admit 
inpatients under either State laws or hospital by‐laws may nonetheless 
frequently write the sets of admitting orders that define the initial 
inpatient care of the patient. In these cases, the ordering practitioner 
need not separately record the order to admit ….. the order must 
identify the qualified “ordering practitioner”, and must be authenticated 
by the ordering practitioner (or by another practitioner with the 
required admitting qualifications) prior to discharge. 

• Verbal orders:

– A verbal or telephone inpatient admission order must be 
authenticated (signed, dated and timed) by the ordering practitioner (or 
by another practitioner with the required admitting qualifications in his or 
her own right) in the medical record prior to discharge, unless the 
hospital or the State requires an earlier timeframe  

• Timing:

– The order must be furnished at or before the time of the inpatient 
admission. 

Sept 5 CMS Update Memo 

Physician Order

• Qualifications of the ordering/admitting practitioner: The order must be 
furnished by a physician or other practitioner (“ordering practitioner”) who is: 
(a) licensed by the state to admit inpatients to hospitals, (b) granted 
privileges by the hospital to admit inpatients to that specific facility, and (c) 
knowledgeable about the patient’s hospital course, medical plan of care, 
and current condition at the time of admission. 

• The admission decision (order) may not be delegated to another individual 
who is not authorized by the state to admit patients, or has not been granted 
admitting privileges by the hospital's medical staff (42 CFR 412.3(b)). 

• However, a medical resident, a physician assistant, nurse practitioner, 
or other non-physician practitioner may act as a proxy for the ordering 
practitioner provided they are authorized under state law to admit patients 
and the requirements outlined below are met……if the ordering practitioner 
approves and accepts responsibility for the admission decision by counter-
signing the order prior to discharge. 

• The inpatient admission order cannot be a standing order. 

Source: CMS document: Hospital Inpatient Admission Order and Certification, Jan 30, 2014
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Physician Order Guidelines

• Inpatient Cases: should include the words “Admit” and “Inpatient” to be a 
valid inpatient order

• Observation/Outpatient Cases: Should include the phrase “Refer for 
Observation Services”  or “Outpatient Status”

– Avoid using “admit” and “Observation or Outpatient” in the same order. 
CMS considers this to be contradictory 

– “Admit to Tower 7” or “Admit to Dr. Smith” are not recommended

Source: CMS document: Hospital Inpatient Admission Order and Certification, Jan 30, 2014; see also, 78 
Federal Register 50942 (2014 IPPS Final Rule).

Medical Documentation Keys

7 Key Pieces of Documentation for Medical Necessity 

• Physician Order

• Past Medical History

– Comorbidities

• Severity of Signs and Symptoms 

– Pertinent positives on physical exam 

• Current Medical Needs 

– Plan of Care and Accompanying Orders 

• Facilities available for adequate care 

• Predictability of an adverse outcome 

– Suspected diagnosis and need for hospital services 

• Expectation of Length of Stay

Medicare’s Surgical “IP Only List”

Medicare's Inpatient Only List should be reviewed at the time the procedure is 
scheduled 

– For procedures that are on the Medicare IP only list, 

• The order for Inpatient must be on the chart  PRIOR to the surgery

– If the procedure changes during surgery to an Inpatient only case

• Ensure the IP order is put on the chart ASAP after the procedure

Source: Medicare Claims Processing Manual, Chapter 4, § 10.12 – Payment Window for Outpatient Services Treated as 
Inpatient Services; Medicare Claims Processing Manual, Chapter 4, § 180.7 – Inpatient-only Services
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Surgical Guidelines: Inpatient vs. Outpatient

For Elective/Scheduled  Procedures:

– i.e., procedures scheduled days in advance 

– Does not apply to procedures on CMS IP only list

1.  Same day discharge (i.e. no overnight stay) is ALWAYS OUTPATIENT

2.  1 midnight/overnight is OP (rarely observation)

3.  2 midnight stay most often is IP, but depends on Medical Necessity

– High Risk patient is Inpatient

– Low Risk patient is Outpatient

Admission Review – Key Considerations

Physicians Order

Expectation of 2-Midnight Stay

Clinical Rational

Medical Necessity

Medical Necessity Example 1

• 76 y/o male with central intermittent chest pain for 2 days which lasts about 20 minutes, few 
episodes

• Awoke in the morning with left arm tingling that quickly resolved 

• Past Hx includes MI, DM2, CABG and prior cardiac stents

• PE BP 90/65 HR 105 RR 24 – Tachycardiac with bilateral crackles 

• EKG besides for Sinus Tach is unchanged and cardiac enzymes nondiagnostic, Cr 1.5, Bld Glc 
220 g/dL 

• Pain is relieved by NTG, then recurs and feels just like his prior MI

Chest Pain

THESE FACTS ALONE DO NOT TELL THE STORY 
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Documentation is Key: Telling the Chest Pain Story

• The common term "chest pain" does not necessarily refer to cardiac 

disease and is often misunderstood

• Documentation of your clinical judgment (e.g., cardiac ischemia, recurrent 

or worsening angina, chest wall pain, non-cardiac, GERD) is important

– What is the rationale or factors you considered in your judgment?

• “Atypical chest pain” does not exclude ischemic disease – document 

suspected cause regardless of typical or “atypical” pattern

• Acute Coronary Syndrome encompasses UA, NSTEMI, or STEMI

– UA - rest angina (usually lasting >20min), new onset (<2months) 

duration of angina, or crescendo pattern of occurrence

• Symptoms similar to past events?

• EKG baseline vs. current if known and Cardiac Enzymes 

• Hypotension, Diaphoresis, CHF, Pulmonary Edema? 

Summary

• Excellent patient care is top priority

• Regardless of the payer:

– Admission order

– Expected LOS

– History and Physical/Procedure note

– Progress note each hospital day

– Discharge summary and plan

– Above signed prior to discharge

• Make the obvious, obvious

THANK YOU.
Questions?

Ralph Wuebker, MD, MBA

Chief Medical Officer

484-844-2485

rwuebker@ehrdocs.com
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Miriam Grunhaus
Known for changing how compliance departments are perceived and 

accelerating the achievement of their specific goals. Dedicated to creating 

programs and communications that are effective and result-driven, her 

experience has helped major companies receive high praise by the OIG 

and independent Compliance Expert Panels. 

HOW TO TALK SO 
THEY WILL LISTEN

ABOUT

• Position yourself and your department to gain support for success.

• Actionable tips for improving your communication with your audience.

• How creativity and marketing help you empower your audience with 
knowledge, while fostering a culture of ethics and compliance.

www.compliancevelocity.com

ORDEM E 
PROGRESSO

Order and Progress

IT ALL 
STARTS 
FROM 
THE 
TOP
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You need the full support from the “Top” to 
accomplish your goals. 

WHAT DOES THIS 
SUPPORT LOOK LIKE?

Their presence 
Representation at 
events in person or 

through video

An appropriate budget 
so you can effectively 

accomplish your 
goals

Their endorsement 
Board member’s signatures 
and photos on the most 
important documents

Those who care about Compliance care about:

THE 3Ps
PerceptionPERCEPTION P1

PROTECTION P2

PERFECTION P3

Establishing the perception that ethics and compliance are 
important, strong values within the company, will have an 
impact on how everyone conducts themselves.

PERCEPTION P1

Perceptions Determine Attitudes and attitudes 
determine behaviors. 
Perceptions are neither right or wrong they just are.

Those who care about Compliance care about:

THE 3Ps
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PROTECTION
A robust compliance program will ensure more compliant 
behavior and reduced fines in case of CIAs. It acts as an 
insurance policy for business ethics. 

P2

Confidence... thrives on honesty, on honor, on the 
sacredness of obligations, on faithful protection and on 
unselfish performance. Without them it cannot live.
– Franklin D. Roosevelt

Those who care about Compliance care about:

THE 3Ps

PERFECTION P3

Those who care about Compliance care about:

THE 3Ps

Providing the resources necessary for constant 
progress and improvement of the Compliance 
department will, in turn, help raise the bar for the 
company in all areas.

Perfection is not attainable, but if we chase 
perfection we can catch excellence.
– Vince Lombardi

PROPER 
SUPPORT WILL

Establish the perception that ethics and compliance are 
important, strong values within the company.

Provide the protection and insurance needed for the business 
to reduce risk and avoid penalties, and

Provide the resources necessary for you to embed ethics and 
compliance within the organization.
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Position yourself and your department 
to gain support for success

BELIEVE
Do not apologize!  Your 
role is crucial for the 

success of the 
organization!

- 1 -

- 2 -
- 3 -

FOR THE 
SAKE OF 
COMPLIANCE
Creativity and marketing can help you empower your audience with 
knowledge, while fostering a culture of ethics and compliance
So be Creative and always consistent in tone!

Motivate and Inspire

T
H

E
 

M
E

D
IU

M Rich e‐mails

Brochures

Posters

Websites
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BE A 
ROLE 
MODEL 

You 
should first 

look at yourself 
and then look 

at others. 

Do you embody what you 
expect of others?

Trust is the glue of life. It's the most essential 
ingredient in effective communication. It's the 
foundational principle that holds all relationships.
– Stephen Covey

EMPOWERING EMPLOYEES FOR 

DECISION MAKING 

Starbucks is not an advertiser; people think we are 
a great marketing company, but in fact we spend 
very little money on marketing and more money on 
training our people.
– Howard Schultz

Training Matters!
It’s clear when it comes to Sports. 
It’s the same in business.
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EFFECTIVE 
TRAINING

Target the Target
Teach those who 
need to be taught

Choose 
Appropriate 
delivery method 
In person vs. 
electronically

Training Quality Matters!
The better the training, the more empowered the 
employees will be.

Valuing Training
The more you know...the better you are!

WHO WAS 
YOUR
BEST 
TEACHER?

You can 
count those 

teachers 
on one hand. 

You never
forgot them 

or what they 
stood for.
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You created a new training module, 
you know who you are training, now…

Is it Clear?

ASK  YOURSELF

Is it Concise?

Is it Captivating?

BEING CLEAR MEANS: 

Clarify the spirit of the law

Use real‐life scenarios

Explain, explain, explain 
in clear language

Ban Legalese

Spirit of the law – The WHY
The primary purpose of this law is to enhance patient safety by increasing 
transparency in potential conflicts of interest between health care providers / 
organizations and Pharmaceutical and Medical device companies.

Scenario – The HOW it Applies
If a Sales rep offers you a gift, you may not accept it, as this will create a 
conflict of interest and is not in the best interest of the patient.

i.
e.

 S
U

N
SH

IN
E

 A
C

T
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Ban “legalese”
Legalese 

“Know all persons by these present that I hereby give, grant, release, convey, 
transfer and quitclaim all my right, title, interest, benefit and use whatsoever in, 
or and concerning this chattel, otherwise known as an orange, or citrus aurantium, 
together with all the appurtenances thereto of skin, pulp, pip, rind, seeds and juice 
to have and to hold the said orange, for his own use and behoof, to himself and 
his heirs, in fee simple forever, free from all liens, encumbrances, easements, 
limitations, restraints or conditions whatsoever, any and all prior deeds, transfer, 
or other documents whatsoever, now or anywhere made to the contrary 
notwithstanding, with full power to bite, cut, suck or otherwise eat the said orange 
or to give away the same, with or without its skin, pulp, pip, rind, seeds or juice.”

Non-Legalese

Here's an orange

BEING CONCISE MEANS:

Target your market 

Don’t be redundant 

Focus on the training goals 

TARGET  YOUR 
MARKET

Doctors

Nurses

Administrative?
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BEING CAPTIVATING MEANS: 

Be creative

Use humor

Don’t use fear tactics

Don’t preach 

CREATIVE

DARE TO 

SPEAK UP
CAMPAIGN
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WAVE THE FLAG
MUSIC VIDEO

Th•nk CREATIVELY

TRAINING 
EXAMPLE
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IN
 S

U
M

Represent your department 
with pride and conviction. 
Ethics and Compliance are 
good for business success!

Communicate with the 
employees in a targeted, 
thoughtful, and creative 
fashion.

Humanize the department 
so employees are 
comfortable learning 
from you.

Proper training will 
empower your employees 
for ethical decision 
making.
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Managing Compliance Issues 
from the Middle – The Power of 

Middle Management
Kimberly A. Aloi, CPC, CHC

and

Judith G. Hudson, CHC

51

84

84

101

439

944

Report to someone 
outside of Nemours

Report via the 
hotline

Report via another 
responsible person

Report through 
other channels

Report via higher 
management

Report to a 
Supervisor

3%

5%

5%

6%

26%

56%

Who Calls Whom?
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What’s a Compliance Concern?

Law /
Regulation

Internal
Policy

All Other
Stuff

Video # 1

http://youtu.be/SxwhasHezZ8
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Video # 2

http://youtu.be/ip1qgDDUAq4
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Video # 3

http://youtu.be/OUO0aAeIBM0
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Video # 4

http://youtu.be/Ihq4PfMhqr4

Thank You!
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Presented by

PPACA & Non‐Physician Clinicians: 
New Roles, New Risks

D. Scott Jones, CHC

Richard E. Moses, D.O., J.D.
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Presentation Goals

● Understand the changing healthcare system under PPACA

● Review the expanding role and risks faced with non‐
physicians clinicians (NPCs) under PPACA

● Discuss the evolving compliance and quality risks associated 
with Clinical Practice Guidelines (CPGs)

● Review the quality demands and reporting requirements of 
PPACA

● Discuss the current changes to date as they relate to patients

2
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INTRODUCTION

3
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INTRODUCTION

● Background

● Identify the current demands on the Healthcare System

● Current state of physician workforce

● Non‐physician Clinicians (“Midlevel Providers”)

● Guidelines: Risks & Reimbursement

● Quality Reporting Measures Under PPACA

● Summary & Conclusions

4
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BACKGROUND

5
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Health Care Reform

President Obama Signs PPACA
March 23, 2010
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Health Care Reform

● Health Care Reform Goals

 Improve access

 Universal coverage

 Increase quality reporting to include outcomes

 Increase integration of care through partnerships of 
physician networks and hospitals

 Cost control and cost reduction

7Physician Compliance Network
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Health Care Reform
● PPACA 2010 was amended by the Health Care and 

Education Affordability Reconciliation Act (HCERA 2012)

 Quality and Cost Payment (Title III, § 3002, 3003, 3007) – Adjusts 
physician payments based on quality and cost through a value‐
based modifier, beginning January 1, 2015

 PQRS – possible penalties for not reporting beginning in 2015 up 
to 2% of the prevailing fee schedule

 Fee‐for‐service → value‐based reimbursement (“quality”) 

8www.physiciansfoundation.org/uploads/default/Physicians_Foundation_2012_Biennial_Survey.pdf
www.ncsl.org/documents/health/ppaca-consolidated.pdf

w w w . hpix-ins . c o m

Health Care Reform
● Fee‐for‐service → Value‐based/Quality‐based reimbursement 

system

 Goal: Reward doctors & hospitals for improving quality of care

● Subsequent trends:
 Outcome‐based payments

 Lower demand for hospitals

 Increased number of insured patients

 Improving patient experience

 Hospital competition on outcomes and total value

 Increased physician employment by health systems 

9Health Affairs October 11, 2012
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DEMANDS:
THE CHANGING 

HEALTH CARE SYSTEM

10

w w w . hpix-ins . c o m

Demands on the System

● Increase from 260.2 Million Americans with health insurance to  
296.6 Million under PPACA

 U.S. Census Bureau 2012 Current Population Survey, Annual Social & 
Economic Supplement

● 32 Million Americans may acquire new health insurance with 
PPACA

● U.S. physician workload expected to increase by 29% from 2005‐
2025

● Over 60% physicians are health system employees

11
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Demands on the System

● Association of American Medical Colleges 
(AAMC) Center for Workforce Study on Physician 
Shortage:

 2015 → 63,000 physicians

 2020 → 91,500 physicians

 2025 → 130,600 physicians

● Primary care faces greatest physician shortage

12www.aamc.org/newsroom/newsreleases/2010/150570/100930.html
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PHYSICIAN 
WORKFORCE

13

w w w . hpix-ins . c o m

The Physicians Foundation

● National not‐for‐profit grant making organization dedicated to 
advancing the work of practicing physicians and to improving 
the quality of healthcare for all Americans

● Founded in 2003 through settlement of a class action law suit 
brought by physicians and state medical associations against 
third‐party payers

● Board of Directors: physicians and medical society leaders 
across the United States

14www.physiciansfoundation.org
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The Physicians Foundation

● 2014 Biennial Survey

 Every other year a national survey of physicians is 
conducted

 Provide a “state of the union of the medical profession”

 Survey sent to over 650,000 physicians
 80% of all physicians currently involved in patient care

 20,000+ physicians responded in all 50 states

15http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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The Physicians Foundation

● 2014 Biennial Survey

 Data derived from responses to > 35 questions

● Many questions multi‐response

 Over 13,000 written comments by physicians on 
current state of medical profession & healthcare 
system

 Data compared to 2012 and 2008 surveys

16http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: Retirement 2014

I will accelerate my retirement plans 38.7%

I will defer my retirement plans 18.6%

I will not change my retirement plans 42.7%

Medicine and healthcare are changing in such a way that:

17http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: PPACA

● The Physicians Foundation 2014 Biennial Report

 46% Physicians give PPACA grade of D or F 

 25% Physicians give PPACA grade A or B

 39% Physicians are accelerating retirement plans due 
to PPACA

18http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: Key Findings

● 81% physicians  overextended or at full capacity

 Up from 75% in 2012 & 76% in 2008

 19%  have time to see more patients 

● 44% physicians  plan to reduce patient access to services

 Cut back visits, work part‐time, retire, close practice to new 
patients, seek non‐clinical jobs

● 35% physicians  independent practice owners

 Down from 49% in 2012 & 62% in 2008

19http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: Key Findings

● 17% physicians are in solo practice

 Down from 25% in 2012

● 69% physicians believe their clinical autonomy has been limited 
& their decisions compromised

● 24% physicians do not see Medicare patients or limit the 
number seen

● 26% physicians participate in an ACO

 13% of this group believe ACOs will enhance quality & decrease costs

20http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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Physician Opinion: Key Findings

● Physicians spend 20%  of their time on non‐clinical 
paperwork

● Concierge/Direct pay medicine

 7% physicians now practice this way in some form

 13% indicate they are planning to transition in whole or in 
part

 17% physicians 45 yo or younger indicate they will 
transition to this form of practice

21http://www.physiciansfoundation.org/uploads/default/2014_Physicians_Foundation_Biennial_Physician_Survey_Report.pdf
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NON‐PHYSICIAN 
CLINICIANS

22
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Nomenclature

● Non‐physician Clinician = Physician Extender = 
Midlevel Provider

● Number & Use of NPCs → increasing

 Nurse Practitioner (CRNP)

 Physician Assistant (PA)

 Others
 CRNA → Cer fied Registered Nurse Anesthe st

 CRNM → Nurse Midwives

23Gore C. J Legal Med 2000;21:125-142.
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Arguments to Expand NPC Duties

● Competent to diagnose and treat at a physician level

● Delegation of routine tasks allows physician to deliver higher 
quality of care

● Physician may attend to more serious patient health care 
concerns

● NPCs deliver less expensive treatment

● NPCs improve access in underserved areas

● Solution to physician shortage

24
Walsh JH. Gastroenterology 2000;188:459-60.

Druss BG, et al. New Engl J Med 2003;348:130-7.
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NPCs: Current Trend

● Skirmishes across the nation re: roles NPCs should play in 
medical care

 NB: Physician shortage & increased insured population

● NPCs taking on duties once solely performed by physicians
 Mini Clinics (Pharmacies +/‐ Urgent Care Centers)

 Clinical practice and hospital Emergency Departments 

 VHA proposal to allow NPs to practice throughout the system without 
physician supervision

25
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NPCs: Current Trend

● State Scope‐of‐Practice Rules differ widely on 
autonomy

● CRNAs battling for autonomy

● PAs have greater role in hospital, Emergency 
Department, and office care  

26
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Nurse Practitioner Supervision 
Environment

Updated 5/13/14

27http://www.aanp.org/images/documents/state-leg-reg/stateregulatorymap.pdf
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NPC Health Care Fraud
Nurse Practitioner Cases

● NP indicted for allegedly billing $2.2M for allergy testing and treatments not 
performed (Atlanta/Stone Mountain, GA)
 http://www.wsbtv.com/news/news/local/nurse‐practitioner‐facing‐federal‐fraud‐

charges/nkFXr

● NP and physician partner indicted allegedly falsely billing Tricare, private 
insurers, and Medicare for services never rendered and false statements in 
patients’ records involving x‐rays services and office visits (St Louis, MO)
 http://www.justice.gov/usao/moe/news/2013/july/lucas_mel.html

● NP convicted of upcoding and recoding scheme receiving $1M in fraudulent 
reimbursements from insurance companies for laser skin care (Mobile, AL)
 http://www.wkrg.com/story/27175655/local‐nurse‐practitioner‐convicted‐of‐federal‐

crimes

28
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NPC Health Care Fraud 
Physician Assistants

● PA convicted of defrauding Medicare by signing and selling fraudulent 
prescriptions for DME who then submitted the fraudulent claims in Medicare 
resulting in $3M of false payments (Los Angeles, CA) 

 http://www.justice.gov/opa/pr/los‐angeles‐physician‐assistant‐pleads‐guilty‐two‐
medicare‐fraud‐cases

● PA convicted for participating in Medicare fraud scheme involving ~$200M in 
fraudulent billings by a mental health company (Miami, FL)

 http://www.justice.gov/opa/pr/miami‐area‐physician‐assistant‐sentenced‐15‐
years‐prison‐200‐million‐medicare‐fraud‐scheme

29
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NPC Health Care Fraud
Physician Assistants

● PA (unlicensed) and physician partner convicted of defrauding 
Medicare $2.1M in 2 months for fraudulently billing rectal 
sensation tests and electromyogram (EMG) studies of the anal 
and urethral sphincter that were never performed (Austin, TX)

 http://www.fbi.gov/houston/press‐releases/2014/jury‐convicts‐austin‐
doctor‐and‐unlicensed‐physicians‐assistant‐of‐health‐care‐fraud

30
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Physician Liability for NPCs

Physician Liability (Vicarious)

● Lack of adequate supervision

● Untimely referral to consultant

● Failure to properly diagnose

● Inadequate examination

● Negligent misrepresentation

● Violation of health care fraud 
laws

Legal Theories

● Vicarious liability

● Negligent supervision

● Negligent hiring/negligent 
selection

31

Moses RE, Feld AD. Am J Gastroenterol 2007;102:6-9.
Moses RE, Jones DS. JHCC 2011;12:51-56,75. (March-April)
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Avoid Liability

● Check all credentials

● Check all references 

● Hire qualified NPC

● Know state rules

● Properly train NPC

● Properly supervise

● Follow state supervision 
requirements

● Review work regularly

● Encourage interaction

● Proper NPC introductions

● Set high standards of care

● Make sure procedures are 
followed

● Stress documentation

● Compliance monitoring

32
Moses RE, Jones DS. JHCC 2011;12:51-56,75. (March-April)

Moses RE, Feld AD. Am J Gastroenterol 2007;102:6-9.
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GUIDELINES:
QUALITY 

&
REIMBURSEMENT

33
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Clinical Practice Guidelines

● Institute of Medicine (IOM)

● CPGs defined:
 “Systemically developed statements to assist 

the practitioner with patient decisions about 
appropriate health care for clinical 
circumstances.” 

34

Institute of Medicine, TO ERR IS HUMAN: BUILDING A SAFER HEALTH CARE SYSTEM (1999)
Barry Furrow, et al., HEALTH LAW 267 (2nd ed. 2000)

Finder J. Health Matrix: Journal of Law-Medicine 2000;10:67-115. 
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INTERSECTION:
Compliance, Quality, Fraud, & Malpractice 

● OIG Work Plan 2014

● PPACA & Quality

● Government Accountability Office (GAO)
 “…beneficiaries…who receive health care from providers who adhere to 

PPACA…may receive higher quality of care…Conversely, those who receive 
care from providers who fail to do so may receive lower quality of care.”

 “…it is possible that, if these (PPACA) standards and guidelines become 
accepted medical practice, they could impact the standard of care against 
which provider conduct is assessed in medical practice litigation.”

35www.gao.gov/assests/590/589657.pdf
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CPG: Quality & Reimbursement

● Measures collected under Physician Quality Reporting System 
(“PQRS”) → “Quality Measures”

● Assessment of patient health outcomes & functional status of patients

● Assessment of continuity & coordination of care & care transitions

● Assessment of efficiency

● Assessment of patient experience & patient, caregiver, & family 
engagement

● Assessment of safety, effectiveness, & timeliness of care

36
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CURRENT STATUS

37
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The Real World

● Increased insured population

● Increased insurance premiums

● Health insurance company control increased:
 Higher insurance premiums ‐> less benefits

 Higher deductibles

 Higher co‐pays

 Limited formularies

 Denial of treatment of expensive conditions

38
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The Real World

● Population Health

● Employers changing plans and offerings  limited access

● Physician employment shift

● Increased role and employment of Non‐physician 
Clinicians

● Increased taxes (direct & indirect)

● Increased U.S. debt

39
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The Real World

40
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SUMMARY 
& 

CONCLUSIONS

41
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The End
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Integrating Compliance, Risk And 
Quality Assurance In A Long Term 

Care Facility

Paula Sanders, Partner, 
Post & Schell, P.C.

Donna Thiel, Chief Compliance Officer, 
Extendicare

Objectives for Today

 Explore the tensions between QAPI and 
Compliance

 Discuss potential pitfalls of combining QAPI and 
Compliance Meetings

 Discuss what a Compliance Officer really needs to 
know

Tensions of Today

 Tension between Compliance and Clinical?

 Tension between Compliance and Operations?

 Tension between Compliance and Risk?

 Tension between Compliance and the Centers?

 Do the Centers trust the Compliance Department?
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Confusion Today

 What is the difference between QAPI and 
Compliance?

 What does the Compliance Committee do?

 Who follows up on areas of concern?

Compliance vs. QAPI

 Compliance
 High level oversight and monitoring
 Ensures systems are effective via auditing and 

analysis
 Monitors system implementation for successful 

reduction in risk
 Directs further investigation and root cause 

analyses
 Reviews QAPI outcomes and continued 

functioning 

What is a Compliance?

 Compliance

 Focused on prevention, detection and response to 
non-compliant practices throughout organization

 Reviews system breakdown which could lead to 
negative outcomes

 Data analysis

 Monitors outcomes of QAPI
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Compliance vs. QAPI

 QAPI

 More granular analysis of quality outcome 
metrics

 Implements Performance Improvement Plans 
as corrective action

 Identification of high risk negative outcomes 
should be reported to Compliance

 Not responsible for compliance

QAPI vs. Compliance?

 Both are very important (and required)

 QAPI is focused on implementing “fixes”/action 
plans at the Center level.

 Compliance looks at systemic breakdowns

 Compliance conducts investigations

Scenario

During a routine audit of ADL documentation the Compliance 
Director identifies a center has documented on several 
residents after discharge.

The Compliance Director contacts the Administrator and 
requests the QAPI committee initiate a root cause analysis.

QAPI Committee reviews and directs the DON to complete 
the analysis.

DON reports back to QAPI Committee with findings

QAPI Committee reports back to Compliance Department
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Scenario Results

Root Cause analysis identifies recent staffing 
turnover issue and a failure to properly train new 
nursing assistants on the importance of accurate 

documentation.

Scenario Results – Compliance Department Next Steps

Compliance Department:

• Determines extent of billing issue and remedies specific 
resident occurrences

• Conducts an audit to determine the scope of the 
documentation issue across organization

• Reviews and ensures training materials for new hire 
orientation are updated

• Implements a new hire orientation audit

• Continues to audit ADL documentation

Scenario Results – QAPI Committee
Next Steps

QAPI Committee Next Steps:

• Determines scope of the issue

• PIP Needed?

• Action Plan Needed?

• Retrains recently hired nursing assistants

• Conducts all staff training 

• Related to the importance of documentation

• Impact of falsification of records
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Compliance v. QAPI Synopsis

• Both Compliance and QAPI play an important 
role within post-acute care

• Information must flow between the two 
functions

• May create duplicity at times but good 
collaboration between functional leaders will 
help reduce duplicity

Pitfalls of Combining QAPI and Compliance

 QAPI and compliance serve different purposes

 Privilege of QAPI may be compromised if 
combined with compliance 

 Routine compliance activities and meetings are 
not privileged

 Combination may impede authority 

What Should a Compliance Officer Really Know?
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OIG Compliance Officer Expectations

 Compliance Officer shall ensure compliance with:

 Federal health care program requirements

 Professionally recognized standards of care

 Compliance Officer shall:

 Ensure organization adopts procedures and 
systems intended to identify and correct quality 
of care issues

OIG Compliance Committee Expectations

 The Compliance Committee shall:

 Monitor the adequacy of care being provided

 Reported by Senior Management

 Reported by Senior Representatives of Nursing 
Centers

 Ensure internal quality audits and reviews are 
completed

 Monitor Quality of Care Metrics (via a Quality of Care 
Dashboard)

More Tension?

 How does Compliance:

 Ensure standards of care are met?

 Ensure systems of identification and 
correction of quality of care are successful?
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OIG Compliance Committee Expectations

 Create a Quality of Care Dashboard:

 Identify and establish the overall quality improvement 
goals based on assessment of quality of care risk 
areas

 Identify and establish the quality indicators for the 
goals

 Establish performance metrics for each quality 
indicator

 Measure, analyze and track metrics monthly

 Re-evaluate metrics every six months

OIG Compliance Committee Expectations

 Measure whether the organization:

 Is reviewing Quality of Care related 
incidents

 Is completing root cause analyses

 Is completing action plans appropriately, 
timely, implemented and enforced

 Has the quantity, quality and composition of 
nursing staff to meet resident care needs

Conclusion

• Delineation of roles of compliance and 
QAPI essential to foster functionality of 
both

• Improved communication at all levels 
benefits organization
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Resources And Useful Information

Resources
• Institute for Health Care Improvement

– IHI uses the Model for Improvement as the framework to 
guide improvement work. Plan-Do-Study-Act (PDSA) cycles. 

– http://www.ihi.org/knowledge/Pages/HowtoImprove/default.a
spx  

• “Getting Better All The Time” – Working Together for 
Continuous Improvement:  A Guide for Nursing Home 
Staff
www.cobblehill.org/brochures/Getting_Better.pdf 

24

Resources

• Quality Partners of Rhode Island: quality 
improvement workbook for nursing home teams 
http://www.riqualitypartners.org/2/Site/CustomFiles/Qlty_D

ocMgr/QIWorkbook.pdf

• Stratis Health: recorded webinars 

http://www.stratishealth.org/events/recorded.html

• Oklahoma Foundation for Medical Quality
http://www.ofmq.com/nhtoolsandresources 
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Resources

• Advancing Excellence in America’s Nursing Homes 
National Campaign
http://www.nhqualitycampaign.org/star_index.aspx?contro
ls=resByGoal2  

• Implementing Change in Long-Term Care, by Barbara 
Bowers: 
http://www.nhqualitycampaign.org/star_index.aspx?contro
ls=resManualForChange  

• The Long Term Care Improvement Guide 
http://www.residentcenteredcare.org/  

• Agency for Healthcare Research and Quality
http://www.ahrq.gov/qual/qualix.htm 

Resources
• Health Resources and Services Administration 

provides quality improvement tools and resources 
http://www.hrsa.gov/quality/toolsresources.html 

• Quality First
– American Health Care Association 

http://www.ahcancal.org/quality_improvement/quality_firs
t_initiative/Pages/default.aspx  

• Leading Age 
http://www.leadingage.org/Article.aspx?id=1841  

Questions????
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Thank You!

Paula G. Sanders, 
Esquire

psanders@postschell.com 
(717) 612-6027

Post & Schell, P.C.
17 North Second Street, 

12th Floor
Harrisburg, PA  17101

Donna Thiel, 
dthiel@extendicare.com

414-908-8119

Extendicare Health 
Services, Inc.
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How to Prepare for an OCR Audit
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Headlines
• 2 recent cybersecurity breaches affecting 91 million plan 

members in total

• Proposed national data breach notification standard

• Executive orders on cybersecurity

• Medical devices

• FTC enforcement actions

• Health care going global

• Cost of data breaches
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HIPAA Enforcement Actions

• As of early 2015, over $25M in OCR settlements and 
CMPs

– 23 enforcement actions

– $1M average settlement

– OCR warns this is just the beginning

– State enforcement 

Recent OCR HIPAA Settlements

• AK community mental health agency $150,000 for malware 
exposure (Dec 2014)

• IN health system ‐ $800,000 for medical records dumping

(July 2014)

• NY hospital ‐ $3.3M for PHI accessible over internet (May 2014)

• NY university ‐ $1.5M for PHI accessible over internet (May 2014)

• MO PT Center ‐ $1.7M for stolen laptop (April 2014)

• AR health Plan ‐ $250,000 for stolen laptop (April 2014)

• WA county govt ‐ $215,000 for ePHI on public server (March 2014)

Other Enforcement Actions & 
Regulatory Activity

• DOJ

• FTC

• FCC

• State Attorneys General

• State licensing boards

• Joint Commission

• Meaningful use

• Individual and class‐action lawsuits

• False Claims Act??
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OCR Audit Program Phase 1

• HITECH requires HHS (OCR) to perform periodic 
audits of CE and BA compliance with HIPAA Privacy, 
Security, and Breach Notification Rules

• OCR established a pilot audit program to assess the 
controls and processes CEs implemented to comply

• In this program, OCR developed a protocol used to 
gauge efforts of 115 CEs in 2011‐2013

• External auditors utilized

• Findings published

Scenario

• CE received audit notice from OCR and KPMG

• Request for documents and information 

• Date for KPMG auditors to meet at the CE on‐site 

• 20 initial audits

• Field work 1/12  to 3/12

OCR Audit Program Phase 1

• Most common Privacy Rule deficiencies

– Notice of privacy practices

– Access of individuals

– Minimum necessary

– Authorizations

• Most common Security Rule deficiencies

– Risk analysis

– Media movement and disposal

– Audit controls and monitoring



3/23/2015

4

OCR Audit Program Phase 1

• Most common cause for deficiency

– Entity unaware of the requirement

• Other causes

– Lack of application of sufficient resources

– Incomplete implementation

– Complete disregard

OCR Audit Program Phase 2

• Audit Program Phase 2 (originally scheduled for 
2014‐15)

– 1200 CEs in audit pool 

– 550‐800 CEs to be selected for online “pre‐survey”

– 350 CEs to be audited in 2 rounds

– 50 BAs to be audited

• What does the delay mean?

OCR Audit Program Phase 2

• Audits to be conducted primarily by OCR staff

• Targeted areas of compliance

• Desk audit approach

• 2 weeks to produce documentation

• Some on‐site visits

• CEs to produce list of BAs
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How to Conduct an Assessment

• Follow OCR Audit Protocol
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html

How to Conduct an Assessment

• Keep in mind published OCR Audit Protocol has not 
been updated for HITECH Final Rule

• Selection of subsidiaries and service lines

• Consider expanded review

– Inventory documents

– Physical walk‐throughs, interviews

– Employer‐sponsored group health plan

– Additional questions

How to Conduct an Assessment

• Consider internal self‐review v. independent mock 
audit

• Consider attorney‐client privilege

• Watch out for:

– Insufficient or nonexistent Risk Analysis

– Freshly minted, but unimplemented policies
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Additional Questions to Ask

• Who’s on the team?

• Hybrid entity, OHCA and ACE statuses

• Cyber liability coverage

• Use of OCR guidance and resources

• OCR complaint/closure letter – documentation of response

• Breach log match up with individual and OCR notices

• Documentation of BA issuing breach notices

• Inclusion of medical devices in risk assessment

Additional Questions to Ask

• Due diligence in transactions 

• Vendor screening due diligence

• Off‐shore data

• Return of PHI at termination of contracts

• Other ‐ PCI DSS, FDCPA, TCPA, state law

Elizabeth Callahan‐Morris

Shareholder

Hall, Render, Killian, Heath & Lyman, PLLC

201 West Big Beaver Rd., Suite 1200

Troy, MI 48084

(248) 457‐7854

ecallahan@hallrender.com

Margaret Marchak

SVP & Chief Legal Officer

Hartford HealthCare Corporation

One State Street, Suite 19

Hartford, CT 06103

margaret.marchak@hhchealth.org

Denver | Detroit | Indianapolis | Louisville | Milwaukee | Philadelphia | Washington, D.C.
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What’s the Problem?
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Objectives

1. Three little known secrets to accurate E/M coding

2. The definitions of Medical Necessity for purposes of accurate coding  

3. How to clinically differentiate E/M service Levels

4. Effective techniques for communication with physicians regarding 

Medical Necessity 

5. How to have confidence in selecting the correct E/M level 

4

Effective Documentation? 

• Clinically relevant 

• Easy to navigate 

• Provides a record of the patient problem and their care

• Allows for continuity of care 

• Provides a billable record of care
• Medical Necessity

• Documentation Guidelines

5

The Medical Necessity Problem

• Medicare fee‐for‐service improper payments increased 18% to $36B in 2013 

• The primary cause is insufficient documentation(63%). 

• The other cause is classified as Medical Necessity errors (37%)

• CMS 1995 and 1997 Documentation Guidelines are not statutes 

• Medical need for services rendered is the authoritative factor

• Medicare may deny payment for a service that the physician believes is clinically 
appropriate, but which is not reasonable and necessary

6
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Only in Healthcare

7

Coder Silence is Damaging

• EHRs are producing  more “false positives” to higher levels of service

• Unvoiced concerns lead to over‐payments and negative payer audits

• Audits projected to rise in 2014
• 2013 CMS reported an error rate of 10.1% for FFS. 

• This is an increase from 9.9% in 2012.

• This exceeds Improper Payments Elimination and Recovery Act 
of 2010 (IPERA)

8

What is Medical Necessity?
• Government: 

• Per the Social Security Act 42 U.S.C. § 1395y(a)(1)(A), “SSA” Medicare only 
pays for medical items and services that are "reasonable and necessary for 
the diagnosis or treatment of illness or injury or to improve the functioning 
of a malformed body member", unless there is another statutory 
authorization for payment.  

• National coverage determinations (NCDs) and Local Coverage 
Determinations (LCDs).  Section 522 of the Benefits Improvement and 
Protection Act (BIPA) defines an LCD as a decision by a Medicare carrier 
whether to cover a particular service in accordance with the SSA

9
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AMA

• “Health care services or products that a prudent physician would provide 
to a patient for the purpose of preventing, diagnosing, or treating an 
illness, injury, disease or its symptoms in a manner that is: 

• (a) in accordance with generally accepted standards of medical 
practice; 

• (b) clinically appropriate in terms of type, frequency, extent, site and 
duration; and 

• (c) not primarily for the convenience of the patient, physician, or 
other health care provider.”

10

“Generally Accepted”
• What is common acknowledged as “generally accepted”?

• Standards that are based on credible scientific evidence published in peer‐
reviewed, medical literature generally recognized by the relevant medical 
community;

• Physician specialty society recommendations;

• The views of physicians practicing in the relevant clinical area. 

11

Leaves a Coder with Two Questions

1. How sick does a patient have to be in order to fall into one of the 5 Levels of 
care (Outpatient) or 3 Levels of care (Inpatient);

• How sick is sick?

2.     Who can authoritatively say how sick a patient is; 

• Who can say how sick is sick?

12
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CPT Nature of the Presenting Problem

1.Minimal: A problem that may not require the presence of the physician or other qualified health care 
professional, but service is provided under the physician’s or other qualified health care professional’s 
supervision.

2. Self‐limited or minor: A problem that runs a definite and prescribed course, is transient in nature, and is 
not likely to permanently alter health status OR has a good prognosis with management/compliance.

3. Low severity: A problem where the risk of morbidity without treatment is low; there is little to no risk of 
mortality without treatment; full recovery without functional impairment is expected.

4. Moderate severity: A problem where the risk of morbidity without treatment is moderate; there is 
moderate risk of mortality without treatment; uncertain prognosis OR increased probability of 
prolonged functional impairment.

5. High severity: A problem where the risk of morbidity without treatment is high to extreme; there is a 
moderate to high risk of mortality without treatment OR high probability of severe, prolonged functional 
impairment.

13

MDM as a MN Driver?
Example of a Level 4 MDM:  New Problem tx c Rx

14

Clinically Stated

• The patient has sudden central vision loss and is sent to a 
Retina specialist for diagnosis and treatment. A history is 
obtained and both eyes are thoroughly examined. Several optic 
tests are used, including an Amsler grid and optical coherence 
tomography. A new diagnosis is made by the physician of sub 
choroidal neovascularization for which he recommends a 
monthly injection of Avastin. He explains the risk of the 
injections, and shares with the patient the risk of continued 
vision loss with or without the injection. The patient elects to 
have the injection the same day. Follow‐up in 3 weeks for 
evaluation and repeat injection.

15
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Answer is a Level Four, right?  Well…
• What if…. 

• Patient was sent same day to be worked up at an outside facility 

• Provider decides that the risk is high?
• This is a 5

• Another example :

• 45 year old, otherwise healthy male returns for a non‐resolved problem 
first seen 5 days ago ….a cough x 7 days which is now productive.  This 
patient is also under the physician’s care for well controlled hypertension 
and hypercholesterolemia.  The diagnosis today is URI. She reviews all 
the patient’s current medications and adds to it by ordering an antibiotic.   
No follow‐up requested.

• MDM is moderate….is this a Level Four clinical example?
16

Who Can Say How Sick is Sick?

• Nature of the presenting problem ‐‐‐ still vague

• MDM as a driver ‐‐‐ still not “a silver bullet

• What’s left? 

• The physician 

•Superpower# 1
• Medical Necessity criteria is best explained in laymen’s 
terms that allows the physician to define the detail 
using their own advanced knowledge. 

17

*This chart should only be used for the purpose of guiding discussion: it references new outpatient visits
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Scale of 1-5

• Levels 3‐5* are reserved for “sick” or injured patients.

• Lower levels are for patients who present with minor and/or well 
controlled condition/s.

*This presentation refers to levels of service for outpatient visits.

Hospital Patients
• How sick is sick?

• Scale of 1‐3
• Level One hospital visit is for a patient who is getting better
• Level Two hospital visit is for a patient who isn’t getting better
• Level Three for a patient who is rapidly declining. 

20

Sickest (5/3)

• Presenting Problem:  An illness or injury that poses a threat to life, chronic 

severely exacerbated,  abrupt change in neurological status

• Typically the patient’s situation is serious, imminent, and uncertain

• Severe exacerbation of CHF

• Patient presents confused in diabetic ketoacidosis 

• Morphine Sulfate IVP ordered for chest pain not controlled by Nitro

• Patient brought by parents after a failed suicide attempt

• Patient post fall on ski slopes with extradural hematoma
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Sick (3/1)

• Typical Presenting Problem: 1 –2 minor, 1‐2 stable chronic, 1‐2 acute uncomplicated

• Typically the diagnosis is known and/or made during the encounter

• Future follow up is often classifiable as routine

• Patient returns with productive cough x 10 days for antibiotic

• Patient with choroidal revascularization to assess efficacy of anti‐VEGF

• Follow up Patient with cystocele not requiring treatment  

• Patient in follow up with stable angina and no new symptoms

• Return visit for patient with worsening plantar fasciitis

• Non pregnant female with resolving hyperemesis 

• Patient with well controlled hypertension and hypercholestorolemia

Sicker (4/2)

• Presenting Problem:  2‐3  stable chronic, chronic exacerbated,  acute with systemic symptoms or 
injury

• Typically the diagnosis is known and worsening/complicated or further testing is required

• Future follow up is often classifiable as routine or sooner

• Patient with choroidal revascularization now with new central vision loss 

• Patient in follow up with stable angina, not tolerating medication 

• Patient with suspected cellulitis of the lower leg

• Patient with heel ulcer and drainage 

CDI and Educating the Physician 

•Superpower #2
• The best way to communicate with physicians is to ask 
questions that allow them to draw their own conclusions.

• Your goal is to promote effective communication

• Ask questions that are not answered with yes or no
• “what made you more concerned about this patient encounter than the 
other one?”  versus 

• “did you understand what makes this a Level Four?”

24
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Sample Questions

• Tell me about your worst patient case‐‐‐how did the patient present? 
Was the patient at risk for lost life or bodily function?

• Would a non‐friendly peer agree that the patient was “sicker” ‐‐‐albeit 
not at imminent risk for lost life or bodily function?  

• Is it reasonable that this “sicker” patient needs to be seen in follow‐up 
shortly?

• What lesser but related problem would have you less concerned?

25

Effective Communication

• Listen:  Don’t think about what you will say next while the physician is talking 

• Have a clear idea of what you want to say so you can be organized in your delivery
• Example: 

• “Doctor, I have reviewed this patient encounter, and your superbill.  You 
selected a Level Four.  You saw this patient 1 month ago for premenopausal 
syndrome mood swings and prescribed Zoloft.  You saw her again today in 
follow‐up.  You repeated a comprehensive history and exam.  She is doing well 
with reduced mood swings and will continue with sertraline 50MG.  You ask to 
see her back in 12 months or PRN if there is a change.  I am concerned that an 
auditor might question the higher Level of service being billed because you are 
not seeing her back for 12 months and there are no other problems 
documented.     

• What was it about this patient that put her at a higher Level of concern to be 
coded at a Level Four?”  

26

Watch Your Body Language

• Body language mistakes to avoid are:   

• Arms crossed:  You are defensive.

• Constant eye contact:  You are aggressive. 

• Fidgeting: You are bored or impatient 

• Hunched Posture: You lack confidence. 

• Little eye contact:  You have low interest or lack confidence. 

• Rubbing your nose or mouth:  You are lying or unsure of yourself.

• Tapping:  You are impatient or nervous. 

• Touching your face or hair:  You are timid.

• Watching the time:  You are anxious to move on to something else.

27
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Provider Interview 
• Always customize CDI

• Run a productivity report of the last one to three months of Outpatient visits that shows 
the top diagnosis codes used and the frequency of their use.  

• Ask Questions:  Dr., what about these diagnoses make you more (i.e. 4) or less (i.e. 3) 
concerned about a patient?

28

Code

Count of 

Occurrence  Short Description Threat to Life/Function 4 3 2 1

702.0 99 ACTINIC KERATOSIS Yes/No

239.2 96 BONE/SKIN NEOPLASM NOS Yes/No

706.1 76 ACNE NEC Yes/No

706.8 56 SEBACEOUS GLAND DIS NEC Yes/No

216.3 47 BENIGN NEO SKIN FACE NEC Yes/No

702.19 45 OTHER SBORHEIC KERATOSIS Yes/No

228.01 42 HEMANGIOMA SKIN Yes/No

Sample Interview Questions 

• Do any of these pose a threat to life or bodily function within 24‐48 hours? (Level Five)

• Under what circumstances would you see a patient in follow‐up sooner than typically 
required? (Level Four)

• Which patient problems have you very concerned for the patient but do not pose an 
imminent threat to life or bodily function?  (Level Four) 

• Which of these can commonly be diagnosed on the first encounter and do not usually 
require a prompt follow‐up? (Level Three)

• Which of these problems might you bring a patient back for a quick check, and on doing so 
discover no further medical management is needed? (Level Two)

• Which of these diagnoses are self‐limited and require reassurance with no active medical 
management? (Level One) 

• Would a non‐friendly medical peer agree with your decisions?

29

Mastering a Good Coder-Physician 
Relationship
•Superpower #3 

• Coders, unlike any other position in healthcare, are 
capable of helping physicians.  

30
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Sir Luke Fildes’s 1891 painting ‘The Doctor.’

31

Appreciating Physician Development

• 80% of those in pre‐med will not be accepted to medical school

• Medical school 

• Average student financial debt in 2012 was $166K

• The majority of students will graduate with debt of at least $150,000

Growing Numbers Need Help
• 700K physicians in the US 

• 63% (442K) bill E&M services

• 20% (and growing) are employed by hospitals

• 63K fewer doctors than needed by 2015

• 33% are in Private prac ce ↓ From 57% in 2007

• 46% would NOT choose medicine again as a career

• On again, off again regulations  (SRG, ICD‐10), 

• Difficult rules (E/M, HIPAA, MU), high costs (malpractice)
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The Solution 

Questions?

“Medicine is the only profession that labours incessantly to destroy the reason for its own existence.” ~James Bryce, 1914

Maggie.mac@aviacode.com

Maggie Mac 727‐639‐2030

http://www.linkedin.com/in/StephanieCecchini

Stephanie Cecchini 801‐664‐3639
35
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Provider-Based: What Is It?
• Medicare rule related to payment for hospital services

– "Provider based clinics"

– "Provider based billing"

• Key concept: THIS IS JUST HOSPITAL BILLING

– Facility fee on a CMS-1450/UB-04

– Professional fee on CMS 1500 with POS 21, 22 (unless CAH 
elects all-inclusive)

– Just like traditional hospital-based doctors in ER, radiology, 
anesthesiology, etc…

– Provider-based status is NOT a special payment status - except 
for certain RHCs

– Hospital CoPs and payment rules apply (ex. supervision)

Provider-Based: The Rule
• Regulation 42 C.F.R. §413.65 defines what operations 

are part of a Medicare certified provider (vs. supplier)

• It determines what services can be billed under the 
Medicare provider number (CCN)

• Provider = hospital, CAH, SNF, HHA, Hospice, CORFs, 
RHC, FQHC, CMHC 

• Originally §413.65 applied to ALL providers, but was 
amended in 2002 to effectively limit to hospitals/CAHs

• Sub-regulatory guidance: Program Transmittal A-03-030 
from April 2003
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Provider-Based: Requirements
• Universal requirements - all facilities or organizations:

– Common licensure - if allowed by state law

– Financial Integration – must be included in hospital trial balance 
and allowable cost centers on cost report, same as any other 
hospital department

– Clinical Integration –
• Same clinical oversight as any hospital department:  Medical 

director, QA, UR, etc.

• Medical records – unified retrieval system or cross reference

• Medical staff of site/facility have clinical privileges at hospital

– Public Awareness – patients must be aware when they enter 
facility that they are being treated as hospital patients

• signage, registration forms, phone listings, internet, marketing 
materials, etc must all use hospital name

Provider-Based: Requirements

• OFF-CAMPUS sites must also meet:

– Common ownership - same legal entity & governing body

– Administration and supervision -
• same supervision as any other provider department

• HR, billing, payroll, benefits, records, purchasing, salary structure 
done by same employees

– Location - within 35 miles of main provider or meet market share 
test

• Management contract rules apply

• Joint venture prohibited

Provider-Based: Requirements

• Required management contract terms – OFF-CAMPUS 
SITES:
– provider’s control is clear

– provider employs all non-management employees providing 
patient care (excluding those that can separately bill –
physicians, mid-level practitioners)

– management personnel must follow provider policies

– manager’s policies must be approved by provider

– periodic written reports required

– on-site personnel subject to provider’s approval



3/17/2015

3

Provider-Based: Hospital 
Department Obligations

• Site of service indicator- professional component must 
be billed at facility payment rate (POS 22)

• All terms of provider agreement - deficiencies at any site 
jeopardize entire hospital provider status

• Non-discrimination provisions applicable to physicians
• EMTALA obligations 

– On-campus – apply as part of hospital
– Off-campus – apply only if is a dedicated ED

Provider-Based: Hospital 
Department Obligations

• Treat all Medicare patients as hospital outpatients 
(facility fee billed on UB-04/1500 with POS 22)

• DRG 3-day payment window applies
• Off-campus sites must provide notice of dual 

coinsurance (facility/technical & professional 
components) to each Medicare patient before services 
provided (unless emergent)

• Meet all applicable Medicare hospital conditions of 
participation
– consider hospital building code

Provider-Based: Requirements

• A facility or organization cannot  be provider-based if all 
patient care services are furnished under arrangement

– “Facility” and “organization” not defined - used in 
definition of department

– UA defined elsewhere as any contract that prohibits 
“vendor” from billing Medicare directly 
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Provider-Based: Requirements
• Joint Venture Rules

– ON-CAMPUS provider-based joint venture allowed if:

• On campus of provider/owner

• Can be PB to that owner only

• No minimum ownership % required

• Meets universal requirements and obligations (when 
applicable)

– Complicated conundrum: 

• Bill by hospital on UB-04, but belongs to JV

• Requires UA type contract terms

– OFF-CAMPUS site cannot be provider based if operated by a 
joint venture

Provider-Based: On The Radar
• Recent CMS Focus

– Narrow interpretation; shared or mixed use space

• Recent OIG Focus

– Work Plan issue, provider survey, data collection 

• OPPS Payment Changes and MedPAC 
Recommendations

– Collapsed 5 levels of visit codes to 1

– Proposal to reduce payment for services in 66 APCs
closer to MPFS

• Billing Modifier for CY 2016 UB and 1500

Provider-Based: Compliance Risks
• FAILURE TO INTEGRATE WITH HOSPITAL

• One Rule, Multiple Requirements (Objective vs. Subjective)

– Evidence to demonstrate entitled to hospital payment 
(integration with main provider)

– Benefits of attestation process
• Billing Compliance (UB and 1500)

– 3 Day Window Rule
– Correct POS code for pro fees
– Shared/split visits but no incident to pro fees

• Lack of Public Awareness
– Co-insurance notice, appropriate messaging 

• Conditions of Payment (ex. supervision) 
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• Main building
• On-campus
• Off-campus
• Provider-based setting

Physician Supervision

• Diagnostic tests
• Supervising physician must be clinically able
• Direct supervision requires immediate availability, not physical 

presence
• Except direct supervision means office suite for non-hospital setting 

performing tests under arrangement

Diagnostic Tests

• Therapeutic services
• Supervising non-physician practitioner permitted
• Supervisor must be clinically able
• General supervision permitted for list of services
• Direct supervision requires immediate availability, not physical 

presence

Therapeutic Services
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• Practitioner benefits
• Physicians
• Nurse practitioners

• Service benefits
• Diagnostic services
• Incident-to services

Medicare Benefits

• Physician Assistant (PA)
• Nurse Practitioner (NP)
• Clinical Nurse Specialist (CNS)
• Certified Registered Nurse Anesthetist (CRNA)
• Certified Nurse Midwife (CNM)
• Clinical Psychologist (CP)
• Clinical Social Worker (CSW)

“Statutory” Practitioners

• Occupational Therapist (OT)
• Physical Therapist (PT)
• Audiologist (Aud)
• Speech-Language Pathologist (SLP)
• Registered Dietician (RD)

“Service” Practitioners
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• State physician supervision requirements – PA, CRNA, CNM, PT, 
OT, SLP, Aud, RD

• State collaboration requirements – NP, CNS
• Written agreement to consult with attending physician – CP, CSW

Physician Involvement

• 100% of Medicare Physician Fee Schedule (MPFS) – PT, OT, SLP, 
Aud, CP, CRNA, CNM

• 85% of MPFS – PA, NP, CNS, RD
• 75% of MPFS – CSW
• 50% of MPFS – medically directed CRNA
• 16% of MPFS – Assistant at surgery

Reimbursement

• Mid-level practitioner performs all three components of Evaluation & 

Management service

• Physician conducts and documents face-to-face encounter same day

• Same employer

• Physician may bill

• Medicare Manual vs. Local Coverage Determinations

Shared / Split Visit
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• Initial professional service permits subsequent incidental services 

performed by auxiliary personnel under direct supervision in non-

hospital setting

• All “statutory” practitioners (except CSW) also may bill for “incident 

to” services

• Mid-level practitioners not required to enroll in Medicare

Incident To Service

• State laws subject to Medicare coverage rules

• Supervision of diagnostic testing

• Therapeutic services of audiologist

• Pharmacist services

Scope of Practice

• Billable professional services

• Non-billable quality assurance or administrative services

• Meaningful Use Program

• Inpatient rounds subject to global surgery package

• Hospital-employed mid-level practitioners leased to community 

physician group practices

Hospital Employer
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Regan E. Tankersley, Esq.

Hall, Render, Killian, Heath & Lyman, P.C.

One American Square, Suite 2000

Indianapolis, IN 46282

(317) 977‐1445

rtankersley@hallrender.com

Paul W. Kim, JD, MPH

O B E R | K A L E R

100 Light Street

Baltimore, MD 21202

(410) 347‐7344

pwkim@ober.com

Thank You! 
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Best	Practices	Ideas	for	Compliance	
Auditing	and	Monitoring

Health Care Compliance Association
Compliance Institute 2015

Presented by:

Gloria Jarmon
Deputy Inspector General for 
Audit Services
Office of Inspector General

Jim Passey
Director, Compliance Auditing 
& Monitoring
Sutter Health

Who is in our audience today?

• Compliance officers?

• Attorneys/Law firm?

• Health care providers?

• Health plans?

• Pharmaceutical industry?

• Physicians?

• Coders?

• Government/trade association?

Auditing & Monitoring Best Practices

• Why should you audit and monitor?

– Listed as one of the elements of an effective compliance program

– Represents the single most important way to determine the 
effectiveness of your compliance program

• Where do I start with my auditing and monitoring activities?

– Auditing and monitoring should be prioritized based on a 
comprehensive risk assessment.

– Remember, an assessment, by definition, is not an exact 
measurement.  It is a general judgment based on logical assumptions.
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Risk Assessment

• Define your organization’s compliance risk universe.
• Consider the following factors in determining your compliance risk 
universe:

 OIG Annual Work Plan
 Industry journals/periodicals
 Interviews with key 

organizational stakeholders
 CIAs, Fraud Alerts, Advisory 

Opinions, etc.
 Recent government 

enforcement activity

 Interviews with industry experts
 Recently reported compliance 

concerns or audit results
 Compliance program 

effectiveness reviews
 Any other resource that sheds 

light on compliance risk to your 
organization

Risk Assessment

• What format should your risk assessment take?
– High, medium, low risk?  

– Heat map?  Risk matrix?

– Red, yellow, green?  Rainbow charts?

– Impact vs. likelihood quadrants?

– Spider web diagrams?

• Use whatever format works best for your organization’s needs

• Remember, the risk assessment is essentially a resource 
prioritization tool to tell you where you should dedicate your time 
and attention – it does not need to be an exact metric

Annual Compliance Work Plan

• The risk assessment drives your annual Compliance Work Plan

• The Work Plan should include the topics you will audit or 
monitor for the year

• The Work Plan should include general timeframes for the audit 
process

• Compliance Program effectiveness efforts should be included 
on the Work Plan and may require auditing and monitoring 
activities
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Core Components of an Audit

• Audit scope – The pre‐determined, stated purpose, scope and 
timing of the audit.  The audit focus should stay within the 
definition of the audit scope.  

• Work Papers – Captures the facts, analysis, conclusions and 
findings of the audit work.

• Audit Report – Communicates the findings of the audit to the 
process owners and key stakeholders.

• Corrective Action Plan – Lists actions taken to mitigate/ 
eliminate the risks identified in the audit.

Auditing Billing and Coding Topics

• Much of your audit focus will likely be on billing and coding 
topics (since this is where much of the government’s focus is).

• Billing and coding audits should be performed by individuals 
with expertise in, or an understanding of, the area being 
audited.

• Make sure the audit scope and work is clearly focused on the 
key topic at hand.

• Types of audits:

– Data Mining:  An analytical review of data to determine whether or 
not a risk exists and, if so, where to focus further auditing efforts.

– Probe Audit:  Evaluating a small sample (e.g., 30 samples) to 
determine whether or not a problem exists.  This approach is 
generally not used to extrapolate a re‐payment across an entire 
universe.

– Extrapolation Audit:  An audit of >100 samples for the purpose of 
extrapolating across the entire universe for purposes of re‐payment.

Auditing Billing and Coding Topics
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• Some types of sampling:
– Random:  Performed using RAT‐STATS or some other truly random 
number generation process.  Sampling for extrapolation purposes 
should normally be done using random sampling.

– Judgmental:  Passing “judgment” on the types of samples you will 
review.  Might be based on pulling a variety of different samples by 
time, quality, category or other intentional selection method.  

– Many more:  Stratified random,  nth record sampling, cluster 
sampling, nonprobability sampling, availability sampling, quota 
sampling, purposive sampling, snowball sampling

Auditing Billing and Coding Topics

• How do I know if I need to make an overpayment refund?
– Each organization decides its own net reimbursement error rate threshold to trigger 
an extrapolation audit based on the judgment of the organization, types of errors or 
issue being audited.

– If your probe sample results in a high net reimbursement error overpayment rate, an 
extrapolation audit may be necessary.

– The net reimbursement error rate should take into account both overpayments and
underpayments.  Remember, there is a difference between coding error rates and 
net reimbursement error rates.

– Any individually identified audit sample that is incorrectly overpaid must be 
refunded even if the net reimbursement error rate is less than your error rate 
threshold

– Extrapolation audits for purposes of overpayment should be based on a review of 
>100 samples

– Always work with your reimbursement attorney on re‐payments to the government

Auditing Billing and Coding Topics

Monitoring

• Monitoring is defined as observing and reporting the progress or 
quality of a process evaluated consistently over a period of time.

• Your annual physical is an audit, your daily BP check is a monitor.

• Monitoring is the concurrent, real‐time trending of a process.

• Most audits result in corrective action plans (CAPs).  CAPs should 
normally include some kind of monitoring function to ensure that 
corrective action plans are effectively implemented

– Can be independent or self‐monitoring
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Monitoring

• Billing and coding audits are particularly well‐suited for 
monitoring functions

• Monitoring should be conducted consistently over time to 
ensure that corrective action is working as designed

• Any topic in the OIG’s Work Plan would be beneficial to 
monitor whether or not you perform a formal audit

• Monitoring of a specific topic can be discontinued if control 
limits are sustained for an appropriate period of time (based 
on the nature or severity of the topic)

Gloria Jarmon
Deputy Inspector General for Audit Services

HHS, Office of the Inspector General
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Best Practices in Compliance:
Lessons Learned from CIAs

Best Practices in Compliance:
Culture

Best Practices in Compliance: 
Effective Compliance System

Compliance systems need:

• Flexibility 
• Regular, periodic compliance 

audits
• Audits by auditors with 

expertise in health care 
statutes, regulations, and 
requirements

BAL(5



Slide 18

BAL(5 Sheri, in light of changes to the "lessons learned from CIAs" slide,
I think that this slide is OK because the distinction has already 
been made between risk assessment and regular audits. This is 
the slide I'm struggling the most on.
Barbee, Alexandra L (OIG/OAS), 2/24/2015
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CIAs are not part of the cost of doing business

Resources for compliance

• http://oig.hhs.gov/compliance

• Videos

• Compliance guides

• Safe harbor information

• Self disclosure information

• “Compliance 101” course

How should organizations respond to audits?

Don’t do this! Cooperation is key

Proper Controls on Internal Matters
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Future High Risk Areas

• New payment and delivery models

• Data integrity and security

• Consumer fraud protection 

Remember, traditional risk areas still apply! 

Contact Information

Jim Passey, MPH, FACHE, CHC

Director, Compliance Auditing & Monitoring

Sutter Health, Sacramento, CA

(916) 614‐2543

passeyj@sutterhealth.org

Gloria Jarmon, CPA, CGFM
Deputy Inspector General for Audit Services

Office of Inspector General, 

U.S. Department of Health and Human Services

email: Gloria.Jarmon@oig.hhs.gov

Website: www.oig.hhs.gov

Twitter: @OIGatHHS

Questions?
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Coding, Billing, and Documentation 
Regarding Inpatient, Outpatient, Ambulatory 
Surgery, and Physician Patient Accounts

Mark J. Eddy, CPA
Vice President
HCA Internal Audit

1

HCA
Headquarters: Nashville, TN

2014 Net Revenue: $36.9 billion

Hospitals: 166 in 20 states and London, England

Freestanding Outpatient Surgery Centers: 113

Employed Physicians: 3,500

Admissions: 1,795,300

Inpatient Surgeries: 518,900

Outpatient Surgeries 891,600

ER Visits: 7,450,700

Employees: 214,000

Internal Audit Employees: 149

2

Understand Your Structure

InternalInternal

Audit

Internal Control

Process

3
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Audit Purpose
1. Testing Control(s)

 Overall

 Focused areas

2. Testing payment accuracy

3. Define an “error”

4. Define population

4

Sample Selection Approach
1. Haphazard

2. Targeted

3. Statistical sampling

 Attribute sampling

(rate of occurrence of given condition)

 Variable unrestricted dollar appraisals

(measure quantitative characteristics)

5

2014 INTERNAL AUDIT PROGRAM
Inpatient Random

6
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2014 INTERNAL AUDIT PROGRAM
Inpatient Random

7

2014 INTERNAL AUDIT PROGRAM
Inpatient Random

8

2014 INTERNAL AUDIT PROGRAM
Inpatient Random

9
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2014 INTERNAL AUDIT PROGRAM
Inpatient Random

10

2014 INTERNAL AUDIT PROGRAM
Inpatient Random

11

2014 INTERNAL AUDIT PROGRAM
Inpatient Random

12
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2014 INTERNAL AUDIT PROGRAM
Inpatient Random

13

2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

14

2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

15
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2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

16

2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

17

2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

18
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2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

19

2014 INTERNAL AUDIT PROGRAM
Inpatient Focused

20

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

21
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2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

22

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

23

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

24
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2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

25

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

26

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

27
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2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

28

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

29

2014 INTERNAL AUDIT PROGRAM
Clinical Documentation Improvement (CDI)

30
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2014 INTERNAL AUDIT PROGRAM
Outpatient PPS

31

2014 INTERNAL AUDIT PROGRAM
Outpatient PPS

32

2014 INTERNAL AUDIT PROGRAM
Outpatient PPS

33
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2014 INTERNAL AUDIT PROGRAM
Outpatient PPS

34

2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

1. Audit team members should be evaluated to ensure their 
objectivity and independence is not impaired (in fact or 
appearance). Items to consider include:
 Family relationships
 Specific operations for which they were previously 

responsible
 Previous accounting assistance assignments
If impairment exists, consult with the applicable Vice 
President to consider reassigning the auditor or implementing 
compensating controls (I.e. additional scrutiny, etc.). 
Document the objectivity evaluation, conclusions, and any 
compensating controls.

35

2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

2. Obtain a download of Government Payor (Medicare, 
Medicaid and Tricare) paid patient account data from the 
HCAPS data warehouse or other relative source for claims 
data not maintained within the HCAPS data warehouse.  The 
time period for testing should be the most recently closed 
three month period in which claims have been paid.

3. Select a sample of Governmental Payor paid claims.  All 
services provided that day, and billed by that provider, should 
be audited.  Claims are selected 20% random, 20% top 
volume, and 20% risk. The number of claims is dependent 
upon claims volume for the practice.

36
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2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

4. For each office where claims have been selected for testing, 
determine where the coding and billing functions occur for 
Governmental Payors.  Contact the Physician Office Practice 
Manager and the Billing Service Center Director to inform 
them that claims for their office have been selected for audit 
and that an engagement letter will be sent detailing items 
needed.  Based upon the sample of claims selected, work with 
the Internal Audit AVP to determine if the claims volume for 
the physician offices being audited warrants a field visit or if 
the review can be done as a desk review.  Consider use of a 
control log.

37

2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

5. If the facility is not on an HCA system, work with the 
Practice or Facility staff to obtain the required information for 
the audit.

6. Send Engagement Letter and Internal Control Questionnaire 
(ICQ) for the Billing Director at the Physician Practice and/or 
the Billing Service Center.

 Request the Billing/Coding ICQ be returned completed 
within two weeks.

 Request medical records be prepared and submitted timely 
based on number of records facility needs to prepare.

38

2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

7. Gain an understanding of the Physician practice billing and 
coding process and controls by review of the completed ICQ.

8. For the claims selected for review, obtain the final bill 
submitted, the related Medical Record documentation, and the 
Remittance Advice from the Governmental Payor.

9. Compare the codes submitted and paid to the Medical Record 
documentation to ensure the accuracy of the coding and 
billing using the MD Audit.  Compare the codes submitted 
and paid to the Medical Record documentation to ensure the 
accuracy of the coding and billing using MD Audit.  Validate 
the accuracy of the HCPCS/CPT codes to the medical

39
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2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

record resulting in payment(s) according to official coding 
guidelines and any applicable unique payer requirements.  
Validate the accuracy of modifiers appended to HCPCS/CPT 
codes that impacts payment. Validate the accuracy of ICD-
9-CM diagnosis codes to the medical record for services 
performed according to official coding guidelines. Compare 
ICD-9-CM codes to Local Carrier Determination (LCD) 
policies for validation.

10. List discrepancies on audit worksheets.

11. Use Regulatory Guidance to support statements made on 
audit worksheets.

40

2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

12. Communicate the results of the record review with the facility 
personnel.  Provide the opportunity to produce any missing 
documentation.

13. Prepare an Interim Summary

• Summarize results from audit work.

• Identify and quantify items impacting reimbursement.

• Prepare an overall report summarizing results.

14. Submit Interim Summary to AVP/VP for review which will 
become the Executive Summary/Report upon approval of 
report.

41

2014 INTERNAL AUDIT PROGRAM
Physicians and Mid‐Levels Coding and Billing Compliance

15. Subsequent to VP/Director review of the Executive 
Summary/Report, as applicable, document (in note format) 
significant changes (e.g., major issues dropped to memo-
only, issue dropped, etc.) on the Interim Summary and the 
individual section memos.  Wording or format changes do 
not need to be documented.

16. Issue Final Reports to appropriate corporate, division and 
facility management.  Include a copy of final report in the 
work papers.

42
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2014 Ambulatory Surgery Division 
Risk Assessment
Center Criteria
1. New Center 
2. Request from ASD senior leadership
3. Length of time since last audit
4. New Coder

Case Criteria
1. Five Medicare cases for SOX testing randomly  selected from sample 

population
2. Five focused Medicare cases representing the highest case volume 

procedures
3. Ten focused Medicare cases representing high level of coding complexity‐

refer to focused selection criteria document
4. Five focused non‐government cases representing the highest case volume 

procedures

43

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

1. Audit team members should be evaluated to ensure their 
objectivity and independence is not impaired (in fact or 
appearance). Items to consider include:
 Family relationships

 Specific operations for which they were previously 
responsible

 Previous accounting assistance assignments

If impairment exists, consult with the applicable Vice 
President to consider reassigning the auditor or 
implementing compensating controls (I.e. additional 
scrutiny, etc.). Document the objectivity evaluation, 
conclusions, and any compensating controls.

44

2. Consider the use of a control log.
3. Create reports of high level account data for the center 

with Medicare and non‐government paid claims from the 
previous three month period to select 5 random cases, 15 
focused cases and 5 random or focused non‐government 
cases from the payer specific population. In addition to 
the sample, additional cases will be selected for 
alternates as needed.

 Use Business Objects to generate reports with detailed 
account data elements for populating review worksheets. 

 Create the Excel file containing sample selection with 
alternates.

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

45
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4. Send Engagement Letter and Internal Control 
Questionnaire (ICQ) to the center requesting information 
necessary to perform review.

 Request ICQ to be returned completed with records 
submitted for review.

 Request records be prepared timely based on number of 
records center has to prepare. 

5. Gain an understanding of center’s billing and coding 
process and controls by review of the completed ICQ.

 Summarize the results in the work papers.

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

46

6. Perform detailed case review by performing the following:

 Validate the accuracy of the HCPCS/CPT codes to the medical 
record resulting in RA payment(s) according to official coding 
guidelines and any applicable unique payer requirements.

 Validate the accuracy of modifiers appended to 
HCPCS/CPT codes that impacts RA payment.

 Validate the accuracy of ICD‐9‐CM diagnosis codes to 
the medical record for services performed according to 
official coding guidelines.

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

47

 Compare ICD‐9‐CM codes to Local Carrier 
Determination (LCD) policies to validate medical 
necessity requirements met.

 Compare the paid services submitted on claim to the RA 
payment received.

 Identify claim denials. 

 Determine if a root cause can be identified.

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

48
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7. Communicate the results of the record review with the 
facility personnel.  Provide the opportunity to produce 
any missing documentation. 

8. Prepare an Interim Summary.

 Summarize results from the audit work.  

 Identify and quantify items impacting Reimbursement.

 Prepare an overall report summarizing the results.

9. Submit Interim Summary to AVP/VP for review which 
will become the Executive Summary/Report upon 
approval of report.

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

49

10. Subsequent to VP/Director review of the Executive 
Summary/Report, as applicable, document (in note 
format) significant changes (e.g. major issue dropped to 
memo‐only, issue dropped, etc.) on the Interim Summary 
and the individual section memos.  Wording and format 
changes do not need to be documented.

11. Issue final reports to appropriate corporate, division and 
facility management and include a copy of final report in 
the work papers.

2014 INTERNAL AUDIT PROGRAM
Ambulatory Surgery Division Coding and Billing Compliance

50
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HCCA Conference: Session 309
Establishing a Culture of Compliance through Effective Operationalization

April 20, 2015

1

Agenda

Establishing a Compliance Program Is Not Enough

Changing Role of the Compliance Officer

Board Member’s Perspective

OIG’s Perspective

Operationalizing Compliance

Lessons Learned

2

Culture and compliance

“If you get culture right, most of the 
other stuff will just take care of itself.”

– Tom Hsieh, CEO, Zappos
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Changing role of compliance officers

Compliance 
Officer

In the past

• Focused mainly on daily 
operations

• Establish policies and 
procedures

• Ensure appropriate staff 
education

• Manage incidents and 
complaints

• Respond to audits

In the past

• Focused mainly on daily 
operations

• Establish policies and 
procedures

• Ensure appropriate staff 
education

• Manage incidents and 
complaints

• Respond to audits

Today

• Be a partner in meeting the 
enterprise goals of quality and 
compliance

• Member of the C-suite

• Align to both strategic initiatives 
and daily operations

• Focus on business associates 
and cyber security

• Mitigate internal audits and 
business risks

Today

• Be a partner in meeting the 
enterprise goals of quality and 
compliance

• Member of the C-suite

• Align to both strategic initiatives 
and daily operations

• Focus on business associates 
and cyber security

• Mitigate internal audits and 
business risks
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Increasingly complex compliance relationships

Personal Health 
Care Records

Emergency

Pharmacy

Clinical Image
Records

Laboratories

Primary Care
Physician

Physician
Portal 

Wellness
Centers

Patient

Exercise
LogMedical Log

Accountable
Care Org

EMR Outpatient
Care

Social Worker

Medical
Homes

Payer

5

A board member’s perspective

Five Common Questions Board Members Ask

1. Could you help me understand the risks?

2. What are you doing to mitigate risk?

3. How can I see progress against the action plan?

4. Are we responding quickly and doing enough?

5. What are the resource requirements?

What is my personal liability?
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OIG’s perspective

Beyond the Seven Elements – Five Areas OIG Examines

1. Have board members, executives, and senior leaders embraced a culture of compliance?  Do their 
actions reflect this commitment?

2. Is there a program for assessing and mitigating compliance risk?  Are executives and managers 
involved in this process?

3. Do employees raise compliance issues with their managers or Compliance?

4. Is the audit program robust? Does it uncover significant issues, such as those involving patient 
care, overpayments, or probable fraud or abuse?

5. When the company finds an overpayment, does it report the overpayment to the payer? When the 
company finds an issue of probable fraud, does it self disclose this to law enforcement?

7

Operationalizing a culture of compliance

C O M P L I A N C E

Complia
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Defining your approach to compliance

CopLifeguard

SAFEGUARD ENFORCE
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Structure

Structure refers to the capacity of a program to promote compliance 
with applicable regulatory and internal quality requirements

CopLifeguard

10

Structure: Program oversight

Education &
Training

Response &
Prevention

Monitoring & 
Auditing

Clear Accountability

11

External relationships
• Designate a compliance 

officer

• Develop a compliance 
committee 

• Enlist support from 
employed and affiliated 
physicians

• Train staff on role-based 
requirements

• Develop effective lines 
of communication with 
executive leadership, 
physicians, and 
administrators 

Structure: Build the right team

Key ActivitiesWithin an Organization

Compliance
Officer



Executive
Leadership

Internal Audit
Resources

Department
Managers

External 
Auditors

Independent
Board

External
Counsel
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CMO
• Understand your organization’s physician 

relationships and referral  patterns

• Communicate key physician-specific compliance 
needs

• Develop a physician engagement and education 
program

CMO
• Understand your organization’s physician 

relationships and referral  patterns

• Communicate key physician-specific compliance 
needs

• Develop a physician engagement and education 
program

CFO
• Explain the financial implications 

of non-compliance

• Create a centralized budget for compliance 
activities

• Ensure that department-level finance and supply 
chain staff document financial relationships

CFO
• Explain the financial implications 

of non-compliance

• Create a centralized budget for compliance 
activities

• Ensure that department-level finance and supply 
chain staff document financial relationships

CIO
• Understand how care providers and staff use 

patient records and other technologies

• Identify which regulations are most applicable to 
information professionals

• Develop a cross-functional feedback loop

CIO
• Understand how care providers and staff use 

patient records and other technologies

• Identify which regulations are most applicable to 
information professionals

• Develop a cross-functional feedback loop

CEO
• Communicate your organization’s compliance 

vulnerabilities

• Obtain buy-in for compliance programs 

• Align compliance activities with strategic planning 
initiatives, especially physician relationships and 
partnerships 

CEO
• Communicate your organization’s compliance 

vulnerabilities

• Obtain buy-in for compliance programs 

• Align compliance activities with strategic planning 
initiatives, especially physician relationships and 
partnerships 

Structure: Ensure executive commitment

Compliance 
Officer
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Process 

Process refers to how the compliance program 
operates in practice to address identified risk areas

CopLifeguard

14

Process: Addressing Identified Risk Areas

Investigations 
& Reporting

Awareness Understanding Managing

Governance 
Effectiveness

Key 
Compliance 
Indicators

Simplifying Improving

Automation
Continuous 

Improvement
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Outcomes

Outcomes refer to the capacity of a program to achieve compliance 
with applicable regulatory and internal quality requirements

CopLifeguard

16

Accountability

BOARD MEMBERS




COMPLIANCE CONTRACTORS

EXECUTIVES & 
SENIOR MANAGERS

EMPLOYEES

+

17

Establish guiding principles

An effective compliance program must:

1. Translate values into actions

2. Make business and operational leaders responsible for compliance

3. Support business leaders in implementing a compliance strategy

4. Maintain strong regulatory relationships, which are fundamental to an
organization’s success

5. Create clear accountability for compliance and foster open, honest, 
and clear communications about outcomes
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Effective compliance yields 
stronger performance

19

Thank You

LAURA ELLIS
Senior Counsel, HHS-OIG
Laura.Ellis@oig.hhs.gov

DAVID ORBUCH
Executive Vice President,

Optum
david.orbuch@optum.com
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Your Hospital’s Financial Assistance 
Policy (FAP)

Make Certain it Complies with the IRS’ 501(r) 
Requirements

HCCA Compliance Institute 2015

Lake Buena Vista, Florida

Monday, April 20, 2015
Session 310

3:00 – 4:00 PM

Objectives

• Overview of the IRS regulations, required policies, and 
effective dates. 

• Identify elements required in the financial assistance 
policy, plain language document, emergency medical care 
policy and related collection procedures. 

• Discuss challenges of the FAP.

Background

Charitable Hospitals
• Tax exempt under section 501 (c)(3) of the Internal Revenue Code

• No income tax in lieu of charity provided to uninsured and underinsured 
individuals

• Report charity annually on the 990, Schedule H

• Concerns raised with members of Congress and legislators
• Should hospitals be tax exempt – are they providing “enough” charity 

care?
• Are they providing adequate community benefit to offset the taxes they’re not 

paying?

• Are only uninsured patients being charged gross charges?
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The Patient Protection and Affordable 
Care Act – March 23, 2010

• Section 9007 – Additional requirements for charitable hospitals 
• Revises Section 501 to include 501(r) 

• Financial assistance and emergency care policies
• More later

• Community Health Needs Assessment 
• Every three years

• Implementation strategy

• Effective years beginning after March 23, 2012

• Excise tax for failure to meet  - $50,000

• Guidance would be forthcoming

• Questions on hospitals’ 990
• Schedule H

Affordable Care Act Requirements

• Section 9007 – To qualify as a charitable 501(c)(3) hospital, 
section 501 of the IRS code has been redesigned to require 
the following:
• A – “meets the community health needs assessment requirements…”

• B – “meets the financial assistance policy requirements …”

• C – “meets the requirement on charges…”

• D – “meets the billing and collection requirement …”

Financial Assistance Policy (FAP)

• Written financial assistance policy that includes
• “…eligibility criteria … and whether such assistance includes free 

or discounted care,

• the basis for calculating amounts charged to patients,

• the method for applying for financial assistance,”

• either within the FAP or as a separate billing and collection policy 
“…the actions the organization may take in the event of 
nonpayment, including collections action and reporting to credit 
agencies, and

• measures to widely publicize the policy within the community to be 
served by the organization.”
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Financial Assistance Policy (FAP)

• Written emergency care policy 
• “…requiring the organization to provide, without discrimination, 

care for emergency medical conditions … to individuals regardless 
of their eligibility under the financial assistance policy…”

Limitation on Charges 
To FAP Eligible Individuals

• “…limits amounts charged for emergency or other 
medically necessary care provided to individual eligible for 
assistance under the financial assistance policy …to not 
more than the amounts generally billed to individuals who 
have insurance covering such care” 

• “…prohibits the use of gross charges”

Billing and Collection Requirements

• “…does not engage in extraordinary collection actions 
before the organization has made reasonable efforts to 
determine whether the individual is eligible for assistance 
under the financial assistance policy…”



3/17/2015

4

March 2010December 2014

Regulatory Authority and Guidance

• ”The Secretary shall issue such regulations as guidance 
as may be necessary to carry out the provisions in this 
subsection, including guidance relating to what constitutes 
reasonable efforts to determine the eligibility of a patient 
under a financial assistance policy…

Three Sets of Regulations

1. ACA – March 23, 2010

2. Federal Register – June 26, 2012
• Guidelines for implementing the ACA provisions

• Guidance would be forthcoming

• IRS Notice 2014-2 – January 2014
• Hospitals may rely on June 2012 and April 2013 (CHNA only) information until 

additional guidance is developed

3. Federal Register – Final regulations
• Issued December 31, 2014

• Effective December 29, 2014

Effective Dates

• “…the amendments made by this section shall apply to 
taxable years beginning after the date of the enactment of 
this Act.”  
• March 2010  - should be in place

• Final regulations

• Allow reliance on 2012 proposed regulations

• First taxable year beginning after December 29, 2015
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Financial Assistance Policy (FAP)
ACA Requirements

• Written financial assistance policy that includes
• Eligibility criteria … and whether such assistance includes free or 

discounted care

• Basis for calculating amounts charged 

• Method for applying for financial assistance,

• Actions the organization may take in the event of nonpayment, 
including collections action and reporting to credit agencies, and

• Measures to widely publicize the policy within the community 

FAP - General

Proposed – June 2012

• Applies to emergency and 
medically necessary care

Final – December 2014

• No change

• Added - list providers, 
other than the hospital 
itself, covered by the 
hospital’s FAP – and 
which are not

FAP – Eligibility Criteria

Proposed

• Financial assistance available 
under the FAP and eligibility 
criteria 
• Must specify amount (gross 

charges) to which discounts 
applied – if applicable

• Must state following determination 
of FAP-eligibility individual will not 
be charge more than AGB for 
emergency or other medically 
necessary care

Final

• Adds -Disclose discounts 
available under the FAP
• Not necessarily all discounts

• No specific discounts 
required

• No specific eligibility 
requirements

• Only FAP discounts are 
considered a community 
benefit for 501(c)(3)
• And reported on 990
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FAP: How to Apply for Financial 
Assistance 

Proposed

• Include (in FAP or FAP 
App) 
• Required documentation
• Contact information for help 

with process

• May not deny assistance 
based on information not 
specifically requested by 
FAP or FAP App
• May accept alternative 

documentation

Final

• Added: 
• May grant financial 

assistance without complete 
FAP
• Does not have to describe in 

FAP
• Ex. Patient attestation

• May use other reliable 
information to determine 
FAP-eligibility
• ID in policy what & how used

Actions if Nonpayment - General

Proposed

• Must describe in either FAP 
or separate billing and 
collections policy
• Including extraordinary 

collection actions 

• If separate policy, FAP must 
reference billing and 
collection policy & how get a 
copy

• Readily available – website 
or free paper copy

Final

• No change from proposed 
regulations

Widely Publicized FAP, FAP App & Plain 
Language Brochure

Proposed

• Available on website
• Available in public places

• Free and upon request
• Notify/inform visitors with 

conspicuous public displays
• Notify/inform residents of 

community served hospital  
likely to need financial 
assistance

• FAP must list measures 
taken to make documents 
widely publicized

• Plain language brochure

Final

• Primarily the same
• Available in public places

• Paper copies available upon request
• Emergency room and admissions areas
• Must provide paper copy unless individual 

prefers electronic

• Notify/inform visitors of FAP
• Noticeable size where visitors likely to 

see it
• Provide to patients before discharge and 

will billing statement
• Phone number & website for info & copy

• Offer plain language brochure as part of 
intake/discharge

• No longer needs to list measures 
taken to widely publicize the policy
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Translated Documents

Proposed

• Translated into languages 
spoken by 10% of the 
members of the 
community served by the 
hospital
• Financial Assistance Policy

• Emergency Care Policy

• Plain Language Summary

Final

• Same – lowed threshold 
for translation to 5% or 
1,000 individuals
• May use any reasonable 

method to determine Limited 
English Proficient (LEP) 
populations

• Clarified Billing & 
Collection policy if 
separate

Plain Language Brochure – Summary of 
FAP

Proposed

• Included with all billing 
statements

• Identify how to get a copy of 
FAP: Web site and physical 
location

• Phone number & physical 
location w/room number of 
staff with FAP information

• Name of any agencies that 
hospital identified as 
sources of assistance with 
FAP apps

Final

• Only required before notice 
of Extraordinary Collection 
Activities (ECA)

• Contact information for 
assistance
• Hospital or outside agency

• Physical department 
location & phone # for FAP 
• No room number or staff 

name 

• How to apply for assistance 

Emergency Care Policy – Treat 
Regardless of FAP-Eligibility

Proposed

• Requires hospitals to provide 
care for emergency medical 
conditions as required under 
CMS’ standards and 
certification that includes 
EMTALA

• Prohibits hospital from actions 
that discourage individuals 
from seeking emergency 
medical care – either in 
emergency room or other 
hospital areas 
• Ex: require payment before care 

or debt collection

Final

• Same as proposed

• Made clear that debt 
collection activities only 
refer to emergency care

• May be part of FAP, part 
of existing emergency 
care policy (such as 
EMTALA), or separate 
policy
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Limitation on Charges – Limited to Amounts 
Generally Billed (AGB) to Those with Insurance

Proposed 

• Choice of two methods
• Look-back – last 12 months

• Medicare FFS
• Medicare FFS & Commercial

• Prospective – expected 
Medicare payments

• Determine annually
• Sum of expected charges for 

emergency and medically 
necessary care/sum of gross 
charges for claims

• Charges (Insurance & Individual)

Final

• Same as proposed with 
Medicaid added as an 
option for look-back and 
prospective methods
• Alone, with Medicare, with 

Medicare and commercial 
insurers (look-back only)

• May change method 
during the year
• FAP would need to be 

updated

AGB

Proposed

• FAP includes AGB 
calculation method (look-
back or prospective)

• AGB percentage, how 
calculated or how get this 
info in writing free of 
charge

Final

• No changes

• Clarified –
• Insured FAP-eligible

• Individual can’t be charged 
more than  AGB

• Individual & insurance 
payment may be more than 
AGB

• Not FAP-eligible - may be 
charged gross charges

ECAs

Proposed

• ECAs = actions taken 
against an individual to 
obtain payment that 
require a legal or judicial 
process, involve selling 
debt to another party, or 
reporting adverse 
information to a consumer 
credit reporting agency or 
credit bureau.

Final

• No change
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Billing and Collections Policy

Proposed

• Must make reasonable attempt to 
determine FAP eligibility before 
beginning extraordinary collection 
activities (ECAs)

• Process & timeframes for collecting 
payments

• Includes reasonable efforts to determine 
FAP eligibility

• Include office/department/committee 
that determine reasonable effort was 
made to determine FAP-eligibility –
and may now engage in 
extraordinary collection activities

Final

• Same as proposed

• Clarified does not require 
hospital to determine FAP-
eligibility before engaging in 
ECAs against private/public/ 
third party insurer.

HOSPITAL

ECAs – Specific Examples

• Reports to credit agencies
• Describe in FAP or billing and collection policies

• Liens
• Clarifies that liens against third parties are not ECAs

• Sale of Debt
• Not an ECA if legal, written document with these terms:

1. No ECAs to obtain payment
2. Limit on interest rate (set by IRS)
3. Debt must be returnable to hospital if FAP-eligibility determined
4. If debt not returned to hospital, collector only collects on amount 

eligible under FAP
• If 4 terms met, may sell debt before eligibility determined 

Reasonable Efforts to Determine FAP-
Eligibility

Proposed

Notification –
• Notification Period – between 

date care provided and 120th 
day after the first billing 
statement for care

• Distribute plain language 
summary of the FAP and offer 
FAP App before discharge

• Include plain language 
summary with at least three 
billing statements and all 
written billing communications 
during notification period

Final

• Clarified that 120- and 240-
day periods start from date 
first post-discharge billing 
statement is provided 

• Revised distribution of plain 
language brochure 
• Include in one communication 

post discharge 

• Only if intend to engage in 
ECAs (include with ECA 
notification)
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Reasonable Efforts to Determine FAP-
Eligibility

Proposed

Notification Period Continued -
• No ECAs 
• Inform about FAP during oral 

communications during notification period
• Provide at least one written notices about 

ECAs that may be taken if FAP not 
submitted or amount paid by no earlier 
than end of notification period.

• Must be provided at least 30 days 
before deadline in notice

Application Period –
• Up to 240 days after billing 

statement – complete FAP app -
stop ECAs 

• If FAP-eligible – return and 
payments and revers ECAs

Final

• All statements must include FAP 
notice

• Oral communications – focus on 
those hospital is likely to engage 
in ECAs, not all patients

• ECA notification to those hospital 
intend to initiate ECAs
• Only ECAs likely to initiate (not all)
• Send plain language brochure

• 240 days post discharge bill = 
reasonable time to determine 
FAP eligibility
• ECA may start after 120 days
• May continue to accept FAP 

applications but not required

Oral Notification of FAP

Proposed

• Oral notification of FAP 
required with all 
communication

Final

• Changed to reasonable 
effort to orally notify about 
FAP and FAP application 
assistance at least 30 
days before initiation of 
ECAs.

Let me 
tell you 
all about 
our FAP!

Written ECA Notice

Proposed

• At least 30 days before 
initiating ECA

• Disclose all ECAs that 
may be initiated

• Document ECA 
notification

Final

• Same timing

• Disclose only ECAs 
planning to initiate

• Will need to report 
reasonable efforts to 
determine FAP eligibility 
before initiating ECAs on 
990.

Expected 
ECAs

1.
2.

3.
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ECAs and Incomplete Applications

• Incomplete applications – after notification period
• Suspend ECAs “for reasonable period” until hospital determines 

FAP-eligibility
• If eligible, reverse ECAs

• Only applies to care related to this application (not previous care and 
ECAs)

• Reasonable period is not the full 240 days

• Provide notification about potential ECAs and                                   
plain language summary
• Must include contact information for assistance                                        

with FAP application process: may be hospital                        
department or outside agency

FAP- Eligible

Proposed

• Provide with billing 
statement 
• Indicates amount owed

• Shows or describes how to 
get the AGB for care

• How facility determined 
amount owed

• Refund excess payments 

Final

• Billing statement of amount 
owed

• Written notification of eligibility 
for free care
• Does not need to be a billing 

statement
• No requirement to provide AGB 

detail
• Reiterated only refund excess 

payments related to this 
care/application

• Clarified refunds are to individual 
(not insurer) – and amount 
individual responsible for paying 

Presumptive Eligibility

• May be for 100% or less assistance

• If less than 100% eligibility, considered reasonable effort 
to determine eligibility if -
1. Notify individual basis for presumptive determination and how to 

apply for more assistance

2. Provide reasonable time to apply for additional assistance before 
beginning ECAs on amount owed

3. Process FAP application by the later of the end of the application 
period or reasonable time period given in 2.

• No presumptive FAP-ineligibility
• Send FAP plain language brochure

• May use outside sources to predict eligibility
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Challenges

• Determining eligibility
• Limits geographically

• Time period covered

• Determining AGB
• Method: Look-back, prospective

• Multiple rates?
• All hospital services

• Inpatient / outpatient

• By department

• Multiple hospitals – same methods?

• Computer system abilities/limitations

More Challenges 

• Explaining to patients 
• Different hospitals / different rates / different processes

• Staff education

• Talking points / scripts

• Different AGB percentages for different hospitals in the 
community
• Within your organization or external

• More confusing to the public

• Financial assistance provided to the community
• Will  AGB affect total dollars?

Other Tidbits
• Hospital must establish the FAP documents

• Board or authorized body must adopt policies and hospital must 
implement
• FAP, Billing & Collection, Emergency Care

• Billing & Collection may be part of FAP
• Emergency Care may be part of EMTALA or FAP

• Hospital facility– not bricks and mortar
• Buildings licensed under a single state license

• Multiple hospitals with same ownership may have same 
policies 
• Must apply to hospital and clearly state hospitals covered

• Hospitals define medically necessary care
• AGB may be changed as often as desired

• Must be done annually 
• Related forms must be revised to reflect updated AGB
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More Tidbits

• Individual determined is FAP-eligible after collection 
activities started
• Refund any payments more than required to pay that are over $5

• Hospitals held accountable for ECA actions of third parties 
collecting debt on its behalf or to which it sells debt.
• If third party takes steps to determine FAP-eligibility – treated as if 

the hospital took the steps for purposes of reasonable eligibility 
efforts

Even More Tidbits

• Notifications may be by email if individual prefers 
electronic communication

• Date provided = 
• Date written communication mailed 

• Date sent electronically  

• Date delivered by hand

• Filing a claim in a bankruptcy proceeding is not an ECA

• FAP-eligibility determination – no specific time period “in a 
timely manner”
• May delay determination until after determination of Medicaid 

eligibility

QUESTIONS?
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Presenter and Links
Presenter
• Jodie R. Caplan, Senior Compliance Consultant
Carilion Clinic   jrcaplan@carilionclinic.org

Links
• Original ACA Regulations:

• Section 9007 – Additional Requirements for Charitable Hospitals
• http://www.gpo.gov/fdsys/pkg/PLAW-111publ148/pdf/PLAW-

111publ148.pdf
• Proposed Regulations: June 2012

• http://www.gpo.gov/fdsys/pkg/FR-2012-06-26/pdf/2012-15537.pdf
• Final Regulations: December 2014

• http://www.gpo.gov/fdsys/pkg/FR-2014-12-31/pdf/2014-30525.pdf
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Research? We don’t do that.         

Wanna bet?? 

Debi Hinson, MBA, RRT, CHC, CHP, CCEP, CHRC
Chief Research & Associate Compliance Officer Columbus Regional Health, Columbus, GA

debra.hinson@columbusregional.com

Research Compliance for Those Who Don’t 
Think They Need It

Disclaimer

Opinions expressed in this presentation are 

those of the presenter, and as such do not 

necessarily represent the position(s) of other 

professionals or any institution(s).

What Today’s Discussion IS NOT

• To train you to be a research expert

• To explain the details of research billing

• To tell you everything you ever wanted to know about 

human research

… If that’s what you expect, please attend an 

HCCA Research Compliance Academy 
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Today’s Discussion

• Research in the non-academic medical arena

• Research regulations

• Defining “research”

• Research – Who is paying for it?

• Educating your C-suite, medical staff and others in research compliance

• Capturing research occurring in your organization

• Identifying the crucial members of your research compliance team

• Things to think about…

• Why should we care?

• Billing concerns

• Patient Privacy (HIPAA Privacy Rule)

• Regulations that must be followed

• Joint Commission requirements

• Your organization’s Reputation

• $$$$$$$ …it could cost you!

Research in the Non-academic Medical Arena

Research Regulations

Most research involving human subjects operates under :

• the Common Rule (45 CFR Part 46, Subpart A) and/or 

• the Food and Drug Administration’s (FDA) human subject protection 

regulations (21 CFR Parts 50 and 56)

• Other regs

• HIPAA Privacy Rule 45 CFR 164.512(i)(1)(ii)



4/16/2015

3

Research Oversight

The Office for Human Research Protections (OHRP) provides 

leadership in the protection of the rights, welfare, and wellbeing of 

subjects involved in research conducted or supported by the U.S. 

Department of Health and Human Services (HHS). OHRP helps 

ensure this by providing clarification and guidance, developing 

educational programs and materials, maintaining regulatory oversight, 

and providing advice on ethical and regulatory issues in biomedical and 

social-behavioral research.

Joint Commission Requirements for Research

• All clinical research trial information & consent must be maintained in 

that patient’s medical record/files. 

• Knowledge based information relative to the specific clinical trial in 

which any patient participates is retained and present in the treatment 

area in which the patient receives research related services.

Defining “Research”

U.S. Department of Health and Human Services (HHS)
• Research:  A systematic investigation, including research development, 

testing, an devaluation, designed to develop or contribute to 
generalizable knowledge.

The Food and Drug Administration (FDA)
• Clinical Investigation: Any experiment that involves a test article and one 

or more human subjects.
• Test article: any drug, medical device, food additive, color additive, 

electronic product [for human use]…(Food, Drug & Cosmetic Act)
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Defining “Research”
• Terms used:

• Research

• Clinical Investigation

• Clinical Research

• Clinical Study

• Clinical Trial

• Study Protocol

• Research Study

• Research Protocol

• Study, etc.

Defining “Research”
National Institutes of Health (NIH)

Clinical Research

Clinical research is medical research that involves people to test new 
treatments and therapies.

Clinical Trial

A research study in which one or more human subjects are prospectively 
assigned to one or more interventions (which may include placebo or other 
control) to evaluate the effects of those interventions on health-related 
biomedical or behavioral outcomes.

Protocol

A Protocol is a carefully designed plan to safeguard the participants’ health 
and answer specific research questions. 

Defining “Research”
Types of Clinical Trials

• Diagnostic trials determine better tests or procedures for diagnosing a 
particular disease or condition.

• Natural history studies provide valuable information about how disease 
and health progress.

• Prevention trials look for better ways to prevent a disease in people 
who have never had the disease or to prevent the disease from returning.

• Quality of life trials (or supportive care trials) explore and measure ways 
to improve the comfort and quality of life of people with a chronic illness.

• Screening trials test the best way to detect certain diseases or health 
conditions.

• Treatment trials test new treatments, new combinations of drugs, or 
new approaches to surgery or radiation therapy. -NIH
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Defining “Research”
Principal Investigator
• A Principal Investigator is [typically] a doctor who leads the clinical 

research team and, along with the other members of the research team, 
regularly monitors study participants’ health to determine the study’s 
safety and effectiveness. 

IRB review

• Most, but not all, clinical trials in the United States are approved and 
monitored by an Institutional Review Board (IRB) in order to ensure that 
the risks are minimal and are worth any potential benefits. An IRB is 
an independent committee that consists of physicians, statisticians, and 
members of the community who ensure that clinical trials are ethical 
and that the rights of participants are protected. 

-NIH

Defining “Research”
Clinical trials are conducted in “phases.” The trials at each phase have a 
different purpose and help researchers answer different questions.

• Phase I trials—An experimental drug or treatment in a small group of 
people (20–80) for the first time. The purpose is to evaluate its safety and 
identify side effects.

• Phase II trials—The experimental drug or treatment is administered to a 
larger group of people (100–300) to determine its effectiveness and to 
further evaluate its safety.

• Phase III trials—The experimental drug or treatment is administered to 
large groups of people (1,000–3,000) to confirm its effectiveness, monitor 
side effects, compare it with standard or equivalent treatments.

• Phase IV trials—After a drug is licensed and approved by the FDA 
researchers track its safety, seeking more information about its risks, 
benefits, and optimal use. -NIH

Defining “Research”

• Research is defined in the HIPAA Privacy Rule as “a systematic 

investigation, including research development, testing, and 

evaluation, designed to develop or contribute to generalizable 

knowledge.” 

45 CFR 164.501
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Defining “Research Exemptions”
OHRP Exempt Categories 45 CFR 46.101(B) - (WORKSHEET: HRP-312)

(b) Unless otherwise required by department or agency heads, research 
activities in which the only involvement of human subjects will be in 
one or more of the following categories are exempt from this policy:

(1) Research conducted in established or commonly accepted 
educational settings, involving normal educational practices, 
such as 

(i) research on regular and special education instructional 
strategies, or 

(ii) research on the effectiveness of or the comparison among 
instructional techniques, curricula, or classroom 
management methods.

Defining “Research Exemptions”
OHRP Exempt Categories 45 CFR 46.101(B) - (WORKSHEET: HRP-312)

(2) Research involving the use of educational tests (cognitive, diagnostic, 
aptitude, achievement), survey procedures, interview procedures or 
observation of public behavior, unless: 

(i) information obtained is recorded in such a manner that human 
subjects can be identified, directly or through identifiers linked to 
the subjects; and 

(ii) any disclosure of the human subjects' responses outside the research 
could reasonably place the subjects at risk of criminal or civil 
liability or be damaging to the subjects' financial standing, employability, 
or reputation.

Defining “Research Exemptions”

OHRP Exempt Categories 45 CFR 46.101(B) - (WORKSHEET: HRP-312)

(3) Research involving the use of educational tests (cognitive, diagnostic, 
aptitude, achievement), survey procedures, interview procedures, or 
observation of public behavior that is not exempt under paragraph (b)(2)
of this section, if:

(i) the human subjects are elected or appointed public officials or 
candidates for public office; or 

(ii) federal statute(s) require(s) without exception that the 
confidentiality of the personally identifiable information will be 
maintained throughout the research and thereafter.
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Defining “Research Exemptions”

OHRP Exempt Categories 45 CFR 46.101(B) - (WORKSHEET: HRP-312)

(4) Research involving the collection or study of existing data, 
documents, records, pathological specimens, or diagnostic 
specimens, if these sources are publicly available or if the 
information is recorded by the investigator in such a manner that 
subjects cannot be identified, directly or through identifiers linked 
to the subjects.

Defining “Research Exemptions”

OHRP Exempt Categories 45 CFR 46.101(B) - (WORKSHEET: HRP-312)

(5) Research and demonstration projects which are conducted by or 
subject to the approval of department or agency heads, and which are 
designed to study, evaluate, or otherwise examine:

i. Public benefit or service programs; 

ii. procedures for obtaining benefits or services under those 
programs; 

iii.possible changes in or alternatives to those programs or 
procedures; or 

iv. possible changes in methods or levels of payment for 
benefits or services under those programs.

Defining “Research Exemptions”
OHRP Exempt Categories 45 CFR 46.101(B) - (WORKSHEET: HRP-312)

(6) Taste and food quality evaluation and consumer acceptance 
studies, 

i. if wholesome foods without additives are consumed or 

ii. if a food is consumed that contains a food ingredient at or below the 
level and for a use found to be safe, or agricultural chemical or 
environmental contaminant at or below the level found to be safe, by 
the Food and Drug Administration or approved by the Environmental 
Protection Agency or the Food Safety and Inspection Service of the 
U.S. Department of Agriculture.
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Defining “Research Exemptions”

FDA Exempt Categories 21 CFR 56.104 …

(c) Emergency use of a test article, provided that such emergency use is 
reported to the IRB within 5 working days. Any subsequent use 
of the test article at the institution is subject to IRB review.

(d) Taste and food quality evaluations and consumer acceptance 
studies, if wholesome foods without additives are consumed or if a 
food is consumed that contains a food ingredient at or below the level 
and for a use found to be safe, or agricultural, chemical, or 
environmental contaminant at or below the level found to be safe, by 
the Food and Drug Administration or approved by the Environmental 
Protection Agency or the Food Safety and Inspection Service of the 
U.S. Department of Agriculture.

[46 FR 8975, Jan. 27, 1981, as amended at 56 FR 28028, June 18, 1991]

Research…Who is Paying for It?

• Governmental Grants

• National Institutes of Health

• Taxpayers’ money

• Other governmental agencies

• Taxpayers’ money

• Pharmaceutical Companies

• Medical Device Companies

• Medical Equipment Companies

• Health-care institutions

• Private organizations

Research…Who is Paying for It?

NIH Institutes and Centers (ICs)

Main Types of Grant Funding 

Research Grants (R series)

Career Development Awards (K series)

Research Training and Fellowships (T & F series)

Program Project/Center Grants (P series)

Resource Grants (various series)

Trans-NIH Programs

Inactive Programs (Archive)
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Research…Who is Paying for It?

• Medicare will cover some research services.

• National Coverage Determination (NCD) for Routine Costs in Clinical 

Trials (310.1)

Http://www.cms.gov/medicare-coverage-database/details/ncd-details.aspx?NCDId=1&ncdver=2&fromdb=true

https://www.cms.gov/Medicare/Coverage/ClinicalTrialPolicies/index.html?redirect=/clinicaltrialpolicies/

Research…Who is Paying for It?

IMPORTANT to note for billing purposes

• There is a difference between what is considered “standard of care” 

and “care required because of research”.

• Make sure anyone sending a patient to your organization for 

“research-related services” knows to give the billing information with 

the order(s) … OTHERWISE

Research…Who is Paying for It?

OTHERWISE

Your organization could commit 

the compliance sin called … 

FRAUD
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Research…Who is Paying for It?

It is imperative that your organization have a 

process established from registration through 

billing to handle the billing for research related 

services.

Educating the C-suite, Medical Staff and 
Others in Research Compliance

• Email blasts

• Newsletters

• Phone calls

• Training (take the time/opportunity/authority)

• Word of mouth

• Your compliance committee members

• Scheduled meetings

Capturing Research Occurring in Your 
Organization

• Check with the OR staff

• Check with the ER staff

• Check with the Pharmacy

• Check with the Lab

• Does your facility do infusions? … Check there

• Is your hospital known for a certain specialty… check those in 

charge
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Capturing Research Occurring in Your 
Organization

• Put an article in your compliance newsletter

• Put an article in the physicians newsletter

• Put an article in your organization’s newsletter

• Send out a one sentence questionnaire to the medical staff

NOTE: Make sure you explain you are just trying to capture any research 

occurring within the organization.

Capturing Research Occurring in Your 
Organization

Who is walking out the door of your facility with patient information??

• Do you have students??

• Do you have “employees” who are in school (bachelor’s, master’s, 

doctoral programs)?

• Clinical rotations

• Interns, Residents

• Medically related programs typically require case studies

Research and Patient Privacy (HIPAA)
Preparatory to Research

Representations from the researcher, either in writing or orally, that the 

use or disclosure of the protected health information is solely to 

prepare a research protocol or for similar purposes preparatory to 

research, that the researcher will not remove any protected health 

information from the covered entity, and representation that protected 

health information for which access is sought is necessary for the 

research purpose. 45 CFR 164.512(i)(1)(ii)

This provision might be used, for example, to design a research study 

or to assess the feasibility of conducting a study. 
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Research and Patient Privacy (HIPAA)

Individually identifiable patient information which has been “de-

identified” may be used or disclosed for research purposes.   

45 CFR 164.502(d), and 164.514(a)-(c)

HOWEVER, does everyone understand the requirements for “de-

identification” … (18 defined elements must be removed)

Questions to Ask…

• Do you plan to publish?  …Please explain

• Will you be presenting your work/study? …To whom?

• Does your research require approval by an IRB?

• Is anyone receiving money to perform the research?

• Are research subjects going to be paid for their participation?

• Who is making sure clinical research trial information & consent is 

being maintained in the patient’s medical record/files ?

• Is your “research” simply an internal “quality initiative”?

Things to Think About…
Will your organization be easily identified by a research article?    

… By a presentation?    … Does it matter?

How will the research portray your organization?

Is the research ethical?

Would there be a concern if the research showed up in the local 
newspaper or news station?

Is there a potential for patient privacy to be violated?
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Identifying the Crucial Members of the 
Research Compliance Team

• The Registration Department

• The Billing Department

• The Medical Staff Office

• The HIPAA Privacy Staff

• Compliance Staff

• Joint Commission Readiness Staff

• Medical Staff Leadership

• Student Liaisons throughout your organization

• The researchers of which you are or become aware…

And Finally…

Do not forget to audit!

If you don’t audit, you will never know if all of 

these wonderful processes/policies that you 

have put into place are actually working.

Thank you for your attention…

Debi Hinson, MBA, RRT, CHC, CHP, CCEP, CHRC

Chief Research & Associate Compliance Officer 

Columbus Regional Health, Columbus, GA

debra.hinson@columbusregional.com



4/8/2015

1

Keeping Your Compliance 
Program in Pace with 

Rapidly Expanding 
TeleHealth Services

In April 1924, an 
imaginative cover 
for the magazine 

Radio News 
foreshadowed 

telemedicine in its 
depiction of a 
"radio doctor”



4/8/2015

2

Key Terms
oTelemedicine	is	the	use	of	medical	
information	exchanged	from	one	site	to	
another	via	electronic	communications	
to	improve	a	patient’s	clinical	health	
status.	

Key Terms
o Telemedicine	is	the	use	of	medical	information	exchanged	
from	one	site	to	another	via	electronic	communications	to	
improve	a	patient’s	clinical	health	status.	

oTelemedicine ‐ includes	a	growing	
variety	of	applications	and	services	
using	two‐way	video,	email,	smart	
phones,	wireless	tools	and	other	forms	
of	telecommunications	technology.

Key Terms
o Telemedicine	is	the	use	of	medical	information	exchanged	
from	one	site	to	another	via	electronic	communications	to	
improve	a	patient’s	clinical	health	status.	

o Telemedicine includes	a	growing	variety	of	applications	and	
services	using	two‐way	video,	email,	smart	phones,	wireless	
tools	and	other	forms	of	telecommunications	technology.

oATA uses	the	terms	TeleHealth and	
Telemedicine	interchangeably
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Brief History of Telemedicine

Over	40	years	
ago	‐ hospitals	
extended	care	to	
patients	in	rural	

areas

Telemedicine	
has	rapidly	
expanded

Integrated	into	
ongoing	

operations	of	
hospitals

Specialty	
Departments

Home	Health	
Agencies

Private	
Physician	Offices

Consumer’s	
homes	and	
workplaces

Issue Spotting

Video Conferencing v. Still Images Video Conferencing v. Still Images 

eHealtheHealth

Patient PortalsPatient Portals

Remote Monitoring Remote Monitoring 

Nursing Call CentersNursing Call Centers

Issue Spotting

Fraud & Abuse LawsFraud & Abuse Laws

TechnologyTechnology

HardwireHardwire

CredentialingCredentialing

PrivilegingPrivileging
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Issue Spotting

Record MaintenanceRecord Maintenance

Physician LicensingPhysician Licensing

Identify PartiesIdentify Parties

Regulatory OverlapRegulatory Overlap

Issue Spotting

ePrescribingePrescribing

Conditions of ParticipationConditions of Participation

BillingBilling

Paper Transmission & Archival Paper Transmission & Archival 

Fraud & Abuse

If all answers are “Yes” a Stark exception must apply!

Is the service 
provided to the 
patient covered 
by Medicare or 
Medicaid?

Is the service 
provided to the 
patient a DHS? 
Is the service 
provided by an 

“entity?”

Pursuant to a 
“referral?”

From a 
“physician”

Does the 
physician, or 

physician’s family 
member, have a 

“financial 
relationship” 

with the entity?
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Fraud & Abuse

Anti‐Kickback	Statute	(AKS)
 It	is	a	criminal	offense	to	knowingly	and	
willfully	offer,	pay,	solicit,	or	receive	any	
remuneration	to	induce	referrals	of	items	
or	services	reimbursable	by	any	federal	
healthcare	program.

 Safe	Harbors	protect	arrangements	from	
being	prosecuted,	which	would	otherwise	
implicate	AKS.

New Safe Harbors & Exceptions 
Related to Telemedicine

Apply	to	situations	in	which	a	physician	
receives	free	electronic	prescribing	
technology	or	training,	or	free	electronic	
health	records	software,	or	information	
technology	or	training.

False Claims Act (FCA) & Civil 
Monetary Penalties (CMP)

 AKS	&	Stark	violations	are	often	coupled	
with	FCA	&	CMP	sanctions.

 FCA	prohibits	knowingly	submitting	or	
causing	to	be	submitted	false	or	
fraudulent	claims	for	payment	or	false	
statements	or	certifications	to	the	
government.
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FCA & CMP Continued . . .
 CMPs	apply	if	a	person	knowingly	
presents,	or	causes	to	be	presented,	to	a	
state	or	federal	government	employee	or	
agent	any	false	or	improper	claims.

 FCA	and	CMP	could	apply	to	telemedicine	
activities	that	reach	across	state	lines	if	
appropriate	licensure	precautions	are	not	
taken.

FCA & CMP Continued . . .
 FCA	and	CMP	could	apply	to	telemedicine	
activities	that	reach	across	state	lines	if	
appropriate	licensure	precautions	are	not	
taken.

 Medicare	requires	that	the	practitioner	
providing	services	&	submitting	a	claim	
be	licensed	to	provide	the	service	by	the	
applicable	state	entity.

Don’t	forget	to	review	State	Fraud	&	Abuse	Laws

Regulatory Overlap

Federal 
Communications 
Commission (FCC)

Federal Trade 
Commission (FTC)

Office of the Nat’l 
Coordinator for Health 

Info. Tech. (ONC)

Centers for Medicare 
and Medicaid (CMS)

FDA
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FDA Safety & Innovation Act 
(2012)

• FDA,	FCC,	& ONC	assigned	to	provide	an	outline	
that	will	avoid	regulatory	duplication.

• April	3,	2014,	draft	report:	Administrative	and	
health	management	functions	posed	little	risk	
to	patient	safety	and	required	either	no	or	
limited	additional	oversight.	

• Medical	device	health	IT	functions	remain	
under	FDA	oversight – due	to	recognized	risks.	

HIPAA, HITECH,
Privacy & Security

Technology	Safe	
Guards

Technology	Safe	
Guards

Encrypted	Video	
Consultations
Encrypted	Video	
Consultations

Hardware	Based,	
Hardwired

Hardware	Based,	
Hardwired

Safeguards	Same	as	
In‐person	Care

Safeguards	Same	as	
In‐person	Care

Secure	Records	
Transfer	(fax?	Mail?)
Secure	Records	

Transfer	(fax?	Mail?)

More	Difficult	With	
mHealth

More	Difficult	With	
mHealth

HIPAA, HITECH,
Privacy & Security

Hosted	Solutions	–
Need	Technical	

Specs

Hosted	Solutions	–
Need	Technical	

Specs

Wireless	Hard	to	
Secure

Wireless	Hard	to	
Secure

Archiving	
Information	on	

Devices

Archiving	
Information	on	

Devices
Lost	DevicesLost	Devices

Services	
Documentation

Services	
Documentation

Transfers	Between	
Care	Settings

Transfers	Between	
Care	Settings
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HIPAA, HITECH,
Privacy & Security

Connectivity with 
EHR

Connectivity with 
EHR

Records 
Maintenance and 
Responsibility 

Records 
Maintenance and 
Responsibility 

Participating Entities 
Agreements 

Participating Entities 
Agreements 

Agreements for 
Privacy/Security 
Requirements

Agreements for 
Privacy/Security 
Requirements

Are BAAs Needed?Are BAAs Needed?

Monitor & Control 
Access to Patient 

Info

Monitor & Control 
Access to Patient 

Info

OIG Advisory Opinions

Advisory	Opinion	11‐12	
• Important to remember the AOs only address 
risk associated with AKS not any other risks.

• AO 11‐12 is characteristic of past telemedicine 
AOs 
– “Although the arrangement could violate the [AKS] if 
the requisite intent to induce referrals were present, 
the OIG would not impose sanctions because of the 
low risk posed by the arrangement and its benefits for 
patients.” 

OIG Advisory Opinions
Telemedicine	AOs	agree:
• Unlikely	to	produce	referrals	
• Likely	preexisting	clinical	affiliation
• Primary	beneficiaries	of	the	arrangement	are	the	
patients	

• Unlikely	to	increase	costs	to	federal	health	
programs

• Reduces	transfers
• Reduces	disability	due	to	delayed	treatment
• Compare	Advisory	Opinions:	98‐18,	99‐14,	04‐07
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Physician Licensure & Portability

• Traditionally	the	Physician	must	be	licensed	
in	the	state	where	the	patient	resides

• State	licensure	laws	differ	& are	difficult	to	
change

• Multi‐state	licensure	is	possible	but	time	
consuming	& costly

• Most	States	have	some	type	of	Consultation	
Exception

Physician Licensure & Portability

Consulting Exceptions

Endorsement

Limited Licensure

Reciprocity 

Mutual Recognition/Compact

Proposed options/models to increase portability 

Physician Licensure & Portability

Mutual Recognition/Compact

Partial Preemption by Federal 
Laws & Regulations

National Licensure

Federal Licensure

Proposed options/models to increase portability 
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Common Provisions in State 
Laws & Rules

• Requires	in‐person	physical	exam	(20)
• Requires	preexisting	relationship	(18)
• Allows	physical	exam	&	relationship	to	be	
established	via	telehealth (48)

• Requires	in‐person	follow	up	(3)
• Informed	consent	(15)
• Requires	Telepresenter (6)	
• Specifies	type	of	provider	(4)

California Comparison

Applicable	Provisions:	
• Requires	initial	in‐person	exam
• Requires	existing	relationship
• Allows	physical	exam	via	telehealth (after	
initial	exam)

• Verbal	consent	required	by	distant	site
• Telepresenter must	facilitate	written	
consent		onsite	w/	patient

• Teleconsultation Exemption	Applies

Florida Comparison

Applicable	Provisions:
• Requires	pre‐existing	relationship
• Allows	only	MD,	DO,	PA
• Allows	physical	exam	via	telehealth
(once	relationship	is	established)

• Consultations	for	FL	physicians	allowed	
by	any	physician	licensed	in	another	
state/country
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New York Comparison

Applicable	Provisions:
• Requires	existing	relationship
• Allows	physical	exam	via	telehealth (once	
relationship	is	established)

• Verbal	consent	required	by	distant	site
• Allows	bordering	state	physician	to	
provide	telehealth to	NY	residents

• Consultation	Exemption

Texas Comparison
Applicable	Provisions:

• Requires	initial	in‐person	exam	(except	when	
patient	is	located	at	a	medical	site)

• Requires	existing	relationship
• Allows	physical	exam	via	telehealth after	
initial	in‐person	exam	and	requires	an	in‐
person	F/U	visit	every	year

• Requires	written	consent
• Telepresenter required	except	mental	health
• Licensed	MD,	DO,	PA,	&	NP

Billing, Coding and Payment

• Subject	to	restrictions
– Geographic
– Service

• Expansion	efforts	continue
• Recent	changes	in	coverage

– CMS	added	to	the	list	of	covered	telehealth
services	(Oct	2014)

Medicare
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Billing, Coding and Payment

• Generally	more	restrictive	than	Medicare
• Varies	by	State

– Special	programs
– Specific	areas	of	need	are	targeted

• American	Telemedicine	Association	
provides	State	by	State	policy	information

Medicaid

Billing, Coding and Payment

• Coverage	varies	greatly
• Changes	are	small	but	frequent
Opportunities
• Monitor	changes	to	Medicare	and	Medicaid	
coverage
– Establish	communication	channels	with	major	payors
in	your	area	to	stay	up	to	date	with	coverage	policies

• Look	for	opportunities	outside	of	normal	payment	
relationships

Private Payors

Billing, Coding and Payment

• Where	is	the	patient	(originating	site)?
• Where	is	the	provider	(distant	site)?
• Medical	record	documentation

– Where	will	it	be	located	(system/physical	
storage)?

– Does	the	CPT	code	require	a	time	component?
– Provider	should	document	that	the	services	
were	provided	through	the	use	of	telemedicine.

Checklist	for	new	services
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Billing, Coding and Payment

• Who	are	the	licensed/unlicensed	
providers	at	each	site?
– Are	state	licensing	laws	and	practice	
standards	met?

– Is	the	provider	eligible	and	appropriately	
credentialed	and	privileged?

• Is	there	a	process	for	authorization	or	
pre‐certification?

Checklist	for	new	services

Auditing and Monitoring

• Track	each	project	on	a	timeline
• Identify	the	start	date

– Review	charts	to	ensure	documentation	is	
complete

• At	60	to	90	days	from	start	date
– Review	small	sample	size,	expanding	as	
needed

Monitoring	documentation	to	ensure	
accurate	payment

Auditing and Monitoring

• Additional	reviews	are	scheduled	
dependent	upon	results

• Review	
– Clinical	documentation
– Billing	data

Monitoring	documentation	to	ensure	
accurate	payment
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CMS approved CoPs & Joint 
Commission Standards

The	Joint	Commission’s	final	revision	to	
Telemedicine	Standards
• Approved	by	CMS
• Relates	to	credentialing	and	privileging	of	
telemedicine	practitioners	in	hospitals	and	
critical	access	hospitals

CMS approved CoPs & Joint 
Commission Standards

• Originating	site	has	a	written	agreement	
with	the	distant	site	credentialing	and	
privileging

• Both	hospitals	and	CAHs	are	permitted	to	
rely	upon	the	credentialing	and	
privileging	decisions	made	by	the	distant	
site	hospital	or	telemedicine	entity	
(effective	July	2011)
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Case Study No. 1

Medical	Center	uses	mobile	technologies	for	
in‐home	patient	care	for	chronic	conditions	
that	require	ongoing	IV	catheters.	iPads	are	
used	for	video	conferencing,	data	exchange,	
and	real‐time	intervention.	The	tablets	give	
patients	access	to	evidence‐based	
interventions,	step‐by‐step	home‐caregiving	
algorithms,	videos	illustrating	home	IV	
procedures,	and	infection	control	procedures.

Case Study No. 2

Hospital	provides	specialty	care	using	
secure	online	and	video‐based	
consultations	including	access	to	
specialists	for	women’s	health,	cancer	
care,	and	ENT.		In	addition,	the	hospital	
offers	video‐based	consultations	using	PC‐
based	webcams	and	off‐the‐shelf	video	
services.

Case Study No. 3
Hospital	has	stroke	protocol	using	neurologists	
from	an	on‐call	specialists	group.	Immediately	
after	patient	CT	scan,	the	Specialist,	via	
interactive	video,	conducts	a	complete	neuro
assessment	– attending	nurse	helps.	The	
neurologist	explains	findings,	suggests	
treatments,	oversees	administration	of	tPA &	
other	procedures,	and	periodically	checks	in	on	
the	patient.	
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Marcie R. Swenson, 
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Delegated Entity Oversight
It’s a Team Sport

Niki Jo Kurtis, Medicare Pharmacy Compliance Officer

Ali Hanson, Director, Pharmacy Management

What do these sports have in common?

2
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Overview

How can Business Owners and Compliance partner to achieve 
greater outcomes?

Effective management of  high volume requirements.

Assessing key risks and using results to drive decision making.

Clarifying roles and responsibilities for monitoring and reporting

3
Confidential Property of UnitedHealth Group. Do not distribute or reproduce without express permission of UnitedHealth Group.



3/17/2015

2

Company Structure

• About the Business

• Serve one in five Medicare Beneficiaries

• Largest business dedicated to the health and well-being needs of 
seniors and other Medicare beneficiaries.

• Products include: Medicare Advantage plans, Medicare supplement 
plans, Part D prescription drug plans, employer retiree health 
services, and programs designed to support chronic disease 
management and care coordination. 

• Headquartered in Minnetonka, MN

• Approximately 3,300 employees

• 10.5  million members

• Presence in all 50 state, D.C. and US Territories.

4

Helping People Live Healthier Lives

Pharmacy Program Structure

5

UHC Process Owner
“The Manager”
• Determine business requirements
• Own corresponding delegated 
entity process relationship

• Establish process controls

5

Delegated Entity Process Owner
“The Team Players”
• Implement required processes
• Establish quality processes to assure 
adherence

• Provide raw data to support process 
measurement and controls

UHC Oversight & Monitoring
“The Athletic Trainer”
• Provide validation of controls and 
measurement to ensure program consistency

• Augment measurement and control processes 
when no clear UHC Process Owner

• Coordinate oversight activities
• Report Outcomes

UHC Compliance
“The Umpire”
• Prevent compliance issues through 

activities focused on documentation, 
education, and interpretation.

• Monitor operations to ensure that risks are 
known and managed and we are meeting 
compliance expectations.  

• Ensure compliance oversight and input 
when issues are identified that present and 
legal and / or compliance risk to the 
organization.

2011 2012 2013 2014 2015

The Mascot

The Big 
Game

Spring 
TrainingThe Draft Practice

• CMS Finds Issues

• Corrective 
Actions Begin

How we learned to play as a team

6

• Ongoing 
Monitoring

• Audit Readiness

• Monitoring

• Continuous 
Improvements

• Audit Readiness 
Begins

• CAP Validations

• PhROG

• Workstreams

• Team 
Enhancements

• Corrective 
Actions
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Basic Skills – Learning the Rules of the Game

CARR

 Leadership Engagement

 Regulatory Alert Intake Process

 Interpretation and Actions Required

 Audit Updates

 Compliance Activity

Plan/PBM Collaboration

 Regular Touch points

 Collaboration and Sharing Best Practices

 Alignment of Interpretations

 Demand Management

7

Compliance Risk Assessments

Annual process

• Reviewed at least quarterly

Consider how to asses 

• By functional area

• By team

• By delegated entity

Involve anyone with knowledge about the performance of 
the function/team/entity

Monitor industry trends and regulatory activity

Results are used to prioritize annual work plan and 
monitoring plan.

8
Confidential Property of UnitedHealth Group. Do not distribute or reproduce without express permission of UnitedHealth Group.

Compliance Risk Assessments

9
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Risk Factors for Scoring  (1-5 pts. – some doubled)
 Control Environment,
 Change in Control Environment,
 Management / Staff Turnover,
 Reliance on an FDR
 Level and Effectiveness of Self-Monitoring,
 Sensitivity of Prior Findings,
 Regulatory Changes,
 Level of Risk as Identified by Regulators, 
 STAR Ratings, Past Performance, and Financial impact, 
 Member impact.

Bonus Points can also be added to account for other risks 
(reputational, legal risk, etc.)
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Compliance Risk Assessments

10
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Weighted 
Total Business Area

Business 
Owner(s)

60 Formulary Administration (incl. Transition) Owner A
49 Coverage Determinations Owner B
45 Grievances Owner C
40 CD - Direct Member Reimbursement Owner B
38 MTM Owner D
36 P&T Committee Owner A
35 Formulary Development Owner A
32 Eligibility Owner E
30 Member Materials Owner F
24 Fraud, Waste, and Abuse Owner G
24 Compliance Program Owner H

*Note:  Results provided are examples only.

Oversight & Monitoring Gap Assessments

Ongoing Process

Assess all delegated activities

Partner with Business Leaders

Ensure performance meets Service Level Agreements (SLAs), 

business expectations and Compliance requirements 

Leveraged to define the minimum level of acceptable monitoring

11
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Oversight & Monitoring Gap Assessments 

12
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Performance Failure Impact
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Oversight & Monitoring Gap Assessments

What does Oversight & Monitoring look at in an assessment?

Policies and Procedures

Performance Reports

Stakeholder Meetings

Detection Tools

Monitoring 

13
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Why all the Monitoring?

Why monitor?

What are we trying to achieve?

Where, and with whom, do we 

partner?

What are the signals telling us?

What should we do with the results?

14
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Oversight & Monitoring

15
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 Why do we monitor?

 What do we monitor?

 With whom do we partner?

 Where do we partner?

 How do we monitor?
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Oversight & Monitoring

16
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Compliance Monitoring

What’s the purpose of Compliance monitoring?

• Due diligence

• Confirm compliance

• Validate corrections

• Protect against potential FWA

How do I decide what areas to monitor?

• High risk areas from risk assessment, 

• Previous instances of non-compliance,

• Availability of other reliable data about performance,

• Member / provider complaints or trends,

• Changes to regulatory requirements, and

• Regulatory enforcement actions.

17
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Compliance Monitoring

18
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For each are to be monitored…

• What should I monitor?

• What is the data source?

• How many samples should I test?

• What is the desired frequency?

Documentation

• Monitoring work plan

• Procedures (universe, selecting samples, monitoring, 
goals/benchmarks, reporting results, corrective actions)

• Testing worksheets

• Reporting

• Corrective Actions



3/17/2015

7

Rules of the Game for Delegated Entity 
Oversight

Build your roster

Understand the Rules of the Game

Practice

Use your signals

Watch the game

Have a game plan

Work as a team

Celebrate the wins and learn from

the losses

19
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Delegated Entity Oversight – It’s a Team Sport

Questions?

20

Contact Information:
Niki Jo Kurtis:  nikijo_kurtis@uhc.com
Ali Hanson: alison_hanson@uhc.com
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Pillsbury Winthrop Shaw Pittman LLP

Asha Scielzo, Special Counsel

Pillsbury Winthrop Shaw Pittman

Tina Rao, Chief Counsel of Healthcare

Maxim Healthcare Services

Thomas Rawlings, Senior Director of Compliance

Maxim Healthcare Services

Trends, Challenges, and Best Practices 
for an Effective Home Health 
Compliance Program

Agenda

 Recent Legal/Regulatory Developments in Home Health Compliance

 Home Health Compliance Challenges and Importance of Effective 
Compliance Programs

 Best Practices for Designing, Implementing, and Maintaining an Effective 
Compliance Program

 Processes and Training for Compliance

 Physician Signatures

 Training/Education 

 Patient Safety and Quality of Care

 Monitoring for Compliance

 Utilization Review

 Audits

 Repayment

1 |

RECENT DEVELOPMENTS

2 |
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Headlines, Headlines, Headlines

 2/17/15.  Owner of Miami-based Longcare Home Health pled guilty to conspiring to 
commit health care fraud by billing Medicare for services not medically necessary or 
not provided, and paying kickbacks and bribes.

 2/10/15.  ResCare Iowa paid $5.63 million to settle False Claims Act allegations related 
to its failure to document compliance with physician certification and face-to-face 
requirements between 2009 and 2014.

 2/9/15.  Kansas personal care attendant sentenced to 18 months prison and restitution of 
over $250,000 for submitting fraudulent bills to Medicaid.

 1/30/15.  Federal judge in Miami sentenced four people to prison terms of 2 to 10 years 
related to $6.2 million home health fraud scheme that ran from Dec. 2008 to Feb. 2014.  
Defendants were patient recruiters and/or management for Professional Medical Home 
Health, which billed Medicare for services that weren't medically necessary or weren't 
provided.

 11/5/14.  California home health agency’s provider agreement terminated when CMS 
determined facility was not compliant with conditions of Medicare participation 
during three CMS surveys.

3 |

Recent Legal Developments in Home Health 
Compliance – Regulatory Developments

 Changes to Medicare payment requirements effective Jan. 1, 2015
 Elimination of face-to-face narrative requirement

 Elimination of 13th and 19th visit therapy reassessment requirements

 Increase in compliance threshold for OASIS assessments

 Proposed rule on home health Conditions of Participation (issued Oct. 
6, 2014)
 Focus on patient-centered, data driven, outcome-oriented process and on 

eliminating unnecessary procedural burdens

 Would expand the current patient right CoP and create CoPs for care planning, 
coordination of services, and quality of care, quality assessment and performance 
improvement, and infection prevention and control

4 |

Recent Legal Developments in Home Health 
Compliance – Agency Activity

 Beginning April 1, 2015, Medicare will compare HIPPS code on home 
health claims with HIPPS code on corresponding OASIS assessment

 Clarification of “confined to home” definition in Chapter 15 of the 
Medicare Benefit Policy Manual (Aug. 1, 2014) (mirrors 2013 changes 
to Chapter 7 of Medicare Benefit Policy Manual)

 Details on standardized assessments for post-acute providers 
revealed during Open Door Forum on Feb. 25, 2015

 CMS authority to impose civil monetary penalties for non-compliance 
with CoPs (effective July 1, 2014)

 Second wave of temporary moratoria on enrollment in certain regions 
announced in Jan. 2014 (Fort Lauderdale, Detroit, Dallas, and 
Houston)

5 |
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Recent Legal Developments in Home Health 
Compliance – Enforcement Focus

 CMS developing pilot program, to begin in South Florida, to determine 
how many Medicare fraud cases are taking place in home health 
agencies

 OIG has prioritized improved controls on improper Medicare billings 
by HHAs (March 2014)

 One of first OIG exclusions based on breach of a CIA since 2007 was 
of a home health provider (Kai Heart)

 Major target of False Claims Act activity in 2014 and generated some 
of the largest settlements 
 Amedisys - $150 million

 Visiting Nurse Network - $34.9 million

 CareAll Management - $25 million

6 |

COMPLIANCE CHALLENGES

7 |

Compliance Challenges and Importance of Effective 
Compliance Programs

 Evolving, complex federal regulatory and payment regimes
 Medicaid is a major payor for home health – must contend with various state 

regimes, as well as Medicare regulations

 Many states operate waiver programs covering home health services, adding to 
the regulatory complexity

 Necessitates consistent processes, training, and monitoring to ensure compliance

 More difficult to supervise services and ensure quality of care where 
workforce is mobile and care is provided in patients’ homes
 Must have processes in place to prioritize and protect patient safety and quality of 

care

 Challenges in appropriately screening and training employees, 
particularly in high turnover environment
 Raises stakes on developing excellent processes for training and for monitoring 

safety and quality of care

8 |
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Compliance Challenges and Importance of Effective 
Compliance Programs

 Essential to design and implement an effective compliance program to 
address these challenges
 Implement and regularly update processes to ensure compliance with all applicable 

regulatory regimes – e.g., physician signature and documentation requirements

 Appropriately train staff to provide up-to-date information and promote culture of 
compliance

 Prioritize patient safety and quality of care by developing mechanisms for 
monitoring and responding to any issues

 Develop effective monitoring systems, including utilization review and audit 
functions

 Implement effective process for determining and making repayments when 
required

9 |

BEST PRACTICES FOR 
COMPLIANCE PROGRAMS

10 |

The Maxim Example

 Over 25 years of experience in home health care

 Operates more than 360 offices nationwide

 Entered into a DPA and CIA with the federal government and certain 
states in 2011

 Extensive internal reforms and restructuring since 2009 to ensure 
robust compliance

11 |
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PROCESSES AND TRAINING FOR 
COMPLIANCE WITH KEY 
REGULATORY REQUIREMENTS

12 |

Physician Signatures

 Physician signature must be obtained on order (CMS 485, plan of 
care)

 Certain states require physician signature to be obtained within a time 
period and before billing
 Time limits range between 30 and 60 days

 Maxim requires all physician orders to be scanned to a corporate 
database
 All are reviewed for timeliness of signatures based on state regulations 

prior to being dropped to bill payer

13 |

Training/Education

 Dedicated training required under CIA

 Training includes the following:
 Fraud and Abuse

 HIPAA/Privacy

 Sexual Harassment

 Professional Boundaries

 Billing 

 Policy training

 Training provides clear examples 

 Provided through online portal through Cornerstone software to 
caregivers

 Maxim received nationwide recognition 2014 Best Practice Award 
from Health Ethics Trust for their compliance and ethics education 
and training program.

14 |
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ENSURING PATIENT SAFETY 
AND QUALITY OF CARE

15 |

Patient Safety and Quality of Care – Best Practice: 
Rapid Response Investigations

 Rapid Response – Privileged Investigation led by attorney 

 Identified pervasive process breakdown that may involve patient injury 
or death
 Swat team approach to ensuring patient safety

 Operation team leads are in the office within 48 hours and accounting for 
operational and clinical processes

 High degree of a patient safety risk

 VP Compliance, Regional Compliance Officer involved

 Plan of Correction reporting and Root Cause Analysis

 Frequent meetings until issue is resolved

16 |

Patient Safety and Quality of Care

 Quality Committee – est. 2013

 Quarterly meetings

 Discuss any sentinel events

 Review incident reports

 Falls

 Broken bones/injury

 Patient deaths

 Medication errors

 Sleeping nurses

 Competency

17 |
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MONITORING COMPLIANCE

18 |

Auditing/Monitoring Activity Planning 

 Understanding the scope and purpose of the audit request
 On notice of pending investigation 

 State survey issue (e.g. Standard, Conditional, Immediate 
Jeopardy)

 Repayment request

 Pending acquisition

 Incident follow up

 Scheduled

19 |

Understanding the Risks

 Risks that should be considered:
 Patient Safety

 Billing/Coding

 Licensure

 Documentation

 Education and training available

 Employee honesty

 Theft

 Reputation

20 |
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Availability of Resources

 Priority established

 Length and breadth of engagement

 Personnel available and skillset

 Opportunity costs

 Leadership support

 Cross departmental collaboration

 Subcontracting resources

21 |

Development of Audit Format

 Items to consider when constructing an audit format
 Nature of the issue

 What created the audit need (e.g., patient complaint, outside 
inquiry, hotline call, investigation interview)?

 Are there patient safety issues?

 Identifying potential payers involved

 What policy, rule, law, regulation may have been violated?

 Define a timeframe goal for the completion of the audit

22 |

Audit Performance

 Auditing/monitoring objective

 Where to start?

 When to start?

 How did the issue arise?

 Personnel involved

 Is there a deadline?

 Availability of audit grid/tool or ad hoc

 Technology available

 Audit team skill set

23 |
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Audit Process

 Define audit lead

 Clarify information flow prior to beginning the engagement

 Provide clear direction and instruction to team assigned

 Discuss anticipated scenarios, if at all possible

 Provide direction on levels of concern that may be 
discovered

 Schedule routine communications based on nature of 
engagement

24 |

Audit Process

 Maintain an open mindset to ensure all known risks are 
addressed

 Report development

 Identify reporting requirements

 Identify process for high risk situations that require 
immediate attention

 Communicate need for plan of correction

 Establish expectation for root cause analysis

25 |

Audit Process

 Address all issues so that engagement can be closed
 Patient Safety

 Billing 

 Clinical

 Administrative

 Re-Education

 Human Resources

 Reporting

 Legal

 Licensure

 Accreditation

26 |
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Audit Teams and Approach

 On site review
 Opportunity to review original documentation

 Home Visits

 Administrative process

 HR Files

 Interviews of Leadership

 Escalation process

27 |

Audit Teams and Approach

 Claims Testing
 Documentation – Shift Level, Authorizations/Orders

 Documentation – Physician Orders

 Clinical Quality 

 Claims Submission

 Financial Review

28 |

Audit Teams and Approach

 Flexibility 

 Knowledge of Payer/Program Requirements

 Audit Tools Specific to a Program
 Homecare Certified locations

 Behavioral  - state / program specific

 State waiver programs

29 |
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Utilization Review Processes – Utilization Review 
Committee

 Created in July 2013

 4 clinicians including compliance and legal members
 CMO

 VP of Clinical

 VP of Compliance

 Regional Compliance Officer (rotating)

 Senior Director of Compliance

 Chief Counsel, Healthcare

 Legal Assistant

30 |

Utilization Review Processes – Utilization Review 
Committee

 Meetings based on volume; every other month

 Peer Review Committee  

 Medical necessity

 Homebound status

 Clinical documentation issue

 Repayments have been made

31 |

Utilization Review Processes

 In order to determine whether a repayment may be warranted, review 
the following documentation:
 Diagnosis

 Physician orders

 Home visits

 Assessments/Reassessments

 Payer’s definition of medical necessity

 Nursing or Aide notes

 Repeated refusal of services

 Goals met

 Patient is independent

32 |
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HANDLING REPAYMENTS

33 |

Repayment Process Best Practices – Process Flow

 Conduct internal compliance investigation
 Gather facts 

 Conduct interviews 

 Scope of non-compliant issue

 Determine credibility of witness to substantiate claims

 Review non-compliant issue for a repayment
 Legal Billing Analysis Team 

 Review regulations to determine conditions of payment or conditions of 
participation

 Conduct risk analysis

34 |

Repayment Process Best Practices – Process Flow

 If repayment is warranted, dates of services are calculated for 
repayment by finance/accounting team
 Repayment database logged (tracking system)

 Accounts for days (30 days, 60 days in the system)

 All repayments are tracked to be paid back within 30 days of identification per 
Maxim’s CIA (stricter than federal law)

 Closed out when check is cashed or when electronic refund is processed

 Chief Compliance Officer is notified as to the number of days a repayment is open 
through share point system

35 |
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Repayment Process Best Practices – Process Flow

 Discuss self-disclosure with Medicaid Fraud Control Unit, if applicable

 Top 15 Repayments/Audits are discussed on a monthly call with the 
Chief Financial Officer, Chief Compliance Officer, General Counsel, 
Finance and  Accounts Payable
 Need to determine probability of repayment if in appeal or litigation

 Finance will need to accrue for large repayments

36 |

THANK YOU!

Questions?

37 |

Contact Information

Asha Scielzo, Special Counsel

Pillsbury Winthrop Shaw Pittman

asha.scielzo@pillsburylaw.com

202-663-8256

Tina Rao, Chief Counsel of Healthcare

Maxim Healthcare Services

tirao@maxhealth.com

410-910-1470

Thomas Rawlings, Senior Director of 
Compliance

Maxim Healthcare Services

trawling@maxhealth.com

410-910-1580

38 |
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The FTC and the Evolution of 
Privacy & Security Law 
Presented by:
David Holtzman
VP of Compliance, CynergisTek
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Today’s Presenter

• Vice President of Compliance Services, 
CynergisTek, Inc.

• Subject matter expert in health information 
privacy policy and compliance issues involving 
the HIPAA Privacy, Security and Breach 
Notification Rules

• Over 12 years of experience in developing, 
implementing and evaluating health 
information privacy and security compliance 
programs

• Former senior advisor for health information 
technology and the HIPAA Security Rule, 
Office for Civil Rights

David Holtzman
CynergisTek, Inc.
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Deceptive Trade Practices

3

Applying the FTC Act to the 
Protection of Privacy

Agenda

Unfair Trade Practices

Enforcement and Corrective 
Actions

Wrap Up

Data Security Standards
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Applying the FTC Act to 

Protection of Privacy

4
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• Federal Trade Commission Act

– Signed into law in 1914 to provide consumers protection 

against anticompetitive, deceptive or unfair business practices 

of companies in interstate commerce

– Section 5 prohibits unfair or deceptive acts or practices

• Beginning in 1995 FTC sought industry self‐regulation to combat 

threats to consumer privacy

• Since 2002 FTC has brought more than 55 cases alleging consumer 

data not reasonably safeguarded due to deceptive or unfair trade 

practices

FTC Act

CynergisTek, Inc.     11410 Jollyville Road, Suite 2201, Austin TX 78759        512.402.8550     info@cynergistek.com cynergistek.com   � @CynergisTek 6

• Congress gave FTC very broad and general regulatory 

authority by design for an evolutionary approach

• Overlap in agency authority inevitable with other 

agencies and state law because jurisdiction in FTC 

Section 5 spans nearly all industries

• Use of a “reasonable” standard for data security looks 

to industry accepted standards instead of a rigid set of 

rules

• An evolving Common Law approach to privacy and data 

security requirements

Common Law of Privacy & Security 
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Deceptive Trade 

Practices
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• Any materials representation, omission or practice that 

is likely to mislead a reasonable consumer

• Broken promises of privacy and data security

• Deceptive actions to induce disclosure of information

• Failure to give sufficient notice of invasive practices

Deception Jurisdiction Far Reaching
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• Promises to maintain confidentiality or to refrain from 

disclosing information to third parties

• Promises to only collect data consistent with the 

company’s policy

• Promises to provide adequate security for personal data

• Promises to maintain anonymity

• Promises not to disclose personal data to third parties by 

selling in bankruptcy proceedings

Broken Promises of Privacy 
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• Deceptive actions taken by a company in order to induce 

disclosure of information of personal information

– False and misleading claims

– Misrepresenting the authority to receive personal information 

from consumers or those who hold information of consumers

• If the deception is egregious enough practice is considered to be 

an Unfair Trade Practice

– Unfair practices that caused substantial injury, not reasonably 

avoidable by consumers

General Deception

CynergisTek, Inc.     11410 Jollyville Road, Suite 2201, Austin TX 78759        512.402.8550     info@cynergistek.com cynergistek.com   � @CynergisTek 11

• Providing consumers Notice and Choice

– Fair Information Privacy Principles (FIPP) widely 

adopted as industry standard practice

– Adequate notice on data collected and used about 

them

– Giving choice regarding certain forms of data 

collection or use.

• Companies ignored consumer privacy preferences

Insufficient Notice

CynergisTek, Inc.     11410 Jollyville Road, Suite 2201, Austin TX 78759        512.402.8550     info@cynergistek.com cynergistek.com   � @CynergisTek 12

• Enforcing promises to provide reasonable security 

measures to protect personal information from 

unauthorized access, alteration, disclosure or 

destruction

• Reliance on industry standards and other norms to 

identify practices that constitute adequate security 

practices when collecting personal information

Data Security
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Unfair Trade Practices
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• “Unfair” practices are defined through a 3 part test 

– Cause or are likely to cause substantial injury to 

consumers 

– Which is not reasonably avoidable by consumers 

themselves, and 

– Not outweighed by countervailing benefits to 

consumers or competition

Unfair Trade Practices
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• Retroactive Changes

– Changing terms or privacy settings collected under a previous, 

different agreement

• Deceitful Data Collection

– Collecting personal information through deceit, surreptitious 

data gathering or surveillance

• Improper Use of Data

• Unfair Design or Unfair Default Settings

• Unfair Data Security Practices

Theories of Unfair Trade Practices
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Data Security Standards

16
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• Companies handling consumer information must 

implement a program

– With administrative, technical, and physical safeguards 

appropriate to the organization’s size and complexity, 

– The nature and scope of its activities and 

– The sensitivity of the personal information collected from or 

about consumers

• Develop and implement procedures for data collection, 

storage, handling, transport, and disposal

Comprehensive Data Security Program
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• Formal data security procedures should employ readily available 

technology and practices for safeguarding consumer information

• Consider well‐known threats and business specific vulnerabilities 

tailored to an organization’s business model and data needs

• Security policies should cover

– Password procedures

– Access limitations

– Encryption protocol

– Processes for data retention and disposal

Security Based on Industry Best Practice
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• Implement appropriate checks and controls on the 

review and testing of software or products intended for 

internal use

• Follow industry best practices for programming 

including those described in the product’s OS guides

• Perform security reviews and testing of software and 

products at key points in development cycle

Software and Product Review
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• Require by contract that service providers implement and 

maintain appropriate safeguards for consumers’ personal 

information

• Ensure reasonable oversight of service providers’ security 

practices and their employees handling of personal information

– Adequately verify through monitoring & assessments that 

service providers implement reasonable and appropriate 

security measures to protect personal information

– Request and review relevant information about a service 

provider’s security practices

Managing Service Providers

20
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• Companies implement a program that considers 

safeguards to security, integrity and confidentiality to 

personal information online 

– Material threats or hazards that would compromise 

the privacy or security of sensitive information

– Ensure issues are addressed and corrected

– Continuous monitoring and evaluation based on 

changing circumstances

Risk Based Privacy & Security
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• Preventing and addressing incidents of unauthorized 

access to and disclosure of personal information

– Check for & install critical patches and updates

• Implement reasonable measures to assess and enforce 

compliance with established security policies

– Scanning networks & blocking unauthorized 

downloads

Unauthorized Access & Disclosures 
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• Implement policies for the detection of unauthorized 

access

– Installing anti‐virus or anti spyware programs on 

components

– Employing an intrusion detection system

– Creating a formalized process to address security 

warnings and intrusion alerts

– Logging network activity and reviewing activity in any 

network. 

Detecting Unauthorized Access
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• Employee training program to assist employees in 

understanding & managing privacy and security 

standards

– Line employees, IT administrators and executives 

should receive training on the sensitivity and 

safeguarding of personal information of consumers

– IT administrators should receive appropriate training 

and oversight for detecting application vulnerabilities 

and conducting security testing

Employee Training
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FTC Enforcement Under 

Section 5

25

CynergisTek, Inc.     11410 Jollyville Road, Suite 2201, Austin TX 78759        512.402.8550     info@cynergistek.com cynergistek.com   � @CynergisTek 26

• Case‐by‐case enforcement actions through settlements

– Prohibition on wrongful activities

– Fines and other monetary penalties

– Consumer notification and remediation

– Deleting data and refraining from using it

– Making changes in privacy policies

– Establishing comprehensive programs

– Assessments by independent monitors

– Recordkeeping and compliance reports

– Notification of material changes affecting compliance

How FTC Enforces Section 5
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Wrap Up

27
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• Review FTC Settlements

– Development of privacy and security requirements 

explained in FTC settlements

– Changes in consumer expectations

– Industry standards evolve 

– Innovation in technology

• FTC Reports and Guides for Business

– Privacy and Security Update

How to Keep Up With Evolution
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Questions

David Holtzman

david.holtzman@cynergistek.com

512.405.8550 x7020

@HITprivacy

Questions?

?
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Overview

 Reasons for Compliance Review of Physician Relationships

 Compliance Oversight Domains for Arrangements with 
Physicians

 Effective Audit and Monitoring Processes to Ensure 
Compliance

 Review Examples of Remuneration Monitoring Tools
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Overview

 Reasons for Compliance Review of Physician 
Relationships

 Compliance Oversight Domains for Arrangements with 
Physicians

 Effective Audit and Monitoring Processes to Ensure 
Compliance

 Review Examples of Remuneration Monitoring Tools
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Reasons for Compliance Review of 
Physician Relationships

 Critical component of an effective compliance 
program

 Increased regulatory scrutiny and enforcement 
actions and enhanced penalties

 Stark, Anti-Kickback and False Claims Act 
Liability
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Reasons for Compliance Review of 
Physician Relationships
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Overview

 Reasons for Compliance Review of Physician Relationships

 Compliance Oversight Domains for Arrangements 
with Physicians

 Effective Audit and Monitoring Processes to Ensure 
Compliance

 Review Examples of Remuneration Monitoring Tools
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Compliance Oversight Domains for  
Arrangements with Physicians

 Training
 Initiation of Physician Contracts
 Internal Review and Approval
 Centralized Contract Tracking System
 Services Performed as Intended
 Monitoring Space Use as Intended
 Remuneration Audit and Monitoring: Payments and Receipts
 Remediation of Violations
 Compliance Officer and Legal Review 
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Overview

 Reasons for Compliance Review of Physician Relationships

 Compliance Oversight Domains for Arrangements with 
Physicians

 Effective Audit and Monitoring Processes to Ensure 
Compliance

 Review Examples of Remuneration Monitoring Tools

PAGE 9
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Effective Processes Ensure Compliance
 Training

 Contract initiators and approvers – special training
 Legal and Compliance – jointly sponsor annual training
 Specific training – as needed for process control

 Implement a contract approval process
 Responsible manager initiates requests
 Documented legitimate business need for services
 Detailed task oriented job descriptions 
 Specific forms to track services rendered 
 FMV relates to services and is up to date 
 Legal counsel expert in Stark and Anti-Kickback review
 Compliance review concurrent through the process

PAGE 10

Effective Processes Ensure Compliance

 Create and maintain a centralized contract database

 Policies emphasize detailed review and approval of 
remuneration paid to and received from physicians 
 Detailed activity logs required

 Logs must contain sufficient detail to support time claimed
 Party to contract retains supporting documentation for audit
 No payments made without sufficient documentation

 Parties are informed at time of contract signing of activity log 
and supporting documentation requirements
 One on one education - effective

PAGE 11

Effective Processes Ensure Compliance

 Monitor use of leased space and equipment 

 Periodically test completeness and accuracy of contract 
database, related forms and checklists

 Periodically perform audits to test remuneration paid and 
received as intended:
 Accounts Payable 

 Includes non-employed physician remuneration
 Accounts Receivable

 Includes leased space and other resources
 Payroll

 Includes test of compensation formulas
 Practice Support and Loan Forgiveness

PAGE 12
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Effective Processes Ensure Compliance

 Track Work Plan progress
 Effectiveness measure

 Report results of reviews and audits
 Dashboard reporting - quantify results
 Transparent reporting of results and activities

 Remediate violations as they arise
 Utilize counsel expert in Stark and Anti-Kickback
 Develop action plan of correction
 Remediate with other party to the contract
 Self-report as required
 Re-audit action of correction for effectiveness

PAGE 13

Overview

 Reasons for Compliance Review of Physician Relationships

 Compliance Oversight Domains for Arrangements with 
Physicians

 Effective Audit and Monitoring Processes to Ensure 
Compliance

 Review Examples of Remuneration Monitoring Tools
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Contract Checklist Form

 Required for all contracts prior to 
signing

 Summarizes key contract terms
 Allows for documentation of 

legitimate business need for 
contract

 FMV documentation attached to 
Checklist

 All required approvals 
documented, including Legal and 
Compliance

PAGE 15
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Agreement Certification Form

PAGE 16

 Required for all contracts prior to 
signing

 Certification signed by 
authorized hospital manager

 Consistent with certifications 
required under recent CIA’s

*Sample Certification Form included in handouts

Centralized Tracking System – Contract 
Database

 Identify desired functionality – contract review, tracking only, etc.
 Designate person responsible for input (e.g., Compliance or Legal)
 Include contract, forms, FMV, and data to facilitate audits
 Real time audit of uploads
 Regular audits for completeness and accuracy

PAGE 17

Contract Policy Effectiveness Review -
Hypothetical

PAGE 18
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Contract Policy Effectiveness Review 
Dashboard - Hypothetical
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Remuneration Review and Audit Matrix

PAGE 20

Remuneration Review and Audit Matrix -
Non Employed Administrative

PAGE 21
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Auto-Calculating Time Report Tools Reduce 
Errors

PAGE 22

Insert Pay Period End 
Date from Payroll 
Schedule Tab 

Choose physician 
name from drop down 
box and fill in number 
of hours worked

Auto-Calculating Time Report Tools Reduce 
Errors - Worksheet Cont.

PAGE 23

Amounts to be paid 
are auto-calculated 
based on hours 
reported and hourly 
rate listed in Payroll 
Schedule Tab

Timesheet Sample

PAGE 24

Must be 
submitted 
timely  i.e., 
within 30 days 
of the end of 
each month

Include 
specific duties 
from contract
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Timesheet Sample Cont.

PAGE 25

Certification 
required for 
physician and 
responsible 
manager

• Time must be 
reported in 15 
minute 
increments

• Sufficient 
description 
detail 
required

Plan the Work – Work the Plan

PAGE 26

Charted Work Plan Excerpt - In Excel

PAGE 27
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Payroll Audit – Physician Compensation 
Model

PAGE 28

Employed Physician – Compensation Model Audit

Objective
Our objective is to verify that each physician compensation 

model is applied accurately and
consistent with the terms of the contract

Universe
All employed physicians paid under a compensation formula 
Examples: IM, FP, Surgery, OB-GYN, Cardiology, Oncology

Sample 
Determination

100% test - compensation model math (annually or when adjusted);
RAT STATS  individual sample for each compensation model;

Review of Compensation Database for anomalies 

Test

Source verification of amounts: WRVU data
Per terms: WRVU rate, Adjustments, Sign-On Bonus, Timing of 

Adjustments, Bonus Allocation, Quality Metric Compliance, Physician 
Extender-Related Compensation, Other (per terms) 

Results
Draft Results - No material findings; compensation formulas stable, 

adjustments timely, quality metrics performance acceptable  
Action Plan of Correction – N/A 

Compensation Model Audit - Draw Validation

PAGE 29

Payroll Audit – Salaried Physicians

PAGE 30

Salaried Physician Remuneration Audit

Objective
Our objective is to verify that physician remuneration is

consistent with the terms of the contract

Universe
All physicians who receive a salary through Payroll as auto-pay 

and all residents
Examples: Nocturnist, Urgent Care; Residents

Sample 
Determination

RAT-STATS sample from the non-resident universe and all residents 
(100% review) 

Test
Per terms: Salary Rates, Bonus Allocation, Mid-Payroll Start Date, 

Variable Rates: shift, weekend, multiple roles

Results
Draft Results - No material findings; resident payroll not prorated 

during initial pay due to mid-pay period start date
Action Plan of Correction – pay adjusted for all applicable residents 
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Resident Audit - Pivot Table with Supporting 
Documentation

PAGE 31

Monitoring Remuneration Subject to Annual 
Cap - Cap Analysis Results Example Tool

PAGE 32

Insert Reference # from 
Compliance Payment Database 
and Cap Analysis auto-populates 
with all data below

Cap Analysis Results Example Tool Cont.

PAGE 33
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Accounts Payable Audit –
Remuneration Paid to Non-Employed Physicians

PAGE 34

Time-Based Remuneration Audit

Objective
Our objective is to verify on an annual basis that physician 

remuneration is consistent with the terms of the contract and is 
supported by evidence of time worked

Universe All physicians who request payment by submitting timesheets

Sample 
Determination

All physicians who submit timesheets. Sample includes xx physicians 
as of x/xx/xx

Test
1 month in the year - subjective selection of varying duties (at least 3 

that encompass job duties). Supporting documentation of time 
worked reviewed to validate time worked per the contract 

Results

Initial Review in Progress. One finding - Physician did not submit 
(maintain for future review) back-up documentation; however, 

sufficient evidence of time worked was recompiled upon request 
using sign in sheets, minutes and other evidence (e.g., calendar, 

publications)

AP Audit – Remuneration Paid to 
Non-Employed Physicians (Cont.)

PAGE 35

Job Duties Concordance Review

PAGE 36
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Job Duties Concordance Review Cont.

PAGE 37

Accounts Receivable Audit – Remuneration 
Paid To Hospital

PAGE 38

Accounts Receivable Remuneration Audit

Objective

Our objective is to verify on an annual basis that remuneration 
paid to hospital by a referral source  is consistent with the terms 

of the contract and in comportment with applicable hospital 
policies

Universe
All referral sources subject to a contract where remuneration is 

paid to the hospital

Sample 
Determination

Annually, test 100% of all referral sources as defined in the 
Universe statement; Extract all A/R vendor data

Test

Step 1: String Test A/R vendor universe for  concordance with 
Contract Database and identification of referral sources paid 

Step 2:  Confirm payments were i) per terms; ii) made timely; iii) 
pursued per policies  (invoice, late fee, escalation); and iv)

applicable contract is in Contract Database     

Results

There were no material findings that would indicate systemic 
issues with the A/R process and Compliance Policies; Refer to 

management report for control recommendations

Accounts Receivable Audit-Testing Tool

PAGE 39
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Monthly Lease Monitoring Tool

PAGE 40

Leased Space Verification Monitoring Form - Dedicated Space Quarterly Report
Tenant:  Hypothetical Tenant OB/GYN Full Time

Quarter: x-201x

Lease Terms Monitor Comments
Physician/ 

Group
Location of  

Space
Lease 

Start Date
Lease End 

Date
Terms of 

Usage 
Observations Payment-

Late Rent 
Compliant / Not-

compliant Exception 
notes 

OB Gyn 
Practice 
Full Time 
Lease

xx Ave., 
Cincinnati, 
OH

8/2/2012 8/31/2022 Full Time; 
Utilize the 
Premises 
only for a 
medical 
office and 
for no other 
purpose; 
xxxx Square 
feet

Monitor observed that space use is consistent with lease language at 
xxxx square feet.
As-built conditions were consistent with lease floor plan including: 
One (1) waiting area; One (1) reception area;
One (1) large business office/nurses area/medical records area; 
Eleven (11) exam rooms; Two (2) restrooms;
Two (2) storage rooms
Monitor inquired with staff member on-site and was told the doctor 
uses no additional space for office or storage purposes other than 
the suite specified in the lease. No hospital equipment on site; no X-
ray equipment.

$14,096.95 
per term 
accurate and 
paid on time 
Nov. 2012-
June 2013; 
Prop Mgmt. 
system 
concordant 
with AR

No Exceptions-
Compliant

Other

Monitor inquired with staff member on-site and was told the doctor 
uses no additional space for medical purposes other than the suite 
specified in the lease.
Monitor inquired with staff member on-site and was told the 
practice uses no other space elsewhere in the building for any other 
purpose. Exam rooms were equipped with what appeared to be a 
reasonable amount of medical supplies.  On-site staff indicated that 
all medical equipment and supplies for the suite are provided by the 
practice; Confirmed with Central Supply.

Rent 
Current

Y

Monitor follows Review 
Criteria per Compliance 
Policy

Leased Space Dashboard Roll-Up Tool

PAGE 41

o Individual Reviews automatically roll-up to Master Form 

PAGE 42

Questions?



HYPOTHETICAL A/R AUDIT WORK PLAN ANYWHERE HOSPITAL

1. Establish the Audit Universe 1. Extracted specific data from "Complete A/R Reports" (e.g. customer information, contract

A. Validate completeness of the population type, contract number, invoicing details, etc.) and created a Master EXCEL Audit Workpaper.

1. Leased Space 2. Conducted consultative interviews with A/R personnel x and x. Reviewed the raw 3. Contract Database

2. Non-Leased Space A/R data to ensure that all contracts in effect within the audit timeframe were fully

B. Test existing control effectiveness captured. Performed String Test for transactions w/o contracts.

3. Queried Contract Database and ran a report which grouped all contracts that were flagged as

contracts with referral sources.

4. Examined the contract initiation process and approval/review process.

2. Verify every contract is found in Contract Database 1. Cross referenced and reconciled A/R Reports, Property Mgmt. Reports and Other Reports 1. Contract Database

with the Contract Database. 2. Master EXCEL Audit Workpaper

2. Performed a gap analysis by cross referencing the Contract Database Report with the 3. Monthly A/R Reports

Master EXCEL Audit Workpaper. 4. Hard Copy Contract Files

3. Any contract that does not appear on both Databases is reconciled with Legal immediately. 5. Common Identifier in all Databases

4. The Master EXCEL Audit Workpaper is updated as needed to reflect: to assure accurate pivots

A. Contract status

C. Contract numbers requiring addition to Finance's "Complete A/R Report"

3. Verify that 100% of the remuneration received 1. Requested - received from A/R : data files containing all invoicing and cash receipts activity. 1. Master EXCEL Audit Workpaper

was according to contract terms. 2. Each Lease was reviewed to confirm the monthly rent per the contract. Those 2. Contract Database and Paper Contract Files

amounts were annualized and recorded respectively on the Master Audit Workpaper. 3. A/R Files

3. Using pivot tables, vlookups and if statements, the data files were queried, categorized, 4. Applicable policies

refined and aggregated into a format to enable upload of annualized cash

receipts into the Master EXCEL Workpaper by respective identifier.

4. Randomly selected one month's invoice, for each Non-Leased Space Contract

and verified that the billing was in comportment with policies and contract.

5. A variance analysis was performed (e.g. Rent Received vs. Rent Expected).

6. A list of reconciling items (i.e. unexplained variances) was forwarded to A/R for input.

4. Verify Late Payments appropriately tracked-pursued 1. Analyzed the raw A/R Data to verify that the "payment due dates" loaded into billing 1. Arrangement A/R Data Files -x YTD

A. Applicable late fees were accurately and system were congruent with the respective contract. 2. Master EXCEL Audit Workpaper

consistently assessed 2. Queried the raw AR Data to determine if any payment was received subsequent 3. Lawson - Financial Reports

B. Confirmed late payments applied to the due date per the contract. A. Invoice generation, storage, reporting

1. Review and analysis by management 3. Verified that if a payment was in fact received after due date the appropriate B. Aging reports

2. Commercially reasonable collection effort late fee was assessed on the following month's invoice.

3. Disputes- past due referred to Legal 4. Examined A/R protocols relative to the late payment resolution process

or addressed per policy A. Process Ownership

B. Communication (i.e. mode, frequency, etc.)

C. Evidence of Dispute (i.e. e-mails, phone logs, monthly invoices, etc.)

D. When are late payments referred to outside, third-party collections?

E. What criteria/factors determine when Legal gets involved?

5. Compared Collection Agency monthly status report with AR Aging Report to

verify that all outstanding late payments, if referred to collections, are

appropriately accounted for and pursued.

5. Reviewed A/R operating procedures 1. Verified that Management performs monthly reviews to determine whether: 1. Policies and Procedures

A. all actions necessary for the preparation of the invoice, as required by policy A. Compliance

have been taken B. Financial

B. invoices are submitted timely and accurately 2. Lawson™ System

C. invoices are short-paid, paid late or unpaid A. Accessibility, internal control

2. Verified that Management reviews A/R Aging Reports monthly to ensure that commercially 3. Departmental Organizational Charts

reasonable efforts are made to collect all amounts owed beyond 30 days. A. Accounting, Approvers
3. Reviewed Organizational Chart and A/R work processes to ensure adequate separation of

2. Monthly Company Aging Reports

A U D I T W O R K P L A N
AUDIT OBJECTIVES AUDIT STEPS SOURCE DOCUMENTATION

1. Monthly Accounts Receivable (A/R) Reports

1



HYPOTHETICAL A/R AUDIT WORK PLAN ANYWHERE HOSPITAL

5. Reviewed AR operating procedures (continued) duties [e.g. invoicing, cash receipts-deposits-journalization and bank reconciliations].

4. Verified that training materials for A/R personnel include all applicable policies, and that

written policies and the consequences of non-compliance are clearly communicated to all

affected employees.

6. Fieldwork Wrap Up 1. Draft preliminary findings and update management on progress-outstanding requests.

2. Streamline and organize the electronic and hard copy audit workpaper files.

3. Organize and schedule Audit Exit Conference

A. Compliance Management

B. Other affected "stakeholders" (Finance, Management, Legal, others as needed)

7. Reporting 1. Write the "Draft" A/R Audit Report.

2. Submit Draft Report to Compliance Management for review (comments, edits, revisions).

3. Submit the Draft A/R Audit Report to Management for Input; prepare final Audit Report.
4. Prepare PowerPoint slide(s) for presentation to the Compliance Committee.

2



HYPOTHETICAL A/P AUDIT PLAN ANYWHERE HOSPITAL

Remuneration Paid By Hospital To Non-Employed Referral Sources [A/P]

Date To Be Completed:

Status:

Completed By:

Reviewed By:

CIA Requirements (if applicable) here

Narrative:
Hospital has a series of policies and procedures that require compliance audits to be performed on a periodic basis. In accordance with

Policy Number x.xxx.xxx (Monitoring of Remuneration Paid To Non-Employed Referral Sources) and x.xxx.xxx (Monitoring of Remuneration

Paid by Hospital To Referral Sources for xxxx Arrangements), audits are performed to test whether payments to non-employed parties

to contracts have been made in accordance with the terms of the contract entered into by the parties.

Key Contacts CONTACT NUMBERS

xx, Manager - Accounts Payable Ext. xxxx

xxx, Contract Staff Manager Ext. xxxx

xxxxx Portfolio Lease Coordinator Ext. xxxx

xxxx Legal Counsel Ext. xxxx

xxxx Executive Director - Finance Ext. xxxx

xxxxx Manager - Physician Relations and Recruitment Ext. xxxx

xxxx, Supervisor - Decision Support Ext. xxxx

Regulations Narrative here

Policy x.xxx.xxx - Monitoring of Remuneration Paid to Non-Employed Referral Sources

Policy x.xxx.xxx - Monitoring of Remuneration Paid by Hospital to Referral Sources for Leased Space

Policy x.xxx.xxx - Tracking of Arrangements

Policy x.xxx.xxx - Remuneration Paid to Employed Physicians

Policy x.xxx.xxx - Monitoring of Leased Space and Other Items

Policy x.xxx.xxx - Compliance with Federal Anti-Kickback Statute and Stark Law

Objectives

The remuneration review encompassed 3 core objectives:

Policy x.xxx.xxx - Travel and Reimbursable Business Expenses

I. To test whether remuneration paid to non-employed parties to applicable contracts are consistent with the terms of the contract

Background: Applicable Regulations, Policies and Narrative

Compliance Audit Work Program

xx/xx/xx

Audit Work In Progress - See Work Plan Spreadsheet for details

Auditor Names

Audit Manager-CCO

1



HYPOTHETICAL A/P AUDIT PLAN ANYWHERE HOSPITAL

and the contract is on file in Contract System ("CS").

II. To audit policy procedures under Policy x.xxx.xxx to test adequacy of controls for:

A.) Management review and approval of remuneration paid to non-employed parties to the contract.

B.) Compliance review and approval of payments related to contract in accordance with x.xxx.xxx and x.xxx.xxx.

C.) Validate procedures were followed.

III. To audit policy procedures under Policy x.xxx.xxx and to test adequacy of controls for:

A.) A/P confirmation of contract in CS prior to payment; A/P processing of payments per terms of the contract on file in CS; and

A/P's monthly review of payments, non-payments, short payments or other applicable fees under the terms of the contract.

B.) Performance of Leased Space Use Verification, including confirmation of payment status; review of A/P reports per policy; and

follow up action completion when action was indicated.

The audit universe includes the payment categories: Leased Space, Non-Employed Physician Compensation, Non-Employed

Physician Expense Reimbursements, Non-Employed Physician Recruitment Expenses, and Non-Employed Physician One Time Expenditures.

Note: Recurring remuneration paid in the form of W-2 compensation (salaries, Payroll, Report Xpress), expense reimbursements, recruitment and one

time payments to Employed Physicians is reviewed during the Payroll Audit.

A.) Confirm that previous findings have been addressed (if needed) and closed.

B.) Validate most recent A/P Audit time period prior to audit in progress.

II. Confirm that all Referral Source Payees are in CS.

A.) Compare CS contract list against complete payee list supplied by A/P. Identify all vendors that are currently active or active at

any time from xxxx, 201x through xxxx, 201x.

III. Confirm all payments were made to approved payees.

A.) Compare confirmed list of approved payees to the A/P Spend Report for xxxx, 201x through xxxx, 201x.

IV. Confirm payments were made per the terms of the contract, and appropriately approved.

A.) For the five categories of remuneration within the scope (Leased Space, Non-Employed Physician Compensation, Non-Employed

Physician Expense Reimbursements, Non-Employed Physician Recruitment Expenses, and Non-Employed Physician One Time Expenditures):

1.) Select a sample of payments from xxxx, 201x through xxxx, 201x.

2.) Verify that the request for payment were approved by Management.

3.) Verify the data on the request with the terms of the contract, approval authority - request for payment.

4.) For non-routine payments (e.g. not lease payments) verify that the signature of the provider (requestor) is included.

5.) Verify that the amount paid matches the amount requested and approved.
6.) Confirm that supporting documentation is included with the request for payment when applicable.

Objectives (continued)

Scope

The audit covered all remuneration payable to non-employed parties to a contract from xx, 201x through xx, 201x.

Audit Approach / Steps

I. Review the most recent A/P Audit Reports dated xxx to xxx.

2



HYPOTHETICAL A/P AUDIT PLAN ANYWHERE HOSPITAL

7.) Confirm that payments were made in comportment with the relevant contract.

8.) Confirm that recruitment contracts are reviewed by Compliance Manager or designee on a bi-annual basis.

V. Compliance Reviews

A.) Confirm Compliance is conducting audits (per policy) of the Time Report Process.

B.) Confirm Compliance is reviewing the A/P reports per policy and verify actual payments were consistent with amounts requested and approved.

C.) Confirm Compliance completes a quarterly review of all payments for leased space with property management.

VI. A/P Reviews

A.) Confirm A/P is conducting monthly review of leased space payments for accuracy and following up appropriately w/ Property Management.

Audit Discoveries, Observations and Recommendations:

I. The Audit Fieldwork was completed on xx-xx-xx.

A.) Findings summary here.

B.) Findings summary here

II. A Draft A/P Audit Report was submitted to CCO and Compliance Director on xx-xx-xx.

III. Example: Audit testing of A/P activity for Leased Space contracts remain in progress. Estimated time of completion is xx-xx-xx.

IV. Exit Conference and draft report review scheduled with Management for xx-xx-xx.

V. Update to Compliance Committee and Facilities Committee scheduled for xx-xx-xx.

Summary Results

Audit Approach / Steps (continued)

3
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Why Do We Care About Commercial Reasonableness?

 To satisfy a Stark Law exception

 If a hospital (entity) and physician (or family member) have 

a financial relationship, then the physician cannot refer 

Medicare patients to the hospital unless the relationship fits 

within an exception.

 … And the entity may not bill for an unlawfully referred patient.

2

Three related concepts

 Fair market value

 Compensation may not vary with or be based upon value 

or volume of referrals or other business generated between 

the parties

 Commercial reasonableness

3
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Real Estate Complexities: 
Office Space Rates

 Square foot measurement
 Real estate appraisals
 Gross lease v. triple net lease
 Payment of increases in operating expenses
 Tenant improvements
 Holdover Rent
 Exclusive use
 No percentage-based leasing arrangement
 No per click rental for referrals from lessor

4

Real Estate Complexities:  
Shared Space - Timeshares

Must allocate all costs to set FMV Rental Rate

 Rental of space (Half or Full Day Slots)

 Vacancy Rate (Project 20% vacancy?)

 Supplies

 Utilities

 Staff (Registration, Nursing, etc.)

 Equipment

5

Assume:

 $18 gross per square foot rental (exclusive use)

 30% projected vacancy (in suite)

 1,000 square feet in suite

 Building has 6,000 square feet, with 1,000 square feet 

of common area used by the suite (5,000 square feet 

usable space)

 Suite capable of being leased in half day increments 

(8:00 A.M. – Noon; 1:00 P.M. – 5:00 P.M.)

Real Estate - Shared Space
(Example)

6
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Furnished Shared Space
(Example)

 Furniture and equipment in suite determined to be leaseable at 

$2,000 per year using independent third party leasing company.

 Miscellaneous medical/office supplies projected to be used in 

suite is approximately $5,000 annually if suite leased 70% of the 

time.

7

$18 (exclusive use rate) + 30% (vacancy) = $25.71 per square 

foot ($18 ÷ .7 = $25.71)

1,000 square feet (suite) ÷ 5,000 square feet (building not 

including common area) = 20% (percentage of suite’s usable 

space in building’s usable space)

1,000 square feet (common area) x 20% (suite to building)

= 200 square feet (common area allocated to suite)

Shared Space
Example ‐ allocating vacancy and common areas costs 

8

1,200 square feet (suite plus allocated common area) 

x $25.71 = $30,852

$30,852 + $2,000 (furniture and equipment) + $5,000 

(medical/office supplies) = $37,852

$37,852 ÷ 52 (weeks) = $728 (weekly rate)

$728 ÷ 5 (business days in week) = $146 (daily rate)

$146 ÷ 2 = $73 (half day rate)

Shared Space
Example

9
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Example becomes more complicated if:

 Part of suite is leased (as opposed to full suite)

 Staff is provided by landlord/hospital

 Specialized equipment is included but not used 

by all tenants

 Non-standardized supplies are used by a tenant

Shared Space
Example

10

• Specific Days, # of Days 

• What is Exclusive Use? What must be used 

exclusively? 

• Is Lease Required? 

 Hospital patients – Can Hospital arrange for specialists to 

see Hospital’s patients in Hospital space? 

 If Hospital schedules the patient but does not bill provider‐

based can Hospital charge the physician the technical fee? 

Time Share Issues

11

Employment/Independent 
Contractor Complexities

 Fair market value
 Benchmark Data
 Local Market Issues
 Reputation of Physician
 Physician’s Productivity
 Compensation Methodology (fixed, production‐

based, quality)
 Is the position commercially reasonable?
 Compensation stacking.
 Time record keeping (i.e., timesheets).
 Tracking commencement, renewal, and termination of 

arrangement.

12
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 Payment consistent with contractual terms.
 Determining whether financial arrangement is a direct 

or indirect compensation arrangement, and whether the 
“stand in the shoes” requirement applies.

 Are the benefits commercially reasonable?
 Are requested reimbursements consistent with the 

independent contractor agreement (CME, memberships, 
honoraria, subscriptions).

 Volume or value limitations on compensation terms 
(based upon and/or varies with)

13

Employment/Independent 
Contractor Complexities

 Two standards:  i) cannot vary with the volume or value, and ii) 
cannot be based upon volume or value.

 Four levels of volume and value:  

i. Paying a doctor for each referral of designated health services.  Clearly 
prohibited.

ii. Creation of a bonus pool that varies with either the gross revenue or net 
margin of a service line.  Division of bonus pool based upon each 
physician’s referrals of DHS.  Clearly prohibited.

iii. Creation of a bonus pool that varies with either the gross revenue or net 
margin of a service line.  Division of bonus pool based upon percentage of 
work RVUs in comparison with aggregate wRVUs of all applicable 
physicians.  Halifax case, but unlitigated.

iv. Fixed bonus pool or bonus based upon overall success of AMC, both 
financially and based upon quality metrics. Unlitigated.

Varying Based Upon Volume or Value:  
What does this mean?

14

Exceptions Requiring Commercial Reasonableness

 Rental of office space

 Rental of equipment

 Personal services

 FMV compensation

 Indirect compensation

 Isolated transactions

15
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Commercial reasonableness – CMS (1998)

“We are interpreting ‘commercially reasonable’ to mean that 

an arrangement appears to be a sensible, prudent business 

agreement, from the perspective of the particular parties 

involved, even in the absence of any potential referrals.”

63 Fed. Reg. 1659, 1700 (Jan. 9, 1998).

16

Commercial Reasonableness – CMS (2004)

“An arrangement will be considered ‘commercially 

reasonable’ in the absence of referrals if the arrangement 

would make commercial sense if entered into by a 

reasonable entity of similar type and size and a reasonable 

physician (or family member or group practice) of similar 

scope and specialty, even if there were not potential DHS 

[designated health services] referrals.”

69 Fed. Reg. 16054, 16093 (March 26, 2004).

17

Halifax – DOJ’s proposed jury instruction

“An arrangement is ‘commercially reasonable’ if the 

arrangement would make commercial sense if entered into 

by a reasonable hospital of similar type and size and a 

reasonable physician of similar scope and specialty, even if 

there were not potential referrals.”

United States ex rel. Baklid-Kunz v. Halifax Hospital Medical Center, No. 6:09-cv-

01002 (M.D. Fla. Feb. 14, 2014) [Dkt. 565-2] at 10.

18
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Halifax -Battle of the Experts  

 Were the compensation arrangements between Halifax 

and three neurosurgeons commercially reasonable?

 United States and Halifax each retained an expert to opine 

on FMV and commercial reasonableness.

 Her 9th time testifying for the USA.

19

Halifax – USA’s Expert

 “…  I believe the neurosurgeons’ compensation 

arrangements with [Halifax] are not commercially 

reasonable, because absent the physicians’ referrals, the 

arrangements as they stand today do not represent sound 

business reasoning.”  

20

Halifax – USA’s expert

 Neurosurgeons treated favorably in comparison to other 

employed Halifax physicians

 $10,800 car allowance.

 Neurosurgeons were each among the top five compensated 

employees.

 With exception of oncologists, neurosurgeons were only Halifax-

employed physicians with compensation near 90th percentile.

 Other subsidies not provided to other physicians.

21
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Halifax – USA’s Expert

 After hospital collects cash to cover physicians’ base pay, 

the neurosurgeons got to collect 100% of additional 

collections for professional services.  

 No overhead collected (no money withheld to reflect rent, office 

personnel, etc.)

 This guarantees that the practices will operate at a loss.

 While in private practice, one physician’s compensation was 60% of 

collection (40% overhead), but at Halifax his compensation was 

107% of collections.

22

Halifax – USA’s expert

 Incurring material financial losses related to 

neurosurgeons’ practices.

 Document showed projected $1.8 million in 2010 direct practice 

losses, but an overall margin of $6.5 million after referrals were 

factored in.

 Paying employed physician for “normal” on-call is “unsual 

and not commercially reasonable.”  Only payment for 

“excessive” call is commercially reasonble.

23

Halifax’s Expert

 IRS factors in assessing commercial reasonableness of 

physician compensation:
 Specialized training and experience

 Nature of duties and amount of responsibility

 Time spent performing duties

 Size of organization

 Physician’s contributions to profits

 National and local economic conditions

 Time of year when compensation is determined

 Whether comp is in part payment for a business or assets

 Salary ranges for equally qualified physicians in comaprable 

organizations

24
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Halifax Expert

 Contributions to profits

 Although physicians received compensation in excess of their 

collections, the doctors are practicing at a public hospital that cares 

for low-income, uninsured and Medicaid population.

 MGMA data reflect that it is not unusual to pay neurosurgeons more 

than the amount collected.

 Florida regulations required that a neurosurgeon always be on call 

and able to arrive promptly 24/7.

 National and local shortage of neurosurgeons (outmigration 

for non-emergency inpatient neurosurgery care was 46%)

25

Qualitative Factors

 Development of a particular service line or introduction of 

new service

 Achievement of higher quality targets and patient 

satisfaction 

 OIG Opinion 12-22

 Improve departmental efficiencies

 Reduction of overcrowding within emergency of operating 

department

 Subspecialty hospitalist programs

26

OIG Opinion 12-22

 Outline prohibited conduct in contract

 Stinting on patient care

 Increasing referrals to hospital

 Cherry picking favorable patients

 Accelerating patient discharge

 Maintain compliance through audits by independent 

reviewers

 Compensation set at FMV

27
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OIG Opinion 12-22

 Utilize specific and objective performance based measures

 Supported by nationally recognized standards

 Do not limit patient care and choice

 Avoid compensation measures that vary based on value or 

volume of referrals

 Prohibit physicians from distributing compensation based 

on individual performance

 Limit both the total compensation paid and the duration of 

the co-management agreement

28

Quantitative Factors

 Hospital service line continually sustains losses

 Lack of volume to support number of providers being 

compensated

 Staffing on a non-levered basis

29

Fair Market Value for Physician Relationships

 Understanding data is imperative

 Published benchmarks do not always present information 

consistently

 Market data might not be comparable

 Apply data correctly

 All physicians cannot earn the 75th percentile compensation per 

work RVU

 Operating margin, gross margin, net margin, etc. are not all the 

same

 Paying for quality, efficiency, and patient satisfaction

30
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Administrative Factors

 Physicians receive compensation for services they do not 

provide

 U.S. v. Campbell

 Hospitals entering into or continuing an arrangement 

without proper documentation and approval

 Physicians providing services under agreements for which 

there are no performance reviews or determination of 

continued need

31
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Learning Objectives

 Educate Compliance Officers around the risks 
and vulnerabilities of the Medicare Cost Report as 
a claim under the False Claims Act  

 Understanding how the data is compiled  and 
consistently  reported 

 Tools to audit your organization’s cost report 

 What can the cost report data tell you about 
compliance risks throughout your organization? 

Page 2

Agenda

 Cost Report Overview
 Cost Report Claim Submission & Requirements

 Overview of Cost Report Schedules & Sources of Data

 Matching Cost, Statistics and Charges

 Uses of the Cost Report Data

 OIG  & State specific Workplans

 Compliance Review of the Cost Report

 References & Hand‐outs

 Q&A
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Cost Report Overview
Cost Report Claim Submission & Requirements
 Required if participating in Medicare

 Medicare Cost Report is a claim under the False Claims Act

 CEO or CFO signs/attests to accuracy of claim

 Failure to file results in all Medicare payments to be 
deemed overpayment and a 100% withhold until acceptable 
cost report is received

 Medicare uses data from cost report for any cost 
reimbursed program and for national cost information to 
set rates

Page 4

Cost Report Schedules & Sources of Data

 Worksheet S, Part I & Worksheet S‐2 

 Provider Number & Date Certified

 Hospital Identification Data

 Excluded Units & Programs

 Disproportionate Share eligibility (tied to 340B 
program and Electronic Health Record incentives)

 Teaching or Non Teaching Status

Page 5

Cost Report Overview
Worksheet S Series

 Cost Report “Engine”

 Available Beds & Bed Days

 Patient Days & Discharges  **Reporting Observation

 FTEs 

 Worksheet S‐3, Part II & III (Wage Index)

 Regional rate component

 Medicare Geographic Reclass

 Contract Labor
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Worksheet A Series

 Trial Balance (Worksheet A)

 Group like departments into cost centers

 Lab, Radiology, A&G….

 Clinic, hospital based vs private office

 Excluded Units vs Med Surg vs SNF/Swing 
Beds

Page 7

Cost Report Overview

 Reclasses (A‐6)

 Recover Other Operating Revenue & Non‐
Allowable expenses (A‐8)

 Related Parties & Other Adjustments (A‐8‐1)

 Physician Professional Component (A‐8‐2)

Page 8

Cost Report Overview

Reimbursement Issues
CIA & Non‐Allowable Cost

Non Allowable costs are removed on Worksheet A‐8

Some examples of non allowable costs
 Public relations & fund raising
 Lobbying costs (may be part of association dues)
 Non Hospital Based Physician Billing
 Reorganization or start up costs
 Alcoholic beverages excluded from meal cost
 Costs associated to Corporate Integrity Agreements
 Research costs (above usual patient care)

Page 9
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Reimbursement Issues
CIA & Non‐Allowable Cost

Title 42 CFR 413.9

Reasonable Cost

All payments to providers of services must be based 
on the reasonable cost of services covered under 
Medicare and related to the care of beneficiaries. 
Reasonable cost includes all necessary and proper 
costs incurred in furnishing the services, subject to 
principles relating to specific items of revenue and 
cost

Page 10

 Worksheet B‐1 (Overhead statistics)

 Worksheet B  (Step Down cost allocation)
 Very important for Cost Based Programs

 Can identify errors in cost and/or statistics

 Can misalign costs to cost based programs

 Worksheet G – AFS

 Worksheet S‐10 Charity Care
 Medicare Schedule for uncompensated care

 Meaningful Use calculation

Page 11

Cost Report Overview

Cost to Charge Ratio

 Worksheet C – Cost to Charge Ratio

 Outlier Calculation & State Uncompensated Care

 Worksheet D Series – Medicare Cost

 Per diem routine cost basis for Medicare 

 Summary from PS&R (revenue code summary)
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Cost to Charge Ratio

Page 13

Reimbursement Issues
Cost Outliers

Federal Regulations

 §1886(d)(5)(A) of the Social Security Act

 Title 42 CFR 412.80 through 412.86

 § 412.84 Payment for extraordinarily high cost

Page 14

Settlement

 Worksheet E Series – Settlement (Medicare Claim)
 GME & IME

 DSH & Uncompensated Care (LIP for Rehab)

 Medicare Bad Debts

 HITECH (Meaningful Use)

 SCH (Sole Community) & CAH (Critical Access)
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Reimbursement Issues
Medicare Bad Debts

42 CFR 413.89‐Bad debt, Charity, & Courtesy 
Allowances

 Collection efforts must be documented and 
consistent for all payers

 Accounts cannot be written off prior to 120 days

 Intermediary now requiring bad debt accounts to be 
claimed after all collection efforts are exhausted

Page 16

Reimbursement Issues
Graduate Medical Education

Direct Medical Education

 §1886(h) of the Social Security Act

 Title 42 §413.75 through 413.83

 Effective July 1, 2010, to allow a hospital to count 
residents training in non‐provider settings if the 
residents are engaged in patient care activities and 
if the hospital incurs the costs of the stipends and 
fringe benefits of the resident during the time the 
residents spend in that setting. 

Page 17

Reimbursement Issues
Graduate Medical Education

Indirect Medical Education

 Title 42 §412.105

 Available Bed Count
 Beds that cannot be made available within 24 hours for 30 
consecutive days are excluded from the bed count

 Units with no patient activity for three (3) months are 
considered unavailable for IME purposes at day 91 and 
thereafter
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Uses of the Cost Report 

 Compare year to year cost and statistics
 Especially with system changes (eg, EHR)

 Review  PS&R summary

 Develop Cost Analysis by Service

 Develop Financial Profitability Analysis

 Develop Managed Care Pricing Strategies

Page 19

Cost Reductions

Expansion or Reduction of a Service

Addition or Elimination of a Service

Pricing Strategies/Transparency

Page 20

Uses of the Cost Report 

OIG & State Specific Workplans

 Analysis of Salaries reported in the Cost Report

 Costs associated with defective medical devices

 Provider Based Status

 Outliers

 Swing Beds

 Excluded Units

 Duplicate GME (FTE overlaps)

 Appropriate IME
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Provider Based Status
 Provider‐based status means the relationship 
between a main provider and a provider‐based 
entity or a department of a provider, remote 
location of a hospital, or satellite facility, that 
complies with the provisions of this section.

 Title 42, Public Health Law

§ 413.65 Requirements for a determination that a 
facility or an organization has provider‐based 
status

Page 22

Reimbursement Issues
Provider Based Status

Title 42 § 413.65

 (a) Scope and definitions.  (1) Scope. (i) This section 
applies to all facilities for which provider‐based 
status is sought, including remote locations of 
hospitals, as defined in paragraph (a)(2) of this 
section and satellite facilities as defined in 
§§412.22(h)(1) and 412.25(e)(1) of this chapter, other 
than facilities described in paragraph (a)(1)(ii) of 
this section.

Page 23

Compliance Review of the Cost Report

•Interview management & key personnel

•Identify high risk areas (specific to your organization)
•GME, Medicare Bad Debt, DSH

•Review data collection process & preparing the report
•Information Systems

•Changes to systems
•Multiple systems and their interfaces (or 
duplicates)
•Controls in place

•Understand any challenges
•Ensure consistency of data reported

Page 24
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Compliance Review of the Cost Report

 Consistency of Data
 Excel functions & tools

 Look up tables (consistency across all schedules)

 Revenue

 Expense

 Statistics

 Pivot tables

 Easy roll‐ups

 Drill down capabilities

 SumIf function

Page 25

Compliance Review of the Cost Report
•Review prior two year Medicare audit adjustments

•Internal Compliance Audits (impact on Cost Report)

•Internal controls to complete the report

•Be weary of settling because data not available or 
accurate

•Staff education
•Accounting, AP, Payroll & Rev Cycle
•Compliance Officer & Staff
•Other Departments

Page 26

Compliance Review of the Cost Report
 Investigate a potential overpayment situation

 Reconcile possibly complex computations

 Consider possible defenses with counsel

 File an appropriate report explaining the facts 

 Make a full refund of a potentially large amount 
of money with 60 days to avoid potential Federal 
False Claims Act penalties 
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Cost Report Overview

 Accurate Cost Report Preparation and Filing

 Cost Report preparation is a year long process
 Cost information must be obtained from hospital records to 

support claim for reimbursement

 Data used must be capable of being audited

 Financial & statistical data must be maintained in a 
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I. Audit Approach 

 

As an element of the University’s core business functions, the Medicare Cost Report will 

be audited once every three to five years using a risk-based approach. The minimum 

requirements set forth in the “general overview and risk assessment” section below must 

be completed for the audit to qualify for core audit coverage.  Following completion of 

the general overview and risk assessment, the auditor will use professional judgment to 

select specific areas for additional focus and audit testing.  

 

II.  General Overview and Risk Assessment (Estimated time to complete – 100 hours) 
 

At a minimum, general overview procedures will include interviews of department 

management and key personnel within the hospital’s financial services department; 

evaluation of policies and procedures associated with business processes; inventory of 

compliance requirements; consideration of key operational aspects; and an assessment of 

the information systems environment.  During the general overview, a detailed 

understanding of the management structure, significant financial and operational 

processes, compliance requirements, and information systems will be obtained (or 

updated).   

  

A. The following table summarizes audit objectives and corresponding high-level 

risks to be considered during the general overview. 

 

Audit Objective Areas of Risk 

Obtain a detailed understanding of 

significant processes and practices 

employed in preparing the cost report by   

specifically addressing the following 

components: 

 Management philosophy, 

operating style, and risk 

assessment practices 

 Organizational structure, and 

delegations of authority and 

responsibility  

 Positions of accountability for 

financial and programmatic results 

 Compliance with external 

regulations and internal policy  

 Training of key personnel 

 Process strengths (best practices), 

weaknesses, and mitigating 

controls 

 Information systems, applications, 

databases, and electronic 

 Non-compliance with Center for 

Medicare and Medicaid Services 

(CMS) may subject the University 

to financial loss or federal 

government action.   

 Poor communication regarding 

expectations may result in 

inaccurate preparation of the report 

or inappropriate behavior. 

 Inadequate training may result in 

inaccurate preparation of the report. 

 High-risk aspects of the report may 

not be identified and appropriately 

addressed by management.  

 Poor review and oversight in the 

preparation of the cost report may 

result inaccuracies. 

 Inadequate accountability for the 

achievement of objectives may 

decrease the likelihood of achieving 

results.  
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interfaces  Processes and/or information 

systems may not be well designed 

or implemented, and may not yield 

desired results.   

 

B. The following procedures will be completed as part of the general overview whenever 

the core audit is conducted. 

 

General Control Environment   

 

1. Interview management and key personnel within hospital’s financial services 

department, and cost reimbursement office to identify and assess their philosophy 

and operating style, regular channels of communication, and all internal risk 

assessment processes relating to preparation of the cost report. Solicit input on 

concerns or areas of perceived risk. 

 

2. Obtain reports from external reviews performed on the cost report or the process of 

preparing the cost report.  Obtain copy of last audited cost report and determine 

whether anything unusual occurred (e.g., issues affecting the cost report from the 

Balanced Budget Act of 1997 were not incorporated into the cost report software 

and resulted in addenda being submitted).   

 

3. Review the results of the last audit of the hospital’s cost report and determine if 

there were any adjustments and disallowed items.  If there were 

adjustments/disallowed items, research the reason why the adjustment was made 

and whether this would be an issue in future cost reports.  

 

4. Obtain pertinent organizational charts, delegations of authority, and management 

reports.   

 

5. Interview select management and staff to obtain their perspective on the control 

environment.  Solicit input on concerns or areas of perceived risk. 

 

6. Evaluate the adequacy of the organizational structure and various reporting 

processes to provide reasonable assurance that accountability for the cost report is 

demonstrated. Determine if cross training of staff has occurred to assure timely and 

accurate completion of the cost report.   

 

7. If the organizational structure and various reporting processes do not appear 

adequate, explore alternative structures or reporting processes to enhance assurance.  

Comparison to corresponding departments on other campuses may provide value.   

 

8. Determine if the hospital has performed a risk assessment of the cost report to 

identify those areas of the report that are most likely to be reviewed and questioned 

when audited.  Determine if controls exist to assure unallowable costs such as 

advertising is eliminated from the cost report.  Also, past audits have shown that the 
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areas below are risk areas and determine what controls are in place to assure 

accurate reporting: 

 

a. Graduate Medical Education and Indirect Medical Education Costs – calculated 

based on the number of FTE residents and by proportion of Medicare days of 

care. 

b. Bad Debt Write-offs – write-offs for not being able to collect the Medicare co-

payments are allowed if adequate records exist to show sufficient effort in 

attempting to collect the co-pay amounts.  

c. Disproportional Funds – As part of Medicare reimbursement, there is a 

disproportional share augmentation that is a percentage increase over the base 

DRG reimbursement. The percentage increase is determined based on Medicaid 

eligible days and thus the external audit reviews the accuracy of the Medicaid 

eligible days.  

 

Business Processes 

 

9. Identify all key hospital activities that impact the preparation of the cost report.  

Document positions with responsibility for coordinating and controlling the cost 

report processes.  Document processes via flowcharts or narratives, identifying 

process strengths, weaknesses, and mitigating controls.   

 

10. If processes do not appear adequate, develop detailed test objectives and 

procedures, and conduct detailed transaction testing with specific test criteria.   

 

Information Systems 

 

10. Interview hospital financial services management and staff and information systems 

personnel to identify all manual or electronic information systems used to 

accumulate data that is used to prepare the cost report.  Obtain and review systems 

documentation to the extent available.  Otherwise, document information flow via 

flowcharts or narratives, including all interfaces with other systems, noting the 

following: 

a. Are the systems manual or electronic? 

b. Does the system interface with other administrative information systems?  If 

yes, is that interface manual or electronic? 

c. What type(s) of source documents are used to input the data? 

d. What types of access controls are in place within the automated system?  

e. What types of edit controls are in place within the automated system? 

f. For what purposes is the system used? 

g. Who performs review of the system’s output to ensure correct information? 

h. Is a disaster/back-up recovery system in place for this system? 

i. What is the retention period for source documents and system data? 

 

11. Evaluate the adequacy of the information systems to provide for availability, 

integrity, and confidentiality of University information resources.  
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12. If system controls do not appear adequate, develop detailed test objectives and 

procedures, and conduct detailed testing with specific test criteria. 

 

C. Following completion of the general overview steps outlined above, a high-level risk 

assessment should be performed and documented.  To the extent necessary, as 

determined by the auditor, this risk assessment may address aspects of other areas 

outlined below (financial, compliance, operational efficiency and effectiveness, and 

information systems).  In addition to the evaluations conducted in the general objectives 

section, the risk assessment should consider the following: time since last review, recent 

audit findings, organizational changes, regulatory requirements, etc.  

 

III. Financial Reporting (Estimated time to complete – 150 hours) 
 

A. The following table summarizes audit objectives and corresponding high-level 

risks regarding financial reporting processes.  

 

Audit Objective Areas of Risk 

Evaluate the accuracy and integrity of the 

cost report and supporting financial data.  

 

 Data errors or omissions result in 

inaccurate reporting and lead to 

financial ramifications to the 

hospital. 

 Inaccurate or insufficient 

accounting for revenue and 

expenditures results in poor 

estimates of reserves.  

 

 

 

B. The following procedures should be considered whenever the audit is conducted.  

 

1. Identify key reporting systems that provide data used in the cost report and 

obtain an understanding of the control measures in place to assure accurate 

and complete financial reporting.  

 

2. Document the financial processes through spreadsheets, narratives, or 

flowcharts. 

 

3. Obtain copies of the prior fiscal year Provider Statistical and Reimbursement 

Reports (PS&R) for the hospital and sub-provider Inpatient Patient Part A and 

B, outpatient (including All Other, Renal, Orthotic/Prosthetic, Part B Vaccine, 

ASC, O/P Radiology, and O/P Other Diag.) and Home Health Agency Part A 

and B.   
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4. Obtain copies of the PIP (provider interim payment) schedule and 

accompanying Fiscal Intermediary correspondence related to any lump sum 

payments provided in the prior fiscal year.  Verify that all scheduled PIP 

payments per the remittance advices have been received and recorded 

accurately. 

 

5. Determine if last audited cost report can be used to substantiate (i.e., 

determine reasonableness) some of the cost report data.   

 

6. Obtain copies of the audited financial statements and audited general ledger. 

 

7. Verify that allocations used for reporting are reasonable.  Specifically confirm 

that square footage used to allocate costs has been confirmed as being 

accurate.  

 

8. Perform the following audit procedures on the prior year’s cost report. 
 

a. Worksheet S – this worksheet is the result of the cost report calculation 

and reports the total due to/from the Medicare program.  Verify that 

reported amounts can be traced and agreed to other applicable worksheets. 

 

b. Worksheet S-3 Part I – Medicare/Medi-Cal Days and Discharges, Interns 

and Residents FTE count.  Verify that:  

 

 Total days agrees to census reports. 

 Medicare/Medi-Cal patient days and discharges agrees to census 

reports and the PS&R.  Allocation of days to cost report lines should 

agree to hospital financial reports that summarize paid and unpaid 

days.  Determine appropriateness of allocation. 

 Statistics flow through to Worksheet D-1, and all other parts of the 

cost report. 

 Interns and Residents FTE count traces and agrees to supporting 

documentation.  Inquire of staff the process to calculate FTE’s and 

determine reasonableness of process. 

 

c. Worksheet S-4 – this worksheet is the input for the Home Health visits, 

both total and Medicare.  Verify that these visits agree to the Home Health 

PS&R or internal detail reports.  If PS&R statistics are not used, determine 

reasonableness of internal statistics. 

 

These statistics automatically flow through Worksheet H-6 and all other 

parts of the cost report. 

 

d. Worksheet A – Salaries and Other costs are direct input in columns 1 & 2.  

The software totals these costs in column 3.  
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 The Total cost should be reconciled to the Total Cost on the audited 

General Ledger (GL). 

 Trace a sample of high dollar cost centers to GL and other supporting 

documentation (e.g., Trial Balance of Expenses report) 

 Columns 4 and 6 are direct feeds from the A-6 and A-8 Schedules.  

 

e. Worksheet A-6 – This worksheet is used to reclassify costs between cost 

centers on the cost report.   

 

 Compare costs to prior year for reasonableness.   

 Trace a sample of high dollar reclasses to supporting documentation. 

 

f. Worksheet A-8 – This worksheet is used to eliminate costs in the GL, 

which are not cost reimbursed, as well as to reduce costs for non-patient 

revenue, which is generated in the departments. It is also used to add back 

costs from a prior year, which had been disallowed previously.   

 

 Adjustments should be compared to prior year for reasonableness.   

 Trace a sample of high dollar adjustments to supporting 

documentation. 

 

g. Worksheet A-8-1 – This worksheet is used to disclose the related party 

costs that are allowable.  Determine if an amount is shown and trace back 

to supporting documentation. 

 

h. Worksheet B Parts I, II & III – This is the allocation of overhead costs to 

the patient care cost centers and is calculated by the computer system.  

Test certain amounts for accuracy:   

 

 Trace net expenses for cost allocation from Worksheet A. 

 Test a small sample of allocations to verify software generated 

correctly (no override).   

 

i. Worksheet B-1 – These are the statistics that are used to allocate the 

overhead cost to the patient care cost centers. 

 

 Inquire whether there have been any changes to the statistics used.   

 Compare statistics to prior year for completeness and reasonableness.   

 Select a sample of statistical bases and agree to supporting 

documentation. 

 

j. Worksheet C Part I – This worksheet is used to calculate the cost to charge 

ratio for each ancillary department.  Total Patient Revenue is the only 

input here in column 6. 
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 Reconcile Total Patient Revenue to the financial statements.  Trace a 

sample of high dollar amounts to supporting documentation. 

 Compare the Cost to Charge ratios to prior year for reasonableness and 

explain significant variances. Recalculate a sample to ensure accuracy. 

 

k. Worksheet D Part V Title XVIII Part B– This worksheet is used to 

calculate the cost of services rendered to Medicare Outpatients. 

 

 Verify revenue amounts by tracing to the PS&R and revenue 

crosswalk. 

 Recalculate the program costs for a small sample to ensure accuracy 

(no override). 

 Compare cost to charge ratios to last audited cost report.  Determine 

reasonableness. 

 

l. Worksheet D-1 Title XVIII Sub Providers (Part 1 & 2) – this schedule is 

used to calculate the total cost of services provided to the cost based 

patients, as well as to compare this cost to either the TEFRA or MIRL 

Caps. Confirm the target amount per discharge, line 55, to the latest 

information from the intermediary adjusted for inflation for the current 

year. 

 

m. Worksheet D-4 – This worksheet is used to calculate the ancillary cost for 

Title XVIII SNF’s and Sub Providers, as well as the title XIX cost for 

those hospitals with cost based Medi-Cal.  Confirm ancillary charges to 

the PS&R and revenue crosswalk and take into consideration estimated 

A/R after the PS&R date. 

 

n. Worksheet D-6 Parts I and II – This worksheet is used to calculate the 

organ acquisition costs and report the number of organ acquisition days. 

Trace revenue and days to supporting documentation. 

 

o. Worksheet D-6 Parts III and IV – This worksheet is used to compare 

organ acquisition costs and charges and calculate the ratio of Medicare 

usable kidneys.   

 

 Trace costs and charges to other worksheets. 

 Trace number of reported usable kidneys to supporting documentation. 

 

p. Worksheet E Part A – This worksheet is the settlement page for Medicare 

PPS patients. 

 

 Trace payments to PS&R including unpaid Medicare claims.   

 Verify IME percentage and adjustment. 

 Trace SSI and Medicaid percentages to fiscal intermediary 

correspondence. 
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 Verify DSH percentage and adjustment. 

 Verify I/P program capital by tracing to PS&R. 

 Verify Organ Acquisition costs. 

 Trace primary payer payments, deductibles, and coinsurance to PS&R. 

 Trace Interim Payments to PIP schedule and fiscal intermediary 

correspondence. 

 

q. Worksheet E Part B – This worksheet is the settlement page for Medicare 

Outpatients. 

 

 Trace primary payments, deductibles, and coinsurance to PS&R. 

 Trace protested amounts to source documents. 

 

r. Worksheet E Parts C, D, E – These worksheets are for the Ambulatory 

Surgical Center, Outpatient Radiology, and Other Outpatient Diagnostic 

Procedures. 

 

 Trace overhead and prevailing charge amounts and deductibles to 

PS&R.   

 Verify blend percentages for hospital and costs are correct per the 

Provider Reimbursement Manual (can be viewed on-line via Internet). 

 

s. Worksheet E-1 - This worksheet is used to list all the payments paid to the 

provider during the year. 

 

 All payments should be tied out to fiscal intermediary documentation 

(e.g., PIP payments and lump sum distributions). 

 Confirm in-transit payments were handled correctly. 

 

t. Worksheet E-3 Part 1 – This worksheet is used to calculate the net Due 

Program/provider.  Negative is due the program; positive is due the 

provider. Trace deductibles and coinsurance to PS&R. 

 

u. Worksheet E-3 Part IV – This schedule is used to calculate the Direct 

Graduate Medical Education reimbursement for Medicare Part A and Part 

B.   

 

 Total FTEs should agree with supporting documentation and 

Worksheet S-3 Part I. 

 Trace updated per resident amount to fiscal intermediary 

correspondence. 

 Trace primary payer payments to the PS&R. 

 

v. Worksheet H – The H worksheets are used to calculate the cost of services 

for the home health patients. 
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 H-6 – the program cost limits should be verified with the PS&R. 

 H-7 - trace interim payments to the PS&R and lump sum adjustments 

should be traced to fiscal intermediary correspondence. 

 

w. Worksheet L – This worksheet reports the amounts for capital payments. 

Confirm payments to supporting documentation. 

 

IV. Compliance (Estimated time to complete – 20 hours) 
 

A. The following table summarizes audit objectives and corresponding high-level 

risks regarding compliance with policies, procedures, and regulatory 

requirements.  

 

Audit Objective Areas of Risk 

Evaluate compliance with CMS 

regulations on completion and filing of 

cost report.  

Non-compliance with CMS regulations 

may result in financial loss to the 

hospital.  

 

 

B. The following procedures should be considered whenever the audit is conducted.  

 

1. Determine if the cost report has been completed and filed within timeframes 

specified by CMS.  

 

2. Determine if the hospital has an external consultant review the cost report for 

accuracy prior to submitting the report to the intermediary.  

 

3. Determine what processes are in place in the hospital’s financial services 

department to ensure compliance with CMS regulations and applicable 

University policy. 

 

4. If it does not appear that processes provide reasonable assurance of 

compliance, develop detailed test procedures and criteria to evaluate *  
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V. Operational Effectiveness and Efficiency (Estimated time to complete – 20 hours) 

 

A. The following table summarizes audit objectives and corresponding high-level 

risks regarding operational effectiveness and efficiency. 

  

Audit Objective Areas of Risk 

Evaluate effectiveness and efficiency of 

the procedures and systems used in 

getting the cost report completed and 

filed.  

 

 Poor business practices and oversight 

could result in an inaccurate cost 

report submitted to the fiscal 

intermediary.   

 Documentation is not organized or 

does not exist to support amounts 

reported in the cost report 

 Staff are not trained or given 

continuing education to assure cost 

report is accurately completed.  

 

B. Based on the information obtained during the general overview, financial 

reporting, and compliance sections, determine whether any operations should be 

evaluated further.  For example, the following procedures should be considered:  

 

1. Identify different sources of data for completing the cost report and assess 

whether information needed is readily available to expedite cost report 

completion. 

  

2. Review record keeping practices to assure supporting records are organized, 

and retained in a location that is only accessible to authorized hospital 

management and staff.  

 

3. Verify that effective reporting exists to bring significant cost report issues 

identified during the preparation of the cost report or when it is being audited 

to the attention of the hospital Chief Financial Officer and/or the Chief 

Executive Officer.  

 

VI. Information Systems (Estimated time to complete – 10 hours) 

 

A. The following table summarizes audit objectives and corresponding high-level 

risks regarding information systems. 
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Audit Objective Areas of Risk 

Evaluate systems, applications, and 

databases to assure reasonable internal 

controls exist to maintain the integrity 

and availability of data needed to 

complete the cost report. 

 Security management practices 

may not adequately address 

information assets, data security 

policy, or risk assessment. 

 Application and systems 

development processes may 

result in poor design or 

implementation. 

 The confidentiality, integrity, 

and availability of data may be 

compromised by ineffective 

controls (physical, logical, 

operational).  

 Disaster recovery and business 

continuity planning may be 

inadequate to ensure prompt 

and appropriate crisis response. 

 

 

B. The following should be completed:  

 

1. Identify any significant changes to information systems or corresponding 

business processes.  

2. Evaluate the impact of any significant changes to the overall system of 

internal controls.  

 

C. In addition, consider two-way tests of data through systems from source 

document to final reports, and from reports to original source documents.   

 

D. Based on the information obtained during the information systems overview, 

evaluate whether any information resources should be evaluated further.   

 

REFERENCES 

 

1. CMS Provider Reimbursement Manual: 

http://cms.hhs.gov/manuals/pub152/pub_15_2.asp  

 

 

http://cms.hhs.gov/manuals/pub152/pub_15_2.asp
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Electronic Code of Federal Regulations 

e-CFR Data is current as of February 19, 2015 

Title 42 → Chapter IV → Subchapter B → Part 413 

§413.65   Requirements for a determination that a facility or 

an organization has provider-based status. 

(a) Scope and definitions.   (1) Scope. (i) This section applies to all facilities for which provider-

based status is sought, including remote locations of hospitals, as defined in paragraph (a)(2) of 

this section and satellite facilities as defined in §§412.22(h)(1) and 412.25(e)(1) of this chapter, 

other than facilities described in paragraph (a)(1)(ii) of this section.  

(ii) The determinations of provider-based status for payment purposes described in this section 

are not made as to whether the following facilities are provider-based:  

(A) Ambulatory surgical centers (ASCs).  

(B) Comprehensive outpatient rehabilitation facilities (CORFs).  

(C) Home health agencies (HHAs).  

(D) Skilled nursing facilities (SNFs) (determinations for SNFs are made in accordance with the 

criteria set forth in §483.5 of this chapter).  

(E) Hospices.  

(F) Inpatient rehabilitation units that are excluded from the inpatient PPS for acute hospital 

services.  

(G) Independent diagnostic testing facilities furnishing only services paid under a fee schedule, 

such as facilities that furnish only screening mammography services (as defined in section 

1861(jj) of the Act), facilities that furnish only clinical diagnostic laboratory tests, other than 

those clinical diagnostic laboratories operating as parts of CAHs on or after October 1, 2010, or 

facilities that furnish only some combination of these services. 

(H) Facilities, other than those operating as parts of CAHs, furnishing only physical, 

occupational, or speech therapy to ambulatory patients, throughout any period during which the 

annual financial cap amount on payment for coverage of physical, occupational, or speech 

therapy, as described in section 1833(g)(2) of the Act, is suspended by legislation. 

(I) ESRD facilities (determinations for ESRD facilities are made under §413.174 of this chapter). 



(J) Departments of providers that perform functions necessary for the successful operation of the 

providers but do not furnish services of a type for which separate payment could be claimed 

under Medicare or Medicaid (for example, laundry or medical records departments).  

(K) Ambulances.  

(L) Rural health clinics (RHCs) affiliated with hospitals having 50 or more beds.  

(2) Definitions. In this subpart E, unless the context indicates otherwise—  

Campus means the physical area immediately adjacent to the provider's main buildings, other 

areas and structures that are not strictly contiguous to the main buildings but are located within 

250 yards of the main buildings, and any other areas determined on an individual case basis, by 

the CMS regional office, to be part of the provider's campus.  

Department of a provider means a facility or organization that is either created by, or acquired 

by, a main provider for the purpose of furnishing health care services of the same type as those 

furnished by the main provider under the name, ownership, and financial and administrative 

control of the main provider, in accordance with the provisions of this section. A department of a 

provider comprises both the specific physical facility that serves as the site of services of a type 

for which payment could be claimed under the Medicare or Medicaid program, and the personnel 

and equipment needed to deliver the services at that facility. A department of a provider may not 

by itself be qualified to participate in Medicare as a provider under §489.2 of this chapter, and 

the Medicare conditions of participation do not apply to a department as an independent entity. 

For purposes of this part, the term “department of a provider” does not include an RHC or, 

except as specified in paragraph (n) of this section, an FQHC. 

Free-standing facility means an entity that furnishes health care services to Medicare 

beneficiaries and that is not integrated with any other entity as a main provider, a department of a 

provider, remote location of a hospital, satellite facility, or a provider-based entity.  

Main provider means a provider that either creates, or acquires ownership of, another entity to 

deliver additional health care services under its name, ownership, and financial and 

administrative control.  

Provider-based entity means a provider of health care services, or an RHC as defined in 

§405.2401(b) of this chapter, that is either created by, or acquired by, a main provider for the 

purpose of furnishing health care services of a different type from those of the main provider 

under the ownership and administrative and financial control of the main provider, in accordance 

with the provisions of this section. A provider-based entity comprises both the specific physical 

facility that serves as the site of services of a type for which payment could be claimed under the 

Medicare or Medicaid program, and the personnel and equipment needed to deliver the services 

at that facility. A provider-based entity may, by itself, be qualified to participate in Medicare as a 

provider under §489.2 of this chapter, and the Medicare conditions of participation do apply to a 

provider-based entity as an independent entity.  



Provider-based status means the relationship between a main provider and a provider-based 

entity or a department of a provider, remote location of a hospital, or satellite facility, that 

complies with the provisions of this section.  

Remote location of a hospital means a facility or an organization that is either created by, or 

acquired by, a hospital that is a main provider for the purpose of furnishing inpatient hospital 

services under the name, ownership, and financial and administrative control of the main 

provider, in accordance with the provisions of this section. A remote location of a hospital 

comprises both the specific physical facility that serves as the site of services for which separate 

payment could be claimed under the Medicare or Medicaid program, and the personnel and 

equipment needed to deliver the services at that facility. The Medicare conditions of participation 

do not apply to a remote location of a hospital as an independent entity. For purposes of this part, 

the term “remote location of a hospital” does not include a satellite facility as defined in 

§§412.22(h)(1) and 412.25(e)(1) of this chapter. 

(b) Provider-based determinations. (1) A facility or organization is not entitled to be treated as 

provider-based simply because it or the main provider believe it is provider-based.  

(2) If a facility was treated as provider-based in relation to a hospital or CAH on October 1, 

2000, it will continue to be considered provider-based in relation to that hospital or CAH until 

the start of the hospital's first cost reporting period beginning on or after July 1, 2003. The 

requirements, limitations, and exclusions specified in paragraphs (d), (e), (f), (h), and (i) of this 

section will not apply to that hospital or CAH until the start of the hospital's first cost reporting 

period beginning on or after July 1, 2003. For purposes of this paragraph (b)(2), a facility is 

considered as provider-based on October 1, 2000 if, on that date, it either had a written 

determination from CMS that it was provider-based, or was billing and being paid as a provider-

based department or entity of the hospital.  

(3)(i) Except as specified in paragraphs (b)(2) and (b)(5) of this section, if a potential main 

provider seeks a determination of provider-based status for a facility that is located on the 

campus of the potential main provider, the provider would be required to submit an attestation 

stating that the facility meets the criteria in paragraph (d) of this section and, if it is a hospital, 

also attest that it will fulfill the obligations of hospital outpatient departments and hospital-based 

entities described in paragraph (g) of this section. The provider seeking such a determination 

would also be required to maintain documentation of the basis for its attestations and to make 

that documentation available to CMS and to CMS contractors upon request. If the facility is 

operated as a joint venture, the provider would also have to attest that it will comply with the 

requirements of paragraph (f) of this section. 

(ii) If the facility is not located on the campus of the potential main provider, the provider 

seeking a determination would be required to submit an attestation stating that the facility meets 

the criteria in paragraphs (d) and (e) of this section, and if the facility is operated under a 

management contract, the requirements of paragraph (h) of this section. If the potential main 

provider is a hospital, the hospital also would be required to attest that it will fulfill the 

obligations of hospital outpatient departments and hospital-based entities described in paragraph 



(g) of this section. The provider would be required to supply documentation of the basis for its 

attestations to CMS at the time it submits its attestations.  

(iii) Whenever a provider submits an attestation of provider-based status for an on-campus 

facility or organization, as described in paragraph (b)(3)(i) of this section, CMS will send the 

provider written acknowledgment of receipt of the attestation, review the attestation for 

completeness, consistency with the criteria in this section, and consistency with information in 

the possession of CMS at the time the attestation is received, and make a determination as to 

whether the facility or organization is provider-based.  

(iv) Whenever a provider submits an attestation of provider-based status for an off-campus 

facility or organization, as described in paragraph (b)(3)(ii) of this section, CMS will send the 

provider written acknowledgment of receipt of the attestation, review the attestation for 

completeness, consistency with the criteria in this section, consistency with the documentation 

submitted with the attestation and consistency with information in the possession of CMS at the 

time the attestation is received, and make a determination as to whether the facility or 

organization is provider-based. 

(4) A facility that is not located on the campus of a hospital and that is used as a site where 

physician services of the kind ordinarily furnished in physician offices are furnished is presumed 

as a free-standing facility, unless CMS determines the facility has provider-based status.  

(5) A facility that has requested provider-based status in relation to a hospital or CAH on or after 

October 1, 2000 and before October 1, 2002 will be treated as provider-based in relation to the 

hospital or CAH from the first date on or after October 1, 2000 on which the facility was 

licensed (to the extent required by the State), staffed and equipped to treat patients until the date 

on which CMS determines that the facility does not qualify for provider-based status. 

(c) Reporting of material changes in relationships. A main provider that has had one or more 

facilities or organizations considered provider-based also may report to CMS any material 

change in the relationship between it and any provider-based facility or organization, such as a 

change in ownership of the facility or organization or entry into a new or different management 

contract that would affect the provider-based status of the facility or organization.  

(d) Requirements applicable to all facilities or organizations. Any facility or organization for 

which provider-based status is sought, whether located on or off the campus of a potential main 

provider, must meet all of the following requirements to be determined by CMS to have 

provider-based status:  

(1) Licensure. The department of the provider, the remote location of a hospital, or the satellite 

facility and the main provider are operated under the same license, except in areas where the 

State requires a separate license for the department of the provider, the remote location of a 

hospital, or the satellite facility, or in States where State law does not permit licensure of the 

provider and the prospective department of the provider, the remote location of a hospital, or the 

satellite facility under a single license. If a State health facilities' cost review commission or 

other agency that has authority to regulate the rates charged by hospitals or other providers in a 



State finds that a particular facility or organization is not part of a provider, CMS will determine 

that the facility or organization does not have provider-based status. 

(2) Clinical services. The clinical services of the facility or organization seeking provider-based 

status and the main provider are integrated as evidenced by the following:  

(i) Professional staff of the facility or organization have clinical privileges at the main provider.  

(ii) The main provider maintains the same monitoring and oversight of the facility or 

organization as it does for any other department of the provider.  

(iii) The medical director of the facility or organization seeking provider-based status maintains a 

reporting relationship with the chief medical officer or other similar official of the main provider 

that has the same frequency, intensity, and level of accountability that exists in the relationship 

between the medical director of a department of the main provider and the chief medical officer 

or other similar official of the main provider, and is under the same type of supervision and 

accountability as any other director, medical or otherwise, of the main provider.  

(iv) Medical staff committees or other professional committees at the main provider are 

responsible for medical activities in the facility or organization, including quality assurance, 

utilization review, and the coordination and integration of services, to the extent practicable, 

between the facility or organization seeking provider-based status and the main provider.  

(v) Medical records for patients treated in the facility or organization are integrated into a unified 

retrieval system (or cross reference) of the main provider.  

(vi) Inpatient and outpatient services of the facility or organization and the main provider are 

integrated, and patients treated at the facility or organization who require further care have full 

access to all services of the main provider and are referred where appropriate to the 

corresponding inpatient or outpatient department or service of the main provider.  

(3) Financial integration. The financial operations of the facility or organization are fully 

integrated within the financial system of the main provider, as evidenced by shared income and 

expenses between the main provider and the facility or organization. The costs of a facility or 

organization that is a hospital department are reported in a cost center of the provider, costs of a 

provider-based facility or organization other than a hospital department are reported in the 

appropriate cost center or cost centers of the main provider, and the financial status of any 

provider-based facility or organization is incorporated and readily identified in the main 

provider's trial balance.  

(4) Public awareness. The facility or organization seeking status as a department of a provider, a 

remote location of a hospital, or a satellite facility is held out to the public and other payers as 

part of the main provider. When patients enter the provider-based facility or organization, they 

are aware that they are entering the main provider and are billed accordingly.  



(5) Obligations of hospital outpatient departments and hospital-based entities. In the case of a 

hospital outpatient department or a hospital-based entity, the facility or organization must fulfill 

the obligations of hospital outpatient departments and hospital-based entities described in 

paragraph (g) of this section.  

(e) Additional requirements applicable to off-campus facilities or organizations. Except as 

described in paragraphs (b)(2) and (b)(5) of this section, any facility or organization for which 

provider-based status is sought that is not located on the campus of a potential main provider 

must meet both the requirements in paragraph (d) of this section and all of the following 

additional requirements, in order to be determined by CMS to have provider-based status.  

(1) Operation under the ownership and control of the main provider. The facility or organization 

seeking provider-based status is operated under the ownership and control of the main provider, 

as evidenced by the following: 

(i) The business enterprise that constitutes the facility or organization is 100 percent owned by 

the main provider. 

(ii) The main provider and the facility or organization seeking status as a department of the main 

provider, a remote location of a hospital, or a satellite facility have the same governing body. 

(iii) The facility or organization is operated under the same organizational documents as the main 

provider. For example, the facility or organization seeking provider-based status must be subject 

to common bylaws and operating decisions of the governing body of the main provider where it 

is based.  

(iv) The main provider has final responsibility for administrative decisions, final approval for 

contracts with outside parties, final approval for personnel actions, final responsibility for 

personnel policies (such as fringe benefits or code of conduct), and final approval for medical 

staff appointments in the facility or organization.  

(2) Administration and supervision. The reporting relationship between the facility or 

organization seeking provider-based status and the main provider must have the same frequency, 

intensity, and level of accountability that exists in the relationship between the main provider and 

one of its existing departments, as evidenced by compliance with all of the following 

requirements:  

(i) The facility or organization is under the direct supervision of the main provider. 

(ii) The facility or organization is operated under the same monitoring and oversight by the 

provider as any other department of the provider, and is operated just as any other department of 

the provider with regard to supervision and accountability. The facility or organization director 

or individual responsible for daily operations at the entity—  



(A) Maintains a reporting relationship with a manager at the main provider that has the same 

frequency, intensity, and level of accountability that exists in the relationship between the main 

provider and its existing departments; and  

(B) Is accountable to the governing body of the main provider, in the same manner as any 

department head of the provider.  

(iii) The following administrative functions of the facility or organization are integrated with 

those of the provider where the facility or organization is based: billing services, records, human 

resources, payroll, employee benefit package, salary structure, and purchasing services. Either 

the same employees or group of employees handle these administrative functions for the facility 

or organization and the main provider, or the administrative functions for both the facility or 

organization and the entity are—  

(A) Contracted out under the same contract agreement; or  

(B) Handled under different contract agreements, with the contract of the facility or organization 

being managed by the main provider.  

(3) Location. The facility or organization meets the requirements in paragraph (e)(3)(i), (e)(3)(ii), 

(e)(3)(iii), (e)(3)(iv), (e)(3)(v), or, in the case of an RHC, paragraph (e)(3)(vi) of this section, and 

the requirements in paragraph (e)(3)(vii) of this section. 

(i) The facility or organization is located within a 35-mile radius of the campus of the hospital or 

CAH that is the potential main provider. 

(ii) The facility or organization is owned and operated by a hospital or CAH that has a 

disproportionate share adjustment (as determined under §412.106 of this chapter) greater than 

11.75 percent or is described in §412.106(c)(2) of this chapter implementing section 

1886(d)(5)(F)(i)(II) of the Act and is— 

(A) Owned or operated by a unit of State or local government; 

(B) A public or nonprofit corporation that is formally granted governmental powers by a unit of 

State or local government; or 

(C) A private hospital that has a contract with a State or local government that includes the 

operation of clinics located off the main campus of the hospital to assure access in a well-defined 

service area to health care services for low-income individuals who are not entitled to benefits 

under Medicare (or medical assistance under a Medicaid State plan). 

(iii) The facility or organization demonstrates a high level of integration with the main provider 

by showing that it meets all of the other provider-based criteria and demonstrates that it serves 

the same patient population as the main provider, by submitting records showing that, during the 

12-month period immediately preceding the first day of the month in which the application for 

provider-based status is filed with CMS, and for each subsequent 12-month period— 



(A) At least 75 percent of the patients served by the facility or organization reside in the same zip 

code areas as at least 75 percent of the patients served by the main provider; or 

(B) At least 75 percent of the patients served by the facility or organization who required the 

type of care furnished by the main provider received that care from that provider (for example, at 

least 75 percent of the patients of an RHC seeking provider-based status received inpatient 

hospital services from the hospital that is the main provider). 

(iv) If the facility or organization is unable to meet the criteria in paragraph (e)(3)(iii)(A) or 

paragraph (e)(3)(iii)(B) of this section because it was not in operation during all of the 12-month 

period described in paragraph (e)(3)(iii) of this section, the facility or organization is located in a 

zip code area included among those that, during all of the 12-month period described in 

paragraph (e)(3)(iii) of this section, accounted for at least 75 percent of the patients served by the 

main provider. 

(v) The facility or organization meets all of the following criteria: 

(A) The facility or organization is seeking provider-based status with respect to a hospital that 

meets the criteria in §412.23(d) for reimbursement under Medicare as a children's hospital; 

(B) The facility or organization meets the criteria for identifying intensive care type units set 

forth in the Medicare reasonable cost reimbursement regulations under §413.53(d). 

(C) The facility or organization accepts only patients who are newborn infants who require 

intensive care on an inpatient basis. 

(D) The hospital in which the facility or organization is physically located is in a rural area as 

defined in §412.64(b)(1)(ii)(C) of this chapter. 

(E) The facility or organization is located within a 100-mile radius of the children's hospital that 

is the potential main provider. 

(F) The facility or organization is located at least 35 miles from the nearest other neonatal 

intensive care unit. 

(G) The facility or organization meets all other requirements for provider-based status under this 

section. 

(vi) Both of the following criteria are met: 

(A) The facility or organization is an RHC that is otherwise qualified as a provider-based entity 

of a hospital that has fewer than 50 beds, as determined under §412.105(b) of this chapter; and 

(B) The hospital with which the facility or organization has a provider-based relationship is 

located in a rural area, as defined in §412.64(b)(1)(ii)(C) of this subchapter. 



(vii) A facility or organization may qualify for provider-based status under this section only if 

the facility or organization and the main provider are located in the same State or, when 

consistent with the laws of both States, in adjacent States.  

(f) Provider-based status for joint ventures. In order for a facility or organization operated as a 

joint venture to be considered provider-based, the facility or organization must—  

(1) Be partially owned by at least one provider'  

(2) Be located on the main campus of a provider who is a partial owner;  

(3) Be provider-based to that one provider whose campus on which the facility or organization is 

located; and  

(4) Also meet all the requirements applicable to all provider-based facilities and organizations in 

paragraph (d) of this section. For example, where a provider has jointly purchased or jointly 

created a facility under joint venture arrangements with one or more other providers, and the 

facility is not located on the campus of the provider or the campus of any other provider engaged 

in the joint venture arrangement, no party to the joint venture arrangement can claim the facility 

as provider-based. 

(g) Obligations of hospital outpatient departments and hospital-based entities. To qualify for 

provider-based status in relation to a hospital, a facility or organization must comply with the 

following requirements: 

(1) The following departments must comply with the antidumping rules of §§489.20(l), (m), (q), 

and (r) and 489.24 of this chapter: 

(i) Any facility or organization that is located on the main hospital campus and is treated by 

Medicare under this section as a department of the hospital; and 

(ii) Any facility or organization that is located off the main hospital campus that is treated by 

Medicare under this section as a department of the hospital and is a dedicated emergency 

department, as defined in §489.24(b) of this chapter. 

(2) Physician services furnished in hospital outpatient departments or hospital-based entities 

(other than RHCs) must be billed with the correct site-of-service so that appropriate physician 

and practitioner payment amounts can be determined under the rules of Part 414 of this chapter.  

(3) Hospital outpatient departments must comply with all the terms of the hospital's provider 

agreement.  

(4) Physicians who work in hospital outpatient departments or hospital-based entities are 

obligated to comply with the non-discrimination provisions in §489.10(b) of this chapter.  



(5) Hospital outpatient departments (other than RHCs) must treat all Medicare patients, for 

billing purposes, as hospital outpatients. The department must not treat some Medicare patients 

as hospital outpatients and others as physician office patients.  

(6) In the case of a patient admitted to the hospital as an inpatient after receiving treatment in the 

hospital outpatient department or hospital-based entity, payments for services in the hospital 

outpatient department or hospital-based entity are subject to the payment window provisions 

applicable to PPS hospitals and to hospitals and units excluded from PPS set forth at 

§412.2(c)(5) of this chapter and at §413.40(c)(2), respectively.  

(7) When a Medicare beneficiary is treated in a hospital outpatient department that is not located 

on the main provider's campus, the treatment is not required to be provided by the antidumping 

rules in §489.24 of this chapter, and the beneficiary will incur a coinsurance liability for an 

outpatient visit to the hospital as well as for the physician service, the following requirements 

must be met: 

(i) The hospital must provide written notice to the beneficiary, before the delivery of services, 

of— 

(A) The amount of the beneficiary's potential financial liability; or 

(B) If the exact type and extent of care needed are not known, an explanation that the beneficiary 

will incur a coinsurance liability to the hospital that he or she would not incur if the facility were 

not provider-based, an estimate based on typical or average charges for visits to the facility, and 

a statement that the patient's actual liability will depend upon the actual services furnished by the 

hospital. 

(ii) The notice must be one that the beneficiary can read and understand. 

(iii) If the beneficiary is unconscious, under great duress, or for any other reason unable to read a 

written notice and understand and act on his or her own rights, the notice must be provided, 

before the delivery of services, to the beneficiary's authorized representative. 

(iv) In cases where a hospital outpatient department provides examination or treatment that is 

required to be provided by the antidumping rules of §489.24 of this chapter, notice, as described 

in this paragraph (g)(7), must be given as soon as possible after the existence of an emergency 

has been ruled out or the emergency condition has been stabilized.  

(8) Hospital outpatient departments must meet applicable hospital health and safety rules for 

Medicare-participating hospitals in part 482 of this chapter.  

(h) Management contracts. A facility or organization that is not located on the campus of the 

potential main provider and otherwise meets the requirements of paragraphs (d) and (e) of this 

section, but is operated under management contracts, must also meet all of the following criteria:  



(1) The main provider (or an organization that also employs the staff of the main provider and 

that is not the management company) employs the staff of the facility or organization who are 

directly involved in the delivery of patient care, except for management staff and staff who 

furnish patient care services of a type that would be paid for by Medicare under a fee schedule 

established by regulations at part 414 of this chapter. Other than staff that may be paid under 

such a Medicare fee schedule, the main provider may not utilize the services of “leased” 

employees (that is, personnel who are actually employed by the management company but 

provide services for the provider under a staff leasing or similar agreement) that are directly 

involved in the delivery of patient care. 

(2) The administrative functions of the facility or organization are integrated with those of the 

main provider, as determined under criteria in paragraph (e)(2)(iii) of this section.  

(3) The main provider has significant control over the operations of the facility or organization as 

determined under criteria in paragraph (e)(2)(ii) of this section.  

(4) The management contract is held by the main provider itself, not by a parent organization 

that has control over both the main provider and the facility or organization.  

(i) Furnishing all services under arrangement. A facility or organization may not qualify for 

provider-based status if all patient care services furnished at the facility or organization are 

furnished under arrangements.  

(j) Inappropriate treatment of a facility or organization as provider-based—(1) Determination 

and review. If CMS learns that a provider has treated a facility or organization as provider-based 

and the provider did not request a determination of provider-based status from CMS under 

paragraph (b)(3) of this section and CMS determines that the facility or organization did not 

meet the requirements for provider-based status under paragraphs (d) through (i) of this section, 

as applicable (or, in any period before the effective date of these regulations, the provider-based 

requirements in effect under Medicare program regulations or instructions), CMS will—  

(i) Issue notice to the provider in accordance with paragraph (j)(3) of this section, adjust the 

amount of future payments to the provider for services of the facility or organization in 

accordance with paragraph (j)(4) of this section, and continue payments to the provider for 

services of the facility or organization only in accordance with paragraph (j)(5) of this section; 

and  

(ii) Except as otherwise provided in paragraphs (b)(2), (b)(5), or (j)(2) of this section, recover the 

difference between the amount of payments that actually was made and the amount of payments 

that CMS estimates should have been made, in the absence of compliance with the provider-

based requirements, to that provider for services at the facility or organization for all cost 

reporting periods subject to reopening in accordance with §§405.1885 and 405.1889 of this 

chapter.  



(2) Exception for good faith effort. CMS will not recover any payments for any period before the 

beginning of the hospital's first cost reporting period beginning on or after January 10, 2001, if, 

during all of that period—  

(i) The requirements regarding licensure and public awareness in paragraphs (d)(1) and (d)(4) of 

this section were met;  

(ii) All facility services were billed as if they had been furnished by a department of a provider, a 

remote location of a hospital, a satellite facility, or a provider-based entity of the main provider; 

and  

(iii) All professional services of physicians and other practitioners were billed with the correct 

site-of-service indicator, as described in paragraph (g)(2) of this section.  

(3) Notice to provider. If CMS determines that a facility or organization was inappropriately 

treated as provider-based, CMS will issue written notice to the provider that payments for past 

cost reporting periods may be reviewed and recovered as described in paragraph (j)(1)(ii) of this 

section, and that future payments for services in or of the facility or organization will be adjusted 

as described in paragraph (j)(4) of this section. 

(4) Adjustment of payments. If CMS determines that a facility or organization was 

inappropriately treated as provider-based, CMS will adjust future payments to the provider or the 

facility or organization, or both, to estimate the amounts that would be paid for the same services 

furnished by a freestanding facility.  

(5) Continuation of payment. (i) The notice of denial of provider-based status sent to the provider 

will ask the provider to notify CMS in writing, within 30 days of the date the notice is issued, of 

whether the provider intends to seek a determination of provider-based status for the facility or 

organization under this section or whether the facility or organization (or, where applicable, the 

practitioners who staff the facility or organization) will be seeking to enroll and meet other 

requirements to bill for services in a freestanding facility.  

(ii) If the provider indicates that it will not be seeking a determination for the facility or 

organization under this section or that the facility or organization or its practitioners will not be 

seeking to enroll, or if CMS does not receive a response within 30 days of the date the notice was 

issued, all payment under this paragraph (j)(5) will end as of the 30th day after the date of notice.  

(iii) If the provider indicates that it will be seeking a determination for the facility or organization 

under this section or that the facility or organization or its practitioners will be seeking to meet 

enrollment and other requirements for billing for services in a freestanding facility, payment for 

services of the facility or organization will continue, at the adjusted amounts described in 

paragraph (j)(4) of this section, for as long as is required for all billing requirements to be met 

(but not longer than 6 months) if the provider or the facility or organization or its practitioners— 



(A) Submits, as applicable, a complete request for a determination of provider-based status or a 

complete enrollment application and provide all other required information within 90 days after 

the date of notice; and  

(B) Furnishes all other information needed by CMS to make a determination regarding provider-

based status or process the enrollment application, as applicable, and verifies that other billing 

requirements are met.  

(v) If the necessary applications or information are not provided, CMS will terminate all 

payment to the provider, facility, or organization as of the date CMS issues notice that necessary 

applications or information have not been submitted.  

(k) Temporary treatment as provider-based. If a provider submits a complete attestation of 

compliance with the requirements for provider-based status for a facility or organization that has 

not previously been found by CMS to have been inappropriately treated as provider-based under 

paragraph (j) of this section, the provider may bill and be paid for services of the facility or 

organization as provider-based from the date it submits the attestation and any required 

supporting documentation until the date that CMS determines that the facility or organization 

does not meet the provider-based rules. If CMS subsequently determines that the requirements 

for provider-based status are not met, CMS will recover the difference between the amount of 

payments that actually was made since the date the complete attestation of compliance with 

provider-based requirements was submitted and the amount of payments that CMS estimates 

should have been made in the absence of compliance with the provider-based requirements. For 

purposes of this paragraph (k), a complete attestation of compliance with provider-based 

requirements is one that includes all information needed to permit CMS to make a determination 

under paragraph (b)(3) of this section.  

(l) Correction of errors. (1) If CMS determines that a facility or organization that had previously 

been determined to be provider-based under this section no longer qualifies for provider-based 

status, and the failure to qualify for provider-based status resulted from a material change in the 

relationship between the provider and the facility or organization that the provider did report to 

CMS under paragraph (c) of this section, treatment of the facility or organization as provider-

based ceases with the date that CMS determines that the facility or organization no longer 

qualifies for provider-based status.  

(2) If CMS determines that a facility or organization that had previously been determined to be 

provider-based under this section no longer qualifies for provider-based status, and if the failure 

to qualify for provider-based status resulted from a material change in the relationship between 

the provider and the facility or organization that the provider did not report to CMS under 

paragraph (c) of this section, CMS will take the actions with respect to notice to the provider, 

adjustment of payments, and continuation of payment described in paragraphs (j)(3), (j)(4), and 

(j)(5) of this section, and will recover past payments to the provider to the extent described in 

paragraph (j)(1)(ii) of this section. 
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Healthcare Technology Audit Basics

Jennifer McGill, CIA, CISA, CGEIT

April 20, 2015

Session Objectives

• Review information technology basic concepts.

• Use real world examples to identify and understand 
healthcare technology risks.

• Discuss the IT control areas that apply to all healthcare 
organizations.

• See the basic building blocks of an IT General Controls 
audit.

75 Years of 
Caring

1940 ‐ 2015
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At this very moment in a hospital…

Wouldn’t this be easier?
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Technology View of Scenario
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What are we trying to accomplish?

• Correctly record information related to 
our work

• Securely and accurately transmit the 
information to its storage place

• Keep the information 
confidential

• Make sure the information is 
available when it is needed

• Control access and changes to 
the information to ensure that it 
has integrity and can be trusted

What could go wrong?

IT Risk is Healthcare Business Risk
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Where to begin?

• Threat –
1. a stated intention to inflict injury, damage, or other hostile action 
on someone. 

2. a person or thing likely to cause damage or danger. 

3. the possibility of trouble or danger. 

• Vulnerability – The existence of a weakness, design, or 
implementation error that can lead to an unexpected, undesirable 
event compromising the security of the computer system, network, 
application, or protocol involved

Which risks should be addressed?

ISACA, The Risk IT Framework, USA, 2009, www.isaca.org

General IT Control Categories

• Governance of IT

• Management, Planning, and Organization of IT

• Technical Infrastructure and Operational Practices

• Protection of Information Assets

• Disaster Recovery and Business Continuity

• Application Systems Development, Acquisition, 

Implementation, and Maintenance
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Preparing to Audit IT General Controls
Business Process: 5. Information Services

Facility Name:

Prepared By: Date:

Reviewed By: Date:

Information about the Assessment Tool

Purpose: A facility assessment of IT general controls will help evaluate the extent that five listed general control objectives exist. While 
the assessment tool is not inclusive of all internal control considerations, it can help identify areas that require corrective action through 
implementation of internal controls or refinement of existing internal control procedures. 

Scoring Key: 

Green
Utilize green shading and type in "Green" to indicate the existence of internal controls 
that substantially conform to stated Internal Control (IC) Expectations.

Yellow
Utilize yellow shading and type in "Yellow"  to indicate areas where internal controls 
exist in part, but need improvement to conform to stated IC Expectations.

Red
Utilize red shading and type in "Red" to indicate areas where controls may exist but 
are significantly deficient in meeting stated IC Expectations. 

General Control Objectives for Information Services:
*  Program changes are authorized, approved, and tested prior to 
implementation. 
*  Outside vendor programs are authorized, approved, and tested prior to 
installation. 
*  Access to data files is appropriately restricted to authorized users and 
programs.
*  Critical data and program applications are secure. 
*  Physical security of critical computer hardware and servers is ensured. 
*  Business recovery and resumption is assured.

Potential Risks for Information Services:
*  Programs that contain errors or do not meet management 
objectives are placed into production. 
*  Programs with inadequate controls are placed into production. 
*  Information in master files is accessed and/or manipulated by 
unauthorized personnel.
*  Unauthorized transactions or data are entered through 
inappropriate authorized user access. 
*  Critical data is lost or unrecoverable.
*  Business resumption is impeded when data processing cannot be 
continued in a timely manner.

Begin with a 
Self-

Assessment 
Questionnaire

Preparing to Audit IT General Controls
This is the basic 
control we would 
expect to see in 

place

This is where 
management 

describes what they 
are actually doing

This is where 
management scores 

themselves on how they 
think they are doing

This is where audit 
evaluates the 

responses prior to 
doing an audit

Audit Approach

1. Use information from the self-assessment questionnaire 
to determine what audit work is needed in each area.

2. Plan a walkthrough of the data center and the building 
or work space where IT personnel are located.

3. Interview key personnel in each area of the IT 
organization.

If management acknowledges 
that they don’t have a policy, 

procedure, technology, or 
function in place then there is 

nothing there to audit. 
Acknowledge the gap and 

move on.
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Audit Approach

4. Identify specific processes or systems where 
demonstration of controls by IT personnel is needed to 
validate management’s assumptions. 

5. Verify that regulatory and legal requirements are 
considered when management designs and implements 
controls.

Use Trained IT Audit Professionals

• Internal Audit professional standards require that audits 
be conducted by auditors with sufficient training and 
experience.

• Technology is highly specialized. Consider outsourcing 
or co-sourcing to get the expertise that you need.

• When organizations skimp on investments in IT audit 
expertise, they increase the likelihood that uncontrolled 
risks in their computing environment will be exploited 
and their business disrupted.

Speaker Contact Information

Jennifer McGill, Technology Audit Director
– Jennifer.McGill@carolinashealthcare.org

– 704-512-5895
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Ruth Krueger MS, CHC

Enterprise Compliance Program Manager

Cindy Matson CHC, CPC 

Vice President, Health Services Compliance

 Identify risks associated with lack of 
standardization of compliance processes

 Lessons learned

 Auditing complexities and tips

A. Physician Practice

B. Hospital 

C. Integrated System

D. Other provider

E. Other (vendor, 
consultant, etc.)
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A. <100

B. 101‐500

C. 501‐5000

D. 5001‐10,000

E. >10,000

 Summer 2009:
◦ 4 independent healthcare systems in 3 states –
each with it’s own compliance functions

 Now:
◦ 1 healthcare system in 9 states with 
international clinics in 2 countries and 1 
Corporate Compliance Program 

Sanford Health is now an integrated health system 
headquartered in the Dakotas.

◦ Largest, rural, not‐for‐profit health care system 
in the nation

◦ Locations in 300 communities in nine states 

◦ International clinics in Ghana (5) and China (1)
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 43 hospitals – 6 PPS (3 teaching), 37 CAH

 243 clinics – free standing, provider based & RHC

 Health Plan covering 167,000 lives

 DME, hospice, home health, SNF, IP psych, retail 
pharmacy, large independent reference lab, air and 
ground ambulance program….. everything but the 
kitchen sink!

 4 MACs: Noridian, WPS, NGS, Novitas

 27,000 employees

 1480 employed physicians 

 Large physician outreach program

 42,000 vendors

 422 active human research studies with 
primary PI’s in all 4 regions including animal 
and bench research study programs

 Practices 

 Language/words 

 EMR – different systems

 More ways to do things

 More opinions

 More scrutiny?
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 EMR

 Coding

 Billing

 Utilization Review

 Everything 
Compliance west

South

North

 1 Corporate Compliance Program
◦ Compliance Policies

◦ Code of Conduct

◦ Audit Tool for each review 

◦ Unified Corporate Compliance Reports to 
Enterprise Wide Executive Management
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 Policies, Procedures and Standards of Conduct

 Compliance Program Oversight

 Training and Education

 Communication

 Auditing and Monitoring

 Consistent Discipline

 Corrective Actions

 Risks of Non‐Standardization
◦ Unclear, multiple references or guidance

◦ Everyone continues to “do their own thing” or do 
nothing 

 Lessons Learned / Tips
◦ Not as easy as it sounds! Policy management…

◦ Consider
 New Service Policy

 Outside Consultants/Auditor Policy

 Do you have policies and a Code of Conduct?
◦ Clear and concise
◦ Regular review
◦ Widely distributed & readily available

◦ Acknowledged by employees 

 Survey employees to determine awareness
◦ Do they know how to report (Hotline)?
◦ Are they aware of policy on non‐retaliation?
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A. Yes – defined by 
policy

B. Yes – not defined by 
policy

C. No

D. Don’t know

 Risks of Non‐Standardization
◦ No clear lines of responsibility or accountability
◦ Lack of clarity on priorities
◦ Mixed or inconsistent messages

 Lessons Learned/Tips
◦ Assign day‐to‐day accountability for work done
◦ Want one voice across the organization 

◦ Educate those who have oversight on what that 
means and what their role is

 Do you have a defined organizational structure?
◦ Do you have access to the Board and highest level of 
executives?

◦ OIG recommends that the Compliance Officer does 
not report to the CFO or to Legal.

 Do you have a Compliance Committee?
◦ Does it include high level executives?
◦ Do they approve and monitor your work plan? 
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A. Board of Directors

B. CEO/COO/President

C. CFO

D. Legal

E. Other

F. Don’t have CCO

 Risks of Non‐Standardization
◦ Piecemeal approach makes it hard to produce 
accurate records

◦ Inconsistent message and focus

◦ Falsely attesting on those pesky Fraud Waste and 
Abuse (FWA) forms

 Lessons Learned/Tips
◦ Being concise is a skill
◦ One size fits all is not always the answer
◦ Use tools that are out there for you
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 Percent of employees completing 
education?

 Is the education program reviewed and 
updated?

 Do you provide additional opportunities 
and target risk areas?

 Employee Survey Data
◦ Do they remember key points from education?

A. 0‐50%

B. 51‐79%

C. 80‐100%

D. No idea – don’t 
track completion

 Risks of Non‐Standardization
◦ Events that should raise a red flag don’t get reported
◦ Employees feel lost in the shuffle with growth and 
changes

 Lessons Learned/Tips
◦ Experience speaks louder than words
◦ You cannot OVER communicate (but use bullets, not 
books)

◦ Close loops with those who report
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 Hotline calls
◦ How many?

◦ Investigation complete

◦ Follow‐up with reporter, if not anonymous

 Other inquires for information/assistance or 
concerns 

 Employee Survey
◦ Does your manager address concerns you bring 
forward?

A. Yes

B. No

C. We don’t do an 
effectiveness review
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 Risks of Non‐Standardization
◦ Identifying a problem in one region or location and 
not reviewing the entire organization

◦ Different criteria and interpretation if different 
individuals prepare or conduct the audits

 Lessons Learned/Tips
◦ An arduous planning process is worthwhile
◦ Formal corrective action plans are a must

◦ Controls/monitors are better than auditing

 Is a risk assessment performed regularly?
◦ Inputs? (OIG, DOJ, Payer, New Regulations…)

 Are audits completed as planned and are 
results reported to stakeholders?

 Are corrective action plans put in place to 
address deficiencies?

A. Compliance 

B. Internal audit

C. Combination

D. Outsourced
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 Risks
◦ Your program lacks teeth

◦ Inconsistent treatment for similar violations

 Lessons Learned
◦ Human Resources is a key relationship 

 Effectiveness
◦ Do you have a policy that outlines expectation of 
employee behavior?

◦ Have you ever disciplined anyone related to a 
compliance violation?

 Risks
◦ Identifying problems but not addressing them

◦ Not getting to the root cause of a problem

 Lessons Learned
◦ You might throw it against the wall but did it stick?

◦ “To err is human, but to really foul things up you 
need a computer” – Paul Erhlich

 Are formal Corrective Action Plans written?
◦ Refunds
◦ Operational process changes
◦ Education
◦ Re‐audit

 Implement monitors and controls to 
manage ongoing, high‐risk areas
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A. Absolutely

B. I think so

C. Not sure

D. No

 Just because…
◦ ..you communicated, doesn’t mean they heard

◦ ..they heard, doesn’t mean they understood

◦ ..they understood, doesn’t mean they acted

 Why does it matter to me?

 Less is more – bullets not books!

 Trust but verify!

 Operations must be accountable but….. 
o sometimes Compliance has to be the one that pulls 

the plug/stops the line…and temporarily fills gaps.

 Because an investigator, surveyor, payer, 
auditor, consultant or vendor says it….. 
o doesn’t mean it is true….do your own research, 

know your stuff and get good advice!
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Cindy.Matson@Sanfordhealth.org

Ruth.Krueger@Sanfordhealth.org



Corrective Action Plan 
 

Audit Name 
Date CAP due to Compliance:  

 
Facility/Dept/Clinic  Main Contact Compliance Contact  

   
     

Findings requiring 
correction 

Corrective Action Items (education, 
process improvement/resolution, etc)  

Person Responsible Expected 
Completion Date 

Completion 
Validated 

 1.     
     
     
     
     
     
     
     
     

 
 
Date sent to Compliance____________by_________________________________________ 

 
 

Corporate Compliance 11/5/2014 
 



 
CORPORATE 

COMPLIANCE POLICY 

 
External Consultants for Review of Documentation, 

Coding and Billing 
 

NUMBER:  
CREATED:  SCOPE: Enterprise Health Services 
REVIEWED:  APPROVED BY: Chief Compliance Officer 
REVISED:  FORMULATED BY: Corporate Compliance  

 
  
 
PURPOSE:  
In order to advance our performance and development for operational improvement, there may be 
occasions when contracting independent specialty consultants are necessary. This policy outlines the 
internal controls and standardized practices when utilizing external consultants for coding and billing 
analysis and education. 
 
POLICY/PROCEDURE:  
 
Identifying and Justifying the Needs for an External Consultant 
 
The need for external consultant services is to be clearly identified. Among the criteria to be considered 
when assessing the need for external consultants, are the following: 
 
Issue evaluation 
• What does the external consultant offer that cannot be done internally? 
• Are the recommendations from coders and/or internal reviewers vague or conflicting? 
• Is there a lack of internal expertise within the specialty in question? 
• Is there an individual clinician and/or group practice under review that would require an independent 

view point? 
• Is there a clinician or group practice unwilling or unable to participate with governing oversight of 

rules/regulations? 
 
Liability/Risk assessment 
• Is there an articulated compliance concern? 
• What are the risks and potential liabilities, including but not limited to litigation with respect to 

retaining an external consultant of performing the task in house? 
• Is there reason to believe misconduct has occurred? If so Legal will be consulted to determine if audit 

should be engaged through general counsel and all information and/or reports should be directed to 
them. 

 
Costs/Budget assessment 
• What are the costs and do the costs justify the expected assets? 
• Whose cost center will payments for external consultants be coming from? 
 
Once the needs are identified, and prior to any further advancement, Corporate Compliance must be 
notified of any recommended external consultant requests for billing and coding services. Corporate 
Compliance will determine if there is an immediate or corporate risk/liability requiring immediate action 
and to assure duplication is not occurring. 
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After the initial Compliance review, the consultant agency’s qualifications must be assessed. 
 
Requirement Criteria for the External Consultant 
 
The requestor of the audit must evaluate the consulting agencies. Among the factors that must be 
considered are the following: 
• The consulting agency must be independently licensed with liability insurance for all agency 

employees. 
• The consulting agency must be reputable, bring forth a specialty expertise, and not be on Medicare’s 

exclusion list. 
• The consulting agency must not be advertising, promoting and/or selling products for its own benefit. 
• External consultants cannot be: internal employees/casual/temporary staff; non-licensed agencies; 

former employees and or relatives of employees, or any other person who could create a conflict of 
interest.  

• A good faith effort must be made to request proposals from more than one consulting agency.  
• Depending on the complexity of the review and above noted criteria, proposals must be evaluated, 

and recommendations made. 
 
Once due diligence completed and a qualified external consultant agency has been identified, a proposal 
may be drafted. 
 
Proposal Summary 
 
The proposal must include:  
• The names, resumes and backgrounds of the persons who will be providing the consulting service, 

including academic background and degrees, work history and publications.  
• A brief background and history of the consulting firm, including references. 
• Identification and description of services performed by the firm, including the name, address and 

telephone number of the primary contact person at the facility where such services were performed. 
• The number of persons, including support personnel, who will be performing the consulting services. 
• A description of insurance coverage. 
• Proposed total fees and expenses, including a description of how fees are calculated and estimations 

of any reimbursement expenses. 
• Follow up education and/or any follow up services that will be provided as part of the agreement. 
 
Once the proposal is completed, Corporate level approval must be given.  
 
Approval 
 
A summary of the proposal must be reviewed and approved by the Vice President of the department and 
the Vice-President of Health Services Compliance. The summary should include the following:  
• Justification for the external consultant (e.g. risk, issue, and issue resolution) 
• The selection process.  
• The summarized proposals received as noted previously. 
• Budget and cost centers. 
• A brief outline or summary of expected management/oversight/education, as outlined in section VI. 
• Expected outcome. 
 
If approval is granted by the Vice President of the department and the Vice-President of Health Services 
Compliance, the contract must be forwarded to the legal department for drafting or review.  
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Legal Oversight 
 
Legal will have the final review and endorsement of any contracts. Legal will have final review and 
endorsement of legal issues including but not limited to: 
• Limitations of liability 
• Insurance 
• Choice of law and jurisdiction 
• Disclosure of findings 
• Waiver of qui tam rights 
• Confidentiality 
 
Management and Oversight of External Consultants 
 
Department/Service Area 
It is the responsibility of the requesting department’s management to oversee and supervise the project 
from the beginning to end as outlined in this policy. Additional duties include, but are not limited to:  
• Act as a liaison between consultant and internal personnel. 
• Finalize contract with legal 
• Be responsible for setting up any communications and education to appropriate associates. 
• Keep accurate documentation of the project. 
• Assure any follow up issues/audits are completed. 

 
Corporate Compliance 
It is the responsibility of Corporate Compliance to: 
• Assure that duplication is not occurring and determine whether there is an immediate or corporate 

risk/liability requiring immediate action and in consultation with legal. 
• Provide review and approval as outlined previously.  
• Review the copy of the audit findings. 
• Attend onsite meetings including the closing synopsis and/or any educational session. 
 
 
____________________________________    _________________ 
       Date 
Chief Compliance Officer 
 
 



    Updated: 04/2013 

Medicare Compliance Billing Controls  
 
 
WORK QUES are used to hold bills until reviewed and released by Compliance or specified staff.  
1. WQ Professional/Clinic Charges >$25,000 
2. WQ Hospital Compliance Work Queue 

• Outpatient Charges >$80,000 
• Other hospital (IP or OP) services deemed at high risk on a temporary or permanent basis 

3. WQ TAVR Professional Charges (add other high risk bills as needed) 
4. Research WQ (for research claims (Research staff) 
 
REPORTS are generated weekly by Decision Support and reviewed by Compliance staff as well as 
other departments responsible for generating significant charges.  Bills are not held so any errors 
identified are corrected through a claim adjustment. 
1. Hospital Inpatient Charges >$500,000 
2. Hospital Inpatient Reimbursement > Charges ($500 threshold) 
 
MONITORS are regular reviews of high risk areas conducted by the department generating charges. 
Compliance collaborates with the departments to set-up and review findings. 
1. High Risk Drugs – Pharmacy 
2. Ambulance 
3. Home Health 
4. HME 
5. IRF 
6. Wound Debridement 
7. Place of Service (PFS) 
8. One Day Stays – UR 
9. PEPPER Review – multidisciplinary group 
 
AUDITS of high risk billing are conducted by Compliance as part of an annual work plan process, initiated 
as targeted review of newly identified risk areas or following a report of potential non-compliance. 
1. See current Compliance Workplan 
 
BEST PRACTICE ALERTS  
1. Duplicate advanced imaging service within the last 14 days 
 
CODING VALIDATION 
1. Clinical Trial Services 
 
 
WISH LIST: 
1. WQ: Professional Claims with office POS during an IP stay. 
2. MONITOR: Readmissions (same day?) – UR? 
 



Compliance Program Effectiveness 
List of Resources  
 
 
 
PROGRAM EFFECTIVENESS RESOURCES 
 
OIG: Operating an Effective Compliance Program 
https://oig.hhs.gov/compliance/provider-compliance-
training/files/OperatinganEffectiveComplianceProgramFinalBR508.pdf 
 
HCCA: Evaluating and Improving a Compliance Program 
http://www.hcca-
info.org/Resources/HCCAResources/Library/SearchResults/smid/3746/c/0.aspx?key=evaluating+and+
improving  
 
Affordable Care Act: Provider Compliance Programs 
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-
MLN/MLNEdWebGuide/Downloads/MLN-Compliance-Webinar.pdf  
 
Federal Sentencing Guidelines: Effective Compliance and Ethics Program 
http://www.ussc.gov/guidelines-manual/2012/2012-8b21  
 
Medicare Advantage Programs Compliance Effectiveness Checklist 
http://www.cms.gov/Medicare/Compliance-and-Audits/Part-C-and-Part-D-Compliance-and-
Audits/Downloads/Compliance-Program-Effectiveness-Self-Assessment-Questionnaire.pdf  
 
 
EDUCATION RESOURCES 
 
CMS: MLN Provider Compliance 
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-
MLN/MLNProducts/ProviderCompliance.html  
 
OIG: Compliance (see resources under Compliance 101!) 
http://oig.hhs.gov/compliance/  
 
 

https://oig.hhs.gov/compliance/provider-compliance-training/files/OperatinganEffectiveComplianceProgramFinalBR508.pdf
https://oig.hhs.gov/compliance/provider-compliance-training/files/OperatinganEffectiveComplianceProgramFinalBR508.pdf
http://www.hcca-info.org/Resources/HCCAResources/Library/SearchResults/smid/3746/c/0.aspx?key=evaluating+and+improving
http://www.hcca-info.org/Resources/HCCAResources/Library/SearchResults/smid/3746/c/0.aspx?key=evaluating+and+improving
http://www.hcca-info.org/Resources/HCCAResources/Library/SearchResults/smid/3746/c/0.aspx?key=evaluating+and+improving
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNEdWebGuide/Downloads/MLN-Compliance-Webinar.pdf
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNEdWebGuide/Downloads/MLN-Compliance-Webinar.pdf
http://www.ussc.gov/guidelines-manual/2012/2012-8b21
http://www.cms.gov/Medicare/Compliance-and-Audits/Part-C-and-Part-D-Compliance-and-Audits/Downloads/Compliance-Program-Effectiveness-Self-Assessment-Questionnaire.pdf
http://www.cms.gov/Medicare/Compliance-and-Audits/Part-C-and-Part-D-Compliance-and-Audits/Downloads/Compliance-Program-Effectiveness-Self-Assessment-Questionnaire.pdf
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/ProviderCompliance.html
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/ProviderCompliance.html
http://oig.hhs.gov/compliance/


Corporate Compliance Audit Worksheet 
 
Audit Subject________________________ Date__________Reviewer(s)____________________________ 
Highlight audit requestor:  Work plan      For Cause      Due Diligence      Other_________________________ 
 

Audit Procedures   Notes 

  Planning  
 1. Determine, with your Director, the deadline for audit research to be completed.  

 2. Describe the subject matter under review and if not a planned audit, 
reason it is being performed. 

 

 

 3. Identify any related, prior audits or consultant reports(internal or external) 
a. Note any identified issues, recommendations, unresolved 

concerns, etc. that may be relevant to this audit. 

 

 4. Identify any related internal policies or procedures  

 5. Review available reference materials and industry information. 
a. Be able to describe any compliance requirements related to this 

topic. 
b. Research following sources: CMS, MAC, OIG, RAC as well as 

any state law and other requirements. 
c. Review publications, list serves, and other available resources for 

information. 

 

 6. Obtain input from operations 
a. Determine service line level of awareness of regulatory 

requirements and resulting compliance risks 
b. Understand current processes related to compliance 
c. Identify controls, if any, to reduce risk of error 
d. Inform service line Directors/VPs of audit scope 

 

 

 7. Define audit scope 
a. Determine specifically what will be audited and the reference for 

the audit criteria. 
b. Prepare the audit tool describing specific audit criteria. 
c. Specify source of audited information (progress notes, claim 

forms, detailed bills, therapy logs, etc.) 
d. Determine number of samples to be audited 
e. Specify a date range to select sample 

For billing related audits: 
f. Decide if pre-payment or post-payment will be reviewed 
g. Define the payer mix 
h. Determine what errors will require claim correction 

 

 8. Review with assigned Compliance Director 
a. Review all audit planning activity described above 
b. Pay special attention to clarity of the audit scope 
c. Define timeline for audit completion by location, region, etc. 
d. Share plan with all Compliance Directors and others as necessary 

for group input and agreement to all aspects of audit. 
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 Write Executive Audit Summary background, scope, and references portion of the audit report. 
 

 
 Conducting the Audit Notes 

  1.  Request any queries needed to identify audit samples  

 2.  Gather source documents 

• Request needed security changes to access electronic data 
• For billing audits, obtain scrubbed claim forms as submitted for 

payment. 
• Medical record documentation audits done electronically must be 

verified by requesting at least one copy of the record through the 
ROI process to validate records released are complete. Choose an 
audited sample that met all requirements. 

  

 

 3.  Review audit samples against audit criteria   

 4.     Test identified controls 

• Validate that any controls identified in the planning are in fact, in place 
and functioning. 

 

 

Audit Reporting 

 1. Complete the DRAFT Executive Summary and Report using templates from 
share point site. 

• Include results, effectiveness of controls, and any incidental 
findings. 

• Review with Compliance Directors and other involved compliance 
staff. 

• Send to leaders of operations for response to any findings or to 
locate missing data they believe is available. 

 

 2. Finalize the report 
• Review final audit with Compliance Directors and discuss 

communicating results  
• Route to operational leaders including operations Director and VP 

and others as directed 

 

 3. Send Corrective Action Plan (CAP) template for noted errors 
• Set reminders on calendar for due dates for CAP’s  
• Follow up with Operations VP if CAP is not being completed as 

required. 

 

 4. Determine with Director whether any follow up auditing is required 
• Set timeline for follow up and assure it is added to the work plan 

 

 

 5. Complete Comply Track Entry  

  
 

2 
 



 
 

Your Organization Name 
 
 
 

CORPORATE COMPLIANCE 
(Audit Report)(Executive Summary) 

 
                                                                    

 Your Organization (CLINIC/FACILITY) 
(Audit Title) 

 
 
 
 
 
 

(Date this report completed) 
(Name) 
(Title) 
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BACKGROUND: (define risks along with regulatory information)  
 
OBJECTIVE AND SCOPE:  (define outcome, what information is being audited) 
 
SAMPLE METHODOLOGY: (sample size, date range, payer types, source of data reviewed, etc.) 
 
AUDIT SUMMARY AND FINDINGS: (When template used for Executive Summary, if multiple 
sites were reviewed, do not include those in the body of this report. Attach the table of 
individual site results separately. If results are a few lines, may include in body). 
 
RECOMMENDATIONS/INCIDENTAL FINDINGS: 
 
CORRECTIVE ACTION: (Required, including specific action steps, responsible parties and due 
dates) 
 
RESOURCES: (links to NCD/LCD and other referenced guidance documents etc.) 
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CORPORATE POLICY 

Business Ethics and Vendor Relationships 

                                                           

CREATED:  SCOPE: All Employees  

REVIEWED:  APPROVED BY: Corporate Leadership Team (CLT) 

REVISED:  FORMULATED BY: Chief Compliance Officer  

 

Reference Policies:  Travel Program & Business Expense Policy  

   Business Ethics & Vendor Relationships FAQs  
 

PURPOSE 
To provide ethical guidance to employees as it relates to relationships with individuals 

and entities that supply goods and services to our organization. 

 

To set forth the required standards of conduct for all physicians and other employees 

regarding the acceptance of gifts, educational or travel subsidies, entertainment, meals, 

and any other form of remuneration from suppliers and business partners that refer or are 

in a position to refer health care business or those that provide products or services used 

in the delivery of health care. 

 

To establish reasonable limitations and safeguards for our relationships with certain 

product suppliers who are subject to the database reporting obligations set forth by the 

Physician Payment Sunshine Act. 

  

 

POLICY 
Physicians and all other employees shall observe and comply with this policy. In addition 

to this policy, organization also requires that designated employees, researchers, and 

governing board members comply with various Conflict of Interest policies concerning 

disclosures of financial interests and relationships with vendors, research sponsors, and 

business partners. 

 

We recognize that the vendors and suppliers of products, such as pharmaceuticals, 

devices, and biologics have an important role in the delivery of healthcare services to 

patients.  Collaborations between product manufacturers and healthcare providers often 

result in innovative and more effective ways to treat patients and improve the human 

condition.  Despite the benefits of these collaborations, we recognize that certain business 

and financial relationships between the parties can result in real or perceived conflicts of 

interest for the providers who prescribe, order, and use the products in delivering care to 

our patients. 

 

In addition to potential conflicts of interest, we also recognize that improper gifts, 

compensation, meals, travel expenses, education subsidies, honoraria, and other forms of 

financial exchanges between providers and vendors can implicate the federal Anti-

Kickback Statute (“AKS”) and can potentially result in civil and criminal penalties. 

 

http://sanfordconnect/stellent/groups/public/documents/web_content/pub_ep_sanford_095135.pdf
http://intraprod1/stellent/groups/public/documents/employeeinfopassthru/sanford_103754.pdf
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* Vendors who have reporting obligations under the Sunshine Act (hereinafter referred to as “Sunshine 

Act vendors”) are defined as:  Manufacturers of a “covered” drug, device, biological or medical supply 

product, 1) for which payment is available under Medicare, Medicaid or CHIP, and 2) for which a 

prescription or order is required, or for which premarket approval or premarket notification to the FDA is 

required. 

 

Moreover, the Physician Payment Sunshine Act (“Sunshine Act”) requires applicable 

vendors* to annually report any Teaching Hospital or any physician, dentist, optometrist, 

podiatrist or chiropractor who has accepted certain types of remuneration or transfers 

from the vendor.  These reports are made available to the public on a searchable website. 

 

In view of the ethical, legal, financial, and perceptual risks, we have established 

reasonable and appropriate limitations on the nature and amounts of financial exchanges 

as set forth in this policy and in the accompanying Q&A document.  These limitations 

and safeguards are premised upon the principles of the Federal Anti-kickback Statute and 

the longstanding guidance from regulatory agencies such as the Office of Inspector 

General (OIG) and professional organizations such as the American Medical Association 

(AMA). 

 

This policy sets forth the corporate threshold for acceptable vendor relationships.    

Nothing in this policy prohibits individuals, as well as individual facilities and care 

centers, from implementing standards that are more restrictive than the corporate 

thresholds, e.g., a clinic can ban all vendor provided on-site meals even though 

organization permits modest on-site meals. 

 

POLICY INTERPRETATION AND ENFORCEMENT.  We intend to consistently 

enforce this policy throughout the organization.  Executives will be accountable for 

enforcement of this policy within their areas of responsibility.  This policy and the 

accompanying FAQ document have been developed by the Corporate Compliance 

Office, and approved by the Corporate Leadership Team.  All questions concerning the 

interpretation of the policy should be directed to the Chief Compliance Officer, the Vice 

President of health services Compliance, or the regional Directors of Compliance.  



PROCEDURE 
I. PROHIBITED ACTIVITIES  

 

Our organization complies with the Federal Anti-Kickback Statute (“AKS”), a health 

care-specific law which strictly forbids employees from   seeking or accepting any 

payment, gift, or other thing of value  from any subcontractor, vendor, supplier or 

potential contractor with the intent to induce the referral of federal health care 

business.   Accordingly, employees are not permitted to accept certain gifts, payments 

and other offers from vendors that have the potential to influence the referral or cost 

of  federal health care business, including:  

 

1. Cash gifts 

2. Cash-equivalent gifts such as gift cards or gift certificates 

3. Items that are capable of personal use such as a DVD player or an iPod 

4. Personal entertainment items such as tickets to sporting events or concerts, or 

golfing/skiing/hunting/fishing/vacation excursions that can be perceived as 

conveying a personal benefit to the recipient 

5. Expense paid travel to luxurious or resort-type locations that can be perceived 

as extravagant and conveying a personal benefit to the recipient 

6. Payments for listening to a vendor’s marketing presentation or for completing 

written evaluations for a vendor’s product or service. 

7. Payments for recruiting patients for clinical research activities unless such 

research activity is approved by an appropriate Institutional Review Board 

(IRB) 

8. Payments in exchange for an endorsement of the vendor or the vendor’s 

products/services.  (Requests for product or vendor endorsements must be 

referred to Marketing or Supply Chain Management) 

9. Payments or accommodations  for Shadowing arrangements in a patient care 

setting, unless the vendor has a defined role in the care of the patient (s) and is 

registered through Supply Chain Management 

10. Payments or accommodations for Ghostwriting arrangements, e.g., allowing a 

vendor to author a published article or other document and attribute the 

authorship to a physician or other employee 

 

II. PERMISSIBLE ACTIVITIES: GENERAL GUIDANCE – Organization permits 

reasonable activities and interactions with vendors. These permissible interactions are 

subject to certain safeguards, limitations and restrictions. 

 

This policy and the accompanying FAQ document address several forms of financial 

relationships and interactions, including: 

 

  Gifts 

  Travel Expenses 

  Meals/Beverages 

  Compensation and Honorariums 

  Education and Training 
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  Free trials and short term loans of devices, equipment, or supplies 

  Ownership, investment interests, licensing, royalty, or stock options 

 

This policy is intended to address the most common forms of vendor relationships, 

but it is not a comprehensive or exhaustive list of every possible offer or arrangement. 

Accordingly, employees are advised to use the following algorithm for all decisions 

involving vendor offers: 

 

1. Is the vendor’s specific offer or arrangement in the list of PROHIBITED 

activities?  If so, the employee must decline. 

2. Is the vendor’s specific offer or arrangement in the list of PERMISSIBLE 

activities?  If so, the employee must consult the policy, the FAQs, or the 

Corporate Compliance Office to determine: 

a. Is the offer/arrangement in compliance with organization policy? 

b. Is the offer/arrangement subject to be reported to the Open Payments 

Sunshine Act public website? 

3. For all other vendor offers or arrangements that are not specifically addressed 

in the policy or the FAQs, employees are advised to seek guidance from the 

Corporate Compliance Office at the regional or enterprise level.    

 

Open Payments (“Sunshine Act”) Implications.  For interactions involving vendors 

who are covered by the Sunshine Act, employees are advised to consider the 

following: 

 

1. Organization requires that all Sunshine Act vendors inform recipients 

whether, and to what extent, a gift, meal or other financial exchange will be 

reportable to the database.  With full and prompt disclosure by the vendor, 

employees can elect to decline the vendor’s offer.  Vendors who fail or refuse 

to provide this up-front information should be reported to Supply Chain 

Management or Corporate Compliance. 

2. The vendor has the sole obligation to track and report the financial exchange.  

Our organization has no reporting obligations.   

3. The Open Payments/Sunshine Act Database is strictly about transparency.  It 

is intended to allow the public to be aware of the nature and value of vendors’ 

relationships with healthcare providers.  The regulation does NOT declare 

what is a legal or illegal vendor relationship, nor does it determine the 

appropriateness of a vendor’s gift or other offer.  In evaluating a vendor’s 

offer, employees are required to follow internal policy first and foremost, and 

to also evaluate the transparency/reporting implications when applicable. 
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III. PERMISSIBLE ACTIVITIES BY CATEGORY 

 

1. GIFTS 

a. General.  Subject to local leadership (e.g., clinic, department, unit) discretion, 

policy permits employees to accept vendor-provided gifts only if 1) the gift is 

work related (not personal), and 2) the gift is of nominal value. 

b. Promotional “Branded” Items.  Subject to local leadership discretion, policy 

permits employees to accept work related branded items such as pens and 

notepads if the items are of nominal value. 

c. Gift Baskets and Other Business Courtesies.  Subject to local leadership 

discretion, policy permits employees to accept infrequent  (e.g., annual or 

holiday-related) gift baskets if: 

 The gift is consumable (food, candy, fruit, non-alcoholic beverages) or 

decorative/floral, and 

 The gift is intended for the benefit of a group of employees, and 

 The gift has a nominal value 

d. Sunshine Act Implications.  The subject of gifts is a broad area.  When in 

doubt, consult the Corporate Compliance Office for guidance.  Some gifts 

may be reportable under the Sunshine Act, and employees are advised to ask 

the vendor whether the value of the gift will be reported, prior to accepting the 

gift.   

 

2. TRAVEL EXPENSES 

a. General, Allowable Exceptions.  Generally, vendors are not permitted to pay 

or reimburse travel expenses (airfare, lodging, meals) for employees.  Under 

limited circumstances, vendor paid travel expenses are permitted when: 

 The employee is attending FDA-mandated safety training, or 

 The employee is serving as a consultant or speaker (or board member, 

officer, or member of a scientific review panel) and the authorized and 

approved contract with the vendor sets forth travel obligations and 

payment/reimbursement, or 

 The employee travel is expressly authorized in the contract between 

the vendor and Supply Chain Management, or in the contract between 

the research sponsor and Research. 

b. Special Circumstances; Required Approval.  Vendor paid travel for any 

other circumstances not listed above require prior approval by the CFO for 

Health Services Division (HSD) or the CFO for Development and Research 

Division.  Unapproved vendor paid travel expenses are subject to be returned 

to the vendor and the employee’s cost center will be charged for the incurred 

travel expenses.   
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c. Reasonable and Appropriate Criteria.  All vendor paid travel expenses 

authorized under this section must be reasonable and appropriate.  Under no 

circumstance will vendors be permitted to pay/reimburse expenses for travel 

to luxurious or resort destinations.  Travel expenses are considered reasonable 

and appropriate if the expenses comply with  internal policy for  Travel 

Program & Business Expense Policy. 
 

3. MEALS AND BEVERAGES 

a. On Site.  Organization facilities have the discretion to permit or prohibit 

vendor provided on-site meals on a facility-by-facility basis.  Facilities that 

permit such on site meals shall assure that the meals are modest and 

infrequent.    

b. Off Site.  Employees may accept off site meals provided by vendors if the 

meals are modest.  “Modest” is defined as a meal that would otherwise 

comply with the Travel and Expense Reimbursement Policy.  

c. Sunshine Act Implications.  Vendors who are covered by the Sunshine Act 

are required to account for the value of meals (and gifts, and other financial 

interactions) that is provided to “covered recipients.”  If you are a covered 

recipient, here is the bottom line:  When you accept at least $100 worth of 

meals, gifts, or other transfers of value from a Sunshine Act vendor during 

any calendar year, the vendor will report your name and the value of those 

transactions to the Open Payments Database.   

 

4. COMPENSATION AND HONORARIUMS  

a. Written Agreement.  Policy permits employees to accept compensation or 

honorariums in exchange for consulting or speaking or other services ONLY 

under the following conditions:   

 A written agreement memorializes the arrangement, and 

 The written agreement has been reviewed and approved by Legal. 

b. Work Time vs. Personal Time.  The rule for a written agreement set forth 

above applies irrespective of whether the services are provided during work 

hours (“organization’s time”) or outside of work hours (“personal time”).  

Employees devoting personal time to the activity are permitted to retain the 

honorarium or compensation, provided the activity was reviewed and 

approved in advance by the employee’s immediate supervisor.  Physicians 

devoting personal time to the activity are permitted to retain the honorarium 

or compensation, provided the activity was reviewed and approved by the 

Clinic Senior Vice President in the physician’s respective region. 

c. Sunshine Act Implications.  Compensation and honorariums provided by 

Sunshine Act vendors are subject to be reported to the Open Payments 

Database.  The payments will be attributed to the recipient, by name, 

irrespective of whether the recipient received the payment directly or whether 

the recipient received the payment indirectly through a clinic, an employer, a 

http://sanfordconnect/stellent/groups/public/documents/web_content/pub_ep_sanford_095135.pdf
http://sanfordconnect/stellent/groups/public/documents/web_content/pub_ep_sanford_095135.pdf
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group practice, or other entity, or whether the recipient directed the payment 

to a charity as a donation 

5. EDUCATION AND TRAINING 

a. Educational Conferences and Meetings Sponsored by the Vendor.  

Employees may not accept any financial grants or subsidies, or any travel 

expenses from a vendor to attend a vendor sponsored conference, meeting, or 

training UNLESS: 

 The training is FDA-mandated safety training, or 

 The training is specifically permitted in the written contract between 

organization and the vendor. 

b. Educational Conferences and Meetings Sponsored by Organization.   

Employees are not permitted to solicit contributions or donations from 

vendors to support sponsored conferences (e.g., those open to the public or 

those open to local or national healthcare professionals.)  Vendors can 

participate in sponsored educational conferences by either: 

 Providing an unrestricted grant to the Foundation or to the Enterprise 

Office of Grant Development & Administration (EOGDA), or 

 When available, renting space or a booth at the conference site.  

Booths and space for vendors will be determined on a conference-by-

conference basis.  The number of available booths and the booth rental 

fee shall be established in advance by the conference 

coordinator/planner.  The rental fee for each conference shall be Fair 

Market Value (FMV) and shall be the standard fee offered to all 

interested vendors for that conference. The conference 

coordinator/planner is not permitted to vary the established fee in any 

way or offer discounts to any vendor.  

c. Educational Conferences and Meetings Sponsored by a Third Party. 

For education and training that is not sponsored by the vendor, e.g., an annual 

AMA Conference, employees may accept grants or subsidies from a vendor to 

cover registration fees ONLY if the following conditions are met: 

 The education/training/conference is organized and sponsored by a 

professional society or educational institution, and 

 The education/training/conference is accredited and certified by a 

national accrediting body for continuing education, and 

 The education/training/conference is being held at a location that is not 

perceived as a resort or luxurious location. 

 

6. FREE TRIALS AND SHORT TERM LOANS OF DEVICES, EQUIPMENT, 

OR SUPPLIES 

a. Pharmaceutical samples intended for patient use.  Unless prohibited by 

regional or local facility policy, pharmaceutical samples may be accepted 
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from pharmaceutical vendors.  The samples are required to be distributed for 

patients’ use and benefit, not physicians or staff.  All samples are subject to 

record keeping and disposal requirements as specified in regulations and 

policy.  

b. Devices, Equipment, and Supplies (not including pharmaceutical 

samples).  Free trials and short term loans are permissible to accept from 

vendors, ONLY if the trial or loan arrangement is approved and arranged 

through Supply Chain Management. 

 

7. OWNERSHIP, INVESTMENT INTERESTS, LICENSING, ROYALTY, OR 

STOCK OPTIONS 

Employees are permitted to own stock in any publically traded company, including 

pharmaceutical and device manufacturers, as part of an employee’s investment 

portfolio.  However, in some circumstances, some stock options and investment 

interests are subject to disclosure and management in accordance with the Conflict of 

Interest policies for research.  If such financial interest is provided directly from a 

Sunshine Act vendor to a covered recipient, the transaction is subject to be reported to 

the Open Payments Database. 
 
 
 
 

Corporate Leadership Team 

 

By: ____________________________   Date: _         _________ 

     



 
QUALITY/SAFETY/RISK 

POLICY 

 
Clinical Service: Formation of a New or Enhancement 

of Inpatient or Outpatient Service  
 

NUMBER:  
CREATED:   SCOPE:  
REVIEWED:  APPROVED BY: Chief  Clinical Officer, HSD  
REVISED: FORMUALTED BY: Finance, Risk Management, Clinical 

Services, Medical Staff Office, Compliance, IP&C, Legal 
and OCI.  

 
Appendix A Checklist 
Appendix B Request of Clinical Privileges 
Appendix C Request for Additional Privileges 
 
I PURPOSE: 

1.1  Definition:  A clinical service is defined as a service that is billable, maybe 
regulated, or requires privileging for providers. To provide a standardized 
systematic approach for the implementation of a new clinical service through the 
notification, involvement, and coordination departments that facilitate quality and 
safety, technical proficiency, clinical care, patient experience, and financial 
impact.  

 
II POLICY: 

2.1 Request and application to initiate a new clinical service must be made to the 
Department/Clinic Director and Director of Clinic Operations as appropriate.  
2.1.1 Final hospital approval is by the appropriate Vice President(s). 
2.1.2 Final clinic approval is by the Executive Team or Board of Governors 

when appropriate. 
2.1.3 Final approval is by network hospital Executive Management. 

2.2 After obtaining preliminary director and VP approval, departments/clinics 
proposing a new clinical service must complete all application steps defined in the 
attached checklist and submit to the New Services Committee.  (SEE Appendix 
A). 

2.3 The Professional Practice Committee must review. 
2.4 After all of the steps have been completed the service/implementation will be 

approved by the clinic Board of Governors.  
2.5 The initiation of service begins after final approval has been completed. 
2.6 All new clinical services are to be evaluated after implementation according to the 

plan agreed upon with the Vice President.  The plan for evaluation must be 
submitted with the application. 

 
 
 
 

III PROCEDURE: 
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3.1 Individuals desiring to initiate a new clinical service must meet with their superior 
to discuss the operational issues which must be considered in instituting a new 
service. 

3.2 The director will make initial contact with one of the departments listed on the 
attached checklist to get on the New Services Meeting agenda. 

3.3 The director desiring to initiate a new clinical service is required to make 
application to their Vice President by compiling and submitting the following 
information: 
3.3.1 Definition of needs, 
3.3.2 Description of service (educational, diagnostic, therapeutic), 
3.3.3 Target patient population and volumes, 
3.3.4 Expected charges, 
3.3.5 Payer mix and expected reimbursement, 
3.3.6 Anticipated risks and opportunities, 
3.3.7 Timelines, 
3.3.8 Plan for outcome based evaluation after implementation, 
3.3.9 Business Performa (sample needed). 

3.4 Final approval to initiate a new clinical service is granted by  
3.4.1 Final approval is by the appropriate hospital Vice President(s). 
3.4.2 Final approval is by the clinic Executive Team or Board of Governors 

when appropriate. 
3.4.3 Final approval is by hospital network Executive Management 

3.5 After VP final approval has been granted, the individual(s) must schedule an 
appointment with the Chargemaster Committee for review before the service is 
initiated. 

 
 
 
 
____________________________ 
CHIEF CLINICAL OFFICER, HSD 
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APPENDIX A 
 

NEW OUTPATIENT CLINIC/SERVICE CHECKLIST 
 

After obtaining preliminary director and VP approval, prepare for the initiation of a new 
outpatient clinic or service by collecting the following information.  Resources are listed to the 
right.  Please prepare the answers to all questions.  When all answers have been determined, 
schedule to be placed on New Service Committee Agenda by contacting Risk Management. 
After presentation and approval by the New Service Committee, obtain final VP approval, then 
schedule a visit with the Charge Master Committee by calling the Finance Department. 
 

 Business Plan Questions Resources/Contacts Completed 
1.  Do you have preliminary approval from your Director and 

Vice President to initiate this service? Please obtain 
preliminary approval before continuing with this process. 

Department Director, 
Vice President 

 

2.  What is the purpose/intent of the service? Clearly and 
specifically identify what the services will be. What 
volume of patients do you anticipate initially and within 
one year? 

Those individuals 
involved in planning the 
service. 

 

3.  What statistics will you want to track regarding this 
service such as cost, quality, outcomes, volumes, 
satisfaction etc. 

Decision Support  

  Finance Questions: Resources/Contacts Completed 
4.  Will this service be provided under an existing cost center 

or will a new cost center be developed? Will the expenses 
related to providing these services (Labor & Supply) be in 
the same cost center as the charges are generated? 

Department Director, 
Director of Finance 

 

5.  What will you be charging the patient for? Will there be 
cycle billing of recurring outpatient accounts or billing on 
discharge only? Are these charges billable under Medicare 
or Medicaid guidelines? Are other hospitals that provide 
and bill for this service succeeded in getting 
reimbursement for this service? If yes, please contact 
applicable sites and ask how the billing has been done 
(CPT codes, what services reimbursed, how, etc.) 

Insurance Supervisor 
and Director of 
Reimbursement 
 
 
 
 
 

 

6.  Are there any NCDs or LCDs regarding this service? HIM Coding 
Specialist/Compliance 

 

7.  Are there APCs regarding this service? APC/Utilization  
8.  A form must be completed for each charge code you will 

need to create. For each code, identify: 
a. Expense of the service-labor, supply etc. 
b. Appropriate CPT code for the charge 
c. Proposed charge amount 

Charge Committee  

9.  How will charges be entered (order entry or charge 
posting)? Who will be responsible to enter charges? Is 
training needed on order entry or charge posting? 

Installation & Support 
Manager 
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10.  Have you scheduled a meeting with the Chargemaster 
Committee? 

Charge master 
committee 

 

 HIM/ONE Chart Plan Resources/Contacts Completed 
11.  What are your medical record requirements? 

a. Does the patient need to be registered? 
b. Will you need a chart on the patient? 
c. Where will the chart be maintained? 
d. How will you identify and document medical 

necessity? 
e. How will you document care? 
f. What are the documentation requirements? 
g. Who will be the attending provider (Attending or 

Medical Director)? 
h. Do you need provider orders for the services 

provided? 
i. Does the provider need to sign off the orders?  
j. What other chart requirements are these of    the 

provider? 

Health Information 
Management or 
EHR/Revenue Cycle, 
Clinical Informatics 

 

12.  What templates/flowcharts are necessary to accurately 
document the procedure?  

Clinical Informatics  

13.  What EMR training is necessary of each       
job title/function 

Clinical Informatics  

14.  Do you have the Information Service Equipment you need 
to facilitate this service? 

Clinical Informatics, 
Information Technology 

 

 Patient Access Plan Resources/Contacts Completed 
15.  How will patients be scheduled and how will pre-

registration occur? What information needs to be given to 
the individual scheduling the service and to the patient at 
pre-registration? 

Patient Appointment 
Center 

 

16.  Will the patient be a one-time outpatient or recurring 
outpatient? What clinic code and medical service code 
will be used? 

Patient Access  

 Communications/Marketing Plan Resources/Contacts Completed 
17.  Will you need publicity or marketing to introduce this 

service? Will you need to market internally to other 
employees and departments? To providers locally? To 
others in the System, to the public? 

Marketing  

18.  What will the communication/phone service needs be?  Information Technology  
 Quality/Safety/Risk/Accreditation Resources/Contacts Completed 
19.  Will Joint Commission need to be notified of the new 

service? 
Center for Strategic 
Improvement 

 

20.  Are supporting policies and procedures in place?  Policy Coordinator  
21.  What is the education information for the patient on 

risks/benefits of the service? 
 

Risk Management, 
Center for Learning 

 

22.  Is the service covered under the current medical Risk Management  
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malpractice premium?  
23.  Is Universal Protocol indicated?  

 
Center for Strategic 
Improvement 

 

 Facility Plan Resources/Contacts Completed 
24.  Where will the service be performed? clinic/hospital Facilities  
25.  Are there requirements for the service related to safety 

planning? i.e.: lead rooms 
Facilities  

26.  What is the emergency preparedness/equipment needed 
for the service?  

Facilities , Safety 
Officer 

 

 Medication Plan  Resources/Contacts Completed 
27.  What medications, if any will be used?  Pharmacy  
28.  Who will be administering them?    
29.  Is conscious sedation planned on being used? Pharmacy  
30.  Do you have sufficient staff?   
31.  Do you have sufficient equipment/room to monitor 

patient?  
  

32.  How will the medications be stored? Pharmacy  
 Staff/Provider Plan Resources/Contacts Completed 

33.  Contact Medical Staff Office to determine if a new 
guideline needs to be developed. 

• Does the staff providing the service need to be 
credentialed?  

• If so, what are the requirements? 

Medical Staff Office  
Appendix B and C 

 

34.  Will current employees of the new clinic/service be 
affected? If so contact Human Resources. 

Human Resources; 
Center for Learning 
 

 

35.  What level of staffing is needed?  
36.  Is it within their scope of practice?  
37.  How will staff training and validations of competencies be 

completed? 
 

 Supply and IP&C Plan  Resources/Contacts Completed 
38.  What will the supply needs be and the process for 

receiving them. 
Supply Chain 
Management 
Infection Prevention and 
Control 
 

 

39.  Where will they be stored?   
40.  What types of equipment is needed?   
41.  Are the supplies “single use?”If so do they qualify for the 

third party reprocessing program?  
 

42.  How will they be cleaned/sterilized or reprocessed?   
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APPENDIX B 
CREDENTIALING GUIDELINESFOR 

REQUEST OF CLINICAL PRIVILEGES 
 
REQUESTING CLINICAL PRIVILEGES 
Appointment or reappointment does not confer any clinical privileges or right to practice at the 
Hospital.  Providers granted Temporary Clinical Privileges or appointees to the Medical Staff are 
entitled to exercise only those clinical privileges formally approved by the Board of Directors in 
accordance to the process described in the Medical Staff Policy on Appointment, Reappointment 
and Clinical Privileges.  Eligibility criteria for clinical privileges are defined within Core 
Privilege Guidelines and Specialty Request Privilege Guidelines.  If criteria for a specific 
privilege are not currently defined, it shall be the determination of the Credentials Committee if 
written guidelines are required considering factors to include: level of clinical and technical skill 
required; risk of complication; experience with the procedure; and industry standards. 
 
Applicants for appointment or reappointment must complete a Privilege Request Form indicating 
the requested Core Privilege Definition(s), all special Request Privileges, and any other privilege 
that may or may not be included in the core definition.  During the term of appointment, an 
appointee may request increased or additional privileges via written request to the Credentials 
Committee.  Requests for privileges must be accompanied by supporting documentation and 
information sufficient to establish eligibility as specified in the applicable criteria.  The applicant 
has the burden of establishing qualification and current competence for all clinical privileges 
requested. 
 
PROCESSING REQUESTS FOR PRIVILEGES 
Applicants must satisfy applicable eligibility requirements before a privilege request will be 
processed.  If an applicant fails to provide evidence of appropriate education, training, and 
experience, the applicant is deemed ineligible to apply for the privilege requested. If the 
individual is eligible and the application is complete, it shall be processed in accordance with the 
Medical Staff Policy on Appointment, Reappointment and Clinical Privileges.  An applicant may 
seek additional training and experience at outside facilities in order to become eligible for 
specific privileges.  The Credentials Committee shall determine whether the outside training and 
experience are appropriate and adequate to meet the eligibility requirements for the procedure. 
 
CLINICAL PRIVILEGES FOR NEW PROCEDURES 
Requests for clinical privileges to perform a significant procedure or service not currently being 
performed at the Hospital or a significant new technique to perform an existing procedure will 
not be processed until a determination has been made that the procedure will be offered by the 
Hospital and until criteria to be eligible to request those clinical privileges have been established.  
The Credentials Committee and the Executive Committee shall make a preliminary 
recommendation as to whether the new procedure should be offered, considering whether the 
Hospital has the capabilities, including support services, to perform the new procedure.  If it is 
recommended that the new procedure be offered, the Credentials Committee shall conduct 
research and consult with experts, including those on the Medical Staff and those outside the 
Hospital, and develop recommendations regarding the minimum education, training, and 
experience necessary to perform the new procedure, and the extent of monitoring and 
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supervision that should occur if the privileges are granted.  The Credentials Committee may also 
develop criteria and/or indications for when the new procedure is appropriate.  The Credentials 
Committee shall forward its recommendations to the Executive Committee, which shall review 
the matter and forward its recommendations to the Board for final action. 
 
 PROVISIONAL PRIVILEGES 
With appropriate education, training, and experience, a current member of the Medical Staff may 
apply for new, additional clinical privileges.  All grants of increased clinical privileges are 
provisional, unless otherwise designated by the Credentials Committee and approved by the 
Medical Executive Committee and the Board.  In granting provisional privileges the Credentials 
Committee may require the applicant to provide a report to the Committee after a specified 
number of cases.  The report will provide a list of the cases performed with patient identifier, a 
summary of the cases to include any technical difficulties or patient complications, and any other 
information requested by the Committee.  At its discretion, the Credentials Committee may 
require a specified number of cases to be proctored by a physician appointed by the Committee 
or its designee to act as a proctor.  The physician who is acting as a proctor may be a member of 
the Active Medical Staff who holds privileges in the procedure being proctored, or may be an 
external expert approved by the Credentials Committee based on documentation of qualifications 
and expertise.  If cases are to be proctored on-site and the proctor is not a member of the medical 
staff, the proctor must apply and be approved for temporary, non-applicant staff privileges.  The 
proctor must submit a report to the Credentials Committee addressing the applicant’s clinical 
judgment, technical skill and competence to perform the privilege independently.  A 
Proctor/Preceptor Report Form must be submitted for each case proctored. 
 
TRAINING BY APPRENTICESHIP 
If an applicant meets the education and training criteria for a clinical privilege, but does not have 
sufficient clinical experience, consideration may be given to approving additional on-site training 
by apprenticeship to gain the necessary experience to become eligible to apply for the clinical 
privilege.  The Credentials Committee must first determine that it is appropriate for such training 
to occur at the Medical Center, and that determination must be validated by the Medical 
Executive Committee and the Board.  Requests for training by apprenticeship will be processed 
in the same manner as requests for clinical privileges and shall be based upon consideration of 
the applicant’s education, training, and experience which may include other related or applicable 
experience, demonstrated current competence and judgment, and the ability to perform the 
requested privilege competently and safely under guidance. Physicians who have indicated that 
they plan to resign from the medical staff within 6 months shall not be eligible to apply for 
training by apprenticeship. 
 
If the Credentials Committee determines to forward a recommendation for approval of training 
by apprenticeship to the Medical Executive committee, the recommendation will specify the 
name of one or more physicians to act as a preceptor and the number of cases to be done under 
the direct supervision of the preceptor.  The preceptor will be appointed by the Credentials 
Committee or designee, and must be a member of the Active Medical Staff who holds privileges 
for the specific procedure.  The preceptor must submit a report to the Credentials Committee 
addressing the applicant’s clinical judgment, technical skill, and competence to perform the 
privilege independently.  A Proctor/Preceptor Report Form must be submitted for each case 
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performed by the applicant with the preceptor.  Based on the results of the preceptor’s report, the 
Credentials Committee will determine the applicant’s eligibility to apply for the privilege 
requested.  If the applicant is deemed eligible, the request for privileges will be handled 
according to the usual process described above. 
 
MAINTENANCE REQUIREMENTS 
Maintenance requirements may be specifically defined as part of Core Privileges or guidelines 
for Special Request Privileges.  Maintenance requirements will be reviewed with each 
applicant’s reappointment unless otherwise defined in the guidelines or Credentials Committee 
recommendations. 
 
PROCTOR/PRECEPTOR GUIDELINES 
The granting of privileges to perform a procedure does not, of itself, confer to a physician the 
right to act as a proctor or preceptor for another physician.  The ability to act as a proctor or 
preceptor for another physician is not a privilege, but rather an assigned peer review activity 
directed by the Credentials Committee or designee.  A physician may not arrange for or serve as 
a proctor or preceptor without appropriate approval.  A physician acting as a proctor or preceptor 
must be prepared to intervene at any time during a procedure if such intervention is necessary to 
ensure patient safety.  A formal request or approval process is not required for a physician to 
observe a procedure, provided he/she does not assist in the case. Observing Physicians may 
palpate bony land markers during educational observations if it would enhance their educational 
experience. (12/07)  Physicians may at any time mentor or assist each other in performing 
procedures for which both currently hold privileges. 
 
INVESTIGATIONAL PROCEDURES-INTERVENTIONS-PROTOCALS 
All investigational procedures- interventions- protocols must be processed through the IRB 
Committee for approval prior to enrolling patients in the study.  In addition, the Credentials 
Committee must approve privileges for the providers requesting investigational -invasive 
procedures prior to enrolling patients in studies.  It may be determined that the requested 
procedure is an extension of the privileges previously granted to the provider or the provider 
must include documentation of additional training prior to approval.  If proctoring is required, 
the proctor must be “hands on and ready to intervene if necessary” and either currently on staff at 
the Medical Center with current privileges in the procedure being proctored or meet the 
credentialing requirements for temporary non-applicant status and attain board approval to 
proctor at the Medical Center. 
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APPENDIX C 

Request for Additional Privileges  
Date: ________________________________________________________________________ 
Applicants Name: _______________________________________________________________ 
New Privilege Request: __________________________________________________________ 
Is this an extension or variation of a current procedure that you already are privileged to perform.  
Circle: Yes    or     No 
What additional Education or Clinical experience have you had to be able to perform this 
additional Privilege?      Please list below. 
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 
Is additional training needed for Staff or is additional equipment needed to perform the 
procedure._____________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 
If not an extension or a variation of a current procedure that you already are privileged to 
perform it may be required to have a Proctor.  All Proctors must be currently be Credentialed by 
the Medical Center. 
Proctor Name: ________________________________________________________________ 
 
Note: The granting of privileges to perform a procedure does not; of itself confer to a physician 
the right to act as a proctor for another physician.  The ability to act as a proctor is not a 
privilege, but rather an assigned peer review activity directed by the Credentials Committee.  A 
physician acting as a proctor must be prepared to intervene at any time during a procedure, if 
such intervention is necessary to ensure patient safety. 
 
 
Signature_______________________________ 
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Background

4

The False Claims Act
• False Claims Act suits have become a primary 

mechanism for government prosecutors to investigate and 
litigate against the Health Care industry.

• Many of these suits are started by Whistleblowers, who 
can share richly in any recovery that the Government 
obtains.

• Cases come in all shapes and sizes.  But the most 
common types are schemes that violate (1) federal anti-
kickback rules, (2) physician self-referral prohibitions, and 
(3) billing for services that were unnecessary, excessive 
(upcoded), or not delivered.

5

Money Recovered

FY 2014

• $5.69 billion recovered overall

• $2.3 billion recovered for healthcare fraud

• $333 million recovered from hospitals

January 2009 through September 2014

• $22.75 billion recovered overall

• $14.5 billion recovered for healthcare fraud

6
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Qui Tam Actions

• More than 700 qui tam suits in FY 2014.

• Recovery in qui tam cases was almost $3 billion.

• Whistleblowers received $435 million.

• The health care industry remained the biggest focus.

7

Moving Beyond Whistleblowers
• Increasingly, private attorneys have pushed state attorney 

generals to authorize suits by private plaintiffs’ firms on 
the states’ behalf.

• “Lawyers Create Big Paydays by Coaxing Attorneys 
General to Sue”, New York Times, December 18, 2014

• For example, in Mississippi, private plaintiffs’ firms have 
collected fees of $57.5 million in last two years in such 
cases.

• Focus of this presentation, however, is the False Claims 
Act.

8

Process

9
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Qui Tam Complaint
• 31 U.S.C. § 3729(a)(1): “any person who . . . knowingly 

presents, or causes to be presented, a false or fraudulent 
claim for payment or approval . . . is liable to the United 
States Government for a civil penalty . . . plus 3 times the 
amount of damages which the Government sustains 
because of the act of that person.”

• 31 U.S.C. § 3730(b)(1): “A person may bring a civil action 
for a violation of section 3729 for the person and for the 
United States Government.”

• The whistleblower can obtain a significant share of any 
recovery.

10

Notice to the Government

• 31 U.S.C. §3730(b)(2): “A copy of the complaint and 
written disclosure of substantially all material evidence 
and information the person possesses shall be served on 
the Government pursuant to Rule 4(d)(4) of the Federal 
Rules of Civil Procedure. The complaint shall be filed in 
camera, shall remain under seal for at least 60 days, and 
shall not be served on the defendant until the court so 
orders. The Government may elect to intervene and 
proceed with the action within 60 days after it receives 
both the complaint and the material evidence and 
information.”

11

The Investigation
From The Whistleblower’s Perspective

• Relator’s counsel know that they are more likely to attract 
the government’s interest if they can provide more 
concrete and specific information.

• The Government attorneys and the Whistleblowers meet 
often.  They debrief the whistleblower and they analyze 
what ways the whistleblower might still gather information.

• Whistleblowers may rely on confidential documents 
accessible through their employment.  That is a risky area 
for all parties, as shown by a recent suit involving Mount 
Sinai.

12
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The Investigation
From The Whistleblower’s Perspective

• 31 U.S.C. § 3733(a)(1): “Any information obtained by the 
Attorney General or a designee of the Attorney General 
under this section may be shared with any qui tam relator 
if the Attorney General or designee determine it is 
necessary as part of any false claims act investigation.”

13

The Investigation
From The Whistleblower’s Perspective

• Common interest agreements between the United States
and Relators are used as a means of sharing information
and work product to facilitate investigation and case
preparation.

• “In furtherance of their common interest, the Parties may
find it beneficial to disclose to each other information that
is protected under the attorney-client privilege, work
product doctrine, investigative privilege and/or other
privileges. As such, the Parties agree that the sharing of
such information between them will not, in itself, constitute
a waiver of any privileges or work product.”

14

The Investigation
From The Government’s Perspective
• The Government will consider its investigative options.  A key option 

is the civil investigative demand.

• 31 U.S.C. § 3733(a)(1): “Whenever the Attorney General . . . has 
reason to believe that any person may be in possession, custody, or 
control of any documentary material or information relevant to a false 
claims law investigation, the Attorney General . . . may . . . before 
making an election under section 3730 (b), issue in writing and cause 
to be served upon such person, a civil investigative demand requiring 
such person—

(A) to produce such documentary material for inspection and 
copying,
(B) to answer in writing written interrogatories with 
respect to such documentary material or information,
(C) to give oral testimony concerning such documentary 
material or information, or
(D) to furnish any combination of such material, answers, 
or testimony.”

15
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The Investigation
From The Government’s Perspective

• What Factors Are Government Attorneys Interested in 
Seeing?

• There is no single list, but certain factors are important.

• One component is the gravity of the financial damage resulting 
from the alleged misconduct.

• Another is the strength of the evidence supporting the alleged 
wrongdoing and the ease of proving the case.

• What about the seriousness of the public harm?

16

The Investigation
From The Medical Entity’s Perspective

• The Medical Entity usually first learns that there is a Qui Tam 
when they receive a CID.

• The Government may not share detailed allegations or a copy 
of the sealed Qui Tam – at least at first.

• Over time, the Medical Entity may have the chance to seek an 
early resolution of the claims.  Calibrating how to engage with 
the Government is among the toughest judgment calls.

• The Medical Entity also needs to look internally and determine 
if the Qui Tam indicates a serious, broader problem.

17

After Unsealing of Complaint

• 31 U.S.C. § 3731(c): “If the Government elects to 
intervene and proceed with an action brought under 
[section] 3730(b), the Government may file its own 
complaint or amend the complaint of a person who has 
brought an action under section 3730(b) to clarify or add 
detail to the claims in which the Government is 
intervening and to add any additional claims with respect 
to which the Government contends it is entitled to relief.”

18
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Significant Healthcare Settlements

19

Carondelet Health Network

• Operator of two hospitals in Arizona.

• Allegations that it billed for services to patients who did 
not qualify for services.

• Settled for $35 million.

• Whistleblower awarded $5.95 million.

20

Community Health Systems

• Nation’s largest operator of acute care hospitals.

• Allegations that it billed for inpatient services that could 
have been provided in outpatient setting.

• Settled for $98.15 million.

• Award to nine whistleblowers, former employees, to be 
determined.

21
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Community Health Systems Professional 
Services Corp.  (CHSPSC)
• CHSPSC is a subsidiary of Community Health Systems, 

which provides hospital management, consulting and 
advisory services to independent community hospitals 
and health systems. 

• Allegations that CHSPSC and three affiliated New Mexico 
hospitals made illegal donations to county governments, 
which were used to fund the state share of Medicaid 
payments to hospitals.

• Settled for $75 million.

• Whistleblower will receive $18,671,561. 

22

Extendicare Health Services

• One of North America’s largest long-term care providers 
with 251 senior care centers and capacity for 
approximately 27,600 residents.

• Allegations that it billed Medicare and Medicaid for 
medically unnecessary services.

• Settled for $38 million.

• Two whistleblowers will receive a total of $2.05 million.

23

Saint Joseph Health System

• Operator of several hospitals in Kentucky.

• Allegations that it billed for medically unnecessary 
procedures and gave kickbacks to physicians.

• Settled for $16.5 million.

• Whistleblowers, three former cardiologists, awarded $2.46 
million.

24
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Halifax Hospital Medical Center

• Florida-based hospital system.

• Allegations that it gave medically unnecessary care to 
patients and kickbacks to physicians.

• Settled for $85 million.

• Whistleblower awarded $20.8 million.

25

Infirmary Health System

• Alabama-based hospital system, two affiliated clinics, and 
a physicians group.

• Allegations that the clinics paid the physicians group 
kickbacks for Medicare referrals.

• Settled for $24.5 million.

• Whistleblower, formerly a physician with the physicians 
group, awarded $4.41 million.

26

Daiichi Sankyo, Inc.

• Pharmaceutical company.

• Allegations that it gave kickbacks to physicians.

• Settled for $39 million.

• Whistleblower awarded $6.1 million.

27
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Endo Pharmaceuticals & Endo Health 
Solutions
• Pharmaceutical company and a subsidiary.

• Allegations that it promoted certain drugs for uses not 
approved by the FDA.

• Settled for $192.7 million.

• Whistleblowers’ award has yet to be determined.

28

Ralex Services

• Nursing home operator in New York.

• Allegations that the company overstated the severity of its 
patients ailments.

• Settled for $2.2 million.

• Whistleblower awarded $250,000 from money recovered 
by New York State, and award from federal portion of 
funds is to be determined.

29

Amedisys

• One of the nation’s largest providers of home healthcare.

• Allegations that it billed for ineligible patients and services 
and gave kickbacks to physicians.

• Settled for $150 million.

• Whistleblowers awarded total of $26 million.

30
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Questions?

31

Winston Y. Chan

32

Winston Y. Chan is a litigation partner in Gibson, Dunn & Crutcher’s San Francisco office. He is an
experienced trial and appellate attorney, and is a member of the firm’s White Collar Defense and
Investigations Practice Group. He regularly represents entities and individuals in criminal and civil
False Claims Act matters, and conducts internal investigations and compliance reviews for healthcare
and life sciences companies.

From 2003 to 2011, Mr. Chan served as an Assistant United States Attorney in the Eastern District of
New York, where he investigated and prosecuted a wide range of matters as part of that office’s
Business and Securities Fraud Section, including False Claims Act matters, Foreign Corrupt Practices
Act violations, hedge fund improprieties, insider trading, accounting fraud, market manipulation, and
fraudulent offerings of securities. Mr. Chan served in a number of supervisory roles and received a
variety of departmental awards and commendations. In particular, he served as that office’s
Healthcare Fraud Coordinator, overseeing all qui tam and whistleblower investigations involving
allegations of FCA violations, kickbacks, misbranding and off-label promotion.

Mr. Chan earned his undergraduate degree, magna cum laude, from Yale University, and his Juris
Doctor from Yale Law School. In 2014, Mr. Chan was named in Law360 as one of just five nationwide
“Rising Stars” in the government enforcement defense and investigations field. Benchmark Litigation
has recognized Mr. Chan as a 2015 California Litigation Star for being “recommended consistently as
a reputable and effective litigator by clients and peers.”

Email: wchan@gibsondunn.com Tel.:  (415) 393-8362

William J. Harrington

Mr. Harrington is a partner in Goodwin Procter’s New York office. A former federal prosecutor, Mr. 
Harrington is an experienced trial lawyer and appellate advocate. He specializes in criminal defense, 
government civil and regulatory actions, and internal investigations. Mr. Harrington is an expert in 
federal civil fraud suits under the False Claims Act and FIRREA. In the last two years, he has 
defended a variety of entities against claims of civil fraud and related DOJ investigations, including a 
mortgage originator, a federally insured bank, a medical organization, a pharmaceutical company and 
a military contractor.

Mr. Harrington worked in the Criminal Division of the U.S. Attorney’s Office for the Southern District of 
New York from 2006 through 2012. In his last two years at the U.S. Attorney’s Office, Mr. Harrington 
regularly worked on parallel investigations with the Civil Division of the U.S. Attorney’s Office, including 
the management of criminal investigations based on qui tam complaints. He was appointed Criminal 
Health Care Fraud Coordinator, responsible for the S.D.N.Y.’s fraud prosecutions involving health care 
providers and pharmaceutical companies.

Mr. Harrington earned his B.A., magna cum laude, from Yale College, and his J.D. from Yale Law 
School. Mr. Harrington has been recognized as one of the leading White Collar Crime Lawyers in the 
world by the 2014 edition of Euromoney’s Expert Guides: White Collar Crime Lawyers.

Email: wharrington@goodwinprocter.com

Tel.: (212) 459-7140
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Jeffrey Marcus
Jeffrey Marcus is a co-founder and partner of Marcus Neiman & Rashbaum in southern Florida. Jeff is 
an experienced trial lawyer and former federal prosecutor. His practice focuses on white collar criminal 
defense, complex civil litigation, qui tam litigation and internal investigations. He has a niche specialty 
in representing clients in qui tam False Claims Act cases in such areas as healthcare, 
pharmaceuticals, and government contracting.

Jeff has been recognized by a wide range of peer groups and publications for his litigation prowess. 
Chambers USA describes Jeff as “very smart” “with a keen eye for understanding the dynamics and 
strategy of a case,” observing that peers praise him for his “thorough and conscientious approach.” 

Jeff was a federal prosecutor in the Southern District of Florida’s Criminal Division where he 
successfully tried more than 25 cases to verdict and never lost a case as lead counsel. As a 
prosecutor, Jeff specialized in economic crimes, with an emphasis on healthcare and pharmaceuticals, 
and led numerous investigations involving corporations and their officers and employees

Raised in Miami, Florida, Jeff earned his B.A., magna cum laude and Phi Beta Kappa (early selection) 
from Yale University and his J.D. from The Yale Law School.

Email: jmarcus@mnrlawfirm.com

Tel.: (305) 400-4260
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Research Compliance Year In Review: 2015
F. Lisa Murtha, Senior Managing Director
FTI Consulting
215.801.7824

April, 2015

Agenda
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A Year in Review and Special Topics:  What Should You Know?

FY 2015 OIG Work Plan

Human Research Subjects Protections

Quality vs. Research 

OMB Uniform Guidance

NSF – OMB Uniform Guidance Implementation

DOJ/HHS OIG Actions

Research Misconduct 

Clinical Research Billing

Energy & Commerce Committee Legislation

WHO Guidance/Publications

OIG Work Plan 
FY2015

3
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OIG 2015 Work Plan Overview

4

• The Work Plan highlighted the priorities that the OIG’s more than 1,700 
employees will have as they:

1. Conduct audits, evaluations, investigations;

2. Provide guidance; and

3. Impose civil monetary penalties, assessment and administrative sanctions.

• Familiarity with the focus of the OIG is crucial. The OIG reported FY 
2014 

1. Exclusions of 4,017 individuals and entities;

2. 971 criminal actions; and

3. 533 civil actions.

• For FY 2014, the OIG

• Reported expected recoveries of over $4.9B, consisting of nearly $834.7M in 
audit receivables and about $4.1B in investigative receivables;

• Identified about $15.7B in savings estimated on the basis of prior period
actions supported by OIG recommendations.

OIG 2015 Work Plan

5

Hospitals

• Medicare costs associated with defective medical devices:

• The OIG will review claims  to identify costs resulting 
from additional utilization of medical services associated 
with defective medical devices and determine the impact 
of the cost on the Medicare Trust Fund.

OIG 2015 Work Plan

The Food and Drug Administration

1. Inspections of generic drug manufacturers. The FDA typically 
inspects drug manufacturing facilities prior to generic drug 
approval and also conducts routine inspections of both foreign 
and domestic manufacturers to monitor compliance with 
current good manufacturing practices.

• The OIG will describe the extent to which FDA conducts 
inspections of generic drug manufacturers as well as the results 
of such inspections and the enforcement actions taken by FDA 
in response to deficiencies.

6
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OIG 2015 Work Plan

The Food and Drug Administration

2. Oversight of post marketing studies of approved drugs.
FDA has the authority to require a new drug applicant to conduct 
postmarketing studies of a newly approved prescription drug or 
biological product, at the time of approval or after approval, if FDA 
becomes aware of new safety information or an unexpected serious 
risk associated with the use of the drug. 

• OIG will determine the extent to which FDA requires 
postmarketing studies and clinical trials of new drug 
applications. OIG will also assess how FDA monitors 
postmarketing studies and takes enforcement action against 
applicants that do not comply with them. 

7

OIG 2015 Work Plan

8

The Food and Drug Administration

3. Drug sponsors’ compliance with clinical trial reporting 
requirements.
In 2007, Congress passed the FDAAA which mandated that certain 
clinical trials be registered and their results be reported in the clinical 
trial registry and reporting data bank known as ClinicalTrials.gov. 

• OIG will determine the extent to which clinical trials comply with 
the reporting requirements set forth by the FDAAA and the way in 
which FDA is ensuring that these requirements are met.

OIG 2015 Work Plan

9

National Institutes of Health

1. Extramural Construction Grants: 
OIG will perform reviews at facilities that received extramural 
construction grants to determine whether the funds were spent 
in accordance with Federal requirements.  OIG will also 
determine whether appropriate bidding procedures were 
followed and whether expenditures were allowable under the 
terms of the grants and applicable Federal requirements.

•Extramural construction grants are awarded to build, 
renovate, or repair non-Federal biomedical and behavioral 
research facilities.
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OIG 2015 Work Plan

10

Colleges’ and Universities’ Compliance With Cost Principles

■ Grantee Compliance:  OIG will assess colleges’ and 
universities’ compliance with selected cost principles issued 
by OMB Uniform Guidance (previously Circular A-21, Cost 
Principles for Educational Institutions).

■ OIG will specifically conduct reviews at selected colleges 
and universities on the basis of dollar value of Federal grants 
received and on input from HHS operating divisions.

OIG 2015 Work Plan

11

NIH (cont.)

2. Grants Management: NIH issues grants administration policy to 
the ICs and oversees ICs’ compliance with Federal regulations and 
HHS guidance. Each IC maintains a Grants Administration Office 
that implements its own procedures. Federal regulations establish 
uniform administrative requirements governing HHS grants.

• OIG will examine the NIH’s oversight of postaward grants 
administration among the 24 institutes and centers (ICs) that 
award extramural grants.

• OIG will also examine NIH’s oversight of each IC’s compliance 
with regulations, department directives, and agency policies. 

OIG 2015 Work Plan

Public Health Legal Activities

Violations of select agent requirements.
HHS issued a regulation on possession, use, and transfer of select 
(biological) agents and toxins that applies to academic institutions; 
commercial manufacturing facilities; and Federal, State, and local 
laboratories.  The rule authorizes OIG to conduct investigations 
and to impose civil monetary penalties against individuals or 
entities for violations of these requirements. 

• OIG is coordinating efforts with CDC, the Federal Bureau of 
Investigation, and the Department of Agriculture to investigate 
violations of Federal requirements for the registration, storage, and 
transfer of select agents and toxins.

12
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OIG 2015 Work Plan

13

Other HHS-Related Issues

1.  HHS Efforts to Address Grantee Risks: The OIG will determine how HHS 
awarding agencies mitigate grantee risks and whether HHS awarding 
agencies receive and/or share information on grantees for which they have 
concerns regarding performance expectations and/or accountability 
requirements.

2. Prevent grant awards to individuals and entities who were suspended 
and/or debarred (new).  To protect the Government’s interests, Federal 
agencies are required to make awards only to responsible sources. One way 
to protect the Government’s interests is through suspensions and 
debarments. 
• OIG will determine whether HHS operating divisions are taking adequate 

precautions to ensure that individuals and entities suspended or debarred 
are not awarded Federal grants or contracts.

Protecting Human Subjects 
Participating in Research

14

15

OHRP
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Human Research Protections Modernizing the 
“Common Rule” (45 CFR 46) - What is the hold up?

16

• Seems to have stalled.

• Some blame the current political climate and the often divergent 
interests of the seventeen agencies that adhere to the rule.

• Many share a view that modernization of the Common Rule is 
desperately needed.

• Regulatory requirements have become so complicated that most 
researchers cannot fully understand or remember them, and thus 
cannot draw the connections between many of these requirements 
and the goal of protecting subjects.

• Stay tuned!  But, meaningful systemic modernization of the 
Common Rule is not likely to occur any time soon.

Source:  Institutional Review Blog.  February 12, 2013

Human Research Protections Disclosing Reasonably 
Foreseeable Risks in Research Evaluating Standards of 
Care (SOC)

17

• Draft issued 10/24/14; Initial comment period end date 12/23/14; 
extended to 1/22/15.

• Explains how to apply 45 CFR Part 46 to studies evaluating one or 
more SOC.

• Discusses whether risks are risks of research when one of the purposes 
of research is evaluation/comparison of risks associated with SOC.

• Discusses disclosing certain reasonably foreseeable risks to 
prospective subjects when seeking informed consent .

• Explains OHRP’s position that in general reasonably foreseeable risks 
of research include already identified risks of the SOC being 
evaluated as a purpose of the research when the risks being evaluated 
are different from the risks some of the subjects would be exposed to 
outside of the study.

• Reasonably foreseeable risks must be described to subjects when 
seeking informed consent in accordance with 45 CFR 46.116(a)(2).

Human Research Protections 
OHRP Determination Letters

18

Date Institution Issue(s) Summary

09/25/14 Eastern Tennessee 
State

• For cause investigation
• Research conducted without prior IRB review and approval;
• Parental permission was either not appropriately obtained or 

documented for some subjects

11/07/14
State University of 

New Jersey (Rutgers)
• Not for cause investigation 
• No findings of noncompliance

11/07/14 University of South 
Alabama

• For cause investigation 
• IRB did not document waiver of IC appropriately

12/01/14 University of Illinois 
at Chicago

• Not for cause investigation
• IRBs lacked sufficient information to make IRB approval 

determinations
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Human Research Protections 
OHRP Investigations

■ Findings in recent determination letters….

• Research conducted without IRB review 
and/or approval

• Failure of IRB to review HHS grant 
applications

• Lacking sufficient information to make 
determinations required for approval

• Inadequate review at convened 
meetings

• IRB members lacking expertise to make 
thoughtful determinations required for 
approval

• Approval of research not approved by 
the IRB

• Contingent approval of research with 
substantive changes expected, yet no 
additional review by convened IRB

• Meetings convened without quorum (i.e., 
not enough members present, no non-
scientist present, etc.)

• Meeting convened by IRB members with 
a COI

• Inadequate continuing review

• Failure to conduct continuing review at 
least once a year

• Inappropriate use of expedited review 
procedures

• Failure to advise IRB members of 
expedited approvals

• Expedited review conducted by someone 
other than an IRB member

19

Ongoing priorities for the OHRP’s Division of Compliance Oversight

Human Research Protections 
OHRP Investigations

■ Findings in determination letters (cont.)

• Failure to report unanticipated 
problems, noncompliance, suspensions, 
terminations, etc. to IRB, IO, or OHRP

• Changed to researcher initiated without 
IRB review and approval

• Inappropriate application of exempt 
categories of research 

• Failure of Investigator to obtain legally 
effective and/or to document Informed 
Consent or of the IRB to waive 
requirements

• Failure to provide a copy of the signed 
ICF to the subject (or their 
representative)

• Inadequate ICF (e.g., lacks key elements, 
language too complex, exculpatory 
language, etc.)

• IRB membership is not aligned with 
standards/rules/guidance

• Poor documentation (minutes, records, 
files, retention of information)

• Lack of appropriate written policies and 
SOPs

• Lack of OHRP-approved FWA

• IRB failure to determine that criteria for 
IRB approval are satisfied

• Failure of IRB to make required findings 
when reviewing research involving 
children or prisoners.

• Failure to notify Investigator / Institution 
of IRB actions

• Failure of signatory official to fulfill 
obligations

20

Ongoing priorities for the OHRP’s Division of Compliance Oversight

21

NIH
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Human Research Protections 
NIH Draft Policy – Promote Use of a Single IRB of Record for Domestic 
Sites of Multi-Site Studies funded by NIH

22

• Release date 12/3/14; Comment period end date 1/29/15.

• Purpose:  Increase use of single IRB review for multisite studies funded by 
NIH

• Goal:  Enhance & streamline IRB review process  reduce inefficiencies

• Expectation:  NIH funded institutions will use a single IRB of record for 
domestic sites of multi-site studies unless:

• Designated single IRB can not meet the needs of specific populations; or

• Local IRB review required by federal, tribal or state laws/regulations.

• The funding NIH Institute or Center will have final authority for approving 
the selected single IRB

• Use of the designated single IRB will be a term and condition of award.

• If the agreed-upon single IRB is a fee-based IRB, costs included in Notice of 
Award as a direct cost.

23

FDA

Human Research Protections 
New Draft guidance on informed consent form

24

• July 2014 – FDA released draft guidance on informed consent, potentially 
replacing its 17-year old guidance

• New guidance reflects an emphasis on the informed consent process, rather 
than just the consent document 

• “FDA believes that obtaining a subject’s oral or written informed consent is 
only part of the consent process. Informed consent involves providing a 
potential subject with adequate information to allow for an informed decision 
about participation in the clinical investigation, facilitating the potential 
subject’s comprehension of the information, providing adequate opportunity 
for the potential subject to ask questions and to consider whether to 
participate, obtaining the potential subject’s voluntary agreement to 
participate, and continuing to provide information as the clinical investigation 
progresses or as the subject or situation requires. To be effective, the process 
must provide sufficient opportunity for the subject to consider.” 
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Human Research Protections 
New Draft guidance on informed consent form

25

• Emphasized topics:

• Discussion about non-English speakers in research - the prior guidance 
required that translations be ‘understandable.’ The FDA emphasizes 
that understandable means the language and its reading level 
should be appropriate for a non-English speaker. 

• Complexity of consent form –

• “Consent forms that are long, complex, legalistic, and have a high 
reading level may overwhelm potential subjects and may inhibit 
reading of the full document and understanding of the relevant 
information.” 

• The IRB should ensure that technical and scientific concepts 
and terms are explained so that the anticipated subject 
population can understand all provided information 

Human Research Protections 
New Draft guidance on informed consent form

26

New topics introduced:

• Financial Relationships and Interests

• Consider including information about the source of funding and funding 
arrangements for the conduct and review of the clinical investigation

• Avoid having individuals present during the consent process when a 
potential or actual conflict of interest could influence the tone, presentation, 
or type of information presented during the consent process

• Recruitment of Study Subjects

• IRB must review all recruitment material (including advertisements), as this 
is part of consent process

• Alternative Methods of obtaining Informed Consent

• Discloses newer technologies and the potential to use them in the consent 
process. The guidance provides examples of when the consenting process 
could include something other than an in-person interview

Human Research Protections 
New Draft guidance on informed consent form

27

New topics (continued)

• Impaired Consent Capacity

• IRBs and investigators should carefully consider whether the 
inclusion in research of individuals who lack consent capacity is 
ethically appropriate and scientifically necessary

• New guidance on assessing consent capacity

• Sponsor’s Role in Multistate Studies

• Updated guidance discusses what a research sponsor’s role in the 
consent process can be

• Assent in Children

• New guidance to present the agency’s concerns over the complex 
and sensitive task of ensuring a child’s assent and parents’ consent 
when children are involved in clinical research
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Human Research Protections 
FDA Warning Letters – Clinical Investigators

28

Date Investigator Issue(s) Summary

07/14/14 Weiner • Investigation not conducted according to investigation plan 
• Failed to maintain adequate and accurate case histories

07/17/14 Alzohalli
• Investigation not conducted according to investigation plan 
• Failed to maintain adequate and accurate case histories
• Failed to protect rights, safety & welfare of subjects

08/12/14 Wise • Failed to retain records for requisite period of time

09/02/14 Aqua • Investigation not conducted according to investigation plan 

9/25/14 Calenoff

• Failed to retain records for requisite period of time
• Failed to maintain adequate and accurate case histories
• Failed to comply with institutional review board review and approval 

requirements

10/09/14 Taber
• Investigation not conducted according to investigation plan 
• Failed to maintain adequate and accurate case histories 

Quality vs. Research

29

Overview

 Activities that do vs. do not meet the regulatory definition 
of research involving human subjects or a clinical 
investigation involving human subjects 

• Activities not meeting these definitions do not require 
submission to the IRB

• Activities meeting these definitions do  require 
submission to the IRB

• Failure to obtain IRB approval of applicable research 
is a violation of federal regulation, HIPAA 
regulation, and most likely the policies of your 
institution.

 Activities that do vs. do not meet the regulatory definition 
of research involving human subjects or a clinical 
investigation involving human subjects 

• Activities not meeting these definitions do not require 
submission to the IRB

• Activities meeting these definitions do  require 
submission to the IRB

• Failure to obtain IRB approval of applicable research 
is a violation of federal regulation, HIPAA 
regulation, and most likely the policies of your 
institution.
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HHS & FDA
Regulations are not harmonized

HHS

Research

Human 
Subject

FDA

Clinical 
Investigation

Human 
Subject

HHS Definition of Research

Research is a systematic investigation, including research 
development, testing, and evaluation, designed to 
develop or contribute to generalizable knowledge

45 CFR 46.102(d)

Research is a systematic investigation, including research 
development, testing, and evaluation, designed to 
develop or contribute to generalizable knowledge

45 CFR 46.102(d)

HHS Definition of Research

When evaluating a project it is useful to think of the 
research  definition as a requirement for two key 
elements:

1. The project involves a systematic investigation

2. The design—meaning goal, purpose, or intent—of the 
investigation is to develop or contribute to 
generalizable knowledge



12

Systematic Investigation

• Most often characteristic of both research and non-research 
projects

• Public health practice, QI, QA are examples of non-
research activities that may utilize statistical analysis 
and other scientific methods to collect and analyze 
data

• Most often characteristic of both research and non-research 
projects

• Public health practice, QI, QA are examples of non-
research activities that may utilize statistical analysis 
and other scientific methods to collect and analyze 
data

Contribution to Generalizable 
Knowledge

Generalizable knowledge: knowledge related to health that 
can be applied to populations outside of the population that is 
being studied.

 Participants in the research may or may not benefit directly 
from the study, but a larger group is expected to gain from 
the knowledge obtained in the study

Generalizable knowledge: knowledge related to health that 
can be applied to populations outside of the population that is 
being studied.

 Participants in the research may or may not benefit directly 
from the study, but a larger group is expected to gain from 
the knowledge obtained in the study

Generalizable Knowledge

• Is the project DESIGNED to contribute to 
generalizable knowledge?

• What is the intent?

• Is the project DESIGNED to contribute to 
generalizable knowledge?

• What is the intent?
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Human Subject - DHHS

Human Subject means a living individual about whom an 
investigator conducting research obtains:

1. Data through intervention or interaction with the 
individual, or

2. Identifiable private information

45 CFR 46.102(f)

Human Subject means a living individual about whom an 
investigator conducting research obtains:

1. Data through intervention or interaction with the 
individual, or

2. Identifiable private information

45 CFR 46.102(f)

Intervention & Interaction

Intervention includes both physical procedures by which 
data are gathered and manipulations of the subject or the 
subject’s environment that are performed for research 
purposes

Interaction includes communication or interpersonal 
contact between the investigator and the subject

Intervention includes both physical procedures by which 
data are gathered and manipulations of the subject or the 
subject’s environment that are performed for research 
purposes

Interaction includes communication or interpersonal 
contact between the investigator and the subject

Private Information

Private information includes information about behavior that 
occurs in a context in which an individual can reasonably 
expect that no observation or recording is taking place, and 
information which has been provided for specific purposes.  
Private information must be individually identifiable

Private information includes information about behavior that 
occurs in a context in which an individual can reasonably 
expect that no observation or recording is taking place, and 
information which has been provided for specific purposes.  
Private information must be individually identifiable
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FDA - Clinical Investigation

Clinical Investigation: Any experiment that involves a test 
article and one or more human subjects that either is subject 
to requirements for prior submission to the FDA , or is not 
subject to the requirements for prior submission to the FDA 
but the results of which are intended to be submitted to, or 
held for inspection, by the FDA as part of an application for 
a research or marketing permit.

Clinical Investigation: Any experiment that involves a test 
article and one or more human subjects that either is subject 
to requirements for prior submission to the FDA , or is not 
subject to the requirements for prior submission to the FDA 
but the results of which are intended to be submitted to, or 
held for inspection, by the FDA as part of an application for 
a research or marketing permit.

Human Subject - FDA

Human subject means an individual who is or becomes a 
participant in research, either as a recipient of the test 
article or as a control.  A subject may be either a healthy 
human or a patient.

21 CFR 56.102(e)

Human subject means an individual who is or becomes a 
participant in research, either as a recipient of the test 
article or as a control.  A subject may be either a healthy 
human or a patient.

21 CFR 56.102(e)

QI Under HIPAA

HIPAA Section 164.501 Defines Quality Improvement:  

“Conducting quality assessment and improvement activities, 
including outcomes evaluation and development of clinical 
guidelines, provided that the obtaining of generalizable 
knowledge is not the primary purpose of any studies resulting 
from such activities: population-based activities relating to 
improving health or reducing health care costs; protocol 
development, case management and care coordination, 
contacting of health care providers and patients with 
information about treatment alternatives; and related 
functions that do not include treatment”.

42
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Quality Improvement  

• When an activity is specifically initiated with the goal of 
improving the performance of institutional practice in 
relationship to an established standard, the activity is 
called QI

• If the intent of the project is to promote “betterment” of a 
process of care, clinical outcome, etc., then it may be 
considered QI

• If an investigator wishes to expand the findings of a QI 
project into a research study, IRB review will be required

• When an activity is specifically initiated with the goal of 
improving the performance of institutional practice in 
relationship to an established standard, the activity is 
called QI

• If the intent of the project is to promote “betterment” of a 
process of care, clinical outcome, etc., then it may be 
considered QI

• If an investigator wishes to expand the findings of a QI 
project into a research study, IRB review will be required

Publication of results does not define a 
project as research

 Results of non research activities may be published; 
publication does not automatically define generalizable 
knowledge.

 Publications related to QI activities must clearly describe 
the activates as such.

 Journal editors will require evidence of “IRB exemption.”  
What they are really asking for is evidence that the IRB 
has made a non-human research determination.

 Results of non research activities may be published; 
publication does not automatically define generalizable 
knowledge.

 Publications related to QI activities must clearly describe 
the activates as such.

 Journal editors will require evidence of “IRB exemption.”  
What they are really asking for is evidence that the IRB 
has made a non-human research determination.

QI – HSR attributes compared
Quality Improvement Human Subject Research

Intent improve a program or service or ensure it conforms with 
expected Norms

contribute knowledge to “generalizable”

Design not intended to develop or contribute to “generalizable” 
knowledge, does not involve randomization of individuals, but 
may involve comparison of variations in programs

develop or contribute to “generalizable” knowledge, may involve 
randomization of individuals to different treatment regimens or 
processes. This is frequently the case in TMA supported research 
given the scale of the beneficiary pool and the results leading to 
generalizable knowledge

Effect on 
Program or 
Practice 
Evaluated

findings of the activity are expected to directly affect 
institutional practice and may identify corrective action(s) 
needed

it is not the specific intent that findings of the activity will directly 
affect institutional or programmatic practice; however, they may 
influence future policies

Population includes all or most receiving a particular treatment or 
process; exclusion of information from some individuals 
significantly affects conclusions

usually involves a subset of individuals; generally, statistical 
justification for sample size is used to ensure endpoints are met

Benefits participants are expected to benefit directly from the 
activities

participants may or may not benefit directly; benefit, if any, to 
individuals incidental or delayed

Dissemination

of Results

the intent to publish or present is generally NOT presumed at 
the outset; dissemination of information does not occur 
beyond the institution evaluated; dissemination of 
information may occur in quality improvement publications; 
when published or presented to a wider audience, the intent 
is to suggest potentially effective models, strategies, 
assessment tools or provide benchmarks or base rates rather 
than to develop or contribute to “generalizable” knowledge

the intent to publish or present the findings is generally presumed at 
the outset; dissemination of information usually occurs in 
research/scientific publications or other research/scientific fora; 
results expected to develop or contribute to “generalizable” 
knowledge

United States, Department of DefencseTMA‐HRPP‐001: HSR VERSUS QI ACTIVITY February 15, 2013
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Human Subject Research Determination 
Flow Chart

Authority to determine HSR

OHRP recommends:

• Institutions have policies that designate the individual or entity 
authorized to determine whether human subjects are involved 
research.

• The person(s) authorized to make determination should be 
knowledgeable about the humans subject regulations.

• The institution should ensure appropriate communication of such a 
policy to all investigators.

• Investigators should not be given authority to make an independent 
determination.

OHRP Guidance on Research Involving Coded Private Information or Biological Specimens, 2008

OHRP recommends:

• Institutions have policies that designate the individual or entity 
authorized to determine whether human subjects are involved 
research.

• The person(s) authorized to make determination should be 
knowledgeable about the humans subject regulations.

• The institution should ensure appropriate communication of such a 
policy to all investigators.

• Investigators should not be given authority to make an independent 
determination.

OHRP Guidance on Research Involving Coded Private Information or Biological Specimens, 2008

HSR determinations at the local level 

At the local level:
 Investigators should know where they can obtain a HSR determination 

and when a HSR determination might be required.

 Institutions should create a systematic and transparent process to provide 
HSR determinations.

 Providing HSR determinations is not necessarily a function of the IRB 
committee.

 The person(s) authorized to make HSR determinations must be 
knowledgeable and provide consistent and timely determinations.

 Institutions should create a process to distribute information related to 
HSR determinations to the IRB, HIMs, medical records department, 
HIPAA privacy officer, compliance department, quality department, or 
other departments as they deem necessary.

At the local level:
 Investigators should know where they can obtain a HSR determination 

and when a HSR determination might be required.

 Institutions should create a systematic and transparent process to provide 
HSR determinations.

 Providing HSR determinations is not necessarily a function of the IRB 
committee.

 The person(s) authorized to make HSR determinations must be 
knowledgeable and provide consistent and timely determinations.

 Institutions should create a process to distribute information related to 
HSR determinations to the IRB, HIMs, medical records department, 
HIPAA privacy officer, compliance department, quality department, or 
other departments as they deem necessary.
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OMB Uniform Guidance: 
Cost Principles, Audit, and Administrative 
Requirements for Federal Awards

49

OMB Uniform Guidance
BACKGROUND & CONTEXT OF  NEW GUIDANCE

The OMB issued the proposed guidance in 2013 to consolidate eight separate 
OMB circulars, each with its own unique rules and requirements, into a 
single regulation governing federal grants to IHEs, non-profits, and tribes.

Reforms to Audit 
Requirements

• Merges and 
consistently aligns 
OMB Circular A-133 
and Circular A-50.

Reforms to Cost 
Principles

• Merges and updates 
OMB cost principle 
Circulars A-21, A-87 
and A-122 and 45 
CFR Part 75.

Reforms to 
Administrative 
Requirements

• Updates OMB 
Circulars A-102, A-
110 and A-89

According to the OMB…“the guidance is aimed at eliminating 
duplicative… language in order to clarify where policy is 
substantively different across types of entities, and where it is not.”

OMB Uniform Guidance
CHANGES TO EXISTING REGULATIONS

 The Uniform Guidance, which went into effect at the end of 2014 
includes a combination:

• Current Language from Existing Circulars
• Revised Language Clarifying and Updating Current Requirements
• New Language Adding New Requirements

The Uniform Guidance places greater emphasis and provides a specific 
framework for necessary, effective institutional internal controls.

Institutional Impact
In many respects the core of federal regulations remains unchanged.  

However, the change itself should lead institutions to conduct an 
enhanced review of existing institutional policies and procedures as a 

results of a renewed awareness of regulations.
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Summary of New Guidance
HIGHLIGHTS & INSTITIONAL IMPACT

The updated OMB Uniform Guidance is organized into 6 subparts and 
touch on key research topic areas

Functional
Area

Final OMB Uniform Guidance Institutional Impact

Subrecipient 
Monitoring

• Pass Through Entities must pass on 
either a negotiated or minimum 10% 
of MTDC indirect cost rate to 
subrecipients.

• Clarification made limiting the 
review of performance and financial 
reports to what the pass-through 
entity has decided to require to meet 
their own requirements under the 
federal award

• Only when findings pertain to 
Federal award funds does the pass-
through entity have to follow up
and ensure corrective action on 
weaknesses found.

• Promote 10% MTDC minimum 
rate facilitates collaboration with 
subrecipients

• Prime awardee institutions decide 
what responsibilities for 
monitoring subrecipients, 
including the review of financial 
and programmatic reports, to meet 
their own requirements under 
federal awards.

• Only when findings pertain federal 
awards provided to subrecipients 
must the pass-through entity 
manage corrective actions

Summary of New Guidance
HIGHLIGHTS & INSTITIONAL IMPACT

The updated OMB Uniform Guidance is organized into 6 subparts and 
touch on key research topic areas

Functional
Area

Final OMB Uniform Guidance Institutional Impact

Direct
Charging 
(Admin/ 
Clerical 
Salaries)

• Explicit language was added to 
clarify that for these costs to be 
allowable, they must have the 
prior approval of the Federal 
awarding agency.

• Additional language was added 
to allow for this approval after the 
initial budget approval in order to 
allow for flexibility in 
implementation.

• Institutions may charge 
administrative and clerical 
salaries directly to a federal 
award when it is appropriate, 
allocable and meets the 
conditions outlined in the 
federal guidance. The burden for 
justifying direct costs as 
allocable to an award remains 
with the institution.

Summary of New Guidance
HIGHLIGHTS & INSTITIONAL IMPACT

The updated OMB Uniform Guidance is organized into 6 subparts and 
touch on key research topic areas

Functional
Area

Final OMB Uniform Guidance Institutional Impact

Direct
Charging 
(Computing 
Devices)

• Computing devices are subject to 
the less burdensome 
administrative requirements of 
supplies (as opposed to 
equipment) if the acquisition cost 
is less than the lesser of the 
capitalization level established by 
the non-Federal entity for 
financial statement purposes or 
$5,000, regardless of the length of 
its useful life.

• Computing devices not 
considered a depreciable asset 
by an institution’s capitalization 
policy may be charged and 
treated as supplies. However, 
institutions must follow the 
same practices for determining 
and documenting allocability 
(direct versus indirect use) when 
charging computing devices to 
sponsored awards.
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NSF Proposal and Awards Policies and 
Procedures Guide (PAPPG)
December 2014

55

NSF PAPPG

56

 NSF's implementation of OMB’s Uniform Guidance;

 Effective for proposals submitted or due on or after 12/26/14;

 Some Significant Changes/Clarifications to PAPPG Part I Resulting from 
Uniform Guidance
Chapter II.C.2.g.(i)(b), Administrative and Clerical Salaries & Wages 

Policy - Revised to reflect the conditions under which inclusion of 
administrative and clerical staff salaries may be appropriate on a 
proposal budget.

Chapter II.C.2.g.(ii), Fringe Benefits – Clarifies when inclusion of fringe 
benefits on a proposal budget are allowed.

Chapter II.C.2.g.(iv), Travel - Revised to state that all travel (both 
domestic and foreign) must now be justified. Revised definition of what 
constitutes domestic travel.

NSF PAPPG

57

Some More Significant Changes/Clarifications to PAPPG Part I Resulting 
from Uniform Guidance

Chapter II.C.2.g.(v), Participant Support - Clarified to reflect that any 
additional categories of participant support costs other than those 
described in 2 CFR § 200.75 must be justified in the budget justification, 
and such costs will be closely scrutinized by NSF. 

Chapter II.C.2.g.(vi)(a), Materials and Supplies - Includes coverage on 
costs of computing devices.

Chapter II.C.2.g.(vi)(c), Consultant Services - Clarifies that costs of 
professional and consultant services are allowable when certain criteria 
are met.
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NSF PAPPG

58

Some More Significant Changes/Clarifications to PAPPG Part I Resulting 
from Uniform Guidance

■Chapter II.C.2.g.(vi)(e), Subawards – Requires organizations to make a 
case-by-case determination regarding role of a subrecipient vs. contractor 
for each agreement.  Also clarifies NSF’s expectations regarding indirect 
cost rate recovery under subawards.

■Chapter II.C.2.g.(viii), Indirect Costs - Provides updated guidance on 
NSF’s expectations regarding indirect cost rate recovery.

■Chapter III.F, NSF’s Risk Management Framework and Decision to 
Award or Decline Proposals - Describes the NSF framework for  
evaluating the risks posed by proposers prior to issuance of an NSF 
award.  Also, outlines the appeal process that a proposer may utilize if 
NSF declined their proposal for financial or administrative reasons.

NSF PAPPG

59

Some Significant Changes/Clarifications to PAPPG Part II Resulting from Uniform 
Guidance

■Chapter II.A.2, Grantee Notifications to NSF and Requests for NSF Approval and 
Exhibit II-1,

■Consolidated Listing of Program- and Cost-Related Grantee Notifications to, and 
Requests for

■Approval from, the National Science Foundation – Has been revised for 
consistency with the Uniform Guidance. There are three new requests that require 
NSF approval, including salaries of administrative or clerical staff, travel costs for 
dependents, and additional categories of participant support costs other than those 
described in 2 CFR § 200.75.

■Chapter II.B.2, Changes in PI/PD, co-PI/co-PD, or Person-Months Devoted to the 
Project - Has been revised to remove the requirement to notify NSF of the short-
term absence of the PI/PD or co-PI/co-PD. Requirement has been eliminated as it 
goes beyond what is stipulated in the Uniform Guidance, which addresses PI 
disengagements of 90 days or longer.

NSF PAPPG

60

Some More Significant Changes/Clarifications to PAPPG Part II Resulting 
from Uniform Guidance

■Chapter II.B.3, Subawarding, Transferring or Contracting Out Part of an 
NSF Award (Subaward) – Has been modified for consistency with the 
Uniform Guidance terminology and guidance. If it becomes necessary to 
subaward, transfer or contract out part of an NSF award after a grant has 
been made, the grantee shall submit the documentation outlined in this 
section.

■Chapter II.C, Cost Sharing - Requires that awards with any mandatory 
cost sharing must document such cost sharing (on an annual and final 
basis), the Authorized Organizational Representative must certify that the 
amount is correct, and the cost sharing must be reported to NSF via use of 
NSF’s electronic systems.
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NSF PAPPG

61

Some More Significant Changes/Clarifications to PAPPG Part II Resulting 
from Uniform Guidance

■Chapter II.D, Technical Reporting Requirements - Reflects that the 
‘‘where practicable’’ requirement specified in 2 CFR § 200.301 is not 
required because the Research Performance Progress Report (RPPR) does 
not relate financial information to performance data.  

■Chapter III.D.4, Program Income – Clarifies that that registration fees 
collected under NSF-supported conferences are considered program 
income. Grantees have no obligation to NSF with respect to program 
income earned from license fees and royalties for copyrighted material, 
patents, patent applications, trademarks, and inventions produced under 
an award.

DOJ/HHS OIG Actions

62

Former Northwestern Physician To Pay $475,000 
To Settle Cancer Research Grant Fraud Claims

63

10/30/14:  A former cancer research physician at Northwestern 
University’s Robert H. Lurie Comprehensive Center for Cancer in Chicago 
pays United States $475,000 to settle claims of federal research grant fraud. 

The government contended that Dr. Bennett submitted false claims 
under research grants from NIH. 

The settlement covers improper claims that Dr. Bennett submitted for 
reimbursement from the federal grants for professional and consulting 
services, food, hotels, travel, conference registration fees, and other 
expenses that benefited Dr. Bennett, his friends, and family from Jan. 1, 
2003, through Aug. 31, 2010.
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Columbia University to Pay $9M to Resolve
False Claims Case on AIDS Research Grants

10/28/14: Columbia University has agreed to pay $9 million to settle a civil 
fraud case alleging that one of its affiliated public health programs 
submitted false claims to the government under federal AIDS research 
grants.

 Columbia failed to use suitable means of verifying whether salary and 
wage charges for employees of its International Center for AIDS Care and 
Treatment Programs (ICAP) were based on actual effort under specific 
federal grants.

As a result, ICAP filed inaccurate effort reports for the grants and, for 
several years, mischarged for work that was not allocable to those grant 
agreements

The principal investigators under the grants would certify the reports as 
correct in large batches, without inquiring about their accuracy, 
according to the charges.

64

Drug Company to Pay $2.1 Million
To Resolve NIH Contract Allegations

65

1/7/15: Biopharmaceutical company Ansun BioPharma Inc. agreed to pay about 
$2 million to settle criminal and civil matters brought against it for allegedly 
submitting false claims on grants and a $50 million influenza contract with the 
National Institutes of Health.

 Ansun allegedly maximized reimbursements from the NIH by over-reporting 
time spent on the development of influenza drug Fludase as part of a $50 
million contract.

Ansun also falsely reported time spent on projects covered under other NIH-
funded research grants, according to the U.S. attorney's office for the 
Southern District of California.

As part of its settlement, Ansun has agreed to pay the NIH $1.65 million. 
Separately, the company entered into a settlement agreement to resolve civil 
allegations that it violated the False Claims Act and will pay $495,000.

Federal court allows claims against 
Gilead to proceed

66

Plaintiff sued Gilead Sciences in the U.S. District Court for the Southern District 
of Texas, asserting that he sustained permanent heart damage as a result of 
participating in a clinical trial for treating hepatitis C with the pharmaceutical 
combination of sofosbuvir and ledipasvir.

 January 16, 2015: federal district court allowed the participant's claims to go 
forward
Court could not determine whether plaintiff's physician was a “learned 

intermediary” considered responsible for conveying drug warning 
information in the context of a clinical trial or whether the Food and Drug 
Administration had “approved” the study drug combination as required by 
statute

 Defense is arguing FDA approval of these warning signs protects Gilead
Patient must prove a safer alternative design in order to prove that the study 

design was unreasonably dangerous
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Research Misconduct

67

Recent ORI Administrative Actions

68

Bin Kang, Ph.D., Oklahoma Medical Research Foundation: ORI found that Dr. 
Kang, Postdoctoral Fellow, Immunobiology and Cancer Research Program, 
engaged in research misconduct (RM) by reporting falsified and/or fabricated 
data (Western blot gel images) in:
 Two manuscripts (an original and a revised); and
 Two grant applications submitted to NCI (an original and revised).

 Dr. Kang has agreed for 3 years to:
 Have his research supervised if employed by an institution that receives or 

applies for U.S. Public Health Service (PHS) funding;
 Have any institution that employs Dr. Kang submit to ORI a certification 

that data provided by Dr. Kang is based on actual experiments and 
accurately reported; and

 Exclude himself from providing advisory services to PHS.

Recent ORI Administrative Actions

69

Dong Xiao, Ph.D., University of Pittsburgh: ORI found that Dr. Xiao, 
former Research Assistant Professor, Department of Urology, UP, 
engaged in RM in research supported by National Cancer Institute 
(NCI), National Institutes of Health (NIH), grant R01 CA157477. In 
particular, ORI found that Dr. Xiao reported falsified figures that 
appeared in an online paper.  

 Dr. Xiao has agreed for 3 years to:
 Have his research supervised if employed by an institution that receives 

or applies for U.S. Public Health Service (PHS) funding;
 Have any institution that employs Dr. Xiao submit to ORI a certification 

that data provided by Dr. Xiao is based on actual experiments and 
accurately reported; and

 Exclude himself from providing advisory services to PHS.
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Recent ORI Administrative Actions

70

Bijan Ahvazi, Ph.D., National Institutes of Health: 
ORI found that Dr. Bijan Ahvazi, former Director of the Laboratory of X-ray 
Crystallography, National Institute of Arthritis and Musculoskeletal and 
Skin Diseases (NIAMS), NIH, engaged in research misconduct in research 
supported by the Intramural Program at NIAMS, NIH.  In particular, ORI 
found that Dr. Ahvazi engaged in RM by falsifying data related to or in three 
published papers.

 Dr. Ahvazi has agreed for 2 years to:
 Have his PHS research supervised and notify any 

employer(s)/institution(s) at which he may participate in PHS funded 
projects of terms of his supervision; 

 Have any institution that employs Dr. Ahvazi submit to ORI a 
certification that data provided by Dr. Ahvazi is based on actual 
experiments and accurately reported; and

 Exclude himself from providing advisory services to PHS.

Recent ORI Administrative Actions

71

Kaushik Deb, Ph.D., University of Missouri-Columbia: 
ORI found that Dr. Deb, former Postdoctoral Fellow, Life Sciences Center, UM, 
engaged in misconduct in science in research that was supported by National 
Institute of Child Health and Human Development (NICHD), National 
Institutes of Health (NIH), and National Center for Research Resources 
(NCRR).  In specific, ORI found that Dr. Deb intentionally, knowingly, and 
recklessly fabricated and falsified panels of data/figures reported in published 
papers.

 ORI implemented the following administrative actions for a period of 
three years:
Dr. Deb is debarred from any contracting or subcontracting with any 

agency of the United States Government and from eligibility for, or 
involvement in, non-procurement programs of the United States 
Government; and
Dr. Deb and is prohibited from providing advisory services to PHS.

Recent ORI Administrative Actions

72

Dr. Igor Dzhura, Vanderbilt University:  
ORI found that Dr. Dzhura, former Senior Research Associate, Department of 
Biomedical Engineering, VU, engaged in RM in research supported by PHS funds. 
Specifically, ORI found that Dr. Dzhura: (a) provided falsified and/or fabricated data 
to his supervisor and colleagues; (b) falsified and/or fabricated the research record of 
patch-clamp data; and (c) submitted and published multiple falsified and/or 
fabricated action potential traces and summary data in at least sixty-nine (69) images 
in twelve (12) different figures across seven (7) publications and three (3) grant 
applications by duplication and relabeling of traces; resizing, modifying, and splicing 
different traces; and modifying and/or duplicating bar graphs.

 Dr. Dzhura has agreed for 3 years to:  
Exclude himself from any contracting or subcontracting with any agency of the 

United States Government and from eligibility or involvement in 
nonprocurement programs of the United States Government;
Exclude himself from providing advisory services to PHS; and 
Retract or correct the affected publications.
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Recent ORI Administrative Actions

73

Jun Fu, Ph.D., University of Texas MD Anderson Cancer Center: 
ORI found that Dr. Fu, former Postdoctoral Fellow, Department of Neuro-
Oncology, MDACC, engaged in RM in research supported by National 
Cancer Institute (NCI), National Institutes of Health (NIH), grants.  Dr. Fu 
admitted to knowingly and intentionally falsifying a figure that appeared in a 
publication.   

 Dr. Fu has agreed for 2 years to:  
Have his research supervised if employed by an institution that receives 

or applies for U.S. Public Health Service (PHS) funding;

Have any institution that employs Dr. Fu submit to ORI a certification 
that data provided by Dr. Fu is based on actual experiments and 
accurately reported; and

Exclude himself from providing advisory services to PHS.

Recent ORI Administrative Actions

74

Makoto Suzuki, M.D., University of Texas Southwestern Medical Center:
ORI found that Dr. Suzuki, currently a Professor in the Department of Thoracic 
Surgery, Kumamoto University Hospital, Kumamoto, Japan, and formerly a Visiting 
Scientist in the Hamon Center for Therapeutic Oncology Research, UT Southwestern, 
engaged in RM in research supported by NCI.  Specifically, ORI found that Dr. 
Suzuki knowingly, intentionally, and recklessly falsified data reported in six (6) 
publications relating to glyceraldehyde 3-phosphate dehydrogenase (GAPDH) 
loading controls and methylated/unmethylated polymerase chain reaction (PCR) in 
reverse transcription-PCR (RT-PCR) gel panels.

 Dr. Suzuki agreed for 3 years to:  
 Have his research supervised if employed by an institution that receives or 

applies for U.S. Public Health Service (PHS) funding;
 Have any institution that employs Dr. Suzuki submit to ORI a certification that 

data provided by Dr. Suzuki is based on actual experiments and accurately 
reported; and

 Exclude himself from providing advisory services to PHS.

Recent ORI Administrative Actions

75

Takao Takahashi, M.D., Ph.D., University of Texas Southwestern Medical Center: 
ORI found that Dr. Takahashi, currently a faculty member in the Department of 
Surgical Oncology, Gifu University, Graduate School of Medicine, Gifu, Japan, and 
formerly a Visiting Scientist in the Hamon Center for Therapeutic Oncology 
Research, UT Southwestern, engaged in RM in research supported by NCI.  
Specifically, ORI found that Dr. Takahashi knowingly, intentionally, and recklessly 
falsified data reported in four (4) publications relating to glyceraldehyde 3-
phosphate dehydrogenase (GAPDH) loading controls and 
methylated/unmethylated polymerase chain reaction (PCR) in reverse transcription-
PCR (RT-PCR) gel panels.

 Dr. Takahashi agreed for 3 years to:
 Have his research supervised if employed by an institution that receives or 

applies for U.S. Public Health Service (PHS) funding;
 Have any institution that employs Dr. Takahashi submit to ORI a certification 

that data provided by Dr. Takahashi is based on actual experiments and 
accurately reported; and

 Exclude himself from providing advisory services to PHS.
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Recent ORI Administrative Actions

76

James P. Warne, Ph.D., University of California San Francisco:
ORI found that Dr. Warne, former Senior Scientist, Diabetes Center, UCSF 
School of Medicine, engaged in RM in research supported by NIDDK.  ORI 
found that Dr. Warne engaged in RM by falsifying data that were included in 
two (2) publications and two (2) grant applications.  Specifically, ORI found that 
Dr. Warne falsified data and related text by altering the experimental data to 
support the experimental hypothesis. 

 Dr. Warne agreed for 3 years to: 
Have his research supervised if employed by an institution that receives or 

applies for U.S. Public Health Service (PHS) funding;
Have any institution that employs Dr. Warne submit to ORI a certification 

that data provided by Dr. Warne is based on actual experiments and 
accurately reported;
Exclude himself from providing advisory services to PHS; and
Request retraction or correction of papers affected by the misconduct.

Recent ORI Administrative Actions

77

H. Rosie Xing, Ph.D., University of Chicago:
ORI found that Dr. Xing, former Assistant Professor, UC, engaged in RM in 
research supported by NCI.  Specifically, ORI found that Dr. Xing engaged in 
RM by using images that had been among a set of manipulated images 
produced while at another institution, which had been found to be false by that 
institution. ORI found that Dr. Xing falsely reported these images in a 
publication.  

 Dr. Xing has agreed for 3 years to 
Have her research supervised if employed by an institution that receives or 

applies for U.S. Public Health Service (PHS) funding;
Have any institution that employs Dr. Xing submit to ORI a certification 

that data provided by Dr. Xing is based on actual experiments and 
accurately reported; and
Exclude herself from providing advisory services to PHS.

Recent ORI Administrative Actions

78

Zhihua Zou, Ph.D., Harvard Medical School and Fred Hutchinson Cancer 
Research Center: ORI found that Dr. Zou, former Postdoctoral Fellow, 
Department of Neurobiology, HMS, and former Staff Scientist, Division of 
Basic Sciences, FHCRC, engaged in RM in research supported by NIDCD.  
ORI found that Dr. Zou engaged in RM by falsifying data that were included 
in two publications. 

Dr. Zou has agreed for 3 years:
■Have his research supervised if employed by an institution that receives or 

applies for PHS funding;

■Have any institution that employs Dr. Zou submit to ORI a certification that 
data provided by Dr. Zou is based on actual experiments and accurately 
reported; and

■Exclude himself from providing advisory services to PHS.
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ORI website: http://ori.hhs.gov/ 

Statutes and Regulations

■ ORI Statutory Authority - 42 U.S.C. § 289b

■ Public Health Service (PHS) Policies on Research Misconduct – 42 CFR Part 93 – June 
2005

■ HHS Debarment Regulations - 45 CFR Part 76

■ Federal Whistleblower Protection Act of 1989 - 5 U.S.C. § 1201

■ Freedom of Information Regulation - 45 CFR Part 5

■ Public Health Service Records Related to Inquiries and Investigations of Scientific 
Misconduct, HHS/OASH/ORI. 74 Fed. Reg. 44847 (2009)

ORI Sample Policy and Procedures for Responding to Research Misconduct Allegations

ORI Guidelines for Institutions and Whistleblowers: Responding to Possible 
Retaliation Against Whistleblowers in Extramural Research 

ORI Handbook for Institutional Research Integrity Officers

RESEARCH MISCONDUCT 
RESOURCES

Clinical Research Billing

80

Clinical Trial Number 
(August 9, 2013)

81

August 9, 2013 CMS Transmittal (Change Request 8401):

Changes to Claims Processing Manual, Chapter 32

“Effective for claims with dates of service on or after January 
1, 2014, it is mandatory to report a clinical trial number on 
claims for items/services provided in clinical 
trials/studies/registries, or under CED” (emphasis in 
original)
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Clinical Trial Number 
(January 6, 2014)

January 6, 2014 MLN SE1344:

“Since the release of CR 8401, the Centers for Medicare & 
Medicaid Services (CMS) has learned that some physicians, 
providers, and suppliers do not have the capability at this time 
to submit the clinical trial identifier number associated with 
trial-related claims. This article presents those physicians, 
providers, and suppliers with an alternative means of 
satisfying the CR 8401 requirements until January 1, 2015. At 
that time, such providers must fully comply with CR 8401.” 

82

Clinical Trial Number 
(January 6, 2014)

January 6, 2014 MLN SE1344:

“Beginning January 1, 2014, and continuing no later than 
through December 31, 2014, those above-mentioned 
physicians, providers, and suppliers may instead report an 8-
digit, generic number of 99999999 using the instructions in 
CR 8401. This will allow trial-related claims to process 
appropriately if they are prepared according to instructions 
in CR 8401.”  (emphasis added) 

83

Clinical Trial Number 
(January 6, 2014)

January 6, 2014 MLN SE1344:

“Keep in mind that trial-related claims will be returned if they 
do not contain either the actual clinical trial identifier number 
or the 8-digit generic number 99999999 – you may not leave 
those indicated fields blank.” (emphasis added)

“Beginning January 1, 2015, without further notice, CR 8401 
shall be fully implemented.”

84
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Energy & Commerce Committee 
Legislation 
To accelerate the discovery, development, and delivery of 
21st century cures

BUILDING A 21ST CENTURY CLINICAL 
DATA SHARING SYSTEM

SUBTITLE G—UTILIZING REAL-WORLD EVIDENCE

This provision (Section 2101) would authorize FDA to utilize real 
world evidence and require FDA to issue guidance on collecting 
such evidence.

86

Source: 21ST CENTURY CURES DISCUSSION DOCUMENT 
SUMMARY – JANUARY 27, 2015;  energycommerce.house.gov

BUILDING A 21ST CENTURY CLINICAL 
DATA SHARING SYSTEM

SECTION 2101. UTILIZING REAL-WORLD EVIDENCE

Chapter V of the Federal Food, Drug, and Cosmetic Act, as amended by section 
1261, is further amended by:

• Establishing a program under which a sponsor may submit real-world 
evidence for purposes including—

(1) to support the approval of the use of a drug for a new indication; and
(2) to support or satisfy post-approval study requirements

87

REAL-WORLD EVIDENCE DEFINED:

Data about the usage, benefits, or risks of a drug derived from sources other than 
randomized clinical trials, including from observational studies and registries, 
used to establish safety or effectiveness under section 505(d)



30

SECTION 2101.
UTILIZING REAL-WORLD EVIDENCE

88

Implementation of the Real-World Evidence Program

The reports will be submitted to the Committee on Energy and 
Commerce of the House of Representatives and the Committee on 
Health, Education, Labor, and Pensions of the Senate

Secretary Reports:
Real-World Evidence Program

89

(1) How the program under this section has been 
utilized by sponsors of drugs.

(2) How the program under this section has 
impacted regulatory decision making, including 
‘substantial evidence’ determinations under 
section 19 505(d)

(3) How the program under this section could 
be expanded for the use of real-world evidence 
for additional purposes

SEC 2121. COVERAGE WITH EVIDENCE 
DEVELOPMENT FOR MEDICAL DEVICES

90

SUBTITLE H—COVERAGE WITH EVIDENCE 
DEVELOPMENT

The provision (Section 2121), would address the long and 
sometimes costly process that new technology developers must go 
through to secure CMS coverage, while reducing seniors medical 
costs by allowing for Medicare beneficiaries to secure coverage 
from the program for products that are the subject of the clinical 
trial in which they participate. 

Source: 21ST CENTURY CURES DISCUSSION DOCUMENT 
SUMMARY – JANUARY 27, 2015;  energycommerce.house.gov
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CED Item or Service

Exception to the “Reasonable and Necessary Requirement”
New amendment would allow for coverage of medical devices that meet 

the definition of CED item or service

Item or service is for coverage with evidence development if:
(A)the item or service is furnished to individuals as part of a clinical study 

performed to determine whether the furnishing of such item or service 
improves the health outcomes of such individuals, as determined under 
paragraph (3); and

(B) the furnishing of the item or service to the individual is determined by 
the Secretary to be reasonable and necessary to the carrying out of such 
clinical study.

91

World Health Organization (WHO)
Guidance/publications

92

Call for Public Consultation:  WHO Statement on 
Public Disclosure of Clinical Trial Results

93

October 2014: WHO asked for comment on its draft statement regarding 
public disclosure of clinical trial results

Draft statement summary:

Before any clinical trial (CT) is initiated, its details are to be registered 
in a publicly available, free to access, searchable CT registry. The CT 
registry entry should be made before the first subject receives the first 
medical intervention in the trial.

All CT registry sites are to be updated as necessary to include final 
enrolment numbers achieved, and the date of actual study completion
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Draft statement summary:

 CT results are to be reported within 30 months of the study completion 
date.  Reporting is to occur in BOTH of the following two modalities.

The main findings of CTs are to be  submitted for publication in a peer 
reviewed journal within 18 months of study completion; & 

The main findings of CTs are to be published through an open access 
mechanism unless there is a specific reason why open access cannot 
be used, or otherwise made available publicly at most within 30 
months of study completion.

Call for Public Consultation: WHO Statement on 
Public Disclosure of Clinical Trial Results

95

Draft statement summary:

Key outcomes are to be made publicly available by posting to the results 
section of the primary CT registry. Where a registry is used without a 
results section, the results should be posted on a free, publicly available, 
searchable website of the Regulatory Sponsor, Funder or Principal 
Investigator.

The Trial ID or registry identifier code/number is to be included in all 
publications of CTs, and should be provided as part of the abstract to 
PubMed and other bibliographic search databases for easy linking of 
trial reports with CT registry site records.  

Call for Public Consultation: WHO Statement on 
Public Disclosure of Clinical Trial Results

Questions?
Lisa.Murtha@fticonsulting.com
215.801.7824

96
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Critical Thinking at the Critical Time ™
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Boots on the Ground
Implementing a Systemwide

Compliance Program at a Local Level

Jordan B. Muhlestein
Regional Compliance Manager, 

Intermountain Healthcare
Jordan.muhlestein@imail.org

Road Map
1. Mixed Metaphors

2. Our Story and Structure

3. Tips for making compliance local

4. Lessons Learned

Mixed Metaphors

“Pancake Day :)" by Leo Hidalgo is licensed under CC BY 2.0
"Taffy fell on the ground..." by Daniel Oinesis licensed under CC BY 2.0"Smash the Cake - Manuel" by Natalia Santanais licensed under CC BY 2.0“The Hook & Ladder Company perform in front of the Disneyland 

Fire Department" by Loren Javieris licensed under CC BY 2.0
"Donald Duck" by sylvar is licensed under CC BY 2.0
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“MG 52 - Old hevea Dunlop Wellies in Snow & Mud" by Beverly 
Goodwin , and “Garage of Green Furrows” by Ian Sane are 
licensed under CC BY 2.0

“Handy Man" by Ryan Hyde is licensed under CC BY 2.0
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“Marvel Avengers" by W_Minshull is licensed under CC BY 2.0

“Sheriff's Posse, 1890" by Chuck Coker is licensed under CC BY 2.0

“3D Tin Can Phones" by StockMonkeys.com is licensed under CC BY 2.0
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“Hide-and-Seek Easter Edition" by Jim Bauer is licensed under CC BY-ND 2.0

“Fireworks Friday - Anticipation" by Christian Lambert Photograph is licensed under CC BY-ND 2.0

“Vache-Mer" by Sunny Ripertis licensed under CC BY 2.0
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Thank you

Jordan B. Muhlestein
Regional Compliance Manager, 

Intermountain Healthcare
Jordan.muhlestein@imail.org
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Transformers: The Changing 
Face of Health Care Delivery

Steve Lokensgard
Derek Kang
HCCA Compliance Institute
April 21, 2015

1

Agenda
People

• Physician Assistants

• Nurse Practitioners

• Pharmacists

• Radiology Assistants

• Community Paramedics

Locations

Modes of Delivery

• Telehealth

• Online (e-visits)

2

Demand for access will only increase

Aging population will need care

3
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Demand for access will only increase

• Rise in Chronic Conditions 
• 44% of Americans have at least one chronic 
condition

• By 2023, a 50% increase in diabetes

•Affordable Care Act
• 8 million enrolled in health care exchanges

• Represents 28% of potential enrollees (28 
million)

4

People: Current State
• Anticipated Physician Shortage

• By 2020, there will be 91,000 
fewer doctors in the United 
States than needed to meet 
demand

• Demand for access to primary 
care will only grow.

5

Population to Providers

• Minnesota: 5.457M people 

• Primary Care Physicians: 7,000 (1/780)
• Certified Nurse Practitioners: 3,804 (1/1434)

• Physician Assistants: 2,116 (1/2578)

• Pharmacists: 7,820 (1/697)

6
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Transformers: changing providers

• Physician Assistants

• Nurse Practitioners

• Pharmacists

• Community Medical Technicians

• Radiology Assistants

7

Non-Physician Practitioners: Education

Physician Assistants

• Undergraduate degree

• 26 months of post-
graduate education

• Heavy emphasis on 
clinical experience

Nurse Practitioners

• Undergraduate degree in 
nursing

• Masters or Doctoral 
degree, between 3-5 
years

• Classroom training similar 
to a physician’s

• Includes about 900 hours 
of clinical experience

8

NPP Scope of Practice

Physician Assistants

• Physical examinations

• Interpret and evaluate 
patient data

• Perform emergency care

• Order tests

• Prescribe drugs

• Assist in surgery

Nurse Practitioners

• Health assessments and 
screening

• Diagnose and treat 
patients

• Order tests
• Interpret tests, excluding 

CT, MRI, 
PET, nuclear, and 
mammography

• Prescribe drugs

9
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Non-Physician Practitioners: Supervision

Physician Assistants

• Physician Assistant 
Delegation Agreement.

• Written document, 
reviewed annually.

• Identifies tasks delegated 
to PA by a physician.

• Physical presence of the 
physician not required.

• Physician can supervise 
up to 5 PAs.

Nurse Practitioners

• Collaborative Practice 
Agreement  with physician.

• Written if it includes ability to 
prescribe drugs.

• Identifies areas of practice.
• Effective January 1, 2015: 

Collaborative Practice 
Agreement only required 
until nurse practitioner has 
practiced for 2080 hours

• Practice within Population 
Focus unless grandfathered 
in.

10

Non-Physician Practitioners: Billing

Incident To

• 100% of physician fee 
schedule.

• Physician is physically 
present in the office 
during the visit.

• Initial visit of patient 
performed by and new 
problems evaluated by 
physician.

Direct Billing

• 85% of physician fee 
schedule.

• Does not require 
physician supervision.

• Most payors recognize 
and credential NPPs.

11

Billing for Non-Physician Practitioners

• Incident to?

•Direct billing?

12
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Radiology Assistants

Training and Education

• Bachelors degree.

• Radiologist directed 
preceptorship.

• Previous certification as a 
radiographer.

• Certification exam.

Scope of Practice

• No accepted scope of 
practice nationally

• Physician supervision 
required for diagnostic 
imaging exams and other 
tests.

• The Medicare Access to 
Radiology Care Act 
(MARCA)

13

Pharmacists

Training: Pre-2001

• Undergraduate Degree

• State Licensure

Training: Post 2001

• Undergraduate degree

• Two years of post-
graduate work, including 
structured clinical 
experience

• Focus on pharmacology 
and pharmacotherapy

• State Licensure

14

Pharmacists

Scope of Practice-MD supervision

• Without a Collaborative 
Practice Agreement
• Dispense and counsel 

patients on drugs
• Medication therapy 

management
• Health assessments
• Immunizations

• With a Collaborative 
Practice Agreement
• Initiate or modify drug therapy
• Order and interpret lab tests

Reimbursement

• Medication Therapy 
Management (Part D)

• Immunizations
• H.R. 4190 – introduced to 

the U.S. House
• Would allow pharmacists to 

bill Medicare for health 
assessments and other 
services within their state 
scope of practice at 85% of 
the Physician Fee Schedule if 
performed in a 
Medically Underserved 
Community

15
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Billing for Pharmacists

•Happening in your state?

•Create challenges for your program?

16

Community Paramedics

Training and Education

• Certification as an EMT-P
• Generally requires an 

Associate’s Degree
• Two years of experience as 

an EMT-P
• Graduate from an accredited 

CP course
• Generally 300 hours of 

didactic and clinical training 
including primary care and 
behavioral health

Scope of Practice

• No accepted scope of practice 
nationally – defined by State 
law

• Generally allows paramedics to 
provide non-emergency, 
primary care services under the 
supervision of the ambulance 
medical director

• As of 2014, allowed in North 
Carolina, Colorado, Minnesota, 
Maine, and Texas

• Pilot program in California 

17

People – Community Paramedics 

• Reimbursement (Minnesota Medicaid)
• Health assessments

• Immunizations and vaccinations

• Chronic disease monitoring and education

• Collection of lab specimens

• Medication compliance checks

• Minor medical procedures

• Services must be ordered by patient’s 
primary care provider

18
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Billing for Community Paramedics

•Happening in your community?

•Challenges for your program?

19

People – Summary 

• Access to Care

• Quality

• Cost

20

Locations

21
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Locations

• FTC: Examining Health Care Competition
• March 20-21, 2014

22

Locations

• Retail Clinics
• Conveniently located
• Operated by nurse practitioners
• Narrow scope of services
• Low cost

• On-site Health Centers
• Conveniently located
• At an employee’s workplace or school
• Tailored for self-insured population
• Typically does not bill for services

23

Locations

Strategic/ Operational Issues

• Continuity of Care

• Quality of Care

• Access to Care

• Cost

• Privacy

Legal/Regulatory Issues

• Corporate Practice of 
Medicine

• Scope of Practice/ 
Physician Supervision

• Kickback Issues

• COBRA Issues

• Privacy

24
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Other Modes of Delivery

• Telehealth

• Online (e-visits)

25

Modes of Delivery – Telehealth

• Types of Telehealth
• Real Time Video Consultation

• Store and Forward

• Remote Monitoring

26

Telehealth

Reimbursement

• Medicare
• Geographic limitation: 

originating site in a health 
professional shortage area

• No connection to identified 
shortage of specialists

• Medicaid
• Broader coverage in some 

states

Legal/Regulatory Issues

• Kickback

• Credentialing/Licensure

• Quality

27
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e-Visits

Types of e-Visits

• Online (Virtuwell)

• Patient Portal

Legal/Regulatory Issues

• HIPAA Security

• Licensing

• Confidentiality of patient 
communications

• Scope of Services

• Quality

• Cost/reimbursement

28

Questions and General Discussion

Steve Lokensgard
steve.lokensgard@FaegreBD.com

612.766.8863

29

Derek Kang
d_h_kang@hotmail.com
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The	Reimbursement	Quandary:	
Voluntary	Repayments
Strategies	for	Success

1

0 Donna	Thiel
0 King	&	Spalding,	LLC
0 202	626	2393

0 Bill	Ulrich
0 Consolidated	Billing	
Services

0 (509)	448‐2067

The	New	"Selfie"

2

0 Taking	a	snapshot	of	a	
provider	or	supplier	
operations	does	not	always	
result	in	a	pretty	picture	

Options	for	Self	Reporting
OIG	Self‐Disclosure	

Protocol
OIG	Self‐Disclosure	

Protocol

3

0 Billing	or	Anti‐Kickback	
issues	(not	Stark	
issues)

0 Commit	to	complete	
investigation	in	90	days

0 Revised	in	2013	to	
clarify	review	
processes,	penalties

0 Damages:	1.5	multiplier
0 AKS Minimum	$50,000	
0 Release:		CMPs

• Significant	information	and	
documentation	required	to	
support	disclosure

• Significant	time	to	resolution
• Process:		Longer	history	and	
more	open	protocol;	perceived	as	
more	transparent	and	predictable

• 60	overpayment	refund	deadline	
tolled

• Federal	health	care	programs
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Other	Potential	Avenues	for	
Resolution

Claim	Correction

4

0 Should	be	used	to	
correct	isolated	claim	
submission	errors

0 Should	not	be	used	in	
cases	where	there	is	
potential	fraud	or	
intent	to	commit	
fraud

0 Claim	must	still	exist	
in	the	system

0 No	release	or	
compromise	of	
claim	amounts;	no	
tolling	of	60	day	
overpayment	
refund	window

Disclosure	to	a	Contractor

5

0 The	voluntary	refund	to	
the	contractor	typically	
requires	far	less	
information	than	required	
through	the	OIG Protocol	

0 In	essence,	to	participate,	a	
Provider	must:
0 Tell	the	Contractor	about	
the	amount	that	they	owe	

0 Pay	or	enter	an	agreement	
to	pay	what	they	owe

Which	Claims	Are	
Appropriate	for	Contractor	

Disclosures

6

0 Overpayments
0 Payments	in	excess	of	the	
allowable	amount	

0 Errors	and	no	reimbursable	
expenditures	in	cost	reports	

0 Duplicate	payments		
0 Incorrect	service	date	
0 Incorrect	CPT Codes	or	
Modifiers	

0 Insufficient	documentation
0 Lack	of	medical	necessity		
0 Technical	Denials
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Response	is	Guided	by	the	
Nature	of	the	Problem

0 Number	of	claims	
0 Related	or	unrelated	(same	type	of	service	
or	many)	

0 Dollars	at	issue	
0 Repeated	errors	or	periodic	mistakes
0 Global	problem	or	isolated	issue	
0 Always	an	upcode or	just	an	incorrect	code	
0 Oversight	or		mistake
0 Difference	of	opinion	or	clear	error		
0 Duration	of	error	(months	or	years	before	discovery)

7

8

Contraindications	for	
Contractor	Disclosures

0 Provider	currently	is	under	
audit	for	the	overpayment	
claims		

0 Provider	has	received	a	bill	
for	the	past	due	claims	it	is	
disclosing	

0 Provider	is	known	to	be	
under	criminal	or	civil	
investigation	

0 Disclosure	relates	to	
corruption,	Kickback,	Stark

CONFIDENTIALITY

0 Even	if	disclosure	is	going	to	the	Contractor	and	not	
“law	enforcement”,	Provider’s	response	team		should		
maintain	confidentiality	and	if	necessary,	establish		
attorney‐client	privilege		

0 At	the	outset,	the	organization	should	determine	if	
legal	counsel,	whether	in‐house	or	outside,	will	direct	
the	effort	

0 All	documents	generated	in	the	investigation,	
including	interim	and	final	reports,	should	be	
stamped	“Privileged	and	Confidential:	Attorney‐Client	
Communications	and/or	Attorney	Work	Product	”

9
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While	Considering	a	Voluntary	
Repayment	

0 Take	first	steps	in	the	right	direction;	Immediate	
actions	may	be	scrutinized	for	better	or	for	worse

0 Correct	the	problem;	immediately	cease	filing	the	
problematic	bills	

0 Identify	and	review	of	the	policies	or	practices	
involved	in	the	allegation		

0 Identify	and	review	of	potentially	relevant	
documents	

0 Prepare	a	summary	report		

10

Case	Studies	‐ Questions

0 How	was	the	issue	discovered?
0Who	discovered	the	problem?
0What	internal	steps	should	the	provider	conduct?
0 How	widespread	is	the	problem?
0 Use	of	outside	consultants
0Which	is	the	best	option	for	disclosure	and	why?
0 How	to	prevent	future	problem?

Case	Study	#1	– Billed	the	
wrong	RUG

0 The	Medicare	biller	at	the	nursing	home	reported	to	
the	business	office	manager	there	is	problem	with	
Medicare	claims	in	that	some	claims	have	an	incorrect	
RUG	score.

0 The	error	happened	in	the	past	two	months		
0 There	are	two	variations	on	this.		

0 The	MDS	was	done	correctly	and	this	is	only	a	UB04	
error

0 The	MDS	also	needs	to	be	corrected	because	therapy	
minutes	were	not	recorded	correctly.
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Case	Study	#2	– Unlicensed	
Therapist

0 The	facility	discovered	that	the	Contract	Physical	
therapist’s	license	expired	six	months	ago.		

0 This	particular	therapist	treated	just	about	every	
resident	in	the	facility.

Case	Study	#3	– Excluded	
Employee

0 The	facility	discovered	that	the	laundry	manager	is	on	
the	OIG	excluded	list.		

0 The	employees	name	has	apparently	been	on	the	list	
for	three	years	but,	the	facility	failed	to	check

Excluded	Employees
0 Identify	Who,	What,	&	How	(i.e.,	person,	job	duties,	
dates	of	employment	or	contractual	relationship,	
background	checks	completed	and	screening	process)

0 Describe	corrective	action,	revised	policies,	and	updates	
to	cost	report	

0 Prior	to	disclosing,	screen	all	current	employees	and	
contractors	against	OIG’s List	of	Excluded	Individuals	
and	Entities	(LEIE)

0 Reference	published	guidance
0 OIG’s Updated	Provider	Self‐Disclosure	Protocol	(SDP)	
(April	2013)	

0 OIG Updated	Special	Advisory	Bulletin	on	Effect	of	
Exclusion	from	Participation	(May	2013)
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Case	Study	#4	– Upcoding

0 The	facility	compliance	officer	received	a	complaint	
that	MDS	Forms	are	“up	coded”	because	the	Nurse	
Aides	were	taught	to	use	money	buttons			

Voluntary	Overpayment	
Refund	Form	Instructions

0 Include	the	provider	name	and	provider/National	
Provider	Identifier	(NAI)	number	
0 Provide	all	patient	names,	Health	Insurance	Claim	(HIC)	
numbers

0 CCNs
0 Mark	the	appropriate	reason	code	associated	with	the	
refund	

0 Dates	of	Service

17

18
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CMS	Instruction

19

Best	Defense	

0 In	reporting	an	overpayment,	the	Provider	will	want	
to	be	an	advocate:
0 Defend	or	explain	actions	leading	to	the	overpayment	
0 Portray	facts	in	light	most	favorable	to	the	Provider
0 Unavoidability	of	errors

20

Position	Paper:	Explaining	the	
Issue	

0 On	anything	but	a	random	single	claim	Provider	should	
also	send	an	explanation	of	the	circumstances	of	the	issue	
0 How	the	error	was	discovered
0 Services	provided	and	nature	of	the	improper	payment	
0 The	period	during	which	the	problem	existed	that	caused	the	
refund	(explanation	of	why	not	sooner!)

0 Relevant	regulations	(if	known)
0 The	method	used	to	determine	the	overpayment	
0 The	amount	of	the	overpayment	(with	an	attached	CD	
containing	an	Excel	file	of	the	overpayment	claims)

0 Why	Provider	is	eligible	for	a limited	look‐back	 (If	you	are	
asking	for	one)

21
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What	is	the	Correct	Amount	
to	be	Refunded?	

0 If	an	exact	overpayment	cannot	be	calculated	the	
provider	can	develop	an	estimate	of	the	overpayment	
based	on	a	reasoned	analysis	of	the	estimate	

0 The	methodology	must	be	explained	should	the	
contractor	question	the	refund	amount

0What	about	co‐payments	and	deductibles?		
0 Identify	overpayment	by	Payor

22

Repayment

0 Regardless	of	how	good	the	explanation	for	the	
overpayment,	Provider	must	pay	or	enter	an	
agreement	to	pay	what	is	owed	

0 If	Provider	can't	pay	the	overpayment	claims	due	in	
full,	it	may	be	able	to	make	installment	payments	
(Extended	Repayment	Plan)		
0 Medicare	Financial	Management	Manual,	Chapter	3	‐
Overpayments	

0 http://www.	cms	gov/Regulations‐and‐
Guidance/Guidance/Manuals/downloads/fin106c03	
pdf

23

Look	Back	Period

0 The	length	of	the	look	back	should	be	based	on	identified	
factors	that	indicate	when	the	problem	started

0 The	nature	of	the	overpayment	and	cause	are	factors	in	
determining	lookback	period
0 One‐time	transaction	
0 Initiation	of	a	new	clinical	service		
0 New	employees
0 New	NCD/LCD
0 Acquisition
0 Computer	change
0 Statistical	analysis	may	be	used,	but	be	careful

24
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Summary:	Compliance	Do’s	

0 Providers	should	develop	a	written	corrective	action	plan	
which	includes:	
0 a	timetable	for	implementation	of	the	corrective	action	and	
0 the	changes	that	are	necessary	to	address	the	issues	identified	
in	the	investigation	report	to	ensure	that	Provider	do	not	
reoccur

0 Corrective	action	may	take	the	form	developing	new	
policies	and	procedures,	conducting	
education	and	training	and	implementing
periodic	reviews	(internal	audits)	of	the	
problem	areas	

25

Do’s

0 Designate	who	provider	contact	will	be!	
0 Prepare	for	the	unexpected	by	auditing	other	trouble	
areas	

0 Be	patient:		It	takes	time	to	investigate
0 and	resolve	the	issue		

Compliance	Don’ts

0 Intentionally	provide	false	or	misleading	material	
information	in		disclosure	documents	

0 Intentionally	omit	material	information			
0 Fail	to	pay	the	back	overpayment	claims	and	interest	
that	you	agreed	to	pay	as	part	of	the	agreement	

27
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Possible	Outcomes	of	
Contractor	Disclosure

0 The	best	outcome:	refund	is	approved	and	the	actual	
overpayment	is	accepted	without	fines,	penalties,	or	
interest

0 Contractor	may	investigate	or	ask	follow‐up	questions		
Provider	should	be	willing	to	cooperate	fully	with	the	
government

0 Contractor	may	disagree	with	the	method	used	to	
calculate	the	overpayment	and	the	provider	will	need	
to	defend	its	approach	

28

Thank		you!

29

0 Donna	Thiel
0 King	&	Spalding,	LLC
0 202	626	2393

0 Bill	Ulrich
0 Consolidated	Billing	
Services

0 (509)	448‐2067
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Privacy by Design: 

The Next Generation of Privacy is Here

Jacki Monson

Sutter Health

Chief Privacy Officer

Office of the General Counsel

Speaker Introductions

Morgan Vanderburg

Mayo Clinic

Senior Privacy Analyst

Integrity and Compliance Office

Objectives

• Learn the Privacy by Design Principle 

• Understand how to implement a privacy strategy 
throughout your organization with Privacy by Design 

• Apply practical tips of Privacy by Design 
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What is Privacy by Design (“PbD”)?

• It’s an approach that promotes privacy from the start 
of any project.

• Examples: 
▫ New/Different Facilities
▫ New Programs/Initiatives 

▫ New Technology
▫ Projects

Principles of 

• Proactive vs. Reactive 

• Privacy as a Default Setting 

• Privacy Embedded into Design 

• Full Functionality 

• Full Life Cycle Protection 

• Visibility and Transparency 

• Respect for User 

P b
D

Principles of PbD

• Proactive vs. Reactive

• Privacy as a Default Setting 

Proactive

vs.

Reactive

Privacy as 
Default 
Setting
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Principles of PbD

• Privacy Embedded in Design 

• Full Functionality

Privacy 
Embedded 
in Design

Full 
Functionality

Principles of PbD

• Full Life Cycle 

• Visibility and Transparency 
Visibility

and

Transparency

Full Life 
Cycle

Principles of PbD

• Respect for User

• Privacy Impact Assessment

Privacy 
Impact 

Assessment

Respect

For

User
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Strategy for Implementation 

• Include Privacy teams amongst key stakeholders at 
the decision/implementation tables for all projects 

• Create quick “wins” to illustrate PbD’s benefit to the 
leadership and the organization 

• Slowly integrate design strategies; it’s a long‐term, 
ongoing project 

Sutter Examples of

• Health Information Exchange 

• Mergers and Acquisitions 

• Tracking Tool for Privacy Officers’ Integration with 
Key Stakeholders

• New Facilities / Vacated Facilities Planning 

• Due Diligence 

• Patient Portal

• New Technology 

P b
D

Mayo Examples of

• High Profile Patient Processes

• New Business Lines and Strategies

▫ E.g., hybrid entities, patient outreach strategies

• Research and Institutional Review Board

• Contracting Workflows 

• Vendor Oversight Processes

P b
D
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Design

Practical

• Start small depending on available resources 

• Illustrate the benefit to the organization 

• Use colleagues in the industry for examples 

• Provide value and measure the metrics

Privacy

Closing Thoughts 

• PbD is a work in progress

• Create a program that works for your 
organization; it’s not a one‐size‐fits‐all approach.

• PbD is necessary for proactive privacy

• Email us if you would like sample templates. 
We are happy to share!

Contact Information 

Jacki Monson 

Chief Privacy Officer

Sutter Health

Email: monsonja@sutterhealth.org

Morgan Vanderburg

Senior Privacy Analyst 

Mayo Clinic 

Email: vanderburg.morgan@mayo.edu
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Change Management: Culture, Compliance, and C‐Suite

NAVARRA  RODR IGUEZ ,  MD

CH I E F  MEDICA L   I NFORMAT I C S  OFF I CE

ADVANTAGECARE PHY S I C I ANS

stated outline
o Understanding C‐level executive’s expectation of compliance for emerging provider led organization 

o Framing and relating compliance issues to the executive branch 

o Implementing compliance program to foster the vision, mission, and values of the largest private 
practice in downstate New York

Mission 
Vision

 We focus care on the needs of our patients 
and partner with them in the pursuit of better health.

 To be the preferred care destination for 
our patients and the communities we serve.

We value our patients, our communities and each other. 

We strive to do what’s best for our patients by delivering an 
experience they value together with high quality, appropriate and 
coordinated care.

We work together to serve the needs of our patients and foster the 
learning and development of all our physicians and staff.

We look for innovative ways to achieve superior clinical outcomes 
and thoughtfully manage care delivery costs.

We take a leadership role in improving the health and wellbeing of 
our communities.

Values

Care

Quality

Collaboration

Excellence

Citizenship
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Realized Necessity of Change

Are We Achieving Our ‘Mission, Vision, and Values’ Objectives?

◦ Do we have adequate resources? 

◦ Are our processes functionally sound?

◦ Is our workforce competent and work ‘to the top of their license’?

◦ Are we efficient and effective? 

◦ Do we have appropriate controls in place?

Change Management

◦ Change management  is the planning, initiating, realizing, controlling, stabilizing and sustaining new and 
altered work activities at the corporate, group and personal levels. 

◦ In involves a balance of considerations from organizational management,  industrial engineering/ project 
management, and psychology disciplines. 

◦ The objective of change management is to successfully introduce new activities into a work 
environment in a manner that enhances organizational relationships between all constituents. 

Building Relationships

oThe success of any project depends on the quality of the relationship between 
the change agent and the stakeholders. 

oCommitment to change is based on emotion, intuition, trust, personal faith, and 
hope. 

oImplementation aspects: 
oTechnical, and 

oBuilding organizational support for change. 

oTangible vs. intangible 
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Timeline of Change

◦ Organizational change is a process of unpredictable timeline

◦ Team may loose persistency of change, dilution of original ideas – mission, 
vision, values 

◦ Leader must re‐focus on the ideas, regain ground in reality, re‐align 
expectations

◦ Re‐design social setting to facilitate mitigation, overcome confusion, and lead 
the change

“Standing on the Edge”

◦ Challenging status quo, encouraging innovation, …while operating a fully 
functional clinical practice 

◦ Taking charge and responsibility throughout the matrix organization

◦ Reality vs. perception

◦Moving from planning to implementation and actual accountability

Lessons to the Cautious

◦ Allow reasonable time for change to be embraced throughout the structure

◦ Allow time for relationship building among key change stakeholders 

◦ Set clear priorities to changing key elements first, and 

◦ Beware of resistance 
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Socializing Change
Explicit expectations by the workforce and clinicians

◦ Benefit – In addition to being perceived as ‘a better way,’ the contemplated 
change should have a clear and articulated advantage for those asked to change; 

◦ Compatibility – The change should be congruent with the existing values, vision, 
mission and experiences; 

◦ Complexity – The change should be no more complex than necessary; 

◦ Fine‐tuning (Trialability) – The change should be something that people can try 
on a step‐by‐step basis and make adjustments throughout as appropriate.  

The Theory(s)

What about Ethics?
o Correlation with organizational change

o Where is Ethics on the project plan?

o How engaged is the Compliance Team?

o How empowered is the Compliance Team?

o Employment contract & continuous motivation of workforce

o Incentive to “do it right!”
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Immediate Effect of Change
◦ Clash between the need to ‘change’ and existing organizational structure

◦ Impact on current flows as the new processes are implemented

◦ Re‐sequencing of activities

◦ Impact on Enterprise Risk Management:

◦ Compliance with regulatory standards

◦ Consistency of quality and continuity of case

◦ Intact reporting lines for incident/ issue reporting

◦ Responsibilities for Corrective Actions 

Behavioral Phases                                             

Fisher Transition Curve + ERPfrank5 SM

Proactive Risk Analysis
o Building upon ‘due diligence’ work‐up

o Doing your own research and due diligence

o Interviewing process owners

o Documenting decisions
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Establishing Accountability Model
o Compliance framework as part of change management project plan

o Identifying priorities

o Selecting and engaging operational and clinical champions

o Incorporating benchmark into incentive program

o Providing ongoing and consistent feedback and updates

C‐Suit vs. CCO‐Suit
o Trust is not internal control but…

o Putting and…keeping Compliance in the picture

o Communicating concerns 

o Setting and coordinating priorities

o Mitigating identified risks and addressing future vulnerabilities

o Documenting established decisions through Policies and Procedures

Compliance Department as ‘Agent of 
Change’

o Recognizing positive energy

o Timely, adequate, and consistent responses to continuous obstructionism

o Enforcing employment expectations through

oConsultative approach
oEngagement & motivation

o“Motivation” through HR policies
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A Few Bumps in the Road 

o Are all ‘obstructions to change’ bad?

o Using ‘Constructive obstructionism’  

o Identifying the causes of push back

o Utilizing the energy to achieve the goals

Getting it Done – Together

oCommunication and Education  

oEngagement

oNegotiation and Agreement

oInfluencing and Cooptation

And, when all fails…

oExplicit or Implicit Coercion

QUESTIONS?
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Negotiating False Claims Act 
Settlements

S. Craig Holden
Ober|Kaler

scholden@ober.com

Overview of Presentation

• Objectives of the various parties

– DOJ

– OIG

– Relator

– Provider

• Key negotiating issues

– Money

– Scope of release

– Existence/scope of CIA

– Relators’ share

– Attorneys’ fees

2

DOJ Objectives

• Appropriate monetary resolution

• Release limited to claims investigated by DOJ 
that it deems to have merit

– Non‐intervened claims?

• Release limited to FCA and common law 
claims

– Criminal liability and other carve‐outs

3
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OIG Objectives

• Appropriate Program safeguards going 
forward in exchange for waiver/forbearance of 
exclusion authority

– OIG reservation of rights

– Corporate Integrity Agreements

• Independent review organizations (IROs)

• Legal IROs

• Monitors

4

Relator Objectives

• Monetary resolution of FCA claims

– Intervened 

– Non‐intervened

• Relator’s share percentage

• Resolution of any retaliation claims

• Resolution of attorneys’ fee claims

5

Provider Objectives

• Appropriate monetary resolution covering all 
claims

– FCA liability

– Attorneys’ fees

• Release of all potential claims

• Least onerous compliance requirements 
possible going forward

6
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Monetary Negotiations

• Assessment of merits of the case

– Each parties’ principled liability assessment

– Each parties’ principled quantification of 
overpayments at issue

• Debate over the appropriate multiplier

• Realistic assessment of the respective 
litigation risks of each party 

• The pragmatic phase

7

Key Issues Regarding the Scope of 
Release

• Defining the “Covered Conduct” to be 
released

• Carve‐outs from release

– Criminal liability

– Antitrust

– Tax

• Dismissal of Complaint with prejudice

– Non‐intervened claims

8

Key Issues Relating to Corporate 
Integrity Agreements

• Overarching issues.
– Effectiveness of existing compliance program

– Track record of provider

• CIA vs. Reservation of Rights

• Scope of CIA.
– Definition of issues covered by CIA

– IRO?

– Legal IRO?

– Monitor?

9
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Key Issues affecting Relators

• Relators’ share

– Negotiation between DOJ and Relator

• How much did Relator contribute in terms of 
knowledge?

• How much did Relators’  counsel contribute to the 
litigation

• Attorneys’ fees

– Negotiation between Provider and Relator

• Impact of contingency fees

10

Other Key Issues

• Impact of state law claims

– State FCAs

– States as parties

– Role of NAMFCU

• Relationship to other litigation with Relators

• Clarity of rules going forward

– Applicability to all like providers

• “Leveling the playing field”

11

Alternative Dispute Resolution

• Federal government committed to ADR in 
“appropriate civil cases”
– See: 
http://www.jamsadr.com/files/Uploads/Documents/A
rticles/Stevens‐False‐Claims‐Act‐2012‐11‐20.pdf

• Benefits of mediation
– Objective neutral gives an important reality check

– Use of an impartial intermediary can change the 
personal dynamic

• Non‐binding

12
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QUESTIONS?
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CORPORATE INTEGRITY AGREEMENT 
BETWEEN THE 

OFFICE OF INSPECTOR GENERAL 
OF THE 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 
AND 

HALIFAX HOSPITAL MEDICAL CENTER AND HALIFAX STAFFING, INC. 

I. PREAMBLE 

Halifax Hospital Medical Center and Halifax Staffing, Inc. (collectively 
“Halifax”) hereby enters into this Corporate Integrity Agreement (CIA) with the Office of 
Inspector General (OIG) of the United States Department of Health and Human Services 
(HHS) to promote compliance with the statutes, regulations, and written directives of 
Medicare, Medicaid, and all other Federal health care programs (as defined in 42 U.S.C. 
§ 1320a-7b(f)) (Federal health care program requirements).  Contemporaneously with 
this CIA, Halifax is entering into a Settlement Agreement with the United States. 

 
For purposes of this CIA, “Halifax” is defined as Halifax Hospital Medical Center 

a/k/a Halifax Medical Center a/k/a Halifax Health a/k/a Halifax Community Health 
System (“Halifax Hospital”); Halifax Staffing, Inc. (“Halifax Staffing”); and any entities 
in which Halifax has a majority ownership or control interest, including, but not limited 
to, any physician practices, outpatient surgical centers, ambulatory surgical centers, or 
outpatient clinics that it operates now or in the future.  Prior to execution of this CIA, 
Halifax voluntarily established a Compliance Program that applies to all Halifax 
subsidiaries and facilities.  Halifax agrees that it shall maintain the Compliance Program 
during the term of the CIA in a manner that meets the CIA’s requirements.  Halifax may 
modify the Compliance Program as appropriate; however, any such modification of the 
Compliance Program must meet the requirements of the CIA. 
 
II. TERM AND SCOPE OF THE CIA 
 

A.   The period of the compliance obligations assumed by Halifax under this 
CIA shall be five years from the effective date of this CIA.  The “Effective Date” shall be 
the date on which the final signatory of this CIA executes this CIA.  Each one-year 
period, beginning with the one-year period following the Effective Date, shall be referred 
to as a “Reporting Period.” 

 
B.   Sections VII, X, and XI shall expire no later than 120 days after OIG’s 

receipt of: (1) Halifax’s final annual report; or (2) any additional materials submitted by 
Halifax pursuant to OIG’s request, whichever is later. 
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C.   The scope of this CIA shall be governed by the following definitions: 
 

1.  “Arrangements” shall mean every arrangement or transaction that: 
 

a.  involves, directly or indirectly, the offer, payment, 
solicitation, or receipt of anything of value; and is between 
Halifax and any actual or potential source of health care 
business or referrals to Halifax or any actual or potential 
recipient of health care business or referrals from Halifax.  
The term “source of health care business or referrals” shall 
mean any individual or entity that refers, recommends, 
arranges for, orders, leases, or purchases any good, facility, 
item, or service for which payment may be made in whole or 
in part by a Federal health care program and the term 
“recipient of health care business or referrals” shall mean any 
individual or entity:  (1) to whom Halifax refers an individual 
for the furnishing or arranging for the furnishing of any item 
or service; or (2) from whom Halifax purchases, leases, or 
orders or arranges for or recommends the purchasing, leasing, 
or ordering of any good, facility, item, or service for which 
payment may be made in whole or in part by a Federal health 
care program; or 

 
b.   is between Halifax and a physician (or a physician’s 

immediate family member (as defined at 42 C.F.R. § 
411.351) who makes a referral (as defined at 42 U.S.C. § 
1395nn(h)(5)) to Halifax for designated health services (as 
defined at 42 U.S.C. § 1395nn(h)(6)). 

 
2.   “Focus Arrangements” means every Arrangement that: 
 

a.   is between Halifax and any actual source of health care 
business or referrals to Halifax and involves, directly or 
indirectly, the offer, payment, or provision of anything of 
value;  

 
b.   is between Halifax and any physician (or a physician’s 

immediate family member) (as defined at 42 C.F.R. § 
411.351) who makes a referral (as defined at 42 U.S.C. § 
1395nn(h)(5)) to Halifax for designated health services (as 
defined at 42 U.S.C. § 1395nn(h)(6)); or 
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c.  is between Halifax and any physician (or a physician’s 
immediate family member) or medical practice that involves, 
directly or indirectly, the offer, payment, or provision of 
anything of value in anticipation of that physician becoming 
an actual source of health care business or referrals (e.g., for 
purposes of recruitment).   

 
Notwithstanding the foregoing provisions of Section II.C.2, any Arrangement that 

satisfies the requirements of 42 C.F.R. § 411.356 (ownership or investment interests), 42 
C.F.R. § 411.357(g) (remuneration unrelated to the provision of designated health 
services); 42 C.F.R. § 411.357(i) (payments by a physician for items and services); 42 
C.F.R. § 411.357(k) (non-monetary compensation); 42 C.F.R. § 411.357(m) (medical 
staff incidental benefits), 42 C.F.R. § 411.357(o) (compliance training), 42 C.F.R. § 
411.357(q) (referral services), 42 C.F.R. § 411.357(s) (professional courtesy), 42 C.F.R. 
§ 357(u) (community-wide health information systems), or any exception to the 
prohibitions of 42 U.S.C. § 1395nn enacted following the Effective Date that does not 
require a written agreement shall not be considered a Focus Arrangement for purposes of 
this CIA.  

 
3.   “Covered Persons” includes: 

 
a. all owners, officers, directors, and employees of Halifax; 

 
b.   all contractors, subcontractors, agents, and other persons who 

provide patient care items or services or who perform billing 
or coding functions on behalf of Halifax, excluding vendors 
whose sole connection with Halifax is selling or otherwise 
providing medical supplies or equipment to Halifax and who 
do not bill the Federal health care programs for such medical 
supplies or equipment; and 

 
c.  all physicians and other non-physician practitioners who are 

members of Halifax’s active medical staff. 
 

Notwithstanding the above, this term does not include part-time or per diem 
employees, contractors, subcontractors, agents, and other persons who are not reasonably 
expected to work more than 160 hours per year, except that any such individuals shall 
become “Covered Persons” at the point when they work more than 160 hours during the 
calendar year. 

 
4.   “Arrangements Covered Persons” includes: 
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a. each Covered Person who is involved with the development, 
approval, management, or review of Halifax’s Arrangements; 
and 

 
b. each member of Halifax’s Board of Commissioners. 

 
III. CORPORATE INTEGRITY OBLIGATIONS  
 

Halifax shall establish and maintain a Compliance Program that includes the 
following elements: 

 
A.   Compliance Responsibilities of Certain Halifax Employees and the Board 

of Commissioners 
 

1. Compliance Officer.  To the extent not already accomplished, within 
90 days after the Effective Date, Halifax shall appoint a Covered Person to serve as its 
Compliance Officer and shall maintain a Compliance Officer for the term of the CIA.  
The Compliance Officer shall be responsible for developing and implementing policies, 
procedures, and practices designed to ensure compliance with the requirements set forth 
in this CIA and with Federal health care program requirements.  The Compliance Officer 
shall be a member of senior management of Halifax, shall report directly to the Chief 
Executive Officer of Halifax, shall make periodic (at least quarterly) reports regarding 
compliance matters directly to the Board of Commissioners of Halifax, and shall be 
authorized to report on such matters to the Board of Commissioners at any time.  Written 
documentation of the Compliance Officer’s reports to the Board of Commissioners shall 
be made available to OIG upon request.  The Compliance Officer shall not be or be 
subordinate to the General Counsel or Chief Financial Officer or have any responsibilities 
that involve acting in any capacity as legal counsel or supervising legal counsel functions 
for Halifax.  The Compliance Officer shall be responsible for monitoring the day-to-day 
compliance activities engaged in by Halifax as well as for any reporting obligations 
created under this CIA.  Any noncompliance job responsibilities of the Compliance 
Officer shall be limited and must not interfere with the Compliance Officer’s ability to 
perform the duties outlined in this CIA. 
 

Halifax shall report to OIG, in writing, any changes in the identity or position 
description of the Compliance Officer, or any actions or changes that would affect the 
Compliance Officer’s ability to perform the duties necessary to meet the obligations in 
this CIA, within five days after such a change. 

 
2.   Compliance Committee.  To the extent not already accomplished, 

within 90 days after the Effective Date, Halifax shall appoint a Compliance Committee.  
The Compliance Committee shall, at a minimum, include the Compliance Officer and 
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other members of senior management necessary to meet the requirements of this CIA 
(e.g., senior executives of relevant departments, such as billing, clinical, human 
resources, audit, and operations).  The Compliance Officer shall chair the Compliance 
Committee, and the Committee shall support the Compliance Officer in fulfilling his/her 
responsibilities (e.g., shall assist in the analysis of Halifax’s risk areas and shall oversee 
monitoring of internal and external audits and investigations).  The Compliance 
Committee shall meet at least bimonthly.  The minutes of the Compliance Committee 
meetings shall be made available to OIG upon request.       
  

Halifax shall report to OIG, in writing, any changes in the composition of the 
Compliance Committee, or any actions or changes that would affect the Compliance 
Committee’s ability to perform the duties necessary to meet the obligations in this CIA, 
within 15 days after such a change. 

 
3. Board of Commissioners Compliance Obligations.  The Board of 

Commissioners of Halifax (Board) shall be responsible for the review and oversight of 
matters related to compliance with Federal health care program requirements and the 
obligations of this CIA.  The Board must include independent (i.e., non-executive) 
members.  

 
The Board shall, at a minimum, be responsible for the following: 
 
 a.  meeting at least bimonthly to review and oversee Halifax’s 

Compliance Program, including but not limited to the 
performance of the Compliance Officer and Compliance 
Committee; 

 
 b.  for the first, third, and fifth Reporting Periods, considering 

the results of the Compliance Program Reviews (as described 
in Section III.A.4.a.v of this CIA); and 

 
 c. for each Reporting Period of the CIA, adopting a resolution, 

signed by each member of the Board summarizing its review 
and oversight of Halifax’s compliance with Federal health 
care program requirements and the obligations of this CIA.  

 
At minimum, the resolution shall include the following language: 

 
“The Board of Commissioners has made a reasonable inquiry into the operations 

of Halifax’s Compliance Program including the performance of the Compliance Officer 
and the Compliance Committee.  Based on its inquiry and review, the Board has 
concluded that, to the best of its knowledge, Halifax has implemented an effective 
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Compliance Program to meet Federal health care program requirements and the 
obligations of the CIA.” 

 
If the Board is unable to provide such a conclusion in the resolution, the Board 

shall include in the resolution a written explanation of the reasons why it is unable to 
provide the conclusion and the steps it is taking to implement an effective Compliance 
Program at Halifax. 

 
Halifax shall report to OIG, in writing, any changes in the composition of the 

Board, or any actions or changes that would affect the Board’s ability to perform the 
duties necessary to meet the obligations in this CIA, within five days after such a change. 

 
4. Board Compliance Expert.  Within 60 days after the Effective Date, 

the Board shall retain an expert in corporate governance and compliance (Compliance 
Expert) to assist the Board in fulfilling the responsibilities described in Section III.A.3 of 
this CIA.   

 
a. Compliance Expert Obligations.  At a minimum, the 

Compliance Expert shall:   
 

i.  meet with the Audit Committee quarterly and all 
members of the Board at least once per year to assist 
each Board member in meeting his or her obligation to 
review and oversee matters related to Halifax’s 
compliance with Federal health care program 
requirements and the obligations of this CIA;  

 
ii. be kept apprised of any direct reports that the 

Compliance Officer otherwise makes to the Board;  
 

iii. assist the Board in reviewing and assessing Halifax’s 
Compliance Program; 

 
iv. offer recommendations periodically, as appropriate, to 

improve the effectiveness of Halifax’s Compliance 
Program; and  

 
v. for the first, third, and fifth Reporting Periods, conduct 

a comprehensive review of the effectiveness of 
Halifax’s Compliance Program and prepare a report 
describing the results of such review (Compliance 
Program Review Report).  A copy of the Compliance 
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Program Review Report shall be provided to OIG 
along with the Annual Report for the applicable 
Reporting Period.  

   
b. Engagement of Compliance Expert.  Within 30 days of the 

Board engaging the Compliance Expert, Halifax shall provide 
the following information to OIG: 

 
i. the identity, address, and phone number of the 

Compliance Expert;  
 

ii. a copy of the engagement letter between the Board and 
the Compliance Expert;  

 
iii. information demonstrating that the Compliance Expert 

has the background and qualifications necessary to 
assist the Board in fulfilling the responsibilities 
described in Section III.A.3 of this CIA; and 

 
iv. a certification from the Compliance Expert that neither 

he or she nor his or her firm: 
 

1. has previously represented or been employed or 
engaged by Halifax; or  

 
2. has a relationship to Halifax or its employees, 

officers, or directors that would cause a 
reasonable person to question the Compliance 
Expert’s impartiality.   

 
 Within 30 days of receiving the above information, or any additional information 
submitted by Halifax in response to a request by OIG, whichever is later, OIG will notify 
Halifax if the Compliance Expert is unacceptable.  Absent notification from OIG that the 
Compliance Expert is unacceptable, the Board may continue to engage the Compliance 
Expert. 
 
 If a new Compliance Expert is engaged, Halifax shall submit the above 
information to OIG within 30 days of engagement of the Compliance Expert.  Within 30 
days after receiving this information or any additional information submitted by Halifax 
at the request of OIG, whichever is later, OIG will notify Halifax if the Compliance 
Expert is unacceptable.  Absent notification from OIG that the Compliance Expert is 
unacceptable, the Board may continue to engage the Compliance Expert.  
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 5. Management Accountability and Certifications.  In addition to the 

responsibilities set forth in this CIA for all Covered Persons, certain Halifax officers or 
employees (Certifying Employees) are specifically expected to monitor and oversee 
activities within the hospital and shall certify annually that the areas under their authority 
are compliant with applicable Federal health care program requirements and with the 
obligations of this CIA.  These Certifying Employees shall include, at a minimum, the 
following:  the President & Chief Executive Officer, the Senior Vice President & Chief 
Revenue Officer, the Executive Vice President & Chief Operating Officer, the Senior 
Vice President & Chief Quality Officer, the Executive Vice President & Chief Financial 
Officer, the Senior Vice President & Chief Medical Officer, the Vice President & Chief 
Nursing Officer, the Vice President & Chief Surgical Services Officer, the Vice President 
of Operations, the Vice President & Service Line Administrator and any other employees 
of Halifax with the title of Vice President or higher.  

 
For each Reporting Period, each Certifying Employee shall sign a certification that 

states as follows: 
 

“I have been trained on and understand the compliance requirements and 
responsibilities as they relate to [department or functional area], an area under my 
supervision.  My job responsibilities include ensuring that the [department or functional 
area] remains compliant with all applicable Federal health care program requirements, 
obligations of the Corporate Integrity Agreement, and Halifax Policies and Procedures, 
and I have taken steps to promote such compliance.  To the best of my knowledge, except 
as otherwise described herein, the [department or functional area] of Halifax is in 
compliance with all applicable Federal health care program requirements and the 
obligations of the CIA.  I understand that this certification is being provided to and relied 
upon by the United States.” 

 
If any Certifying Employee is unable to provide such a conclusion in the 

certification, he or she shall provide a written explanation of the reasons why he or she is 
unable to provide the certification outlined above and the steps being taken to address the 
issues identified.  

 
B.   Written Standards 

 
1.   Code of Conduct.  To the extent not already accomplished, within 90 

days after the Effective Date, Halifax shall develop, implement, and distribute a written 
Code of Conduct to all Covered Persons.  Halifax shall make the performance of job 
responsibilities in a manner consistent with the Code of Conduct an element in evaluating 
the performance of all employees.  The Code of Conduct shall, at a minimum, set forth: 
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a.   Halifax’s commitment to full compliance with all Federal 
health care program requirements; 

 
b.   Halifax’s requirement that all of its Covered Persons shall be 

expected to comply with all Federal health care program 
requirements and with Halifax’s own Policies and 
Procedures; 

 
c.   the requirement that all of Halifax’s Covered Persons shall be 

expected to report to the Compliance Officer, or other 
appropriate individual designated by Halifax, suspected 
violations of any Federal health care program requirements or 
of Halifax’s own Policies and Procedures; and 

 
d.  the right of all individuals to use the Disclosure Program 

described in Section III.F, and Halifax’s commitment to 
nonretaliation and to maintain, as appropriate, confidentiality 
and anonymity with respect to such disclosures. 

 
Halifax certifies that the Code of Conduct shall apply to all subsidiaries and 

affiliates of Halifax that are subject to this CIA.  Within 90 days after the Effective Date, 
each Covered Person shall certify, in writing or in electronic form, that he or she has 
received, read, understood, and shall abide by Halifax’s Code of Conduct.  New Covered 
Persons shall receive the Code of Conduct and shall complete the required certification 
within 30 days after becoming a Covered Person or within 90 days after the Effective 
Date, whichever is later.  Halifax shall distribute the Code of Conduct to all active 
medical staff members as described above and shall use its best efforts to encourage such 
active medical staff members to submit the required certification.  The Compliance 
Officer shall maintain records indicating that the Code of Conduct was distributed to all 
active medical staff members and whether the certification was completed. 
 

Halifax shall periodically review the Code of Conduct to determine if revisions are 
appropriate and shall make any necessary revisions based on such review.  The Code of 
Conduct shall be distributed at least annually to all Covered Persons.   

  
2.   Policies and Procedures.  Within 90 days after the Effective Date, 

Halifax shall implement written Policies and Procedures regarding the operation of 
Halifax’s Compliance Program, including the Compliance Program requirements 
outlined in this CIA and Halifax’s compliance with Federal health care program 
requirements.  At a minimum, the Policies and Procedures also shall address: 
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a.   42 U.S.C. § 1320a-7b(b) (Anti-Kickback Statute) and 42 
U.S.C. § 1395nn (Stark Law); the regulations and other 
guidance documents related to these statutes; and business or 
financial arrangements or contracts that generate unlawful 
Federal health care program business in violation of the Anti-
Kickback Statute or the Stark Law; and 

 
b.   the requirements set forth in Section III.D (Compliance with 

the Anti-Kickback Statute and Stark Law). 
 

Within 90 days after the Effective Date, the relevant portions of the Policies and 
Procedures shall be distributed or made available to all Covered Persons whose job 
functions relate to those Policies and Procedures.  Appropriate and knowledgeable staff 
shall be available to explain the Policies and Procedures. 

 
At least annually (and more frequently, if appropriate), Halifax shall assess and 

update, as necessary, the Policies and Procedures.  Within 30 days after the effective date 
of any revisions, a description of the revisions shall be communicated to all affected 
Covered Persons and any revised Policies and Procedures shall be made available to all 
Covered Persons. 

 
C.   Training and Education 

 
1.   General Training.  Within 120 days after the Effective Date, Halifax 

shall provide at least two hours of General Training to each Arrangements Covered 
Person and one hour of General Training to each Covered Person, with the exception of 
housekeeping, maintenance, and food service employees.  This training, at a minimum, 
shall explain Halifax’s: 
 

a.   CIA requirements; and 
 

b.   Compliance Program, including the Code of Conduct and the 
Policies and Procedures as they pertain to general compliance 
issues. 

 
New Covered Persons shall receive the General Training described above within 

30 days after becoming a Covered Person or within 90 days after the Effective Date, 
whichever is later.  After receiving the initial General Training described above, each 
Covered Person shall receive at least one hour of General Training in each subsequent 
Reporting Period. 
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2.   Arrangements Training.  Within 120 days after the Effective Date, 
each Arrangements Covered Person shall receive at least two hours of Arrangements 
Training, in addition to the General Training required above.  The Arrangements Training 
shall include a discussion of:  
 

a.   Arrangements that potentially implicate the Anti-Kickback 
Statute or the Stark Law, as well as the regulations and other 
guidance documents related to these statutes; 

 
b.  Halifax’s policies, procedures, and other requirements 

relating to Arrangements and Focus Arrangements, including 
but not limited to the Focus Arrangements Tracking System, 
the internal review and approval process, and the tracking of 
remuneration to and from sources of health care business or 
referrals required by Section III.D of the CIA; 

 
c.   the personal obligation of each individual involved in the 

development, approval, management, or review of Halifax’s 
Arrangements to know the applicable legal requirements and 
Halifax’s Policies and Procedures; 

 
d.   the legal sanctions under the Anti-Kickback Statute and the 

Stark Law; and 
 

e.   examples of violations of the Anti-Kickback Statute and the 
Stark Law. 

 
New Arrangements Covered Persons shall receive this training within 30 days 

after the beginning of their employment or becoming Arrangements Covered Persons, or 
within 90 days after the Effective Date, whichever is later.  New Arrangements Covered 
Persons shall not develop, approve, manage, or review Halifax’s Arrangements until after 
they have completed the Arrangements Training.     
 

After receiving the initial Arrangements Training described in this Section III.C.2, 
each Arrangements Covered Person shall receive at least two hours of Arrangements 
Training, in addition to the General Training, in each subsequent Reporting Period. 

 
 3. Board Member Training.  Within 90 days after the Effective Date, 

Halifax shall provide at least two hours of training to each member of the Board of 
Commissioners, in addition to the General Training and the Arrangements Training.  This 
training shall address the responsibilities of board members and corporate governance.   
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New members of the Board of Commissioners shall receive the Board Member 
Training described above within 30 days after becoming a member or within 90 days 
after the Effective Date, whichever is later. 

 
4.   Certification.  Each individual who is required to attend training 

shall certify, in writing or in electronic form, that he or she has received the required 
training.  The certification shall specify the type of training received and the date 
received.  The Compliance Officer (or designee) shall retain the certifications, along with 
all course materials.   
 

5.   Qualifications of Trainer.  Persons preparing or providing the 
General Training shall be knowledgeable about the subject area.  Persons preparing or 
providing the Arrangements Training shall have expertise in the Anti-Kickback Statute 
and Stark Law, as well as the regulations, directives, and guidance related to those laws.   
 

6.   Update of Training.  Halifax shall review its training annually, and, 
where appropriate, update the training to reflect changes in Federal health care program 
requirements, any issues discovered during internal audits, the Arrangements Review, or 
the Compliance Program Review, and any other relevant information. 

 

7.   Computer-Based Training.  Halifax may provide the training 
required under this CIA through appropriate computer-based training approaches.  If 
Halifax chooses to provide computer-based training, it shall make available appropriately 
qualified and knowledgeable staff or trainers to answer questions or provide additional 
information to the individuals receiving such training.  

 
8.   Exception for Active Medical Staff Members.  Halifax shall make the 

General Training described in this Section III.C available to all of Halifax’s active 
medical staff members and shall use its best efforts to encourage such active medical staff 
members to complete the training.  The Compliance Officer shall maintain records of all 
active medical staff members who receive training, including the type of training and the 
date received.  Notwithstanding this exception, any active medical staff member who is 
also a party to a Focus Arrangement must complete at least one hour of training regarding 
the Anti-Kickback Statute and the Stark Law and examples of arrangements that 
potentially implicate the Anti-Kickback Statute or the Stark Law.   

 
D.   Compliance with the Anti-Kickback Statute and Stark Law 

 
1.   Focus Arrangements Procedures.  To the extent not already 

accomplished, within 120 days after the Effective Date, Halifax shall create and maintain 
throughout the term of the CIA procedures reasonably designed to ensure that each 
existing and new or renewed Focus Arrangement does not violate the Anti-Kickback 
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Statute and/or the Stark Law or the regulations, directives, and guidance related to these 
statutes (Focus Arrangements Procedures).  These procedures shall include the following: 

 
a.   creating and/or maintaining a centralized tracking system for 

all existing and new or renewed Focus Arrangements (Focus 
Arrangements Tracking System); 

 
b.  tracking remuneration to and from all parties to Focus 

Arrangements; 
 

c.   tracking service and activity logs to ensure that parties to the 
Focus Arrangement are performing the services required 
under the applicable Focus Arrangement(s) (if applicable);    

 
d.   monitoring the use of leased space, medical supplies, medical 

devices, equipment, or other patient care items to ensure that 
such use is consistent with the terms of the applicable Focus 
Arrangement(s) (if applicable); 

 
e.   establishing and implementing a written review and approval 

process for all Focus Arrangements, the purpose of which is 
to ensure that all new and existing or renewed Focus 
Arrangements do not violate the Anti-Kickback Statute and 
Stark Law, and that includes at least the following:  (i) a legal 
review of all Focus Arrangements by counsel with expertise 
in the Anti-Kickback Statute and Stark Law, (ii) a process for 
specifying the business need or business rationale for all 
Focus Arrangements, and (iii) a process for determining and 
documenting the fair market value of the remuneration 
specified in the Focus Arrangement;  

 
f.   requiring the Compliance Officer to review the Focus 

Arrangements Tracking System, internal review and approval 
process, and other Focus Arrangements Procedures on at least 
an annual basis and to provide a report on the results of such 
review to the Compliance Committee; and 

 
g.   implementing effective responses when suspected violations 

of the Anti-Kickback Statute and Stark Law are discovered, 
including disclosing Reportable Events and quantifying and 
repaying Overpayments pursuant to Sections III.I and III.J 
when appropriate.  
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2.   New or Renewed Arrangements.  Prior to entering into new Focus 

Arrangements or renewing existing Focus Arrangements, in addition to complying with 
the Focus Arrangements Procedures set forth above, Halifax shall comply with the 
following requirements (Focus Arrangements Requirements):   

 
a.   ensure that each Focus Arrangement is set forth in writing 

and signed by Halifax and the other parties to the Focus 
Arrangement; 

 
b.   include in the written agreement a requirement that each party 

to a Focus Arrangement who meets the definition of a 
Covered Person shall complete the Arrangements Training 
required by Section III.C.2 of this CIA.  Additionally, Halifax 
shall provide each party to the Focus Arrangement with a 
copy of its Code of Conduct and Stark Law and Anti-
Kickback Statute Policies and Procedures; and 

 
c.   include in the written agreement a certification by the parties 

to the Focus Arrangement that the parties shall not violate the 
Anti-Kickback Statute and the Stark Law with respect to the 
performance of the Arrangement. 

 
3. Focus Arrangements Tracking System Verification and Certification.  

For each Reporting Period, the Compliance Officer shall review the entries in Halifax’s 
Focus Arrangements Tracking System and certify in writing to OIG that, to the best of his 
or her knowledge, the Focus Arrangements Tracking System is complete and accurate, 
except for any discrepancies identified.  The Compliance Officer shall provide an 
explanation for:  (1) any Focus Arrangements found to have been missing from the Focus 
Arrangements Tracking System; and (2) any entries in the Focus Arrangements Tracking 
System found to have been incomplete or inaccurate. 

 
4. Records Retention and Access.  Halifax shall retain and make 

available to OIG, upon request, the Focus Arrangements Tracking System and all 
supporting documentation of the Focus Arrangements subject to this Section III.D and, to 
the extent available, all non-privileged communications related to the Focus 
Arrangements and the actual performance of the duties under the Focus Arrangements.  

 

E.    Review Procedures 
 

  1.  General Description. 
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a.   Engagement of Legal Independent Review Organization.  
Within 90 days after the Effective Date, Halifax shall engage 
an entity (or entities) (hereinafter “Legal Independent Review 
Organization” or “Legal IRO”) to perform the reviews listed 
in this Section III.E.  The applicable requirements relating to 
the Legal IRO are outlined in Appendix A to this CIA, which 
is incorporated by reference. 

 
b.   Retention of Records.  The Legal IRO and Halifax shall retain 

and make available to OIG, upon request, all work papers, 
supporting documentation, correspondence, and draft reports 
(those exchanged between the Legal IRO and Halifax) related 
to the reviews.    

 
c.   Responsibilities and Liabilities.  Nothing in this Section III.E 

affects Halifax’s responsibilities or liabilities under any 
criminal, civil, or administrative laws or regulations 
applicable to any Federal health care program including, but 
not limited to, the Anti-Kickback Statute and/or the Stark 
Law.   

 
2.   Arrangements Review.  The Legal IRO shall perform an 

Arrangements Review and prepare an Arrangements Review Report as outlined in 
Appendix B to this CIA, which is incorporated by reference. 

 
3.   Unallowable Cost Review.  For the first Reporting Period, the Legal 

IRO shall conduct a review of Halifax’s compliance with the unallowable cost provisions 
of the Settlement Agreement.  The Legal IRO shall determine whether Halifax has 
complied with its obligations not to charge to, or otherwise seek payment from, federal or 
state payors for unallowable costs (as defined in the Settlement Agreement) and its 
obligation to identify to applicable federal or state payors any unallowable costs included 
in payments previously sought from the United States, or any state Medicaid program.  
This unallowable cost analysis shall include, but not be limited to, payments sought in 
any cost reports, cost statements, information reports, or payment requests already 
submitted by Halifax or any affiliates.  To the extent that such cost reports, cost 
statements, information reports, or payment requests, even if already settled, have been 
adjusted to account for the effect of the inclusion of the unallowable costs, the Legal IRO 
shall determine if such adjustments were proper.  In making this determination, the Legal 
IRO may need to review cost reports and/or financial statements from the year in which 
the Settlement Agreement was executed, as well as from previous years. 
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4.   Unallowable Cost Review Report.  The Legal IRO shall prepare a 
report based upon the Unallowable Cost Review performed (Unallowable Cost Review 
Report).  The Unallowable Cost Review Report shall include the Legal IRO’s findings 
and supporting rationale regarding the Unallowable Cost Review and whether Halifax 
has complied with its obligation not to charge to, or otherwise seek payment from, federal 
or state payors for unallowable costs (as defined in the Settlement Agreement) and its 
obligation to identify to applicable federal or state payors any unallowable costs included 
in payments previously sought from such payor.  To the extent that the Legal IRO relies 
upon or reviews reports produced by other outside entities, those reports will be made 
available to the OIG upon request. 

 
5.   Validation Review.  In the event OIG has reason to believe that:  (a) 

Halifax’s Arrangements Review or Unallowable Cost Review fails to conform to the 
requirements of this CIA; or (b) the Legal IRO’s findings or Arrangements Review or 
Unallowable Cost Review results are inaccurate, OIG may, at its sole discretion, conduct 
its own review to determine whether the Arrangements Review or Unallowable Cost 
Review complied with the requirements of the CIA and/or the findings or Arrangements 
Review or Unallowable Cost Review results are inaccurate (Validation Review).  Halifax 
shall pay for the reasonable cost of any such review performed by OIG or any of its 
designated agents.  Any Validation Review of Reports submitted as part of Halifax’s final 
Annual Report shall be initiated no later than one year after Halifax’s final submission (as 
described in Section II) is received by OIG. 

 
Prior to initiating a Validation Review, OIG shall notify Halifax of its intent to do 

so and provide a written explanation of why OIG believes such a review is necessary.  To 
resolve any concerns raised by OIG, Halifax may request a meeting with OIG to:  (a) 
discuss the results of any Arrangements Review or Unallowable Cost Review 
submissions or findings; (b) present any additional information to clarify the results of 
the Arrangements Review or Unallowable Cost Review or to correct the inaccuracy of 
the Arrangements Review or Unallowable Cost Review; and/or (c) propose alternatives 
to the proposed Validation Review.  Halifax agrees to provide any additional information 
as may be requested by OIG under this Section III.E.5 in an expedited manner.  OIG will 
attempt in good faith to resolve any Arrangements Review or Unallowable Cost Review 
issues with Halifax prior to conducting a Validation Review.  However, the final 
determination as to whether or not to proceed with a Validation Review shall be made at 
the sole discretion of OIG.  

 
6.   Certification Regarding Legal IRO’s Relationship to Halifax.  The 

Legal IRO shall include in its report(s) to Halifax a certification that the Legal IRO:  (1) 
has not previously represented or been employed or engaged by Halifax; and (2) does not 
have a relationship to Halifax or its employees, officers, or directors that would cause a 
reasonable person to question the Legal IRO’s impartiality. 
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F.   Disclosure Program   
 

Halifax certifies that it has established a Disclosure Program that includes a 
mechanism (e.g., a toll-free compliance telephone line) to enable individuals to disclose, 
to the Compliance Officer or some other person who is not in the disclosing individual’s 
chain of command, any identified issues or questions associated with Halifax’s policies, 
conduct, practices, or procedures with respect to a Federal health care program believed 
by the individual to be a potential violation of criminal, civil, or administrative law.  
Halifax shall appropriately publicize the existence of the disclosure mechanism (e.g., via 
periodic e-mails to employees or by posting the information in prominent common 
areas). 
 

The Disclosure Program shall emphasize a nonretribution, nonretaliation policy, 
and shall include a reporting mechanism for anonymous communications for which 
appropriate confidentiality shall be maintained.  Upon receipt of a disclosure, the 
Compliance Officer (or designee) shall gather all relevant information from the 
disclosing individual.  The Compliance Officer (or designee) shall make a preliminary, 
good faith inquiry into the allegations set forth in every disclosure to ensure that he or she 
has obtained all of the information necessary to determine whether a further review 
should be conducted.  For any disclosure that is sufficiently specific so that it reasonably:  
(1) permits a determination of the appropriateness of the alleged improper practice; and 
(2) provides an opportunity for taking corrective action, Halifax shall conduct an internal 
review of the allegations set forth in the disclosure and ensure that proper follow-up is 
conducted. 

 
The Compliance Officer (or designee) shall maintain a disclosure log, which shall 

include a record and summary of each disclosure received (whether anonymous or not), 
the status of the respective internal reviews, and any corrective action taken in response 
to the internal reviews.   
 
 G.   Ineligible Persons 
 

1.   Definitions.  For purposes of this CIA: 
 

a.   an “Ineligible Person” shall include an individual or entity 
who:   

 
i.   is currently excluded, debarred, suspended, or 

otherwise ineligible to participate in the Federal health 
care programs or in Federal procurement or 
nonprocurement programs; or  
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ii.   has been convicted of a criminal offense that falls 
within the scope of 42 U.S.C. § 1320a-7(a), but has not 
yet been excluded, debarred, suspended, or otherwise 
declared ineligible. 

 
b.   “Exclusion Lists” include: 

 
i.  the HHS/OIG List of Excluded Individuals/Entities 

(available through the Internet at 
http://www.oig.hhs.gov); and  

 
ii.  the General Services Administration’s System for 

Award Management (available through the Internet at 
http://www.sam.gov).    

 
2.   Screening Requirements.  Halifax shall ensure that all prospective 

and current Covered Persons are not Ineligible Persons, by implementing the following 
screening requirements.   

 
a.   Halifax shall screen all prospective Covered Persons against 

the Exclusion Lists prior to engaging their services and, as 
part of the hiring or contracting process, shall require such 
Covered Persons to disclose whether they are Ineligible 
Persons. 

 
b.   Halifax shall screen all Covered Persons against the 

Exclusion Lists within 90 days after the Effective Date and on 
a monthly basis thereafter.   

 
c.   Halifax shall implement a policy requiring all Covered 

Persons to disclose immediately any debarment, exclusion, 
suspension, or other event that makes that person an 
Ineligible Person. 

 
 Nothing in this Section III.G affects Halifax’s responsibility to refrain from (and 
liability for) billing Federal health care programs for items or services furnished, ordered, 
or prescribed by an excluded person.  Halifax understands that items or services 
furnished, ordered, or prescribed by excluded persons are not payable by Federal health 
care programs and that Halifax may be liable for overpayments and/or criminal, civil, and 
administrative sanctions for employing or contracting with an excluded person regardless 
of whether Halifax meets the requirements of Section III.G. 
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  3.   Removal Requirement.  If Halifax has actual notice that a Covered 
Person has become an Ineligible Person, Halifax shall remove such Covered Person from 
responsibility for, or involvement with, Halifax’s business operations related to the 
Federal health care programs and shall remove such Covered Person from any position 
for which the Covered Person’s compensation or the items or services furnished, ordered, 
or prescribed by the Covered Person are paid in whole or part, directly or indirectly, by 
Federal health care programs or otherwise with Federal funds at least until such time as 
the Covered Person is reinstated into participation in the Federal health care programs. 
 
  4.   Pending Charges and Proposed Exclusions.  If Halifax has actual 
notice that a Covered Person is charged with a criminal offense that falls within the scope 
of 42 U.S.C. §§ 1320a-7(a), 1320a-7(b)(1)–(3), or is proposed for exclusion during the 
Covered Person’s employment or contract term or during the term of a physician’s or 
other practitioner’s medical staff privileges, Halifax shall take all appropriate actions to 
ensure that the responsibilities of that Covered Person have not and shall not adversely 
affect the quality of care rendered to any beneficiary, patient, or resident, or any claims 
submitted to any Federal health care program.  
 
 H.   Notification of Government Investigation or Legal Proceedings 
 

Within 30 days after discovery, Halifax shall notify OIG, in writing, of any 
ongoing investigation or legal proceeding known to Halifax conducted or brought by a 
governmental entity or its agents involving an allegation that Halifax has committed a 
crime or has engaged in fraudulent activities.  This notification shall include a description 
of the allegation, the identity of the investigating or prosecuting agency, and the status of 
such investigation or legal proceeding.  Halifax shall also provide written notice to OIG 
within 30 days after the resolution of the matter, and shall provide OIG with a description 
of the findings and/or results of the investigation or proceedings, if any. 

 
I.   Repayment of Overpayments   
 

1.   Definition of Overpayments.  For purposes of this CIA, an 
“Overpayment” shall mean the amount of money Halifax has received in excess of the 
amount due and payable under any Federal health care program requirements.  

 
2.   Repayment of Overpayments.   
 

a.   If, at any time, Halifax identifies any Overpayment, Halifax 
shall repay the Overpayment to the appropriate payor within 
60 days after identification of the Overpayment and take 
remedial steps within 90 days after identification (or such 
additional time as may be agreed to by the payor) to correct 
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the problem, including preventing the underlying problem 
and the Overpayment from recurring.  If not yet quantified, 
within 60 days after identification, Halifax shall notify the 
payor of its efforts to quantify the Overpayment amount along 
with a schedule of when such work is expected to be 
completed.  Notification and repayment to the payor shall be 
done in accordance with the payor’s policies.   

 
b.   Notwithstanding the above, notification and repayment of any 

Overpayment amount that routinely is reconciled or adjusted 
pursuant to policies and procedures established by the payor 
should be handled in accordance with such policies and 
procedures.  

 
J.   Reportable Events 

 
1.   Definition of Reportable Event.  For purposes of this CIA, a 

“Reportable Event” means anything that involves: 
 

a.   a substantial Overpayment; 
 

b.   a matter that a reasonable person would consider a probable 
violation of criminal, civil, or administrative laws applicable 
to any Federal health care program for which penalties or 
exclusion may be authorized; 

 
c.   the employment of or contracting with a Covered Person who 

is an Ineligible Person as defined by Section III.G.1.a; or 
 

d.   the filing of a bankruptcy petition by Halifax. 
 
A Reportable Event may be the result of an isolated event or a series of occurrences. 
 

2.   Reporting of Reportable Events.  If Halifax determines (after a 
reasonable opportunity to conduct an appropriate review or investigation of the 
allegations) through any means that there is a Reportable Event, Halifax shall notify OIG, 
in writing, within 30 days after making the determination that the Reportable Event 
exists.  To the extent the Reportable Event involves a probable violation of the Anti-
Kickback Statute or the Stark Law, Halifax also shall notify the Legal IRO, in writing, 
concurrently with the notification to OIG.  
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3.   Reportable Events under Section III.J.1.a.  For Reportable Events 
under Section III.J.1.a, the report to the OIG shall be made at the same time as the 
repayment to the payor required under Section III.I, and shall include: 

 
a.   a copy of the notification and repayment to the payor required 

in Section III.I.2; 
 
b.   a description of the steps taken by Halifax to identify and 

quantify the Overpayment; 
 

c.   a complete description of the Reportable Event, including the 
relevant facts, persons involved, and legal and Federal health 
care program authorities implicated; 

 
d.  a description of Halifax’s actions taken to correct the 

Reportable Event; and 
 

e.   any further steps Halifax plans to take to address the 
Reportable Event and prevent it from recurring. 

 
4.   Reportable Events under Section III.J.1.b and c.  For Reportable 

Events under Section III.J.1.b and III.J.1.c, the report to OIG shall include: 
 

a.   a complete description of the Reportable Event, including the 
relevant facts, persons involved, and legal and Federal health 
care program authorities implicated; 

 
b.  a description of Halifax’s actions taken to correct the 

Reportable Event;  
 

c.   any further steps Halifax plans to take to address the 
Reportable Event and prevent it from recurring; and  

 
d.  if the Reportable Event has resulted in an Overpayment, a 

description of the steps taken by Halifax to identify and 
quantify the Overpayment. 

 
5.   Reportable Events under Section III.J.1.d.  For Reportable Events 

under Section III.J.1.d, the report to the OIG shall include documentation of the 
bankruptcy filing and a description of any Federal health care program authorities 
implicated. 
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 6.   Reportable Events Involving the Stark Law.  Notwithstanding the 

reporting requirements outlined above, any Reportable Event that involves only a 
probable violation of section 1877 of the Social Security Act, 42 U.S.C. § 1395nn (the 
Stark Law) should be submitted by Halifax to the Centers for Medicare & Medicaid 
Services (CMS) through the self-referral disclosure protocol (SRDP), with a copy to the 
OIG.  The requirements of Section III.I.2 that require repayment to the payor of any 
identified Overpayment within 60 days shall not apply to any Overpayment that may 
result from a probable violation of only the Stark Law that is disclosed to CMS pursuant 
to the SRDP.  If Halifax identifies a probable violation of the Stark Law and repays the 
applicable Overpayment directly to the CMS contractor, then Halifax is not required by 
this Section III.J to submit the Reportable Event to CMS through the SRDP. 

 
IV. SUCCESSOR LIABILITY; CHANGES TO BUSINESS UNITS OR 

LOCATIONS 
 
 A. Sale of Business, Business Unit, or Location   
 

In the event that, after the Effective Date, Halifax proposes to sell any or all of its 
business, business units, or locations (whether through a sale of assets, sale of stock, or 
other type of transaction) that are subject to this CIA, Halifax shall notify OIG of the 
proposed sale at least 30 days prior to the sale of its business, business unit, or location.  
This notification shall include a description of the business, business unit, or location to 
be sold; a brief description of the terms of the sale; and the name and contact information 
of the prospective purchaser.  This CIA shall be binding on the purchaser of the business, 
business unit, or location, unless otherwise determined and agreed to in writing by the 
OIG. 

 
B. Change or Closure of Business, Business Unit, or Location   
 
In the event that, after the Effective Date, Halifax changes locations or closes a 

business, business unit, or location related to the furnishing of items or services that may 
be reimbursed by Federal health care programs, Halifax shall notify OIG of this fact as 
soon as possible, but no later than within 30 days after the date of change or closure of 
the business, business unit, or location. 

 
C. Purchase or Establishment of New Business, Business Unit, or Location   
 
In the event that, after the Effective Date, Halifax purchases or establishes a new 

business, business unit, or location related to the furnishing of items or services that may 
be reimbursed by Federal health care programs, Halifax shall notify OIG at least 30 days 
prior to such purchase or the operation of the new business, business unit, or location.  
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This notification shall include the address of the new business, business unit, or location; 
the location’s phone number and fax number; the location’s Medicare and state Medicaid 
program provider number and/or supplier number(s); and the name and address of each 
Medicare and state Medicaid program contractor to which Halifax currently submits 
claims.  Each new business, business unit, or location and all Covered Persons at each 
new business, business unit, or location shall be subject to the applicable requirements of 
this CIA, unless otherwise agreed to in writing by the OIG.  

 
V. IMPLEMENTATION AND ANNUAL REPORTS 
 
 A.   Implementation Report   
 
 Within 150 days after the Effective Date, Halifax shall submit a written report to 
OIG summarizing the status of its implementation of the requirements of this CIA 
(Implementation Report).  The Implementation Report shall, at a minimum, include: 
 
  1.   the name, address, phone number, and position description of the 
Compliance Officer required by Section III.A.1, and a summary of other noncompliance 
job responsibilities the Compliance Officer may have;  
 
  2.   the names and positions of the members of the Compliance 
Committee required by Section III.A.2; 
 
  3. the names of the Board members who are responsible for satisfying 
the Board of Commissioners compliance obligations described in Section III.A.3; 
 

4. a copy of Halifax’s Code of Conduct required by Section III.B.1; 
 

5.   the number of individuals required to complete the Code of Conduct 
certification required by Section III.B.1, the percentage of individuals who have 
completed such certification, and an explanation of any exceptions (the documentation 
supporting this information shall be made available to OIG upon request); 

 
6. a summary of all Policies and Procedures required by Section III.B 

(copies of the Policies and Procedures shall be made available to OIG upon request); 
 

7.   the following information regarding each type of training required 
by Section III.C: 
 

a.   a description of such training, including a summary of the 
topics covered, the length of sessions, and a schedule of 
training sessions;  
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b.   the number of individuals required to be trained, percentage 

of individuals actually trained, and an explanation of any 
exceptions; and   

 
c.   with respect to active medical staff members, the number and 

percentage who completed the training, the type of training 
and the date received, and a description of Halifax’s efforts to 
encourage medical staff members to complete the training. 

 
  8.   a description of:  (a) the Focus Arrangements Tracking System 

required by Section III.D.1.a; (b) the internal review and approval process required by 
Section III.D.1.e; and (c) the tracking and monitoring procedures and other Focus 
Arrangements Procedures required by Section III.D.1; 
 

9.   a description of the Disclosure Program required by Section III.F; 
 

10.  the following information regarding the Legal IRO(s):  (a) identity, 
address, and phone number; (b) a copy of the engagement letter; (c) information to 
demonstrate that the Legal IRO has the qualifications outlined in Appendix A to this 
CIA; and (d) a certification from the Legal IRO that it does not have a prohibited 
relationship to Halifax as set forth in Section III.E.6; 
 

11.   a description of the process by which Halifax fulfills the 
requirements of Section III.G regarding Ineligible Persons; 
 

12.   a list of all of Halifax’s locations (including physical locations and 
mailing addresses); the corresponding name under which each location is doing business; 
the corresponding phone numbers and fax numbers; each location’s Medicare and state 
Medicaid program provider number(s) and/or supplier number(s); and the name and 
address of each Medicare and state Medicaid program contractor to which Halifax 
currently submits claims;  
 

13.   a description of Halifax’s corporate structure, including 
identification of any owners, parent and sister companies, subsidiaries, and their 
respective lines of business; and 

 
14.   the certifications required by Section V.C. 
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B.   Annual Reports   
 
Halifax shall submit to OIG annually a report with respect to the status of, and 

findings regarding, Halifax’s compliance activities for each of the five Reporting Periods 
(Annual Report).  Each Annual Report shall include, at a minimum: 
 

1.   any change in the identity, position description, or other 
noncompliance job responsibilities of the Compliance Officer and any change in the 
membership of the Compliance Committee described in Section III.A; 

 
2. the dates of each report made by the Compliance Officer to the 

Board (written documentation of such reports shall be made available to OIG upon 
request); 

 
3. the Board resolution required by Section III.A.3; 
 
4.   a copy of the Compliance Program Review Report required by 

Section III.A.4.a.v for the first, third, and fifth Reporting Periods; 
 
5. the information pertaining to the Board Compliance Expert set forth 

in Section III.A.4.b; 
 
6. the management certifications required by Section III.A.5; 
 
7. a summary of any changes or amendments to Halifax’s Code of 

Conduct required by Section III.B.1 and the reason for such changes, along with a copy 
of the revised Code of Conduct; 

 
8. the number of individuals required to complete the Code of Conduct 

certification required by Section III.B.1, the percentage of individuals who have 
completed such certification, and an explanation of any exceptions (the documentation 
supporting this information shall be made available to OIG upon request); 

 
9. a summary of any significant changes or amendments to the Policies 

and Procedures required by Section III.B and the reasons for such changes (e.g., change 
in contractor policy); 

 
10.   the following information regarding each type of training required 

by Section III.C: 
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 a.    a description of the initial and annual training, including a 
summary of the topics covered, the length of sessions, and a 
schedule of training sessions; 

 
 b.   the number of individuals required to complete the initial and 

annual training, the percentage of individuals who actually 
completed the initial and annual training, and an explanation 
of any exceptions; and 

 
 c.   with respect to active medical staff members, the number and 

percentage who completed the training, the type of training 
and the date received, and a description of Halifax’s efforts to 
encourage medical staff members to complete the training; 

 
11.   a description of:  (a) any changes to the Focus Arrangements 

Tracking System required by Section III.D.1.a; (b) any changes to the internal review and 
approval process required by Section III.D.1.e; and (c) any changes to the tracking and 
monitoring procedures and other Arrangements Procedures required by Section III.D.1; 

 
12.   the certification regarding the completeness and accuracy of the 

Focus Arrangements Tracking System required by Section III.D.3, as well as an 
explanation of:  (1) any Focus Arrangements found to have been missing from the Focus 
Arrangements Tracking System; and (2) any entries in the Focus Arrangements Tracking 
System found to have been incomplete or inaccurate; 

 
13. a complete copy of all reports prepared pursuant to Section III.E, 

along with a copy of the Legal IRO’s engagement letter; 
 
14.   Halifax’s response to the reports prepared pursuant to Section III.E., 

along with corrective action plan(s) related to any issues raised by the reports; 
 
15.   a certification from the Legal IRO that it does not have a prohibited 

relationship to Halifax as set forth in Section III.E.6; 
 
16.   a summary of Reportable Events (as defined in Section III.J) 

identified during the Reporting Period and the status of any corrective action relating to 
all such Reportable Events; 

 
17.  a report of the aggregate Overpayments that have been returned to 

the Federal health care programs.  Overpayment amounts shall be broken down into the 
following categories:  inpatient Medicare, outpatient Medicare, Medicaid (report each 
applicable state separately, if applicable), and other Federal health care programs.  
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Overpayment amounts that are routinely reconciled or adjusted pursuant to policies and 
procedures established by the payor do not need to be included in this aggregate 
Overpayment report; 

 
18.   a summary of the disclosures in the disclosure log required by 

Section III.F that:  (a) relate to Federal health care programs; or (b) involve allegations of 
conduct that may involve illegal remunerations or inappropriate referrals in violation of 
the Anti-Kickback Statute or Stark Law (the complete disclosure log shall be made 
available to OIG upon request); 

 
19.   any changes to the process by which Halifax fulfills the 

requirements of Section III.G regarding Ineligible Persons; 
 
20.   a summary describing any ongoing investigation or legal proceeding 

required to have been reported pursuant to Section III.H.  The summary shall include a 
description of the allegation, the identity of the investigating or prosecuting agency, and 
the status of such investigation or legal proceeding; 

 
21.   a description of all changes to the most recently provided list of 

Halifax’s locations (including addresses) as required by Section V.A.12; the 
corresponding name under which each location is doing business; the corresponding 
phone numbers and fax numbers; each location’s Medicare and state Medicaid program 
provider number(s) and/or supplier number(s); and the name and address of each 
Medicare and state Medicaid program contractor to which Halifax currently submits 
claims; and 

 
22.   the certifications required by Section V.C. 
 

The first Annual Report shall be received by OIG no later than 60 days after the 
end of the first Reporting Period.  Subsequent Annual Reports shall be received by OIG 
no later than the anniversary date of the due date of the first Annual Report. 

 
C. Certifications 
 
The Implementation Report and Annual Reports shall include a certification by the 

Compliance Officer that:   
 
 1.   to the best of his or her knowledge, except as otherwise described in 

the applicable report, Halifax is in compliance with all of the requirements of this CIA;  
 
 2.   to the best of his or her knowledge, Halifax has implemented 

procedures reasonably designed to ensure that all Focus Arrangements do not violate the 
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Anti-Kickback Statute and Stark Law, including the Focus Arrangements Procedures 
required in Section III.D of the CIA; 

 
 3.   to the best of his or her knowledge, Halifax has fulfilled the 

requirements for New and Renewed Focus Arrangements under Section III.D.2 of this 
CIA; 

 
 4.   he or she has reviewed the Report and has made reasonable inquiry 

regarding its content and believes that the information in the Report is accurate and 
truthful; and  

 
5.  to the best of his or her knowledge, Halifax has complied with its 

obligations under the Settlement Agreement:  (a) not to resubmit to any Federal health 
care program payors any previously denied claims related to the Covered Conduct 
addressed in the Settlement Agreement, and not to appeal any such denials of claims; (b) 
not to charge to or otherwise seek payment from federal or state payors for unallowable 
costs (as defined in the Settlement Agreement); and (c) to identify and adjust any past 
charges or claims for unallowable costs. 
 
 D.   Designation of Information 
 
 Halifax shall clearly identify any portions of its submissions that it believes are 
trade secrets, or information that is commercial or financial and privileged or 
confidential, and therefore potentially exempt from disclosure under the Freedom of 
Information Act (FOIA), 5 U.S.C. § 552.  Halifax shall refrain from identifying any 
information as exempt from disclosure if that information does not meet the criteria for 
exemption from disclosure under FOIA. 
 
VI. NOTIFICATIONS AND SUBMISSION OF REPORTS 

 
 Unless otherwise stated in writing after the Effective Date, all notifications and 
reports required under this CIA shall be submitted to the following entities: 

 
OIG:  Administrative and Civil Remedies Branch  

Office of Counsel to the Inspector General 
Office of Inspector General 
U.S. Department of Health and Human Services 
Cohen Building, Room 5527 
330 Independence Avenue, SW 
Washington, DC  20201 
Telephone:  202.619.2078 
Facsimile:  202.205.0604 
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Halifax:   Jeff Feasel  
  President & Chief Executive Officer 
  Halifax Health 
  303 N. Clyde Morris Blvd. 
  Daytona Beach, FL 32114 
  Telephone: 386.254.4000 
  Facsimile: 386.254.4371 

 
 Unless otherwise specified, all notifications and reports required by this CIA may 

be made by certified mail, overnight mail, hand delivery, or other means, provided that 
there is proof that such notification was received.  For purposes of this requirement, 
internal facsimile confirmation sheets do not constitute proof of receipt.  Upon request by 
OIG, Halifax may be required to provide OIG with an electronic copy of each notification 
or report required by this CIA in searchable portable document format (pdf), in addition to 
a paper copy. 

 
VII. OIG INSPECTION, AUDIT, AND REVIEW RIGHTS 

 
 In addition to any other rights OIG may have by statute, regulation, or contract, 
OIG or its duly authorized representative(s) may examine or request copies of Halifax’s 
books, records, and other documents and supporting materials and/or conduct on-site 
reviews of any of Halifax’s locations for the purpose of verifying and evaluating:  (a) 
Halifax’s compliance with the terms of this CIA; and (b) Halifax’s compliance with the 
requirements of the Federal health care programs.  The documentation described above 
shall be made available by Halifax to OIG or its duly authorized representative(s) at all 
reasonable times for inspection, audit, or reproduction.  Furthermore, for purposes of this 
provision, OIG or its duly authorized representative(s) may interview any of Halifax’s 
employees, contractors, or agents who consent to be interviewed at the individual’s place 
of business during normal business hours or at such other place and time as may be 
mutually agreed upon between the individual and OIG.  Halifax shall assist OIG or its 
duly authorized representative(s) in contacting and arranging interviews with such 
individuals upon OIG’s request.  Halifax’s employees may elect to be interviewed with or 
without a representative of Halifax present. 
 
VIII. DOCUMENT AND RECORD RETENTION 
 
 Halifax shall maintain for inspection all documents and records relating to 
reimbursement from the Federal health care programs, or to compliance with this CIA, 
for six years (or longer if otherwise required by law) from the Effective Date. 
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IX.   DISCLOSURES  
 
 Consistent with HHS’s FOIA procedures, set forth in 45 C.F.R. Part 5, OIG shall 
make a reasonable effort to notify Halifax prior to any release by OIG of information 
submitted by Halifax pursuant to its obligations under this CIA and identified upon 
submission by Halifax as trade secrets, or information that is commercial or financial and 
privileged or confidential, under the FOIA rules.  With respect to such releases, Halifax 
shall have the rights set forth at 45 C.F.R. § 5.65(d).   
 
X. BREACH AND DEFAULT PROVISIONS 
 
 Halifax is expected to fully and timely comply with all of its CIA obligations. 

 
 A.  Stipulated Penalties for Failure to Comply with Certain Obligations 
 
 As a contractual remedy, Halifax and OIG hereby agree that failure to comply 
with certain obligations as set forth in this CIA may lead to the imposition of the 
following monetary penalties (hereinafter referred to as “Stipulated Penalties”) in 
accordance with the following provisions. 

 
  1.   A Stipulated Penalty of $2,500 (which shall begin to accrue on the 
day after the date the obligation became due) for each day Halifax fails to establish and 
implement any of the following obligations as described in Section III: 

 
a.   a Compliance Officer; 

 
b.   a Compliance Committee; 
 
c. the Board of Commissioners compliance obligations; 

 
d.   engagement and retention of the Board Compliance Expert 

required by Section III.A.4; 
 
e. completion of the Compliance Program Review and 

accompanying Compliance Program Review Report, as 
required by Section III.A.4.a.v for the first, third, and fifth 
Reporting Periods; 

 
f. a written Code of Conduct; 

 
g.   written Policies and Procedures; 
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h.  the training of Covered Persons, Arrangements Covered 
Persons, and Board Members; 

 
i.   the Focus Arrangements Procedures and/or Focus 

Arrangements Requirements described in Sections III.D.1 and 
III.D.2;  

 
j.   a Disclosure Program; 

 
k.   Ineligible Persons screening and removal requirements; 

 
l.   notification of Government investigations or legal 

proceedings;  
 
m. repayment of Overpayments;  
 
n.   reporting of Reportable Events; and 
 
o. disclosure of changes to business units or locations. 

 
2.   A Stipulated Penalty of $2,500 (which shall begin to accrue on the 

day after the date the obligation became due) for each day Halifax fails to engage and use 
a Legal IRO, as required in Section III.E, Appendix A, and Appendix B. 

 
3.   A Stipulated Penalty of $2,500 (which shall begin to accrue on the 

day after the date the obligation became due) for each day Halifax fails to submit the 
Implementation Report or any Annual Reports to OIG in accordance with the 
requirements of Section V by the deadlines for submission.   

 
4.   A Stipulated Penalty of $2,500 (which shall begin to accrue on the 

day after the date the obligation became due) for each day Halifax fails to submit the 
annual Arrangements Review Report or Unallowable Cost Review Report in accordance 
with the requirements of Section III.E and Appendix B.   

 
5.   A Stipulated Penalty of $1,500 for each day Halifax fails to grant 

access as required in Section VII.  (This Stipulated Penalty shall begin to accrue on the 
date Halifax fails to grant access.)  

 
6.   A Stipulated Penalty of $50,000 for each false certification 

submitted by or on behalf of Halifax as part of its Implementation Report, Annual Report, 
additional documentation to a report (as requested by the OIG), or otherwise required by 
this CIA. 
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7.   A Stipulated Penalty of $1,000 for each day Halifax fails to comply 

fully and adequately with any obligation of this CIA.  OIG shall provide notice to Halifax 
stating the specific grounds for its determination that Halifax has failed to comply fully 
and adequately with the CIA obligation(s) at issue and steps Halifax shall take to comply 
with the CIA.  (This Stipulated Penalty shall begin to accrue 10 days after Halifax 
receives this notice from OIG of the failure to comply.)  A Stipulated Penalty as 
described in this Subsection shall not be demanded for any violation for which OIG has 
sought a Stipulated Penalty under Subsections 1–6 of this Section.    

 
B.   Timely Written Requests for Extensions 
 
Halifax may, in advance of the due date, submit a timely written request for an 

extension of time to perform any act or file any notification or report required by this 
CIA.  Notwithstanding any other provision in this Section, if OIG grants the timely 
written request with respect to an act, notification, or report, Stipulated Penalties for 
failure to perform the act or file the notification or report shall not begin to accrue until 
one day after Halifax fails to meet the revised deadline set by OIG.  Notwithstanding any 
other provision in this Section, if OIG denies such a timely written request, Stipulated 
Penalties for failure to perform the act or file the notification or report shall not begin to 
accrue until three business days after Halifax receives OIG’s written denial of such 
request or the original due date, whichever is later.  A “timely written request” is defined 
as a request in writing received by OIG at least five business days prior to the date by 
which any act is due to be performed or any notification or report is due to be filed. 

 
C.   Payment of Stipulated Penalties 

 
1.   Demand Letter.  Upon a finding that Halifax has failed to comply 

with any of the obligations described in Section X.A and after determining that Stipulated 
Penalties are appropriate, OIG shall notify Halifax of:  (a) Halifax’s failure to comply; 
and (b) OIG’s exercise of its contractual right to demand payment of the Stipulated 
Penalties.  (This notification shall be referred to as the “Demand Letter.”) 

 
2.   Response to Demand Letter.  Within 10 days after the receipt of the 

Demand Letter, Halifax shall either:  (a) cure the breach to OIG’s satisfaction and pay the 
applicable Stipulated Penalties or (b) request a hearing before an HHS administrative law 
judge (ALJ) to dispute OIG’s determination of noncompliance, pursuant to the agreed 
upon provisions set forth below in Section X.E.  In the event Halifax elects to request an 
ALJ hearing, the Stipulated Penalties shall continue to accrue until Halifax cures, to 
OIG’s satisfaction, the alleged breach in dispute.  Failure to respond to the Demand 
Letter in one of these two manners within the allowed time period shall be considered a 
material breach of this CIA and shall be grounds for exclusion under Section X.D. 
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3.   Form of Payment.  Payment of the Stipulated Penalties shall be 

made by electronic funds transfer to an account specified by OIG in the Demand Letter. 
 
4.   Independence from Material Breach Determination.  Except as set 

forth in Section X.D.1.c, these provisions for payment of Stipulated Penalties shall not 
affect or otherwise set a standard for OIG’s decision that Halifax has materially breached 
this CIA, which decision shall be made at OIG’s discretion and shall be governed by the 
provisions in Section X.D, below. 

 
D.   Exclusion for Material Breach of this CIA 

 
1.   Definition of Material Breach.  A material breach of this CIA 

means: 
 

a.   a failure by Halifax to report a Reportable Event, take 
corrective action, and make the appropriate refunds, as 
required in Section III.J; 

 
b.   a repeated or flagrant violation of the obligations under this 

CIA, including, but not limited to, the obligations addressed 
in Section X.A; 

 
c.   a failure to respond to a Demand Letter concerning the 

payment of Stipulated Penalties in accordance with Section 
X.C; or 

 
d.   a failure to engage and use a Legal IRO in accordance with 

Section III.E, Appendix A, and Appendix B. 
 

2.   Notice of Material Breach and Intent to Exclude.  The parties agree 
that a material breach of this CIA by Halifax constitutes an independent basis for 
Halifax’s exclusion from participation in the Federal health care programs.  Upon a 
determination by OIG that Halifax has materially breached this CIA and that exclusion is 
the appropriate remedy, OIG shall notify Halifax of:  (a) Halifax’s material breach; and 
(b) OIG’s intent to exercise its contractual right to impose exclusion.  (This notification 
shall be referred to as the “Notice of Material Breach and Intent to Exclude.”) 

 
3.   Opportunity to Cure.  Halifax shall have 30 days from the date of 

receipt of the Notice of Material Breach and Intent to Exclude to demonstrate to OIG’s 
satisfaction that: 
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a.   Halifax is in compliance with the obligations of the CIA cited 
by OIG as being the basis for the material breach; 

 
b.   the alleged material breach has been cured; or 

 
c.   the alleged material breach cannot be cured within the 30-day 

period, but that:  (i) Halifax has begun to take action to cure 
the material breach; (ii) Halifax is pursuing such action with 
due diligence; and (iii) Halifax has provided to OIG a 
reasonable timetable for curing the material breach. 

 
4.   Exclusion Letter.  If, at the conclusion of the 30-day period, Halifax 

fails to satisfy the requirements of Section X.D.3, OIG may exclude Halifax from 
participation in the Federal health care programs.  OIG shall notify Halifax in writing of 
its determination to exclude Halifax.  (This letter shall be referred to as the “Exclusion 
Letter.”)  Subject to the Dispute Resolution provisions in Section X.E, below, the 
exclusion shall go into effect 30 days after the date of Halifax’s receipt of the Exclusion 
Letter.  The exclusion shall have national effect and shall also apply to all other Federal 
procurement and nonprocurement programs.  Reinstatement to program participation is 
not automatic.  After the end of the period of exclusion, Halifax may apply for 
reinstatement by submitting a written request for reinstatement in accordance with the 
provisions at 42 C.F.R. §§ 1001.3001–.3004. 

 
E.   Dispute Resolution 

 
1.   Review Rights.  Upon OIG’s delivery to Halifax of its Demand 

Letter or of its Exclusion Letter, and as an agreed-upon contractual remedy for the 
resolution of disputes arising under this CIA, Halifax shall be afforded certain review 
rights comparable to the ones that are provided in 42 U.S.C. § 1320a-7(f) and 42 C.F.R. 
Part 1005 as if they applied to the Stipulated Penalties or exclusion sought pursuant to 
this CIA.  Specifically, OIG’s determination to demand payment of Stipulated Penalties 
or to seek exclusion shall be subject to review by an HHS ALJ and, in the event of an 
appeal, the HHS Departmental Appeals Board (DAB), in a manner consistent with the 
provisions in 42 C.F.R. § 1005.2–1005.21.  Notwithstanding the language in 42 C.F.R. § 
1005.2(c), the request for a hearing involving Stipulated Penalties shall be made within 
10 days after receipt of the Demand Letter and the request for a hearing involving 
exclusion shall be made within 25 days after receipt of the Exclusion Letter.  

 
2.   Stipulated Penalties Review.  Notwithstanding any provision of Title 

42 of the United States Code or Title 42 of the Code of Federal Regulations, the only 
issues in a proceeding for Stipulated Penalties under this CIA shall be:  (a) whether 
Halifax was in full and timely compliance with the obligations of this CIA for which OIG 
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demands payment; and (b) the period of noncompliance.  Halifax shall have the burden of 
proving its full and timely compliance and the steps taken to cure the noncompliance, if 
any.  OIG shall not have the right to appeal to the DAB an adverse ALJ decision related 
to Stipulated Penalties.  If the ALJ agrees with OIG with regard to a finding of a breach 
of this CIA and orders Halifax to pay Stipulated Penalties, such Stipulated Penalties shall 
become due and payable 20 days after the ALJ issues such a decision unless Halifax 
requests review of the ALJ decision by the DAB.  If the ALJ decision is properly 
appealed to the DAB and the DAB upholds the determination of OIG, the Stipulated 
Penalties shall become due and payable 20 days after the DAB issues its decision. 

 
3.   Exclusion Review.  Notwithstanding any provision of Title 42 of the 

United States Code or Title 42 of the Code of Federal Regulations, the only issues in a 
proceeding for exclusion based on a material breach of this CIA shall be: 

 
a.   whether Halifax was in material breach of this CIA; 

 
b.   whether such breach was continuing on the date of the 

Exclusion Letter; and  
 

c.   whether the alleged material breach could not have been 
cured within the 30-day period, but that:  (i) Halifax had 
begun to take action to cure the material breach within that 
period; (ii) Halifax has pursued and is pursuing such action 
with due diligence; and (iii) Halifax provided to OIG within 
that period a reasonable timetable for curing the material 
breach and Halifax has followed the timetable. 

 
For purposes of the exclusion herein, exclusion shall take effect only after an ALJ 

decision favorable to OIG, or, if the ALJ rules for Halifax, only after a DAB decision in 
favor of OIG.  Halifax’s election of its contractual right to appeal to the DAB shall not 
abrogate OIG’s authority to exclude Halifax upon the issuance of an ALJ’s decision in 
favor of OIG.  If the ALJ sustains the determination of OIG and determines that 
exclusion is authorized, such exclusion shall take effect 20 days after the ALJ issues such 
a decision, notwithstanding that Halifax may request review of the ALJ decision by the 
DAB.  If the DAB finds in favor of OIG after an ALJ decision adverse to OIG, the 
exclusion shall take effect 20 days after the DAB decision.  Halifax shall waive its right 
to any notice of such an exclusion if a decision upholding the exclusion is rendered by the 
ALJ or DAB.  If the DAB finds in favor of Halifax, Halifax shall be reinstated effective 
on the date of the original exclusion. 

 
4.   Finality of Decision.  The review by an ALJ or DAB provided for 

above shall not be considered to be an appeal right arising under any statutes or 
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regulations.  Consequently, the parties to this CIA agree that the DAB’s decision (or the 
ALJ’s decision if not appealed) shall be considered final for all purposes under this CIA.  

 
XI. EFFECTIVE AND BINDING AGREEMENT 

 
Halifax and OIG agree as follows: 

 
A.   This CIA shall become final and binding on the date the final signature is 

obtained on the CIA. 
 

B.   This CIA constitutes the complete agreement between the parties and may 
not be amended except by written consent of the parties to this CIA. 

 
C.   OIG may agree to a suspension of Halifax’s obligations under this CIA 

based on a certification by Halifax that it is no longer providing health care items or 
services that will be billed to any Federal health care program and that it does not have 
any ownership or control interest, as defined in 42 U.S.C. § 1320a-3, in any entity that 
bills any Federal health care program.  If Halifax is relieved of its CIA obligations, 
Halifax will be required to notify OIG in writing at least 30 days in advance if Halifax 
plans to resume providing health care items or services that are billed to any Federal 
health care program or to obtain an ownership or control interest in any entity that bills 
any Federal health care program.  At such time, OIG shall evaluate whether the CIA will 
be reactivated or modified. 

 
D.   The undersigned Halifax signatories represent and warrant that they are 

authorized to execute this CIA.  The undersigned OIG signatories represent that they are 
signing this CIA in their official capacity and that they are authorized to execute this 
CIA. 

 
E.   This CIA may be executed in counterparts, each of which constitutes an 

original and all of which constitute one and the same CIA.  Facsimiles of signatures shall 
constitute acceptable, binding signatures for purposes of this CIA. 
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ON BEHALF OF HALIFAX HOSPITAL MEDICAL CENTER  
 
 

/Jeff Feasel/      3/10/14 
        
JEFF FEASEL       DATE 
President & Chief Executive Officer 
Halifax Health       

 
 

/David Davidson/      3/10/14 
        
DAVID DAVIDSON     DATE 
General Counsel 
Halifax Hospital Medical Center 
 
 
/T. Reed Stephens/      3/10/14 
             
T. REED STEPHENS     DATE   
McDermott Will & Emery LLP  
Counsel for Halifax Health       

 
 

ON BEHALF OF  HALIFAX STAFFING, INC. 
 
 

/Jeff Feasel/      3/10/14 
        
JEFF FEASEL       DATE 
President & Chief Executive Officer 
Halifax Health       

 
 

/T. Reed Stephens/      3/10/14 
             
T. REED STEPHENS     DATE   
McDermott Will & Emery LLP  
Counsel for Halifax Health       
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ON BEHALF OF THE OFFICE OF INSPECTOR GENERAL  
OF THE DEPARTMENT OF HEALTH AND HUMAN SERVICES 

 
 
 
 
/Robert K. DeConti/       3/10/14 
         
ROBERT K. DECONTI      DATE 
Assistant Inspector General for Legal Affairs  
Office of Inspector General 
U.S. Department of Health and Human Services 
 
 
 
/Geeta W. Kaveti/       3/9/2014 
             
GEETA W. KAVETI       DATE  
Senior Counsel 
Office of Counsel to the Inspector General 
U.S. Department of Health and Human Services 
 
 
 
/Karen S. Glassman/       3/7/2014 
             
KAREN S. GLASSMAN       DATE  
Senior Counsel 
Office of Counsel to the Inspector General 
U.S. Department of Health and Human Services 
 
 
 
/Kaitlyn L. Dunn/       3/10/2014 
             
KAITLYN L. DUNN       DATE  
Associate Counsel 
Office of Counsel to the Inspector General 
U.S. Department of Health and Human Services  
 



 
Halifax Hospital Medical Center 
Halifax Staffing, Inc. 
Corporate Integrity Agreement – Appendix A 

1

APPENDIX A 
 

LEGAL INDEPENDENT REVIEW ORGANIZATION 
 
This Appendix contains the requirements relating to the Legal Independent Review 
Organization (Legal IRO) required by Section III.E of the CIA.   
 
 A. Legal IRO Engagement 
 
  1. Halifax shall engage a Legal IRO that possesses the qualifications 
set forth in Section B, below, to perform the responsibilities in Section C, below.  The 
Legal IRO shall not have a prohibited relationship to Halifax, as set forth in Section D, 
below.  Within 30 days after OIG receives the information identified in Section V.A.10 
of the CIA or any additional information submitted by Halifax in response to a request by 
OIG, whichever is later, OIG will notify Halifax if the Legal IRO is unacceptable.  
Absent notification from OIG that the Legal IRO is unacceptable, Halifax may continue 
to engage the Legal IRO.   
 
  2. If Halifax engages a new Legal IRO during the term of the CIA, this 
Legal IRO shall also meet the requirements of this Appendix.  If a new Legal IRO is 
engaged, Halifax shall submit the information identified in Section V.A.10 of the CIA to 
OIG within 30 days of engagement of the Legal IRO.  Within 30 days after OIG receives 
this information or any additional information submitted by Halifax at the request of 
OIG, whichever is later, OIG will notify Halifax if the Legal IRO is unacceptable.  
Absent notification from OIG that the Legal IRO is unacceptable, Halifax may continue 
to engage the Legal IRO.   
 
 B.  Legal IRO Qualifications 
 
 The Legal IRO shall: 
 
  1. be a law firm;     
 

2. assign individuals to conduct the Arrangements Review who are 
knowledgeable in the requirements of the Anti-Kickback Statute and the Stark Law and 
the regulations, directives, and other guidance documents related to these statutes;  

 
3.  possess expertise in fair market valuation issues or have the ability to 

associate a valuation firm to assist in conducting the transactions review component of 
the Arrangements Review;  
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  4.   have expertise in the cost reporting requirements applicable to 
Halifax and in the general requirements of the Federal health care programs from which 
Halifax seeks reimbursement or have the ability to associate a firm with such expertise to 
assist in conducting the Unallowable Cost Review; and  
 
  5. have sufficient staff and resources to conduct the reviews required 
by the CIA on a timely basis. 
 
 C. Legal IRO Responsibilities 
 
 The Legal IRO shall: 
 
  1.   perform each Arrangements Review and Unallowable Cost Review 
in accordance with the specific requirements of the CIA;  
 
  2.   respond to all OIG inquires in a prompt, objective, and factual 
manner; and 
 
  3.   prepare timely, clear, well-written reports that include all the 
information required by Section III.E of the CIA and Appendix B to the CIA. 
 
 D.  Legal IRO’s Relationship to Halifax 
 
 The entity that Halifax selects to serve as the Legal IRO shall not: 
 

1. have previously represented or been employed or engaged by 
Halifax; or  

 
2. have a relationship to Halifax or its employees, officers, or directors 

that would cause a reasonable person to question the Legal IRO’s 
impartiality.   

 
 E. Assertions of Privilege 
 
 Halifax shall not assert claims of attorney-client privilege in order to avoid 
disclosing to OIG information related to or resulting from the Legal IRO’s engagement.  
Halifax’s engagement letter with the Legal IRO shall include a provision stating that the 
Legal IRO agrees not to assert claims of work product privilege in order to avoid 
disclosing to OIG information related to or resulting from its engagement. 
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F. Legal IRO Removal/Termination 
 
  1.   Halifax and Legal IRO.  If Halifax terminates its Legal IRO or if the 
Legal IRO withdraws from the engagement during the term of the CIA, Halifax must 
submit a notice explaining its reasons for termination or the reason for withdrawal to OIG 
no later than 30 days after termination or withdrawal.  Halifax must engage a new Legal 
IRO in accordance with Section A of this Appendix and within 60 days of termination or 
withdrawal of the Legal IRO. 
 
  2.   OIG Removal of Legal IRO.  In the event OIG has reason to believe 
that the Legal IRO does not possess the qualifications described in Section B, has a 
relationship to Halifax prohibited under Section D, or has failed to carry out its 
responsibilities as described in Section C, OIG may, at its sole discretion, require Halifax 
to engage a new Legal IRO in accordance with Section A of this Appendix.  Halifax must 
engage a new Legal IRO within 60 days of termination of the Legal IRO. 
 
 Prior to requiring Halifax to engage a new Legal IRO, OIG shall notify Halifax of 
its intent to do so and provide a written explanation of why OIG believes such a step is 
necessary.  To resolve any concerns raised by OIG, Halifax may present additional 
information regarding the Legal IRO’s qualifications, independence, or performance of 
its responsibilities.  OIG will attempt in good faith to resolve any differences regarding 
the Legal IRO with Halifax prior to requiring Halifax to terminate the Legal IRO.  
However, the final determination as to whether or not to require Halifax to engage a new 
Legal IRO shall be made at the sole discretion of OIG. 
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APPENDIX B 
 

ARRANGEMENTS REVIEW  
 
The Arrangements Review shall consist of two components:  a systems review and a 
transactions review.  The Legal IRO shall perform all components of each Arrangements 
Review.  If there are no material changes to Halifax’s systems, processes, policies, and 
procedures relating to Arrangements, the Arrangements Systems Review shall be 
performed for the first and fourth Reporting Periods.  If Halifax materially changes the 
Arrangements systems, processes, policies, and procedures, the Legal IRO shall perform 
an Arrangements Systems Review of the material changes for the Reporting Period in 
which such changes were made in addition to conducting the systems review for the first 
and fourth Reporting Periods.  The Arrangements Transactions Review shall be 
performed annually and shall cover each of the five Reporting Periods.     
 

A. Arrangements Systems Review.  The Arrangements Systems Review shall 
be a review of Halifax’s systems, policies, processes, and procedures relating to the 
initiation, review, approval, and tracking of Arrangements.  Specifically, the Legal IRO 
shall review the following: 
 
  1. Halifax’s systems, policies, processes, and procedures with respect 
to creating and maintaining a centralized tracking system for all existing and new and 
renewed Focus Arrangements (Focus Arrangements Tracking System), including a 
detailed description of the information captured in the Focus Arrangements Tracking 
System; 
 
  2. Halifax’s systems, policies, processes, and procedures for tracking 
remuneration to and from all parties to Focus Arrangements; 
 
  3.   Halifax’s systems, policies, processes, and procedures for tracking 
service and activity logs to ensure that parties to the Focus Arrangement(s) are 
performing the services required under the applicable Focus Arrangement(s) (if 
applicable); 
 
  4.   Halifax’s systems, policies, processes, and procedures for 
monitoring the use of leased space, medical supplies, medical devices, equipment, or 
other patient care items to ensure that such use is consistent with the terms of the 
applicable Focus Arrangement(s) (if applicable); 
 
  5.  Halifax’s systems, policies, processes, and procedures for initiating 
Arrangements, including those policies that identify the individuals with authority to 
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initiate an Arrangement and that specify the business need or business rationale required 
to initiate an Arrangement; 
 
  6.   Halifax’s systems, policies, processes, and procedures for the 
internal review and approval of all Arrangements, including those policies that identify 
the individuals required to approve each type or category of Arrangement entered into by 
Halifax, the internal controls designed to ensure that all required approvals are obtained, 
and the processes for ensuring that all Focus Arrangements are subject to a legal review 
by counsel with expertise in the Anti-Kickback Statute and Stark Law; 
 
 7.   the Compliance Officer’s annual review of and reporting to the 
Compliance Committee and Board of Commissioners on the Focus Arrangements 
Tracking System; Halifax’s internal review and approval process; and other 
Arrangements systems, policies, processes, and procedures; 
 
 8.  Halifax’s systems, policies, processes, and procedures for 
implementing effective responses when suspected violations of the Anti-Kickback Statute 
and Stark Law are discovered, including disclosing Reportable Events and quantifying 
and repaying Overpayments, when appropriate; and  
 
  9. Halifax’s systems, policies, processes, and procedures for ensuring 
that all new and renewed Focus Arrangements comply with the Focus Arrangements 
Requirements set forth in Section III.D.2 of the CIA.  
 

B. Arrangements Systems Review Report.  The Legal IRO shall prepare a 
report based upon each Arrangements Systems Review performed.  The Arrangements 
Systems Review Report shall include the following information: 
 
  1.   a description of the documentation (including policies) reviewed and 
personnel interviewed; 
 
 2.   a detailed description of Halifax’s systems, policies, processes, and 
procedures relating to the items identified in Section A.1–9, above; 
 
  3. findings and supporting rationale regarding weaknesses in Halifax’s 
systems, policies, processes, and procedures relating to Arrangements described in 
Section A.1–9, above; and  
 
  4.   recommendations to improve Halifax’s systems, policies, processes, 
or procedures relating to Arrangements described in Section A.1–9, above. 
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 C. Arrangements Transactions Review.  The Arrangements Transactions 
Review shall consist of a review by the Legal IRO of 75 Focus Arrangements that were 
entered into or renewed by Halifax during the Reporting Period with: (1) physicians or 
other health care professionals; or (2) entities owned or controlled, in whole or in part, by 
physicians or other health care professionals.  The Legal IRO shall select its sample of 
Focus Arrangements for review in consultation with OIG.  The Legal IRO shall assess 
whether Halifax has complied with the Focus Arrangements Procedures and the Focus 
Arrangements Requirements described in Sections III.D.1 and III.D.2 of the CIA with 
respect to the selected Focus Arrangements.    
 
 The Legal IRO’s assessment with respect to each Focus Arrangement that is 
subject to review shall include:  
 

1. verifying that the Focus Arrangement is maintained in Halifax’s 
centralized tracking system in a manner that permits the Legal IRO to identify the parties 
to the Focus Arrangement and the relevant terms of the Focus Arrangement (i.e., the 
items/services/equipment/space to be provided, the amount of compensation, the 
effective date, the expiration date, etc.); 
 

2. verifying that the Focus Arrangement was subject to the internal 
review and approval process (including both a legal and business review) and obtained 
the necessary approvals and that such review and approval is appropriately documented;  
 

3. verifying that the remuneration related to the Focus Arrangement is 
properly documented and supported by a sound fair market valuation methodology;  
 

4. verifying that the Focus Arrangement is supported by a valid and 
properly documented business need or business rationale; 
 

5. verifying that the service and activity logs are properly completed 
and reviewed by Halifax, and that the parties to the Focus Arrangement are performing 
the services required under the applicable Focus Arrangement (if applicable);  
 

6. verifying that the use of leased space, medical supplies, medical 
devices, equipment, and other patient care items is properly monitored by Halifax, and 
that such use is consistent with the terms of the applicable Focus Arrangement (if 
applicable); and 
 

7. verifying that the Focus Arrangement satisfies the Focus 
Arrangements Requirements of Section III.D.2 of the CIA.   
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D. Arrangements Transactions Review Report.  The Legal IRO shall prepare a 
report based on each Arrangements Transactions Review performed.  The Arrangements 
Transactions Review Report shall include the following information: 
 
 1. Review Methodology 
 

a. Review Protocol:  A detailed narrative description of the 
procedures performed and a description of the sampling unit 
and universe utilized in performing the procedures for the 
sample reviewed. 

 
b. Sources of Data:  A full description of the documentation and 

other information, if applicable, relied upon by the Legal IRO 
in performing the Arrangements Transactions Review. 

 
c. Supplemental Materials.  The Legal IRO shall request all 

documentation and materials required for its review of the 
Focus Arrangements selected as part of the Arrangements 
Transactions Review and Halifax shall furnish such 
documentation and materials to the Legal IRO, prior to the 
Legal IRO initiating its review of the Focus Arrangements.  If 
the Legal IRO accepts any supplemental documentation or 
materials from Halifax after the Legal IRO has completed its 
initial review of the Focus Arrangements (Supplemental 
Materials), the Legal IRO shall identify in the Arrangements 
Transactions Review Report the Supplemental Materials, the 
date the Supplemental Materials were accepted, and the 
relative weight the Legal IRO gave to the Supplemental 
Materials in its review.  In addition, the Legal IRO shall 
include a narrative in the Arrangements Transactions Review 
Report describing the process by which the Supplemental 
Materials were accepted and the Legal IRO’s reasons for 
accepting the Supplemental Materials. 

 
2. Review Findings.  The Arrangements Transactions Review Report 

shall include the Legal IRO’s findings with respect to each of the 
items set forth in Section C.1–7, above.  In addition, the Legal IRO 
shall identify in the Arrangements Transactions Review Report any 
Focus Arrangement(s) reviewed that a reasonable person would 
consider a probable violation of the Anti-Kickback Statute or Stark 
Law, along with the Legal IRO’s basis for reaching that conclusion.    
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 The Arrangements Transactions Review Report also shall include 
observations, findings, and recommendations on possible 
improvements to Halifax’s systems, policies, processes, and 
procedures in place to ensure that all Focus Arrangements comply 
with the Focus Arrangements Procedures and Focus Arrangements 
Requirements. 
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#507
Do It Yourself 

EMTALA Auditing
April 21, 2015

Robert S. Brown
Manager
UW Medicine Compliance
University of Washington
Seattle, Washington

LEARNING OBJECTIVES

• Understand the background and basics of 
EMTALA

• Learn how to prepare, conduct and report 
EMTALA audits

• Develop an auditing check list

• Foster relationships with key leaders

• Focus on the right messages

• Plan for follow up audits

2

Seattle—the hype:

3
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Seattle—the reality:

4

EMTALA—the law

EMTALA—The Law

• EMTALA—The Emergency Medical Treatment 
and Active Labor Act

• Part of COBRA, originally passed in 1986 in 
response to concerns of “patient dumping”

• Enforced by CMS and OIG
• CMS can terminate the Hospital’s Medicare agreement 

• The OIG has exclusion authority 

• Civil Money Penalties (CMP) on both the hospital and a “responsible 
physician” up to $50,000 per violation

• Patients may bring civil lawsuits for damages

• Very specific meanings/definitions

• Requires 68-page State Operations Manual to 
interpret 

6
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EMTALA APPLIES TO:

• Participating Medicare Hospitals
• Hospitals with Emergency Departments

• Hospital-owned ground or air ambulance services

• Certain Provider-based Urgent Care Centers
“…a dedicated emergency department is defined as meeting one of the following criteria regardless of whether it is located on or off the main hospital campus: 

The entity: (1) is licensed by the State in which it is located under applicable State law as an emergency room or emergency department; or (2) is held out to the public (by 
name, posted signs, advertising, or other means) as a place that provides care for emergency medical conditions (EMC) on an urgent basis without requiring a 
previously scheduled appointment; or (3) during the preceding calendar year, (i.e., the year immediately preceding the calendar year in which a determination under 
this section is being made), based on a representative sample of patient visits that occurred during the calendar year, it provides at least one-third of all of its visits for the 
treatment of EMCs on an urgent basis without requiring a previously scheduled appointment. 

7

EMTALA—the basics:

• A person who “comes to the emergency 
department” for examination or treatment 
for a medical condition must receive a 
“medical screening examination” to 
determine whether an “emergency 
medical condition” exists

• If there is an emergency medical 
condition, the hospital must provide either
• Further medical examination and treatment to 

“stabilize” the medical condition, or an

• “Appropriate transfer”
8

Getting Your Audit Organized

Define your audit’s purpose and scope

• By-laws

• Policies and Procedures

• On-Call List

• Training Materials

• ED, Urgent Care, L&D

• EHR—number of records

• Workflow

• Signage

9
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Getting Your Audit Organized

Coordinate with Leadership

• Compliance

• Hospital Administration

• HIM

• ED

• Medical Staff

• Patient Access

• Risk Management

• Others?

10

Getting Your Audit Organized

Set Expectations

• Introductory meeting or e-mail

• Establish connection through the relationship

• Explain the audit process

• Lay the groundwork for follow-up audits
• Part of an ongoing, regular review and tune-up

• Frequency 

• Duration

• Thank them for the opportunity

11

Getting Your Audit Organized

Obtain copies of:

• EMTALA policies and procedures

• Medical Staff By-Laws

• On-Call policy/procedures & on-call list

• ED Transfer form

• Transfer policies

12
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Getting Your Audit Organized

Get access (user ID and password, and any 
training needed) to all pertinent systems

• EHR

• ED-specific system(s)

Arrange meeting with ED Nurse Manager/Director

13

Getting Your Audit Organized

Request data—import into your own auditing xls

• Patient name

• Patient encounter ID

• Patient DOB

• Patient MRN

• Patient status

• Reason for transfer

• Destination facility

• Mode of transportation

• Any other fields that will help…

14

Sample Auditing XLS

15
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The Audit--Policies

EMTALA Policy Review

• To whom does it apply?

• When was it last updated?

• Review for completeness

• Anything outdated or incorrect?

• Does it address all aspects of EMTALA?
• Check-in, triage, screening, stabilizing treatment, 

transfers, on-call requirements, LAMA, LWBS, what 
to do if there is a suspected violation, etc…

16

The Audit—Policies and Procedures

Other policies and procedures—Triage, Transfer, 
etc…

• Are policies up-to-date?  Do they mesh with the 
main EMTALA policy?

• Is there duplication of effort?  

• Conduct your own internal and external web 
search for EMTALA policies/procedures for your 
institution to see what comes up

17

The Audit--By-Laws

Who can perform the MSE?

18
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The Audit—ED Work Flow

Meet with the ED Nurse Manager, ED Director, or 
ED Medical Director

• Have them walk you through the ED experience

• Note signage—is it adequate?  In the 
appropriate languages?  Wording matches the 
CMS requirements?

• Diagram the ED work flow

• Let them know you’ll follow up 
after you’ve audited the claims

19

The Audit—Claims

• Set aside time to audit claims—it can be a long 
process

• Establish the sample size

• Determine which aspects you will audit—
Transfers only?  LWBS?  LAMA?  LBFD?

• Review On-call lists—do they reflect coverage 
of services available to inpatients?  Individual 
Practitioner Names?

• You may find that you have to systematically 
search all the records—including discharge 
notes, progress notes, external documentation, 
etc…

20

The Audit—Claims

Auditing transfers is easier if they use a good 
transfer form:

21
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The Audit--Summary

• Share preliminary data with ED Nurse Manager 
and Director, HIM Director and any others 
whose departments will be impacted

• Have them propose corrective actions and 
deadlines

• Draft the report to include your findings and the 
proposed corrective actions

• Route through appropriate channels for final 
review

• Publish final report as PDF, counter-signed by 
Compliance Officer; specify date of next audit

22

The Audit Report

23

Questions?

Robert S. Brown, MBA, CHC

Compliance Manager

UW Medicine

University of Washington

Seattle, Washington

rsbrown@uw.edu

206-685-5066

24
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Resources

EMTALA Regulations:  http://www.ssa.gov/OP_Home/ssact/title18/1867.htm#t

State Operations Manual:

https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/downloads/som107ap_v_emerg.pdf

AHLA EMTALA Checklist: 
https://www.healthlawyers.org/Publications/Journal/Documents/Vol%2038%20Issue%203/JHL_vol.38_no.3_Kahn-
Kothmann_Kesman(EMTALA_Compliance).pdf

Provider-based Urgent Care Centers are subject to EMTALA (page 54) 

http://www.cms.gov/Regulations-and-Guidance/Legislation/EMTALA/downloads/CMS-1063-F.pdf

25
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Third Party Vendors:

Are Your Controls Effective?

Presented by: 

Michael Paris, Executive Director Business 
Intelligence, Vendormate a GHX Company

Debi Weatherford, Executive Director 
Internal Audit, Piedmont Healthcare

John Weiss, Founder/CEO, The Audit Group

• Background 

• Vendormate Controls 

• Piedmont Third Party Vendor Audits

• The Audit Group Findings

• Key Controls

• Questions/ Comments

2

Agenda

Third‐party risk management is one of the greatest 
challenges and compliance risks affecting:

• Security

• Financials

• Operations

• Regulatory Compliance

• Reputation

3

Background  ‐ Overview
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Piedmont Vendor Credentialing Program is 
operated by Vendormate.  Vendors and Vendor 
Representatives must be: 

• Screened and registered through credentialing
program

• Must have an appointment when visiting and
wear an assigned badge

• Abide by Vendor Conduct Standards

4

Background – Vendormate and Piedmont 

Conducts audit every two years reviewing:

• Duplicate payments

• Vendor Statements to identify credit balances

• Returned goods

• Rebates

• Pricing and contracts

• Freight

• Taxes paid in error

5

Background – The Audit Group and Piedmont

Mike Paris

Vendormate, a GHX Company

6
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• Service to assist with registration, screening and
credentialing of prospective and existing vendors

• Establishes vendor risk profiles – type of business,
products/services offered, access to patient information

• Indexes self‐reported data about the vendor business
and its representatives

• Continuously monitors vendor status, alerts buyers of
any non‐compliance and delivers integrated badging

• Screens against government sanctioned watch lists

• Acknowledgement by vendors of Vendor Visitation
Guidelines, Code of Business Conduct, Conflict of Interest
Statements, Gift/Gratuity Policies

• Centralizes vendor master across organization
7

Vendormate Credentialing

• Centralized Vendor Data
• Entity Level

• Business verifications
• Ongoing sanction checks
• Conflict of interest 
• (HIPAA) Business associate management
• Insurance certificates
• Minority or diversity certificates
• IRS Form W‐9
• Service contracts

• Representative Level 
• Professional licenses or certifications
• Product competency and training certificates
• Immunization records
• Photo identification
• Ongoing sanction checks

8

Vendormate Credentialing  (continued)

Debi Weatherford

Piedmont Healthcare

9

Piedmont Healthcare
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• Review policies, procedures and standard 
guidelines for management vendor activities

• Assess the process for setting up new vendors

• Review the process for monitoring existing 
vendors

• Evaluate vendor performance

• Interview key personnel 

10

Piedmont Healthcare Audit Efforts

• What information does that vendor have 
regarding your company and how secure is the 
data?

• Does the vendor subcontract with other 
vendors to provide services to your 
organization?

11

Piedmont Healthcare Audit Efforts 

• Does your organization have a current contact 
list for this vendor (credit memos, rebates, 
returned goods, warranty items)?  Are there 
any on‐line tools offered by the vendor to 
track these items?

12

Piedmont Healthcare Audit Efforts
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Choose a vendor to conduct a drill‐down review:

• Top ten paid vendor

• Prior overpayment and/or unused credit 
discrepancies

• Multiple divisions and locations included in the 
vendor master file

13

Piedmont Healthcare Audit Efforts

Due diligence before entering business 
relationship

Requesting assurance reports (SOC) from key
vendors

 Including and using right‐to‐audit clause in
contracts

Policies/procedures

Conducting third party vendor audits

Monitoring for Compliance

Evaluate third parties in pre‐engagement, 
contracting and post‐engagement stages

14

Key Controls

Vendor file management
Review for duplicates
Remove inactive vendors

Returned good procedure
Use of purchase orders when possible – avoiding 
the use of blanket purchase orders

Standard nomenclature to set up vendors and 
label invoices 

Process for credit memos
Standard application for management of vendor 
documentation (contracts, agreements, IRS Form 
W‐9)

15

Key Controls (continued)
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John Weiss

The Audit Group

16

The Audit Group 

17

The Audit Group

Multiple vendors entered into an ERP system can cause duplicate payments to 
occur more frequently.

18

The Audit Group

Invoices paid to vendors from multiple entities need to be examined both 
together and separately.
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19

The Audit Group

Only one of the invoices is entered with a PO number. 

20

The Audit Group

This blanket PO did not prevent this duplicate payment from occurring.

21

The Audit Group

Pricing anomaly
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22

The Audit Group

Rebate Dollars Lost Due to Mismanagement
Healthcare system earned more than $175,000 over a seven-month period rebates.

Issues:
 Health system had no tracking program for rebate offers.

 Relied on vendors to manage & issue checks or credit memos for earned rebates.

 Vendors internally “issued” rebate credits, but health system was unaware and 
never applied the credits to hospital accounts.

TAG Tip:
 When possible, negotiate rebates out of contracts in favor of lower item pricing.

 Create a process tracking rebate requirements and hospital performance;
 Ensure refunds are received timely and are correct.

(051214)

23

The Audit Group

Health system was charged more than $270,000 in 
state sales tax for heart pumps. 

Issue:
• The state’s tax code applies sales tax on most medical items, so to be “safe,” the 

hospital chose to pay sales taxes added to its invoices. 

• Tax codes vary by state, by item, and also by an item’s usage.

 After TAG review, state tax commission was asked for its opinion and it 
eventually refunded the full tax bill to the health system.

TAG Tip:
 Scrutinize invoices with sales tax to ensure the charge is justified.
 To avoid paying unnecessary taxes understand the tax laws in each state where 

an organization has an entity. (102113)

24

The Audit Group

Vendor’s Summary Statement (De Facto Invoice) Costs 
Hospital $20,000+ 

Vendor issued an invoice and a summary statement of open charges, causing a 
hospital to pay the same bill twice.

Issues:
 Invoice #38828565, was issued for $20,439.31.
 Same day a "summary statement" referenced 2 invoices for payment of 

$20,625.31.
 A/P personnel failed to confirm the $20,439.31 was already paid, entered the 

summary statement (invoice?) number as a new charge, and processed payment.

TAG Tip:
 Accounts Payable staff should carefully evaluate what they are reviewing when 

looking at vendor documents.
(080513)
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25

The Audit Group

Vendor's Contract Promises are Partly Fulfilled

Issues:
 A vendor promised to hold pricing until a healthcare system signed a new 

contract.
 However, one of the healthcare system's three entities was charged list price on 

five invoices in the period between contracts.
 The system short-paid an invoice but paid the others, costing it $30,000.

TAG Tips:

 Periods between contracts are susceptible to overcharges. 

 Contracting or Purchasing agents need to be actively engaged.

 When POs and invoices disagree, withhold payment until resolving issues. Don’t 
feel compelled to pay until you have a correct invoice. 

(020314)

26

The Audit Group

$77,000 Ships Out of a Hospital's Accounts for Freight 
Charges a Vendor Should Have Paid

$76,794.44 in freight costs paid despite contract requiring vendor to pay freight.

Issues:
 A vendor didn’t enter the contract’s "no freight" terms into its system.

 PO’s didn’t indicate product shipped at no freight cost.

 AP paid invoices with freight charges because other terms were correct.

TAG Tip:
 ALL Purchase Order terms need to be correctly specified so AP personnel can 

identify incorrect invoices. 

(010515)

27

The Audit Group

Contract Expiration Costs Hospital $98,000 

Item pricing went from $1,300 per package to $2,800 after a contract expired, 
costing the organization an extra $98,000 in a few months.

Issues:
 Vendor raised item pricing after a local contract expired.

 Purchasing approved invoices with the higher pricing because the items weren't 
on a contract.

 
TAG Tips:
 Contracting or Purchasing needs to track contract expiration dates.

 Contact vendor sales rep to identify why contract lapsed.

 Most vendors will work with clients to reestablish contract pricing. (022415)
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28

The Audit Group

Vendor Holds $466K of Hospital’s Funds; half of it in an 
Unlisted Account

Issues:
 Vendor had a 1-year agreement, with monthly payments, effective May 30, 2013. 

 Billings to the health system began February 2013 and continued until contract end in May 2014. 

 Purchasing approved all invoices:
 System made 16 payments on a 12-month contract, overcharges totaled $466,668.00.

 Vendor provided a statement to confirm its invoice accuracy, referencing a credit of $233,334.00.

 TAG investigated the credit and realized the supplier was crediting half what was due the client.

 Vendor explained the funds were in a "miscellaneous" account—one the system didn’t know existed.

TAG Tip:
 Closely examine invoices against POs and contracts before payment approval.

 AP should request full and accurate vendor statements for, at least, your largest vendors.    (072814)

29

The Audit Group

Pharmacy Contract Price not Uniformly Applied Across Health 
System

A hospital pharmacy received a higher GPO contract price while other hospital 
pharmacies within the same system received lower local contract pricing.

Issue:
 A healthcare system negotiated a system-wide contract with its pharmacy  

distributor. 
 For an unknown reason, a hospital pharmacy was shifted in error to GPO 

pricing for almost a 2-year period. 
 Pharmacies are generally operated independently of other health system 

departments; Purchasing and Accounts Payable were unaware of pricing error.

TAG Tip:
 Regularly obtain pricing downloads directly from Pharmacy vendors and do 

price matching across your entities to confirm all prices are the same; or not.
(102813)

Managing Risk

30

The Audit Group

• Introduce policy, procedures, and controls which are reviewed on a regular basis.
• Properly train all employees on policies and fraud awareness.
• Segregate duties.
• Use passwords to control certain types of payments.
• Review financial reporting monthly.
• Perform pre‐employment screening.
• Establish strong internal audit functions.
• Benchmarking – comparing one financial period to another, or one cost center to 

another.  This may highlight any anomalies.
• Periodically identify any system weaknesses.
• Benford’s Law – look for any irregularities in accounts.
• Trend/Ratio analysis – look for any abnormal trends or ratios.
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Mergers and Acquisitions:       
Factors to Consider When 

Restructuring a Compliance Program
HCCA Compliance Institute, Orlando, FL

April 21, 2015

Robert Michalski, CHC, CHPC, CHRC

Chief Compliance Officer

Disclaimer

“Please note that this presentation is for 
informational purposes only.  The opinions 
expressed in this presentation and on the 
following slides are solely those of the presenter 
and do not necessarily represent the official 
policy or position of Baylor Scott & White 
Health.”

1

Outline

 Mergers and Acquisitions in Health Care

 Background on Baylor Scott & White Health

 Compliance in the Due Diligence Process

 Organizational Structure and Board Relationships

 Operational Considerations

 Leadership Expectations

 Perspectives from Other Mergers and Acquisitions 

2
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Mergers and Acquisitions in Health 
Care

• Government policies, including health care reform initiatives, market 
conditions, and hospital-specific factors are driving mergers and acquisitions.

• Hospitals across the country are merging – both with other hospitals and with 
other health care entities such as clinics, rehab facilities and even health 
insurance companies.

• Hospitals and health systems look toward consolidation to deal 

with excess capacity/lower occupancy and

financial pressures by taking advantage 

of greater operating efficiency and risk 

diversification.

3

Hospitals in Health Systems

4

Mergers 1998 - 2013

5
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Significant Hospital Mergers 
in 2013 and 2014

• Community Health Systems and Health Management Associates

• Tenet and Vanguard

• Highmark and West Penn Allegheny Health System

• Trinity Health and Catholic Health East

• Advocate Health Care and NorthShore University Health System

• Conemaugh Health System and Duke LifePoint Healthcare

• Catholic Health Initiatives and St. Luke's Episcopal Health

• Banner Health and the University of Arizona Health Network

• Baylor Health Care System and Scott & White Healthcare

6

Mergers and Acquisitions in 
Health Care

• Hospitals and health systems are not just buying 

each other, but are also forming more joint 

ventures and strategic alliances.

• Cleveland Clinic's Cardiovascular Specialty 

Network now includes Baylor Scott & White Health; North Shore-

LIJ Health System; and MedStar Health.

• Whole hospital joint ventures; Ancillary joint ventures; Specialty 
hospital joint ventures; Physician investors and For-profit joint 
ventures.

7

8

• The largest not-for-profit 
health care system in 
Texas, and one of the 
largest in the United States, 
Baylor Scott & White 
Health was born from the 
2013 combination of 
Baylor Health Care System 
and Scott & White 
Healthcare.

Background on 
Baylor Scott & White Health
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Baylor Scott & White: Our Numbers

9

Compliance in the 
Due Diligence Process

• Should Compliance have a seat at the 
merger/acquisition due diligence table?
 Yes, the earlier the better

• Evaluation of the compliance 
program can say a lot about the 
culture of an organization.

• What sinks most mergers?  
 Cultures that don’t align.

10

Due Diligence Checklist: Compliance 

1. Include copy of compliance and internal audit plans/programs.
2. Identify compliance officer(s). Identify chief audit executive.
3. Include copy of Code of Ethical Conduct.
4. List and include copy of all compliance department policies.
5. Describe structure and list composition and members of management or board 

committees for Audit and/or Compliance.
6. Include copy of organizational chart of the corporate compliance and internal audit 

structure.
7. List and include copy of any corporate integrity agreements imposed by regulatory 

agency.
8. List and include copy of any other government settlement agreements.
9. List and describe (with copy) any regulatory agency citations during the past 3 years.
10. List and describe any government investigations currently underway.
11.     Include copy of business ethics/conflict of interest disclosure policies. Copy of  

disclosures and resolutions for past three years.
12. Include copy of independent party reports, surveys, etc. used for compliance efforts over 

past 5 years (e.g, fair market rental rates, appraisals of medical practices or property).

11
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Due Diligence Checklist: Compliance

13.      Include copy of all letters from regulatory agencies such as the OIG, DOJ and AG for the    
past 3 years.

14.      List and describe all financial relationships with physicians not set forth in responses to  
other items.

15.      Describe compliance initiatives undertaken in the past 12 months, including copy of any 
internal audit reports prepared in the past 12 months.

16.      List and include copy of compliance program assessments performed, internal or 
external, in the past 3 years.

17.      List and include copy of an internal audit Quality Assessment Review performed in the 
past 5 years.

18.      List and include copy of compliance education program material. 
19.      List and describe any advice letters/reports of consultants regarding billing/coding.
20.      Quantify and describe compliance hotline activity for the past 12 months.
21.      List and describe any EMTALA investigations or actions, current and for the past 3 

years.

12

Compliance in the 
Due Diligence Process

• Consider compliance programs for business units you may 
currently not have like a health plan, skilled nursing facility, 
home care, hospice, or ambulance providers

• When issues are identified, determine how best to resolve:  
Require pre‐transaction cure; Self disclosure/repayment; 
Escrow funds to repay; New Entity will assume the issue and 
resolution; Change the deal structure; or Cancel the deal.

• Consult with legal counsel for the best 
approach given the situation.

• Get to know the compliance team.  
Evaluate their approach to compliance 
issues, what they resolve and how.

13

Compliance in the 
Due Diligence Process

• Consider a third party audit for high risk areas like clinical 
documentation, medical necessity, coding and billing

• Consider OIG Compliance Guidance risk areas

• Compare 1099’s to physician contracts disclosed

• Do your own sanction screening of the employees in the entity to be 
merged/acquired

• Evaluate the Seven Elements of a Compliance Program

• Review any external compliance program assessment findings

• Consider cyber security efforts and investments

14
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Organizational Structure and 
Board Relationships

• Evaluate what structure best serves the new organization.  May not look like either 
of the prior structures.

• The Baylor way; the Scott & White way; and the Baylor Scott & White way

• Build a structure that best aligns with the work and operations, not necessarily the 
talents of those on the current team.

• The larger the organization becomes, the more need for specialization and experts.  
One person cannot do it all anymore.

• Consider risk areas that may need their own dedicated teams to manage the 
compliance activities and risks of those areas such as:  Revenue Cycle; Health 
Plan; Privacy; Physicians; Research; etc.

• Consider how other corporate service functions are organizing:  centralized, 
regional, entity assignments, etc.  May not work for compliance, but at least 
evaluate the alternatives

15

Organizational Structure and 
Board Relationships

• Benchmark other organizations.

• Consider size, scope, revenue, beds, employees or other metrics 
and the number of compliance staff they have to estimate the 
compliance staff size for the new merged entity.

• Assess talent from the new entity personally.  Gather feedback 
from multiple sources that use the compliance program. Trust  
but verify.

• Evaluate titles closely. A Vice President or Director in one entity 
may not mean the same in another entity. 

• Use a panel interview process to select the key leaders for the 
department comprised of individuals from inside and outside of 
the department that work closely with Compliance.

16

Organizational Structure and 
Board Relationships

• Board oversight for the Compliance program may be the Audit and 
Compliance Committee, Quality and Ethics Committee, Finance and 
Compliance Committee, etc.

• Establish the Committee structure in new Board bylaws

Other Documents to Establish with the Board:

 Audit and Compliance Committee Charter

 Internal Audit Charter

 Corporate Compliance Charter

 Compliance Committee Charter 

 Board Resolution for the Establishment of the Compliance Program

 Conflict of Interest Policy

17
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Organizational Structure and 
Board Relationships

• Get acquainted with the Board members, especially if they are new to 
you, the organization or serving on a compliance oversight committee

• Provide background on Corporate Compliance in health care if they are 
new to this function

• Consider inviting the Board Committee members to the HCCA Audit and 
Compliance Committee Conference or the Big 4 accounting firms have 
Audit Committee forums

• Meet with each Committee member individually prior to the first 
Committee meeting if possible; especially the Chair.

• Set expectations for future meetings

18

Compliance Resource Material 
from the OIG

• Corporate Responsibility and Corporate Compliance:          
A Resource for Health Care Boards of Directors      
(4/2/2003)

• An Integrated Approach to Corporate Compliance:              
A Resource for Health Care Boards of Directors     
(7/1/2004)

• The Health Care Director’s Compliance Duties: 
A Continued Focus of Attention and Enforcement 
(8/29/2011)

19

Compliance Committees

• Determine what level and how many management-level Compliance 
committees are needed for the new entity

• A Compliance Committee that spans the entire new organization will 
likely include the “Chief” senior leadership:  CEO, COO, CFO, CLO, 
CIO, CHRO, CMO, CNO, etc.

• Recommend still including divisional or regional operations 
leadership on the top committee so there is a link to daily operations 
and the committee does not become isolated from operations.

• May consider additional Compliance Committees at the divisional, 
regional or entity level

• May consider Compliance Committees based on functional areas 
such as Revenue Cycle, Privacy, Research, Lab, Pharmacy, Health 
Plan, Employed Physicians, etc.

20



3/17/2015

8

Operational Considerations

Define roles and responsibilities with departments that work closely 
with Compliance:

 Internal Audit
 Risk Management
 Human Resources
 Legal
 Patient Relations

• Keep an open mind to consider new ways of providing compliance 
services to the new entity

• Account for all the compliance staff and determine if some should 
be aligned with other departments (i.e. Revenue Cycle, RAC, 
Health Information Management, Information Security, etc.)

21

Operational Considerations

• Be visible and get as much face time with other leaders, especially in 
the new organization that is being merged or acquired

• Don’t wait to have all the answers before reaching out and visiting with 
leaders.  They will help you learn the new organization and give you the 
answers.

• Visit and tour the new merged or acquired entities.  Meet the leadership 
teams and get introduced to staff.

• Ask what is working well and what is 
not.  Ask them to describe when 
Compliance helped them with an issue 
and when they were not as helpful as 
they hoped.  Will tell you where the 
department has focused their resources.

22

Operational Considerations

• Communication is key both external and 
internal to the department 

• Both existing and newly merged staff will 
be anxious

• Communicate as much as you can, as quickly as you can and as 
often as you can

• Mergers will require significant negotiation and compromise on 
any meaningful decision

• Look for ways to encourage the blending of the cultures

23
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Operational Considerations

• Begin to combine the Mission, Vision, Values and Code of Conduct 
for the merged entity or quickly communicate these to the acquired 
entity

• Merge compliance and privacy policies as quickly as you can to 
show the new organization it is becoming one

24

25

Possible synergies:

• Staffing redundancies
• Contracts
• Compliance software and 

tools
• Subscriptions and resources
• Hotline services
• Sanction screening
• Conflict of Interest 

management
• Audit workpaper tools

Track any synergies that may come from 
merging or consolidating operations

Operational Considerations

• If one entity previously outsourced or co-sourced any compliance or 
audit efforts, evaluate if the new combined entity now has resources 
that can perform these services internally less expensively

• Alternatively, perhaps the size and scale of the new entity now justifies 
external assistance for a task that could previously be managed 
internally

• Recommend not pursuing an external assessment of the compliance 
program until a couple years into the new arrangement

• Allow time for both compliance staff and 
stakeholders/constituents to adjust to a 
new normal

26
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Operational Considerations

• Build alignment and support for the new program the first few 
years to build a common understanding of the compliance 
program

• Consider internal assessments for the first couple years to build 
relationships, gather feedback and make adjustments before 
bringing in a third party assessment

• Engaging a third party too early can cause division with 
leaders trying to retain aspects of their respective former 
programs rather than embracing the new merged program

• Plenty to do to integrate the program and communicate a new 
vision for Compliance for the first few years

27

Operational Considerations

Compliance Functions to merge or combine:

• Code of Conduct and Compliance policies and procedures
• Risk assessment and audit plans
• Conflict of Interest management process
• Compliance education and orientation content
• Compliance hotline
• Sanction screening process
• Audit and investigation report templates
• Employee exit survey analysis
• Non-monetary compensation tracking

Don’t just focus on process, policies and procedures to the exclusion of building 
the relationships that make the compliance program effective

Regardless of policies and programs, compliance is more about relationships, 
communication and influence

28

Strategic Plan

• Consider developing a Strategic Plan for the new compliance 
program

• Align the Compliance Strategic Plan to the overall 
organization vision and strategy

• Document how the compliance program supports the 
organization’s goals

• Embed those into the performance goals for the Corporate 
Compliance staff

29
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Corporate Compliance 
Strategic Planning Process

August 2014 - Defined a new vision and initial strategies to achieve that vision for Corporate Compliance.

September 2014 – Identified our customer as the BSWH Board of Trustees (and its Audit and Compliance
Committee), evaluated the current state of Corporate Compliance functions and processes, and began to develop
the future state.

October 2014 – Evaluated the organizational structure to align with the new vision and future state characteristics.

November 2014 – Completed the BSWH Corporate Compliance Strategic Plan 2020 and new organizational
structure.

December 2014 – Presented the BSWH Corporate Compliance Strategic Plan 2020 to the BSWH Board of
Trustees Audit and Compliance Committee.

January 2015 – Presented the BSWH Corporate Compliance Strategic Plan 2020 to the BSWH Operations
Council and began sharing it with hospital Presidents and leaders. Completed job descriptions for new roles and
submitted to HR Compensation.

February 2015 – Continued hospital leadership meetings throughout BSWH to share the new Corporate
Compliance Strategic Plan 2020. New compliance positions created by HR.

30

Corporate Compliance
Strategic Plan 2020

 Vision Statement

 Initial Strategies

 Strategic Initiatives

 New Organizational Structure 

 Expected Benefits

31

Corporate Compliance 
Vision Statement

To be a trusted partner in fostering 

integrity, transparency, accountability 

and a culture of compliance that protects the 

reputation, Mission, Vision and Values of 

Baylor Scott & White Health

32
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Corporate Compliance 
Initial Strategies

1.) Provide regulatory guidance and education 
through open collaboration and communication

2.) Develop and strengthen relationships that raise 
the visibility and engagement of compliance

3.) Provide resources and tools that empower 
stakeholders to be active partners with compliance

33

Corporate Compliance 
Strategic Initiatives

• Centralized and Regional Focus

• Dedicated Regional Compliance Directors

• Education and Marketing Focus

• Metrics and Scorecards by Entity

• Leadership Accountability and Incentives for 
Compliance

• Risk Based Operational Monitoring

• Conduct Ethical Culture Surveys

34

Strategic Plan Expected Benefits
• A distinct outward facing regional compliance team will be dedicated to 

maximizing our involvement in local and regional operations

• This leads to trusted relationships with operational leaders to influence 
the culture of compliance for BSWH.

• The structure is scalable for future growth by adding additional regional 
compliance staff as needed.

• The structure will also benefit existing Compliance staff by allowing 
them greater access and engagement with operational leaders and 
providing them with more career path options via the regional 
compliance roles.

• This Corporate Compliance Strategic Plan 2020, when realized, will 
place the BSWH Corporate Compliance Program in the top tier of 
compliance programs nationally to support the BSWH Vision 2020 to be 
one of the “Top 3” health care systems in the nation.

35
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Leadership Expectations
• Craft a bold vision for the new Compliance department

• Communicate, communicate, communicate

• Be visible and build relationships with operational leaders to understand 
their needs

• Use the resources of your team, but be open to a possible third way 

• Use the resources of the organization to build support for the new 
program and structure (i.e. Human Resources, Marketing and 
Communications)

• Delegation is key as the organization grows 
through mergers and acquisitions

36

Leadership Expectations

• Focus your work as a leader on planning and preparing for the future 
of the program and less on being the subject matter expert

• Recognize your strengths and compensate for your development 
areas by partnering or adding people to the team that excel in those 
areas

• Set expectations and hold your team accountable to them

• Create a culture of candor and open communication to encourage 
collaboration

• Reward and celebrate successes along the way

37

Leadership is the capacity to translate vision into reality – Warren Bennis

Leadership Expectations

• What if I am not the Compliance Officer, what is my role 
in a merger/acquisition?

• The main thing the team needs to develop is trust and 
caring for each other.

• Need compliance professionals that are flexible, 
adaptable, independent and take the initiative.

• Be receptive to changes, open to new opportunities, jump 
in and help in any way you can, band together as a new 
compliance team and support each other.

38
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Perspectives from Other 
Mergers and Acquisitions

• Challenges from secular affiliations with religious organizations

• May require separate Code of Ethics, polices and training by entity

• Separate branding for the compliance programs?

• Can you fully merge the cultures or should you?

• Unions may also influence what can be merged and combined

• May want separate policies for certain groups or entities to separate union 
divisions

• These scenarios will reduce the efficiencies and synergies that can be obtained 
from a merger or acquisition

39

Perspectives from Other 
Mergers and Acquisitions

• Although the focus is on efficiencies and synergies that can be obtained 
from mergers or acquisitions, sometimes additional costs need to be 
incurred to provide the same level of services to the newly integrated entity

Examples of new costs that may be added include:
 Policy software
 Conflict of Interest management software
 Learning management systems
 Contract databases
 Auditing tools

• Take advantage of a merger/acquisition as a chance to look with fresh eyes 
and say, “We don’t have to do things this way anymore”. And figure out a 
way to do them better.

40

41

Robert R. Michalski

Chief Compliance Officer

Baylor Scott & White Health

Phone: 214-820-8888

Robert.Michalski@BaylorHealth.edu

Questions and Comments?
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Community Health Needs 
Assessments – Requirements and    

Lessons Learned

Jim Flynn
Partner, Bricker & Eckler
Columbus, Ohio

Christine Kenney
Director of Regulatory Services
Quality Management Consulting Group
Columbus, Ohio

April 21, 2015

1

Under Attack

“Benefits Questioned in Tax Breaks for 
Nonprofit Hospitals”  (N.Y. Times, 12/16/13)

“You should get close to the value of tax 
exemption in community benefit,” said Paula 
Song, professor of health services organization 
at Ohio State University. “I think you’ll find most 
hospitals aren’t providing that.” 

2

Under Attack
“Provision of Community Benefits by Tax-Exempt U.S. 
Hospitals”  (New England Journal of Medicine, 4/18/13)

“Tax-exempt hospitals spent 7.5% of their operating expenses on 
community benefits during fiscal year 2009. More than 85% of these 
expenditures were devoted to charity care and other patient care 
services. Of the remaining community-benefit expenditures, 
approximately 5% were devoted to community health improvements 
that hospitals undertook directly. The rest went to education in 
health professions, research, and contributions to community 
groups. The level of benefits provided varied widely among the 
hospitals (hospitals in the top decile devoted approximately 20% of 
operating expenses to community benefits; hospitals in the bottom 
decile devoted approximately 1%). This variation was not accounted 
for by indicators of community need.” 

3
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Under Attack

Morristown Medical Center (N.J.)
• Municipality-initiated lawsuit challenging tax-

exempt status of hospital-owned MOB
• Still pending; decision expected soon
City of Pittsburgh v. University of Pittsburgh 
Medical Center 
• 2013 lawsuit challenging UPMC tax-exempt 

status
• UPMC prevailed; City backed off

4

New Compliance Frontier - CHNAs

• Patient Protection and Affordable Care Act 
(PPACA) – effective 3/23/10

• Section 9007 of PPACA added two new sections 
to the Internal Revenue Code – effective for tax 
years beginning after March 23, 2010
– New sub-paragraph (r) under Section 501 
– New section 4959 imposes $50,000 excise tax for 

failure to meet CHNA requirements
• EXCEPT sub-paragraph 501(r)(3) (community 

health needs assessments) effective for tax 
years beginning after March 23, 2012

5

Affordable Care Act

• Section 501(r) adds 4 requirements on 
tax-exempt hospitals:
– Community health needs assessments (501(r)(3))
– Adoption of a financial assistance policy (501(r)(4))
– Limitation on charges for emergency or other 

medically necessary care provided to individuals 
eligible for assistance (501(r)(5))

– Fully explore eligibility for assistance prior to 
engaging in extraordinary billing and collection 
activities (501(r)(6))

6
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The “Other” 501(r) Regulations
History of rule-making and “guidance”:
• July 7, 2011 – Rule-like guidance
• June 26, 2012 – Proposed regulations for financial assistance

– Some defined terms overlap with similarly-used terms in CHNA 
guidance

• April 5, 2013 – Proposed regulations replace July 7 guidance
• August 14, 2013 – Temporary and proposed regulations under 

6011 and 6071
– How to report excise tax for CHNA failures

• December 30, 2013 – Correction and disclosure procedures 
for certain CHNA failures

• December 31, 2014 –Final regulations and removal of 
temporary regulations 

7

Effective Dates

• Regulations effective for tax years beginning 
after December 29, 2015, but …

• Between now and that tax year, hospitals 
may rely on “reasonable, good faith 
interpretation of” statute, which is deemed if:
– Comply with the 12/29/14 regulations
– Comply with 6/26/12 and 4/5/13 proposed 

regulations

• 8/15/13 regulations on reporting CHNA 
failures finalized and ratified

8

Applicability

• Governmental hospitals are exempt
• Hospitals that operate a facility required by a State to be 

licensed, registered, or similarly recognized
• Any other organization that IRS determines has the 

provision of hospital care as its principal function
• Hospitals operated through a disregarded entity or joint 

venture, LLC, or other entity treated as partnership
• No exclusion for multi-hospital systems – each hospital 

must separately satisfy requirements

9
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What the NYE Rule Did

• Clarify applicability to hospital facilities and 
organizations 

• Few changes for CHNA report and 
implementation strategy

• Compliance timing for new and closed 
hospital facilities

• Clarify CHNA failure requirements

10

NYE Rule:  Input Sources

• Input from persons who represent the broad 
interests of the community served by the hospital
– Names of organizations
– Summarize nature and extent of input
– Describe medically underserved, low-income, or 

minority populations represented
– If solicits but cannot obtain input from a required 

source, describe efforts to solicit input in CHNA report
– Requires solicitation and consideration anew with 

each CHNA, even if the CHNA builds upon previous 
CHNAs 

11

NYE Rule:  CHNA Feedback

• A hospital facility must take into account 
written comments on the most recently 
conducted CHNA report and 
Implementation Strategy
– No specific method for collection of written 

comments required
– No requirement to respond to written 

comments
– Refers to the last CHNA conducted, not the 

CHNA that is in process

12
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NYE Rule:  Prioritizing Needs

• CHNA report must describe the process 
and criteria used in prioritizing the 
significant health needs identified
– Hospital facility must take into account 

community input not only in identifying 
significant health needs but also in prioritizing 
them as well as identifying resources 
potentially available to address those health 
needs

13

NYE Rule:  Report Requirements

• A CHNA report adopted for the hospital 
facility by an authorized body must include:
– An evaluation of the impact of any actions that 

were taken to address the significant health 
needs identified in the prior CHNA.

– Identify potential resources (eliminating 
“measures”) available to address the significant 
health needs including:

• Programs, organizations, facilities, and the hospital 
facility itself

14

NYE Rule:  Implementation Strategy

• Removes the requirement that the Implementation 
Strategy describe a plan to evaluate its impact
– Replaced with a requirement that the CHNA report 

include an evaluation of the impact of any actions that 
were taken on the immediately preceding CHNA

• An Implementation Strategy may describe 
interventions designed to prevent illness or to 
address social, behavioral, and environmental 
factors that influence community health

• The Implementation Strategy may discuss health 
needs identified through other means in addition to 
the needs identified in the CHNA report

15
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NYE Rule:  Timing of 
Implementation Strategy

• Previously required CHNA and 
Implementation Strategy to be conducted 
within same year

• 4½ Month Rule – an authorized body must 
adopt the Implementation Strategy on or 
before the 15th day of the fifth month after 
the end of the taxable year in which the 
CHNA was conducted

16

NYE Rule:  New and closed hospitals

• New hospitals must meet the CHNA requirements 
by the last day of the second taxable year 
beginning after the later of the effective date of 
501(c)(3) status or the first date a facility was 
licensed under state law

• New hospital facilities must meet the CHNA 
requirements by the last day of the second taxable 
year beginning after the date the facility was 
licensed

• No CHNA requirement in a taxable year if  
ownership of the hospital facility is transferred or 
otherwise ceases operation

17

NYE Rule:  CHNA Failures

• A hospital’s omission of required information or 
error with respect to the implementation or 
operational requirements will not be considered a 
failure if the following are satisfied:
– Omission or error was minor and either inadvertent or 

due to reasonable cause, AND
– The hospital corrects such omission or error promptly 

after discovery, AND
– Such correction must include establishment (or 

review and revision) of practices and procedures to 
ensure future compliance.

– A minor omission or error that is corrected will not 
give rise to an excise tax

18
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NYE Rule:  CHNA Failures II

• Excusing certain failures that are neither 
willful nor egregious and the hospital facility 
corrects and makes disclosure
– Correction and disclosure of a failure is a factor 

tending to show that an error or omission is not 
willful (see handout for additional information)

– A hospital facility failing to meet the CHNA 
requirements “will” (rather than “may”) be 
subject to an excise tax, notwithstanding its 
correction and disclosure.

19

CHNA Failures III
Summary of CHNA Errors and Omissions
• Omission or error is minor and either inadvertent or due to 

reasonable cause
– Must correct but no need to disclose
– No excise tax imposed

• Failure that is neither willful nor egregious but is more than minor or 
inadvertent
– Correct prior to being contacted by IRS
– Makes disclosure for tax year in which the failure is discovered
– File IRS form 4720 and pay excise tax - $50,000/noncompliant facility

• Form 4720 due by the 15th day of the 5th month after the end of the tax year 
regardless of extensions to file form 990

• Failure that is willful or egregious
– Hospital organization may have 501(c)(3) status revoked as of 1st day of 

tax year failure occurs
– Hospital facility excise taxed for tax year the facility is non-compliant

20

Correction Principles

• Restoration of affected persons

• Reasonable and appropriate correction

• Timing – correct promptly after discovery 
as is reasonable

• Implementation/modification of safeguards
– Establish or revise practices and procedures 

that are reasonably designed to achieve 
compliance

21
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Disclosure of Failures

• Report FAILURE on IRS form 990 schedule 
H and on IRS form 4720 schedule M

• Describe the failure – type, hospital(s) 
involved, date(s), occurrences

• Describe the discovery – how and when
• Describe the correction – method, date, 

restoration to pre-failure position
• Describe practices and procedures revised or 

newly established to minimize likelihood of 
the type of failure recurring

22

Form 990, Schedule H Requirements

• Description of how the hospital facility took 
into account input from persons who 
represent the broad interests of the 
community served, and identify persons the 
consulted

• Description of how the hospital organization 
is addressing the community health needs 
identified for each facility

• Copy of most recent Implementation Strategy 
or provide url link to it

• Copy of audited financial statements

23

IRS Form 990 – Schedule H
Part V (page 4)

(2014 Form)
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IRS Form 990, Schedule H
Part V (page 4)

IRS Form 990, Schedule H
Part V (page 7)
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IRS Form 990, Schedule H
Part V (page 9)

CHNA Review:  Top 5 Errors

5. Failed to take into account input from at least one 
governmental public health department or equivalent 
(13%)
4. Failed to prioritize the significant health needs 
(36%)
3. Failed to describe the potential resources to 
address the significant health needs (49%)
2. Failed to describe how the “community served” 
was determined (49%)
1. Failed to describe the groups represented by each 
organization providing input (83%)

29

CHNA Review:  Missing Elements

• Date CHNA report was adopted by the 
authorized body

• Existing facilities and resources within the 
community available to address the health 
needs

• Time period in which input was provided

• Information gaps

• Community demographic information

30
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CHNA Review:  Collaboration

• 72% of facilities conducted joint CHNA
– Local hospital associations or councils
– Local health departments
– Area hospitals

• 68% of facilities contracted for preparation 
of all or part of the CHNA
– Consulting firm
– Law firm
– University

31

Best Practices
• Maintain written policies and procedures to document intent to 

comply with CHNA requirements
• Start early and with a plan
• Collaborate with local organizations and hospitals to conduct 

the CHNA
• Use and build on local government health department needs 

assessments
• Establish mechanism on web site to accept public comment
• Use headings in the CHNA report to identify the requirement
• List potential resources available to address each significant 

need individually
• Use Executive Summary of process, input, timeframe, and 

prioritized needs

32

Best Practices

• If no information gaps identified – so state
• If no public comment on previous CHNA – so state
• Document date of approval and initial web posting 

on CHNA report and IS
• Post the IS with the CHNA report
• Be sure a search for “community health needs 

assessment” on facility’s web site will find your 
CHNA report

• Review and update the IS as necessary
• Assign persons to monitor impact of IS actions
• Fix omissions and errors now

33
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Best Practices

• Internally document why an omission or error is 
considered to be minor and either inadvertent or 
due to reasonable cause

• Have the authorized body approve all corrections 
to the CHNA report and IS 

• Post corrected CHNA report and IS to the web
• Use an Executive Summary when CHNA report or 

IS are corrected/revised to describe changes
• Use CHNA for other purposes

34

CHNA Review:  Examples

35

CHNA Review:  Examples

36
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CHNA Review:  Examples
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CHNA Review:  Examples

Search: Community health needs assessment

Result: No results found

Focus Groups

Three focus groups were conducted in the zip code areas that were determined to use the hospital most often.

38

CHNA Review:  Examples

PRIORITIZATION PROCESS AND CRITERIA
This assessment considers secondary and primary data including health status and access 
indicators, demographic information, previous needs assessments, and interviews.  [HOSPITAL] 
applied a ranking methodology to help prioritize the community health needs identified by these 
data. [HOSPITAL] generated a list of every health issue identified by the assessment and assigned a 
severity score on a scale of 0 to 2, with “2” indicating that the problem was severe, as indicated, for 
example, by a prevalence that greatly exceeded State or U.S. averages.  The average severity score 
was calculated for each category of data (secondary data, interviews) in order to account for the 
number of sources that measured each health issue.  These averages were assigned a weight (55 
percent and 45 percent, respectively).  A final score was calculated by summing the weighted 
averages.

39
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CHNA Tips and Pointers

• Local health department needs assessments 
can and should be used in your assessment 
but generally don’t meet all CHNA 
requirements

• While CHNA report must identify potential 
resources available to address the 
community health needs, the hospital facility 
is not obligated to follow through with those 
resources in the Implementation Strategy

40

CHNA Tips and Pointers

• IRS form 990 schedule H requests 
whether the CHNA report describes:
– Demographics of the community

– Information gaps that limit the ability to assess 
the community’s health needs

• No mention of community demographics 
or information gaps in regulations

41

CHNA Tips and Pointers

• Document how all correcting principles 
were followed to correct failures (see 
handout for correcting principles)

• Minor omissions or errors are not 
considered failures and need not be 
disclosed, but must be corrected

• Extension to file Form 990 doesn’t extend 
deadline to pay penalty

42
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Contact Information

James Flynn, Partner

Bricker & Eckler LLP

614-227-8855

jflynn@bricker.com

Chris Kenney, Director of Regulatory Services

The Quality Management Consulting Group

614-227-4865

ckenney@qmcg.com
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510 – Community Health Needs Assessments – Requirements and Lessons Learned

Handout

CHNA Final Rules: December 31, 2014
What’s New?

Effective Date of Final Rules

• Effective for tax years beginning after December 29, 2015
• Before those tax years, “reasonable, good faith interpretation of statute”
• Deemed to be reasonable, good faith interpretation of statute if:

– Rely on December 31, 2014 final regulations
– Rely on June 26, 2012 or April 5, 2013 Proposed Regulations

Hospital Facilities and Organizations

• Multiple Buildings Under a Single Hospital License
– Multiple buildings operated by a hospital organization under a single license are

considered to be a single hospital
– If the buildings serve different geographic areas or populations, the community

served by the hospital facility is the aggregate of such areas or populations
• Could assess needs separately and document the assessments in separate

sections of the CHNA report and Implementation Strategy

• One Building Under Multiple State Licenses
– Separately licensed hospital facilities, even within the same system or

organization, must each satisfy CHNA requirement, but may take advantage of
joint CHNA option

– Separately licensed hospital facilities within the same building that define their
communities to be the same may conduct a joint CHNA and adopt a joint
Implementation Strategy

• Final regulations require the CHNA requirements to be met by all hospital organizations
that are (or seek to be) recognized as 501(c)(3) status, including those that are also
government hospital organizations

– Note that government hospital organizations that have previously been granted
501(c)(3) status but do not wish to comply with CHNA requirements may request
voluntary termination of their 501(c)(3) status
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– Note that government hospital organizations that are treated as 501(c)(3) and are
not required to file a Form 990 tax return for any reason must still meet 501(r)
requirements, including making the CHNA report widely available

• A hospital organization that “operates” a hospital facility
– Owns a capital or profits interest in an entity treated as a partnership for tax

purposes that operates the hospital facility
– Such interest could be owned directly or indirectly through one or more lower

subsidiary entities that are treated as partnerships
– Hospital organization that operates a hospital facility is not required to meet

CHNA requirements with respect to activities that are considered an unrelated
trade or business

• Substantially related entity
– An entity that is treated as a partnership for federal tax purposes in which a

hospital organization owns a capital or profits interest (or a disregarded entity of
which the hospital organization is the sole owner or member) and that provides, in
a hospital facility operated by the hospital organization, emergency or other
medically necessary care that is not an unrelated trade or business with respect to
the hospital organization

• What is considered to be the “Authorized Body” of the hospital facility
– The board of directors, board of trustees or equivalent controlling body
– Could be a committee or other party authorized by that governing body to the

extent such committee or other authorized party is permitted to act on behalf of
the governing body

– An individual or group of individuals may be authorized by the governing body to
act on its behalf

CHNA Report and Implementation Strategy

• Community served by the hospital facility
– IRS removed suggestion that a “community served” could include populations

outside of those in which its historical patient populations reside
– Hospital facilities may not exclude low-income or minority population living “in

the geographic areas from which the hospital facility draws its patients,”
regardless of whether or not those populations are historically receiving care from
the facility.

• Input from persons who represent the broad interests of the community served by the
hospital

– Identify names of organizations
– Summarize nature and extent of input
– Describe medically underserved, low-income, or minority populations represented
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– If input solicited but not obtained from a required source, describe efforts to
solicit input in CHNA report

– MAY include input from State Offices of Rural Health
– Solicitation and consideration of this input is required for each CHNA, even if the

CHNA builds upon previously-conducted CHNAs

• A hospital facility must take into account written comments received on the most recently
conducted CHNA report and Implementation Strategy

– No specific method for collection of written comments is required; only that it
occurs

– No requirement to respond to written comments
– Requirement only refers to the last CHNA conducted and completed; not to the

CHNA that is in process

• Potential examples of health needs that a hospital facility may consider broadened to
include not only the need to address financial and other barriers to care but also the need
to prevent illness, to ensure adequate nutrition, or to address social, behavioral, and
environmental factors that influence health in the community

• CHNA report must describe the process and criteria used in prioritizing the significant
health needs identified

– Hospital facility must take into account community input not only in identifying
significant health needs but also in prioritizing them as well as identifying
resources potentially available to address those health needs

• Documentation of a CHNA – A CHNA report adopted for the hospital facility by an
authorized body must include:

– An evaluation of the impact of any actions that were taken to address the
significant health needs identified in the previously-conducted CHNA.

– Identify potential resources (eliminating “measures”) available to address the
significant health needs including

• Programs, organizations, facilities, and the hospital facility itself

• CHNA report may describe data collected or created by others in conducting the
hospital’s CHNA and may simply cite the data sources rather than describe the methods
of collecting the data.

• If a government public health department has conducted a CHNA (or something
equivalent to it) for all or part of a hospital facility’s community, portions of the hospital
facility’s CHNA report may be substantively identical to those portions of the health
department’s CHNA

• A hospital facility that collaborates with a governmental public health department in
conducting its CHNA may adopt a joint CHNA report as long as the requirements
applicable to joint CHNA reports are met
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• A hospital facility need only make a paper copy of the CHNA report available for public
inspection upon request

• Collaborating hospital facilities preparing a joint CHNA do not have to make a joint
CHNA report widely available on the same day as all other collaborating hospitals

• Joint CHNA reports must contain all of the same information that separate CHNA reports
must contain

• The implementation strategy no longer needs to describe a plan to evaluate its impact
– However, the CHNA report must include an evaluation of the impact of any

actions that were taken on the immediately preceding CHNA

• An implementation strategy may describe interventions designed to prevent illness or to
address social, behavioral, and environmental factors that influence community health

• The implementation strategy may discuss health needs identified through other means in
addition to the needs identified in the CHNA report

• No longer required to complete implementation strategy and CHNA in the same tax year;
Now, an authorized body must adopt the implementation strategy to, “on or before the
15th day of the fifth month after the end of the taxable year in which the CHNA was
conducted” (i.e., the “4½ month rule”).

New and Closed Hospitals

• New hospital organizations must meet the CHNA requirements by the last day of the
second taxable year beginning after the later of the effective date of 501(c) (3) status or
the first date a facility was licensed

• New hospital facilities must meet the CHNA requirements by the last day of the second
taxable year beginning after the date the facility was licensed

• No CHNA is required in a taxable year if ownership of the hospital facility is transferred
or otherwise ceases operation during that same year

CHNA Failures

• A hospital facility’s omission of required information or error with respect to the
implementation or operational requirements will not be considered a failure to comply
with 501(r) if the following are satisfied:

– Such omission or error was minor and either inadvertent or due to reasonable
cause

– The hospital corrects such omission or error promptly after discovery
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– Such correction includes establishment (or review and revision) of practices and
procedures to facilitate overall compliance in the future

– Such a minor omission or error that is corrected will not give rise to an excise tax
(penalty)

• “Minor omissions or errors” defined as:
– Minor: For multiple omissions or errors, they are considered minor for purposes

of this standard only if they are minor in the aggregate
– Inadvertent: Fact that the same omission or error has been previously made and

corrected is a factor tending to show that is it not inadvertent
– Reasonable cause: Fact that a hospital facility has established practices or

procedures designed to facilitate compliance prior to the occurrence of an
omission or error is a factor tending to show that it is due to reasonable cause

• Excusing certain failures that are neither willful nor egregious and the hospital facility
corrects and makes disclosure

– Correction and disclosure of a failure is a factor tending to show that an error or
omission is not willful

– Final regulations under section 4959 provide that a hospital facility failing to meet
the CHNA requirements “will” (rather than “may”) be subject to an excise tax,
notwithstanding its correction and disclosure.
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CHNA Errors: How are they Determined, How to Correct, and What are the
Consequences

Final CHNA rules identify extensive requirements for a CHNA. Hospitals may experience minor
omissions and errors notwithstanding their good faith efforts to comply. Certain CHNA failures
may rise above minor and yet not be willful or egregious. The IRS has identified three
categories of CHNA errors and consequences associated with each type.

Minor CHNA omissions and errors

The IRS recognizes that minor omissions and errors may occur even in circumstances in which a
hospital has practices and procedures in place that are designed to facilitate overall compliance.
The IRS’ final rules provide that a hospital’s omission of required information from a policy or
report or error with respect to the implementation or operational requirements for CHNA will not
be considered a failure to meet a requirement if the omission or error was either inadvertent or
due to reasonable cause, and the hospital corrects such omission or error as promptly after
discovery as is reasonable.

 Minor: In the case of multiple omissions or errors, the omissions or errors are considered
minor only if they are minor in the aggregate.

 Inadvertent: The fact that the same omission or error has been made and corrected
previously is a factor tending to show that an omission or error is not inadvertent.

 Reasonable cause: The fact that a hospital has established practices or procedures
(formal and informal) reasonably designed to promote and facilitate overall compliance
with CHNA requirements prior to the occurrence of an omission or error is a factor
tending to show that the omission or error is due to reasonable cause.

Correction: The hospital must make the determination that the omission or error was minor and
either inadvertent or due to reasonable cause. The rationale for this determination should be
internally documented and made available to the IRS in the event of an examination. Hospitals
are not required to use the correction and disclosure procedures described in Notice 2014-3 for
this type of error. However, all corrections should be documented and reflected in an updated
CHNA Report or Implementation Strategy, as applicable. The correction must include the
establishment (or review and, if necessary, revision) of practices and procedures (formal or
informal) that are reasonably designed to promote and facilitate overall compliance with the
CHNA requirements. The correction should be adopted by an authorized body of the hospital,
and the updated CHNA Report should be made available on the hospital’s web site (or a link to
the updated CHNA Report should be provided on the hospital’s web site).

Disclosure: No reporting of these minor CHNA omissions and errors is necessary on the IRS
Form 990.
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Taxation: Since these omissions and errors are not considered to be failures to meet a CHNA
requirement, the hospital will not be assessed an excise tax if the omissions and errors are
corrected as promptly after discovery as is reasonable.

Omissions and errors that rise above minor but are neither willful nor egregious

A hospital’s prompt discovery and correction of omissions or errors is in the best interests of the
community. Requiring hospitals to report such omissions or errors and to disclose how such
omissions or errors were corrected achieves transparency. In turn, increased transparency will
permit hospitals concerned with community health needs to use this information to promote
adoption of practices and procedures that advance the goals of the CHNA requirements and
encourage promulgation of best practices. The IRS has determined that a hospital’s failure to
meet one or more of the requirements will be excused provided that: (1) the failure is neither
willful nor egregious; and (2) the hospital has begun correcting the failure and has disclosed the
failure before being contacted by the IRS concerning an examination. A hospital’s correction
and disclosure of a failure in accordance with the relevant guidance is a factor tending to show
that the failure was not willful.

 Willful failure: Includes a failure due to gross neglect.

 Egregious failure: Includes only very serious failures, taking into account the severity of
the impact and the number of affected persons.

Correction: Corrections must be made in accordance with the following principles (from Notice
2014-3):

 Restoration of affected persons. To the extent reasonably feasible, the correction should
be made with respect to each affected person and should restore the affected person(s) to
the position he or she would have been if the failure had not occurred, regardless of the
tax year in which the harm occurred.

 Reasonable and appropriate correction. The correction should be reasonable and
appropriate for the failure.

 Timing. The correction should be made as promptly after discovery as is reasonable.

 Implementation/modification of safeguards. The hospital should establish or update
practices and procedures as part of its correction to reduce the likelihood of such failures
from recurring and to assure prompt identification and correction of any such failures that
do occur.

Disclosure: A failure is deemed to have been disclosed if the hospital organization reports the
following information on Schedule H of its Form 990 for the tax year in which the failure is
discovered:
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 Description of the failure, including the type of failure, the hospital(s) where the failure
occurred, the date(s) of the failure, the number of occurrences, the number of persons
affected, and the dollar amounts involved, as applicable. In addition, the cause of the
failure and the practices and procedures (if any) that were in place prior to the occurrence
of the failure to detect or prevent the type of failure that occurred must be disclosed.

 A description of the discovery, including how it was made and the timing of discovery.

 A description of the correction made, including the method of correction, the date of
correction, and whether all persons were restored to the position they would have been if
the failure had not occurred and, if not, the reasons why.

 A description of the practices and procedures, if any, that were revised or newly
established to minimize the likelihood of the type of failure recurring and to promptly
identify and correct any such future failures that do occur, or an explanation of why no
changes in practices and procedures were needed.

Taxation: A hospital will be subject to a $50,000 excise tax for these failures. The $50,000
excise tax must be paid when the Form 990 is due, without regard to extensions of time to file
the return. A hospital must file Form 4720 with the excise tax by the 15th day of the fifth month
after the end of the taxable year during which the failure occurred. A facility is subject to a
$50,000 excise tax for each tax year in which it fails to satisfy the CHNA requirements.

Failures that are willful or egregious

Failures are considered willful or egregious if they are caused by gross negligence, reckless
disregard, or willful neglect. As contrasted with failures that are not willful or egregious, the
correction and disclosure of these types of failures does not create a presumption that the failure
was neither willful nor egregious. Instead, regardless of correction and disclosure, a hospital
runs the risk of having its § 501(c)(3) status revoked. When determining whether the failure
justifies revocation of a hospital’s § 501(c) (3) status, the IRS will consider the following:

1) Whether the organization has previously failed to meet the requirements and, if so,
whether the same type of failure previously occurred.

2) The size, scope, nature, and significance of the organization’s failure.

3) In the case of an organization that operates more than one hospital facility, the number,
size, and significance of the facilities that have failed to meet the requirements relative to
those facilities that have complied.

4) The reason for the failure.
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5) Whether the organization had, prior to the failure(s), established practices or procedures
(formal or informal) reasonably designed to promote and facilitate overall compliance
with the requirements.

6) Whether the practices or procedures had been routinely followed and the failure(s)
occurred through an oversight or mistake in applying them.

7) Whether the organization has implemented safeguards that are reasonably calculated to
prevent similar failures from occurring in the future.

8) Whether the organization corrected the failures(s) as promptly after discovery as is
reasonable given the nature of the failures(s).

9) Whether the organization took the measures in 7) and 8) above before the Commissioner
discovered the failure(s).

Correction and Disclosure: The correction and disclosure principles for failures that are
determined to be willful or egregious are the same as for those failures that rise above minor but
are neither willful nor egregious.

Taxation: Should the IRS determine that a failure was willful or egregious and revoke the
hospital’s § 501(c)(3) status, the income derived from the noncompliant hospital during that
taxable year will be subject to tax. If the tax exempt status is revoked, it will occur as of the first
day of the taxable year in which the failure occurs. The hospital-level tax imposed is reported on
Form 990-T.
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+ =[aR_! aUR! NZ\b[a! \S! aUR! \_TN[VgNaV\[h`! ONQ! QROa! Re]R[`R*! =e]YNV[! V[! FN_a! KA! aUR

ZRaU\Q\Y\Tf!b`RQ!Of!aUR!\_TN[VgNaV\[!a\!R`aVZNaR!aUV`!NZ\b[a!!!* * * * * * * * * +

, =[aR_! aUR! R`aVZNaRQ! NZ\b[a! \S! aUR! \_TN[VgNaV\[h`! ONQ! QROa! Re]R[`R! Naa_VObaNOYR! a\!

]NaVR[a`!RYVTVOYR!b[QR_!aUR!\_TN[VgNaV\[h`!SV[N[PVNY!N``V`aN[PR!]\YVPf*!=e]YNV[!V[!FN_a!KA!aUR

ZRaU\Q\Y\Tf!b`RQ!Of!aUR!\_TN[VgNaV\[!a\!R`aVZNaR!aUV`!NZ\b[a!N[Q!aUR!_NaV\[NYR(! VS!N[f(!

S\_!V[PYbQV[T!aUV`!]\_aV\[!\S!ONQ!QROa!N`!P\ZZb[Vaf!OR[RSVa*! * * * * * * * * * * ,

- F_\cVQR!V[!FN_a!KA!aUR!aRea!\S!aUR!S\\a[\aR!a\!aUR!\_TN[VgNaV\[h`!SV[N[PVNY!`aNaRZR[a`!aUNa!QR`P_VOR`!ONQ!QROa!

Re]R[`R!\_!aUR!]NTR![bZOR_!\[!dUVPU!aUV`!S\\a[\aR!V`!P\[aNV[RQ!V[!aUR!NaaNPURQ!SV[N[PVNY!`aNaRZR[a`*

ENL]RXW!5(!@NMRLJ[N
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\[!YV[R!1*!;URPX!aUR!O\e!aUNa!QR`P_VOR`!aUR!ZRaU\Q!b`RQ5
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IN\ AX

* LN`!aUR!U\`]VaNY!SNPVYVaf!SV_`a!YVPR[`RQ(!_RTV`aR_RQ(!\_!`VZVYN_Yf!_RP\T[VgRQ!Of!N!HaNaR!N`!N!U\`]VaNY!SNPVYVaf!V[!aUR

Pb__R[a!aNe!fRN_!\_!aUR!VZZRQVNaRYf!]_RPRQV[T!aNe!fRN_7*! * * * * * * * * * * * * * * * * * *
+! LN`!aUR!U\`]VaNY! SNPVYVaf!NP^bV_RQ!\_!]YNPRQ!V[a\!`R_cVPR!N`!N!aNe)ReRZ]a!U\`]VaNY! V[!aUR!Pb__R[a!aNe!fRN_!\_!

aUR!VZZRQVNaRYf!]_RPRQV[T!aNe!fRN_7!AS!iMR`(j!]_\cVQR!QRaNVY`!\S!aUR!NP^bV`VaV\[!V[!HRPaV\[!;!*! * * * * * +!
,! <b_V[T!aUR!aNe!fRN_!\_!RVaUR_!\S!aUR!ad\!VZZRQVNaRYf!]_RPRQV[T!aNe!fRN_`(!QVQ!aUR!U\`]VaNY!SNPVYVaf!P\[QbPa!N!

P\ZZb[Vaf!URNYaU![RRQ`!N``R``ZR[a!&;@D8'7!AS!iD\(j!`XV]!a\!YV[R!,-! * * * * * * * * * * * * * ,!

AS!iMR`(j!V[QVPNaR!dUNa!aUR!;@D8!_R]\_a!QR`P_VOR`!&PURPX!NYY!aUNa!N]]Yf'5!
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U\`]VaNY!SNPVYVaVR`!V[!HRPaV\[!; * * * * * * * * * * * * * * * * * * * * * * * * * * /J!
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J @\`]VaNY!SNPVYVaf%`!dRO`VaR!&YV`a!b_Y'5

K! EaUR_!dRO`VaR!&YV`a!b_Y'5

L CNQR!N!]N]R_!P\]f!NcNVYNOYR!S\_!]bOYVP!V[`]RPaV\[!dVaU\ba!PUN_TR!Na!aUR!U\`]VaNY!SNPVYVaf

M EaUR_!&QR`P_VOR!V[!HRPaV\[!;'!

1! <VQ! aUR!U\`]VaNY! SNPVYVaf! NQ\]a! N[! VZ]YRZR[aNaV\[!`a_NaRTf! a\! ZRRa! aUR! `VT[VSVPN[a! P\ZZb[Vaf!URNYaU![RRQ`!

VQR[aVSVRQ!aU_\bTU!Va`!Z\`a!_RPR[aYf!P\[QbPaRQ!;@D87!AS!iD\(j!`XV]!a\!YV[R!,, * * * * * * * * * * ! 1!

2! A[QVPNaR!aUR!aNe!fRN_!aUR!U\`]VaNY!SNPVYVaf!YN`a!NQ\]aRQ!N[!VZ]YRZR[aNaV\[!`a_NaRTf5!!-+

*) A`!aUR!U\`]VaNY!SNPVYVaf%`!Z\`a!_RPR[aYf!NQ\]aRQ!VZ]YRZR[aNaV\[!`a_NaRTf!]\`aRQ!\[!N!dRO`VaR7! $ $ $ $ $ *)

J AS!iMR`(j!&YV`a!b_Y'5
K! AS!iD\(j!V`!aUR!U\`]VaNY!SNPVYVaf%`!Z\`a!_RPR[aYf!NQ\]aRQ!VZ]YRZR[aNaV\[!`a_NaRTf!NaaNPURQ!a\!aUV`!_Rab_[7! $ $ *)K

** <R`P_VOR! V[! HRPaV\[! ;! U\d! aUR! U\`]VaNY! SNPVYVaf! V`! NQQ_R``V[T! aUR! `VT[VSVPN[a! [RRQ`! VQR[aVSVRQ! V[! Va`! Z\`a!

_RPR[aYf!P\[QbPaRQ!;@D8!N[Q!N[f!`bPU![RRQ`!aUNa!N_R![\a!ORV[T!NQQ_R``RQ!a\TRaUR_!dVaU!aUR!_RN`\[`!dUf

`bPU![RRQ`!N_R![\a!ORV[T!NQQ_R``RQ*

*+!J <VQ! aUR! \_TN[VgNaV\[! V[Pb_! N[! RePV`R! aNe! b[QR_! `RPaV\[! /404! S\_! aUR! U\`]VaNY! SNPVYVaf%`! SNVYb_R! a\! P\[QbPa! N!

;@D8!N`!_R^bV_RQ!Of!`RPaV\[!0+,&_'&.'7! $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ $ *+J

K! AS!iMR`j!a\!YV[R!,-N(!QVQ!aUR!\_TN[VgNaV\[!SVYR!>\_Z!/2-+!a\!_R]\_a!aUR!`RPaV\[!/404!RePV`R!aNe7! $ $ $ $ $ *+K

L AS!iMR`j!a\!YV[R!,-O(!dUNa! V`!aUR!a\aNY!NZ\b[a!\S!`RPaV\[!/404!RePV`R!aNe!aUR!\_TN[VgNaV\[!_R]\_aRQ!\[!>\_Z
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IN\ AX

<VQ!aUR!U\`]VaNY!SNPVYVaf!UNcR!V[!]YNPR!Qb_V[T!aUR!aNe!fRN_!N!d_VaaR[!SV[N[PVNY!N``V`aN[PR!]\YVPf!aUNa5

*, *,!

AS!iMR`(j!V[QVPNaR!aUR!RYVTVOVYVaf!P_VaR_VN!Re]YNV[RQ!V[!aUR!>8F5!

J >RQR_NY!]\cR_af!TbVQRYV[R`!&>F?'(!dVaU!>F?!SNZVYf!V[P\ZR!YVZVa!S\_!RYVTVOVYVaf!S\_!S_RR!PN_R!\S!

N[Q!>F?!SNZVYf!V[P\ZR!YVZVa!S\_!RYVTVOVYVaf!S\_!QV`P\b[aRQ!PN_R!\S
#

#

K! A[P\ZR!YRcRY!\aUR_!aUN[!>F?!&QR`P_VOR!V[!HRPaV\[!;'

L 8``Ra!YRcRY

M CRQVPNY!V[QVTR[Pf

N A[`b_N[PR!`aNab`

O J[QR_V[`b_N[PR!`aNab`

P GR`VQR[Pf

Q EaUR_!&QR`P_VOR!V[!HRPaV\[!;'

*- =e]YNV[RQ!aUR!ON`V`!S\_!PNYPbYNaV[T!NZ\b[a`!PUN_TRQ!a\!]NaVR[a`7! * * * * * * * * * * * * * * *-

*. =e]YNV[RQ!aUR!ZRaU\Q!S\_!N]]YfV[T!S\_!SV[N[PVNY!N``V`aN[PR7! * * * * * * * * * * * * * * * * *.
AS! iMR`(j! V[QVPNaR! U\d! aUR! U\`]VaNY! SNPVYVaf%`! >8F! \_! >8F! N]]YVPNaV\[! S\_Z! &V[PYbQV[T! NPP\Z]N[fV[T!

V[`a_bPaV\[`'!Re]YNV[RQ!aUR!ZRaU\Q!S\_!N]]YfV[T!S\_!SV[N[PVNY!N``V`aN[PR!&PURPX!NYY!aUNa!N]]Yf'5!

J <R`P_VORQ!aUR!V[S\_ZNaV\[!aUR!U\`]VaNY!SNPVYVaf!ZNf!_R^bV_R!N[!V[QVcVQbNY!a\!]_\cVQR!N`!]N_a!\S!UV`!\_!UR_!

N]]YVPNaV\[

K! <R`P_VORQ!aUR!`b]]\_aV[T!Q\PbZR[aNaV\[!aUR!U\`]VaNY!SNPVYVaf!ZNf!_R^bV_R!N[!V[QVcVQbNY!a\!`bOZVa!N`!]N_a!

\S!UV`!\_!UR_!N]]YVPNaV\[

L F_\cVQRQ!aUR!P\[aNPa!V[S\_ZNaV\[!\S!U\`]VaNY!SNPVYVaf!`aNSS!dU\!PN[!]_\cVQR!N[!V[QVcVQbNY!dVaU!V[S\_ZNaV\[

NO\ba!aUR!>8F!N[Q!>8F!N]]YVPNaV\[!]_\PR``

M F_\cVQRQ! aUR! P\[aNPa! V[S\_ZNaV\[! \S! [\[]_\SVa! \_TN[VgNaV\[`! \_! T\cR_[ZR[a! NTR[PVR`! aUNa! ZNf! OR

`\b_PR`!\S!N``V`aN[PR!dVaU!>8F!N]]YVPNaV\[`

N EaUR_!&QR`P_VOR!V[!HRPaV\[!;'

*/ A[PYbQRQ!ZRN`b_R`!a\!]bOYVPVgR!aUR!]\YVPf!dVaUV[!aUR!P\ZZb[Vaf!`R_cRQ!Of!aUR!U\`]VaNY!SNPVYVaf7 * * * * */

AS!iMR`(j!V[QVPNaR!U\d!aUR!U\`]VaNY!SNPVYVaf!]bOYVPVgRQ!aUR!]\YVPf!&PURPX!NYY!aUNa!N]]Yf'5!

J IUR!>8F!dN`!dVQRYf!NcNVYNOYR!\[!N!dRO`VaR!&YV`a!b_Y'5

K IUR!>8F!N]]YVPNaV\[!S\_Z!dN`!dVQRYf!NcNVYNOYR!\[!N!dRO`VaR!&YV`a!b_Y'5

L 8!]YNV[!YN[TbNTR!`bZZN_f!\S!aUR!>8F!dN`!dVQRYf!NcNVYNOYR!\[!N!dRO`VaR!&YV`a!b_Y'5

M IUR!>8F!dN`!NcNVYNOYR!b]\[!_R^bR`a!N[Q!dVaU\ba!PUN_TR!&V[!]bOYVP!Y\PNaV\[`!V[!aUR!U\`]VaNY!SNPVYVaf!N[Q!

Of!ZNVY'

N IUR! >8F! N]]YVPNaV\[! S\_Z! dN`! NcNVYNOYR! b]\[! _R^bR`a! N[Q! dVaU\ba! PUN_TR! &V[! ]bOYVP! Y\PNaV\[`! V[! aUR

U\`]VaNY!SNPVYVaf!N[Q!Of!ZNVY'

O 8! ]YNV[! YN[TbNTR! `bZZN_f! \S! aUR! >8F! dN`! NcNVYNOYR! b]\[! _R^bR`a! N[Q! dVaU\ba! PUN_TR! &V[! ]bOYVP

Y\PNaV\[`!V[!aUR!U\`]VaNY!SNPVYVaf!N[Q!Of!ZNVY'

P! D\aVPR!\S!NcNVYNOVYVaf!\S!aUR!>8F!dN`!P\[`]VPb\b`Yf!QV`]YNfRQ!aU_\bTU\ba!aUR!U\`]VaNY!SNPVYVaf

Q D\aVSVRQ!ZRZOR_`!\S!aUR!P\ZZb[Vaf!dU\!N_R!Z\`a!YVXRYf!a\!_R^bV_R!SV[N[PVNY!N``V`aN[PR!NO\ba!NcNVYNOVYVaf!

\S!aUR!>8F

R! EaUR_!&QR`P_VOR!V[!HRPaV\[!;'
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Dignity Health
Pasadena, California 
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Board’s Responsibility for 
Compliance Oversight

Upon completion of this session the participant will have an 
understanding of the Board’s responsibility in oversight of 
compliance programs, why the Board is responsible and 
will be provided suggestions on how to communicate the 
Board’s oversight responsibility.  This session will cover:

1. Corporate Governance Responsibilities of Board 
Members

2. Responsibilities of Review and Oversight of the 
Compliance Program

3. Strategic Approaches to Board Oversight

Board’s Responsibility for 
Compliance Oversight

Effective Compliance Programs 

• United States Federal Sentencing Guidelines

• Office of the Inspector General Compliance Program Guidance 
Documents
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Corporate Governance Responsibilities
General

Activities and affairs of a corporation shall be conducted and all 
corporate powers shall be exercised by or under the direction of the 
board of directors. 

Board may delegate the management of the activities of the 
corporation to any person or persons, management company, or 
committee however composed, provided that the activities and 
affairs of the corporation shall be managed and all corporate 
powers shall be exercised under the ultimate direction of the 
board. 

The oversight responsibilities of a director are personal - no director 
may vote by proxy.  California Corporations Code §5211(c)

Corporate Governance Responsibilities
General

Each director breached his/her fiduciary duty when board 
delegated investment function to corporate treasurer without 
any board oversight:

Total abdication of the supervisory role . . . is improper . . . . A director 
who fails to acquire the information necessary to supervise investment 
policy or consistently fails even to attend the meetings at which such 
policies are considered has violated his fiduciary duty to the corporation. 
While a director is, of course, permitted to rely upon the expertise of 
those to whom he has delegated investment responsibility, such 
reliance is a tool for interpreting the delegate’s reports, not an excuse 
for dispensing with or ignoring such reports. A director whose failure 
to supervise permits negligent mismanagement by others to go 
unchecked has committed an independent wrong against the 
corporation. Stern v. Lucy Webb Hayes National Training School for 
Deaconesses, 381 F. Supp 1003 (U.S. Dist. Ct. D.C. 1974).

Corporate Governance Responsibilities 
Duty of Care

Director shall perform his/her duties, including duties as a 
member of any committee of the board upon which the 
director may serve:

• In good faith;

• In a manner that director believes to be in the best interests of 
the corporation; and 

• With such care, including reasonable inquiry,  as  an ordinarily 
prudent person in a like position would use under similar 
circumstances.

The conscientious pursuit by directors of principles of best 
practices is the foremost approach to the duty of care and 
best prophylactic against director liability.
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Corporate Governance Responsibilities
Duty of Care

Use reasonable care in making organizational decisions. 

Exercise degree of skill and diligence that reasonably 
can be expected from someone of his/her knowledge and 
expertise. 

Attend meetings and diligently review materials
provided in advance of meetings and at meetings.

Corporate Governance Responsibilities
Duty of Care

Examine, understand and continually monitor:

• All governance documents, policies and any limitations 
on authority

• Corporate purposes and mission

• Organizational structure, activities and key 
management personnel

• Financial statements and reports

• Key laws that impact organizational activities

Corporate Governance Responsibilities 
Duty of Inquiry

Cannot be passive and must actively participate in decisions.
Must make reasonable inquiries regarding potential decisions.

• Healthy skepticism and questioning
• Asking for clarification regarding issues and impact of 

decisions
• What would an ordinarily prudent person ask or want to know 

under similar circumstances?
Reliance on others for information and answers:

• Reliable and competent officers and employees;
• Legal counsel, accountants and others with professional or 

expert competence; and
• Board committees as to matters within their designated 

authority.
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Corporate Governance Responsibilities 
Duty of Loyalty

Directors must set aside professional, business or 
personal interests when acting on behalf of corporation. 

• Self-Dealing Transactions

• Interlocking Director Transactions

• Intermediate Sanctions – Internal Revenue Code §4958

Corporate opportunity doctrine
• Cannot seize corporate opportunity for his/her own gain. 

• Present business opportunities to corporation before 
personal investment. 

Conflicts of Interest 

Duty of Confidentiality

Corporate Governance Responsibilities 
Duty of Oversight

Graham v. Allis Chalmers Manufacturing Co., 

188 A.2d 125 (Del. 1963)
Shareholders sued the board of directors for not stopping 
employees from violating the federal antitrust law.

Court acknowledged fiduciary duty to “monitor” corporate 
activities and identified 3 basic characteristics associated with duty:

• Duty arises from fiduciary responsibility to oversee management 
action.

• Duty is passive – only arises when “something occurs to put them 
on suspicion that something is wrong” and no duty to “install a 
system of corporate espionage to ferret out wrongdoing” (the “Red 
Flag Rule”).

• Duty only is to stop corporate actions that are illegal.

Corporate Governance Responsibilities 
Duty of Oversight

In re Caremark International Inc. Derivative Litigation, 
964 A.2d 106 (Del Ch. 1996)

Caremark International’s shareholders sued board of directors for 
breach of fiduciary duty for the failure to prevent payments made by 
employees in exchange for patient referrals in violation of the anti-
kickback law, which resulted in settlement payment of $250 million.

Directors cannot assume that the corporation is operating in 
compliance with the law; instead, it has an obligation to invest in 
monitoring systems that are suitable to identify legal violations. 
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Corporate Governance Responsibilities 
Duty of Oversight

In re Caremark International Inc. Derivative Litigation (cont.)

“But it is important that the board exercise a good faith judgment 
that the corporation's information and reporting system is in 
concept and design adequate to assure the board that 
appropriate information will come to its attention in a timely 
manner as a matter of ordinary operations, so that it may satisfy 
its responsibility.”

“And obviously too, no rationally designed information and reporting 
system will remove the possibility that the corporation will violate laws 
or regulations, or that senior officers or directors may nevertheless 
sometimes be misled or otherwise fail reasonably to detect acts 
material to the corporation's compliance with the law. “

Corporate Governance Responsibilities 
Duty of Oversight

In re Caremark International Inc. Derivative Litigation (cont.)

Based on the duty of care, to find liability:

• Board must have failed to provide reasonable oversight in a 
“sustained or systematic” fashion; and

• Information reporting system on which the board relied must 
have been an “utter failure”.

Any “rational board” would install an information reporting system to 
take advantage of the benefits offered to corporations under the 
federal organizational sentencing guidelines

• Lower fines on a corporation if determined that it had in place an 
“effective program to prevent and detect violations of law.”

Corporate Governance Responsibilities 
Duty of Oversight

Stone v. Ritter, 911 A.2d 362 (Del. 2006)

Derivative suit by shareholders of AmSouth Bancorporation against the 
board for allowing employees to violate reporting requirements under 
various banking and anti-money-laundering regulations.

Delaware Supreme Court reformulated Caremark standard as a two-
part test, where liability arises under the duty of good faith and 
stems from either:

• Utter failure to implement any reporting or information 
system or controls, or

• Having implemented such system or controls, consciously 
failing to monitor or oversee its operations.

Intent requirement - Imposition of liability requires a showing that the 
directors knew or should have known that they were not 
discharging their fiduciary obligations.
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Corporate Governance and 
Business Judgment Rule

Director may not be held liable for unfavorable 
outcomes or “bad decisions” when he/she acts in good 
faith and in the same manner as a reasonably prudent 
person. 

• Insulate from court intervention those management decisions 
which are made by directors in good faith in what the directors 
believe is the organization's best interest.

• Limit retroactive  judicial “second guessing” even if the directors 
were wrong and a court would have disagreed with the action.
Lee v. Interinsurance Exchange, 50 Cal. App.4th 694, 714 (1996).

• Gross negligence may be protected in certain instances. 

Director will not receive protection for any breach of 
his/her fiduciary duty when acting in bad faith or 
fraudulently. 
Desaigoudar v. Meyercord, 108 Cal. App. 4th 173, 188 (2003)

Responsibilities of Review and Oversight 
of the Compliance Program

As defined by Corporate Integrity Agreements

Review and Oversight of the Compliance Program Video 
Guidance from the OIG Chief Counsel

http://www.youtube.com/watch?v=fndbDclELds

Review and Oversight of Compliance 
Program

Based on the legal principles and resources as described, 
the Board:

• Has an affirmative duty to reasonably oversee implementation 
and operation of an effective program for organizational 
compliance with key federal and state laws.

• Must assure that the Compliance Program has effective systems 
in place to regularly report on the results of the Compliance 
Program’s work (including internal audit) to the Board of Directors 
(or a committee thereof).

• Is entitled to rely, in good faith, on officers and employees as 
well as corporate professional experts/advisors (when board 
believes confidence in experts is warranted) regarding  
compliance, Compliance Program and effectiveness of Compliance 
Program.
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Responsibilities of Review and Oversight 
of the Compliance Program

• Is not required to exercise “proactive vigilance” or to “ferret out” 
corporate wrongdoing absent a “red flag.”

• Has duty to make reasonable inquiry when “suspicions are aroused 
or should be aroused”— that is, when Board is presented with 
extraordinary facts or circumstances of a material nature (e.g., 
indications of financial improprieties, self-dealing, or fraud), or a major 
governmental investigation. 

• Is not expected to serve as the Compliance Department or 
Compliance Officer; rather, it is expected to oversee senior 
management’s operation of the Compliance Program. 

• Ought to be engaged in a reasonable amount of education to stay 
informed about the ever-changing regulatory and competitive 
environment.

Responsibilities of Review and Oversight 
of the Compliance Program

Key areas of oversight:

• Oversight and measurement of Compliance Program performance  
and effectiveness 

• Roles, reporting relationships and structure

• Identifying and prioritizing potential risk areas

• Prevention and controls

• Auditing and monitoring

• Enforcing compliance

Strategic Approaches to Board Oversight

Challenge of Limited Time and Many Demands for the 
Board’s Attention

Requires Strategic and Efficient Use of Board’s Sources, 
Resources, Time and Attention

• Various “Eyes & Ears”

• A System of Checks and Balances

Audit & Compliance Committee (includes Board members)
• Chair of Audit & Compliance Committee reports to the Board of 

Directors

• This report out should provide enough substance for the Board to 
meet its fiduciary responsibilities, especially the Duty of Oversight

• Committee minutes and materials are available to the Board
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Strategic Approaches to Board Oversight

General Counsel Report

Quarterly Report from the Chief Compliance Officer
• Unfettered, anytime access to the Chief Compliance Officer 

Internal Audit Reports

External Audit Reports
• Should include evaluating the compliance environment

Executive Sessions of the Board
• Fulfilling board duties may require discussion without Management

Board’s Responsibility for 
Compliance Oversight

We reviewed the Board’s responsibility in oversight of 
compliance programs, why the Board is responsible and 
provided suggestions on how to communicate the Board’s 
oversight through reviewing:

1. Corporate Governance Responsibilities of Board 
Members

2. Responsibilities of Review and Oversight of the 
Compliance Program

3. Strategic Approaches to Board Oversight
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Compliance Post Affordable Care Act: 
Even More Important?

HCCA 19th Annual Compliance Institute

Orlando, Florida

April 21, 2015

Bret S. Bissey, Senior Vice President, MediTract, Inc.

Sean McKenna, Partner, Haynes and Boone, LLP

Ken Zeko, Director, Navigant Consulting, Inc.

Outline of Presentation

I. Compliance Post ACA

II. Data Analytics

III. Insights to Corporate Integrity Agreements

IV. Mandatory Compliance

V. Realities of Enforcement
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ACA Compliance Mandate

Elements of Compliance Programs

Compliance ‐ Risk Management Focus
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Effectiveness, cont. 

Data Analytics:  
An Evolution

Data Analytics Post ACA
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New Investigative and Enforcement 
Strategies

The Fraud Prevention System

Fraud Prevention, cont’d.
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Next Generation Desktop

The Command Center

One Program Integrity
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New Investigative & Enforcement Strategies

How the Government Uses Data 
Analytics

Sample Provider Data Analysis
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Sample Provider Data Analysis

Sample Provider Data Analysis

Sample Provider Data Analysis
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Sample Provider Data Analysis

Sample Provider Data Analysis

Proactive use of Data Analytics
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Proactive use of Data Analytics

Proactive Use of Data Analytics

Proactive Use of Data Analytics
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CIA Insights and Experiences

• UMDNJ – one of nation’s Largest ($1.8 billion) free standing 
public health sciences university ‐ Senior VP Chief Ethics and 
Compliance Officer for 3 years

• Deborah Heart and Lung Center – CCO for 8 years

• Conducted required Board Education as consultant

• Conducted required Effectiveness Reviews as consultant

• Corporate Integrity Agreement (CIA) Implementation as 
consultant

University of Medicine and Dentistry of New 
Jersey
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UMDNJ Audit Committee ‐ CIA Responsibilities

Deborah Heart and Lung Center CIA
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Mandated Compliance ‐ Factors

Case Study: Multinational 
Financial Institution

• Large multinational financial institution

• In 2012, accused of hiding $250 billion in transactions 
involving Iran
– Settled money laundering charges for $340 million with 
New York Dept. of Financial Services

– Required to adopt internal controls and appoint a two‐year 
monitor

• In 2014, fined another $300 million for breach of 
compliance 
– Monitor term extended an additional two years

– Implement transaction monitoring system

– Required to cease certain operations until monitor approval

Case Study: International Supplier of 
Cosmetics

• World’s largest direct seller of cosmetics

• Allegedly violated FCPA by providing $8 million 
in illicit payments to Chinese officials

• Settled charges w/ DOJ and SEC for $67.6 and 
67.4 million respectively
– Must adopt rigorous internal controls

– Appoint independent monitor for 18 months 
followed by 18 months self‐reporting

– Deferred prosecution agreement
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Case Study: Domestic Banking 
Institution

• One of the largest banks in the United States

• Settled mortgage‐fraud related claims by DOJ, 
SEC, and six states for $9.65 billion cash and 
$7 billion in consumer relief
– Statement of facts acknowledging wrongdoing

– Independent monitor to ensure compliance with 
$7 billion consumer relief obligations

• Must comply by 8/31/2018 or pay liquidated damages

– $490 million in tax relief funds for certain 
consumers

Case Study: Foreign Bank

• Assisted U.S. clients in maintaining undeclared 
accounts overseas to hide assets for tax evasion 
purposes.
– Created sham loans backed by funds in clients’ 
accounts

• Fined $130 million by NYDFS
– Engage independent monitor for 1 year

– Admit to violations

– Terminate and ban certain employees (regional and 
branch manager, CCO)

Mandated Compliance ‐ Themes
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Mandated Compliance ‐ Trends

Mandated Compliance ‐ Problems

Problems, cont.
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Problems, cont.

Problems, cont.

Problems, cont.
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Compliance Effectiveness

Effectiveness, cont. 

Effectiveness, cont. 
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Effectiveness, cont. 

Realties of Enforcement Actions

Realities, cont.
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QUESTIONS

bbissey@tractmanager.com

Sean.McKenna@haynesboone.com

Ken.Zeko@navigant.com



3/17/2015

1

Ilah Naudasher – Kettering Health Network
Chris Bennington - INCompliance Consulting
Shannon DeBra – Bricker & Eckler LLP

 How we Got Here 
 Culture Clash
 Onboarding 
 Risk Assessment
 Billing Issues
 Legal Issues

2

 Hospitals/Health Systems rapidly buying physician 
practices
◦ Expand referral networks
◦ Reimbursement declines for some physician specialties –

looking for income stability
◦ Physician quality of life
◦ Cost of malpractice and adopting new technologies (EHRs)
◦ Improve quality of care
◦ Prepare for population health management
◦ Launching own managed care plans
◦ Drive/Capture hospital admissions, especially in 

specialties

3
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 Culture 
◦ From small, independent to corporate with formal 

policies/procedures
◦ Comprehensive compliance program
◦ Stark Law becomes more relevant
◦ Integration into existing systems – resistance to 

change
◦ Human Resources issues – benefits, retirement, 

seniority

5

 Notices of Change of Ownership
 CLIA
 Contracts – assignment/assumption?
 Incident to rule
 Going Provider-based?
 State-specific issues to consider

6
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 Staff – recruitment, retention, training
 Exclusion checking – Ensure your new 

employees are not excluded (OIG’s LEIE and GSA 
SAM List) before adding to payroll system

 Medical staff privileges
 IS/Billing system/EHR integration/roll-out
 Policies/Procedures/Training
 Notification to Payors, State agencies, etc.

7

 Conduct proactive claims audits specifically for 
practices in which a full acquisition is desired
◦ To identify any potential improper payments due to 

incorrect coding/billing
◦ Identify coding knowledge/needs prior to start date

 Obtain and verify proper licensure, etc. (change of 
address, change of ownership and discontinuing 
business forms are applicable in some States):
◦ Prescriptive Authority for midlevel providers
◦ State specific Board of Pharmacy for ‘dangerous drugs’
◦ Controlled Substance reporting-State specific 
◦ CLIA
◦ Radiology
◦ OIG and State Medicaid exclusions

8

 Physician and office staff orientation.  
◦ Use this time to orient yourself and your compliance 

program to the new physicians and their staff.  Topics 
in your orientation should be informative and 
educational such as:
 How to report a compliance concern
 New patient E/M coding
 1:1 coding education
 Audit plans
 Licensure requirements

9
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 All providers should be audited within 90-120 days 
of onboarding to your network.  

 All audit results should be shared with the provider
 Re-audits should be conducted if high error rate or 

trends are identified
 Every audit should include a training/education 

element
◦ 1:1 E/M coding education by a certified coder to 

the physician

10

 Patient Name, Record Number, Dates of Service
 CPT Codes Billed
 Global Surgical Period
 E/M Level Correct?
 E/M level suggested based on documentation
 E/M comments
 Procedure codes correct?
 Modifiers correct?
 Place of Service correct?
 Billed? Paid or denied?
 Compliant? Comments?
 Practice Agrees? Practice Comments?

11

 Key to identifying risks and issues internally
 Provides an outlet for leadership and 

employees to provide, in confidence 
compliance risks affecting the organization

 Findings should used to determine audit 
plans, education, etc. for upcoming year

 Risk assessments should be conducted 
routinely, this shouldn’t be a ‘one and done’ 
type of project

 Ensure all newly acquired practices are added 
to your risk assessment

12



3/17/2015

5

 Risk assessments can be used to help identify 
changes needed to the entire compliance 
program or portions of the program

 Trend and score responses by determining 
factors such as likeliness to occur, 
consequence if occurred, etc.
◦ Can be done via 1:1 interviews
◦ Electronically (and anonymously, such as using survey 

monkey)

13

 Are you familiar with the policies, federal and state 
regulations that specifically affect your department or area?  
If not, why not?

 Do you feel that there are adequate controls to ensure your 
department’s compliance with those policies and federal 
regulations that affect you? 

 In your opinion, what are the 3 greatest risks to the entire 
organization?

 Can you recommend controls that would alleviate those 
risks?

 Are there mechanisms in place to evaluate the quality of each 
contracted service and to ensure it is provided safely and as 
expected?

 Are there processes in place to properly screen medical staff 
members and to assure services are provided appropriately?

14

 Are there adequate processes in place to identify 
improper payments? 

 When overpayments are identified, are overpayments 
promptly reported and repaid?

 Do you have any concerns regarding auditing and/or 
reporting of financial information, such as the cost 
report?

 What information security and privacy (HIPAA) 
challenges do you think the facility has now or will 
have in the future?

 Do employees receive adequate and timely 
compliance education and/or training?

15
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 Are employees, including physicians, aware of the 
conflict of interest policy?

 Do you have any concerns regarding the governance 
and/or leadership at the facility?

 Do you have any concerns about ethical issues or 
compliance related practices?

 Do you have any risks/concerns with the EMR?
 Do you feel employees are challenged to always do 

the right thing?
 Do you feel that there might be retaliation by 

supervisors or managers for reporting suspected 
wrongdoing internally?

16

 Provider-Based
◦ If the newly acquired practice will now be treated as 

provider (hospital) based - Must meet all requirements of 
42 CFR 413.65, including:
 Physicians working in the hospital-based space must have 

privileges at main hospital
 Medical records must be integrated with main provider
 Financial integration – costs appear on hospital cost report
 Public awareness – must be held out as part of hospital, not a 

physician office – patients must know
 Additional requirements if off-campus (see 42 CFR 413.65(e)
 Must treat all Medicare patients as hospital outpatients for 

billing purposes even if they have another insurer that doesn’t 
treat clinic visits as a hospital service

17

 Site of Service – Make sure the physicians are billing 
the correct site of service
◦ If hospital-based, physicians must bill site of service code 22 

(outpatient hospital), not 11 (office)
 Coding – Make sure physician coding is compliant 

with payor guidelines (audit?)
 Any pending audits by government or commercial 

payors?
 Examine physician documentation to ensure 

documentation matches codes billed 
 Teaching Physicians? Make sure they know how to 

document and what is required to bill

18
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 Incident-to Billing
◦ Allows for non-physician practitioner to be reimbursed at 

100% of physician fee schedule instead of 85%
◦ Must be integral part of physician’s services
◦ Physician must have initially provided health care services 

to the patient to initiate an ongoing course of treatment
◦ Direct supervision – require that physician be immediately 

available (in same office suite)
◦ Change in chief complaint or problem requires physician to 

see the patient again or NPP cannot bill incident-to
 NO INCIDENT-TO BILLING IN HOSPITAL SETTING 

(INCLUDES PROVIDER-BASED CLINICS)
 Split/shared care may be used if criteria is met in a hospital 

department

19

 Billing for services incident to can only be 
used when the following criteria are met:
◦D: Direct Supervision
◦O: Office setting (POS 11)-cannot be used 

in a hospital outpatient department 
◦N: No new patient, no new 

conditions or symptoms
◦ E: Established patients, with established 

plans of care from the physician ONLY

20

 Physician supervision if hospital-based clinic now
Diagnostic Services 
• Check the required level of supervision for the test 
• Medicare Physician Fee Schedule (PFS) Relative Value File 
• Direct Supervision: Physician must be present on the same 

campus and immediately available to furnish assistance and 
direction throughout the performance of the procedure

• The supervisory physician must have, within State scope of 
practice and hospital-granted privileges, the knowledge, skills, 
ability, and privileges to perform the service or procedure (more 
than just emergency response). 

• Supervising physician should know on duty
• Can be in a physician office or other nonhospital space that is not 

officially part of the hospital campus where the services are being 
furnished as long as he or she remains immediately available

21
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 Physician supervision if hospital-based clinic now
Therapeutic Services 

 Services and supplies (including the use of hospital facilities and 
drugs and biologicals that cannot be self-administered) which 
are not diagnostic services, are furnished to outpatients incident 
to the services of physicians and practitioners and which aid 
them in the treatment of patients. These services include clinic 
services, emergency room services, and observation services. 

 Unless indicated otherwise, CMS requires direct supervision by 
an appropriate physician or NPP

 Direct Supervision: Physician must be present on the same 
campus and immediately available to furnish assistance and 
direction throughout the performance of the procedure
◦ Can be in a physician office or other nonhospital space that is not 

officially part of the hospital campus where the services are being 
furnished as long as he or she remains immediately available

◦ Supervising physician should know he/she is on duty as supervisor

22

 Supervision Requirements
◦ Is supervision of non-physician staff required, 

and if so, what level of supervision is necessary?
◦ Medicare Claims Processing Manual
 Vaccines – Pneumonia/flu (no supervision 

requirement; Secs. 10.1.1 and 10.1.2) vs. Hepatitis 
(supervision required; Sec. 10.2.5)

 Injections – Payment for Codes for Chemotherapy 
Administration and Non-Chemotherapy Injections 
and Infusions – Supervision required (Sec. 30.5)

23

 Coding new vs. established patient E/M codes
◦ If in the same specialty/sub-specialty and same Tax 

ID# and patient has been seen within the past 3 
years, you cannot code a new patient E/M code
◦ Create edits to assure these are caught, in large 

networks, it is hard to identify who has been seen 
by other physicians, and could create an 
overpayment

24
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 Incident to and State-specific physician 
supervision requirements are not 
synonymous-be careful not to interchange 
these requirements

 Be sure to understand State requirements 
regarding prescriptive authority before billing 
services provided by mid-levels

25

 It is important to determine while onboarding if 
the physician intends to be a teaching physician-
additional education regarding teaching 
physician requirements would then be necessary
◦ Training for the residents is necessary as well

 Some State regulations are more strict than CMS 
in terms of teaching physician requirements-e.g.,  
Ohio requires for billing the teaching physician to 
be physically present for the medical decision 
making

 Due to recent settlements across the country, 
auditing teaching physician documentation is 
imperative

26

 If there is no documentation of the 
teaching physician’s physical 
presence, the only documentation 
that can count towards the E/M 
code is from the teaching 
physician

 Train/educate the residents as 
well as the teaching physicians on 
the documentation/coding/billing 
requirements

 Use EMR templates to help guide 
providers to document physical 
presence

27
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 Patient Name/Acct Number, DOS, Payer, CPT 
Code Billed

 Resident Name
 GC Modifier Present on Claim?
◦ GC = Service has been performed in part by a Resident 

under the direction of a teaching physician
 Is Resident listed as servicing provider?
 Approved signature of resident?
 Documentation to prove teaching physician was 

present during critical portions of visit?

28

 Did resident document which portions of visit 
teaching physician was present?

 Did teaching physician document which 
portions of resident’s visit she was present for?

 Approved signature of physician?
 Does documentation support billing under 

teaching physician?
 Is E/M level correct based solely on physician’s 

documentation?
 Is the place of service correct?

29

 HIPAA – Privacy and Security 
 Records – Retention / EMR Issues
 Prescription Drugs – ensuring practices comply 

with state and federal laws
 Teaching Physicians – Supervision compliance
 Stark Law/Anti-Kickback - Fair market value –

purchase price, employment compensation
 Exclusion – physicians and staff

30
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 Organized Health Care Arrangement
 Essential Documents
◦ Notice of Privacy Practices
◦ Policies and Procedures
◦ Business Associate Agreements
◦ Authorizations and Other Forms

 Implementation of Policies and Procedures
◦ Individual Rights Documentation
◦ Notice of Privacy Practices
◦ Breach Log
◦ Business Associate Agreements
◦ Training

32

 Walkthroughs
 Training
 Mobile Device 

Review
 EMR Review (Same 

name, high profile)
 Document Review
 “Secret Shoppers”

33
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 Looking Forward: Compliance with System’s 
retention policy and applicable laws

 Looking Back: Dealing with records created 
pre-acquisition
◦ Where maintained?
◦ How long maintained?
◦ Archive or move to “live” EHR?
◦ Need access to records for 

malpractice cases

34

35

 Make sure provider is appropriately trained 
on EMR before they open/start their practice

 More documentation does not equal better 
documentation

 Often times templates are not set up as the 
provider thought or wanted-which may lead 
to documentation issues

 Educate on appropriate use of 
copy/paste/cloning functionality within the 
EMR

36
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 It is imperative to understand your State 
specific regulations of prescription drugs
◦ Some States require increased licensure and 

regulatory requirements once a practice is no 
longer considered a ‘solo practitioner’

 Provide proactive auditing of prescription 
drugs in practices, including samples, drugs 
administered, etc.

 Audits are conducted to assure proper 
security, access to drugs by licensed 
professionals, inventory and recordkeeping of 
prescription drugs.

 340B compliance if the newly acquired 
practices will be hospital-based and your 
hospital participates in 340B program 

37

 If the practice has samples or administers 
medications, do they have their State license (Ohio-
TDDD) signed and readily retrievable?

 Does the practice have the proper category of license?
 Is the practice conducting a controlled substance 

inventory as required by State law (even if zero)?
 Are physicians registered with the State’s prescription 

drug reporting system to prevent drug-seeking 
behavior?

 Are physicians reporting personally furnished 
controlled substances as required by law??

 Are physicians personally furnishing controlled 
substances? 

38

 Are prescription pads stored in a secure location?
 Is EMR prescription paper stored in a secure 

location?
 Are hypodermics, needles, and syringes, etc. 

stored in a secure location?
 Are sharps containers and used sharps secure?
 Is the medication storage area secure except 

when there is a licensed professional present 
(including Oxygen)?

 Is the medication refrigerator in a secure location?

39
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 Does the medication refrigerator have a 
thermometer?

 Is there a temperature log kept for the medication 
refrigerator and freezer?

 Is there a process for verifying temperature of the 
medication refrigerator and freezer at night, on the 
weekends, and on holidays?

 Samples:  Is there a separate sheet in the inventory 
log for each medication and dosage (for meds being 
audited)?

 Samples:  Are there inventory logs on file for 7 years?
 Samples:  Does the actual medication inventory match 

the log (for meds being audited)?

40

 Samples:  Are the inventory logs and patient records 
Positive ID compliant (prescriber signature along with 
explanation of samples given)?

 Other Meds:  Is there a separate sheet in the 
inventory log for each medication and dosage (for 
meds being audited, including Oxygen)?

 Other Meds:  Are there inventory logs on file for 7 
years?

 Other Meds:  Does the actual medication inventory 
match the log (for meds being audited)?

 Other Meds:  Are the inventory logs and patient 
records Positive ID compliant (prescriber signature 
along with explanation of medications given)?

41

 Does the practice have a process that they are following 
for tracking the Beyond Use Date (BUD) when multi dose 
vials (MDVs) are opened?

 Is the current inventory of all opened MDVs within the 28-
day timeframe?

 Is the current inventory of all opened immunizations 
within their expiration date or manufacturer 
recommended date?

 Samples:  Are expired medications segregated from other 
medications?

 Other Meds:  Are expired medications segregated from 
other medications?

 Does the practice have a process to dispose of waste or 
expired meds that includes rendering the drug useless or 
disposing to an approved wholesaler or charity?

42
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The Stark Law
‣ Stark Law – Regulates hospital relationships with 

referring physicians
a. Purpose – to ensure that physician decision-

making isn’t skewed by the financial 
relationships the physicians have

b. Requires every financial relationship (interpreted 
VERY broadly) to fit within an exception or else 
the physician cannot refer patients to the 
hospital, and the hospital may not bill Medicare 
for the services provided to patients referred by 
the physician.

1. Purchase of practice
2. Employment of physician

43

The Stark Law
‣ Stark Law – Regulates hospital relationships with 

referring physicians (cont’d)
c. Strict liability law – meaning no intent required.  

This law requires perfection.  
d. There are several possible relevant exceptions. 

1. Isolated Transactions
2. Bona Fide Employment Arrangement
3. Group Practice 
4. Fair Market Value

e. Penalty – Hospital must refund all Medicare 
payments; also subject to fines, exclusion, treble 
damages if included as basis for False Claims Act 
liability

44

The Anti-Kickback Statute
‣ Anti-Kickback Statute – Regulates relationships 

with referral sources (any referral source, not just 
physicians)
a. Purpose: To protect patients from medical decision-

making skewed by financial considerations
b. Applies to relationships with all referral sources and to all 

individuals and entities you make referrals to
c. Criminal and Civil Penalties
d. Requires intent to induce or reward referrals of federal 

health care business
e. If one purpose of an arrangement is to induce or 

reward referrals, the arrangement is tainted.

45
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 Purchase of Physician Practice
◦ Concern: Remuneration paid for physician practice 

is intended to induce referrals to the hospital 
acquiring the practice
◦ Important to establish FMV of consideration paid 

for the practice stock/assets. 
◦ Important to document the intent behind the 

acquisition of the practice.
◦ Repurchase provisions
◦ OIG cautions against paying for anything more 

than hard assets – could be viewed as payment for 
referral stream
 Goodwill, noncompetes, value of ongoing business unit, 

patient lists, patient records

46

 Concern: FMV of purchase price of practice
 Stark Exception: Isolated Transaction
◦ Must be in writing (signed by parties)
◦ No other transaction for 6 months (unless fit in 

another exception, and except certain post closing 
adjustments)
◦ FMV; Not related to volume or value of referrals
◦ Must be commercially reasonable
◦ Installment Payments
 Aggregate payment must be set before first 

payment is made (some post-closing 
adjustments OK); not take into account volume or 
value of referrals

47

 Concern: FMV of purchase price of practice
 AKS Safe Harbor: Sale of Practice
◦ Most acquisitions won’t fit
◦ Date from agreement to closing is not more than 3 

years
◦ Seller will not be in a professional position to make 

referrals post-closing
◦ Practice must be in a HPSA for that specialty
◦ Purchaser must engage in recruitment activities that: 

(i) may reasonably be expected to result in recruitment 
of new practitioner to take over the acquired practice 
within one year; and (ii) will satisfy the conditions of 
the practitioner recruitment safe harbor

48
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 Concern: FMV of Employment 
Compensation

 Concern: Payments With No Contract – Look 
for payments from DHS entities and identify 
written agreements

 Concern: Real Estate Leases – Space owned 
by now-employed physician  Lease must fit 
into Rental of Office Space exception if 
hospital now considered tenant and 
physician is landlord – must be FMV rent

49

 FMV – Get a valuation from independent 
appraiser for purchase of practice

 FMV – Get appraisal or use survey data to set 
employment compensation post-acquisition
◦ Have a provision to adjust income if post-

acquisition productivity not same as what was 
represented – ensure your compensation 
methodology really is FMV as applied

 Due Diligence 

50

 OIG and State specific Medicaid exclusion 
checking should be conducted during the 
new provider onboarding process and 
monthly thereafter

 Develop an internal policy on exclusions and 
communicate the policy and regulatory 
requirements to physicians and office staff
◦ All employees and physicians should be educated 

and informed on exclusions
◦ Medical staff credentialing should also be validating 

exclusions during credentialing and re-
credentialing

51
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 Communicate upfront with the new provider what 
to expect, i.e. audits, exclusions, etc.

 Collaborate with physician leadership to keep up 
to date with issues, audit findings, trends, etc.

 Always obtain the provider’s insight on audit 
findings
◦ Be empathetic-but firm!

 Change takes time, often times compliance is 
‘new’ to providers, especially those coming from 
a solo/small practice

 Communicate to the providers and staff that you 
are here to help, it is better if you find errors vs. 
the government! 

 Create a culture of compliance first!

52
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Wall Street Journal, 
November 12, 2012

Thomas Burton, November 2012
“More intensive services were done 
than actually performed”

“Patients could not benefit from it”

“Cutting fraud” Obama
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OIG Report:
Claims in 2009

20.30%

2.50%

2.10%
75.10%

Billing Errors
Issues found with skilled-nursing 
facilities’ Medicare claims, based on 
an outside review of 2009 data

Properly billed

Billed for a more 
expensive treatment 
than was provided

Billed for a less 
expensive treatment 
than was provided

Billed for a condition 
not covered by 
Medicare

Source:  Department of Health and Human Services 
Office of Inspector General
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Critical changes have occurred with the 
False Claims Act

Most noteworthy change; Leaders be 
advised!

Revision of the "intent" to submit an 
incorrect claim

Harmony Healthcare International, Inc.

Compliance Programs
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Providers have only 120 days to correct MDS 
errors and submit a billing adjustment for 
Medicare Part A claims

Late identification of billing errors yields mandatory 
self disclosure within 60 days of overpayment 
identification

It is a felony not to return the payment

The civil penalty for the aforementioned is $5,500 
to $11,500 per false claim along with three 
times the amount of damages which the 
government sustained

Harmony Healthcare International, Inc.

Compliance Programs
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Seven Elements of Compliance

Policies and Procedures

Reporting and Investigating

Education and Training

Prevention and Response

Auditing and Monitoring

Responsibility/Oversight of Compliance Officer/Committee 

Enforcement, Discipline and Incentives

Copyright © 2015 All Rights Reserved Harmony Healthcare International, Inc. 7

P-R-E-P-A-R-E

High Risk Areas

Quality of Care

Resident Rights

Billing & Claims Submission

Employee Screening

Kickbacks, Inducements and Self-Referrals

Cost Reporting

HIPAA Privacy and Security

Record Creation and Retention

Anti-Supplementation

Copyright © 2015 All Rights Reserved Harmony Healthcare International, Inc. 8

Risk Assessment

Determine risk areas

Prioritize on severity, likelihood and impact

Ongoing assessment

Best Practice

Changes in Policy

Medicare

MDS

Therapy

Copyright © 2015 All Rights Reserved Harmony Healthcare International, Inc. 9
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Comparative Data-FY2013

Target Area
20th 

Percentile
50th 

Percentile
80th 

Percentile

Therapy RUG Days 85.5% 93.2% 97.3%

Ultra High RUG Days 28.1% 53.9% 73.1%

Therapy High ADL Days 20.0% 32.9% 48.1%

Non‐Therapy High ADL Days 11.5% 23.4% 42.2

90+ Day Episode of Care 7.5% 14.1% 25.9%

Change of Therapy Assessments 7.0% 12.7% 19.0%
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HHI Analysis 

FY 2013 PEPPER ANALYSIS

Harmony Healthcare International (HHI)
430 Boston Street, Suite 104, Topsfield, MA 01983

MAC:  NHIC

Percentile Ranking

Target Areas Target Count Percent National 
Jurisdiction 

(MAC) State

Therapy High ADL Days 2,730 51.6% 85.30 82.70 83.10
Non-Therapy High ADL Days 528 26.7% 58.30 46.10 40.00
Change of Therapy Assessments 60 6.9% 19.90 34.00 40.00
Ultra High RUG Days 3,097 58.5% 64.60 71.40 69.30
Therapy RUG Days 5,292 72.8% 8.80 13.70 15.00
90+ Day Episode of Care 19 9.0% 25.90 36.90 32.90

≥ 80th Percentile
≤ 20th Percentile
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Questions/Answers

Harmony Healthcare International

(978) 887 ‐ 8919

www.Harmony‐Healthcare.com

Connect with Us!

@KrisMastrangelo
@Harmonyhlthcare

facebook.com/HarmonyHealthcareInternational

H         linkedin.com/company/harmony-healthcare
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F E L I C I A  E .  H E I M E R

S E N I O R  C O U N S E L ,  O F F I C E  O F  I N S P E C T O R  G E N E R A L

U . S .  D E P A R T M E N T  O F  H E A L T H  A N D  H U M A N  S E R V I C E S

SNF Compliance Programs:
The Role of Quality of Care Corporate 

Integrity Agreements

What is a Quality of Care CIA?

 Agreement to establish and maintain a compliance 
program

 Standard requirements in all CIAs include:
 Compliance Officer and Committee
 Board of Directors obligations
 Written standards and policies
 Training program
 Independent Review Organization
 Disclosure Program
 Screening for Ineligible Persons
 Reporting 
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What is a Quality of Care CIA?

 Tailored Provisions for Quality of Care CIAs
 Expanded elements to include quality assurance and 

improvement

 Quality of Care Dashboard

 Internal Quality of Care Review Program

 Independent Monitor

 Novel Provisions in Recent CIAs

 Providers should review Quality of Care CIAs for new 
provisions and consider implementing them within their 
organizations

When Does OIG Negotiate Quality of Care CIAs?

 Release of exclusion authority under section 
1128(b)(6)(B) of the Social Security Act

 Fraud cases involving quality of care
o Systemic care failures

 Central to the Decision - Best Interests of Beneficiaries

 Examples of provider types
o Nursing homes

o Hospitals

o Behavioral health providers

o Dental providers

Independent Monitor - OIG Perspective

 What is an Independent Monitor?
 Assesses provider’s internal quality assurance and 

improvement systems

 Resource, not adversary

 Focuses on process and systems

 Broad Authority

 Not a survey



Harmony Healthcare International, Inc.

Copyright © 2014 All Rights Reserved
7

How Does OIG Monitor Quality of Care CIAs?

 CIA signals change in relationship with OIG

 OIG attorney assigned to monitor CIA and provider

 Key elements must be established and implemented 
within 60 to 120 days

 Close communication with Independent Monitor

 Implementation and Annual Report submissions

 Review of Reportable Events

 Site visits

 Continual assessment of improvement

Fundamental Inquiries

 Is the provider committed to setting up and maintaining an 
effective compliance program?

 Is the Compliance Officer qualified to oversee the program?

 Does the Compliance Officer have sufficient standing and 
resources to maintain an effective compliance program?

 Is the provider receptive and responsive to the Independent 
Monitor?

 Is the provider capable of implementing the Independent 
Monitor’s recommendations?

David R. Zimmerman, Ph. D.
University of Wisconsin – Madison

Long Term Care Institute

Monitoring and Quality Improvement: 
Experiences and Insights at the 

Bedside and the Boardroom
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Agenda

 Review of OIG Monitoring Experience

 Some Insights Gained from the Experience

 Integrating Internal Quality Improvement (IQI) 
and External Quality Assurance (EQA) 

CIA Monitoring Experience

 Monitor for 24 corporate CIA’s
– 6 national corporations 

 More than 2300 nursing home visits in 
monitoring and research roles

 Attended > 100 regional QA meetings

 ~ 30 corporate level QA meetings

 ~ 20 board or board committee meetings  

Independent Monitor

 Assesses effectiveness of Internal System for Quality 
Assurance and Improvement

 Adequacy of Infrastructure, Policies and Procedures, 
Training, and Internal Monitoring
– At all levels of the organization

 Quality of Care  is one of the measures of system 
effectiveness
– But not the only one

 The focus is also on the internal quality assurance and 
improvement system in the corporation
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Internal Systems Perspective

Ability of the system to:

 Identify problems

 Determine scope and system-wide improvement 
opportunities

 Create effective corrective plans and disseminate 
through system

 Execute the corrective plans

 Evaluate whether the above elements are adequate

 Are the systems proactive  or only reactive?

Facility Visit Protocols
 Review Specific Care areas

– Roughly coincide with regulatory areas

– Not just clinical; look at quality of life culture 
 example: resident-staff interaction

 Person-centered care

 Also review general “systems” and processes
– Eg:  QI/PI, training, staffing, communication

 Also look at “super-systems”:
– Decision/admissions policies and systems

– Change in resident condition, and response

Emphasis in Facility Visits

 Focus is on  real-time sharing of  information and 
findings with facility/corporate staff

 Interaction with facility /corporate staff is constant 
throughout the visit 

 Summary meeting held to discuss findings; 
– The contents of  the  summary meeting  should  never 

be a surprise. Both monitor and corporate staff involved

– Focus of the meeting is also on the internal systems of 
the facility and corporation
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How do we measure performance?

 Structure
 Process
 Outcome

Measuring Performance:
Outcomes

 Survey results

 Resident-based QIs

 Hotline complaints

 “Events”

 Customer and staff satisfaction

 Staffing

Comparison of Health Deficiency Index 
July 2002 vs April 2006

Monitored Corporations vs Non- Monitored Corporations vs All Other Facilities
(excluding divested facilities)
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Comparison of Percent Severe Deficiencies 
July 2002 vs April 2006

Monitored Corporations vs Non- Monitored Corporations vs All Other Facilities
(excluding divested facilities)
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As of December 2010

 Four national corporations monitored by 
LTCI:

 Ranked second, third, fourth, and sixth best 
of the 12 comparison corporations on 
average rank of deficiency measures

 Had more than twice as many QI/QMs that 
ranked in the best three corporations, 
compared to the worst three corporations

As of September 2013

 Four national corporations monitored by 
LTCI:

 Ranked second, third, fourth, and eighth 
best of the 12 comparison corporations on 
average rank of deficiency measures

Lessons learned

 Focus on internal quality systems is very 
difficult to achieve and maintain
– Facilities and corporations are hard-coded to 

focus on external QA (survey) process

 This emphasis is especially difficult to 
achieve in smaller, regional corporations

 But it is critical to the success of monitoring
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Lessons learned

 In the long run, systems are more important 
than leaders
– Because systems survive leaders

 Validation is the single most important 
principle in internal quality improvement
– And the most difficult to achieve

Integrating IQI and EQA:
Is the Time Right?

 Increasing Interest in IQI
 QAPI , Advancing Excellence, 

 State  initiatives (WCRC)  www.wcrc.chsra.wisc.edu

 Continuing  Challenges in the Survey Process
– Both Industry and Consumer Advocates continue 

to stress inadequacy of the survey process

– Budget woes:  and things unlikely to get better

 New Influences: Pay for Performance and 
Participation in Care Networks

Prospects for change in the 
QI/QA environment

 More interest in and acceptance of IQI

 Problems in the survey process
– One size fits all is being questioned

– Problems addressing both ends of the 
distribution

– High cost of the survey process

 What to do about Assisted Living
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WCCEAL

 Wisconsin Coalition for Collaborative Excellence 
in Assisted Living

 Set up as a combined internal quality 
improvement/external quality assurance system

 Assisted living providers work through their 
associations to develop a certified QI program

WCCEAL

 Facilities submit data to a central repository 
and receive reports back 

 Structure Process and Outcome measures

 Participation can qualify them for reduced 
survey
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PRIVACY & 
SECURITY

Regulatory 
Patchwork: 
Mobile Health
Anna Watterson,
Davis Wright Tremaine, LLP

Overview
 When HIPAA applies to mobile apps
 When FTC has jurisdiction over mobile apps
 Other considerations: FDA mobile device 

regulations and guidance, children's privacy 
laws, financial privacy laws, international 
data protection laws, and state privacy and 
data security laws

 Privacy practices and privacy policies
 Data security for mobile apps and       

devices

HIPAA
Who’s 

Covered?

Covered 
Entities

Business 
Associates

Who’s Not 
Covered?

Consumers

Entities that do not 
fall within the HIPAA 

definition of 
covered entity or 
business associate
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HIPAA Hot Potato

Claims data 
held by a health 
plan (covered 

by HIPAA)
downloaded to 
an individual’s 

phone (not 
subject to 

HIPAA)

sent to the 
individual’s 
health care 

provider 
(covered by 

HIPAA)
uploaded to 
a health app 

(possibly 
subject to 

HIPAA)

HIPAA Hot Potato

Claims data 
held by a health 
plan (covered 

by HIPAA)
downloaded to 
an individual’s 

phone (not 
subject to 

HIPAA)

sent to the 
individual’s 
health care 

provider 
(covered by 

HIPAA)
uploaded to 
a health app 

(possibly 
subject to 

HIPAA)

FTC Authority
 Section 5 of the FTC Act broadly prohibits 

“unfair or deceptive acts or practices in or 
affecting commerce.” 

 Deception: a material representation or omission 
that is likely to mislead consumers acting 
reasonably under the circumstances 

 Unfairness: a practice that causes or is likely to 
cause substantial injury to consumers that is not 
outweighed by countervailing benefits to 
consumers or competition and is not reasonably 
avoidable by consumers

 BUT: Limited jurisdiction
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FTC Cautionary Tales
 Is your app collecting date of birth? If so, do you 

have an effective age-gate?
 Is your app collecting unique device identifiers and 

precise GPS location? Is your app employing an 
analytics services that tracks location info?

 Are you overselling or making promises that aren’t 
100% true (e.g., don’t say something can be 
“deleted forever” if there are ways it could be 
retained without the user’s consent)?

 Does the app validate SSL certificates and adhere 
to other applicable industry standards?

 Does the app obtain appropriate permissions to 
obtain certain data stored for the user’s phone or 
access certain functionalities (e.g., access to 
camera functionality)?

PaymentsMD
 PaymentsMD provided billing services to medical providers – patients 

could pay bills through PaymentsMD website. PaymentsMD launched a 
free “Patient Portal” where consumers could view their billing history. 
PaymentsMD then launched “Patient Health Report,” where consumers 
could access, review, and manage their health records.

 According to the FTC, PaymentsMD “tried to obtain the sensitive health 
information of consumers registering for the Patient Portal from health 
insurance plans, pharmacies, and a medical testing lab, without 
appropriate authorization from those consumers. … [M]any consumers 
registering for the Patient Portal had no idea that respondent would seek 
to collect their sensitive health information from third parties.”

 Required individual authorizations, BUT FTC alleged that the 
authorizations were hard to read and offering a single check box option 
for all four authorizations made the authorizations easy to skip over

 The Allegations: Deceptive Omission, Deceptive Representation 
 The Result: Prohibited from engaging in the behavior at issue, required to 

delete or destroy data, notification to FTC required prior to certain 
corporate changes, FTC order is in effect for 20 years, among other 
things

Personal Health Record (PHR)

 The FTC defines personal health record as 
an electronic record of “identifiable health 
information on an individual that can be 
drawn from multiple sources and that is 
managed, shared, and controlled by or 
primarily for the individual.” 

 PHR Breach Notification Requirements 

 ONC Model Notice of Privacy Practices
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PHR Model Notice of Privacy Practices

http://www.healthit.gov/policy-researchers-
implementers/personal-health-record-phr-model-privacy-notice

 “Much like a ‘soup can label,’ it 
requires transparency about the 
practices (or ingredients) but 
does not specify the practices 
that must be followed. “

 Voluntary standardized template
 Modeled after standard notices such as the FDA 

Nutrition labels and the financial industry model 
notice

 Goal is to “provide[] a uniform and 
easy-to-understand approach for PHR 
companies to be transparent about 
certain key privacy and security issues”

Other Considerations
 State law (particularly California)
 International data protection 

laws
 FDA - Mobile Medical App 

guidance (updated issued Feb. 
9, 2015)

 COPPA requirements
 Gram-Leach-Bliley
 New proposed legislation –

Consumer Bill of Privacy Rights

Privacy
Practices
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FTC Report: “Protecting Consumer 
Privacy in an Era of Rapid Change”

Calls on companies handling consumer data to implement 
recommendations for protecting privacy, including:

 Privacy by Design - Build in privacy protections at every stage 
of development.

 Simplified Choice for Businesses and Consumers - Give 
consumers control over what information is shared about them, 
and with whom. 

 Greater Transparency - Disclose details about collection and 
use of consumers' information; provide consumers access to 
the data collected about them.

Privacy by Design
7 Foundational Principles

1. Proactive not Reactive; Preventative not 
Remedial

2. Privacy as the Default Setting
3. Privacy Embedded into Design
4. Full Functionality – Positive-Sum, not Zero-

Sum
5. End-to-End Security – Full Lifecycle 

Protection
6. Visibility and Transparency – Keep it Open
7. Respect for User Privacy – Keep it User-

Centric

Fair Information 
Practice Principles (FIPPs)
 Transparency

 Individual Participation

 Purpose Specification

 Data Minimization

 Use Limitation

 Data Quality and Integrity

 Security

 Accountability and 

Auditing
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FTC Recommendations to Build 
Trust in Mobile Marketplace
 Provide timely, easy-to-understand disclosures
 Apps should have an easily accessible privacy policy
 Apps should provide just-in-time disclosures and obtain affirmative 

express consent before collecting and sharing sensitive information 
 App developers should understand what data is collected by third 

parties (such as analytics or advertising companies) and how that 
data is used and shared

 App developers should consider participating in self-regulatory 
programs, trade associations, and industry 
organizations, which can provide 
guidance on how to make uniform, short-
form privacy disclosures.

“[C]onsumers should have to actively 
consent before apps are allowed to 
access "sensitive" information such as 
geolocation, contacts, photos or media 
recordings.” 

FTC Guidelines for Financial 
Privacy Notices:

 Does Your Financial Privacy Notice...
 use legal jargon?
 give new meaning to dense, indecipherable text?
 contain lengthy, unnecessarily complex sentences 

with convoluted clauses, multiple punctuation 
marks, and incomprehensible polysyllabic 
verbiage?

 Was Your Notice... "borrowed" from another 
company without regard for your privacy 
practices or your customers' concerns or needs?

Security Requirements
Does HIPAA apply? 
 If so, implement the HIPAA 

Security Rule requirements
 Implement reasonable and 

appropriate security –
consider FTC data security 
related enforcement 
actions

Consider State data 
security requirements
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HIPAA Security Rule
 Ensure the confidentiality, integrity, and availability

of all electronic protected health information 
(ePHI) that the covered entity or business associate 
creates, receives, maintains,  or transmits.

 Protect against any reasonably 
anticipated: (1) threats or hazards 
to the security or integrity of such 
information; and (2) uses or 
disclosures not permitted by the 
HIPAA Rules.

 3 sets of safeguards implemented                   
through standards and required                            
and addressable 
implementation                                         
specifications

 Addressable ≠ Optional

Administrative 
Safeguards

Technical
Safeguards

Physical 
Safeguards

Risk Analysis and Risk Management
 Risk Analysis: Assessment of potential risks and 

vulnerabilities to the confidentiality, integrity, and 
availability of ePHI
 Have you identified all ePHI within your organization?
 What are the threats (human, natural, and 

environmental) to, and vulnerabilities (technical and non-
technical) of, information systems (devices, or media) 
that contain e-PHI?

 Risk Management: Implementation of security 
measures sufficient to reduce risks and vulnerabilities 
to a reasonable and appropriate level

Risk = Threat x Vulnerability x Likelihood x Impact

Administrative Safeguards
 Security Management 

Process
 Risk Analysis

 Risk Management

 Sanctions Policy

 Information System Activity 
Review

 Assigned Security 
Responsibility

 Workforce Security
 Authorization, Supervision, 

Clearance, Termination

 Information Access 
Management
 Access Authorization, Access 

Establishment and 
Modification

 Security Awareness and 
Training

 Security Incident Procedures 
– Response and Reporting

 Contingency Plan – Backup, 
recovery, Emergency plans

 Periodic Evaluation 

 Business Associate 
Agreements
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Physical Safeguards
 Facility Access Controls
 Workstation Use
 Workstation Security
 Device and Media 

Controls
 Disposal
 Media Re-use
 Accountability
 Data Backup and Storage

Technical Safeguards
 Access Control

 Unique User 
Identification

 Emergency Access 
Procedure

 Automatic Logoff

 Encryption and 
Decryption

 Audit Controls
 Person or Entity 

Authentication

 Integrity
– Mechanism to 

Authenticate Electronic 
Protected Health 
Information

 Transmission Security
– Integrity Controls

– Encryption

Mobile App Security
 Adopt and maintain 

reasonable data security                   
practices. The FTC doesn’t                   
prescribe a one-size-fits- all                
approach.

 Consider the amount and type of data the 
app collects, and how such data will be used 
and shared to determine the appropriate 
security posture.

 Consider where the information collected is 
stored
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Prescription for Change:  Congressional Actions 
Impacting Physician Practices

Kimberly Brandt, 
Chief Oversight Counsel, U.S. Senate Committee on Finance

Troy A. Barsky, 
Partner, Crowell & Moring LLP

1

Today’s Presentation

 A View from Capitol Hill
◦ The 114th Congress & The Senate Finance Committee
◦ Legislative Process Overview

 Recent Legislative & Policy Changes Affecting Physician 
Practices
◦ Physician Payment – SGR Legislation
◦ Physician Transparency Requirements
◦ Audits and Appeals
◦ Fraud and Abuse

2

Disclaimer & Fine Print 

The comments expressed by Kimberly Brandt 
are her own opinions and ideas, and do not 

reflect the opinions of the 
Senate Finance Committee 
or Senator Orrin G. Hatch.

3
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A View from Capitol Hill

4

5

114th Congress - Senate

54 Republicans

46 Democrats

Standing Committees
Agriculture, Nutrition, and Forestry
Appropriations
Armed Services
Banking, Housing, and Urban Affairs
Budget
Commerce, Science, and 
Transportation
Energy and Natural Resources
Environment and Public Works
Finance
Foreign Relations
Health, Education, Labor, and Pensions
Homeland Security and 
Governmental Affairs
Judiciary
Rules and Administration
Small Business and Entrepreneurship
Veterans' Affairs

Special, Select, and Other
Indian Affairs
Select Committee on Ethics
Select Committee on Intelligence
Special Committee on Aging

Joint
Joint Committee on Printing
Joint Committee on Taxation
Joint Committee on the Library
Joint Economic Committee 

6

Finance Committee Jurisdiction:  
• Tax matters
• Social Security 
• Medicare & Medicaid
• Supplemental security income 
• Family welfare programs 
• Social services 
• Unemployment compensation 
• Maternal and child health 
• Revenue sharing 
• Tariff and trade legislation
• Oversees 50% of Federal Budget

History
• During the 14th Congress (1815–1817), the 

Senate created the Select Committee on Finance 
to handle some of the proposals set forth in 
President James Madison’s message to Congress

• On December 10, 1816, the Senate established 
the Committee on Finance as a standing 
committee of the Senate

What is it and What does it do?
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Committee Leadership

7

Ranking Member Ron WydenRanking Member Ron Wyden

Chuck SchumerChuck Schumer

Debbie StabenowDebbie Stabenow

Maria CantwellMaria Cantwell

Bill NelsonBill Nelson

Robert MenendezRobert Menendez

Tom CarperTom Carper

Ben CardinBen Cardin

Sherrod BrownSherrod Brown

Michael BennettMichael Bennett

Bob CaseyBob Casey

Mark WarnerMark Warner

DemocratsDemocrats

Chairman Orrin Hatch

Chuck Grassley

Mike Crapo

Pat Roberts

Mike Enzi

John Cornyn

John Thune

Richard Burr

Johnny Isakson

Rob Portman

Pat Toomey

Republicans

Dan Coats

Dean Heller

Tim Scott

How a Bill Becomes a Law - Simplified

8

Recent Legislative & Policy Changes Impacting 
Physician Practices

9
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Physician Payment:  SGR

SGR = Sustainable Growth Rate

◦ The Medicare Sustainable Growth Rate (SGR) is a method 
intended to be used by the Centers for Medicare and Medicaid 
Services (CMS) to control spending by Medicare on physician 
services.  

◦ Since 2002, the SGR would have resulted in decreases in 
physician payment under the Medicare Physician Fee Schedule 
(PFS), but Congress has delayed these reductions.  

10

Physician Payment:  SGR

What’s the big deal?

 The SGR formula has been criticized for incentivizing volume 
over value.

 Congress’s annual “doc fix” measures from 2003 through 2014 
have delayed the impact of cumulative cuts, which grew each year. 

 By 2015, the magnitude of cuts to physician payments would have 
totaled over 20%. 

11

Physician Payment:  SGR

Latest Developments: Repeal of SGR
 Medicare Access and CHIP Reauthorization Act of 2015 

(MACRA)
 Signed into law April 16, 2015
 In a nutshell:
◦ Repeals SGR formula
◦ Consolidates and integrates existing payment incentive 

programs
◦ Calls for phased long-term implementation

12
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Physician Payment:  SGR

13

Latest Developments: Repeal of SGR

Physician Payment:  SGR Repealed

What happens next? 

 2015 – 2019
◦ Annual increases in the PFS of 0.5%
◦ Continued application of Physician Quality Reporting System 

(PQRS), Meaningful Use of Electronic Health Records (EHR), 
and Value-Based Payment Modifier measures 
 Sunset in 2018

14

Physician Payment: SGR Repealed

What happens next? 
 Starting in 2019
◦ PFS rates generally frozen at 2019 levels
◦ Payment adjustments under the Merit-Based Incentive Payment 

System (MIPS)
◦ MIPS will incorporate elements of the sunsetting PQRS, 

Meaningful Use, and VBPM measures 

 2019-2024
◦ Alternative Payment Models (APMs) : 5% payment bonus

15
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Physician Payment: SGR Repealed

 What happens next? 

 Starting in 2026
◦ 2 separate conversion factors:
 Qualifying Alternative Payment Models (APMs) – 0.75%
 Nonqualifying APMs – 0.25% + MIPS adjustments

16

Physician Transparency Requirements

17

18

The Sunshine Act

 Section 2002 of the Affordable Care Act
◦ Requires certain drug, device, and supply manufacturers to 

report payments – direct and indirect – and other transfers of 
value provided either to physicians or teaching hospitals.

◦ Requires manufacturers and group purchasing organizations 
(GPOs) to report ownership or investment interests held by 
physicians or immediate family members of physicians.

◦ Regulations released in February 2013 and November 2014.  
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The Sunshine Act:   Open Payments Data

 April 3, 2015
◦ Drug and medical device manufacturers submitted their 2014 Open 

Payments reports to CMS. 
 April 6, 2015 
◦ 45-day dispute resolution process window until midnight May 21, 2015 

for physicians and teaching hospitals to update and correct data with 
manufacturers.  

 June 30, 2015
◦ 2014 Open Payments data public database made available.  

20

The Sunshine Act:   Open Payments Data

Summary of 2014 Data: https://www.cms.gov/OpenPayments/Downloads/Fact-Sheet-Published-Data.pdf

Audits and Appeals

21
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What is it? 

• CMS’s Audit Program is designed to fight fraud, waste, and abuse by 
identifying and recovering improper payments made on claims for 
services provided to Medicare beneficiaries.  

Overview of CMS’s Audit Program

History 

• The program is the product of a demonstration that ran between 2005 
and 2008 and resulted in over $900 million in overpayments being 
recovered and returned to the Medicare Trust Fund and nearly $38 
million in underpayments returned to health care providers.

Recovery Audit Contractors (RACs)

23

What do they do?

• Identify improper payments from Medicare Part A and B claims. 

• Analyze claims and review those most likely to contain improper payments, which may include: 

• (1) payment for items or services that do not meet Medicare’s coverage and medical 
necessity criteria; 

• (2) payment for items that are incorrectly coded; and 
• (3) payment for services where the documentation submitted did not support the 

ordered service. 

• Request and analyze provider claim documentation to ensure services provided were reasonable 
and necessary. 

Who are they?

• Four private companies that run Medicare’s Recovery Audit Program

Controversy

24

What’s the big deal?

• RACs are paid on a contingency-fee basis.

• CMS coding standards are complex and constantly changing.

• RACs can audit healthcare providers for up to three years.
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Understanding the RACs Appeals Process 

25

The five-levels of appeal include:

• Redetermination by the Fiscal Intermediary
• Reconsideration by a Qualified Independent Contractor;
• Administrative Law Judge Hearing;
• Medicare Appeals Council Review; and
• Judicial Review in U.S. District Court. 

Problems with the process:

• Overloaded system, causing at least a two-year delay at the ALJ level
• High cost of RAC appeals

Potential Solutions

26

President’s Budget Proposal for FY 2016 Includes Several Medicare Appeals 
Legislative Proposals

• Provide Office of Medicare Hearings and Appeals and Departmental 
Appeals Board Authority to Use Recovery Audit Contractor Collections

• Establish a Refundable Filing Fee
• Sample and Consolidate Similar Claims for Administrative Efficiency
• Remand Appeals to the Redetermination Level with the Introduction of 

New Evidence
• Increase Minimum Amount in Controversy for Administrative Law Judge 

Adjudication of Claims to Equal Amount Required for Judicial Review
• Establish Magistrate Adjudication for Claims with Amount in Controversy 

Below New Administrative Law Judge Amount in Controversy Threshold
• Expedite Procedures for Claims with No Material Fact in Dispute

Fraud and Abuse

27
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• § 504 – DME Face-to-Face Encounter Documentation 

• Allows documentation by physicians, physician assistants, nurse practitioners, or specialists. 

• § 505 – Medicare Administrative Contractor Improper Payment 
Outreach and Education Program

• Amends § 1874A of the Social Security Act to give providers and suppliers information from 
Recovery Audit Contractor program data regarding:

• Most frequent and expensive payment errors (quarterly); 

• Instructions on correcting and avoiding such errors; 

• Notice of new topics for RAC audits;  and

• Instructions on preventing issues related to such audits. 

• Imposes restrictions on the use of recovered funds (no capital investments or IT 
infrastructure)

MACRA’s Fraud and Abuse Provisions

29

• § 512 – Eliminating Certain CMPs; Gainsharing Study & Report

• Amends Gainsharing CMP at § 1128A(b)(1) of the Social Security Act to limit 
prohibition on gainsharing to medically unnecessary services. 

• Requires the HHS Office of Inspector General to submit a report to 
Congress with options for amending laws to allow for more gainsharing 
arrangements by April 16,  2016.  

MACRA’s Fraud and Abuse Provisions

Physician Self-Referral Law (“Stark Law”)

30

“[If a physician (or an immediate family member of 
such physician) has a financial relationship with an 
entity . . . then the physician may not make a referral
to the entity for the furnishing of designated health 
services for which payment otherwise may be 
made]” under Medicare and to some extent 
Medicaid.

Social Security Act § 1877; 42 U.S.C. § 1395nn
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Identifying a Financial Relationship 

 “Financial relationship” is defined as any direct or 
indirect (a) ownership or investment interest or (b) 
compensation arrangement by or between a 
physician (or an immediate family member of the 
physician) in the entity providing the designated 
health service (DHS).

 DHS refer to 13 types of services. 

Stark Law Problems & Potential Solutions

PROBLEMS

 Complex and rigid law with difficult 
exceptions

 Diverged from original intent

 Not aligned with health care delivery 
reform

SOLUTIONS

 H.R. 2914 (2013) – limiting scope of 
DHS and narrowing in-office ancillary 
services exception

 H.R. 3776 (2013) – reducing penalties 
for technical violations

 Expanding Medicare Shared Savings 
Program Waivers

32

Other Stark Law Proposals

Legislation: 
 Medicaid Physician Self-Referral Act of 2015 (Rep. McDermott, D-WA)

◦ Amends Social Security Act Title XIX to clearly apply Stark-like prohibitions.
◦ Creates direct False Claims Act liability for Stark Law violations. 

33

Other Changes: 
 Obama Administration Proposed FY 2016 Budget

◦ Excludes radiation therapy, therapy services, advanced imaging, and anatomic 
pathology services from the in-office ancillary services Stark Law exception 
unless a practice is “clinically integrated” and demonstrates cost 
containment.
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Physician-Owned Distributorships (PODs)

34

What are PODs? 

HHS Office of the Inspector General (OIG), “Special 
Fraud Alert: Physician-Owned Entities” (2013).

 “Physician-owned entities that derive revenue from selling, or 
arranging for the sale of, implantable medical devices ordered by 
their physician-owners for use in procedures the physician-
owners perform on their own patients at hospitals or 
ambulatory surgical centers (ASCs).”

35

Latest POD Developments

 June 2011 – Senate Finance Committee Report on Physician-
Owned Entities

 March 26, 2013 – OIG Special Fraud Alert on PODs released

 October 23, 2013 – OIG’s Report on PODs (per 
Congressional request)

 November 2014 – U.S. DOJ filed two False Claims Act 
complaints against a Michigan neurosurgeon, a spinal implant 
company,  two of its distributorships,  and the companies’ 
owners.   

36
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Questions? 

37

Contact Information

Kimberly Brandt
U.S. Senate Committee on Finance 

202 Dirksen Office Building
Washington, DC 20510

Kim_Brandt@finance.senate.gov
(202) 224-4515

Troy A. Barsky
Crowell & Moring, LLP

1001 Pennsylvania Ave, NW
Washington, D.C. 20004
tbarsky@crowell.com

(202) 624-2890
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Enforcing Quality of Care
Through the False Claims Act

The False Claims Act was inspired by poor quality:  “For sugar, it 
often got sand; for coffee, rye; for leather, something no 
better than brown paper; for sound horses and mules, 
spavined beasts and dying donkeys; and for serviceable 
muskets and pistols, the experimental failures of sanguine 
inventors or the ruse of shops and foreign armories.”

United States ex rel. Newsham v. Lockheed Missiles and Space 
Co.· Inc., 722 F Supp. 607, 609 (N.D. Cal. 1989) (quoting 1 F 
Shannon, The Organization and Administration of the Union 
Army, 1861-1865. at 5456 (1965) (quoting Tomes, Fortunes of 
War, 29 Harpers Monthly Mag. 228 (1864))).

2

Focus on Quality:  Healthcare Reform
Implements Payment Reform

"The law is also a serious platform for improving 
the quality of healthcare and changing the delivery 
system so we stop doing things that don't work for 
patients and start doing things that will work. It's 
about better care: care that is safe, timely effective, 
efficient, equitable and patient centered.“

Former Secretary Kathleen Sebelius
U.S. Department of Health and Human Services

IHI Annual Meeting, December 7, 2010

3
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Quality Care – Medicare, Medicaid, & Tricare

Medicare requires submission of claims that are 
"of a quality which meet professionally recognized 
standards of healthcare."  In addition, each claim 
must be supported by evidence that it is medically 
necessary and of the appropriate quality.  See 42 
U.S.C. 1320c-5(a)(2).

Medicaid requires services that "are within 
accepted professional standards of practice.”  
Practices vary by state.  See, e.g., Georgia Medicaid 
Program Part I; section 106(k).

TRICARE regulations require that "professional 
services be provided in accordance with good 
medical practice and established standards of 
quality."  32 C.F.R. §§ 199.4(c)(1).

4
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Medically Necessary Care

In 1998, the American Medical Association published this 
patient-and-physician oriented definition of “medical 
necessity:”

Health care services or products that a prudent 
physician would provide to a patient for the purpose of 
preventing, diagnosing or treating an illness, injury, disease 
or its symptoms in a manner that is:  (a) in accordance with 
generally accepted standards of medical practice; (b) 
clinically appropriate in terms of type, frequency, extent, 
site, and duration; and (c) not primarily . . . for the 
convenience of the patient, treating physician, or other 
health care provider.

AMA Policy, H-320.953

6

Enforcing Quality of Care
Through the False Claims Act

 Basic Elements of a False Claim:

— Submit or cause to be submitted, 
a claim for payment;

— Claim is false or fraudulent (false statement); and

— Scienter:  “knew or should have known” or 
“reckless disregard”for the truth or falsity of the 
claim.

 No specific intent needed
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Enforcing Quality of Care
Through the False Claims Act

 Quality of Care Theories:  Express false certification, Implied 
false certification, Worthless services, Inadequate services

 Traditional Theories:  Claims for services not rendered, 
Unbundling, Claims for services not covered (e.g., wound 
care kits, urinary incontinence devices), Duplicate payments

 Themes present in cases:

 Special treatment to big admitters

 Fraudulent documentation

 Poorly structured, or failure to follow, internal process

 Underlying regulatory violations

 Kickbacks

Worthless Services Cases

Does FCA Liability Attach to All Services Deemed to be in the Bottom 
50%:  Does worth less mean worthless?

– Even assuming the FCA “worthless services” theory applied, the 
Seventh Circuit found that it would not apply to situations in which 
sub-par contract performance was alleged to have resulted in 
services that were simply worth less. U.S. ex rel. Absher v. Momence 
Meadows Nursing Center, Inc., 764 F.3d 699 (7th Cir. 2014).

– The Complaint in Absher was filed by two former nurse employees 
alleging that the SNF submitted false claims because treatment was 
below the standard of care.  DOJ declined to intervene, and relators
proceeded to trial.  The jury awarded a judgment of approximately 
$3 million, which the district court trebled. 

– The Seventh Circuit held that “[i]t is not enough to offer evidence 
that the defendant provided services that are worth some amount 
less than the services paid for.”  The Court then concluded that the 
evidence did not support the verdict because relators failed to prove 
that services were “truly or effectively ‘worthless.’” 

8

Worthless Services Cases

9

 United States ex rel. Lee v. SmithKline Beecham, Inc., 245 F.3d 
1048 (9th Cir. 2001).
─ Allegations that defendant laboratory falsified medical test 

results and billed Medicare for worthless tests.  Id. at 1050-
51.

─ Relator tried to couch FCA action as one for express false 
certification of compliance with federal testing regulations.  
Id. at 1052-53.

─ In Ninth Circuit, filing claims for worthless services 
tantamount to submitting facially fraudulent claim:  
 “[K]nowingly billing for worthless services . . . may be 

actionable. . . Neither false certification nor a showing 
of government reliance on false certification for 
payment need be proven if the fraud claim asserts 
fraud in the provision of goods and services."

 Other courts have accepted theory.  United States ex rel. 
Landers v. Baptist Mem'l Health Care Corp., 525 F.Supp.2d 972, 
979-980 (W.D. Tenn. Dec. 17, 2007).
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 Second Circuit:  Claim is only legally false when the 
party certifies compliance with a law that is a 
precondition of payment.  Claims that are based on 
certifications that involve conditions of participation 
are not viable because they are not material to 
government’s decision to pay. Mikes v. Straus, 274 F.3d 
687, 699 (2d Cir. 2001).

 First Circuit: “distinction between factually and legally 
false … Derives from 2001 decision of the Second 
Circuit … [t]hese categories may do more to obscure 
than clarify … .”  United States ex rel. Hutcheson v. 
Blackstone Medical, Inc., 647 F.3d 377, 385-86 (1st Cir. 
2011).

Express False Certification Claim 

Implied False Certification Claims

11

 Implied false certification claim grounded in the notion 
that act of submitting claim for reimbursement implies 
compliance with governing laws that are a precondition to 
payment. In other words, underlying statute or regulation 
must be a condition of payment, as opposed to simply a 
condition of participation.
─ Support for this doctrine can be found in Congress's stated 

purpose that the FCA encompass at least some kinds of 
legally false claims AND is intended to reach all types of 
fraud that might cause financial loss to government.  See 
Mikes, 274 at 699.

 Second Circuit: "[I]mplied false certification is appropriately 
applied only when the underlying statute or regulation upon 
which the plaintiff relies expressly states the provider must 
comply in order to be paid."  Id. at 700.

 First Circuit: Precondition of payment need not be found 
in a statute or regulation.

Can’t Spell Quality without FCA

Quality reporting requirements - such as the 
Physician Quality Reporting System (PQRS) - result 
in both incentive payments and adjustments based 
on quality. These representations may result in 
liability under the False Claims Act.

EHR:  Friend and Foe?  

Electronic health records will offer an easy way for 
outcomes—and representations of outcomes—to 
be verified and analyzed.   

12
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Institutions and organizations must have a way to deal 
meaningfully with complaints about medical necessity 
and quality of care: 

 Intelligent listening is key; can’t ignore or 
explain away complaints and expect government to 
accept excuses

 Find a way to evaluate complaints that is removed 
from medical decision-making and institutional 
financial pressures

 Strict compliance, not risk assessment compliance

Attention to Details -- Listen Carefully

14

Educate Proactively

 Must educate staff about standards of care that are 
applicable to their practice

 Must involve individual provider in quality by 
developing an agenda that speaks to their concerns

 Sources:

 National Coverage Determination

 Local Coverage Determination

 Federal Register

 Current Procedural Terminology (CPT)

 Medical and scientific peer-reviewed journals
 Consensus of expert medical opinion
 Medical opinion derived from medical 

associations or other health care experts

15

Careful Accurate Documentation

 Quality medical documentation is a key factor in predicting 
the likelihood of the outcome of a case

 Educate on appropriate process for updates to the medical 
record and late entries

Build a strong UR plan and UR Committee

 UR Committee is mandatory and charged with the task of 
creating and evaluating the UR plan.  The Medicare CoP
states the hospital must have a UR plan in effect that 
provides for review of services furnished by the institution 
and by members of the medical staff to patients entitled to 
benefits under the Medicare and Medicaid programs.

 Use up-to-date screening criteria – medical necessity rules 
and guidance are constantly evolving and screening criteria 
change along with standards of care.
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Personalized Medicine and 
Practical Coverage Points

Public Policy and 
Coverage Fundamentals

 Consumers want access to clear coverage information 
supported by fair and transparent coverage policies 

 Providers and payers need a viable framework to address 
high cost treatments, emerging technologies, and 
complementary/integrative medicine

 The framework must be flexible and accommodate 
personalized medicine within traditional notions of 
“medically necessary” or “reasonable and necessary” 
items and services (or, a new paradigm)

17

Overview of Personalized Medicine 
and Coverage Workflow 

18

Genomic Test is 
performed

Genomic Test 
results confirm a 

genomic 
mutation that 
may benefit 

from a targeted 
therapy 

The actionable 
therapy includes 

the use of an 
FDA-approved 
but “off-label” 

drug

Reimbursement?
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Coverage and Policy/Advocacy Points

 Patient Cohorts: How do payers look at the 
combination of hospital services and physicians 
treating a cohort of patients who are similar; but, may 
have significant differences in treatment patterns?

 In other words, how can our health care system figure 
out how to focus medical necessity around treatment 
variations in the population base?

 Many traditional coverage and payment methodologies 
rely on central tendencies of patient populations and 
disease

19

Preparing for Medical Necessity 
and Quality of Care Challenges
 Pay attention and practice informed careful listening

 Education requirements for the applicable services and 
careful accurate documentation

 Strong oversight through UR Committee, Chief of Staff 
and Medical Executive Committee and Peer Review

 Coordinate and help connect medical necessity and 
quality oversight functions of the provider with 
a bridge to compliance

20

Institutions and organizations must have a way to deal 
meaningfully with complaints about medical necessity 
and quality of care: 

 Intelligent listening is key; can no longer ignore or 
explain away complaints

 Find a way to evaluate complaints that is removed 
from medical decision-making and institutional 
financial pressures

 Strict compliance, not risk assessment compliance

Pay Attention: Listen Carefully

21
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Educate Proactively

 Must educate staff about standards of care that 
are applicable to their practice

 Must involve individual provider in quality by 
developing an agenda that speaks to their 
concerns

22

Sources For Educating on 
Medical Necessity 
 National Coverage Determination

 Local Coverage Determination

 Federal Register

 Current Procedural Terminology (CPT)

 Coding Clinic, etc.

23

General acceptance by the medical community as 
supported by:

 Medical and scientific peer-reviewed journals
 Consensus of expert medical opinion
 Medical opinion derived from medical 

associations or other health care experts

24

Additional Sources to Consider  
When Developing Medical 
Necessity Policies
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Careful Accurate Documentation
 Quality medical documentation is a key factor in 

predicting the likelihood of the outcome of a case

 Educate on appropriate process for updates to the 
medical record and late entries

25

Build a strong UR plan and UR Committee
 UR Committee is mandatory and charged with the task of creating 

and evaluating the UR plan.  The Medicare CoP states the hospital 
must have a UR plan in effect that provides for review of services 
furnished by the institution and by members of the medical staff 
to patients entitled to benefits under the Medicare and Medicaid 
programs.

 Use up-to-date screening criteria – medical necessity rules and 
guidance are constantly evolving and screening criteria change 
along with standards of care.

26

UR Plan and UR Committee

Chief of Staff and Medical 
Executive Committee
 Hospital medical staff and MEC holds ultimate responsibility 

for the quality of medical care provided at the facility, but …
— “Hospitals must monitor the quality of medical services 

provided at the hospital by appropriately overseeing the 
credentialing and peer review of their medical staffs.”  OIG
Supplemental Compliance Program Guidance for Hospitals.

 Hospital administration often dependent upon MEC to police 
quality of care issues among the medical staff, as medical 
necessity is a matter of independent professional judgment.

 MEC must take role in hospital management seriously and 
administrators should encourage participation within 
framework of medical staff bylaws.

 Active MEC with clear, independent lines of communication 
to hospital administration often presents first line of defense 
against potential FCA liability. 27
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Peer Review Process

 Peer review process should be a cornerstone of medical staff 
governance and one of several tools used by MEC.

 Hospital administration should ensure that MEC has access to 
necessary resources, without inserting hospital’s interests into 
process.

 Critically important to protect independence and impartiality in 
order to avoid appearance of favoritism or conflicts of interest.

 Administration should encourage medical staff members to 
bring concerns with other practitioners to MEC as outlined in 
bylaws.

 Disputes between physicians that involve differences of opinion 
on appropriate standards of care must be addressed 
immediately.

 Quality of care concerns documented during peer review 
process must be resolved as soon as possible.

28

Coordinate and Create a Bridge
to Avoid Government Scrutiny

Review your process to determine how best to coordinate peer 
review and compliance.

 Consider appointing a liaison at the provider to coordinate 
efforts between Peer Review and Compliance in order to assist 
with early detection of clinical issues. 

 Consider appointing a Physician Executive who is responsible 
for oversight of medical staff quality-of-care matters, 
including but not limited to performance improvements, 
quality assessments, patient safety, utilization review, and 
medical staff peer review.

 Utilize processes from your Compliance Program to educate 
Peer Review on best practices regarding sampling, chart review 
and consider an audit of the Peer Review process.

29

Compliance Officer

 Stick to the map - OIG Compliance Program Guidance:
— “Hospitals that fail to train and educate their staff adequately risk 

liability for the violation of health care fraud and abuse laws.”

— “Open communication is essential to maintaining an effective 
compliance program.  The purpose of developing open 
communication is to increase the hospital’s ability to identify and 
respond to compliance problems.”

— “Are all instances of potential fraud and abuse investigated?”

— When to self-report “credible evidence of a violation?”

 PPACA directly impacts the work of health care compliance 
officers by linking the retention of overpayments to FCA liability.
— When does the clock start to run?

— Do you have to be certain that you have “identified” an 
overpayment?  What if you are not sure?

— What if you are not sure and disgruntled employees have access to 
all the information?

30
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Compliance Officer

Regularly monitor enrollment status

 Ensure information is up-to-date (e.g., address changes, 
ownership and control disclosures, etc.)

 Establish process for new provider enrollment

31

Legal Counsel

 Maintain open-door policy and high visibility.

 Educate, educate, educate.

 Once “credible evidence” of potential regulatory violation 
has been identified, legal counsel should guide internal 
investigation and resolve issues based on an analysis of 
the facts.

— In-house counsel?

— Outside counsel?

 Counsel for the corporate provider should be aware of the 
ethical rules and make clear to individuals that they 
represent the company's interests.

32

 Government agents and investigators must be treated 
seriously and accorded respect. Suspected obstructive 
conduct not taken lightly.

 All government investigatory requests and/or subpoenas 
should be directed to counsel as soon as possible.

— Retain all responsive documents.

— Assess status of records and ability to comply with 
government request.

— Contact government to discuss compliance with request 
for documents and potential to narrow scope.

— Assess whether client is a target or subject of a criminal 
investigation.

33

Legal Counsel



12

Internal Investigations

 Critically important to understand the facts as 
expeditiously as possible.  Also, must understand the 
government's claims and the way that it views its case.

 When providers fully understand underlying facts, they can 
influence the way the government perceives the case by 
guiding investigators through documents and witnesses.

 Initial stages of a government fraud investigation present 
a unique opportunity to develop a relationship with the 
investigating agency.

 Few things are more important than a provider’s credibility 
during a government investigation.

 In some circumstances, internal investigations may 
ultimately serve as an indication of corporate responsibility 
and good citizenship.

34

Alienating Practitioners

 Administration and medical staff both have important roles 
to play.  Collaboration and cooperation will be key.

 Don’t wait until after you’ve received a subpoena to involve 
practitioners in compliance and education process.

– Direct employment of physicians and acquisition of 
physician practices makes ongoing education even more 
important.

 Practitioners will likely respond negatively to internal 
investigative efforts and try to create separation from facility.  
Particularly disgruntled practitioners may be relators or 
cooperating witnesses.

 Again, no confusion over who is the client.

35

Questions?

Kirk Ogrosky
Healthcare & White Collar Groups

Arnold & Porter LLP
Washington, DC
(202) 942-5330

Kirk.Ogrosky@aporter.com

John E. Steiner, Jr. 
Chief Compliance & Privacy Officer

Associate General Counsel
Cancer Treatment Centers of America

Schaumburg, Illinois
(847) 342-6603

John.Steiner@ctca-hope.com

Jeffrey Dickstein
Assistant U.S. Attorney

Southern District of Florida
Civil Division, ACE

Miami, Florida
(305) 961-9453

Jeffrey.Dickstein@usdoj.gov
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Varsha Shah, MD, MPA, CHC, CHPC, CPMA, 
CPC, CPC-H

Incident-to and Shared/Split Services for 
Nonphysician Practitioners

April 21, 2015

2015 HCCA Compliance Institute

• This presentation is for general education purposes only.  
The information contained in these materials, lecture, ideas 
and concepts presented is not intended to be, and is not, 
legal advice or even particular business advice relevant to 
your personal circumstances.  The laws and regulations 
presented in this lecture are open to interpretation.  

• The information enclosed is current at the time it was 
presented.  Medicare policy changes frequently. 

• Although every reasonable effort has been made to assure 
the accuracy of the information, the ultimate responsibility 
lies within the entity to comply with current Federal and 
State rules and regulations.  

Disclaimer

2015 HCCA Compliance Institute

Agenda

• “Incident To” Services

• Shared/Split Services

• Compliance

• Audit 

• Current development

• Questions
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2015 HCCA Compliance Institute

“Incident To” Services

• Services and supplies 

• Offices or clinics

• Direct supervision

• Active participation

2015 HCCA Compliance Institute

“Incident To” Services

• Physician:
– Physician

– Physician Assistant

– Nurse Practitioner

– Clinical Nurse Specialist

– Nurse Midwife

– Clinical Psychologist

2015 HCCA Compliance Institute

Covered Services

• E/M services 

• Blood pressures

• Temperatures

• Injections 

• Changing dressing

• Minor surgery

• Setting casts

• Simple fractures

• X-rays
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2015 HCCA Compliance Institute

“Incident To” Services

• Supplies
– Expense 

– Gauze

– Ointment

– Bandages

2015 HCCA Compliance Institute

Direct Supervision

• Office Suite

• Immediately available

2015 HCCA Compliance Institute

Active Participation

• Subsequent visit by Physician
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2015 HCCA Compliance Institute

Payment

• Direct

• Physician’s NPI

2015 HCCA Compliance Institute

Shared/Split Services

• Hospital inpatient

• Hospital outpatient

• Emergency Room

2015 HCCA Compliance Institute

Shared/Split Services

• Payment:
– Direct

– Physician NPI
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2015 HCCA Compliance Institute

Shared/Split Services

• Documentation requirements

2015 HCCA Compliance Institute

Compliance

• State guidelines

• Federal guidelines

• MAC guidelines

• Payer policies and procedures

2015 HCCA Compliance Institute

Let’s prepare for the audit

• Credentials

• Agreements

• Federal regulations

• State regulations

• Medical records

• Schedule
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2015 HCCA Compliance Institute

Current development

• Pharmacist services

• State laws

• OIG work plan

2015 HCCA Compliance Institute

Application of rules

• Cases

2015 HCCA Compliance Institute

Questions?

Thank you
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2015 HCCA Compliance Institute

Resources

• http://www.cms.gov/Regulations-
andGuidance/Guidance/Manuals/InternetOnly-Manuals-
IOMs.html 

• Internet Only Manual (IOM), Publication 100-02, Chapter 
15, Section 60 - 60.4 

• IOM 100-04, Chapter 1, Section 30.2.11 – Physician 
Payment Under Locum Tenens 

• IOM 100-01, Chapter 5, Section 70 – Physician Defined

• https://oig.hhs.go
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HCCA’s 19th Annual Compliance Institute 
Tuesday April 21, 2015

Devil in the Details: 
Compliance Auditing in Quality Indicators

Paul Belton, Vice President
Corporate Compliance 

Sharp HealthCare

Overall Objective:

• Implement an auditing and monitoring program utilizing software solutions 
to support clinical documentation improvement.

• Access ICD-9 (and ICD-10) hot spots for documentation gaps and 
opportunities.

• Discuss specific Patient Safety Indicators (PSI’s) and  Hospital Acquired 
Conditions (HAC’s) allowing organizations to monitor, improve and ensure 
appropriate revenue.

2

3

About Sharp HealthCare• Not-for-profit serving 3 million residents of San Diego County
• Sharp has grown from one hospital in 1955 to an integrated care delivery 

system
– Affiliated, aligned, and integrated medical groups
– Fully integrated information technology systems and infrastructure
– Centralized system support services (human resources, information technology, 

clinical effectiveness, billing, accounting, payroll, marketing, etc.)
– Senior management has an excellent track record of marked financial and 

operational improvement, with an average of 15 years of service at Sharp
• Largest health care system in San Diego with highest market share

– 4 acute care hospitals, 3 specialty hospitals, 2 affiliated med groups and health 
plan, 

– Market share leader and only health system that increased market share each of 
the past nine years

• Largest private employer in San Diego
– 17,000 employees, 2,600 affiliated physicians, 2,106 volunteers

About Sharp HealthCare
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Organizational Structure

Sharp HealthCare*

Hospitals Other Affiliated Entities

Sharp Rees-Stealy
Medical Centers*

Sharp Community
Medical Group

Sharp Health Plan

Continuous Quality 
Insurance Company, Ltd.

Sharp HealthCare 
Foundation

Grossmont Hospital 
Foundation

Sharp Memorial Hospital* 
including the Sharp 

Memorial Hospital, Sharp 
Mary Birch Hospital for 

Women & Newborns, Sharp 
Mesa Vista Hospital, Sharp 
Vista Pacifica Hospital, and 

the Sharp Memorial 
Outpatient Pavilion

Grossmont Hospital 
Corporation*

Sharp Chula Vista Medical 
Center*

Sharp Coronado Hospital 
and Healthcare Center

What Were the Catalysts for Change?

• Change the Culture of Compliance
– The “No” Department
– Ho Hum...traditional auditing
– Becoming the Bridge
– Move from Quantity to Quality Based 

Reimbursement
• CMS’ introduction of Value-based 

Purchasing (VBP)
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What Were the Catalysts for Change?

• A major paradigm shift…..
• CMS introduced VBP with the 

following statement..
– “This type of initiative pays for care that 

rewards better value, patient outcomes, and 
innovations, instead of just volume of 
services.”

– Result: A merging of finance with quality in 
order to improve patient care and outcomes.
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What Were the Catalysts for Change?

• Concern about accurate revenue and 
penalties from PSI and HACs 
– System Goals

• Readmission Goals
– Achieve Top Decile 30-Day (Readmission Rates)

• HAC Goals
– Eliminate Hospital-Acquired Infections (% Reduction)

• Concern that: physician documentation 
practices and/or CDI, and/or internal coding 
practices could lead to a decrease in entitled 
revenue

• An understanding that improvement in clinical 
documentation was needed to improve 
revenue and compliance while maintaining a 
learning culture
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From Quantity to Quality Based Reimbursement 
Issues

Move from Quantity to Quality Based Reimbursement

 The Affordable Care Act introduced an array of 
programs aimed at shifting the paradigm for health 
care reimbursement in America from a system that 
reimburses based purely on quantity to quality of 
services.

 Medicare fee-for-service reimbursement system is 
clearly expanding (trend) towards quality-based 
reimbursement

 CMS has implemented a blitzkrieg of programs and 
policies focusing on such quality-of-care issues:
 Unnecessary readmissions

 Hospital-acquired-conditions

 “Never” events 

 Expanding VBP program

 Mortality rates
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What is the impact?

• Quality scores from peer review organizations published 
with increased consumer availability

– US News & World Report on Best Hospitals to double weight of patient safety 
indicators in determining the best hospitals; reported January 2014

• Pay for Performance Initiatives
– VBP started FY 2013
– 5 Agency for Healthcare Research  (AHRQ) PSI originally introduced into VBP 

program for FY 2014 and not finalized; AHRQ PSI composite source to be 
included in FY 2015

• Managed Care and third party payor contract implications
– Negotiated rates including performance outcomes

• Financial losses due to HACs
– Central line associated blood stream infection (CLABSI) included in FY 2015 

VBP and catheter associated urinary tract infection (CAUTI) to be included 
along with CLABSI in FY 2016

9
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What Were the Catalysts for Change?

• The measures are designed to reflect 
the quality of care being delivered, 
but..

– This information is abstracted from 
the health record based on coding, 
with certain inclusions and 
exclusions, and adjustments for 
severity.

– Key: Completeness, accuracy, and 
timeliness of clinical documentation 
and coding play a significant role in 
the integrity of the reported clinical 
data.
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Where is the potential (Compliance) Gap?

• Conflicting and contradictory messages from the various 
reviewers to providers on required documentation or 
clarification needed
– Differences between coding, quality and clinical definitions

• Lack of coordinated system for flagging, reviewing and 
“correcting” quality concerns

• Lack of knowledge by all team members as to coding and 
quality definitions

• Frequently identified retrospectively, thereby increasing 
compliance risk and decreased provider participation
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Creating a New Philosophy:
Compliance is an Asset which is beneficial

• History has taught us that the more compliant a health 
care system is, the greater its revenue

• To be compliant, health care systems need to ensure 
that they capture entitled revenue.  We have seen 
systems lose entitled dollars because of:
 Vague clinical documentation
 Weak internal communication (feedback loops)
 Incomplete medical records
 Overly conservative or inconsistent coding
 Lack of education to physicians

• As systems adopt more stringent compliance 
procedures, these problems can intensify without better 
documentation and follow-up processes

12
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Sharp HealthCare Compliance 
Strategic Audit Plan

• Increase entitled reimbursement
– Collaboration with CDI Program/Quality/HIM

• Reduce the number of potential PSI’s 
and HACs
– Through data mining, and specific target auditing

• Install a robust education program to 
improve compliance, coding and 
physician documentation
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Compliance Strategic Audit Plan
Improve Quality Outcomes

• Intensive review of all reporting 
and audit mechanisms to assess 
for conflicting messages

• Focused review of cases with 
various quality review metrics and 
extensive knowledge of coding, 
quality and clinical concepts

• Identification and prioritization of 
most problematic quality concerns

• Development of multidisciplinary 
task force
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How Sharp Reduced Known
HAC Risks – Data Analysis and

Data Mining

• Data analysis and data mining was the key to reducing 
Sharp’s known HAC risks

• Data mining provided:
– A rational basis for its proactive approach

– An ability to actively prevent the continuance of problematic 
practices

– Critical extra time to evaluate problematic cases

15
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How Sharp Uses Data Mining

• Crimson - Clinical Practice 
Intelligence Continuum of Care Tool

• Focus on Trended Performance by 
Indicator(s)

• Identify case specific information

• Inpatient Coding Analysis
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ICD-9-CM & ICD-10-CM Hot Spots 
for Documentation Improvement

• Focus on Top Diagnoses
– Risk Dx Code Prioritization by Specialty and MD 

• Secondary Diagnosis Codes
– Sequencing

• Unspecified Code Usage 
– CHF (11x)

– Acute bronchitis (10x)

– Asthma (18x)

• Top Documentation Concepts for ICD-10

• MS-DRG’s CC’s and MCC’s
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ICD-9-CM/ICD-10-CM 
Official Guidelines for Coding

Uncertain Diagnosis

• If the diagnosis documented at the time of discharge is qualified 
as “probable”, suspected”, likely”, “questionable”,  “possible”, or “still 
to be ruled out”, or other similar terms indicating uncertainty, code 
the condition as if it existed or was established.
• The bases for these guidelines are the diagnostic workup, 

arrangements for further workup or observation, and initial therapeutic 
approach that correspond most closely with the established diagnosis

• Note: This guideline is applicable only to inpatient admissions 
to short-term, acute, long-term care and psychiatric hospitals.

18
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ICD-9 Hot Spots for Documentation

• The Big Five 
– Pneumonia (PNA)

– Heart Failure (HF)

– Acute Respiratory Failure (ARF)

– Septicemia

– Acute Renal Failure
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ICD-9 Hot Spots for Documentation

• Pneumonia-(An Incredible History)

– Risk and Reward
– Is the physician’s diagnosis Pneumonia, organism 

unspecified (486)
– If physician doesn’t link documentation to a specific 

organism, coder cannot make assumptions; MD must 
link organism to cause of PNA

– Unspecified
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ICD-9 Hot Spots for Documentation

• Pneumonia
– Considerations when auditing:

• Is the pneumonia diagnosis clearly substantiated through 
physician documentation, clinical indicators, etc

• Was a physician query required to substantiate a principal 
diagnosis

• Did physician document in the medical record the cause of 
pneumonia

• If the cause was not documented by the physician, is there 
any documentation present in the medical record that could 
substantiate a more specific principal diagnosis

21
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Pneumonia

195 – Simple Pneumonia and Pleurisy w/o CC/MM 179 – Respiratory Infections and Inflammations w/o CC/MM

Relative Weight:  .7044 Relative Weight:  1.6869

Physician documentation supports:
Pneumonia due to one of the following:
 Pneumococcal
 Viral
 Hemophilus influenza
 Streptococcus
 Unspecified bacterial pneumonia
 Bronchopneumonia
 Pneumonia, organism unspecified
 Influenza with pneumonia
 Influenza due to identified avian influenza 

virus w/ pneumonia

Physician documentation supports:
Pneumonia due to one of the following:
 Salmonella
 Histoplasma capsulatum
 Histoplasma duboisii
 Taxoplasmosis
 Pneumocytosis
 Klebsiella pneumonia
 Pseudomonas
 Staphlococcus

Note: Not an inclusive list.

PNEUMONIA: 
Is the physician’s diagnosis Pneumonia, organism unspecified, (486)
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ICD-9 Hot Spots for Documentation

• Heart Failure         428.0 CHF NOS
– Mostly Reward-Physician query due to documentation of 

Congestive Heart Failure (CHF), Not otherwise specified

– #1 Medicare diagnosis

– Physicians still not documenting “acute”

• Specify acuity (Acute, Acute on Chronic, Chronic

• Specify type (Systolic, Diastolic, Systolic and Diastolic)
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Impact of Precision
Heart Failure as a Secondary DX

Pneumonia 
without a 
specified 
organism

193 Simple pneumonia & Pleurisy w MCC 1.4491 $10,144 4.9

194 Simple pneumonia & Pleurisy w CC 0.9688 $6,782 3.8

195 Simple pneumonia & Pleurisy w/o CC/MCC 0.7044 $4,931 2.9

Not a CC CC MCC

• CHF or “history of CHF”
• Systolic or diastolic Dysfunction
• Heart failure with normal or 

reduced ejection fraction
• Decompensated CHF

• Systolic HF
• Diastolic HF
• Systolic/diastolic HF

• Decompensated
Systolic HF
Diastolic HF
Systolic/diastolic HF     

• Hypoxemia
• Hypercapnia

• Chronic respiratory failure • Acute (on chronic respiratory 
failure)

• Prolonged hypotension
• Hypoperfusion

• Shock • Cardiogenic or hypovolemic shock
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ICD-9 Hot Spots for Documentation

• Acute Respiratory Failure
– Patients are expected to be intubated following 

surgery (as such MD’s often document ARF), reality is 
this is expected and normal, not a complication

– Needs to be a collaboration with CDI, quality, to 
understand precise meaning of ARF
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ICD-9 Hot Spots for Documentation

• Sepsis/Septicemia
– Risk and reward

• A diagnosis of sepsis may be documented without clinical indicators 
or there may be clinical indicators to support a diagnosis of sepsis; 
however, the physician didn’t document

• Audit Issues
– Although sepsis was documented, it was not clinically validated based 

on evidence based medicine.

– Sepsis was incorrectly sequenced as an additional diagnosis as coding 
guidelines direct the reporting of sepsis as the principle diagnosis and 
the underlying infection as an additional diagnosis 
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Sepsis Coding, Sequencing and 
Clinical Validity Rules

• Sepsis must be consistently documented to be reliably coded
– Optimally documented on the history and physical, another time to 

say it is better or worse, and again in the discharge summary
• There must be at least 2 or 3 “SIRS criteria” present that are not due to 

another disease process
– If the WBC is elevated due to leukemia, it doesn’t count
– If the heart rate is elevated due to hypovolemia, it doesn’t count
– Optimally, the patient should be described as “sick appearing” or 

“septic/toxic appearing”
• Sepsis must be present on admission to qualify as the principal 

diagnosis grouping the admission to a sepsis DRG

27
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ICD-9 Hot Spots for Documentation

Neonatal Septicemia
Physician’s document sepsis on a newborn record and start treatment pending completion blood cultures. Physician 
discontinues treatment following receipt of a negative blood culture; however, physician may not write sepsis ruled 
out. Physician may write sepsis rule out, leaving off the “d” on the word ruled.

Implications: Incorrect code assignment will impact statistics that are captured and reported to The National Quality 
Forum.

Definition and Guideline: “Neonatal sepsis is invasive infection, usually bacterial, occurring during the neonatal 
period. Signs are multiple and include diminished spontaneous activity, less vigorous sucking, apnea, bradycardia, 
temperature instability, respiratory distress, vomiting, diarrhea, abdominal distention, jitteriness, seizures, and 
jaundice. Diagnosis is clinical and based on culture results. Treatment is initially with ampicillin plus either gentamicin 
or cefotaxime, narrowed to organism‐specific drugs as soon as possible.”1

The 771.81, Septicemia [sepsis] of newborn code should be assigned when the healthcare provider documents 
“clinical sepsis” or “culture negative clinical sepsis” and treats with antibiotics for 7‐10 days.

Coders should assign a code from category, V29, Observation and evaluation of newborns and infants for suspected 
conditions not found, to identify those instances when a healthy newborn is evaluated for a suspected condition that 
is determined after study not to be present. Do not use code from category V29 when the patient has identified signs 
or symptoms of a suspected problem; in such cases, code the sign or symptom.

1The Merck Manual, Nineteenth Edition, page 2832‐2833
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Potential Outcomes of an Audit
(In descending order of correctness)

• Documented and clinically validated

• Borderline documented and clinically validated

• Documented and borderline clinically validated

• Borderline documented and borderline clinically validated

• Not documented, but clinically validated

• Documented, but not clinically validated

• Borderline documented, but not clinically validated

• Not documented and not clinically validated

• Incorrect sequencing of documented and clinically validated diagnosis/procedure

• Incorrect code assignment of documented and clinically validated diagnosis/procedure

• Based on coding guidelines, the documented condition/procedure would not be reported
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• First, develop an aggressive 
strategy for reducing the 
potential penalties for PSIs 
that includes:
– Reducing Known HAC Risks
– Identifying Hidden Risks
– Correcting Root Causes
– Educating Medical Staff, CDS and 

Coding Staff

30

Compliance Strategy to PSIs/HACs
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Compliance Strategy to 
PSIs/HACs:

• Second, find the hidden 
potential risks and develop a 
strategy to aggressively 
reduce potential PSIs/HACs:
– Review high risk PSIs/HACs that 

have potential coding inconsistencies
– Analyze pattern of documentation

31

Compliance Strategy for HACs

• Third, develop a process to 
minimize HACs:
– Educate physicians (surgeons), CDI 

specialists and coders

– Create templates and “macros of 
terminology”

– Modify behaviors

– Coding Policy 
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Key PSI Risks to Audit
The AHRQ and PSIs reflect quality of care for adults 
inside hospitals and focus on potentially avoidable 
complications and iatrogenic events.

Key PSI’s to audit…
 Iatrogenic pneumothorax
Postoperative respiratory failure
Postoperative pulmonary embolism or DVT
Postoperative wound dehiscence
Accidental puncture or laceration

33
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AHRQ Patient Safety Indicators - Trended Performance by Indicator
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PSI Monitoring

PSI 15-Accidental Lacerations 
Observed vs. Expected
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Actual PSI Rate (%) Expected PSI Rate (%)

• Under ICD-10, 
PSI 15 rate will 
go up since 
previous “E-
codes” will now 
be reported

• Note the “risk of 
complication” 
as well, based 
upon ICD-10 
code capture
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Concerns for Complications

 A complication basically refers to an 
unexpected result, outcome, or event 
Coding complications in ICD-10-CM, coders 
should focus on the unexpected part.
 Official Guidelines for Coding: code assignments 

are based on the relationship between the care 
provided and the condition the patent has. (that 
includes any procedure performed)
 Guidelines further state that not all conditions that 

occur during or following a procedure are considered 
complications

 Relationship Matter
 Physicians must clearly document the cause-and-

effect relationship between the care provided and 
the condition, and also indicate that it is a 
complication. (Query if in doubt)

36
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ICD-9 Hot Spots for Documentation

37

• A surgeon takes a patient to the OR to remove a mass in the 
patient’s colon. During the procedure, the surgeon nicks a 
portion of the small bowel while lysing adhesions to mobilize 
the portion of colon that the physician is resecting.

• The surgeon discovers the problem, quickly sutures it, 
completes the procedure without further incident and the 
patient makes a routine recovery. While the surgeon dutifully 
notes the dictated OP report that an accidental laceration 
occurred he or she never states whether it is a complication.

• Did it significantly impact the patient’s care?
• Was it a complication?
• What if instead of nicking the small intestine, the surgeon 

accidentally puts a two inch laceration in the hepatic artery, 
halts the procedure has to page the vascular surgeon on call 
for assistance?

• Surgeon notes in the dictated OP report what happens but 
fails to label the injury to the hepatic artery as a complication.

• RULE OF THUMB: In order to be considered a complication, 
the condition must be more than a routinely expected 
condition or occurrence.

Accidental Laceration
Consider this Case:

Accidental Puncture or Laceration 
During a Procedure (ICD-9: Code 998.2)

• 998.2 is not assigned 
when physician 
documents:

• Incidental occurrence 
inherent in the surgical 
procedure

• Clinically insignificant

• Routinely expected

• 998.2 is assigned when 
physician documents:

• Clinically significant and

• Complication of procedure

38

Accidental Puncture or Laceration during Procedure
Excerpt of Documentation in Body of Operative Report Recommendation

“In the course of doing this, a small hole was made into the diaphragm, 
and this was closed with a running, interlocking 0 Prolene suture.” “Next, 1-
1/2 hours were spent using sharp dissection, taking nodules off the colonic 
wall as well as the serosal surface of the small bowel and mesentery of the 
small bowel as well as large bowel. The defects in the serosa of the small 
and large bowel were closed with several seromuscular sutures of 3-0 silk.”

Based upon the existing documentation, recommend not 
coding 998.2 as documentation is not specific to determine 
clinical significance, complication or whether the hole/defect is 
considered an inherent component of procedure. Physician 
needs to specify whether the occurrence is inherent in the 
surgical procedure or whether the hole / defect is considered 
to be a clinically significant complication. Recommend 
querying physician. Must link to a complication and say 
unexpected or not inherent

“Incidental seromuscular cystotomy.” There appeared to be some area 
incidental seromuscular injury secondary to the dissection of the bladder 
from the large fibroid uterus. This was not a true complication but incidental 
to the procedure.”

Based upon physician specifically stating in the body of 
operative report that “this was not a true complication but 
incidental to the procedure,” I would recommend not coding 
998.2.

“In the course of freeing up the small bowel, multiple small 2-3 mm nodules 
of mucous were noted on the serosal surface of the small bowel as well as 
the mesentery. These were taken down sharply. Multiple enterotomies
were performed, closing them with seromuscular sutures 3-0 silk.”

“Multiple enterotomies were performed” while sharply excising 
nodules of mucous on the serosal surface of the small bowel. I 
recommend deleting 998.2 in this case as there is no 
documentation to support complication of procedure. 
Additional physician documentation would be needed to 
support coding 998.2. Recommend querying physician

“Upon examination of the perineum, a small first-degree laceration inferior 
to the urethra on the right labia minora was noted, and  inferior to the 
urethra on the right labia minora was noted, and this was oversewn using a 
3-0  Vicryl in interrupted fashion. 

Physician documented “COMPLICATION:
None.” Recommend deleting 998.2

39
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Accidental Puncture or Laceration during Procedure

Excerpt of Documentation in Body of Operative Report Recommendation

“COMPLICATION: Posterior vaginal wall laceration secondary to removal 
of a large uterus through the nulliparous vagina.”

Based upon physician’s documentation, agree that 998.2 
should be coded in this case.

COMPLICATIONS: During this procedure were none.” In the course of 
resecting the endometriosis, it was recognized that the right ureter was 
inadvertently resected.”

Physician documented that there were no complications; 
however the ureter was inadvertently resected.” Urology, Dr. 
Knife, was consulted and a right ureteral reimplant with psoas 
hitch was performed. Recommend coding 998.2 in this case

“Repair of seromuscular injury to the rectosigmoid colon. Repair of 
incidental venotomy of inferior vena cava.

Agree to code 998.2, based upon physician’s documentation 
of seromuscular injury.
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• Physicians are sometimes reluctant to document an unexpected outcome as a 
complication 

– Some baseline complication rate is expected

– Complication rates are risk adjusted

• A sicker patient with additional documented comorbidities has an increased likelihood 
of a complication occuring

• Complication codes can effect DRG assignments, and may be in some instances the 
principal diagnosis, so it’s going to drive the DRG

Key Take-Aways
PSI#15 Accidental Puncture or Laceration Rate

Accidental puncture or laceration Non-accidental puncture of laceration

Terms that are indicative or an 
accidental puncture or laceration: 

Terms that suggest non-accidental 
puncture or laceration

• Inadvertent, inadvertently
• Complication, complicated by 
• Accidental, accidently
• Unintended, unintentionally 
• latrogenic

• To facilitate
• Necessary
• Required
• Intentional
• Intended
• Inherent
• Integral
• Routinely expected

AHRQ Patient Safety Indicator
PSI 11 – Postop Respiratory Failure

Concerns:
• Coding of ARF, not present on admission, was flagged as an outlier at (X) entities due to a higher volume 

than peer hospitals.

• Respiratory failure is a relatively common postoperative complication that often requires mechanical 
ventilation for more than 48 hours after surgery or reintubation with mechanical ventilation after 
postoperative extubation.

• Many physicians document “acute respiratory failure” in the post operative period, even though it is usual 
and customary for the procedure

– Consequently, coders have to query the physician to determine if the code should be added or not

– OK to add if:

• Ventilator lasts over two days – ICD-9-CM advice

• Physician documents it as not routinely expected or as a complication of the procedure

• Physician documents as due to another cause or due to medication s or anesthesia

• Case 
– An anesthesiologist documented that a patient had respiratory failure after CABG

• However, the patient was on the ventilator for only 2 hours

• The DS stated that there was no postoperative complications

42
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AHRQ Patient Safety Indicator
PSI 11 – Postop Respiratory Failure

Results
• (Recommend) Deleting various codes

– 518.81 Acute respiratory failure, NOS
– 518.51 Acute respiratory failure following trauma and surgery
– 518.84 Acute and chronic respiratory failure

• Recommended DRG changes resulted from ARF being solely documented in the 
immediate postoperative period. (i.e. physician is documenting ARF within 24 hours of 
surgery while patient is still sedated).

– Patients were being successfully extubated following surgery and within immediate post-operative 
timeframe.

– These patients were intubated for surgery and extubated without delay or complication following 
surgery.

• Watch for ARF code as the only MCC
• Would not recommend coding ARF when “medically induced”/when patient is 

successfully extubated during the immediate post-op period and would encourage coders 
to query if there is doubt whether ARF is a codeable condition.

• Develop criteria for appropriate documentation (Pulmonology) and coding of Acute 
Respiratory during the immediate postoperative course.
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Key Take- Aways
Postoperative Respiratory Failure

To validate the diagnosis, the patient must have acute pulmonary 
dysfunction requiring non-routine aggressive measures. A patient who 
requires a short period of ventilator support during surgical recovery 
does not have acute respiratory failure, and a code for it should not be 
assigned on the claim.5

• Examples of when to code postoperative respiratory failure include: 
• An unexpected or prolonged period of mechanical ventilation 
• Inability to extubate the patient as planned in the 

immediate postoperative period
• Difficult or prolonged efforts to wean patient from the ventilator
• Reintubation following postoperative extubation
• Physician documentation of respiratory failure complicating the 

clinical course
• BiPAP or CPAP, or oxygen administration post-extubation, with an 

O₂ requirement of > 40% (>5 L/ minute)

If the documentation is unclear as to whether postoperative respiratory 
failure was routine in nature, or a complication of the surgery, the 
provider should be queried.

44

Additional Opportunities AHRQ PSIs

AHRQ PSI Composite Measure

Patient Safety for Selected Indicators (PSI #90)

PSI #03 Pressure Ulcer PSI #11 Postop Respiratory Failure

PSI #06 Iatrogenic Pneumothorax PSI #12 Postop PE or DVT

PSI #07 Central Venous Catheter-related Bloodstream infections PSI #13 Postop Sepsis

PSI #08 Postop Hip Fracture PSI #14 Postop Wound Dehiscence

PSI #09 Postop Hemorrhage or Hematoma PSI #15 Accidental Puncture or Laceration

PSI #10 Postop Physiologic and Metabolic Derangements

• The patient Safety Indicators (PSI’s) are a set of indicators providing information on 
potential in hospital complications and adverse events following surgeries, procedures, 
and childbirth.

• The PSI’s were developed after a comprehensive literature review, analysis of 
ICD-9-CM codes, review by a clinician panel, implementation of risk adjustment 
and empirical analyses.

45
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Summary                         

• Healthcare organizations need to seek 
out clinical data integrity solutions that 
stem from the basic concept that:

– Physicians
– Providers
– Quality Team
– Coding Staff 

• All speaking the same language.
• Only with collaboration will this 

process fully support clinical data 
integrity outcomes.
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Summary                         

• Accurate coding of diagnoses and 
PSI’s can have a significant impact on 
reimbursement.

• Critical for Providers to be aware of 
what conditions CMS has designated 
as PSIs and how HACs can affect 
reimbursement.

• With the transition to ICD-10, 
increased emphasis toward data driven 
outcomes, and the associated financial 
implications, clinical data integrity is 
monumental.
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Questions
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Dealing	with	Stakeholders:	
Issues	of	Common	Dynamics	

	
A.	 Parties	

	
• Organization.	

o Compliance	Officer.	
o General	Counsel.	
o Management.	
o Employees.	
o Physicians.	
o Whistleblower.	

• Outside	Counsel.	
• Consultants.	
• Government.	
	

B.	 Commonly	Shared	Perspectives	
	
• Accountability	from,	and	by,	all	key	players.	
• Have	high	standards	for	compliance.	
• Ensure	credibility.	
• Preserve	the	integrity	of	the	process.	
• Avoid	conflicts	of	interest.	
• Minimize	disruption	to	the	entity	during	the	investigative	process.	
• Identify	and	resolve	issues	early,	rather	than	later.	
• Develop	effective	corrective	actions	plans.	
• Maintain	privilege.	
• Minimize	disruption.	
	
	

C.	 Management’s	Perspectives	on	Internal	Investigations	
	
• We	are	an	ethical	organization.	
• Expensive.	
• Bad	publicity.	
• Risks	goodwill	with	vendors	and	the	healthcare	community.	
• Risky.	
• Financial	vulnerability.	
• Resource	allocation.	
• Subsequent	civil	litigation.	
• Creating	evidence	for	adversaries	and	regulators.	
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D.	 OIG’s	Perspectives	on	Internal	Investigations	
	
• Pattern.	
• Intent.	

o Actual	knowledge.	
o Conscious	indifference.	
o Knew	or	should	have	known.	

• Entity	has	not	devoted	adequate	resources	to	compliance.	
• Management	does	not	support	compliance.	
	
	

E.	 Physician’s	Perspectives	on	Internal	Investigations	
	
• Mountain	out	of	a	mole	hill.	
• Everyone	does	it.	
• It	will	never	happen	to	me.	
• Expensive.	
• Time	consuming.	
• Risks	reputation.	
• May	result	in	peer	review.	
• Physician‐patient	privileges.	
• Impossible	to	know	all	rules	and	regulations.	
	
	

F.	 Compliance	Officer’s	Perspectives	on	Internal	Investigations	
	
• Can	help	assess	the	organization’s	strengths	as	well	as	weaknesses.	
• Resources	required.	
• Must	be	legitimate.	
• Management	and	Board	must	buy	into	the	process	and	support	outcome.	
• Can	 assist	 governance	 and	 management	 in	 fulfilling	 their	 stewardship	 and	 fiduciary	

responsibilities.	
• Can	assist	management	in	assessing	and	improving	operational	effectiveness	and	efficiency.	
	

	
G.	 Whistleblower’s	Perspectives	on	Internal	Investigations	
	

• My	concerns	fell	on	deaf	ears.	
• I	followed	the	compliance	protocol,	now	the	provider	needs	to	follow	it.	
• The	provider	can’t	be	trusted	to	do	a	fair	and	impartial	investigation.	
• It	was	the	right	thing	to	report	them,	now	it’s	their	turn	to	do	the	right	thing.	
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H.	 In‐House	Counsel	and	Outside	Counsel’s	Perspectives	on	Internal	Investigations	
	

• We	should	be	involved	in	the	process	because	we	can	be	more	objective.	
• The	provider	needs	to	preserve	privilege	during	this	process.	
• We	know	the	law	and	can	best	evaluate	the	provider’s	civil	and	criminal	liability	exposure.	
• It	is	better	to	know	about	potential	problems	than	not	to	know.	
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Dealing	with	Stakeholders:	
Issues	of	Common	Dynamics	

	
A.	 Parties	

	
• Organization.	

o Compliance	Officer.	
o General	Counsel.	
o Management.	
o Employees.	
o Physicians.	
o Whistleblower.	

• Outside	Counsel.	
• Consultants.	
• Government.	
	

B.	 Commonly	Shared	Perspectives	
	
• Accountability	from,	and	by,	all	key	players.	
• Have	high	standards	for	compliance.	
• Ensure	credibility.	
• Preserve	the	integrity	of	the	process.	
• Avoid	conflicts	of	interest.	
• Minimize	disruption	to	the	entity	during	the	investigative	process.	
• Identify	and	resolve	issues	early,	rather	than	later.	
• Develop	effective	corrective	actions	plans.	
• Maintain	privilege.	
• Minimize	disruption.	
	
	

C.	 Management’s	Perspectives	on	Internal	Investigations	
	
• We	are	an	ethical	organization.	
• Expensive.	
• Bad	publicity.	
• Risks	goodwill	with	vendors	and	the	healthcare	community.	
• Risky.	
• Financial	vulnerability.	
• Resource	allocation.	
• Subsequent	civil	litigation.	
• Creating	evidence	for	adversaries	and	regulators.	
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D.	 OIG’s	Perspectives	on	Internal	Investigations	
	
• Pattern.	
• Intent.	

o Actual	knowledge.	
o Conscious	indifference.	
o Knew	or	should	have	known.	

• Entity	has	not	devoted	adequate	resources	to	compliance.	
• Management	does	not	support	compliance.	
	
	

E.	 Physician’s	Perspectives	on	Internal	Investigations	
	
• Mountain	out	of	a	mole	hill.	
• Everyone	does	it.	
• It	will	never	happen	to	me.	
• Expensive.	
• Time	consuming.	
• Risks	reputation.	
• May	result	in	peer	review.	
• Physician‐patient	privileges.	
• Impossible	to	know	all	rules	and	regulations.	
	
	

F.	 Compliance	Officer’s	Perspectives	on	Internal	Investigations	
	
• Can	help	assess	the	organization’s	strengths	as	well	as	weaknesses.	
• Resources	required.	
• Must	be	legitimate.	
• Management	and	Board	must	buy	into	the	process	and	support	outcome.	
• Can	 assist	 governance	 and	 management	 in	 fulfilling	 their	 stewardship	 and	 fiduciary	

responsibilities.	
• Can	assist	management	in	assessing	and	improving	operational	effectiveness	and	efficiency.	
	

	
G.	 Whistleblower’s	Perspectives	on	Internal	Investigations	
	

• My	concerns	fell	on	deaf	ears.	
• I	followed	the	compliance	protocol,	now	the	provider	needs	to	follow	it.	
• The	provider	can’t	be	trusted	to	do	a	fair	and	impartial	investigation.	
• It	was	the	right	thing	to	report	them,	now	it’s	their	turn	to	do	the	right	thing.	
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H.	 In‐House	Counsel	and	Outside	Counsel’s	Perspectives	on	Internal	Investigations	
	

• We	should	be	involved	in	the	process	because	we	can	be	more	objective.	
• The	provider	needs	to	preserve	privilege	during	this	process.	
• We	know	the	law	and	can	best	evaluate	the	provider’s	civil	and	criminal	liability	exposure.	
• It	is	better	to	know	about	potential	problems	than	not	to	know.	
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Jay P. Anstine, JD
Compliance Officer

Advanced Medical Imaging Consultants 

 Overview of marijuana regulatory scheme 

 Tale of Two States: Colorado & Washington 

 Compliance Challenges with legal marijuana

 Colorado: One year later

 Q&A

 1906     Pure Food & Drug Act 

 1920’s  Prohibition Era

 1936     Uniform State Narcotic Act

 1937    Marijuana Tax Act
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 Leary v. United States (395 U.S. 6 (1969))

 Controlled Substances Act of 1970

 1980’s     “Just Say No!”

 1990’s     Medical marijuana permitted

 2012       CO & WA recreational use permitted 

Legalized  medical marijuana legalized

Marijuana legalized for recreational use

Marijuana not legalized (medical or recreational)

Source: Governing.Com-State Marijuana laws
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 November 2012-
 Colorado: “Amendment 64” (passed-54%)
 Washington: “I-502” (passed-56%)

 Effective: January 1, 2013-possession
 Effective: Recreational Sales

 Colorado –Jan 1, 2014
 Washington-July 8, 2014

 Both previously allowed medical marijuana 

 Target the swing vote

 Who is the swing vote?   

 Parents

 Education: First $40 million- School Construct.

 Safety: Reduce the “black market”
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 Allows 21 and older to possess & consume
 Residents possess up to 1 ounce, grow 6 plants
 Licensing of cultivation , mfg, and retail 
 Dept. of Revenue administers
 Local governments can opt out
 Requires excise taxes
 Requires first $40 million = School construct.
 Plant monitoring: “Seed to Sale”



3/17/2015

5

 Cannot drive under the influence

 No one under 21 can possess or use

 Public use banned

 Retail -school location zones

 Permits 21 and older to possess & consume

 Residents can possess up to 1 ounce

 Licensing of cultivation , mfg, and retail 

 Dept. of Liquor administers

 Requires Excise Taxes

 Residents can not grow for personal use

 No one under 21 can possess or use

 Does not allow jurisdictions to opt out

 Public use banned
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Regulatory framework: 
 Controlled Substances Act of 1970 (CSA)

 Americans with Disabilities Act (ADA)

 Legalized Marijuana laws (med & recreational)

 Lawful Off-Duty Conduct Statutes  (if applies)

 Drug-Free Workplace Act of 1988

 Marijuana =Schedule I
 Scheduled I:

 The drug or other substance has a high potential for 
abuse;

 The drug or other substance has no currently 
accepted medical use in treatment in the US;

 There is a lack of accepted safety for use of the drug 
or other substance under medical supervision.

 21 U.S.C. § 812
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 Title I of the ADA prohibits: 

• “…[private employers, State and local governments, 
employment agencies, and labor unions] from 
discriminating  against qualified individuals with 
disabilities in job application, procedures, hiring, firing, 
advancement, compensation, job training, and other 
terms conditions and privileges of employment…”

 42 U.S.C. § 12112

 ADA Claimant must :
 Be a qualified individual = “ individual who, 

with or w/o reasonable accommodation can 
perform essential functions of [the job]…”
42 U.S.C. § 12111(8)

 Disability = “…a physical or mental 
impairment substantially limiting a major life 
activity…a record of such impairment, or being 
regarded as having such impairment…”

 42 U.S.C. § 12102(1)

 Medical Marijuana = “Disability” (?)
 “[A] qualified individual with a 

disability shall not include any 
employee or applicant who is 
currently engaging in the illegal use 
of drugs when covered entity acts on 
the basis of such use.” 

 42 U.S.C. §12114
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 What is “Illegal use of Drugs”?

 “…means the use of drugs, possession, or 
distribution of which is unlawful under the 
Controlled Substances Act...”

 42 U.S.C. 12111(6)(A)

“It shall be a discriminatory or unfair 
employment practice for an employer to 
terminate the employment of any 
employee due to that employee’s 
engaging in any lawful activity off the 
premises of the employer during non-
working hours…”
C.R.S. § 24-34-402.5

 Coats v. Dish Network, 303 P.3d 147 (Colo
App. 2013)

 Brandon Coats, Customer Service Rep 

 Quadriplegic, medical marijuana registered

 Failed drug test, terminated…
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 Coats Argument?

 Licensed Medical Marijuana user;
 Conduct was legal under Colorado lawful activities 

statute.

 Dish Argument?  

 It’s against federal law (Controlled Substances Act).

 Dish Network-Motion to Dismiss granted

 Court of Appeals-affirmed

 Colorado Supreme Court-Fall 2014

 Decision expected in 2015?
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 “[A] qualified individual with a disability shall 
not include any employee or applicant who is 
currently engaging in the illegal use of 
drugs…” 

 42 U.S.C. § 12114

 Section (6)(a) of Amendment 64: 

“Nothing in this Section is intended to require an 
employer to permit or accommodate the use, 
consumption, possession, transfer, display, 
transportation, sale, or growing of marijuana in the 
workplace or to affect the ability of employers to 
have policies restricting the use of marijuana by 
employees.” 

 Drug Free Workplace Act of 1988

 Requires grantees and contractors of Federal 
Agencies to provide a drug-free workplace as 
condition of receiving a grant or contract.

 Medicare Contract vs. Reimbursement.

 (41 U.S.C . 81)
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 Pre-employment
 Post-Accident
 Random
 Return to Duty or transfers
 Upon Reasonable Suspicion 

 Reasonable suspicion

 How much evidence do you need?
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 On Friday night, hospital employee Good E. 
Twoshoes went to Red Rocks to see a rock 
concert.  While there, she happened to noticed 
her coworker, Mary Jane sitting two rows in 
front of her.  During the concert, Ms. Twoshoes
noticed Ms. Jane light & inhale what Ms. 
Twoshoes believes to be joint.

 On Monday, Ms. Twoshoes reports the issue.
 Enough to drug screen?

 You interview Ms. Twoshoes and she tells you 
that in addition to what she saw on Friday 
night, Ms. Jane has also been making a lot of 
comments and jokes to coworkers at work 
about your state’s recent effort to legalize 
marijuana.

 Enough to drug screen?

 Ms. Twoshoes provides the names of 3 other 
coworkers allegedly present when Ms. Jane 
made the comments/jokes .

 All  coworkers tell you Ms. Jane did make 
comments/jokes but nothing suggestive of use.

 One employee tells you he has seen Ms. Jane in 
her car smoking “something”.

 Enough to drug screen?
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 Written Policy (include types & consequences).

 Follow state and Federal laws.

 Make sure “safety” is included in the policy 
purpose  for a drug free workplace.

 Staff training and signed attestations.

 When testing, follow policies, consult legal.

 Follow internal investigation standards. 

 Follow HR & drug testing policies.

 Be consistent in approach….slippery slope.

 Consult HR Leaders and legal counsel. 
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 Patient Jeffery Lebowski, age 54, presents to the 
hospital for scheduled surgery.  During 
registration, a joint falls out of his pocket.    
Recreational marijuana is legal in your state 
and citizens may possess up to 1 ounce. 

 You explain marijuana is not permitted on 
campus.  

 Mr. Lebowski says this aggression will not 
stand.

 What should you do?

 Patient Jeffery Lebowski, age 18, presents to the 
hospital with more than 1 ounce of marijuana.

 Assume state law permits recreational 
marijuana and citizens can possess up to 1 
ounce.

 What should you do? 

 Implement a possession policy.

 Align with state and Federal laws.

 If taking custody, determine who best to take 
custody.

 Include requirements to document chain of 
custody until law enforcement arrives
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 Tax Revenue?

 $44 Million generated in 2014-recreational sales

 $76 Million generated overall

Source: Denver Post, Feb 2, 2015.
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 State of Nebraska and Oklahoma v. Colorado
 Filed December 2014
 Claims?
 Fed Govt = Power to regulate interstate 

commerce
 Colorado law = direct conflict with fed law 

(CSA)

Jay P. Anstine, JD
Compliance Officer
Advanced Medical Imaging Consultants
Fort Collins, CO
J.Anstine@advmedimaging.com
303-910-1583
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Wiks	Moffat
 617‐803‐3352
 My	Background
 Goals	of	this	Presentation
 Disclaimer

 WIKS	MOFFAT	617‐803‐3352

ESTABLISHING	YOUR	PLATFORM
FOR	REGULATORY	COMPLIANCE

&
MAINTAINING	A	PROACTIVE
COMPLIANCE	CULTURE

 WIKS	MOFFAT	617‐803‐3352

WHAT	REGULATORY	AGENCIES
MAKE	UP	YOUR	COMPLIANCE	
PROGRAM:

 HIPAA‐HITECH
 CORPORATE COMPLIANCE
 OSHA

 WIKS	MOFFAT	617‐803‐3352
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ACHIEVING	COMPLIANCE	&	WHAT	
TO	CONSIDER	AS	A	BEST	PRACTICES	
METHODOLOGY:

 7	ELEMENTS
 4	CHALLENGES

 WIKS	MOFFAT	617‐803‐3352

 The	Seven	Fundamental	Elements	of	an	
Effective	Compliance	Program	

 1.	Implementing	written	policies,	procedures	and	standards	
of	conduct.	

 2.	Designating	a	compliance	officer	and	compliance	
committee.
3.	Conducting	effective	training	and	education.
4.	Developing	effective	lines	of	communication.	

 5.	Conducting	internal	and/or	external	monitoring	and	
auditing.
6.	Enforcing	standards	through	well‐publicized	disciplinary	
guidelines.
7.	Responding	promptly	to	detected	offenses	and	
undertaking	corrective	action.	

 WIKS	MOFFAT	617‐803‐3352

4	Challenges

Paperwork,	Record	Keeping
‐ Manuals,	compliance	forms,	P	&	P’s

Employee	Training
‐ Document	it.	Continuously.	Annually

Mechanism	to	Maintain	Compliance
‐ Continuous	Readiness
‐ New	Hires
‐ New	Regs

Compliance	Issue	Remediation

WIKS	MOFFAT	617‐803‐3352
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OSHA

 GENERAL	SAFETY
 FIRE	&	LIFE	SAFETY
 HAZ	COM
 WORKPLACE	VIOLENCE
 BLOODBORNE
 ERGONOMICS
 DOCUMENTATION
 TRAINING
 MONITORING

WIKS	MOFFAT	617‐803‐3352

HIPAA‐HITECH

 SRA
 VULNERABILITY	SCAN
 MOBILE	DEVICE	PLAN
 DOCUMENTATION
 TRAINING
 MONITORING

 WIKS	MOFFAT	617‐803‐3352

CORPORATE	COMPLIANCE

 CODE	OF	CONDUCT
 ANTI‐KICKBACK	&	STARK	SELF‐REFERRAL
 FRAUD	&	ABUSE	LAWS
 REPORTING	STRUCTURE	&	DISCIPLINARY	
ACTIONS

 WHISTLE	BLOWERS
 DOCUMENTATION
 TRAINING
 MONITORING	&	AUDITING

 WIKS	MOFFAT	617‐803‐3352
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THINGS	TO	LOOK	FORWARD	TO:
(THERE	ARE	MANY	BUT	HERE	ARE	SOME	HILIGHTS)

 MSDS	TO	SDS
 ICD‐10
 ACA
 PQRS

 WIKS	MOFFAT	617‐803‐3352

HELPFUL	HINTS	TO	GET	YOU	THROUGH:

 ESTABLISH	A	BUDGET
 THIS	IS	TOO	BIG	TO	DO	ALONE.	ENLIST	
INTERNAL	RESOURCES	TO	HELP	AND	
EXTERNAL	RESOURCES	WHERE	NECESSARY.

 REMEMBER	YOU	ARE	NEVER	DONE.	APPLY	
THE	CONTINUOUS	READINESS	STRATEGY.

 IF	YOU	STEP	UP	TO	THE	4	CHALLENGES	AND	
THE	7	ELEMENTS	YOU	WILL	BE	FINE.

 WIKS	MOFFAT	617‐803‐3352

QUESTIONS	&	THANK	YOU

 WIKS	MOFFAT	617‐803‐3352



3/31/2015

5



Total Compliance Solutions, Inc. 
Financial and Corporate Compliance Manual 

 

Table of Contents 
 

COMPLIANCE SURVEY RESULTS ............................................................................................ 5 

Midlevel Providers ..................................................................................................................... 7 

Employee Incentives ................................................................................................................. 8 

Employee Handbook ................................................................................................................. 9 

Employee Reference Checks ................................................................................................. 11 

Employee Orientation ............................................................................................................. 12 

Monitoring and Auditing Claims .............................................................................................. 14 

Anti-Kickback Statute .............................................................................................................. 16 

Stark Self-Referral Ban ........................................................................................................... 17 

Co-Payments and Co-Deductibles .......................................................................................... 18 

Billing Practices ....................................................................................................................... 20 

IMPLEMENTATION PLAN ......................................................................................................... 33 

Compliance Program Introduction .......................................................................................... 36 

Program Monitoring Responsibilities ...................................................................................... 37 

Dissemination and Certification of Information ....................................................................... 40 

Training Programs .................................................................................................................. 41 

Monitoring and Auditing .......................................................................................................... 42 

Retention and Preservation of Documents ............................................................................. 43 

Brief Description of Code of Conduct ...................................................................................... 44 

Responding to Possible Code of Conduct Violations .............................................................. 45 

CODE OF CONDUCT ................................................................................................................. 51 

Section 1-Commitment To Compliance .................................................................................. 51 

Section 2-Compliance With the Code of Conduct ................................................................... 54 

Section 3-Fraud and Abuse Laws – An Overview .................................................................. 55 

Section 4-Proper Billing and Reimbursement Procedure ....................................................... 57 

Section 5-Proper Documentation ............................................................................................ 59 

Section 6 - Relationships With Physicians and Other Providers or Suppliers ......................... 61 

Section 7 Marketing Practices ................................................................................................ 63 

Section 8 Conflicts of Interest ................................................................................................. 65 

Section 9 - Confidentiality ....................................................................................................... 67 

Section 10 - Employee Rights ................................................................................................. 68 

Section 11 - Patient Rights ..................................................................................................... 69 



«Total Compliance Solutions, Inc. 
Financial and Corporate Compliance Manual 

 

HOW DO I KNOW IF I AM ON ETHICAL OR COMPLIANCE "THIN ICE?" ............................. 70 

CAN I TYPE MY SPOUSE'S RESUME ON MY COMPUTER? ................................................. 71 

I DO VOLUNTEER WORK FOR A LOCAL CANDIDATE FOR OFFICE.  MAY I USE THE 
COPY MACHINE TO MAKE FLYERS? ..................................................................................... 71 

DOCUMENT RETENTION POLICY ........................................................................................... 75 

Introduction ............................................................................................................................. 75 

Policies and Procedures ......................................................................................................... 75 

GUIDANCE TO EMPLOYEES WHO ARE CONTACTED BY GOVERNMENT 
INVESTIGATORS ....................................................................................................................... 85 

Introduction ............................................................................................................................. 85 

COMPLIANCE POLICIES .......................................................................................................... 93 

Policy 1 - Compliance Program Implementation and Oversight ............................................. 93 

Policy 2 - Reporting, Investigation and Discipline of Violations .............................................. 95 

Policy 3 - Compliance Program Auditing and Monitoring ...................................................... 100 

Policy 4 - Background Verification of Employees and Employee Candidates ...................... 103 

Policy 5 - Medicare/Medicaid Billing Procedures .................................................................. 106 

Policy 6 - Compliance Program Education and Certification ................................................ 109 

Policy 7 - Anti-Kickback Prohibitions ..................................................................................... 111 

Policy 8 - Anti-Kickback Safe Harbors .................................................................................. 113 

Policy 10 - Conflict of Interest ............................................................................................... 120 

Policy 11 - Antitrust Law and Competitive Practices ............................................................. 123 

Policy 12 - Accurate Books and Records .............................................................................. 126 

Policy 13 - Disparagement and Interference with the Business Relationship of Competitors129 

Policy 14 - Employment at Will ............................................................................................. 132 

Policy 15 - Drugs and Alcohol ............................................................................................... 134 

Policy 16 - Gifts, Gratuities and Entertainment ..................................................................... 137 

Policy 17 - Sexual Harassment ............................................................................................. 139 

Policy 18 - Nondiscrimination in Employment ....................................................................... 142 

Policy 19 - Whistle-Blowers .................................................................................................. 145 

Policy 20 - Exit Interview Questionnaire and Exit Interviews ................................................ 148 

Policy 21 - Professional Discounts ........................................................................................ 150 

Policy 22 - Co-Payment Waiver ............................................................................................ 153 

1989 SPECIAL FRAUD ALERT, 
OIG.HHS.GOV/FRAUD/DOCS/ALERTSANDBULLETINS/121994.HTML .............................. 155 

Policy 23 - Contractual Joint Ventures and Joint Venture Arrangements ............................. 156 



«Total Compliance Solutions, Inc. 
Financial and Corporate Compliance Manual 

 

APPENDIX ................................................................................................................................ 165 

«Governing_Body» Resolution ............................................................................................. 165 

Compliance Committee Identification ................................................................................... 166 

Initial Employment Code of Conduct Certification ................................................................. 167 

Annual Employee Code of Conduct Certification .................................................................. 169 

Employee Exit Interview ........................................................................................................ 171 

Sample Letter to Payers ....................................................................................................... 175 

Patient Rights & Responsibilities .......................................................................................... 177 

Staff Employment Checklist .................................................................................................. 179 

Vendor Confidentiality Agreement ........................................................................................ 183 

 

 

 



 1 

 
 
 
 
PRIVACY POLICIES AND PROCEDURES 
TABLE OF CONTENTS 
HIPAA IMPLEMENTATION PLAN 
PRIVACY POLICIES AND 
PROCEDURES..........................................................................................7 
INTRODUCTION TO THE HIPAA PRIVACY STANDARDS .................9 
DEFINITIONS.........................................................................................11 
POLICIES AND PROCEDURES...............................................................17 
PERSONNEL DESIGNATIONS.............................................................................19 
HIPAA PRIVACY ADMINISTRATIVE SAFEGUARDS.....................23 
BUSINESS ASSOCIATES 
AGREEMENTS.........................................................................................31 
COMPLAINTS...........................................................................41 
DE-IDENTIFICATION OF INFORMATION.........................................................43 
EMPLOYEE ACCESS TO PROTECTED HEALTH INFORMATION...47 
EMPLOYEE SANCTIONS FOR VIOLATIONS OF PRIVACY POLICIES AND 
NONRETALIATION POLICY.......................................................49 
EMPLOYEE TRAINING.....................................................................................53 
MINIMUM NECESSARY REQUIREMENTS.......................................55 
MITIGATION...........................................................................................61 
NOTICE OF PATIENT PRIVACY PRACTICES POLICY.........................63 
NOTICE OF PATIENT PRIVACY PRACTICES...............................................65 
PATIENT’S RIGHT: ACCESS AND COPIES OF PROTECTED HEALTH 
INFORMATION...........69 
PATIENT’S RIGHT: ACCOUNTING OF DISCLOSURES OF PROTECTED HEALTH 
INFORMATION .............................................................................................75 
PATIENT’S RIGHT: REQUEST AMENDMENT OF PROTECTED HEALTH INFORMATION 
.....79 
RESPONDING TO GOVERNMENT AUDIT/AGENTS...........................................83 
TRANSCRIPTION OF HEALTH INFORMATION..................................85 
AUTHORIZATION AND EXCEPTIONS FOR USES AND DISCLOSURES OF PHI.....................87 
AUTHORIZATION CHECKLIST........................................................103 
INCIDENTAL USE AND DISCLOSURE...................................................105 
USES AND DISCLOSURES – DECEASED INDIVIDUALS............................109 
USES AND DISCLOSURES - MARKETING & FUNDRAISING..............................111 
USES AND DISCLOSURES - PERSONS INVOLVED IN A PATIENT’S CARE .........115 
USES AND DISCLOSURES - RESEARCH .............................................123 
USES AND DISCLOSURES – WHISTLEBLOWERS AND WORKFORCE MEMBER CRIME 
VICTIMS.......................................................................................127 
PERSONAL REPRESENTATIVES..........................................................129 
PATIENT’S RIGHT: RESTRICTIONS ON USES AND DISCLOSURES/CONFIDENTIAL 
COMMUNICATIONS.......................................................................135 
MASSACHUSETTS STATE PRIVACY LAWS......................................139 
HIPAA SECURITY 
STANDARDS.......................................................................................................147 
INTRODUCTION TO THE SECURITY STANDARDS..................149 



 2 

DEFINITIONS......................................................................151 
SECURITY STANDARDS, GENERAL RULES..............................................155 
ADMINISTRATIVE SAFEGUARDS.........................................................157 
PHYSICAL SAFEGUARDS.............................................................................163 
TECHNICAL SAFEGUARDS.........................................................167 
ORGANIZATIONAL REQUIREMENTS...................................................171 
POLICIES AND PROCEDURES AND DOCUMENTATION REQUIREMENTS................173 
HITECH ACT COMPLIANCE PROGRAM........................................183 
THE HITECH ACT........................................................................................184 
DEFINITIONS.........................................................................................187 
ENFORCEMENT................................................................................................193 
BREACH NOTIFICATION FOR UNSECURED PROTECTED INFORMATION RULE...............199 
BUSINESS ASSOCIATES AND CONTRACTS..........................................................215 
FEDERAL TRADE COMMISSION HEALTH BREACH NOTIFICATION RULE...................231 
RESTRICTIONS AND ACCOUNTING ON CERTAIN DISCLOSURES, ACCESS TO ELECTRONIC HEALTH 
RECORDS...................................................................................................237 
MARKETING AND FUNDRAISING CONDITIONS ON CERTAIN CONTACTS.............245 
EDUCATION ON HEALTH INFORMATION PRIVACY....................................................249 
OFFICE FOR CIVIL RIGHTS REGIONAL OFFICE PRIVACY ADVISORS...................251 
HIPAA MODEL DOCUMENTS..........................................................................255 
REQUEST FOR CONFIDENTIAL COMMUNICATIONS.......................................257 
FACSIMILE COVER LETTER...........................................................................259 
MISDIRECTED FAX LETTER - FACSIMILE COVER SHEET...........................261 
PATIENT CONSENT FOR USE OF ELECTRONIC MAIL......................................263 
AUTHORIZATION CHECKLIST...............................................................267 
AUTHORIZATION FOR USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION........269 
REQUEST FOR ACCOUNTING OF USES AND DISCLOSURES....................270 
ACKNOWLEDGEMENT OF USE OR DISCLOSURE OF PROTECTED HEALTH INFORMATION....271 
ACCOUNT OF USES AND DISCLOSURES OF PHI.......................................273 
EMPLOYEE ACCESS TO PROTECTED HEALTH INFORMATION GRID..................275 
EMPLOYEE EXIT INTERVIEW................................................................277 
HIPAA/HITECH EMPLOYEE CONFIDENTIALITY AGREEMENT..................281 
HIPAA/HITECH VENDOR CONFIDENTIALITY AGREEMENT...................283 
NOTICE OF PATIENT PRIVACY PRACTICES.............................................285 
REQUEST FOR RESTRICTION OF USES AND DISCLOSURES OF PHI FORM ..............289 
LETTER - DECISION ON REQUEST FOR RESTRICTIONS ON USE AND DISCLOSURE OF PHI ....291 
RESTRICTIONS OF THE USE AND DISCLOSURE OF PHI DOCUMENTATION FORM........293 
REQUEST TO ACCESS PROTECTED HEALTH INFORMATION..............................295 
LETTER – DENIAL OF REQUEST FOR ACCESS OR COPY OF MEDICAL RECORDS......297 
REQUEST FOR AMENDMENT OF PROTECTED HEALTH INFORMATION....................299 
DOCUMENTATION OF REQUEST FOR AMENDMENT OF PROTECTED HEALTH INFORMATION..301 
LETTER FOR COMMUNICATING DENIAL OF REQUEST FOR AMENDMENT OF PHI.....303 
INFORMATION SYSTEMS AND TELECOMMUNICATIONS HARDWARE INVENTORY..305 
CERTIFICATE OF DESTRUCTION..............................................................................307 
HIPAA SECURITY MODEL DOCUMENTS......................................................309 
EMPLOYEE EXIT/TERMINATION CHECKLIST.....................................311 
SOURCES OF EPHI..........................................................................313 
HIPAA SECURITY RISK ANALYSIS TOOL...................................................315 
SECURITY INCIDENT REPORT.....................................................323 
HITECH ACT MODEL DOCUMENTS..............................................................325 
HIPAA/HITECH BUSINESS ASSOCIATE AGREEMENT.......................................327 



 3 

BREACH DETERMINATION WORKSHEET .............................................333 
BREACH RISK ASSESSMENT WORKSHEET..................................................335 
MODEL LETTER FOR THE COMPROMISE OF SOCIAL SECURITY NUMBERS.................339 
BREACH OF UNSECURED PROTECTED HEALTH INFORMATION REPORT.........341 
BUSINESS ASSOCIATE LIST.....................................................................345 
 



© Copyright Total Compliance Solutions, Inc.  
All Rights Reserved 

Table of Contents 

Facility Safety Policy Statement 

Section Tab 

Program Summary Program Summary 

General Safety General Safety 

Reporting of Injuries and Illnesses 
Reporting of Unsafe Conditions 
Incident Investigation 
What to Do if an OSHA Inspector Shows Up 
Information and Training 

Fire and Life Safety Fire & Life Safety 

Fire Prevention Plan 
Readiness 
Response 
Fire Fighting Equipment 
How to Use ABC Dry Chemical Fire Extinguishers 
Clothing Fire 
General Emergency Evacuation Plan  
Emergency Response for Accidents 

WorkPlace Violence Prevention Plan Workplace Violence 

Definitions 
Policies and Procedures 
General Considerations 
Working with Patients, Visitors, and Family 
Recognizing the Characteristics of a Potentially Violent Person 
Recognizing Warning Signs of a Potentially Troubled Employee 
Dealing with a Potentially Violent Person 
Threats Against Employees 
Responding to an Abusive Telephone Call 
Responding to a Physical Attack 
Responding to a Robbery 
Working Late or Alone 
Parking Lot Safety 
Training and Education 
Recordkeeping 

The Hazard Communication Plan Hazard Communication 

Hazardous Chemical Inventory 
Material Safety Data Sheets 



© Copyright Total Compliance Solutions, Inc.  
All Rights Reserved 

Hazardous Chemical Labeling 

Exposure Control Plan Exposure Control 

Exposure Determination 
Epidemiology:  Diseases and Symptoms 
Methods of Compliance 
Housekeeping 
Chemical Disinfectants and Sterilants 
Cleaning and Decontamination Protocols 
Blood Spill Protocols 
Laundry Protocols 
Labeling of Potentially Infectious Materials 
Hepatitis B Virus (HBV) Vaccination Program 

Clinical Protocols Clinical Protocols 

Post-Exposure Evaluation and Follow-up Exposure Evaluations 

Natural Rubber Latex Natural Rubber Latex 

Composition of Latex 
Products Containing Latex 
Latex in the Workplace 
Types of Reactions to Latex 
Levels and Routes of Exposure 
Who is at Risk? 
Diagnosing Latex Allergy 
Treating Latex Allergy 
How Common is Latex Allergy? 

Waste Management Waste Management 

Administrative Waste 
Biological Waste 
Guidelines for handling Regulated Biological Waste 
Chemical Waste 

Tuberculosis Prevention Program TB Prevention 

Patient Screening 
Notification for Suspected or Confirmed Cases 
Employee Training 
Summary of Interpretation of Skin Tests 
Glossary of Terms 
In-Service Training Questions and Answers 

Recordkeeping Recordkeeping 

Employee Training Acknowledgment 
Contractor Training Acknowledgment 
MSDS Request for New Products 



© Copyright Total Compliance Solutions, Inc.  
All Rights Reserved 

MSDS Request for In-Stock Products 
Hepatitis B Vaccination Status Form 
Post-Exposure Evaluation Packet  
Source Individual Post–Exposure Notification 
Employee Accident Investigation/Incident Report 
Worker Post–Exposure and Follow–Up Examination Status Sheet 
Healthcare Professional Opinion Sheet (Exposed Individual) 
Healthcare Professional Opinion Sheet (Source Individual) 
Cleaning and Decontamination Schedule 
Sharps Injury Log 
Sharps Safety and Evaluation Checklist 
PPE Monthly Inspection Log 
MedSafe Safety Checklist 

Appendix A Appendix A 

29 CFR 1910.1200 
29 CFR 1910.1030 
29 CFR 1910.1020 

Appendix B Appendix B 

Glossary of Terms 

Appendix C Appendix C 

OSHA Regional Offices 
OSHA 300 Log 
OSHA 300A Log 
OSHA 301 Log 

Appendix D Appendix D 

References Not Cited 

Order Forms TCS Order Forms 

Exposure Monitoring Badge Order Form 
Hazardous Product Label Order Form 
MSDS Sheet Order Form 
MSDS /Labeling Master Inventory-Supplement 



3/17/2015

1

REVENUE INTEGRITY 
TEAM
Partnering Across Your 
Enterprise to Identify and 
Resolve Compliance Issues

Sarah Couture, RN
R. Brett Short, CHC, CHPC

DISCOVERING WHO OWNS 
REVENUE INTEGRITY:

Revenue Department, 

Compliance Office,

Or both?

Our story:

Managing Growth in an 
Academic Medical Center; an 
opportunity to partner.
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Road Map for Revenue Integrity

1. Discovering who owns Revenue Integrity

2. Finding the right players for the team

3. Creating a culture of excellence; 
managing change, education and process 
improvement

1. Discovering Who Owns Revenue 
Integrity

“It is amazing what you can 
accomplish if you do not 
care who gets the credit.” 

― Harry S. Truman

Important things to remember:

•One organization, with common goal

•Goal for this activity is similar; 
Accuracy!

•Process should be inclusive, right 
stakeholders involved

•Define success or desired outcome of 
this activity
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1. Discovering Who Owns Revenue 
Integrity

Revenue Integrity

ComplianceRevenue Management

Mutually beneficial journey

• Compliance 
• Accuracy

• Institutional stability

• Risk reduction – error rate

• Documented action plan for remediation 

• Revenue Management
• Accuracy

• Institutional stability

• Increased challenges in reimbursement

• Payer pressure

• Changes in reimbursement models

Traditional Revenue Integrity

From a financial perspective:

•Decrease denials

•More accurate bills

•Reduced resources to work claims

•Avoid pay-backs

•Reduce audit risks
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1. Discovering Who Owns Revenue 
Integrity.  
Considerations:

•Where should it land in your 
organization?

•Where does it fit best in your 
organizational culture?

•Can it be co-owned by Compliance 
and Revenue Management? 

QUESTIONS?

FINDING THE RIGHT 
PLAYERS FOR THE TEAM
Discovering the common goals and lines of 
communication.
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2. Finding the Right Players for the Team

Who cares?
•Revenue?
•Finance?
•Compliance?
•Government?
•Public?
•CEO/Board?

2. Finding the Right Players for the Team

Where does your organization get 
“love letters”?

•Denials department?
•Patient Accounts?
•Legal?
•Compliance?
•HIM? 
•Quality?

2. Finding the Right Players for the Team

Your 
Organization

OIG targeted audits OIG Compliance Review

Z
P
I
C

O
IG
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or

kp
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n
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2. Finding the Right Players for the Team

•Who owns these audits/processes?

• Assigned to the right department?

•Who has the power to affect change?
Who has a stake in the activity or 
outcome?

•Who has the resources?

2. Finding the Right Players for the Team

Success in Relationships

• Email compliance news/updates pertinent to 
specific departments

• Spend time getting to know what they do; ask 
them questions about their processes

• Monthly meetings with involved departments

• Have an open door for compliance concerns

QUESTIONS?
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MOVING TOWARD A 
CULTURE OF CHANGE
Identifying ways to affect change in your organization

3. Moving Toward Culture Change

Question:
Do you change the culture through organic, 
grass-roots efforts or a top-down initiative?

Answer: 
What time do you arrive at work?

• Tone at the top. 
• Common goal identified and supported by 
management.

3. Moving Toward Culture Change:

•Issues

•Ownership 

•Process Change

•Education 

•Monitoring
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3. Moving Toward Culture Change

Is there a group in your 
organization that is filtering all of 
the incoming audits and internal 
issues that are discovered?

Example: RAC committee

3. Moving Toward Culture Change

2. Determine who owns the 
process and why it is not 
working?

Example:

3. Moving Toward Culture Change

3. Formulate a plan to address 
the problem.

Example:



3/17/2015

9

3. Moving Toward Culture Change

4. Educate the appropriate 
parties to fix error.

Example of communication:

3. Moving Toward Culture Change

5. Develop and implement a 
monitoring plan.

Example:

3. Moving Toward Culture Change

• Question assessment:
• Is there an existing group that addresses these issues? (RAC)

• Who has the same goal of compliance (accuracy)? (RM, PA, CEO)

• Who will champion or be the executive sponsor? 

• Who can cast the vision and promote the activity? (CEO, CFO?)

• Do you need a workgroup or a steering committee?

• How can you best communicate? 

• Is your change management process robust?

• Is there someone in your organization that can get it done? (credit)

• How does this fit into your compliance plan? (Risk Assessment, 
etc)

• Is this an opportunity for you to be a leader? (Lead up)
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Questions?

Thank You!



HCCA Compliance Institute 

R. Brett Short and Sarah Couture, UK HealthCare 

April 2015 

 

Revenue Integrity Process 

 

1) Identify systemic issues that are either high‐frequency, 

high‐dollar, or both 

 

2) Determine who owns the issue and why it is not working 

 

3) Formulate a plan to address the problem 

 

4) Educate the appropriate parties to fix error 

 
 

5) Develop and implement a monitoring plan 
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‘Eyes Wide Shut’ 

or

Quality Through the Eyes of the CCO 
REGINA  GURVICH,  MBA,  CHC

CHIEF  COMPLIANCE  OFFICER

ADVANTAGECARE PHYSICIANS,  PC

Outline
• Integrating quality of care into your compliance program

• Understanding the “Never Events” and risk management of adverse events

• Compliance role and level of engagement with the quality of documentation 

Mission 
Vision  We focus care on the needs of our patients and partner with them in 

the pursuit of better health.

 To be the preferred care destination for our patients and the 
communities we serve.

We value our patients, our communities and each other. 

We strive to do what’s best for our patients by delivering an 
experience they value together with high quality, appropriate and 
coordinated care.

We work together to serve the needs of our patients and foster 
the learning and development of all our physicians and staff.

We look for innovative ways to achieve superior 
clinical outcomes and thoughtfully manage care delivery costs.

We take a leadership role in improving the health and wellbeing 
of our communities.

Values

Care

Quality

Collaboration

Excellence

Citizenship
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“Crossing the Quality Chasm”
The Institute of Medicine has defined healthcare quality in six parts1

•Safe

•Effective

•Patient‐Centered

•Timely 

•Efficient

•Equitable

1. ‘Crossing the Quality Chasm’, Institute of Medicine, 2001

External perspective

What Indicates Quality?

• Internal quality oversight 
structures, peer review

• Infrastructure

• Physician feedback

• Physician recruitment

• Physician retention

• Surveys (Press Ganey)

• Informal Feedback 

• HEDIS

• Retention

• Complaints & Grievances

• Lawsuit / loss‐run history
•

• MCO specific P4P incentives

• Pass‐through initiatives

• HCC

• HEDIS

• CHAPS et al

• CMS Initiatives

• State initiatives

• Local regulatory oversight

• Auditors

• Certifying/ accrediting agencies

• Outpatient quality reporting

• Value‐based purchasing

• Re‐admission rate

• Meaningful Use

Regulatory Payer

Clinical 
Staff

Patients
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Alphabet Soup

Internal perspective
• Patient 

• Satisfaction (formal surveying)

• Satisfaction (informal feedback – ‘blogosphere’)

• Complaints & grievances 

• Patient experience and retention

• “litigious factor’

• Clinical staff
• Talent acquisition

• Retention

• Collaborative environment

• Satisfaction (formal surveying vs. informal)

• Buy‐in and participation in internal quality initiatives

Financial Impact & Liability

• MCO Quality Incentives

• MCO Contracting/ Negotiations

• Quality‐related repayments/ adjustments/ disclosures

• Medical Malpractice loss run

• ‘Insurability’ 

• MedMal costs

• Clinical Risk management efficiency
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Never Events
Deficit Reduction Act (‘DRA’) of 2005, §5001(c):

Not reimbursable by CMS

• Never events/ Serious Reportable Events

• Hospital acquired conditions 

Implementation timeline

• Medicare 2008

• Medicaid 2011

• States – July 2012 

Office of Evaluations & 
Inspections
According to OEI

• July 19, 2012
• ‘…hospitals reported only 1% of (never) events. Most of the events…were 
not identified by internal hospital incident reporting systems.”

• Failure of internal controls

• CCO responsibilities
• Monitoring of frequency & quality of data

• Staff education of reporting responsibilities

• Billing integrity – medical necessity

• National Academy for State Health Policy (NASHP)
• List of never event reporting requirements

View from the Compliance 
Window
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Realized Necessity of Change

Are We Achieving Our ‘Mission, Vision, and Values’ Objectives?

◦ Do we have adequate resources? 

◦ Are our processes functionally sound?

◦ Is our workforce competent and work ‘to the top of their license’?

◦ Are we efficient and effective? 

◦ Do we have appropriate controls in place?

Managing Expectations

Approaches 

• Peer Review 

• Competency‐based 
credentialing

• Standardization of 
Clinical Protocols

• Ongoing monitoring 
(concurrent chart 
reviews)

Challenges

• Leadership Support

• Expertise

• Impartiality

• Staffing/ funding

• Overlapping 
priorities

Changing the culture

• Setting organization‐wide expectations 

• Integration of non‐clinical approaches

• Introduction of ‘quality’ as part of compliance approach
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Building Relationships

o The success of alignment depends on the quality of the relationship between the CO 
and the stakeholders (clinical, quality, C‐Suite) 

o Commitment to alignment and change is based on emotion, intuition, trust, personal 
faith, and hope. 

o Implementation aspects: 

o Technical, and 

o Building organizational support for change. 

o Tangible vs. intangible 

o Establishing reasonable timeline

First Steps
• Structure and reporting lines

• Quality Improvement/ Assurance

• Peer Review (if applicable)

• Clinical Risk Management

• Breaking the Silos
• CCO participation in Quality Improvement/ Assurance Committees

• Introducing clinical aspect of compliance investigation

Information Flow
•

Board

Workgroup/ 
Committee

Matrix 
Organization

Individual 
Leaders
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Complaints & Grievances
• Tell‐tale of vulnerabilities & risks

• Efficiency of process in place
• Centralized vs. de‐centralized
• Triage of formal complaints

• Trending issues
• 1‐issue vs. multiple‐issue complaints

• Timeliness of responses
• Regulatory 
• Contractual
• Reasonable

• Repeat‐complaints (same Pt, same Provider, etc.)

• Grievance compliance => Quality Improvement

Complaints & Grievances
• Complaint

• Concern or communication re Pt care or service expressed by the Pt or their 
representative which could have been resolved at the point of service by staff 
present (physician, nurses, administrative staff, etc.)

• Billing issue 

• Grievance
• Formal written or verbal notice of complaint that is filed with the entity, payer, 
regulatory agency

• Notice of complaint that involve patient abuse, neglect, patient harm or impact 
Medicare beneficiary rights and limitations. 

• A issue pertaining to privacy or disclosure of PHI that does not include patient 
quality of care issue. 

• What is the CCO’s role in
• Addressing
• Preventing
• Following through on CAP

Data‐mining for Quality & 
Compliance

•Selecting clinical indicators

• Patient experience measures

• Clinical measures

• Setting baseline

• The ‘Golden‐locks’ approach

• Meaningful Use, etc
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Integration
• CCO as part of the Quality Committee

• Review of reports
• Sentinel events

• Root Cause Analysis (RCA)

• Corrective Action Plans (CAPs)
• Follow‐ up on completion

• Compliance Dashboard

• Data included with Board’s Audit & Compliance Committee

• ‘Interdisciplinary’ produces a cognitive advancement

Incentivizing for Compliance
• Common approaches

• Aligning physician / Healthcare entity interests
• Co‐dependences

• Collaborations 

•New trends 
• Payer imposed P4Ps standards

• “Citizenship” approach

• How much “Citizenship” is about non‐RVUs

• Quantifying Compliance

• Quantifying Quality

Legal Risks
• Retrospective vs. prospective testing

• Aligning control expectations between compliance and quality processes

• Broad based assessment of quality program

• “To ‘privilege’ or not – that IS the question”
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 Questions

 Comments

 Self Disclosures?

Regina F. Gurvich, MBA, CHC

Chief Compliance Officer

AdvantageCare Physicians PC

646‐680‐1818

gurvichr@acpny.com
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H C C A  2 0 1 5  C O M P L I A N C E  I N S T I T U T E

J E R O M E  T .  L E V Y  
P A R T N E R ,  D U A N E  M O R R I S  L L P

L I N D A  M A R T I N  J . D .  
C H I E F  C O M P L I A N C E  O F F I C E R  

C A R E  O N E  M A N A G E M E N T

Leveraging the 
Legal-Compliance Relationship

Objectives for today

 Explore ways that your compliance officer and legal counsel can 
work together to maximize value, eliminate redundancies, and 
provide clear, effective guidance to the organization 

 Understand how to distinguish between matters that can be 
successfully handled internally and factors suggesting that use of 
outside counsel or consultant is necessary
 Preserving attorney-client privilege 
 Strategies for cost effectively analyzing and defending external audits, 

inspections, compliance reviews, compliance training, etc.
 Weighing the “legally sufficient” vs. “best practice” approaches 

 Managing the “tsunami of data” and understand which data sets 
put your organization “on notice”

First Things First: The “Independence” Issue

 Arguably, a Compliance Officer’s most important 
relationship is with the General Counsel and, by extension, 
outside counsel 
 The need for independence should not restrict or limit how closely a 

Compliance Officer works with the G.C. or outside counsel
 Independence is a primarily personal attribute

 Corporate reporting lines can reinforce independence 
 Do not rely on reporting relationships alone to establish your independence   

 The Compliance Officer and Counsel roles are actually “inter-
dependent”

 Consult with regulation to decide whether a particular reporting 
relationship is required (e.g. publicly held corporations) and 
structure the roles accordingly 
 Remember not to limit the inter-dependence of the 2 roles  
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Independence, continued

 Most serious compliance issues will trigger the 
need for some type of legal advice at some point  
 This does not mean that all the work must be performed 

by, or under the direction of, outside counsel 

 Compliance officers can and should evaluate the need for 
corrective action at all stages of matter development

 Managing the costs of a compliance matter (including 
audits, investigation, interviews, etc.) is a shared 
responsibility
 Engage in an on-going discussion regarding budgets, next steps 

and contingency plans

The Privilege Issue 

 With certain compliance matters, the need for 
attorney-client privilege is real 
 Despite the presence or absence of an attorney-client 

relationship, remember that facts are not subject to privilege 
 But how facts are used may be privileged 

 Should compliance officers have their “own” counsel 
 Does such a need reveal larger, more fundamental, problems within 

the organization? 

 Pros and cons of conducting internal vs. external reviews  

 Does the scope of privilege extend to reviews by in-house counsel?
 NY AG current position is that mandatory investigative reports are not 

privileged 

Essential Purposes – Contrast or Harmony?

 “Protect & Defend” vs. “Find & Fix”  
 Does the role of counsel to protect and defend conflict with the 

role of the compliance officer to find and fix?   
 These are not mutually exclusive and are generally harmonious

 Consider:  The “head in the sand” is no defense
 Consider:  The “known or should have known” standard  
 Consider:  Corrective action can be undertaken in a manner that does 

not reveal privileged information 
 Consider:  Corrective action is not about pointing fingers or assessing 

blame 
 Consider: GM ignition switch issue – liability concerns appear to have 

influenced the decision not to redesign or recall earlier  
• GM was broadly criticized for its handling of the matter but preserved 

the privilege of internal investigation work papers prepared by outside 
counsel, even though counsel’s report was made publicly available    
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Early Risk Assessment – Key to Managing Costs 

 Not all risks are created equal, and no transaction 
or investigation is ever risk-free
 Ask counsel for an honest assessment of risk 

 Understand that determining which risks are acceptable to 
the organization is a board-level responsibility

 When is “legally sufficient” enough? 
 Is the “best practice” approach too much, too expensive or 

potential fodder for additional legal exposure (ex: not following an 
overly complicated policy)  

 Are there internal disagreements regarding risk 
that outside counsel can help resolve? 

Managing costs, continued

 Remember: there are costs to both internal and 
external work 

 Understand the time involved for the outcome needed 
(e.g. policy, opinion or guidance document should 
requirement a smaller investment)   

 Specific strategies for leveraging the relationships may 
include:  
 Drafting vs. editing - consider having documents drafted 

internally and sent to counsel for final review (i.e. current 
statutory/regulatory requirements and/or tone) 
 Consider the audience when setting tone and complexity 
 Policies and internal guidance memos do not require statutory 

citations 

Cost-Effective Strategies

 Factual Development: Gathering vs. Analyzing Facts
 The factual development of a matter is always a critical stage but 

which facts are actually critical? 
 Engage counsel to help identify which facts, if established, avoid the 

need for reporting or disclosure 
 Who interviews whom? 
 Use counsel to narrow issues or conduct key interviews related to 

critical facts identified 
 Keep outside counsel posted on the facts as they develop.  

• This does not mean relying on outside counsel to develop the facts.  

 Facts:  organizing data vs. positioning data
 If data is being modeled or produced in anticipation of litigation, 

assure that it is performed at the request of, and under the direction 
of, counsel  
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Developing Action Plans

 Internal action plans are often best developed by the 
organization and Compliance Officer who know the business 
and operations  
 Having said that, outside counsel may notice gaps in the plan or 

spot areas that are likely to be criticized by government agencies
 Evaluate where your action plan falls on the “best practice vs. 

legally sufficient” spectrum

 Ask: 
 Can my organization successfully implement this action plan?
 If so, at what cost?
 In what timeframe? 

 Will the action plan actually solve the problem (or just identify 
who is to blame if the problem recurs)? 

Using the QA/PI Process

 Quality Assurance /Process Improvement 
 A protected environment but privilege is not absolute. 
 Examine state regulations and case law decisions 
 Federal regulations protect hospital QA Committee work products 
 Most states broadly protect hospital QA work products 

 In NY, even with comprehensive “whistleblower” laws, hospitals have been 
able to successfully protect confidential QA documents, including self-
disclosed adverse events (i.e. NYPORTS) 

 Nursing home QA records have somewhat less protection 
 Federal Nursing Home Reform Act provides a privilege for information 

“developed by” Quality Assurance committees. 
• But called an “exceedingly narrow” exception by the Missouri Supreme Court. 
• NY Court of Appeals held that the privilege extends to work actually performed by 

QA Committee members or by others at the Committee’s express direction but not 
to other records considered by the Committee.  Matter of Subpoena to Jane Doe. 

Managing the “Tsunami of Data”

Examine your data feeds 

 Ask - how are data sets stored and used?  

 Raw, unanalyzed data – at what point is it a liability? 
 Does raw data put the organization “on notice” 

 False Claims Act intent – “known or should have known” standard

 Data that is produced and distributed by the government puts 
a provider on notice and must be reviewed 

 PEPPER reports

 Comparative Billing Reports

 CERT, ADR and RAC audit results

 5-Star ratings
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Questions? 

 Feel free to contact the speakers:

 Jerome T. Levy, Partner 
 Duane Morris, LLP
 P: 212.692.1013
 JTLevy@duanemorris.com

 Linda Martin, J.D. Chief Compliance Officer 
 Care One Management, LLC 

 P: 201-242-4914

 Lmartin@care-one.com or  Linda.Martin.JD@gmail.com
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Navigating the Differences between 
the Privacy Rule and 

Human Subject Regulations  
Mark J. Fox CHPC

Compliance and Integrity Officer
American College of Cardiology 

Regulations Serve Different Purposes

• The Privacy Rule concentrates on the risks 
associated with the privacy of a subject’s PHI.

• The Human Subject Regulations concentrate on 
risks associated with participation in research.

• For purposes of today’s presentation we will 
concentrate on the Common Rule, however 
please note that the FDA regulations may also 
apply if you are conducting research on an 
investigational product. We will briefly touch on 
this as well.

Privacy Rule and Common Rule 
Definition of Research

• “a systematic investigation, including research 
development, testing, and evaluation, designed 
to develop or contribute to generalizable 
knowledge.”
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Common Rule Definition of 
Human Subject

• “a living individual about whom an investigator 
(whether professional or student) conducting 
research obtains:

(1) Data through intervention or interaction with the 
individual, or

(2) Identifiable private information.”

Definition of Human Subject 
Continued

• Please note that the Common Rule applies to 
living individuals.

• When evaluating research remember that HIPAA 
applies for 50 years following the death of an 
individual.

• Also note that the Common Rule includes in the 
definition of human subjects, collection of data 
through “intervention” or “interaction”.

When is HIPAA Applicable to 
Investigators
• Please note that clinicians often serve a dual 

role as both healthcare providers and 
investigators.

• Evaluate if the investigator is a member of the 
Covered Entity’s workforce.

• Also consider contractual relationships with the 
investigator.
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Consent/ Authorization Requirements

• Both regulations have requirements to obtain 
consent/authorization from human subjects.

– Under the Common Rule investigators are 
required to obtain informed consent.

– Under the Privacy Rule Covered Entities are 
required to obtain a HIPAA authorization from 
subjects.

Consent/Authorization Requirements

• Both sets of regulations have options to waive or 
alter the requirement of consent/authorization.

• The regulations require that such waiver or 
alteration  be granted by an institutional review 
board and/or privacy board.

• Note in most instances institutions have combine 
the functions of the IRB and Privacy Board

• Carefully evaluate the requirements to ensure 
that the research meets both sets of 
requirements

Informed Consent/Authorization 
Forms

• When there is a requirement to obtain informed 
consent and HIPAA authorization most 
institutions combine the forms into a single 
packet to streamline the process.

• Again, ensure that in developing these form sets  
that the forms incorporate all required 
information.
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Compound Authorizations

• Changes imposed by the HIPAA Omnibus Rule 
removed significant barriers to secondary 
research by allowing “Compound 
Authorizations”.

• These authorizations allow for researches to 
combine “conditioned” and “unconditioned” uses 
of PHI.

• One example is to combine authorization for a 
clinical trial with authorization to use data in a 
central data repository. 

Compound Authorizations

• This change harmonizes with existing human 
subject protection regulations.

• Please note that both “conditioned” and 
“unconditioned” uses must be clearly outlined 
with opportunity to opt out of unconditioned 
uses.

Research on Decedents

• Please note that the Common Rule does not 
apply to individuals who have died (decedents) 
however the Privacy Rule does apply.

• Research on decedents is permitted if the 
Covered Entry obtains:
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Research on Decedents

• “A representation that the use or disclosure 
sought is solely for research of PHI of decedents

• Documentation of the death of the individuals

• A representation that the PHI for which use or 
disclosure is sought is necessary for the 
research purposes.” 

Items Unique to the Privacy Rule

• Under the Privacy Rule research can be 
conducted using a Limited Data Set without a 
HIPAA authorization.

• Investigators should always evaluate the 
minimum necessary information required to 
carryout the research and consider use of a 
Limited Data Set.

• Covered Entities working with investigators must 
sign a Data Use Agreement in order to permit 
use of a Limited Data Set.

De-Identification 

• If a Covered Entity de-identifies the dataset for 
purposes of research in accordance with the 
Privacy Rule, the Privacy Rule and Human 
Subject Regulations do not apply.

• Use caution when conducting de-identification 
within your organization to ensure that the 
appropriate administrative firewall is established 
between the investigator and the process of de-
identification.
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Privacy Rule-Preparatory to Research
• The privacy rule permits the use of PHI for 

purposes preparatory to research.

• Investigators must ensure that the use of 
disclosure is for the sole purpose of protocol 
development, where the information is only 
accessed within the institution, and where only 
the minimum necessary information is obtained 
for such purposes.

Privacy Rule- Preparatory to Research

• Also consider the relationship of the researcher 
to the Covered Entity in assessing preparatory to 
research matters.

• Please note the Common Rule and IRB 
oversight may apply to such use

Business Associate Agreements
• In most instances outside researchers will not be 

considered Business Associates under the 
Privacy Rule.

• Use caution when considering the need to sign a 
Business Associate Agreement with 
investigators .

• There are instances where an investigator 
should sign a business associate agreement.

• One example is when the investigator will be de-
identifying data.
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FDA Considerations 

• Please note that there are several differences 
when conducting FDA regulated research:

– There is an additional element of consent 
relating to disclosure of information to the 
FDA

– There are no waiver requirements of 
documentation of consent 

– There is a lack of the ability of an IRB to waive 
or alter the requirements of consent.

Stay Tuned

• On February 28,2015, a  proposed rule was 
routed to OMB for review titled  “Human 
Subjects Research Protections: Enhancing 
Protections for Research Subjects and Reducing 
Burden, Delay, and Ambiguity for Investigators” 

• This will likely continue the harmonization 
process and will narrow the differences between 
the Privacy Rule and Human Subject 
Regulations.

Resources

• Understanding HIPAA Privacy- Research Section 
:http://www.hhs.gov/ocr/privacy/hipaa/understanding/spe
cial/research 

• NIH Clinical Research and HIPAA Privacy Rule Fact 
Sheet: 
http://privacyruleandresearch.nih.gov/clin_research.asp

• Health Care Privacy Compliance Handbook Second 
Edition 
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Performance Improvement and 
Compliance: A Perfect Partnership

Teri Morris RN,BSN, CHC
Director of Quality/Patient 

Safety/Compliance
Cherokee Indian Hospital 

Objectives 

• How does it work? A combined program of 
compliance and performance improvement in a 
small rural health system.

• Lessons learned from integrated medical care, 
the use of the patient centered medical home 
model, LEAN, quality outcomes and compliance 
audits

• Inform how these tools helped to raise the level 
of compliance in a small rural health system

We are….. Cherokee Indian Hospital

• Small Inpatient unit‐20 beds

• Outpatient Physician Practice‐ 150,000 
ambulatory visits which include:

– Lab

– Radiology

– Pharmacy

– Physical Therapy

– Direct care visits
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Our Mission

The Mission of the Cherokee Indian 
Hospital is to be the partner of choice 

for the community by providing 
accessible, patient and family 

centered quality healthcare with 
responsible management of the 

tribes’ resources.

Our Core Purpose

To enhance the prosperity of the next seven 
generations of the EBCI through relationship 

based quality healthcare.

Our Vision

Our vision is to be significant 
in the lives of Tribal members, 
chosen for excellence and 

exceeding customer 
expectations, recognized for 
improving the health of the 
Eastern Band the Cherokee 

Indians.
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What is the ultimate outcome?

• To provide a safe caring medical home for our 
patients.

• Compliant with all regulations ie: CMS, Joint 
Commission, etc.

• Met or surpass all performance measures.

• Continuously improve, communicate and 
collaborate to achieve our goals

Partner‐Compliance

• HIPAA

• Auditing and Monitoring

• Regulatory Environment

• Customer Complaints

• Conflict of Interest

• Peer Review

• Policies and Procedures

Partner‐Performance Improvement

• LEAN

• Patient Centered Medical Home

• Integrated Healthcare Team

• Data Reports

• PDSA’s‐Plan Do Study Act

• Improving Patient Care

• PI Tools
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Performance  Improvement Request Form

Our Partnership Journey

• A Compliance audit is conducted and the results 
show provider documentation issues:
– A cross functional team is developed which includes 
the Chief of Medical Staff, Medical Records, 
Compliance, Performance Improvement.

– Discussion of audit results.
– Development of performance improvement plan:

• Audit Data presented to Providers
• Performance Improvement Champions meet with each 
provider team to discuss issues.

• Provider training in Medical Staff meeting and pulsed 
throughout the year. 

The Journey

• Performance Improvement champions determine 
that a patient safety risk has been identified and 
notify Compliance.

– Compliance conducts a risk assessment and 
investigates the issue.

– Compliance works with P.I. and the department staff 
to develop a process flow chart and to analyze all data 
related to the issue.

– Compliance issues a determination of investigation 
along with the PI work to correct the issue.
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What is PCMH?

• Patient Centered Medical Home
• Program endorsed by NCQA
• Each patient has a Personal Clinician‐providing continuous 

and comprehensive care, leading a care team while taking responsibility 
for the ongoing care of patients

• A Practice providing Whole Person Orientation for All
its Patients‐providing for all the patient’s health care needs while 
taking responsibility for appropriately arranging care with other qualified 
health professionals…like acute care, chronic care, preventive services, 
and end of life care

• Patient Care is Coordinated‐assuring patients get the indicated 
care when and where they need and want it, facilitated by information 
technologies, health information exchange and other means

Patient Centered Medical Home

• Compliance audited current state according to 
PCMH tools to determine baseline status.

• Compliance scored and developed the radar 
chart to show areas of deficiency.  

Structure of NCQA’s PCMH Survey 
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Scoring 

Recognition 
Levels

Required 
Points

Must-Pass 
Elements

Level 1 35-59 points 6 Elements

Must score >50%

All 6 are required 
for recognition

Level 2 60-84 points

Level 3 85-100 points

Updated Overall Score

PCMH 1: 
Enhance Access & Continuity

**A: Access During Office Hours (4) 4

B: After-Hours Access (4) 3

C: Electronic Access (2) 1

D: Continuity (2) 2

E: Medical Home Responsibilities (2) 1

F: Culturally and Linguistically Appropriate Services (2) 2

G: The Practice Team (4) 4

PCMH 2: 
Identify & Manage Patient 

Populations

A: Patient Information (3) 3

B: Clinical Data (4) 4

C: Comprehensive Health Assessment (4) 4

**D: Use of Data for Population Management (5) 5

Overall Score

PCMH 3: 
Plan & Manage Care

A: Implement Evidence-Based Guidelines (4) 4

B: Identify High Risk Patients (3) 3

**C: Care Management (4) 2

D: Medication Management (3) 2.25

E: Use Electronic Prescribing (3) 3

PCMH 4: 
Provide Self-Care Support & 

Community Resources

**A: Support Self-Care Process (6) 1.5

B: Provide Referrals to Community Resources (3) 3
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Overall Score
PCMH 5: 

Track & Coordinate Care

A: Test Tracking and Follow-Up (6) 6

**B: Referral Tracking and Follow-Up (6) 6

C: Coordinate with Facilities and Care Transitions (6) 6

PCMH 6: 
Measure & Improve 

Performance

A: Measure Performance (4) 4

B: Measure Patient/Family Experience (4) 4

**C: Implement Continuous Quality Improvement (4) 4

D: Demonstrate Continuous Quality Improvement (3) 3

E: Report Perforamance (3) 2

F: Report Data Externally (2) 1.5

Total Score 88.25

Level of Recognition 3

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%
Enhance Access and Continuity

Identify and ManagePatient
Populations

Plan and Manage Care

Provide Self-Care Support and
Community Resources

Track and Coordinate Care

Measure and Improve Performance

PCMH Standard Percentages

Series1

PCMH‐Performance Improvement

• A Charter was developed and team members 
identified. 

• All sections of the PCMH guidelines  were 
given to team leaders and smaller work 
teams.

• A Gant Chart was populated and completion 
dates identified. 

• Teams met weekly.
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Record Review Workbook Chart-Check

Chart #:                                                 Condition:                                               Date of Visit:

Standard/Factor Yes No N/A Responsible 

Provider

Notes (where to find, where found, etc.)

3C1‐ Pre‐Visit Prep

3C2‐ Individual Care Plan

3C3‐Written Plan of Care

3C4‐ Assesses Barriers to Treatment Goals

3C5‐ Given Clinical Summary

3C6‐ Identifies Benefit of Additional Care Mgt. 

Support

3C7‐ Follows up w/ Pts. Not Keeping Important 

Appts.

3D1&2‐ Reviews and Reconciles Meds. of Care 

Transitions

3D3‐ Provides Info About New Rx

Collaboration is the Key:

• Chart audits were conducted again by 
compliance in order to verify adherence to 
guidelines.

• Project completed in 9 months.

• CIHA is a recognized PCMH Level 3.

Integrated HealthCare Teams

• RN Case Manger

• Case Management Support

• LPN/CMA

• Medical Provider 
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Case Management Support 

• Patient’s first point of contact 
with Integrated Care Team

• Emphasis placed on 
“Customer Service”

• Makes appointments with 
guidance from RN as needed

• Shares in telephone contact 
and is the liaison between the 
patient and team. Pod 
management (faxing, sending 
appointment reminders, 
sending outreach letters)

• Participates in pre‐visit 
planning with pod members

• Manages Open Access 
scheduling with guidance from 
the RN to give patients the 
primary help they need and 
want at a time they need and 
want it.

• Documents information as 
needed in EHR. 

Certified Medical Assistant & Licensed 
Practical Nurse

• Primarily works 1:1 with the PCP

• Participates in pre‐visit planning to anticipate 
patient and PCP needs

• Vital signs, screenings, procedure and room 
set up.

• Immunizations , depo injections, B12, etc…

• Completes ordered treatments and point of 
care testing

• Manages daily schedule

RN Case Manager

• Shares in responding to 
telephone calls

• Utilizes iCare to identify and 
manage PCP panel

• Develops individualized care 
plan for high risk patients

• Follows up on referrals to 
outside providers ensuring PCP 
has access to pertinent 
information 

• Ensures the plan of care is 
followed/up to date

• Support team
• Connection with provider/team

• Assesses patient for needs 
through a holistic approach

• Participates in pre visit planning
• Provides Holistic Case 
Management

• Manages Nurse Clinic and 
provides direction to CMS

• Health system navigator
• Chronic disease management
• Results, medication 
management, and patient 
education
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Primary Care Provider 

• Active participant in pre visit 
planning 

• Responsible for initial 
assessment and diagnosis

• Responsible for in‐clinic visit

• Adjusts treatment plan for 
known diagnosis where  goals 
are not being met

• Helps set focus for team on 
priority work areas 

• Sets plan for follow‐up for 
known diagnosis where 
treatment is stable.

• Utilizes radiology and lab 
results in management of care 
as needed.
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So what?

• Redesigned healthcare model –all staff are 
trained on the new model.

• Compliance and PI must have knowledge of 
the new design and be able to adjust auditing, 
monitoring and performance processes in 
order to affect positive change. 

Performance and Compliance 
Outcomes

• CIHA has found that with a collaborative 
approach to compliance and performance 
improvement we are surpassing IHS goals and 
are benching marking against national top 
Decile for quality measures and compliance 
goals. 

Injuries From Falls 1/1,000 Patient bed days

Percentage of Narcotic Prescriptions Compared to Total Prescriptions

Median Time to Provider in ER

Left Without Treatment (LWOT)/Against Medical Advice (AMA) Rate

Median Admit Decision Time to ED Departure
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CMS Measure‐Acute MI

CMS Core Measure‐Pneumonia

CMS Core Measure‐ Heart Failure

Acute Ischemic Stroke Patients who arrive at the hospital within 2 hours of 
time last known well and for whom IV t‐PA was initiated at the hospital 

within 3 hours of time last known well

Adverse Category D or higher  (dispensed or administered)
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100% of patients in the user population will be empanelled to a Primary Care Provider

Access to Care‐How often did you get the appointment as soon as you needed it?

Time to Third in Dental will be less than 20 days 

ED Customer Satisfaction 

Service: Right Care, Right Place, Right Time
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CMS Measure‐Acute MI

CMS Core Measure‐Pneumonia

CMS Core Measure‐ Heart Failure

Acute Ischemic Stroke Patients who arrive at the hospital within 2 hours of 
time last known well and for whom IV t‐PA was initiated at the hospital 

within 3 hours of time last known well

Adverse Category D or higher  (dispensed or administered)
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People and Stewardship

Cost Per Covered Life

Operating Margin
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Tools

• Record Review Workbook‐PCMH

• Performance Improvement Request form.

Questions

Teri Morris

Director of Quality

Teri.morris@cherokeehospital.org

Cherokee Indian Hospital

Cherokee, NC



Record Review Workbook Chart-Check  

Chart #:                                                 Condition:                                               Date of Visit: 

Standard/Factor Yes No N/A Responsible 
Provider 

Notes (where to find, where 
found, etc.) 

 3C1- Pre-Visit Prep      

3C2- Individual Care Plan      

3C3- Written Plan of Care      

3C4- Assesses Barriers to Treatment 
Goals 

     

3C5- Given Clinical Summary      

3C6- Identifies Benefit of Additional 
Care Mgt. Support 

     

3C7- Follows up w/ Pts. Not Keeping 
Important Appts. 

     

3D1&2- Reviews and Reconciles 
Meds. of Care Transitions 

     

3D3- Provides Info About New Rx      

3D4- Assesses Understanding of 
Meds. 

     

3D5- Assesses Response/Barriers to 
Meds. 

     

3D6- Documents OTC Meds, Herbal 
Therapies, & Supplements 

     

4A1- Provides Educational Resources 
for Self-Mgt. 

     

4A2- Uses EHR to Identify and 
Provide Pt. Specific Education 
Resources 

     

4A3- Develops and Documents Self-
Mgt. Plans and Goals w/ Pt. 

     

4A4- Documents Self-Mgt. Abilities      

4A5- Provides Self-Mgt. Tools      

4A6- Counsels Pt to Adopt Health 
Behaviors. 
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Performance Improvement Request Form 

 

SECTION 1: TO BE COMPLETED BY CUSTOMER/REQUESTOR 

Date    Name   

Department    Phone #   

 
Email Address 

 

General 
Improvement 
Requested 

 

Specific 
Information  
(Please include 
specific information 
about improvements 
you would like made. 
Include GPRA 
indicators, Dashboard 
measures, etc. or 
processes you’d like 
improved) 

 

 
 
How will you use 
the Improvement 
data? 

 

Desired 
Completion Date 
(Month/Day/Year) 
 

 

SECTION 2: TO BE COMPLETED BY DIRECTOR OF QUALITY/PATIENT SAFETY 

Request Number    Date Received   



Created on 10/6/2014 
 

 2

Initial review 
comments (Discussion 
with client – revisions 
required?  Agreement to 
proceed? Can PI 
Department 
accommodate the 

request) 

 

Work in progress 
comments  
(Additional notes and 
comments during 
production of data) 

 

 

SECTION 3: COMPLETION DETAILS 

Date Completed    

Revisions Required   

Follow‐up Plan   
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HCCA 19th Annual Compliance Institute

April 19‐22, 2015

Andrew B. Wachler, Esq.
Wachler & Associates, P.C.
210 E. Third St., Ste. 204
Royal Oak, MI 48067

Lester J. Perling, Esq., CHC
Broad and Cassel
100 S.E. 3rd Ave., Ste. 2700
Fort Lauderdale, FL 33394

CMS Audit Contractors
 Medicare Administrative Contractors (MACs)

 Zone Program Integrity Contractors (ZPICs)

 Unified Program Integrity Contractor (UPIC)

 Recovery Audit Contractors (RACs)

 Medicare RACs & Medicaid RACs

 DME, Home Health and Hospice RAC

 Office of Inspector General (OIG) audits

2

RAC Regions/MAC Jurisdictions
 RAC:

 Region A: Performant Recovery

 Region B: CGI Federal, Inc.

 Region C: Connolly, Inc.

 Region D: HealthDataInsights, Inc.

 MAC:

 12 Jurisdictions as of January 2015

 Interactive Jurisdiction Map available on CMS Website 
http://www.cms.gov/Research‐Statistics‐Data‐and‐
Systems/Monitoring‐Programs/Medicare‐FFS‐Compliance‐
Programs/Review‐Contractor‐Directory‐Interactive‐Map/ 

3
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A/B MAC Jurisdictions

4

New RAC Coming Soon
 CMS plans to contract with Connolly, LLC for Region 5 
(the entire country) for audits related to:

 DME

 Home Health 

 Hospice

 "Due to post‐award protest filed at the GAO, CMS has 
delayed the commencement of work under the 
national DMEPOS/HH&H, Region 5, Recovery Audit 
contract." January 4, 2015

5

RAC Program Improvements
 Additional documentation request (ADR) limits based on 
provider’s compliance with Medicare rules

 CMS will not increase ADR limits for physicians

 ADR limits will be diversified across all claim types of a 
facility (e.g., inpatient, outpatient)

 Established ADR limits will include instructions to 
incrementally apply the limits to new providers under 
review

 Revised ADR limits will help ensure Periodic Interim 
Payments (PIP) providers are not negatively impacted with 
improper payment adjustments

6
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RAC Program Improvements
 RACs will have 30 days to complete complex reviews and 
notify providers of their findings

 RACs required to have a Contractor Medical Director
 Also encouraged to have panel of specialists available for 
consultation

 RACs must wait 30 days to allow for a provider’s discussion 
request before sending the claim to the MAC for 
adjustment
 Must confirm receipt of discussion request within 3 days

 RACs will not receive a contingency fee until after the 
Reconsideration level of the Medicare appeals process has 
been exhausted

7

Risk Areas: Physicians
 2015 OIG Work Plan:

 Review place‐of‐service coding errors (ensure physician correctly code non‐
facility places of service on Part B claims)

 FCSO (Jurisdiction N)

 Anesthesia codes w/o surgery

 E/M coding; Codes 99233, 99223, 99291

 Molecular Pathology Procedures

 Cahaba (Jurisdiction J)

 Office visits; established patients

 Noridian (Jurisdictions E&F)

 Critical Care 99291, 99292

 Paravertebral Facet Joint Block and Joint Denervation

 CGS (Jurisdiction 15)

 Various medicinal injections

 Office visits (probe medical review)

 Radiation oncology (probe medical review)

 NGS (Jurisdictions 6 and K)

 Claims with 5‐7 visits
8

Risk Areas: Home Health Agencies
 2015 OIG Work Plan:

 Review documentation supporting claims
 Newly‐enrolled HHAs considered “high‐risk providers”
 Review HHA employee backgrounds, particularly criminal 
records that are potentially disqualifying from Medicare

 Review HHA employee screening records

 Cahaba (Jurisdiction J)
 Home visit

 NGS (Jurisdictions 6 and K)
 Home health service specific prepay edits

 CGS (Jurisdiction 15)
 Face‐to‐face requirement compliance

9
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Risk Areas: Skilled Nursing Facilities
 2015 OIG Work Plan:

 Medicare Part A billing, specifically level of therapy billed

 FCSO (Jurisdiction N)
 Molecular Pathology Procedure
 Long‐Term Wearable Electrocardiographic Monitoring

 WPS (Jurisdictions 5 and 8)
 SNF RUG Utilization (prepay edit)

 Cahaba (Jurisdiction J)
 Subsequent nursing facility care

 Noridian (Jurisdictions E & F)
 Molecular Pathology Procedure

 CGS (Jurisdiction 15)
 Nursing Facility Visits (probe medical review)
 Inpatient admit to SNF
 Subsequent Nursing Facility Care CPT 99310 (prepay edit implemented)

 NGS (Jurisdictions 6 and K)/ Palmetto GBA (Jurisdiction 11)
 Lowest 14 RUGs
 Prepayment review of SNF ultra high rehab RUG

 Palmetto GBA (Jurisdiction 11)
 Hospice services in SNF

10

Risk Areas: Imaging Facilities
 2015 OIG Work Plan:

 Review Part B payment for imaging services; focus on practice 
expense components, including equipment utilization rate
 Practice expenses: office rent, wages and equipment

 Independent clinical lab billing requirements; specific focus 
on claims at risk for overpayment

 WPS (Jurisdictions 5 and 8)
 Coronary Computed Tomography Angiography (CCTA)

 Cahaba (Jurisdiction J)
 Ultrasound guidance for needle placement

 CGS (Jurisdiction 15)
 Stent injection in urinary duct using endoscope
 Diagnostic radiology services

11

Risk Areas: Hospice 
 Face‐to‐Face Certifications 

 Timeframe of the encounter: must occur within 30 calendar days prior to 
the start of the third benefit period and no more than 30 calendar days 
prior to every subsequent benefit period thereafter;

 Attestation requirement: a hospice physician or nurse practitioner who 
performs the encounter must attest in writing that s/he had a face‐to‐face 
encounter, including the date of the encounter.
 Attestation must be: (1) signed; (2) dated; (3) a separate and distinct section of, or 

addendum to, the recertification form and (4) must be clearly titled. 

 Hospice certification/recertification requirements
 Respite care
 Extensive length of stay
 Clinical status determinations
 Conditions of coverage

12
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Risk Areas: Outpatient Physical Therapy 

 Physician certification of the plan of care

 Missing physician’s dated signature

 Timeliness  

 Total treatment time in minutes

 Frequent use of the KX modifier

 Supervision requirements

 Duration/Frequency not consistent with Local 
Coverage Determinations

 Missing/incomplete plan of care

13

Risk Areas: DME
 High frequency chest wall oscillation devices

 Spinal orthoses: thoracic lumbar sacral orthoses
(TLSO) and lumbar sacral orthoses (LSO) 

 Automatic external defibrillators

 Beneficiaries receiving diabetic supplies above the 
maximum allowance

 DME glucose monitor unbundling

 Power wheelchairs 

14

Risk Areas: Laboratory
 Human Papillomavirus (HPV) Testing without Medically Necessary Diagnosis
 Radioallergosorbent Testing (RAST) without a Medically Necessary Diagnosis 
 Duplicate lab tests
 Claims with ineligible or invalid ordering physician numbers
 Personalized medicine, genetic sequencing
 Toxicology testing
 OIG Work Plan (2015):  We will review Medicare payments to independent 

clinical laboratories to determine laboratories’ compliance with selected billing 
requirements. We will use the results of these reviews to identify clinical 
laboratories that routinely submit improper claims and recommend recovery of 
overpayments. Prior OIG audits, investigations, and inspections have 
identified independent clinical laboratory areas at risk for noncompliance with 
Medicare billing requirements. Payments to service providers are precluded 
unless the provider has and furnishes upon request the information necessary 
to determine the amounts due. 

15
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Mitigation Strategies
 Focus on good documentation

 Re‐train employees regarding hot button billing and 
coding issues, like place of service

 Check employee names on OIG exclusion and 
sanctions list monthly

 Check employee names re: criminal history

16

The Process
 Administrative Appeals Process :

 Redetermination: 42 C.F.R. §§ 405.940, 948:
 Contractor independent review of the initial determination. 

 Reconsideration by a Qualified Independent Contractor 
(QIC): 42 C.F.R. § 405.904.

 ALJ Hearing. 42 C.F.R. § 405.1000

 Medicare Appeals Council
 A party to the ALJ hearing may submit a request for review of the 

ALJ's decision by the Medicare Appeals Council of the Departmental 
Appeals Board (MAC). 42 C.F.R. §§ 405.1100, 405.1102.

 Judicial Review (United States District Court).
 42 C.F.R. § 405.1006(c); 42 U.S.C. § 405(g)

 The Secretary's findings of fact, if supported by substantial evidence, 
are conclusive. 

18
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Appeals Process Reform 
President’s Budget – Legislative Initiatives

 Establish a refundable filing fee

 Increase minimum amount in controversy for ALJ 
adjudication of claims to equal amount required for 
judicial review ($1,460 in 2015) 

 Establish a Magistrate adjudication for claims with 
amount in controversy below new ALJ amount in 
controversy threshold

19

Appeals Process Reform 
President’s Budget – Legislative Initiatives
 Provide OMHA and DAB authority to use RAC 
collections

 Expedite procedures for claims with no material fact in 
dispute

 Remand appeals to the Redetermination level with the 
introduction of new evidence

 Sample and consolidate similar claims for 
administrative efficiency 

20
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Limits and Waiver of Recovery for 
Overpayments

 If the contract concludes an overpayment has been made to a provider, the 
provider will be liable unless the carrier determines it is "without fault" with 
respect to the overpayment

 If the contractor finds the provider is without fault, the provider is relieved of 
the liability for the overpayment

 Appeals Council consistently find that a provider has actual or constructive 
knowledge of non‐coverage through CMS notices, including:
 Program manuals
 Bulletins
 Other written guides or directives from Medicare contractors

 See In the Case of Barnes Healthcare Services, 2013 WL 7094069 (H.H.S.) 
("Council concurs with the ALJ's determination that the appellant knew or 
should have known that payment would not be made for the equipment 
provided to the beneficiary because the appellant did not demonstrate that it 
was medically reasonable and necessary.").

22

Determining Culpability:
Limitation on Liability

 Financial relief is provided to beneficiaries, providers, 
practitioners, and other suppliers who acted in good faith in 
accepting or providing services found to be not reasonable and 
necessary for the diagnosis or treatment of illness or injury or to 
improve the functioning of a malformed body member, or to 
constitute custodial care. 
 Medicare Financial Management Manual, Chapter 3, Section 70.1

 Physician/Beneficiary did not have prior knowledge with respect 
to services found to be not reasonable and necessary
 Limitation on liability may only apply if Medicare coverage is 
denied based on certain denials involving medical necessity

 More details available: Medicare Claims Processing Manual, 
Chapter 30, Sections 20 ‐ 40

23

Without Fault:
Waiver of Liability

 If the contract concludes an overpayment has been made to 
a provider (that is, a finding that payment cannot be made 
under the waiver of liability provisions), the provider will 
be liable unless the carrier determines it is "without fault" 
with respect to the overpayment
 However, if the provider was "at fault" in causing the 
overpayment, recovery of the overpayment from the provider 
must proceed

 If the contractor finds the provider is without fault, the 
provider is relieved of the liability for the overpayment

 Where recovery from the provider is waived, the 
overpayment becomes an overpayment to the beneficiary
 In certain instances, the program will also indemnify the 
beneficiary and pay for the services

24
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Challenge to Reopening
 St. Francis Hospital v. Sebelius, 24 F. Supp. 3d 234 (E.D.N.Y. 
July 23, 2014)

 (1) "whether the intermediary's decision to reopen 225 
claims was unlawful/invalid under the Medicare Act and 
regulations"
 The hospital does not have a property interest, which would 
entitle it to due process, in procedures used to protect its right 
to Medicare reimbursement

 (2) "whether the review‐insulating regulation is 
constitutional."
 Hospital is not entitled to reconsideration of the 
intermediary's reopening decision

 "A decision to reopen is not a determination as to the amount 
of reimbursement provided under Medicare, but rather a 
decision to reconsider a determination as to the amount of 
reimbursement provided under Medicare."

25

Exhaustion of Administrative Remedies
 The exhaustion requirement: 

 A provider must exhaust all administrative remedies prior to judicial 
review of agency action

 Some courts have also held that "issues exhaustion" is required as well –
namely, that the agency should have an opportunity to address a novel 
issue before it goes to the judiciary

 McCarthy v. Madigan, 503 U.S. 140 (1992) (Superseded by statute in 
prisoners' rights context)
 With limited exception, the petitioner must exhaust administrative 

remedies because Congress has delegated responsibility to the agency, 
so it is the agency that should attempt to remedy issues and correct its 
own mistakes. Further, this doctrine fosters judicial efficiency.

 Exceptions to the exhaustion requirement:
 If exhaustion is not required by the terms of the statute
 If exhaustion would be futile or cause irreparable injury

26

Exhaust Administrative Remedies
 National Ass'n for Home Care & Hospice, Inc. v. Burwell, 2015 WL 65129 

(D.D.C. Jan. 6, 2015)

 In order to have standing in district court, the NAHC must establish it has 
exhausted all administrative remedies (or the Secretary has discretion to 
waive the exhaustion requirement)
 In certain circumstances the court may determine the claimant has a particular interest in 

an expeditious resolution to the issue so that deference to the Secretary is inappropriate

 Trade association, representing approximately 6,000 home health service 
providers, brought suit alleging the Secretary exceeding statutory authority 
in issuing regulation interpreting  the above statutory requirement as a 
"narrative requirement"

 The court excused the exhaustion requirement for the following reasons:

 Court found that requiring exhaustion of NAHC's constitutional claims (that 
the narrative requirement is unconstitutional and vague) would not be futile, 
but that requiring exhaustion of its statutory‐authority claim would

 NAHC's statutory claim is a purely legal challenge to the agency's established 
interpretation of the Medicare Act

27
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Use of Statistical Sampling
 Contractors use statistical sampling in retroactive audits to 

determine overpayments
 A Medicare contractor may not use extrapolation to determine 

an overpayment unless documented educational intervention 
has failed to correct the payment error, or there is a sustained or 
high level of payment error.

 Sustained or high level of payment error may be determined to 
exist through the following ways (not an exhaustive list);
 Error rate determinations by ZPICs
 Probe samples
 Data analysis
 Provider/supplier history
 Information from law enforcement investigations
 Audits or evaluations conducted by OIG

28

Statistical Sampling
 Burden of Proof

 Provider/supplier must set forth specific arguments that demonstrate 
that the flaws in the methodology were so significant as to render the 
overpayment arbitrary and capricious
 MAC has repeatedly acknowledged CMS Ruling 86‐1, which states that the use of 

statistical sampling 'creates a presumption of validity as to the amount of an 
overpayment which may be used as the basis for recoupment'

 Burden shifts to provider to take next step

 No generally accepted principles of statistical sampling:
 Medicare Appeals Council of the Departmental Appeals Board (“MAC”) 

and federal courts have held that there is no formal recognition of 
“generally accepted statistical principles and procedures”

 Transyd Enterprises, L.L.C. v. Sebelius, 2012 WL 1067561 (S.D. Tex.)
 Does not prescribe sample size, precision, or sampling design and 

requires the contractor to consider real‐world economic constraints 
when choosing a sampling methodology

29

Statistical Sampling Issues 
Subject to Review: Sample Size 

 The MAC and federal courts have accepted CMS's position that while 
sample size may affect the precision of the overpayment, there are 
other factors that must be considered, including "real world economic 
constraints" of the Medicare contractor's available resources
 In the Case of Anthony Pagliarulo, M.D. (Appellant) (Beneficiaries) 

Cahaba GBA (Contractor) Claim for Supplementary Med. Ins. 
Benefits(Part B) (Hic Numbers) (AlJ Appeal No.), Docket Number: M‐
14‐2132, 2014 WL 7436077, at *16 (H.H.S. Sept. 26, 2014)
 Stating that, "given MPIM provisions, the fact that AdvanceMed
selected a sampling methodology or sample size that another 
statistician may not prefer, or which may not result in the most 
precise point estimate, does not provide a basis for invalidating 
the sampling or the extrapolation as drawn and conducted in this 
case. These are simply not 'flaws' in the sampling cognizable by 
the guidelines which render the actual sample drawn invalid." 

 Further stating, "To hold otherwise would ignore real world 
constraints imposed by conflicting demands on limited public 
funds, constraints which CMS chose to incorporate into the 
statistical sampling guidelines."
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Statistical Sampling Issues Subject to 
Review: Representativeness of Sample
 In the Case of Anthony Pagliarulo, M.D. (Appellant) 
(Beneficiaries) Cahaba GBA (Contractor) Claim for 
Supplementary Med. Ins. Benefits(Part B) (Hic 
Numbers) (AlJ Appeal No.), Docket Number: M‐14‐
2132, 2014 WL 7436077, at *15 (H.H.S. Sept. 26, 2014)
 "… the relevance of the Central Limit Theorem (CLT) in 
this case, as in many of the overpayment cases before the 
Council involving statistical sampling, is that it 
demonstrates that a single sample of an adequate (but 
finite) size is sufficient to obtain a representative sample 
even if the overpayments in the sample are not normally 
distributed."

31

Statistical Sampling Issues Subject to 
Review: Randomness of sample 

 The MAC and federal courts have been responsive to CMS's argument 
that the sample was random because it was drawn using the RAT‐
STATS program developed by the Office of Inspector General

 In the Case of Sans Bois Health Servs., Inc. (Appellant) Beneficiaries) 
Palmetto GBA (Contractor) Claim for Hosp. Ins. Benefits (Part A) (Hic 
Numbers) (Alj Appeal No.), Docket Number: M‐14‐2629, 2014 WL 
7436078, at *14 (H.H.S. Oct. 30, 2014)

 Appellant failed to meet burden of proof in arguing that the two strata 
samples used were not statistically independent by submitting advanced 
mathematical calculations in support

 Stating that, "As the MPIM states, if a particular probability sample design 
is properly executed, i.e., defining the universe, the frame, the sampling 
units, using proper randomization, accurately measuring the variables of 
interest, and using the correct formulas for estimation, then assertions that 
the sample and its resulting estimates are “not statistically valid” cannot 
legitimately be made."

32

Statistical Sampling Issues Subject to 
Review: Documentation Provided

 The MAC has set aside and/or remanded extrapolations if there is 
insufficient documentation provided by CMS and/or the contractor 
that does not allow the provider/supplier to recreate the methodology.

 In the Case of Strategic Ambulance (Appellant) (Beneficiaries) 
Palmetto GBA (Contractor) Claim for Supplementary Med. Ins. 
Benefits (Part B) (Hic Numbers) 1‐522444245 (ALJ Appeal No.), Docket 
Number: M‐10‐770, 2012 WL 1980570 (H.H.S. Mar. 19, 2012).
 The Council remanded the case to the ALJ to fully address the 

statistical sampling methodology and extrapolation of this case. The 
record did not contain complete documentation related to statistical 
sampling and extrapolation prepared or issued by the PSC. The Council 
instructed the ALJ to take appropriate action necessary to ensure that 
the record includes complete documentation concerning the statistical 
sampling and extrapolation. 
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Statistical Sampling Issues Subject to 
Review: Precision of Overpayment

 Both the MAC and federal courts have been reluctant to set aside a 
statistical sampling and extrapolation in response to a 
supplier/provider’s claim that the overpayment was imprecise in the 
absence of a showing that the imprecision rendered the overpayment 
arbitrary and capricious, particularly in those cases wherein the 
demand amount is the lower limit of a confidence interval.

 In the Case of Sans Bois Health Servs., Inc. (Appellant) Beneficiaries) 
Palmetto GBA (Contractor) Claim for Hosp. Ins. Benefits (Part A) (Hic 
Numbers) (ALJ Appeal No.), Docket Number: M‐14‐2629, 2014 WL 
7436078, at *2 (H.H.S. Oct. 30, 2014)
 "the guidelines allow for smaller sample sizes and less precise point 

estimates, but offset such lack of precision with direction to the 
contractors to assess the overpayment at the lower level of a confidence 
interval."

34

Alternative Dispute Resolution 
Settlement Conference Facilitation (SCF) Pilot 
Program 
 Designed to bring CMS and Appellant together to discuss the potential of a 

mutually agreeable resolution for claims appealed to the ALJ
 Current Eligibility Requirements

 Part B providers 
 The request for hearing must have been filed in 2013 and not be currently 

assigned to an ALJ
 At least 20 claims must be at issue, or at least $10,000 must be in controversy if 

less than 20 claims are involved
 The amount of each individual claim must be less than $100,000 (for an 

extrapolated statistical sample, the extrapolated amount must be less than 
$100,000).

 SCF request must include all of the appellant’s eligible claims for the same item 
or service (i.e., cannot pick and choose which claims are included in the SFC 
process) 

 If a settlement cannot be reached, claims return to ALJ appeal level

35

Alternative Dispute Resolution 

Statistical Sampling Pilot Program
 A random sample of claims is selected from the universe of claims.  The 

selected sample is reviewed at the ALJ hearing.  Following the hearing, the ALJ 
will render a decision on the sample claims.  The ALJ’s decision will then be 
extrapolated to the remaining claims in the universe.

 Eligibility Requirements
 Minimum of 250 claims at issue 
 All claims must fall into one of the following categories: (1) pre‐payment 

denials; (2) post‐payment non‐RAC denials; or (3) post‐payment RAC denials 
from one RAC

 Claims must be currently assigned to one or more ALJs or the ALJ request was 
filed between April 1, 2013 and June 30, 2013

 No hearing on the claims have been scheduled or conducted
 No outstanding SFC request for the same claims

 Enables providers to receive timely adjudication
 Risk: putting all of your eggs into one ALJ’s basket
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UNDERSTANDING THE 
MEDICARE RADV 

AND MARKETPLACE 
IVA PROCESSES

AGENDA

• Who is Quadralytics?
• Risk Adjustment 101
• Medicare Risk Adjustment Data 

Validation (RADV) Audits
• Health Insurance Marketplace 

Initial Validation Audits (IVA)
• Understanding the Risk 
• Questions
• Appendices

Page 2© 2014-2015 Quadralytics, LLC

OUR MISSION

Our mission is to provide accurate and timely 
consulting & analytic services to our 
healthcare partners to assist them in 

formulating a comprehensive and unmitigated 
snapshot of members and providers based on 

quality metrics, risk adjustment, and 
operational effectiveness.

© 2014-2015 Quadralytics, LLC Page 3
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QUADRALYTICS, LLC
About Us

• Founded in 2011
• Primary focus is providing 

analytical solutions and 
consulting support to managed 
care organizations

• Team of consultants, SME, and 
technical staff with “hands on” 
experience

• Experience developing HEDIS
and risk adjustment solutions 
and predictive models for 
Medicare, Medicaid, and 
Health Exchange plans

Our Clients
• Health plans
• Physician organizations
• Healthcare vendors
• Self-Insured employers
• Third-party administrators
• ACO physicians

© 2014-2015 Quadralytics, LLC Page 4

RISK ADJUSTMENT 101

WHAT IS RISK ADJUSTMENT?

• A method used to adjust bidding and 
payment based on the health status 
and demographic characteristics of an 
enrollee

• Pay appropriate and accurate 
reimbursement for subpopulations 
with significant cost differences

• Purpose: to pay plans accurately for 
the risk of the beneficiaries they enroll

• Why: access, quality, protect 
beneficiaries, reduce adverse 
selection, etc.

© 2014-2015 Quadralytics, LLC Page 6
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TYPES OF RISK ADJUSTMENT
• Prospective/Future Prediction:

• Uses historical diagnoses as a measure of 
health status and demographic information to 
predict future expense

• Data from 2014 used to predict expected 
costs in 2015

• Example: CMS Medicare HCC Model

• Concurrent (aka Retrospective): 

• Uses historical diagnoses as a measure of 
health status and demographic information to 
predict expected expense for the current 
period done from a retrospective perspective

• Data from 2014 used to retroactively predict 
expected costs in 2014

• Example – HHS-CC model for the Health 
Insurance Marketplace

© 2014-2015 Quadralytics, LLC Page 7

PROVIDER VIEW OF RISK 
ADJUSTMENT

My 
members 
are sicker

I 
documented 
the services

This is risk 
adjusted?

These 
numbers 
are not 
right

Page 8© 2014-2015 Quadralytics, LLC

PAYOR VIEW OF RISK ADJUSTMENT

Why can’t 
they 

document 
correctly?

Was that 
really a 
stroke in 
the office?

They need 
to hire a 
coder

Diabetes 
does not 
cure itself

© 2014-2015 Quadralytics, LLC Page 9
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WHY DOES CMS CONDUCT 
AUDITS?

“To follow by faith alone is to follow 
blindly.”

- Benjamin Franklin 

© 2014-2015 Quadralytics, LLC Page 10

MEMBER EXAMPLE

• 60-year-old male
• Originally disabled
• Medicaid
• Community
• HCC 17 – Diabetes w/Acute 

Complications
• HCC 19 – Diabetes w/o 

Complications
• HCC 80 – Congestive Heart Failure
• HCC 92 – Specific Heart 

Arrhythmias
• Interaction DM_CHF

© 2014-2015 Quadralytics, LLC Page 11

HCC CALCULATION

Variable Accurate Missing

60‐year‐old male 0.411 0.411

Originally disabled 0.000 0.000

HCC 17 – Diabetes w/Acute Complications 0.339 0.000

HCC 19 – Diabetes w/o Complications 0.162 0.162

HCC 80 – Congestive Heart Failure 0.410 0.000

HCC 92 – Specific Heart Arrhythmia 0.293 0.293

Interaction for Diabetes and CHF 0.154 0.000

Total Hierarchical HCC weight 1.607 0.866

Annual payment (assumes $800/mo.) $15,427 $8,314

Payment Difference $7,113

Medical expense (85% MLR) $12,960 $12,960

Profit/Loss $2,467 ($4,646)

© 2014-2015 Quadralytics, LLC Page 12
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MEDICARE AND RADV

MEDICARE HCC MODEL

• Model is prospective – previous 
diagnosis data used to predict 
future member expense

• Model is hierarchical – hierarchies 
apply to disease categories

• Model was essentially unchanged 
from 2004 implementation until 
2014 payment year

• Risk scores correlate directly to 
plan payment

© 2014-2015 Quadralytics, LLC Page 14

2013 VS. 2014 HCC MODEL

© 2014-2015 Quadralytics, LLC Page 15
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MEDICARE HCC AUDIT

• Unlike other Medicare audits, the HCC 
audits do not have clear guidelines

• Whether a diagnosis is acceptable is 
often left to plan interpretation

• This may be different than what CMS 
determines to be acceptable

• Every plan must determine its 
acceptable level of risk

• Even when CMS provides guidelines, 
they are not always clear

Page 16© 2014-2015 Quadralytics, LLC

ACCEPTABLE PROVIDER 
SPECIALTIES…

Page 17© 2014-2015 Quadralytics, LLC

…OR ARE THEY?

Page 18© 2014-2015 Quadralytics, LLC
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CMS RADV AUDIT PROCESS

• Plan is notified of RADV audit

• Roughly 600 Medicare contracts and only 30 plans are 
selected annually

• Odds of being selected for a RADV Audit: ~ 5% per year

• CMS selects 201 members for audit

• Three strata – low, medium and high risk scores

• Plan required to provide support for every HCC via medical 
record submission to CMS

Page 19© 2014-2015 Quadralytics, LLC

ARE YOU AT RISK?

Signs your plan may be at risk for a RADV:

• Large change in year-over-year risk scores –
CMS will focus on plans with big increases in 
score to ensure it is correct

• Very few delete records – if you are not doing 
deletes, you are not reviewing your own 
submissions for accuracy and correcting 
errors

• Other corrective actions – has your plan 
been reviewed for something else? It may 
increase your likelihood of audit as CMS 
sees you as a risk

Page 20© 2014-2015 Quadralytics, LLC

All Possible Members

Members effective in claims year

All Year?

Was the member with 
you all year?

Current Year

Member still effective 
with plan 1/1 payment 

year

ESRD

No ESRD Dx during 
13 mo period

Hospice

Member not in 
hospice during 13 mo 

period

Had Part B

Had Part B coverage 
for the data collection 

period

Target 
Population

WHICH MEMBERS ARE INCLUDED?

Had an HCC

Diagnosis mapping to 
an HCC in claim year 

© 2014-2015 Quadralytics, LLC
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CAN I REALLY SEND IN THAT 
MANY RECORDS?

• While the original RADV guidelines allowed 
for only the one “best medical record,” the 
new RADV guidelines have changed

• Plans can now submit up to five medical 
records to support a diagnosis and HCC

• The same medical record can be used to 
support multiple HCC for a member as well

• But the “best medical record” may not 
always be the best record to submit

Page 22© 2014-2015 Quadralytics, LLC

HOW WILL I KNOW HOW 
THE PLAN  DID?

CMS will issue a “Preliminary Audit Report of Findings” (AROF)

• Shows HCC-level validation and errors and eligibility for 
dispute

• At enrollee-level, AROF will show revised score and payment

• Information and instructions for Medical Record Dispute 
(MRD) will be included with report

• Plans allow to dispute findings only on certain types of 
RADV-related errors

Page 23© 2014-2015 Quadralytics, LLC

PLAN HAS MULTIPLE LEVEL OF 
APPEALS

• Plans can file initial appeal via 
MRD process for review by 
“Hearing Officer”  

• The plan must:

• File appeal within 30 days from 
receipt of AROF

• Submit the “One Best Medical 
Record” from records 
submitted to IVC for this review 
though it does not have to be 
the record audited

Page 24© 2014-2015 Quadralytics, LLC
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PLAN HAS MULTIPLE LEVEL OF 
APPEALS

• Plan will receive “Audit 
Report Post Medical 
Record Review,” detailing 
results similar to AROF 
along with additional 
appeals instructions

• Only other appeal option is 
to CMS Administrator

Page 25© 2014-2015 Quadralytics, LLC

ERROR EXTRAPOLATION

CMS Identifies HCC Errors 

• Charts are read 2x by IVC
• Plan notified of error

CMS Extrapolates Error

HCC 17

HCC 15

HCC 19

No HCC

• HCC 17 drops to HCC 19  
.248 - .459 = (.211)

• Multiply By Benchmark     
$800 * (.211) = (168.80) 

• Extrapolate to Population
(168.80) * 8,000 = $1,350,400 

• Other HCC for same member 
can change

• Interactions may no longer 
apply

Page 26© 2014-2015 Quadralytics, LLC

INITIAL VALIDATION AUDIT 
(IVA)
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NOT YOUR MOTHER’S 3 “Rs” 

THE 3 “Rs”

• The three keys to the risk adjustment and revenue of the 
Health Insurance Marketplace are:

• Risk Adjustment – the adjustment of payment based 
on the demographic factors and severity of the illness 
of the member 

• Risk Corridors – The limiting or sharing of losses by 
the plan by HHS across all membership

• Reinsurance – The limiting of loss on an individual 
member basis

Page 29© 2014-2015 Quadralytics, LLC

MEDICARE RADV VS.  
MARKETPLACE VALIDATION (IVA)

Item Medicare RADV Marketplace IVA
Payment Years 2011 – Forward 2014 ‐ Forward
Timeline 2‐3 years after payment Six months after year‐end
Minimum Plan Size Every Plan Not Addressed
Number of Plans Audited Approximately 30 All
Members Stratified – 3 Strata Stratified – 10 Strata
Diagnoses Included Thru 13 months after year‐end 4 months after year‐end
Medical Records All Supporting All Supporting
Extrapolation Applied to Strata Not Currently Defined
Appeal Process Defined Defined
FFS Offset Included – Est. 11% Not Applicable 2014/15
Clarity Vague Vague
First Round Audits 
Conducted By

CMS
Plan Contracted

Vendor

Page 30© 2014-2015 Quadralytics, LLC
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HHS-HCC MODEL

• More diagnoses are included and map to additional HCC 
because of broader disease implications for the 
commercial population

• What occurs in the year, affects payment for the year –
retrospective or concurrent payment model

• Differences in plan type (Bronze, Silver, etc.) affect the 
risk score and associated payment 

• Model is a zero-sum – if one plan’s risk score is higher 
than another plan’s, the lower risk score plan will have to 
make payments to higher risk score plan

Page 31© 2014-2015 Quadralytics, LLC

ZERO SUM PAYMENTS

Plan Plan A Plan B Plan C

Initial Revenue $10,000,000 $10,000,000 $10,000,000

Initial Risk Score 1.15 1.07 1.23

Normalized Risk Score 1.00 0.93 1.07

Revised Revenue $10,000,000 $9,304,347 $10,695,653

Payment Change $0 ($695,653) $695,653

Page 32© 2014-2015 Quadralytics, LLC

MODEL POPULATION

• Because the HHS Model 
includes a much more 
varied population than the 
Medicare model, some 
additional changes were 
necessary
• Age groups include 

infant through adults 
and seniors.

• Age groups are banded 
smaller for children and 
infants 

Page 33© 2014-2015 Quadralytics, LLC
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INITIAL VALIDATION AUDIT
Unlike Medicare Advantage, the Health Insurance Marketplace 
Initial Validation Auditors are contracted by the plan

• Both Health Insurance Marketplace and “Off-Exchange 
Plans” are included

• Members with and without HCC will be audited
• All auditors must be certified by the American Association of 

Professional Coders (AAPC) or the American Health 
Information Management Association (AHIMA)

• Senior auditors must have at least three years of experience 
in 2014 & 2015 and five years in 2016 and beyond

• Enrollment sources will be verified
• Initial Validation Auditors must be free from conflicts of 

interest

Page 34© 2014-2015 Quadralytics, LLC

CONFLICTS OF INTEREST

• Issuer must attest to being conflict free to the best of its knowledge

• Neither the issuer nor any member of its management team (or any 
member of the immediate family of such a member) may have any 
material financial or ownership interest in the initial validation auditor

• Owners, directors and officers of the issuer may not be owners, 
directors or officers of the auditor (and vice versa)

• Audit Team members may not be married to, in domestic relationship 
with or immediate family of owners, directors, officers or employee of 
the issuer

• The initial validation auditor may not have had a role in establishing 
any relevant internal controls of the issuer related to the risk 
adjustment data validation process

Page 35© 2014-2015 Quadralytics, LLC

AUDIT STRATA

No HCC – Demographic Only

Adult High 
Risk Score

Adult Medium 
Risk Score

Adult Low Risk 
Score

Child High 
Risk Score

Child Medium 
Risk Score

Child Low Risk 
Score

Infant High 
Risk Score

Infant Medium 
Risk Score

Infant Low 
Risk Score

80 % of 
Members

20% of 
Members

Page 36© 2014-2015 Quadralytics, LLC
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MEMBERS WITH NO HCC

For enrollees without risk adjustment HCCs for 
whom the issuer has submitted a risk adjustment 
eligible claim or encounter, HHS would require the 
initial validation auditor to review all medical record 
documentation for those risk-adjustment eligible 
claims or encounters, as provided by the issuer, to 
determine if HCC diagnoses should be assigned 
for risk score calculation, provided that the 
documentation meets the requirements for the risk 
adjustment data validation audits. 

Page 37© 2014-2015 Quadralytics, LLC

ENROLLMENT VALIDATION

The initial validation auditor would validate 
information by reviewing plan source enrollment 
documentation, such as the 834 transaction, which 
is the HIPAA-standard form used for plan benefit 
enrollment and maintenance transactions. These 
enrollment transactions reflect the data the issuer 
captured for an enrollee’s age, name, sex, plan of 
enrollment, and enrollment periods in the plan. 

Page 38© 2014-2015 Quadralytics, LLC

ISSUER AUDIT RISK

• While no direct financial penalties will result from 
the 2014 and 2015 payment year audits, the 
possibility of financial penalties and further audit 
does exist:
• Office of the Inspector General (OIG) – as noted in the 

OIG Work Plan, the OIG is cracking down on over-coding 
of HCC.

• False Claims Act – knowingly submitting false diagnoses

• Whistleblowers – disgruntled employees, etc. may cry foul.

Page 39© 2014-2015 Quadralytics, LLC
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UNDERSTANDING THE RISKS

BLIND FAITH

“Blind faith in your leaders or anything 
will get you killed.”

- Bruce Springsteen, “War”

Page 41© 2014-2015 Quadralytics, LLC

BLIND FAITH

“Blind faith in your providers and claim 
submission will get you adverse 

findings.”

- Scott Weiner, Quadralytics

Page 42© 2014-2015 Quadralytics, LLC
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TOP 10 MEDICARE RISK ADJUSTMENT
CODING ERRORS

1. The record does not contain a legible signature with credential.

2. The electronic health record (EHR) was unauthenticated (not electronically 
signed).

3. The highest degree of specificity was not assigned the most precise ICD-9-
CM code to fully explain the narrative description of the symptom or diagnosis 
in the medical chart.

4. A discrepancy was found between the diagnosis codes being billed versus the 
actual written description in the medical record. If the record indicates 
depression, NOS (311 Depressive disorder, not elsewhere classified), but the 
diagnosis code written on the encounter document is major depression 
(296.20 Major depressive affective disorder, single episode, unspecified), 
these codes do not match; they map to a different HCC category. The 
diagnosis code and the description should mirror each other.

Page 43© 2014-2015 Quadralytics, LLC

TOP 10 MEDICARE RISK ADJUSTMENT
CODING ERRORS

5. Documentation does not indicate the diagnoses are being monitored, 
evaluated, assessed/addressed, or treated (MEAT).

6. Status of cancer is unclear. Treatment is not documented.

7. Chronic conditions, such as hepatitis or renal insufficiency, are not 
documented as chronic.

8. Lack of specificity (e.g., an unspecified arrhythmia is coded rather than the 
specific type of arrhythmia).

9. Chronic conditions or status codes aren’t documented in the medical record at 
least once per year.

10. A link or cause relationship is missing for a diabetic complication, or there is a 
failure to report a mandatory manifestation code.

http://news.aapc.com/index.php/2013/03/top-10-medicare-risk-adjustment-coding-errors/

Page 44© 2014-2015 Quadralytics, LLC

Unsupported
Diagnoses

Supported Diagnoses
New

Diagnoses
Original Claim Diagnoses

WHY DO MEDICAL RECORD 
REVIEW?
Single Medical Record

© 2014-2015 Quadralytics, LLC Page 45
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Original Claim Diagnoses
Unsupported
Diagnoses

Supported Diagnoses
New

Diagnoses

WHY DO MEDICAL RECORD 
REVIEW?

Two to Three Medical Records

© 2014-2015 Quadralytics, LLC Page 46

Original Claim Diagnoses

U
n
su
p
p
o
rte

d
D
iagn

o
ses

Supported Diagnoses
New

Diagnoses

WHY DO MEDICAL RECORD 
REVIEW?

Four or More Medical Records

© 2014-2015 Quadralytics, LLC Page 47

CLAIMS DATA SUBMISSION

Advantages

• Chart review volume 
would be too great if we 
had to look at every 
record

• Can provide additional 
dates of services for a 
diagnosis beyond what is 
found via chart review

Disadvantages

• “75%” Accurate
• Will not stand up to a RADV 

Audit
• Limited to how many the 

provider can submit on a 
claim

• May not be able to tell if the 
service was done by an 
acceptable provider

Page 48© 2014-2015 Quadralytics, LLC
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MEDICAL RECORD REVIEW

Advantages

• More accurate than claim 
submission only

• More complete than claim 
submission

• Able to identify the provider 
of service

• Additional diagnoses that 
may not have been on claim

• Fix the “30/30” issue

Disadvantages

• Time consuming
• Intrusion on the provider 

office
• Retrospective 
• Chart coding is often open 

to interpretation
• Physician handwriting
• EMR issues

Page 49© 2014-2015 Quadralytics, LLC

PROSPECTIVE ASSESSMENTS

Advantages
• Provides real-time picture of the 

patient

• Provides a method to address 
care for home-bound or facility-
bound patients

• Provides a look into the member’s 
living conditions

• More complete than the typical 
physician’s office health exam

• Not just about risk adjustment

• Provides complete and accurate 
documentation for RADV support 
depending on quality of data 
capture

Disadvantages

• More costly than office visit

• Office visit - $45-205 in Dallas

• Prospective Assessment 
($300+)

• Physicians often see it as 
competition to their services

• Breaks the PCP/member 
relationship if not done correctly.

• Changes to CMS guidelines

Page 50© 2014-2015 Quadralytics, LLC

PAPER VS. EMR RECORD

Paper

• Often not much more 
than a “super bill”

• Poor handwriting leads to 
misinterpretations

• Need legible signature 
and credentials on each 
page

• Need date on each page
• Need member name on 

each page

Electronic Record

• Usually cleaner than 
paper

• Menial tasks that must be 
done on a paper claim 
are done automatically.

• Several issues do exist 
with EMR records
• Cloning
• Drug lists not updated
• Meaningful use

Page 51© 2014-2015 Quadralytics, LLC
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REDUCING RISK

WHAT CAN BE DONE TODAY?

• Assess organizational 
readiness

• Assess data quality

• Validate existing charts

• Acquire and abstract 
charts where gaps exist

Page 53© 2014-2015 Quadralytics, LLC

ASSESS THE ORGANIZATION
• What does your Revenue Improvement 

Program look like?

• RADV Response Team includes:
• Business Sponsor (Senior Executive) 
• Medical Directors to call doctors
• Executives to call office managers
• Project Manager(s)
• Review/Audit staff
• Other Team Members 

• Meet internally to develop strategy for 
RADV and determine need for 
assistance from vendor

• Are policies and procedures up-to-date?

Page 54© 2014-2015 Quadralytics, LLC
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ASSESS DATA

Assess and clean up data
• Have “Deletes” been processed 

for bad data?
• Code Sets

• Specialty codes (recently released)
• CPT codes – may be acceptable 

provider, but not face-to-face visit

• Are all RAPS (EDPS) resubmitted?

• Are specialty codes updated?
• Are CPT/Dx codes reviewed?

• Update policies and procedures

Page 55© 2014-2015 Quadralytics, LLC

CHARTING THE COURSE

• Which HCC do medical charts 
substantiate? 

• Are the diagnoses from acceptable 
providers?

• Are “Rule-out” diagnoses used?

• What is the frequency of the 
diagnoses?

• If using a vendor, have all charts 
been reviewed?

Page 56© 2014-2015 Quadralytics, LLC

TOP 10 COMPLIANCE ISSUES
#3 Electronic Medical Records

Some early adopters of Electronic Medical Records (EMR) 
software are now having to respond to “cloning” and/or “carry 
over” concerns raised by ZPICs and Program Safe Guard 
Contractors (PSCs).

“These audits appear to be the result (at least in part) of 
inadequately designed software programs which generate 
progress notes and other types of medical records that do not 
adequately require the provider to document individualized 
observations.  Instead, the information gathered is often sparse 
and similar for each of the patients treated.”

http://www.zpicaudit.com/2011/01/top-ten-health-care-compliance-risks-for-2011/ 
(emphasis added)
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QUESTIONS?

Page 58© 2014-2015 Quadralytics, LLC

ASK US HOW WE CAN HELP

Scott Weiner
Email: Scott.Weiner@Quadralytics.com

Phone: (757) 716-7061

Cell: (757) 553-8985

http://www.quadralytics.com

Page 59© 2014-2015 Quadralytics, LLC

RADV EXTRAPOLATION
Appendix
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THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

The total HCC‐related payment 
made by CMS to the plan
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THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

The net effect of payment 
errors on the model assuming 

~17% error rate.

Page 62© 2014-2015 Quadralytics, LLC

THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

Modeled payment for 201 
enrollees in the sample and 

expand to my entire population 
of ~24,000

Page 63© 2014-2015 Quadralytics, LLC



3/17/2015

22

THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

Modeled payment errors for 
201 enrollees in the sample 
and expanded to my entire 
population of ~24,000
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THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%
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THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

(~121*110,952,392,725)+… 
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THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

The maximum pay back to CMS 
for overpayments = Extrapolated 

Errors – Standard Error
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THE IMPACT

Calculation Sample Strata 1 ‐ Hi Strata 2 ‐Mid Strata 3 ‐ Low
Modeled Payment $1,679,213 $1,164,902 $364,531 $149,779

Modeled Errors $218,256 $150,125 $43,392 $24,739

Extrapolated Payment $204,061,950 $141,561,722 $44,298,702 $18,201,526

Extrapolated Errors $26,522,990 $18,243,524 $5,273,099 $3,006,367

Standard Deviation $238,449 $333,095 $138,927 $107,118

Variance Estimates $17,223,049,893,090  $110,952,392,725  $19,300,754,327  $11,474,234,776 

Standard Error $4,150,066

Lower Bound $22,372,924

FFS Adjuster (5%) $10,203,097

Final Amount Due $12,169,827 6%

The maximum pay back to CMS 
for overpayments = Extrapolated 

Errors – Standard Error

For illustrative purposes only 
based on 5% of Extrapolated 

HCC Payments
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The Three “Rs” of HHS Risk
Appendix
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MARKETPLACE 3 “Rs”

Page 70© 2014-2015 Quadralytics, LLC

RISK CORRIDORS

• Similar to Part D 
plans at start-up; the 
federal government 
will apply risk 
corridors to profit and 
loss of individual 
health plans in- and 
out-of the 
Marketplace

Page 71© 2014-2015 Quadralytics, LLC

RISK CORRIDOR – LOSS

• Plan has $125M revenue

• Plan expense ratio 15%

• Actual plan medical 
spend - $120M

Page 72© 2014-2015 Quadralytics, LLC
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RISK CORRIDOR – GAIN

• Plan has $125M revenue

• Plan expense ratio 15%

• Actual plan medical 
spend - $10M

Page 73© 2014-2015 Quadralytics, LLC

REINSURANCE

• Reinsurance designed to protect plans from impact 
of a few high risk member/catastrophic claims
• For 2014, members with total claims in excess of $45,000 

(attachment point) will be covered at 80% to a $250,000 
maximum per member/claim

• For 2015, the attachment point is $70,000
• Payments are funded from payment - all plans pay 

whether they are in the exchange or not.
• 2014 - $63 per member payment
• 2015 - $44 per member

• Plans will typically carry traditional reinsurance 
above the $250,000 threshold.  

Page 74© 2014-2015 Quadralytics, LLC
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Auditing Pharma and Healthcare Providers
April 21, 2015

Mary E. Riordan, Senior Counsel 
Office of Counsel to the Inspector General
U.S. Dept. of Health and Human Services

Sheryl Vacca, SVP/Chief Compliance and Audit Officer
University of California

HCCA Compliance Institute

Agenda for Today

Auditing
Perspectives from the OIG

 Lessons/Guidance from OIG Work

Perspectives from the Provider 
Community
 Lessons/Guidance from Practice

2

The Fundamentals

Auditing and monitoring are critical 
components of effective compliance 
programs

Auditing and monitoring must be 
meaningful
Build flexibility and creativity into auditing

 Identify/target highest-risk activities

Design auditing to yield meaningful results

3
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OIG Perspectives

Auditing and monitoring are essential
 Compliance programs must be tested

Audit requirements are central elements of CIAs

Auditing has many benefits, including:
 Identification/mitigation of specific problems

 Implications for future planning

4

OIG Resources

Corporate Integrity Agreements

OIG Annual Work Plans

Advisory Opinions/Special Advisory 
Bulletins

Reports from 2012 OIG roundtable 
meetings with entities under CIAs

Compliance Program Guidances
 E.g., May 2003 CPG for pharmaceutical manufacturers

5

Auditing in CIAs with Pharmaceutical 
Manufacturers

Auditing designed to address pharma risk 
areas:
Promotional activities
Interactions between sales representatives and 

physicians
 Ride-alongs; records reviews

Communications about the manufacturers’ drugs 
 Reviews of call plans

 Reviews of processes and controls associated with medical 
information

6
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Auditing in CIAs with Pharmaceutical 
Manufacturers

Auditing designed to address pharma risk 
areas:
Financial arrangements with physicians
Speaker programs

Consulting arrangements

Research arrangements

Reviews of controls around physician 
arrangements
Advance budgets, needs assessments, FMV concept

Approvals and other documentation requirements

7

Auditing in CIAs with Pharmaceutical 
Manufacturers

Auditing designed to address pharma risk 
areas:
Research and publication issues

Sample distribution

Drug price reporting issues

 Interactions with third-party payors

FDA-related issues

8

Lessons from Recent CIAs

 Establishing a risk assessment and 
mitigation process is a best practice

 Flexibility and creativity in audit practices 
are important
 Seek to identify current risks
 Modify audits in response to identified risks
 Identify effective ways to monitor the risks

9
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Provider Perspectives

 General thoughts about auditing

 Practical considerations
 Culture and management perspectives on 

accountability to remediate risks identified
 Purpose of audit
 Resource issues
 Implementation issues
 Follow-up 

10

Development of an Audit Plan

 Identify items or areas to be audited
 Where are the key risk areas that should be 

priorities for the compliance professional?
 What information should help you to prioritize 

those risk areas
 How is it decided on what the priorities are

 Once priorities are determined, question 
whether there are any activities around this 
risk area that might be already occurring

 Identify subject matter experts (SMEs) to 
assist with defining timing and focus of risk 
area

11

Development of an Audit Plan

 Design the review:
 Identify the overall purpose of the audit 

(involve SMEs)
 What data and documentation are 

available?  Is there information that can be 
leveraged for your purposes?

 How should the review be conducted?
 By whom should the review be conducted?
 What metrics are applicable?
 Who will the report go to?

 May determine format and answers to questions 
above

12
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Implementation of the Audit Plan

 Discuss the audit results with appropriate 
audience for follow up

 Management should implement 
appropriate follow-up:
 Remediate specific identified problems

 Compliance professional should:
 Monitor implementation and mitigation of 

risk
 Identify applicable trends to determine if 

related areas may have operational issues
 Communicate and use lessons learned from 

the audits 
13

Questions?

14
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Welcome 709ers!

Yikes!  I really need
to learn about HIPAA

History

Rules Participants

Privacy
Requirements

Frank Ruelas (frank@hipaacollege.com )       Session 709                        www.hipaacollege.com

Yikes!  I REALLY need
to learn about HIPAA.

Audits

Omnibus

Security 
Requirements

Problems

Frank Ruelas (frank@hipaacollege.com )       Session 709                        www.hipaacollege.com
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Aha...there is an incidental
safeguard that is breached
and is causing your Notice of
Disclosures to leak PHI all over 
your assessments and now
you  need a new BAA...

Frank Ruelas (frank@hipaacollege.com )       Session 709                        www.hipaacollege.com
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Frank Ruelas (frank@hipaacollege.com )       Session 709                        www.hipaacollege.com

Problems…Revisited

Frank Ruelas (frank@hipaacollege.com )       Session 709                        www.hipaacollege.com

Oops!

Frank Ruelas (frank@hipaacollege.com )       Session 709                        www.hipaacollege.com
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Managing 
Vendors in the 
21st Century:
Trust but Verify
Elizabeth B. Ruszczyk , Vice President, Compliance & 
Privacy; Chief Compliance and Privacy Officer, UF Health 
Shands

Elizabeth F. Hodge, Of Counsel, Akerman LLP

Robert E. Slavkin, Partner, Akerman LLP

April 21, 2015

Akerman | 2

Hiring a Consultant

What if it doesn’t go, well, exactly the way you 
had hoped?

Your ongoing compliance efforts to prevent 
catastrophe, or, heaven forbid, remediate when 
there is an issue.

In this Session

Akerman | 3

 independent review

 lack skill set internally

 validate findings

 to serve as  "final" authority in heavily debated areas

Why hire a consultant?
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Akerman | 4

 large versus small firms/entities

 new vs. established group

 how clearly defined is the required skill set

Who to hire?

Akerman | 5

 Are "recommendations” really useful?  

 Does the person making the recommendation have the skill set himself/herself to 
adequate judge another?

 Does the consultant know industry standards/protocols outside of their own subject 
matter expertise?  Ex:  EMTALA, AKS, Stark, HIPAA (and other relevant data 
use/privacy laws), False Claims Act?  Research (IRB) issues?  Does the consultant 
possess expertise to issue spot billing/reimbursement, general tax and/or 501(c)(3) 
considerations? -- How do you "test" this skill set?  

 Do they have ability to assess complex matters? 

 Can consultant adequately assess risk from both the state and federal perspective?

 What type of training/continuing education does the consulting group require of 
staff

Assessingcompetence of 
consultant?

Akerman | 6

 Pros

 Cons

Under privilege?
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Akerman | 7

 What are your expectations?

 What are the consultant's expectations?

How "clear" is the focus of the 
engagement?

Akerman | 8

 Report?

 PPT?

 Presentation to management? (who does that group consist of?) 
Will specific citations and supporting authority be required?

 Will a "sample" be required prior to the engagement?

How will the results be presented?

Akerman | 9

 Financial error rate

 Gross error rates

 How will the error rates be calculated?

 What type of "qualifying" language should be/will be allowed?  Use of 
adjectives in reports?

 Will the government standards dictate whether there is a relevant issue?

How will error/accuracy rates 
be presented?
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Akerman | 10

 Does the agreement specify?

 Personality conflict?

 Questionable skill set?

 Lack of knowledge re: national/local rules and regulations?

What should be done when 
things aren't working out?

Akerman | 11

 Who keeps records/work papers?

 Should all work be performed on site (ONLY)?

 Confidentiality provisions

 As a policy matter, will an RFP be required with each engagement? 

 Do you let the consultant know that as a matter of course?

 As a policy matter, will the consultant who identified an issue also be in 
the group assisting with a "fix"?

Miscellaneous considerations

Akerman | 12

 You note a lack of basic professionalism, lack of timeliness, 
computational errors 

 Consultant engages in bullying tactics with staff ("you are all going 
to jail" and "I hope you look good in orange") 

 Consultant makes bald allegations with no basis in fact

 Inability to manage own employees 

 Firm's employees appear negative toward their own management 

 Your own employees provide reference material to the consultant 

You may have a problem if:
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Akerman | 13

 Consultant's own work papers contradict reported results 

 Consultant is overly aggressive in ensuring future engagement 

 Consultant’s reports, correspondence/emails are not strictly 
objective in tone, content, etc. 

 Consultant performs work outside the terms of the engagement.

 Consultant researches and bills for basic concepts that an "expert" 
would know immediately and would take less than an hour to 
"confirm."

You may have a problem if:

Akerman | 14

COUNTERCLAIM!

seek redress for the bad acts of the Relator

 BUT BE CAREFUL…..

What Is A Defendant To Do?

Akerman | 15

 Originally, FCA defendants unsuccessful in bringing counterclaims against 
qui tam relators

 Early third-party complaints sought contribution and indemnification from 
relators who allegedly had unclean hands

 Public policy interest in not discouraging relators 

 Congress did not intend to allow wrongdoers to shift costs to relators: 

 “The FCA is in no way intended to ameliorate the liability of 
wrongdoers by providing defendants with a remedy against a qui 
tam plaintiff with “unclean hands.”” – Mortgages, Inc. v. U.S. District 
Court for the District of Nevada (Las Vegas), 934 F.2d 209 (9th Cir. 1990).

 Only the U.S. government is permitted to offset its recovery from a liable 
defendant by the amount of the qui tam relator’s unclean hands – 31 
U.S.C. § 3730(d)(3)

Counterclaims & Public Policy
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 “The unavailability of contribution and indemnification for a defendant 
under the False Claims Act now seems beyond peradventure.” – U.S. ex. 
rel. Miller v. Bill Harbert International Construction, 505 F. Supp.2d 20 (D.D.C. 
2007)

 An FCA defendant found liable for FCA violations may not pursue a 
counterclaim that will have the equivalent effect of contribution or 
indemnification -- U.S. ex. rel. Miller v. Bill Harbert International Construction, 505 
F. Supp.2d 20 (D.D.C. 2007)

Counterclaims & Public Policy

Akerman | 17

Courts recognize that not all counterclaims are contrary to 
the FCA’s goals

Courts have allowed qui tam defendants bring a claim (or 
counterclaim) “where the success of the FCA defendant’s 
claim does not require a finding that the defendant is liable 
in the FCA case”:

where the conduct at issue is distinct from the conduct 
underlying the FCA case

where the defendant’s claim is related to the facts of the 
FCA case, but can only prevail if the defendant is found 
not liable in the FCA case.

But . . . .

Akerman | 18

 Defamation

 Breach of Contract

 Tortious Interference with Economic Advantage

 Malicious Prosecution

 Intentional Interference with Contract

 Breach of Implied Contract

 Promissory Estoppel

 Breach of Fiduciary Duty

 Contractual Indemnification

 Injunctive Relief

Examples of Counterclaims
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 Public policy exception to enforcement of confidentiality 
agreements?

 Does not appear to be a blanket public exception (Cafasso ex. 
rel. United States v. General Dynamics, 637 F.3d 1047 (9th Cir. 
2011).

 Relators not required to return documents that form the basis of 
the FCA claim – N.D. Cal., C.D. Cal., D.D.C.

 May be different outcome if Relator is in possession of 
documents covered by confidentiality agreement that are not 
related to the FCA claim

 U.S. ex. rel. Notorfransesco v. Surgical Monitoring Assoc., 
Inc., Case No. 09-1703, Doc. 56, (E.D. Pa. December 12, 
2014) 

Use of Confidential Documents

Akerman | 20

 The Seven Habits of Highly Successful Compliance Plans

 Element One: Written policies, procedures and standards of 
conduct

 Commitment to comply with applicable federal and state 
standards

 Description of compliance expectations – standards of conduct

 Compliance operations

 Guidance to employees when dealing with compliance issues

 How to communicate issues to compliance personnel

 Description of how matters are investigated

 Policy re. non-intimidation and non-retaliation

Your Compliance Program

Akerman | 21

 Element Two:  Designation of a compliance officer and 
compliance committee

 Must report directly to and be accountable to organization's 
chief executive or other senior management

 Must be employee of the entity, parent or corporate affiliate

 Cannot be employee of first tier or downstream entity

 Must periodically report to board of organization re. activities 
and status of the program

 Board must be knowledgeable about content and operation of 
compliance program as well as exercise oversight for 
implementation and effectiveness of program

Your Compliance Program, 
cont’d.
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 Element Three:  Must establish, implement and provide effective 
training between the compliance officer and employees including, 
"chief executive or other senior administrator", managers and 
'governing body members' and the organizations first tier, 
downstream and related entities.

 Must be at least annual, and made part of orientation for a new 
employee, a new first tier or downstream entity or a new chief 
executive, manager or governing body member

Your Compliance Program, 
cont’d.

Akerman | 23

Element Three (continued):

First tier, downstream and/or related entities that 
currently possess a Medicare provider, supplier or 
DMEPOS supplier number are DEEMED to have met 
the FWA training and education requirements.

This is very important for Medicare 
Providers/Suppliers like you

Your Compliance Program, 
cont’d.

Akerman | 24

Element Four:  Establishment of effective lines of 
communication, 'ensuring confidentiality' between the 
compliance officer, members of the compliance 
committee, employees, managers and 'governing 
body', and first tier, downstream and related entities.

Lines of communication accessible to all

Anonymous, confidential good faith reporting.

Your Compliance Program, 
cont’d.
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Element Five:  Well publicized disciplinary standards 
'through the implementation procedures which 
encourage good faith participation in the compliance 
program by all affected individuals' 

Policies that:

Spell out expectations for reporting and assisting in 
resolution of compliance issues

 Identify non-compliant or unethical behavior

Timely, consistent, effective enforcement standards

Your Compliance Program, 
cont’d.

Akerman | 26

Element Six:  Establish and implement 'effective 
system for routine monitoring and identification of 
compliance risks'

Routine additional monitoring of compliance risk 
areas by business units 

Periodic internal audits

External audits as appropriate (includes first-tier 
monitoring)

Evaluation of overall effectiveness of the program

Your Compliance Program, 
cont’d.

Akerman | 27

 Element Seven:  Establish procedures for prompt response to 
compliance issues as they are reported – investigation of problems 
identified from self-evaluations and audits, correction of such 
problems promptly and thoroughly to ' reduce the potential for 
recurrence and ensure ongoing compliance with CMS 
requirements'

 Timely, reasonable inquiries into reported incidents and conduct

 Corrective actions

 Self-reporting procedures for discovered fraud and misconduct 
related to CMS.

Your Compliance Program, 
cont’d.
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 Business Associate Agreement

 Several items MUST be included:

 Permitted disclosures

 Non-disclosure of information

 Safeguards

 Breach Notice

Other Protective Measures

Attorney/Client Communication: Privileged and Confidential

Akerman | 29

Indemnification:

 Not required under HIPAA

 Becomes a sticking point in negotiations all the time

Fundamentally 3 types:

 Broad

 Intermediate

 Limited

Other Protective Measures, 
cont’d.

Akerman | 30

 Who are you?  

 Covered Entity?

 Business Associate?

 Does an indemnity clause add risk to the covered entity?

 In what state(s) do you operate?  

 What do those states’ laws say about indemnity, or implied indemnity?

 The answer here is yes, unless you really like peaches.

 Does the overarching business agreement contain indemnity clauses?

 If so, at the outset the verbiage and coverage needs to be reviewed.

Other Protective Measures, 
cont’d.
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Confidentiality Agreement

Merits of having counsel hire consultants 
discussed earlier

What if the engagement of contractors 
contained provisions regarding the contractor’s 
confidentiality?

Other Protective Measures, 
cont’d.

Akerman | 32

Confidentiality Provisions, continued

Agrees to abide by HIPAA

Agrees to disclose to client any information 
that may suggest violation of federal or state 
law.

Agree not to become a Qui Tam relator

Other Protective Measures, 
cont’d.

Akerman | 33

If violates terms:

If file Qui Tam and client prevails, reimburse 
client all attorneys’ fees and costs, as well as 
all economic and non-economic damages 
caused by suit.

Survives termination

Real enforceability issues

Other Protective Measures, 
cont’d.
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Alternatively,

Allowed to file Qui Tam

Agree not to keep any proceeds of suit

Other Protective Measures, 
cont’d.

Akerman | 35

Trust but verify

Reagan had it right

Questions
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The IRB Ecosystem of a Busy
Clinical Research Institution

HCCA Compliance Institute / April 21, 2015
Orlando, FL

Charles Eibeler, Director, Business Development
Stuart Horowitz, PhD MBA, President, Institutions & Institutional Services

Agenda 

 The IRBs and your HRPP

 What is an IRB Ecosystem?

 Why & when an IRB Ecosystem? 

 How to work with outside IRBs 
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Human Research Protection 
Program (HRPP)

A shared responsibility

An HRPP is a shared responsibility

Institution

IRBs Investigators

IRBs

IRB

IRB

IRB

Components of the HRPP

Investigators and 
research staff

Grants and 
Contracts Office

Legal counsel

Employees



4/7/2015

3

Authorities

• Approve research

• Modify research

• Disapprove research

• Suspend research

• Terminate research

• Observe research

Acts on research

• Disapprove research

• Non‐compliance

• Select IRBs

• Restrict investigators

• Hire/fire staff

• Allocate funds

Acts on individuals and 
systems

IRB Institution

IRB Ecosystem 

 A set of co-existing, human research 
review units integrated with an institution’s 
HRPP.
– Based on trust

– Efficient, with non-duplicative activities

– Partners in human research protections
 Open communication

 Honesty

 Single-minded focus

 Integrated with institution’s HRPP

Simple IRB Ecosystem 

Captive IRB NCI CIRB

NeuroNext or 
StrokeNet

Independent 
IRB

HRPP
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Partners in Human Research 
Protections 

Teammates in Overcoming 
Obstacles 

Why Rely on Outside IRBs? 

 By requirement:
– Sponsor

– Funding Agency  
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 By Choice: 
– Captive IRB workload

– Multi-campus institution wants to consolidate 
IRBs

– Desire to focus on IIR

– Desire for more

clinical trials

Why Rely on Outside IRBs?
Continued

Changing Landscape of Clinical 
Research

Serious decline in federal research dollars for 
US institutions
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Pharma: Urgent Need To Change

$100

$300
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$1,300

$1,900

1979 1991 2000 2005 2010

90% of R&D 
expenditures 
result in NO new 
drug approvals

Total Cost Per New 
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$1,900
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63% 59% 61%

9%

14%

16%
12% 13%

7%
14%

21%
29% 26%

1998 2000 2004 2008 2012

North America Western Europe Emerging Regions

Source: Tufts CSDD

Globally dispersed clinical trial activity
Offshoring means fewer activities for US investigators

Global research snapshot & forecast

Chris Toller, Clinical Studies in Asia‐Pacific: A Regional Perspective.
J. Clin Studies Vol 5;3. pp 20‐23.
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In an environment of research budget cuts, 
can clinical trials provide alternate research 
funding opportunities?

Time for a change

From CenterWatch December 2014
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When?

How to work with outside IRBs

Decision-making 



4/7/2015

9

Choosing IRB Partner(s)

 Some may be chosen for you

 NCI-CIRB

 Novartis Signature

 StrokeNet, etc

Choosing IRB Partner(s) – continued

 You get to choose others

 Your needs

 Your desires

 Your expectations

 Your limitations

Careful Transition Management 
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 Regulatory notifications/filing

 Communication 
– Internal stakeholders

– External stakeholders

 Integration with institutional workflows & eIRB
software

 Policy adjustments

 Informed consent templates

 Gatekeepers

 Costs & invoicing

Key Issues to Manage 

 Contract or MSA 
– Required by IRB?

– Required by institution?

– Terms & conditions?

 Single point of contact

 Performance expectations

 Redacted minutes

 Reports

 Management of noncompliance

Key Issues to Manage – continued  

Ongoing Relationship Management
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Thank You!

For more information please email us at:

ceibeler@wcgclinical.com

shorowitz@wcgclinical.com
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2015 HCCA Compliance Institute
0

W1 – Strategic Risk 
Management:  Navigating the 

Intersection of Compliance 
and Legal

Heather Fields, Shareholder, Reinhart Boerner Van Deuren s.c.

Sandy Lakey, Chief Compliance and Privacy Officer, Aspirus, Inc.

Christopher Toner, Associate Counsel, Aspirus, Inc.

2015 HCCA Compliance Institute
1

Presentation Overview

• Intersection of legal counsel and compliance 
functions
– Areas of overlap and key differences
– Attorney-client privilege

• How to align functions and more strategically 
manage risk
– Define separate and shared roles and responsibilities, 

and reporting relationships
– Develop communications plan and rules of 

engagement

• Bonus! Tips for managing your legal counsel
2015 HCCA Compliance Institute

1

2015 HCCA Compliance Institute
2

Snow Whyte and the Seven Little People in 
Magical Health System

• The cast of characters:
– Snow Whyte – Compliance Officers
– The "Prince"  – Legal Counsel
– (Dr.) Sleepy – Medical Director
– Doc – Chief Medical Officer 
– Grumpy – Vice President of Human Resources
– Happy – Department Administrator
– Dopey – Out of state friend of Dr. Sleepy
– Bashful and Sneezy – Department Employees

2015 HCCA Compliance Institute
2
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Snow Whyte and the Seven Little People in 
Magical Health System

• The "parade of horribles":
– Siloed approach results in lack of coordination, 

duplicative efforts and disparate strategies
– Lack of shared understanding of key legal and 

operational issues
– Inefficient and ineffective communication 

between involved parties
– Increased legal and financial risk

2015 HCCA Compliance Institute
3

2015 HCCA Compliance Institute
4

INTERSECTION OF 
LEGAL COUNSEL AND COMPLIANCE:  

OVERLAP AND DIFFERENCES IN ROLES AND 
RESPONSIBILITIES

2015 HCCA Compliance Institute
4

2015 HCCA Compliance Institute
5

Intersection of Legal and Compliance?

2015 HCCA Compliance Institute
5
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Intersection of Legal and Compliance?

2015 HCCA Compliance Institute
6

2015 HCCA Compliance Institute
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Intersection of Legal and Compliance?

2015 HCCA Compliance Institute
7

2015 HCCA Compliance Institute
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Roles/Responsibilities of 
Legal Counsel and Compliance Officer

Compliance Officer General Counsel

Role Neutral fact finder, 
perform duties in manner 
that transcends internal 
politics

Advocate, advisor

"Client" Organization Organization, but also 
advises corporate 
officers, board members, 
constituents

Legal/Financial Risks Prevent and detect Identify, defend against, 
avoid, limit exposure to

Reporting Board, CEO, Senior 
Management

Board, CEO, Senior 
Management
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Overlap in Roles/Responsibilities of 
Legal Counsel and Compliance Officer

Compliance Officer
• Organizational "ombudsman" 

(2004 OIG/AHLA "An Integrated 
Approach to Corporate 
Compliance")

• Responsible for organization's 
compliance program (U.S. 
Sentencing Commission 
Guidelines Manual sec. 
8.B2.1(b)(2)

• Responsible for responding to 
government investigations and 
for matters of organizational 
ethics, culture, and integrity

General Counsel
• "Guardian of the corporate 

reputation" (NYCBA Task Force 
Report on Lawyer's Role in 
Corporate Governance)

• Primary responsibility for 
assuring the implementation of 
an effective legal compliance 
system (ABA Task Force on 
Corporate Responsibility (2003))

• Responsible for responding to 
government investigations and 
for matters of organizational 
ethics, culture, and integrity

2015 HCCA Compliance Institute
10

Critical Differences in Roles/Responsibilities of 
Legal Counsel and Compliance Officer

Compliance Officer
• NO PRIVILEGE; cannot 

guarantee confidentiality of 
communications or work 
product

• Impartiality key
• Develops and monitors 

effectiveness of policies, 
procedures, and practices that 
create appropriate business 
"controls" to ensure compliance 
with applicable laws

General Counsel
• Communications and work 

product related to legal advice 
are privileged and protected 
from discovery by third parties

• Advocate
• Provides legal advice to 

corporate officers, board 
members, and others within the 
organization to assist in 
conforming  business 
operations and practices to 
legal requirements

2015 HCCA Compliance Institute
11

Perceived Differences in Roles/Responsibilities  
of Legal Counsel and Compliance Officer

Compliance Officer
• "Tells you what you should do" 

(see Pfizer Settlement 
Agreement (2009))

• Practices preventative 
medicine – primary care 
physician

• Needs broad knowledge of 
organization and operations 
and awareness of applicable 
laws (2004 OIG/AHLA "An 
Integrated Approach to 
Corporate Compliance")

General Counsel
• "Tells you what you can do" 

(see Pfizer Settlement 
Agreement (2009))

• Performs surgery (surgeon)
• Supervisory responsibility for 

legal affairs of the corporation, 
providing legal advice to 
corporate officers, board 
members, and other 
organizational constituents 
(ABA Task Force on Corporate 
Responsibility (2003)) 
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Common Ground:
Managing Organizational Risk

2015 HCCA Compliance Institute
12

• Ethical responsibility to the organization
• Assure legal compliance
• Responsible for upholding organizational 

code of conduct
• Identify legal risks, and assist organization in 

managing, reducing or eliminating them 
• Assist in responding to government 

investigations and complying with reporting 
obligations

2015 HCCA Compliance Institute
13

INTERSECTION OF LEGAL AND COMPLIANCE:   
ATTORNEY-CLIENT PRIVILEGE

2015 HCCA Compliance Institute
13

2015 HCCA Compliance Institute
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Basics of Attorney-Client Privilege

• Privilege is an evidence concept
– Gives holder (client) the right to refuse to 

disclose, and to prevent any other person from 
disclosing, confidential communications 
between the client and its/his/her attorney

• Privilege arises in context of proceedings
– Can be asserted in judicial and other 

proceedings in which a lawyer may be called as 
a witness or otherwise required to produce 
evidence concerning a client

14
2015 HCCA Compliance Institute

14



3/24/2015

6

2015 HCCA Compliance Institute
15

Basics of Attorney-Client Privilege (cont.)

• Two types:  
– Attorney-client communications: protects verbal 

and written communications between client and 
attorney related to request for legal advice

– Attorney work-product:  protects materials 
prepared (by attorney or others) in anticipation 
of realistic possibility of impending litigation

• Includes materials collected for the attorney such 
as interrogatories, signed statements, other 
information acquired for the prosecution or 
defense of a case

15
2015 HCCA Compliance Institute
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Basics of Attorney-Client Privilege (cont.)

• Multiple exceptions and possibility for 
waiver, including:
– the communication was made in the presence 

of individuals who were neither attorney nor 
client, or was disclosed to such individuals

– the communication was made for the purpose of 
committing a crime or tort

– the client has waived the privilege (for example 
by publicly disclosing the communication)

16
2015 HCCA Compliance Institute
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Key Privilege Elements

• Confidential communication between 
attorney and client

• For purpose of obtaining or providing legal 
advice

• Does not apply to:
– The underlying facts (e.g., claims, medical 

record, incident reports, etc.)
– Communications for business purposes
– Communications with third parties

17
2015 HCCA Compliance Institute

17
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Communications with Client?

• Significant potential for confusion regarding 
who is being represented:
– Corporation
– Key management employees
– Nonmanagement employees

• "Upjohn" issue:  for communications with 
employees to be privileged, employee must 
be aware corporation is the client

18
2015 HCCA Compliance Institute
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Communications with Client? (cont.)

• To be privileged, a communication with an 
employee must:
– Be made for purpose of securing legal advice for 

the corporation
– Relate to the specific corporate duties of the 

employee
– Be treated as confidential within the corporation 

itself
• Upjohn warning (aka "corporate Miranda")

19
2015 HCCA Compliance Institute
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Is the Communication Confidential?

• To be privileged, communications with 
employees must be kept confidential within 
and without the organization:
– Do not send emails to external third parties (e.g., 

independent physician group)
– Employees must not discuss advice or analysis 

outside of the context of communication with 
counsel

– Beware the email CC to uninvolved or 
unnecessary parties (e.g., FYI, etc.)

20
2015 HCCA Compliance Institute

20
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Purpose of the Communication?

• Courts have had difficulty evaluating the 
application of the attorney client privilege 
to communications with mixed purposes
– Email to executives with cc to general counsel
– Internal memorandum describing a business 

arrangement sent to general counsel
– Email to compliance officer with cc to general 

counsel

21
2015 HCCA Compliance Institute

21
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Purpose of the Communication? (cont.)

• Communications with outside counsel 
generally are privileged absent a clear 
showing to the contrary

• Communications with in-house counsel 
subject to scrutiny and privilege generally 
must be justified and strategically asserted

22
2015 HCCA Compliance Institute
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Purpose of the Communication? (cont.)

• Primary purpose must be to seek or provide 
legal advice

• Emails that seek both legal and business 
advice may not satisfy "primary purpose" test

23
2015 HCCA Compliance Institute

23
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In re Vioxx

501 F. Supp. 2d 789 (E.D. La. 2007) 

• Products liability litigation that created the "primary 
purpose" test requiring that the corporation must 
establish a primary legal purpose for each 
communication to invoke the privilege 

• "Business advice, unrelated to legal advice, is not 
protected by the privilege even though conveyed 
by an attorney to the client" 

24
2015 HCCA Compliance Institute

24

2015 HCCA Compliance Institute
25

U.S. ex rel. Baklid-Kunz v. Halifax Hospital 
Medical Center (cont.)

• Qui Tam suit related to violations of Anti-Kickback 
Statute and the Stark Law

• Government sought access to variety of hospital 
documents including email communications 
between in-house counsel and the compliance 
department

• Court found compliance logs, audits, fair market 
value communications, and emails to and from in-
house counsel and compliance personnel were not 
privileged

25
2015 HCCA Compliance Institute
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U.S. ex rel. Baklid-Kunz v. Halifax Hospital 
Medical Center (cont.)

• Court held that general business advice unrelated 
to legal advice is not protected by the privilege 
even though conveyed by an attorney to the client 
if purpose and intent is not to communicate legal 
advice

• Key findings of magistrate:
– Communications regarding compliance advice are not 

privileged merely because cc counsel
– Each email within a string must be separately analyzed

26
2015 HCCA Compliance Institute

26
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U.S. ex rel. Baklid-Kunz v. Halifax Hospital 
Medical Center (cont.)

• Halifax decision continued:
– Emails "TO" both counsel and a nonattorney 

(e.g., compliance officer) are not privileged 
because they are deemed to be for both a 
business and a legal purpose

– Emails "TO" counsel with "CC" to nonattorney only 
privileged if nonattorney is copied in order to 
notify that person that legal advice sought and 
what advice rendered

27
2015 HCCA Compliance Institute

27

2015 HCCA Compliance Institute
28

Halifax Lessons

• Avoid emails?
• Communications must make clear purpose 

is to obtain or provide legal advice
• When employees are assisting counsel in 

privileged investigation, document:
– They are doing so at counsel's direction; and
– The purpose of their involvement is to enable 

counsel to provide legal advice

28
2015 HCCA Compliance Institute
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Application of Privilege to 
Joint Efforts of Compliance and Counsel 

• Compliance team members are not acting 
at the direction of counsel just because the 
compliance department reports to or 
operates under the supervision and 
oversight of the legal department

• Consider "investigations memo" to clarify 
when information gathering at direction of 
counsel for purpose of enabling counsel to 
provide legal advice

29
2015 HCCA Compliance Institute

29
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Application of Privilege to 
Joint Efforts of Compliance and Counsel (cont.) 

• Consider investigation policy and procedure 
setting forth
– Process for obtaining assistance of employees 

and staff in investigation
– Document handling and distribution of privileged 

information
– Policy on copying, emailing and storing 

privileged information
– Communications protocols

30
2015 HCCA Compliance Institute
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Privilege "Best Practices"

• Be clear who the client is—provide an Upjohn warning 
when necessary

• Separate legal advice from business advice
• Make sure clients do not include nonlawyers in the "To" 

field 
• Distribute legal opinions only to those who are truly "need 

to know"
• Consider disabling the "reply all" feature of counsel's 

e‐mail to promote thoughtful selection of recipients 
• Document when employees are acting on instructions of 

general counsel
• Consider retaining outside counsel

31
2015 HCCA Compliance Institute
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Snow Whyte and the Seven Little People in 
Magical Health System

AND NOW BACK TO OUR STORY…..

2015 HCCA Compliance Institute
32
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Snow Whyte and the Seven Little People in 
Magical Health System

WHAT WOULD HAVE HELPED SNOW AND THE 
PRINCE ACHIEVE A FAIRY TALE ENDING?

2015 HCCA Compliance Institute
33
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Strategies for a Successful 
Legal and Compliance "Marriage"

2015 HCCA Compliance Institute
34

• Define separate and shared roles; establish 
clear organizational reporting relationships

• Develop communication and 
documentation plan

• Agree upon "rules of engagement" for high 
risk matters to ensure preservation of 
attorney-client privilege and attorney work-
product

2015 HCCA Compliance Institute
35

Defining Separate and Shared Roles

2015 HCCA Compliance Institute
35

• Formal Mechanisms to Delineate Roles:
– Job descriptions
– Organization reporting charts
– Investigation policies and procedures

• Informal Means to Delineate Roles?
– Regular meetings
– Coordination of activities, including board 

reports, presentations to key committees, 
investigations, use of outside counsel and 
consultants
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Defining Separate and Shared Roles (cont.)

2015 HCCA Compliance Institute
36

• Identify shared responsibilities
– New legal risks to organization
– Internal reviews and investigations
– Changes to compliance plan and key 

compliance policies
– Working with outside counsel

• Educate constituents about separate and 
shared duties

2015 HCCA Compliance Institute
37

Communication and Documentation Plan

2015 HCCA Compliance Institute
37

• Consider establishing guidelines for legal 
and compliance communications and 
documentation
– When email will be used
– How privileged documents will be 

stored/maintained
– Dissemination of information to key constituents
– Education and training of officers, board 

members, management regarding roles and 
responsibilities

2015 HCCA Compliance Institute
38

Establish Rules of Engagement for 
High Risk Matters

2015 HCCA Compliance Institute
38

• When will counsel/compliance get the other 
party involved and at what stage?
– Initial complaints
– Government audits or inquiries
– Use of outside counsel

• Identify matters where counsel will direct 
investigation (e.g., particular types of 
complaints or government inquiries)
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Establish Rules of Engagement for 
High Risk Matters

2015 HCCA Compliance Institute
39

• Develop investigation procedures for 
privileged investigations
– Procedures for invoking (and documenting intent 

to operate under) privilege
– Investigation Memorandum?
– Use of email and other communications methods

2015 HCCA Compliance Institute
40

Bonus!

Tips for Managing Your Legal Counsel

2015 HCCA Compliance Institute
40
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10 Tips for Managing 
Your Prince (or Princess) Legal Counsel

1. Call me sooner rather than later – I can 
help you more

2. Create (and follow) investigation plan
3. Meet face to face instead of email
4. Recognize (and embrace) diversity of roles 

and perspectives
5. Avoid making legal conclusions (please 

don't do my job for me)

2015 HCCA Compliance Institute
41
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10 Tips for Managing 
Your Prince (or Princess) Legal Counsel (cont.)

6.  Share details of operations (I definitely 
cannot do your job)
7.  Let me help you write (it's what I'm good at)
8. Please use email carefully
9. Understand that I'm trained to ask questions 

(and then more questions about those 
questions)

10. Get to know me!  I don't bite.

2015 HCCA Compliance Institute
42
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Questions & Answers

2015 HCCA Compliance Institute
43
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2015 HCCA Compliance Institute
April 22, 2015

Kim Schaefer-Garvey
Director of Compliance, Connecticut Children’s Medical 

Center Hartford, CT
And 

Bart M. Sturdy
Compliance Officer/Privacy Officer, Children’s Hospital & 

Medical Center Omaha, NE

Are There Leaks in Your Organization’s 
Revenue Cycle that are Creating 

Compliance Risks?

Presentation Overview
 Highlighted Laws, Regulations, and Programs related to 

Compliance in the Revenue Cycle

 Revenue Cycle and Potential Compliance Risks

 The Compliance Officer’s Role in the Revenue Cycle

 Strategies for Identifying, Addressing, and Preventing  
Revenue Cycle Compliance Risks

 Key Take-Aways

Highlighted Laws Governing
Compliance in the Revenue Cycle

 HIPAA

 False Claims Act

 Anti-Kickback Statute and Stark Law

 Exclusion Statute

 Civil Monetary Penalties Statute

 New 501(r) tax regulations

 340B Drug Pricing Program

 Fair Debt Collection Practices Act
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HIPAA – 18 U.S.C. 669
 (a)Whoever knowingly and willfully embezzles, steals, 

or otherwise without authority converts to the use of 
any person other than the rightful owner, or 
intentionally misapplies any of the moneys, funds, 
securities, premiums, credits, property, or other assets 
of a health care benefit program, shall be fined under this 
title or imprisoned not more than 10 years, or both; but 
if the value of such property does not exceed the sum of 
$100 the defendant shall be fined under this title or 
imprisoned not more than one year, or both.

HIPAA – 18 U.S.C. 1347
 (a)Whoever knowingly and willfully executes, or attempts to execute, a scheme 

or artifice—

 (1)  to defraud any health care benefit program; or

 (2)  to obtain, by means of false or fraudulent pretenses, representations, or 
promises, any of the money or property owned by, or under the custody or 
control of, any health care benefit program, in connection with the delivery of 
or payment for health care benefits, items, or services, shall be fined under this 
title or imprisoned not more than 10 years, or both. If the violation results in 
serious bodily injury (as defined in section 1365 of this title), such person shall 
be fined under this title or imprisoned not more than 20 years, or both; and if 
the violation results in death, such person shall be fined under this title, or 
imprisoned for any term of years or for life, or both.

 (b)With respect to violations of this section, a person need not have actual 
knowledge of this section or specific intent to commit a violation of this 
section.

HIPAA - Self Pay Rule

 The rule requires organizations to accommodate 
patients’ requests to not disclose to their health insurer 
information about a product or service that they paid for 
out of their own pockets.

 Data integrity of PHI collected within the revenue cycle.
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False Claims Act  - 31 U.S.C. §§ 3729–3733

 Imposes liability when an individual or entity knowingly 
submits false claims to the government.

 Specific intent does not need to be proven.

 $5,500 - $11,500 per false claim, plus treble damages (3 
times what Government suffered)

 Qui Tam provisions – 15-25% of settlement.

 Reverse False Claim

False Claims Act Triggers

 Upcoding

 Services which were not rendered

 Lack of medical necessity

 Inpatient vs. observation

 Stark violations

 Kickbacks between hospitals, physicians or 
manufacturers

Recent False Claim Act Cases
 Saint Joseph London Hospital
 $16.5 Million settlement

 Good Shepard Hospice Inc.
 $4 Million settlement

 Medtronic Inc. – Medical Device Manufacturer
 $2.8 Million settlement

 ResCare Iowa Inc. – Home Care Company
 $5.63 Million settlement

 AstraZeneca LP – Pharmaceutical Manufacturer
 $7.9 Million settlement
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Anti-Kickback Statute and Stark Law

 42 USC § 1320a-7b(b)

 Prohibits offering of receiving 
anything of value for referrals 
concerning any Federal health 
care program

 42 USC § 1395nn

 Prohibits physicians from 
referring 
Medicare/Medicaid 
patients to an entity the 
physician has a financial 
relationship with.

 Prohibits designated health 
services to submit claims 
for services related to 
prohibited referral

Anti-Kickback Statute and Stark Law
 Referral from anyone for 

any item of service

 Intent has to be proven

 Referrals from physicians 
for designated health 
services

 Strict liability for 
overpayments

 Intent required for CMP 
knowing violations

Anti-Kickback Statute and Stark Law
Penalties

 FCA liability

 CMP penalties and 
exclusion

 Possible $50K CMP per 
violation

 Up to 3X amount of 
kickback

 Criminal: up to $25K per 
violation and up to 5 year 
prison term per violation

 FCA liability

 Overpayment/refund 
obligation

 CMP penalties and 
exclusion for knowing  
violations

 Possible $15K CMP for 
each service

 Assessment of up to 3X 
amount claimed
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Anti-Kickback Statute and Stark Law
Recent cases and Enforcements
 Endo Health Solutions
 Settlement totaling $192.7 million

 Amedisys
 Settled for $150 million

 Omnicare
 Settled for $124.24 million

 Halifax Health
 Settled for $85 million

Exclusion Statute

 42 U.S. Code § 1320a–7

 Provides for the exclusion of individuals and entities 
from participation in any Federal health care program
Mandatory Exclusion
 Permissive Exclusion
 Effects of Exclusion on a Program

Exclusion Databases
 OIG LEIE, EPLS, and SAM

 State databases: Alabama, Alaska, Arizona, Arkansas, 
California, Connecticut, Florida, Hawaii, Idaho, 
Illinois, Kansas, Kentucky, Louisiana, Maine, 
Maryland, Massachusetts, Michigan, Minnesota, 
Mississippi, Missouri, Montana, Nebraska, Nevada, 
New Jersey, New York, North Carolina, North 
Dakota, Ohio, Pennsylvania, South Carolina, 
Tennessee, Texas, Washington, West Virginia, and 
Wyoming

 Washington DC
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Civil Monetary Penalties Statute

 42 U.S. Code § 1320a–7a – Authorizes Financial 
Penalties for:
 Fraudulently presenting claims
Giving false info which influences discharge decisions
Arranging for reimbursable services with excluded 

entity
Offering/giving remuneration to a beneficiary of 

Medicare/Medicaid which influences decisions
Giving remuneration for referrals

Civil Monetary Penalties Statute - Cont.

 Penalties for false or fraudulent claims
Up to $10K for each improper item
Assessment of up to three times amount improperly 

claimed

 Penalties for Kickbacks
Up to $50K for each improper act
Damages up to three times the amount of 

remuneration at issue

 Exclusion from Participation

IRC § 501 (r)

 Tax Exempt Hospitals
Written Financial Assistance Policy (FAP)
Charge limitations
 Limits on certain collection efforts
Conduct a Community Health Needs Assessment
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IRC § 501 (r) – FAP Widely Circulated

 Paper Copies

 Billing Statements

 Translations

 Plain Language Summary

340B Drug Pricing Program

 Requires drug manufacturers to provide rebates for 
medication purchases drugs to eligible entities at 
reduced prices.

 Intent is to save federal money and serve more eligible 
patients with more services.

340B  - Eligible Entities
 Health Centers – Federally Qualified Health Centers, 

Federally Qualified Health Centers Look-Alikes, Native 
Hawaiian Health Centers, and Tribal/Urban Indian Health 
Centers

 Ryan HIV/AIDS Program Grantees

 Hospitals – Children’s Hospitals, Critical Access Hospitals, 
Disproportionate Sharing Hospitals, Free Standing Cancer 
Centers, and Sole Community Hospitals

 Specialized Clinics – Black Lung Clinics, STD Clinics, Title 
X Family Planning Clinics, Tuberculosis Clinics, and 
Comprehensive Hemophilia Diagnostic Treatment Centers
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340B - Eligible Patients

 Covered Entity (CE) has an established relationship with 
the patient.

 Patient receives health care from professional employed 
by CE and CE has responsibility for care.

 Patient receives care from CE which is consistent with 
services for which grant funding or Federally-qualified 
health center look-alike status has been provided to the 
entity.

 Not a patient if only nexus is dispensing of drugs.

340B - Compliance Concerns

 Are eligible patients receiving the prescriptions

 Duplicate discounts

 Office of Pharmacy Affairs (OPA) database errors

 Group Purchasing Organization (GPO) restriction

 Orphan drug restriction

Fair Debt Collection Practices Act

 Purposes: to eliminate abusive practices in the collection 
of consumer debts, to promote fair debt collection, and 
to provide consumers with an avenue for disputing and 
obtaining validation of debt information in order to 
ensure the information's accuracy

 Applies to 3rd parties who attempt to collect debts

 Thoughts on collection activities
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Inspections and Audits
 MAC – Medicare Administrative Contractor
CMS Engaged Regional Contractors
 Pre-payment Medical Review Process

 CERTS –Comprehensive Error Rate Testing
CMS Program
 Identifies errors and assesses error rate
Random Audits of Paid Claims

 RAs-Recovery Auditors
 Post claim review for improper payments
 Three years from payment
Regional Contractors-paid a percentage of recovered 

payments

Inspections and Audits
 ZPIC – Zone Program Integrity Contractors

 Identifies and investigates cases of suspected fraud
 Determines actions based upon findings

 MIC – Medicaid Integrity Contractors
 CMS engaged contractors
 Random audits of paid Medicaid claims

 HEAT – Health Care Fraud Prevention and Enforcement 
Action Team

 Created by HHS and DOJ 
 Focused on combating fraud in the Medicare and Medicaid Programs

 Employs Medicare data analysis to identify suspected incidents of fraud

 UPICs-Unified Program Integrity Contractor
 Consolidates ZPIC and MIC activities
 Scheduled to be in place sometime before 2016

Revenue Cycle Compliance Leaks
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Revenue Cycle and Potential 
Compliance Risks

Revenue Cycle- Scheduling/Registration/Provision of 
Services

Areas of Revenue Compliance Risk 
include but are not limited to:

Areas of Revenue Compliance 
Risk include but are not limited to:

 Patient demographic and insurance 
information

 Benefits and Eligibility

 Prior Authorizations

 Referring provider information

 Place of Service (POS)

 Excluded providers

 HIPAA  NOPP

 HIPAA  Self-pay

 HIPAA  Privacy/Security

 EHR

 Research studies

 Confidential Visits

 Non-covered Services

 Co-payment/co-insurance/deductibles

 Patient Financial Assistance

 Authorization Forms

 POS Patient Notifications (i.e. 
Observation, facility)

 In-patient certifications

 Lease Agreements

 CLIA

 Medi-rights statements

 Referrals

 Medical Necessity/Quality of Care

 Out-Sourcing

Revenue Cycle- Documentation and Charge 
Capture

Areas of Revenue Compliance Risk 
include but are not limited to:

Areas of Revenue Compliance Risk 
include but are not limited to:

 Provider documentation
 Quality of care and medical necessity
 HIPAA  Self-Pay
 HIPAA Privacy /Security
 Confidential Visits
 ICD-10
 APR-DRG and other new payment 

methodologies
 EHR templates and workflows
 Teaching physician guidelines
 Dictation
 CLIA Waived Testing
 Laboratory Services
 Procedures
 DME
 CCI Edits

 Clinical Documentation Improvement 
(CDI)

 Queries and addendums

 Copy/Paste

 CPTs, Modifiers, and Diagnosis Codes

 Non-Physician Practitioners (NPPs)

 Incident to Services

 Patient status changes

 Place of Service (POS)

 Chargemaster (CDM) and Super bills

 Bundling/Un-Bundling

 Drugs-pricing/units/waste/340B

 VFC Programs

 Out-Sourcing
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Revenue Cycle-Billing and Collections

Areas of Revenue Cycle Compliance 
Risk include but are not limited to:

Areas of Revenue Cycle Compliance 
Risk include but are not limited to:

 System settings and configurations

 Work queues

 DNFB- days in total discharge, not final 
billed

 FBNS-days final billed, not submitted to 
payer

 Contractual allowances, payments and 
adjustments

 Member benefits

 Under and Over-Payments

 Non-covered services

 Balance and non-balance billing

 Patient demographic and insurance 
information

 HIPAA Self-pay

 HIPAA Privacy/Security

 Confidential Visits

 Credit Balances

 Denials

 Discounts and Financial Assistance

 Small balance accounts

 Patient Collections

 Out-sourcing

Determining the Source(s) of Revenue 
Cycle Compliance Leaks

Revenue Cycle Compliance Risk 
Drivers-External

 Current Federal and State regulations

 Emerging Federal and State regulations

 Insurance carrier contractual arrangements

 Current  care delivery and reimbursement models

 Emerging care delivery and reimbursement models

 External Audit Focus- i.e. OIG, CERT, HEAT, ZPIC, 
MIC, RA, and MAC
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Revenue Cycle Compliance Risk 
Drivers-Internal

• Working relationships between compliance and revenue cycle teams

• Education and understanding of staff involved in revenue cycle

• De-Centralized revenue cycle processes

• Multiple patient care entry points

• Quality of operational priorities and decisions

• New Service/provider/equipment on-boarding process

• On-going review process

• E.H.R. system build and oversight

• Ongoing  risk based auditing/monitoring

• Revenue cycle controls

• Data integrity oversight

• Out-sourcing

The Compliance Officer’s Role in the 
Revenue Cycle

 Compliance is the bridge between interpreting the regulations and working 
with Finance and Operations to translate and facilitate the oversight for 
implementing/auditing/monitoring.

 Due to the ever changing climate in healthcare such as ACA, ACOs, etc., it is 
imperative that Compliance Officers have their finger on the pulse of the how 
emerging regulations can impact their organization.

 The Compliance Officer should understand the basics of the Revenue Cycle, 
how it works, and its impact on the organization.

 The Compliance Officer will need to build and maintain a collaborative 
working relationship with all key revenue cycle stakeholders to ensure 
successful implementation and sustainability of revenue cycle compliance of  
both existing processes and new initiatives.

 The Compliance Officer plays a key role in all revenue cycle compliance 
education efforts.

Strategies for Identifying, Addressing, 
and Preventing  Revenue Cycle 

Compliance Risks
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Strategies for Identifying, Addressing, 
and Preventing  Revenue Cycle 

Compliance Risks

Centralize Revenue Cycle Processes
• Fosters better control 
• Reduces variation
• Improves communication amongst revenue cycle 

stakeholders
• Decreases risk
• Facilitates staff education efforts
• Utilize EHR to facilitate capture of information and 

standardization of processes
• Be cautious about out-sourcing

Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks

Process Mapping of Revenue Cycle Functions
• Validates and documents revenue cycle processes
• Complete cycle analysis- beginning to end
• Improves communication amongst revenue cycle stakeholders
• Serves as education tool for staff
• Facilitates development of internal controls
• Serves as basis for internal audits and monitoring activities
• Validated at least annually

Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks
Establish a Revenue Cycle Compliance Committee
 Meets Regularly
 Includes key organizational revenue cycle stakeholders 
 Oversight includes but is not limited to: revenue cycle 

internal audit/monitoring activities, root cause analysis, 
corrective action plans, policy and procedure review, 
assessment of emerging regulations, and external audit 
activity

 Steers implementation of new services /equipment / 
treatments / initiatives                 
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Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks

Vet all new Services/Equipment/Treatments/Initiatives
 Engage key organizational stakeholders- such as operations, 

legal, risk, compliance, finance, IT, etc.
 Generate document that outlines the process map for each new 

service/equipment/treatment/initiative
 Pilot prior to go-live to test and revise as needed prior to 

moving to full implementation
 Establish audit/monitoring schedule during implementation
 Finalize ongoing audit/monitoring plan

Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks

Risk based Auditing/Monitoring
Formulate a risk based auditing/monitoring plan utilizing 
information such as: 
 Focus of external auditing entities- such as ZPIC, RAs, CERT, 

HEAT, etc.
 OIG Work plans
 CPT/Diagnosis/HCPCs updates
 Organizational payer audits
 HFMA Revenue Cycle Metrics- such as DNFB, FBNS, AR aging, 

denial rates
 Internal audit and monitoring findings
 Revenue Cycle data mining  analysis findings
 Newly implemented services/equipment/treatments/initiatives

Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks

Risk Based  Auditing/Monitoring
 Work with revenue cycle departments to set-up monitoring plan 

and revenue cycle controls
 Establish event reporting thresholds
 Establish  reporting frequencies to compliance 
 Use case scenarios to test the strength of revenue cycle 

processes- i.e. low frequency high risk events
 Utilize rounding through departments to test revenue cycle 

compliance
 Develop corrective action plans with definitive time frames
 As needed, follow self-reporting guidelines
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Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks

Policies and Procedures
 Fundamental for providing the expectation for all staff involved in the 

revenue cycle as well as fostering a culture of compliance
 Organizational Billing Standard of Conduct policy- Outlines compliance 

expectations related to billing practices for any staff involved in the  revenue 
cycle

 Policy pertains to all staff who are involved in billing systems design and 
maintenance or the generation, submission, processing, oversight, and/or 
management of bills to third parties

 Provided to all new revenue cycle staff for review and acknowledgement
 Development and implementation of additional  policies and standard 

operating procedures  relevant to promote revenue cycle compliance
 Additional applicable organizational polices related to areas such as 

Corporate Compliance, HIPAA, Fraud, Waste and Abuse, and Non-
Retaliation

 Incorporate revenue cycle policies and procedures as part of staff education

Strategies for Identifying, Addressing, and 
Preventing  Revenue Cycle Compliance Risks
Education
 Provide specific compliance education for new revenue cycle staff based upon role 

such as registration, billing, provider, etc.

 Annual compliance education module highlighting both general and organizational

specific revenue cycle topics

 Meet with revenue cycle departments 1-2x each year to cover specific compliance

topics of interest

 Use department rounding as a way to assess staff understanding of a highlighted

revenue cycle compliance topic

 Use Compliance newsletter to highlight revenue cycle compliance topics

 As needed, employ town-meeting format to facilitate compliance education related

to new regulations/initiatives

Key Take-Aways
 Keep regulations in mind for applicability to the revenue cycle
 Centralize revenue cycle functions to augment controls and 

accuracy
 Use concurrent risk based audits and monitoring to facilitate 

timely identification of compliance problems within the 
revenue cycle

 Appropriately vet all 
services/equipment/treatments/initiatives affecting the 
revenue cycle prior to implementation

 Establish ongoing education plan for all staff involved in the 
revenue cycle

 Foster a culture of revenue cycle compliance
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Are There Leaks in Your Organization’s Revenue 
Cycle that are Creating Compliance Risks?

Questions? Contact Information
Kim Schaefer-Garvey, MBA CHRC

Director of Compliance

Connecticut Children’s Medical Center

860-837-5551

kgarvey@connecticutchildrens.org

Bart M. Sturdy, J.D.

Compliance Officer/Privacy Officer

Children’s Hospital and Medical Center

Omaha, NE

402-966-4122

bsturdy@childrensomaha.org
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 The Medicare Fee for Service program 
receives over 1.2 billion claims per year
 4.5 million claims per work day
 574,000 claims per hour, or
 9,579 claims per minute
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Administrative Law Judge (ALJ) Hearings
 From 2010 to 2013 OHMA claims and entitlement 

workload grew by 184% with no new resources
 Currently 65 ALJs assigned to review claims for 

Medicare Services and entitlements
 January of 2012, the number of weekly receipts 

in Central Operations Division averaged 1,250
 December of 2013, the number of weekly 

receipts in Central Operations Division averaged 
15,000 per week

 July 15, 2013, approximately 357,000 claims 
assigned to the 65 ALJs with OMHA
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ALJ Hearings [cont’d]
 Appeals received after July 15, 2013, will be 

entered into the OHMA case processing system 
and then held until it can be accommodated by 
an ALJ’s docket

 Based on workload and volume of new requests 
as of 12/24/2013, it was anticipated that 
assignment of a request for hearing to an ALJ 
may be delayed for up to 28 months.

 The average processing time for appeals decided 
in fiscal year 2014 was 321.6 days
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 Statistical Sampling
 To be eligible for OMHA statistical sampling
 A request for hearing must appeal a Medicare Qualified 

Independent Contractor (QIC) reconsideration 
decision.

 The appellant must be a single Medicare provider or 
supplier (if multiple providers or suppliers with 
multiple National Provider Identifiers (NPIs) are owned 
by a single entity, the owning entity may serve as “a 
single provider or supplier” provided that the owning 
entity agrees to accept any payment that may be due 
from Medicare as a single payment, or agrees to make 
any payment that may be due to Medicare as a single 
payment).

6
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 Statistical Sampling [Cont’d]
 To be eligible for OMHA statistical sampling 

[cont’d]
 All jurisdictional requirements for a hearing before an 

ALJ must be met for the request for hearing and all 
appealed claims.

 The beneficiary must not have been found liable after 
the initial determination or participated in the QIC 
reconsideration.
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 Statistical Sampling [Cont’d]
 To be eligible for OMHA statistical sampling 

[cont’d]
 The claims must be currently assigned to one or more 

Administrative Law Judges or have been filed during 
the time period currently being assigned by OMHA 
Central Operations – at this time, that includes 
appeals that were filed between April 1, 2013, and 
June 30, 2013.

 No hearing on the claim has been scheduled or 
conducted
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 Statistical Sampling [Cont’d]
 To be eligible for OMHA statistical sampling 

[cont’d]
 There must be a minimum of 250 claims and all claims 

must fall into only one of the following categories
• Pre-payment claim denials
• Post-payment (overpayment) non-Recovery Audit 

Contractor (RAC) claim denials; or
• Post-payment (overpayment) RAC claim denials from 

one RAC.
 There cannot be an outstanding request for Settlement 

Conference Facilitation for the same claims.

9



4

 Settlement Conference Facilitation
 To be eligible for the Settlement Conference 

Facilitation (SCF) process
 A request for hearing must appeal a Medicare Part B 

Qualified Independent Contractor (QIC) 
reconsideration decision

 The appellant must be a Medicare provider or 
supplier. For the purposes of this pilot, “appellant” is 
defined as a Medicare provider or supplier that has 
been assigned a National Provider Identifier (NPI) 
number (see the Settlement Conference Facilitation 
Pilot Fact Sheet for more information on this eligibility 
requirement)
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 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
 The beneficiary must not have been found liable after 

the initial determination or participated in the QIC 
reconsideration

 All jurisdictional requirements for a hearing before an 
Administrative Law Judge must be met for the request 
for hearing and all appealed claims

 The request for hearing must have been filed in 2013 
and not be currently assigned to an Administrative Law 
Judge
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 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
 The amount of each individual claim must be less than 

$100,000. For the purposes of an extrapolated 
statistical sample, the extrapolated amount must be 
less than $100,000

 At least 20 claims must be at issue, or at least $10,000 
must be in controversy if fewer than 20 claims are 
involved

 There cannot be an outstanding request for OMHA 
statistical sampling for the same claims; and

12



5

 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
 The request must include all of the appellant’s 

pending appeals for the same item or service at issue 
that meet the SCF criteria. For example, if an 
appellant has 50 wheelchair appeals pending that 
meet the requirements above, the appellant must 
submit a request for SCF for all 50 wheelchair appeals
• Appellants may submit an SCF request for appeals 

involving multiple items or services, provided the 
appellant has included all of the appeals that meet 
the above eligibility requirements in its SCF request, 
for all of the items or services involved in the 
appeals
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 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
• Appellants may not request an SCF for some but not 

all of the items or services included in a single 
appeal. For example, if an individual appeal has at 
issue 10 diagnostic tests and 10 drugs/biologicals, an 
appellant may not request that the diagnostic tests 
go to SCF and the drugs/biologicals go to hearing
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 Recovery Audit Contractors (RACs)
 June 1, 2014
 New contracts are being awarded temporary reprieve 

from RAC reviews.

 December 30, 2014
 CMS awarded the Region 5 RAC contract to Connolly, 

LLC.
 Region 5 RAC - one national contract for 

DMEPOS/home health/hospice.
 The purpose of this contract is to support CMS in 

completing its mission by identifying and correcting 
improper payments for DMEPOS and home 
health/hospice.

15
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 RACs [cont’d]
 December 30, 2014 [cont’d]
 It will also include many improvements designed to 

reduce the burden associated with responding and 
increase transparency.
• CMS will establish additional document request 

(ADR) limits based on a provider’s compliance with 
Medicare rules. 

• Recovery Auditors will have 30 days to complete 
complex reviews and notify providers of their 
findings.  This provides more immediate feedback to 
the provider on the outcome of their reviews.
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 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors are required to have a Contractor 
Medical Director and are encouraged to have a panel 
of specialists available for consultation.  In addition, 
physicians are afforded the opportunity to discuss 
the improper payment identification with the 
Contractor Medical Directors, who is a physician.
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 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors must wait 30 days to allow for a 
discussion request before sending the claim to the 
Medicare Administrative Contractor (MAC) for 
adjustment.  Providers will not have to choose 
between initiating a discussion and an appeal and 
can be assured that modifications to the improper 
payment determination will be made prior to the 
claim being sent for adjustment.

• Recovery Auditors must confirm receipt of a 
provider’s discussion request or other written 
correspondence within 3 business days.

18



7

 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors will not receive a contingency fee 
until after the 2nd level of appeal is exhausted.  
Previously, Recovery Auditors were paid immediately 
upon denial and recoupment of the claim.  This 
delay in payment helps assure providers that the 
decision made by the Recovery Auditor was correct 
based on Medicare’s statutes, coverage 
determinations, regulations, and manuals.
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 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors will be required to maintain an 
overturn rate of less than 10% at the 1st level of 
appeal, excluding claims that were denied due to no 
or insufficient documentation or claims that were 
corrected during the appeal process.  Failure to do 
so will result in CMS placing the Recovery Auditor on 
a corrective action plan that could include 
decreasing the ADR limits or ceasing certain reviews 
until the problem is corrected.  This will help to 
assure the providers that the Recovery Auditors are 
making valid determinations by holding the Recovery 
Auditors accountable for their decisions.
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 RACs [cont’d]
 December 30, 2014 [cont’d]
 CMS established a Provider Relations Coordinator to 

offer more efficient resolutions to affected providers. 
This position gives providers a name and contact 
information when issues arise that cannot be solved by 
having discussions with the Recovery Auditor.

 CMS will require the Recovery Auditors to provide 
consistent and more detailed review information 
concerning new issues to their websites.

21
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 RACs [cont’d]
 January 14, 2015
 A post-award protest has caused the Region 5 RAC 

contract to be delayed.

22

 Items Currently Being Subjected to Increased 
Audit Activity
 Back Braces
 No valid physician order
 Progress notes to support medical necessity
 Proof of delivery

 Diabetic Supplies
 Detailed written order for the testing supplies for the 

date of service billed (missing elements/incomplete)
 Valid proof of delivery
 Valid proof of refill request (missing quantity 

remaining)

23

 Items Currently Being Subjected to Increased 
Audit Activity [cont’d]
 Power Mobility
 No valid face-to-face exam
 No valid 7-element order
 Problems with date stamps
 Proof of delivery
 No valid home assessments

24
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 Items Currently Being Subjected to Increased 
Audit Activity [cont’d]
 Oxygen
 No documentation of physician visit within 30 days 

prior to the initial CMN
 No documentation of most recent blood gas/02 

saturation 
 Proof of delivery 

25

Vacuum Erection Devices (VEDs) L7900 will 
no longer be covered effective July 1, 2015, 
unless the beneficiary also needs related 
prescriptions under Medicare Part D.

26

 Refill Requirements - One of the top reasons 
for denials has been request for refill 
documentation.
 Contact with the beneficiary or designee 

regarding refills must take place no sooner than 
14 calendar days prior to the delivery/shipping 
date.  For delivery of refills, the supplier must 
deliver the Durable Medical Equipment, 
Prosthetics, Orthotics, and Supplies (DMEPOS) 
product no sooner than 10 calendar days prior to 
the end of usage for the current product.  This is 
regardless of which delivery method is utilized.

27
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 Refill Requirements [cont’d]
 For items that the patient obtains in person at a 

retail store, the signed delivery slip or copy of 
itemized sales receipt is sufficient 
documentation of a request for refill.

 For items that are delivered to the beneficiary, 
documentation of a request for refill must be 
either a written document received from the 
beneficiary or a contemporaneous written record 
of a phone conversation/contact between the 
supplier and beneficiary.
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 Refill Requirements [cont’d]
 For items that the patient obtains in person at a 

retail store, the signed delivery slip or copy of 
itemized sales receipt is sufficient 
documentation of a request for refill.

 The refill request must occur and be documented 
before shipment.  A retrospective attestation 
statement by the supplier or beneficiary is not
sufficient.
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 Refill Requirements [cont’d]
 The refill record must include:
 Beneficiary's name or authorized representative if 

different from the beneficiary
 A description of each item that is being requested
 Date of refill request
 The most common errors involve how suppliers are 

documenting the quantity of an item the beneficiary 
has remaining

 The supplier must sufficiently assess the quantity 
of each item that the beneficiary still has on 
hand to determine that the amount remaining 
will be nearly exhausted.

30
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 Refill Requirements [cont’d]
 Vague or nonspecific references to the quantity 

remaining are not sufficient to demonstrate 
compliance with the requirement that refills be 
provided when the current supply on hand is 
"approaching exhaustion".

 There must be an individualized and detailed 
record that quantifies the beneficiary’s 
remaining supplies.

 An actual count is recommended but not 
necessary; however, the record should evidence 
that an individual assessment has been 
performed.
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 Refill Requirements [cont’d]
 The following are some examples (not all-

inclusive) of documentation that is not sufficient 
to justify reimbursement
 "Yes" or "No" questions, only, regarding whether the 

beneficiary wants or needs more supplies.
 Documentation which only provides information 

regarding the amount of supplies the beneficiary is 
requesting.

 Documentation which only states that the beneficiary 
has less than the required threshold number of 
supplies left, e.g., Mrs. J stated that she has less than 
14 days of glucose strips left.

32

New Orders
 A new prescription is needed when
 There is a change of supplier
 There is a change in the item(s), frequency of use, or 

amount prescribed
 There is a change in the length of need or a previously 

established length of need expires
 State law requires a prescription renewal

33
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 Face-to-Face Clarification and Written Order 
Prior to Delivery (WOPD)
 Medicare policy stipulates that a WOPD that is 

missing an element is not “curable” by a provider 
(i.e., a provider cannot make corrections to a 
WOPD)

34

 Face-to-Face Clarification and WOPD 
[Cont’d]
 However in a DME MAC publication on August 7, 

2014, DME suppliers got a break
 If errors in the WOPD are found prior to delivery, the 

supplier has two options
• The WOPD may be properly amended following the 

guidance in the Program Integrity Manual (Internet-
Only Manual, Publ. 100-08), Chapter 3, Section 
3.3.2.5; or

• A new WOPD may be created and sent to the 
physician for signature and date.

35

 Face-to-Face Clarification and WOPD 
[Cont’d]
 If errors in the WOPD are found after delivery of the 

item, the supplier has two options
• If the error is discovered prior to claim submission, 

the original supplier may recover the delivered 
item(s), obtain a compliant, complete WOPD, and 
then may re-deliver the item(s) to the beneficiary; 
or

• if the error is discovered after submitting a claim, 
the original supplier can recover their items, and a 
new supplier must complete the transaction after 
complying with all requirements.

36
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 Face-to-Face Clarification and WOPD 
[Cont’d]
 This newest development opens the door for 

suppliers struggling with errors in the Detailed 
Written Order (DWO) found after delivery.

 This newest development opens the door for 
suppliers struggling with errors in the DWO found 
after delivery.

 The clarification allows suppliers the opportunity 
to collect a new compliant DWO after delivery 
but before billing and still remain compliant with 
face-to-face requirements.

37

 Face-to-Face Clarification and WOPD 
[Cont’d]
 In this instance, the supplier would be required 

to pick-up the equipment issued under the non-
compliant order, obtain the new DWO with all 
necessary components to comply with the face-
to-face rule and then redeliver the equipment 
and allow the new claim to bill for 
reimbursement.

38

 Face-to-Face Clarification and WOPD 
[Cont’d]
 This was a major shift from prior education that 

opens reimbursement opportunities in the event 
of proactively identified DWO errors.

 CMS has not yet begun enforcing the second 
phase of the face-to-face rule, which will 
address collection of the face-to-face notes prior 
to delivery and the requirement that a nurse 
practitioner, physician assistant, or clinical nurse 
specialist obtain a physician’s co-signature on 
their notes.

39
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 Timeline
 12/18/2014
 Registration began with the issuance of  user ID and 

passwords

 1/22/2015
 CMS opened the 63-day bid window for Round 2 

Recompete and the national mail-order recomplete

 2/23/2015
 Covered document review date for bidders to submit 

financial documents

 3/25/2015
 63-day bid window closed

41

 Timeline [Cont’d]
 Winter 2016
 CMS will announce single-payment amounts
 CMS will begin contracting process

 Spring 2016
 CMS will announce contract suppliers
 CMS will begin contract supplier education campaign
 CMS will begin supplier, referral agent, and beneficiary 

education campaign

 July 1, 2016
 Implementation of Round 2 Recompete and the 

national mail-order recompete contracts and prices

42
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More information can be found at the 
Competitive Bid Implementation Contractor’s 
Website located at dmecompetitivebid.com.

43

Change of Ownership/Novation Agreements
 Must have Competitive Bidding Implementation 

Contractor (CBIC) approval to assume a 
Competitive Bid Contract

44

Contract cannot be subdivided for Rounds 
prior to the Round 2 Recompete
 For contracts issued in the Round 2 Recompete

and subsequent rounds in the case of a change of 
ownership (CHOW) where a contract supplier 
sells a distinct company, (e.g., an affiliate, 
subsidiary, sole proprietor, corporation, or 
partnership) that furnishes a specific product 
category or services a specific CBA, CMS may 
transfer the portion of the contract performed 
by that company to a new qualified entity, if the 
following conditions are met:

45
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Contract cannot be subdivided for Rounds 
prior to the Round 2 Recompete [cont’d]
 Every CBA, product category, and location of the 

company being sold must be transferred to the new 
qualified owner who meets all competitive bidding 
requirements, i.e. financial, accreditation, and 
licensure

 All CBAs and product categories in the original 
contract that are not explicitly transferred by CMS 
remain unchanged in that original contract for the 
duration of the contract period unless transferred by 
CMS pursuant to a subsequent CHOW

46

Contract cannot be subdivided for Rounds 
prior to the Round 2 Recompete [cont’d]
 All requirements of paragraph (d)(2) of this section are 

met
 The sale of the distinct company includes all of the 

contract supplier's assets associated with the CBA 
and/or product category(s), and

 CMS determines that transfer of part of the original 
contract will not result in disruption of service or harm 
to beneficiaries

 42 CFR§ 414.422 (d) (4)

47

Change of ownership/novation agreements
 CBIC must be notified of a CHOW 60 days in 

advance
 Commonly Owned Suppliers Ownership
 Suppliers with 5% or more common ownership can be 

added to each other’s competitive bid contract
• The  companies update their CMS-855S enrollment 

applications with the NSC and enrollment records to 
reflect the common ownership

• The contract supplier updates its CB contract by 
completing the Contract Supplier Location Update 
Form (“Update Form”) to add the common 
ownership supplier’s location to its CB contract as a 
supplier providing services under the CB contract

48
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 Commonly Owned Suppliers Ownership [Cont’d]
 Suppliers with 5% or more common ownership can be 

added to each other’s competitive bid contract 
[cont’d]
• The common ownership supplier must meet all of 

the competitive bidding requirements for the CBA 
and product category (e.g., enrollment, licensure, 
and accreditation)

• All of this information will be verified in PECOS, so 
any necessary updates to PECOS should be 
completed before the Update Form is submitted

49

 Commonly Owned Suppliers Ownership [Cont’d]
 Suppliers with 5% or more common ownership can be 

added to each other’s competitive bid contract 
[cont’d]
• An authorized official on record (or backup official) 

for Competitive Bid contract signs the Update Form
• CMS confirms and accepts the addition
• The newly added location provides and bills for 

items using its own PTAN

50

 Commonly Owned Suppliers Ownership [Cont’d]
 Keep in mind

• CMS must confirm that the common ownership 
supplier meets all of the applicable requirements 
and the enrollment and claims processing systems 
must be updated before the common ownership 
supplier begins providing items under the 
Competitive Bid contract
 Any claims on items furnished by the common 

ownership supplier before this process is complete will 
be denied

51
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 Commonly Owned Suppliers Ownership [Cont’d]
 Keep in mind [cont’d]

• This process may take up to 30 days to complete
• The common ownership supplier cannot already be 

on another contract for the same CBA/product 
category combination

• Because the companies will be considered 
“commonly owned”, for all future bidding rounds, 
PPS and ABC must submit one bid for the same 
CBA/product category combination

• Breach of the terms of the contract by either 
company could lead to the termination of the entire 
contract as opposed to the removal of just the 
breaching party

52

 Final Rule published on November 6, 2014, 
setting for the methodology for adjusting 
DMEPOS fee schedule payment amounts 
based using information from the DMEPOS 
Competitive Bidding Program and makes 
alternate arrangements for payment of 
certain DME under the CB program i.e., 
bundling of CPAP and supplies.

 79 Fed. Reg.  66119 - 66265 at 66232
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 The Medicare Fee for Service program 
receives over 1.2 billion claims per year
 4.5 million claims per work day
 574,000 claims per hour, or

9 579 l i   i 9,579 claims per minute
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Administrative Law Judge (ALJ) Hearings
 From 2010 to 2013 OHMA claims and entitlement 

workload grew by 184% with no new resources
 Currently 65 ALJs assigned to review claims for 

Medicare Services and entitlementsMedicare Services and entitlements
 January of 2012, the number of weekly receipts 

in Central Operations Division averaged 1,250
 December of 2013, the number of weekly 

receipts in Central Operations Division averaged 
15,000 per week

 July 15, 2013, approximately 357,000 claims 
assigned to the 65 ALJs with OMHA

ALJ Hearings [cont’d]
 Appeals received after July 15, 2013, will be 

entered into the OHMA case processing system 
and then held until it can be accommodated by 
an ALJ’s docketan ALJ s docket

 Based on workload and volume of new requests 
as of 12/24/2013, it was anticipated that 
assignment of a request for hearing to an ALJ 
may be delayed for up to 28 months.

 The average processing time for appeals decided 
in fiscal year 2014 was 321.6 days

 Statistical Sampling
 To be eligible for OMHA statistical sampling
 A request for hearing must appeal a Medicare Qualified 

Independent Contractor (QIC) reconsideration 
decision.

 The appellant must be a single Medicare provider or 
supplier (if multiple providers or suppliers with 
multiple National Provider Identifiers (NPIs) are owned 
by a single entity, the owning entity may serve as “a 
single provider or supplier” provided that the owning 
entity agrees to accept any payment that may be due 
from Medicare as a single payment, or agrees to make 
any payment that may be due to Medicare as a single 
payment).
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 Statistical Sampling [Cont’d]
 To be eligible for OMHA statistical sampling 

[cont’d]
 All jurisdictional requirements for a hearing before an 

ALJ must be met for the request for hearing and all q g
appealed claims.

 The beneficiary must not have been found liable after 
the initial determination or participated in the QIC 
reconsideration.

 Statistical Sampling [Cont’d]
 To be eligible for OMHA statistical sampling 

[cont’d]
 The claims must be currently assigned to one or more 

Administrative Law Judges or have been filed during g g
the time period currently being assigned by OMHA 
Central Operations – at this time, that includes 
appeals that were filed between April 1, 2013, and 
June 30, 2013.

 No hearing on the claim has been scheduled or 
conducted

 Statistical Sampling [Cont’d]
 To be eligible for OMHA statistical sampling 

[cont’d]
 There must be a minimum of 250 claims and all claims 

must fall into only one of the following categoriesy g g
• Pre-payment claim denials
• Post-payment (overpayment) non-Recovery Audit 

Contractor (RAC) claim denials; or
• Post-payment (overpayment) RAC claim denials from 

one RAC.
 There cannot be an outstanding request for Settlement 

Conference Facilitation for the same claims.
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 Settlement Conference Facilitation
 To be eligible for the Settlement Conference 

Facilitation (SCF) process
 A request for hearing must appeal a Medicare Part B 

Qualified Independent Contractor (QIC) Q p (Q )
reconsideration decision

 The appellant must be a Medicare provider or 
supplier. For the purposes of this pilot, “appellant” is 
defined as a Medicare provider or supplier that has 
been assigned a National Provider Identifier (NPI) 
number (see the Settlement Conference Facilitation 
Pilot Fact Sheet for more information on this eligibility 
requirement)

 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
 The beneficiary must not have been found liable after 

the initial determination or participated in the QIC p p Q
reconsideration

 All jurisdictional requirements for a hearing before an 
Administrative Law Judge must be met for the request 
for hearing and all appealed claims

 The request for hearing must have been filed in 2013 
and not be currently assigned to an Administrative Law 
Judge

 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
 The amount of each individual claim must be less than 

$100,000. For the purposes of an extrapolated $ , p p p
statistical sample, the extrapolated amount must be 
less than $100,000

 At least 20 claims must be at issue, or at least $10,000 
must be in controversy if fewer than 20 claims are 
involved

 There cannot be an outstanding request for OMHA 
statistical sampling for the same claims; and
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 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
 The request must include all of the appellant’s 

pending appeals for the same item or service at issue p g pp
that meet the SCF criteria. For example, if an 
appellant has 50 wheelchair appeals pending that 
meet the requirements above, the appellant must 
submit a request for SCF for all 50 wheelchair appeals
• Appellants may submit an SCF request for appeals 

involving multiple items or services, provided the 
appellant has included all of the appeals that meet 
the above eligibility requirements in its SCF request, 
for all of the items or services involved in the 
appeals

 Settlement Conference Facilitation [Cont’d]
 To be eligible for the Settlement Conference 

Facilitation (SCF) process [cont’d]
• Appellants may not request an SCF for some but not 

all of the items or services included in a single all of the items or services included in a single 
appeal. For example, if an individual appeal has at 
issue 10 diagnostic tests and 10 drugs/biologicals, an 
appellant may not request that the diagnostic tests 
go to SCF and the drugs/biologicals go to hearing

 Recovery Audit Contractors (RACs)
 June 1, 2014
 New contracts are being awarded temporary reprieve 

from RAC reviews.

 December 30  2014 December 30, 2014
 CMS awarded the Region 5 RAC contract to Connolly, 

LLC.
 Region 5 RAC - one national contract for 

DMEPOS/home health/hospice.
 The purpose of this contract is to support CMS in 

completing its mission by identifying and correcting 
improper payments for DMEPOS and home 
health/hospice.
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 RACs [cont’d]
 December 30, 2014 [cont’d]
 It will also include many improvements designed to 

reduce the burden associated with responding and 
increase transparency.p y
• CMS will establish additional document request 

(ADR) limits based on a provider’s compliance with 
Medicare rules. 

• Recovery Auditors will have 30 days to complete 
complex reviews and notify providers of their 
findings.  This provides more immediate feedback to 
the provider on the outcome of their reviews.

 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors are required to have a Contractor 
Medical Director and are encouraged to have a panel 
of specialists available for consultation.  In addition, p ,
physicians are afforded the opportunity to discuss 
the improper payment identification with the 
Contractor Medical Directors, who is a physician.

 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors must wait 30 days to allow for a 
discussion request before sending the claim to the 
Medicare Administrative Contractor (MAC) for ( )
adjustment.  Providers will not have to choose 
between initiating a discussion and an appeal and 
can be assured that modifications to the improper 
payment determination will be made prior to the 
claim being sent for adjustment.

• Recovery Auditors must confirm receipt of a 
provider’s discussion request or other written 
correspondence within 3 business days.
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 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors will not receive a contingency fee 
until after the 2nd level of appeal is exhausted.  
Previously, Recovery Auditors were paid immediately y, y p y
upon denial and recoupment of the claim.  This 
delay in payment helps assure providers that the 
decision made by the Recovery Auditor was correct 
based on Medicare’s statutes, coverage 
determinations, regulations, and manuals.

 RACs [cont’d]
 December 30, 2014 [cont’d]

• Recovery Auditors will be required to maintain an 
overturn rate of less than 10% at the 1st level of 
appeal, excluding claims that were denied due to no pp , g
or insufficient documentation or claims that were 
corrected during the appeal process.  Failure to do 
so will result in CMS placing the Recovery Auditor on 
a corrective action plan that could include 
decreasing the ADR limits or ceasing certain reviews 
until the problem is corrected.  This will help to 
assure the providers that the Recovery Auditors are 
making valid determinations by holding the Recovery 
Auditors accountable for their decisions.

 RACs [cont’d]
 December 30, 2014 [cont’d]
 CMS established a Provider Relations Coordinator to 

offer more efficient resolutions to affected providers. 
This position gives providers a name and contact 
information when issues arise that cannot be solved by 
having discussions with the Recovery Auditor.

 CMS will require the Recovery Auditors to provide 
consistent and more detailed review information 
concerning new issues to their websites.
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 RACs [cont’d]
 January 14, 2015
 A post-award protest has caused the Region 5 RAC 

contract to be delayed.

 Items Currently Being Subjected to Increased 
Audit Activity
 Back Braces
 No valid physician order
 Progress notes to support medical necessity Progress notes to support medical necessity
 Proof of delivery

 Diabetic Supplies
 Detailed written order for the testing supplies for the 

date of service billed (missing elements/incomplete)
 Valid proof of delivery
 Valid proof of refill request (missing quantity 

remaining)

 Items Currently Being Subjected to Increased 
Audit Activity [cont’d]
 Power Mobility
 No valid face-to-face exam
 No valid 7 element order No valid 7-element order
 Problems with date stamps
 Proof of delivery
 No valid home assessments
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 Items Currently Being Subjected to Increased 
Audit Activity [cont’d]
 Oxygen
 No documentation of physician visit within 30 days 

prior to the initial CMNprior to the initial CMN
 No documentation of most recent blood gas/02 

saturation 
 Proof of delivery 

Vacuum Erection Devices (VEDs) L7900 will 
no longer be covered effective July 1, 2015, 
unless the beneficiary also needs related 
prescriptions under Medicare Part D.

 Refill Requirements - One of the top reasons 
for denials has been request for refill 
documentation.
 Contact with the beneficiary or designee 

regarding refills must take place no sooner than regarding refills must take place no sooner than 
14 calendar days prior to the delivery/shipping 
date.  For delivery of refills, the supplier must 
deliver the Durable Medical Equipment, 
Prosthetics, Orthotics, and Supplies (DMEPOS) 
product no sooner than 10 calendar days prior to 
the end of usage for the current product.  This is 
regardless of which delivery method is utilized.
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 Refill Requirements [cont’d]
 For items that the patient obtains in person at a 

retail store, the signed delivery slip or copy of 
itemized sales receipt is sufficient 
documentation of a request for refill.documentation of a request for refill.

 For items that are delivered to the beneficiary, 
documentation of a request for refill must be 
either a written document received from the 
beneficiary or a contemporaneous written record 
of a phone conversation/contact between the 
supplier and beneficiary.

 Refill Requirements [cont’d]
 For items that the patient obtains in person at a 

retail store, the signed delivery slip or copy of 
itemized sales receipt is sufficient 
documentation of a request for refill.documentation of a request for refill.

 The refill request must occur and be documented 
before shipment.  A retrospective attestation 
statement by the supplier or beneficiary is not
sufficient.

 Refill Requirements [cont’d]
 The refill record must include:
 Beneficiary's name or authorized representative if 

different from the beneficiary
 A description of each item that is being requestedp g q
 Date of refill request
 The most common errors involve how suppliers are 

documenting the quantity of an item the beneficiary 
has remaining

 The supplier must sufficiently assess the quantity 
of each item that the beneficiary still has on 
hand to determine that the amount remaining 
will be nearly exhausted.
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 Refill Requirements [cont’d]
 Vague or nonspecific references to the quantity 

remaining are not sufficient to demonstrate 
compliance with the requirement that refills be 
provided when the current supply on hand is provided when the current supply on hand is 
"approaching exhaustion".

 There must be an individualized and detailed 
record that quantifies the beneficiary’s 
remaining supplies.

 An actual count is recommended but not 
necessary; however, the record should evidence 
that an individual assessment has been 
performed.

 Refill Requirements [cont’d]
 The following are some examples (not all-

inclusive) of documentation that is not sufficient 
to justify reimbursement
 "Yes" or "No" questions  only  regarding whether the  Yes  or No  questions, only, regarding whether the 

beneficiary wants or needs more supplies.
 Documentation which only provides information 

regarding the amount of supplies the beneficiary is 
requesting.

 Documentation which only states that the beneficiary 
has less than the required threshold number of 
supplies left, e.g., Mrs. J stated that she has less than 
14 days of glucose strips left.

New Orders
 A new prescription is needed when
 There is a change of supplier
 There is a change in the item(s), frequency of use, or 

amount prescribedp
 There is a change in the length of need or a previously 

established length of need expires
 State law requires a prescription renewal
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 Face-to-Face Clarification and Written Order 
Prior to Delivery (WOPD)
 Medicare policy stipulates that a WOPD that is 

missing an element is not “curable” by a provider 
(i e  a provider cannot make corrections to a (i.e., a provider cannot make corrections to a 
WOPD)

 Face-to-Face Clarification and WOPD 
[Cont’d]
 However in a DME MAC publication on August 7, 

2014, DME suppliers got a break
 If errors in the WOPD are found prior to delivery  the  If errors in the WOPD are found prior to delivery, the 

supplier has two options
• The WOPD may be properly amended following the 

guidance in the Program Integrity Manual (Internet-
Only Manual, Publ. 100-08), Chapter 3, Section 
3.3.2.5; or

• A new WOPD may be created and sent to the 
physician for signature and date.

 Face-to-Face Clarification and WOPD 
[Cont’d]
 If errors in the WOPD are found after delivery of the 

item, the supplier has two options
• If the error is discovered prior to claim submission, p ,

the original supplier may recover the delivered 
item(s), obtain a compliant, complete WOPD, and 
then may re-deliver the item(s) to the beneficiary; 
or

• if the error is discovered after submitting a claim, 
the original supplier can recover their items, and a 
new supplier must complete the transaction after 
complying with all requirements.
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 Face-to-Face Clarification and WOPD 
[Cont’d]
 This newest development opens the door for 

suppliers struggling with errors in the Detailed 
Written Order (DWO) found after deliveryWritten Order (DWO) found after delivery.

 This newest development opens the door for 
suppliers struggling with errors in the DWO found 
after delivery.

 The clarification allows suppliers the opportunity 
to collect a new compliant DWO after delivery 
but before billing and still remain compliant with 
face-to-face requirements.

 Face-to-Face Clarification and WOPD 
[Cont’d]
 In this instance, the supplier would be required 

to pick-up the equipment issued under the non-
compliant order  obtain the new DWO with all compliant order, obtain the new DWO with all 
necessary components to comply with the face-
to-face rule and then redeliver the equipment 
and allow the new claim to bill for 
reimbursement.

 Face-to-Face Clarification and WOPD 
[Cont’d]
 This was a major shift from prior education that 

opens reimbursement opportunities in the event 
of proactively identified DWO errorsof proactively identified DWO errors.

 CMS has not yet begun enforcing the second 
phase of the face-to-face rule, which will 
address collection of the face-to-face notes prior 
to delivery and the requirement that a nurse 
practitioner, physician assistant, or clinical nurse 
specialist obtain a physician’s co-signature on 
their notes.
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 Timeline
 12/18/2014
 Registration began with the issuance of  user ID and 

passwords

 1/22/2015 1/22/2015
 CMS opened the 63-day bid window for Round 2 

Recompete and the national mail-order recomplete

 2/23/2015
 Covered document review date for bidders to submit 

financial documents

 3/25/2015
 63-day bid window closed

 Timeline [Cont’d]
 Winter 2016
 CMS will announce single-payment amounts
 CMS will begin contracting process

 Spring 2016 Spring 2016
 CMS will announce contract suppliers
 CMS will begin contract supplier education campaign
 CMS will begin supplier, referral agent, and beneficiary 

education campaign

 July 1, 2016
 Implementation of Round 2 Recompete and the 

national mail-order recompete contracts and prices
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More information can be found at the 
Competitive Bid Implementation Contractor’s 
Website located at dmecompetitivebid.com.

Change of Ownership/Novation Agreements
 Must have Competitive Bidding Implementation 

Contractor (CBIC) approval to assume a 
Competitive Bid Contract

Contract cannot be subdivided for Rounds 
prior to the Round 2 Recompete
 For contracts issued in the Round 2 Recompete

and subsequent rounds in the case of a change of 
ownership (CHOW) where a contract supplier ownership (CHOW) where a contract supplier 
sells a distinct company, (e.g., an affiliate, 
subsidiary, sole proprietor, corporation, or 
partnership) that furnishes a specific product 
category or services a specific CBA, CMS may 
transfer the portion of the contract performed 
by that company to a new qualified entity, if the 
following conditions are met:
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Contract cannot be subdivided for Rounds 
prior to the Round 2 Recompete [cont’d]
 Every CBA, product category, and location of the 

company being sold must be transferred to the new 
qualified owner who meets all competitive bidding 
requirements, i.e. financial, accreditation, and 
licensure

 All CBAs and product categories in the original 
contract that are not explicitly transferred by CMS 
remain unchanged in that original contract for the 
duration of the contract period unless transferred by 
CMS pursuant to a subsequent CHOW

Contract cannot be subdivided for Rounds 
prior to the Round 2 Recompete [cont’d]
 All requirements of paragraph (d)(2) of this section are 

met
 The sale of the distinct company includes all of the p y

contract supplier's assets associated with the CBA 
and/or product category(s), and

 CMS determines that transfer of part of the original 
contract will not result in disruption of service or harm 
to beneficiaries

 42 CFR§ 414.422 (d) (4)

Change of ownership/novation agreements
 CBIC must be notified of a CHOW 60 days in 

advance
 Commonly Owned Suppliers Ownership
 Suppliers with 5% or more common ownership can be  Suppliers with 5% or more common ownership can be 

added to each other’s competitive bid contract
• The  companies update their CMS-855S enrollment 

applications with the NSC and enrollment records to 
reflect the common ownership

• The contract supplier updates its CB contract by 
completing the Contract Supplier Location Update 
Form (“Update Form”) to add the common 
ownership supplier’s location to its CB contract as a 
supplier providing services under the CB contract
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 Commonly Owned Suppliers Ownership [Cont’d]
 Suppliers with 5% or more common ownership can be 

added to each other’s competitive bid contract 
[cont’d]
• The common ownership supplier must meet all of 

th  titi  biddi  i t  f  th  CBA the competitive bidding requirements for the CBA 
and product category (e.g., enrollment, licensure, 
and accreditation)

• All of this information will be verified in PECOS, so 
any necessary updates to PECOS should be 
completed before the Update Form is submitted

 Commonly Owned Suppliers Ownership [Cont’d]
 Suppliers with 5% or more common ownership can be 

added to each other’s competitive bid contract 
[cont’d]
• An authorized official on record (or backup official) 

f  C titi  Bid t t i  th  U d t  Ffor Competitive Bid contract signs the Update Form
• CMS confirms and accepts the addition
• The newly added location provides and bills for 

items using its own PTAN

 Commonly Owned Suppliers Ownership [Cont’d]
 Keep in mind

• CMS must confirm that the common ownership 
supplier meets all of the applicable requirements 
and the enrollment and claims processing systems 

t b  d t d b f th   hi  must be updated before the common ownership 
supplier begins providing items under the 
Competitive Bid contract
 Any claims on items furnished by the common 

ownership supplier before this process is complete will 
be denied
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 Commonly Owned Suppliers Ownership [Cont’d]
 Keep in mind [cont’d]

• This process may take up to 30 days to complete
• The common ownership supplier cannot already be 

on another contract for the same CBA/product 
category combination

• Because the companies will be considered 
“commonly owned”, for all future bidding rounds, 
PPS and ABC must submit one bid for the same 
CBA/product category combination

• Breach of the terms of the contract by either 
company could lead to the termination of the entire 
contract as opposed to the removal of just the 
breaching party

 Final Rule published on November 6, 2014, 
setting for the methodology for adjusting 
DMEPOS fee schedule payment amounts 
based using information from the DMEPOS 
Competitive Bidding Program and makes Competitive Bidding Program and makes 
alternate arrangements for payment of 
certain DME under the CB program i.e., 
bundling of CPAP and supplies.

 79 Fed. Reg.  66119 - 66265 at 66232
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Basics of HIPAA Breach Notification Rule
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Basics of HIPAA Breach Notification Rule

Business Associate Covered Entity

Affected Individuals

(if > 500 in state/
jurisdiction)

4

idexpertscorp.comdwt.com

Timing of Breach Notification

 Business associate (BA) to covered entity (CE):

– Without unreasonable delay, no later than 60 days

 CE’s deadlines begin upon:

– Receipt of notice from BA if BA is not agent of CE

– BA’s discovery if BA is agent of CE

 Agency depends on if CE controls BA beyond 
strict terms of the contract (e.g., can provide 
interim instructions)

5
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Timing of Breach Notification

 CE to affected individuals:

– Without unreasonable delay,
no later than 60 days

 CE to local media (if > 500 individuals in 
state/jurisdiction):

– Without unreasonable delay, no later than 60 days

 CE to Office for Civil Rights (OCR)

– If ≥ 500 individuals, without unreasonable delay, no later 
than 60 days

– If < 500 individuals, within 60 days of end of calendar year 
of discovery

6
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“Unsecured” Protected Health Information

Protected health information (PHI) is 
“unsecured” if not rendered unusable, 
unreadable, or indecipherable through:

 Appropriate destruction

 Encryption in accordance with National 
Institute of Standards and Technology guidance 
(and encryption key is not compromised)

7
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Three Statutory Exceptions

1. Unintentional acquisition, access, or use

– Member of the workforce

– Good faith

– Within the scope of authority

– No further use or disclosure in violation of Privacy 
Rule

8
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Three Statutory Exceptions

2. Inadvertent disclosure

– By a person authorized to access the PHI

– To another person authorized to access PHI at the 
same facility, business associate, or participant in 
the organized health care arrangement

– No further use or disclosure in violation of Privacy 
Rule

9
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Three Statutory Exceptions

3. No retention

– Good faith belief

– Unauthorized person would not reasonably have 
been able to retain the PHI

10
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Interim Final Breach Notification Rule

idexpertscorp.comdwt.com

Interim Final Breach Notification Rule

Risk of Harm Standard:

For purposes of [the definition of “breach”], 
compromises the security or privacy of the [PHI] 
means poses a significant risk of financial, 
reputational, or other harm to the individual.

12
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Interim Final Breach Notification Rule

Burden of proof. In the event of a use or 
disclosure in violation of [the Privacy Rule], the 
covered entity or business associate, as 
applicable, shall have the burden of 
demonstrating that all notifications were made 
as required by this subpart or that the use or 
disclosure did not constitute a breach, as defined 
at § 164.402.

13
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Interim Final Breach Notification Rule

Life Under the Harm Standard

14
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HIPAA Omnibus Rule
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HIPAA Omnibus Rule

“We recognize that some persons may have 
interpreted the risk of harm standard in the 
interim final rule as setting a much higher 
threshold for breach notification than we 

intended to set.”

16
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HIPAA Omnibus Rule

“[T]o further ensure that this provision is applied 
uniformly and objectively by [CEs] and [BAs], we 
have removed the harm standard and modified 
the risk assessment to focus more objectively on 
the risk that the [PHI] has been compromised.”

17
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HIPAA Omnibus Rule

“For example, if a [CE] misdirects a fax containing 
[PHI] to the wrong physician practice, and upon 
receipt, the receiving physician calls the covered 
entity to say he has received the fax in error and 

has destroyed it, the [CE] may be able to 
demonstrate after performing a risk assessment 

that there is a low risk that the [PHI]….”

18
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HIPAA Omnibus Rule

“…Although this scenario does not fit into any of 
the statutory or regulatory exceptions, we believe 
that, like the exceptions to breach, notification 

should not be required if the [CE] demonstrates a 
low probability that the data has been 

compromised.”

19
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HIPAA Omnibus Rule

[A]n acquisition, access, use, or disclosure of 
[PHI] in a manner not permitted under [the 

Privacy Rule] is presumed to be a breach unless 
the [CE] or [BA], as applicable, demonstrates that 
there is a low probability that the [PHI] has been 
compromised based on a risk assessment of at 

least the following factors:

20
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HIPAA Omnibus Rule

No one defined “compromise”!

21
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HIPAA Omnibus Rule

1. The nature and extent of the PHI involved, 
including the types of identifiers and the 
likelihood of re‐identification.

– Does the information create identity theft risk?

– Is there detailed clinical information?

– Can the information be used to adversely effect the 
individual or for the recipient’s gain?

– List of patient names, addresses, and hospital IDs likely 
would be a breach.

– For list of only dates and diagnoses, what is capability 
of re‐identification?

22
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HIPAA Omnibus Rule

2. The unauthorized person who used the 
protected health information or to whom the 
disclosure was made.

– Recipient subject to HIPAA, Privacy Act, FISMA, or 
other legal obligations to protect the information?

– If not readily identifiable, what is recipient’s ability 
to re‐identify the information?

23

idexpertscorp.comdwt.com

HIPAA Omnibus Rule

3. Whether the PHI was actually acquired or 
viewed.

– Can forensics demonstrate no access?

– Does actions (e.g., call from recipient indicating 
that information was received in error) indicate 
actual viewing?

24
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HIPAA Omnibus Rule

4. The extent to which the risk to the PHI has 
been mitigated.

– Obtaining the recipient’s satisfactory assurances 
that the information will not be further used or 
disclosed (through a confidentiality agreement or 
similar means) or will be destroyed.

– Consider credibility of recipient’s statements.

25
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HIPAA Omnibus Rule

Other Factors?

26
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Operationalizing Breach Notification
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Why Operationalize?

 High Incident frequency levels

 Requires collaboration across functions

 Within complex regulatory environment

 With the burden of proof on you

 And aggressive enforcement for non‐
compliance

28
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Learning from Others

29

“Forward‐thinking companies are using governance as
the masthead for risk management across privacy, risk,
security, IT, and compliance. Allocation of resources is
considered on an enterprise level, not just within a
particular domain. In this way, multiple business
problems can be solved with one investment.”

– Jason Taule,

CSO/CPO, FEi Systems

“CISOs, particularly new ones, need the people and
technologies to identify and address the security risks
in their organization. If they had these resources,
they’d be surprised at the number of threats to their
systems and data.”

– Ken Patterson, CISO, Harvard Pilgrim
Healthcare

“A true measure to success for us is mitigation and 
corrective action. We track reoccurring issues in the 
software with customized fields of root causes that 
identify people, process systems, and root‐cause 
departments—in essence, how an incident happened. 
We can see patterns of issues, and refresh our training 

and education in these problem areas.”

“We constantly reinforce the responsibility our
workforce members have to report a security event.
We prefer that they ‘over‐ report’ than have a
potential problem slip by.”
— Dee Chouinard, Privacy Officer, Harvard Pilgrim
Healthcare

“Companies need a good layered defense
strategy, but that by itself is not sufficient. They
must also have great detection and response
capabilities. If the bad guys want you bad enough
then you will be breached, and if you don’t detect
and respond fast enough you will be another

victim in the headlines.”

idexpertscorp.comdwt.com

By the Numbers

30

12014 Data Breach Investigations Report (DBIR), Verizon, 2OCR Website, 3OCR Presentation, 4OCR 2014 Redspin Breach Report 

63,437
ANNUAL SECURITY 

INCIDENTS1

2%
INCIDENTS 
THAT ARE 

BREACHES1

277
HIPAA BREACHES 500 
OR MORE RECORDS2

90
APPROX NUMBER OF 

SMALL HIPAA BREACHES 
FOR EVERY LARGER ONE3

30%
PHI BREACHES INVOLVING 
A BUSINESS ASSOCIATE4

8,899,610
PATIENT RECORDS 

BREACHED IN 2014 
(500 OR MORE RECORD BREACHES)4
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New Ponemon Study Key Findings

 Data breaches of PHI continue to rise

– Covered entities having more and larger data 
breaches (40% > 5 reported breaches)

– 59% of business associates had at least one breach

– Over 50% of all organizations have little or no 
confidence in their ability to detect all breaches

31

Ponemon Institute, Fifth Annual Study on Privacy & 
Security of Healthcare Data, to‐be‐released May, 2015

www.idexpertscorp.com/ponemon2015
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New Ponemon Study Key Findings

 Criminals are targeting health data

– Criminal attacks up 125% over 5 years

– Almost 60% of healthcare data breaches are 
malicious

– But 70% of covered entities most concerned about 
employee negligence

www.idexpertscorp.com/ponemon2015
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New Ponemon Study Key Findings

 Security incidents are ubiquitous

– 100% of respondents experience electronic security 
incidents

– But one‐third of respondents don’t have an 
incident response plan

– 40% of covered entities and 42% of business 
associates don’t perform a compliant risk 
assessment (per Omnibus Rule) for security 
incidents

www.idexpertscorp.com/ponemon2015
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New Ponemon Study Key Findings

 Threat of medical identity theft growing

– Up 20% this past year

– But 65% of covered entities and 63% of business 
associates don’t offer any protection or monitoring 
services to breached individuals

– Medical ID theft almost doubled over 5 years from 
1.4MM to 2.3MM adult American victims

www.idexpertscorp.com/ponemon2015
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“Operationalizing” All About Process

Transform to

PLAN PROCESS

35
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Incident Response Process

Electronic
(Digital)

Analog 
(e.g. Paper 
or Visual)

Security 
Event

Security 
Incident

Detected or 
Reported

Incident Risk 
Assessment

Privacy 
Incident

(Typically) 
Reported Document

& Close

Root Cause 
Analysis

Security 
Remediation

Document
& Close

Privacy 
Remediation

Initiate Breach 
Response Team

Convene Breach 
Response Team

Implement 
Breach 

Response Plan

Standard 
Notification

Security

Privacy

Risk
Legal

Compliance

Event Incident

Breach

Corrective 
Action

Corrective 
Action

Root Cause 
Analysis

Is 
Breach

Not 
Breach

Large or 
malicious

Small & non‐
malicious

Document
Assessment

Is 
Digital

Is 
Analog

36
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The Incident Risk Assessment

 Point of convergence between security, privacy 
and compliance

 The “gate” between incident management and 
breach response management

 Our “approach” is automated by intelligent 
software

 Uses modeling to assist in determining if an 
incident is a breach under HIPAA and state 
regulations

37
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The RADAR® Way

Data affected in 
incident

Nature & specifics 
of incident

Jurisdictions of 
incident 

(fed/states)

Incident information capture

Breach Guidance Engine
Factor weightings based on:

HIPAA/HITECH Omnibus Rule
State Breach Notification Law Rules

Is this a breach under 
HIPAA/Omnibus?

Incident Severity

D
at
a 
Se
n
si
ti
vi
ty

Incident Severity

D
at
a 
Se
n
si
ti
vi
ty

Is this a breach under 
affected state(s)?

* *

38
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Benefits of This Approach

 Quantitative model gives consistent and 
repeatable results

 Significantly reduces time for incident risk 
assessment

 Spans federal and state laws along with their 
complexity

39
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Using Incident Data to Reduce Risks

 Using a methodology such as the one in 
RADAR, you capture valuable metadata on 
every incident

 Incident metadata can direct you to areas with 
privacy/security vulnerabilities and weaknesses

 Thereby improving your overall risk profile and 
ability to reduce privacy breaches

40
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Example

Incident detail

Paper

Electronic

Visual

Malicious

Benign

Ram scraper 3%

80%

55%

35%

10%

20%

Backdoor 7%

Phishing 75%

Stolen Credentials 5%

Rootkit 8%

Spyware 2%

41
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Keys to Operationalize Incidents

 Have a repeatable methodology

 Have clear roles and responsibilities for 
incident capture, risk assessment, remediation, 
notification

 Maintain accessible documentation of 
incidents and decisions

 Automate whatever is possible to automate to 
remove inconsistency

42
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Lessons Learned from 
Breach Data and Settlements

idexpertscorp.comdwt.com

Incident Volume by Industry1

(Proportion %)

44

1ID Experts Data Analysis
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Paper Incidents a Majority

45

1ID Experts Data Analysis
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Theft, 598, 53%

Unauthorized 
Access/Disclosure, 

205, 18%

Other, 99, 
9%

Loss, 94, 8%

Hacking/IT 
Incident, 84, 7%

Improper Disposal, 
43, 4%

Unknown, 13, 1%

No Cause Listed in 
HHS Data, 3, 0%

46

Source: www.hhs.gov/ocr

Reported Breaches Involving 500 or More Individuals
Cause of Breach by Number of Incidents (as of 2/15/15)

46
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Source: www.hhs.gov/ocr

Reported Breaches Involving 500 or More Individuals
Cause of Breach by Number of Individuals (as of 2/15/15)

Theft,  21,817,565, 
53%

Loss,  7,352,646, 
18%

Unauthorized 
Access/Disclosure,  
4,509,523, 11%

Hacking/IT 
Incident,  

3,404,632, 8%

Unknown,  
2,084,987, 5%

Other,  1,247,156, 
3%

Improper 
Disposal,  685,214, 

2%

No Cause Listed in 
HHS Data,  16,163, 

0%

47
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Paper/Films, 
263, 23%

Laptop, 240, 
21%

Other, 160, 
14%

Network 
Server, 138, 

12%

Desktop 
Computer, 128, 

11%

Other Portable 
Electronic 

Device, 100, 9%

Email, 72, 6%

EMR, 38, 4%

48

Source: www.hhs.gov/ocr

Reported Breaches Involving 500 or More Individuals
Type of Media by Number of Incidents (as of 2/15/15)

48
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Source: www.hhs.gov/ocr

Reported Breaches Involving 500 or More Individuals
Type of Media by Number of Individuals (as of 2/15/15)

Other,  
12,790,313, 31%

Network Server,  
10,159,470, 25%

Desktop 
Computer,  

7,153,721, 17%

Laptop,  
5,217,918 , 13%

Paper/Films,  
1,859,303, 5%

Other Portable 
Electronic 
Device,  

1,504,762, 4%

EMR,  1,416,798, 
3%

Email,  
1,015,599, 2%

49
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Source: www.hhs.gov/ocr

Reported Breaches Involving 500 or More Individuals
Type of Entity by Number of Incidents (as of 2/15/15)

Healthcare 
Provider, 757, 

67%

Business 
Associate, 
272, 24%

Health Plan, 
106, 9%

Healthcare 
Clearing 

House, 4, 0%

50
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Source: www.hhs.gov/ocr

Reported Breaches Involving 500 or More Individuals
Type of Entity by Number of Individuals (as of 2/15/15)

Business 
Associate,  

22,452,688, 55%

Healthcare 
Provider,  

13,275,917, 32%

Health Plan,  
5,371,526, 13%

Healthcare 
Clearing House,  
17,754, 0%

51



4/9/2015

18

idexpertscorp.comdwt.com

Settlement Trends

 Lack of thorough and accurate risk analysis is 
leading issue

 Most recent settlements have come from 
reported breaches

 Multi‐year delay between reporting of breach 
and settlement

 Office for Civil Rights looks for decisive action

 Substantial majority of breach investigations 
are closed without settlement or fine

52
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Case Studies
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Hypothetical (Employee Snooping)

 Employee snoops on record of patient 
(another employee) out of curiosity

– PHI is fully identifiable and sensitive

– Employee has violated policy, but no 
evidence of malice towards patient

– PHI was definitely acquired

– Employee has been sanctioned and 
agreed to not further use or disclose

 Has the information been 
“compromised”?

54
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Hypothetical (Stolen Laptop)

 Laptop is stolen from doctor’s office
with password protection but no 
encryption. No SSNs are on the laptop.

– PHI is fully identifiable and sometimes sensitive

– In the hands of criminals, but no evidence that 
they have interest in the information

– Cannot demonstrate that PHI has not been 
accessed

– Risk has been slightly mitigated 
(password protected)

 Has the information been “compromised”?

55
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Healthcare Business Process Outsourcer

Situation

– Building break in

– Numerous laptops stolen

– Two laptops used for analytics using thousands of 
patient records

– Organization is a HIPAA business associate to 
hundreds of clients, several of which were affected 
by the data analytics

56
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Healthcare Business Process Outsourcer

Assessment

– Forensics was very time consuming because it was 
necessary to look at contents/attachments of 
thousands of emails

– Laptops were incorrectly configured to store 
messages/attachments locally

– Dataset included name, address, SSN, CPT codes, 
diagnosis codes. Incident risk assessment clearly 
concluded this was a breach

57
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Healthcare Business Process Outsourcer

 Challenges and Lessons

– Difficult to notify affected covered entities without 
unreasonable delay in cases such as this because of 
nature of forensics

– Largest/most demanding clients prioritized highest 
and tend to be served better

– Latent risks exist due to decision to not complete 
forensics nor notify other clients (covered entities) 
that may have been affected

58
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Online Employee Benefits Portal

Situation

– Large client of this vendor was testing enterprise threat 
management software; turned up this vendors’ data on 
black market

– Vendor Initiated internal investigation, but limited 
usefulness due to system switchover within last several 
months

– Retained outside forensic investigator, confirmed old system 
had been compromised

– System served over 100 customers with 100s of thousands 
of employee health records

– Dataset included first name, last name, and email address

59
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Online Employee Benefits Portal

Assessment

– While dataset typically wouldn’t be considered a “breach”, 
due to linkage with named client, it engendered much 
greater risk of successful phishing attack

– RADAR risk assessment resulted in “yellow” heatmap result 
(“possible breach”)

– Because of this, organization consulted several attorneys; 
got conflicting advice/opinions as to whether this incident 
constituted a “breach”

– They notified all clients (covered entities) of the incident 
and of their intention to do voluntary notification out of an 
“abundance of caution” if the client felt this was needed 
after their own review of the facts

60
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Online Employee Benefits Portal

Challenges and Lessons

– Even with good forensics data, the breach/no breach 
decision is sometimes not black or white, and counsel 
often see gray areas

– This makes the decision of whether an incident is a 
breach, and/or to notify, one that is not just a legal but 
also a business decision

– In such circumstances, however, once notified of the 
BA’s intention, the clients (covered entities) will often 
request/require different/additional capabilities in the 
notification or the protection offering

61
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For more information

Adam H. Greene, JD, MPH

adamgreene@dwt.com
202.973.4213

Doug Pollack

doug.pollack@idexpertscorp.com
971.242.4724
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DEALING WITH DIFFICULT 
PHYSICIANS AND OTHER HEALTH 
CARE PROVIDERS FROM A 
PHYSICIAN’S PERSPECTIVE
Lynn M. Myers MD, CPC, CHC

Special Thanks & Congratulations
to Dr. Bob Ossoff.

Objectives

Learn what drives physicians (and what drives us crazy)!

Structure an approach to physicians

Develop physician leaders in your organization
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The disruptive physician exhibits behavior that “interferes 
with patient care or could reasonably be expected to 
interfere with the process of delivering quality care.” 

Federation of State Medical Boards of the United States, Inc. Report of the Special Committee on 
Professional Conduct and Ethics. Dallas, TX: Federation of State Medical Boards; 2000.

WHAT DRIVES DOCTORS
The basic DNA
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Know Your Audience

• Used to a long trail of success, not failure

• Hard Working

• Highly educated & life-long learners

• Type A

• Competitive

• Respond best to an informed message

• Highly productive

• Don’t respond to threats

• Like to lead or be a part of a team

WHAT DRIVES DOCTORS CRAZY
Stories from the field
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Dr. Makemyday
The compliance opportunity

• Low audit score

The physician perspective

• A bazillion admits

• No role in scheduling 

• Unmet salary 
expectations

What to do?

• Be prepared!

• Rethink the training

• Wish him well

Dr. Cutfirst
The compliance opportunity

• Billing compliance during 
the global period

The physician perspective

• Eats system 
representatives for lunch

• Wife negotiating for both 
(he just found out!)

What to do?

• Be prepared

• Be concise

• Stick to the facts

• Follow up with leadership

Dr. Nervioso
The compliance opportunity

• Excessive open 
Encounters

The Physician Perspective

• Unmet expectations 
around EMR 
implementation

What to do?

• Stick to the facts

• Implement corrective 
action

• Discuss options for 
EMR implementation
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Dr. Nervioso
(6 months later)

The compliance opportunity

• Excessive open 
Encounters

The Physician Perspective

• Unable to return to 
productivity after EMR 
implementation

What to do?

• Corrective action plan

• At the elbow EMR 
support

• Scribe

• Shadowing a colleague

Dr. Pequeno
The compliance opportunity

• Salary outside FMV

The physician perspective

• Unsatisfactory EMR 
implementation

• Unable to return to 
previous productivity

What to do?

• Consider scribe

• Adjust RVU rate

Dr. Estomago
The compliance opportunity

• Leveraging referrals for 
medical directorship

The physician perspective

• Being pressured to 
refer patients?

• Problems at home

What to do?

• Stick to the facts

• Mentoring

• Quick follow up
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Dr. Corazon
The compliance 
opportunity
• Sexual harassment
• Late to clinic
• Undies on the desk

The physician 
perspective
• Self prescribing of 

testosterone
• Failing marriage

What to do?
• Stick to the facts
• Follow early/often
• Mentoring
• Meet with staff

Dr. Olecranon

The compliance opportunity

• Patient concerns of 
recent weight loss

• Staff concerns of 
forgetfulness and ‘just not 
himself’

The physician perspective

• Recent health concern 
and trouble regulating 
meds

What to do?

• One on one mentoring

• Follow up with staff

• Close follow up with MD

• Fitness for duty eval?

Dr. Integument
The compliance opportunity:

• Berating staff in front of 
patients

• High patient volume

The physician perspective

• Staff not rooming patients 
timely, so he runs late 
from the start of the day

• Family upset with missing 
children’s activites

What to do?

• Address schedule with 
staff

• Counsel on core values 
of respect and integrity

• Close follow up
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Performance Issues
• Symptoms of underlying disorders

• Mental & behavioral problems (drugs and alcohol)
• Physical illness (age- and/or disease-related)
• Failure to maintain knowledge or skills
• Work-life balance 
• Burnout

• Contributing factors
• Overwork
• Family strife
• Dysfunctional working environment
• Pressure from leadership
• Anxiety

Categories frequently overlap-declining procedural skill could be a due 
to alcohol dependence or age, both exacerbated by underlying illness 
such as severe depression or organic disease

Stressors 
• Stress, fatigue, isolation, easy access to drugs
• Compounded  by

• Large educational debt for new grads
• Increasing malpractice premiums
• Decreasing reimbursement
• Pressure to see more patients 
• Changing practice paradigms:   value-based reimbursement

• Leads to 
• Further isolation
• Maladaptive coping strategies
• Burnout

http://emedicine.medscape.com/article/806779-overview

A corrosive effect…

• Increased likelihood of error
• Staff hesitates to ask for clarification

• Staff less likely to make treatment plan 
suggestions

• Negativism becomes infectious

• Undermines confidence of patients
• In the physician

• In the institution

• In partnering in their own care

• Increased likelihood of litigation
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The last frontier

What keeps you up at night?

http://www.hcca-info.org/Portals/0/PDFs/Resources/Compliance_Today/0312/ct0312_Turteltaub.pdf

DEVELOPING PHYSICIAN 
LEADERS
Tools for successful relationships
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Key Competencies
Accountability – Able to hold leaders and employees accountable for their actions; 

be clear on what subordinates will be held accountable for; establish a culture of fair 
accountability allowing for mistakes when innovating; is personally accountable for own 
actions and commitments.

Adaptability – Able to adapt to changes in situations / direction / people; be flexible 
when considering options / opinions; adjust to needs of others without losing self; 
adjust approach when dealing with arrogant or inflexible people. 

Motivate Others – Able to share knowledge and experience to help motivate others; 
motivate others by helping them see their contribution to the organization; motivate and 
excite others to raise the performance bar, demonstrate a clear willingness to address 
individual needs of employees. 

Judgement – Able to make wise decisions (people, technical, business and creative) 
despite ambiguity; identify root causes and get beyond treating symptoms; separate 
what must be done well now and what can be improved later; think strategically and 
articulate what you are, and are not, trying to do.

http://www.medi-leadership.org/physician-leadership.html

http://www.physicianleaders.org

Due Diligence

• Network with colleagues to 
gather information

• Build consensus around 
the issue 

• Build consensus around 
alternative solutions

• Propose pilot with metrics 

Communication Pearls

Channel Columbo-’help me understand…’
Describe the emotion
Ask questions-start with how or what
Appeal to the highest value

quality of care
patient satisfaction

With high emotion, use caution with email or 
voice mail
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EXCELLENCE BY DESIGN

Ever feel like this?

How does this happen?

• Physicians more likely to develop left-brain fluency

• Inadequate identification of issues
• Fitness for duty assessments

• Physical Exams?

• Drug testing

• Inconsistently managing opportunities
• Warning signs ignored

• Physicians reluctant to confront each other

• The two-edged sword of independence

• The tension of friendship

• Lack of skills in physician leadership 

• Influence of downstream revenue
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The Physician Compact

• Purpose-states the commitment of the organization and 
the physician to the patient, the community and to each 
other.  

• Expectations of the Organization
• Recruit and retain outstanding providers

• Support career development, operational efficiency and excellence 
in care

• Provide opportunities to dialogue regarding policies, procedures 
and strategy

• Acknowledge and reward superior performance

• Strive to make the organization a great place to work

The Physician Compact

• Expectation of the Provider to strive for:
• Excellence in quality of care

• Excellence in quality of service

• Responsible resource management

• Respectful peer and co-worker relationships

• Acccountable Citizenship

Mentoring Program

• Colleague to colleague

• Emphasize the compact

• Understand stressors inside/outside the office

• Issues not surfaced by new business development

• Discover unmet expectations early in the relationship

• The cost of recruitment and retention vs the cost of a 
termed provider (jousting)
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Consistency

• Develop a plan and then work the plan!

Fitness for Duty

• Periodic physical exam

• Periodic drug testing

Presenting the fly
Set the hook:

“What ideas do you have for 
improving this…?”

Listen and take Notes

Make no promises, except to 

Sleep on it

Follow up quickly

Then ask them to participate.

Potential for turning behavior 
from obstreperous to 
advocacy
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THANK YOU!
LynnMyers@TexasHealth.org
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INTERNAL  
INVESTIGATIONS

Best Practices for Conducting
an Internal Investigation

Responding to reports of non‐
compliant activity and 
Government initiated 
investigations have led 
organizations to consider a 
response to and a strategy for 
such events and “internal 
investigations” are a central 
feature of an organization’s 
ability to effectively deal with 
these situations.

2

Conducting an Internal Investigation 
(cont’d.)

3

 The initiation of an internal or parallel investigation is 
critical with reference to allegations raised against the 
organization or in connection with an internal 
compliance matter

 It is important for an organization’s resolution of an 
external enforcement investigative matter

 It is also important for an organization’s compliance 
strategy and compliance program and resolution of 
internal matters

No substitute for the facts regarding a resolution of 
external and internal matters.
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The Duties and Rights of Employers and 
Employees Related to Internal Investigations

4

 The duty to maintain a safe workplace is connected to 
the duty of an organization to investigate compliance 
matters

Negligent hiring and retention of employees

 The duty of loyalty and fair dealing for employees and 
the organization

 The duty of an employee to cooperate with an 
organization investigation

 The employee’s rights to privacy and to work free from 
unreasonable interference and harassment

 The right to have your reputation protected.

Legal Standards in Investigations

5

A reasonable, fair, thorough, and prompt investigation 
which reaches reasonable conclusions usually protects 
employers against claims

 There is a qualified self‐evaluative privilege against 
disclosing matters relating to the investigation

 The investigation process must be consistent 
throughout the organization

An investigation can only be sustained if there is 
probable cause and/or reliable and credible evidence of 
non‐compliant conduct

Legal Standards in Investigations (Contʹd.)

6

An ultimate factual conclusion must be based on a 
preponderance of the evidence (i.e. more than 50% 
probability)

Right of employee to generally know results of 
investigation and best practice, but no right to 
review privileged investigation report

The attorney‐client privilege does not necessarily 
apply to factual findings of internal investigation, 
but does apply to advise of lawyer based on the 
factual findings.
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Legal Standards in Interviews

7

Employees cannot refuse to cooperate and/or be 
interviewed by organization representatives 
without risking continued employment

Do employees have Miranda rights?

Employees have a basic right to due process and 
this would be organization’s “best practice”

The employees right to be confronted with the 
proof and the opportunity to respond

Legal Standards in Interviews (Contʹd.)

8

The prohibition against retaliation

Confidentiality of the interview, subject to waiver 

of privilege

The right to counsel

Proper instructions protect the evidence.

Evidence Collection in Investigations

9

 You must prove each element of the allegation using 
appropriate evidence

 Proper evidence is relevant

 Proper evidence is material

 Proper evidence is competent

 Proper evidence is authentic

 Proper evidence can be direct or circumstantial

 You can use hearsay evidence‐statements against interest 
and business records – statements by third parties –
appropriate weight accorded to evidence.
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Legal Claims When Things Go Wrong

10

 Defamation of an employee

 Retaliation for cooperating with the investigation

 False imprisonment in interviews

 Intentional infliction of emotional distress

 Assault and battery

 Invasion of privacy

Malicious prosecution

When Must You Investigate?

11

 Any time there is:

 An allegation of a violation of law

 A report of improper conduct

 A potential for a government overpayment

 A potential for an overpayment by any other third‐

party payor

 A potential for whistleblower activity

Investigative  Process

12

Validate Whether There Is An Issue

Yes

Detailed Work plan

Execute Work plan

Corrective Action Plan

Execute Corrective Action Plan

Take Remedial Actions

Follow‐Up to See if CAP Worked

No

Stop and Document Closure
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Validate and Planning

13

 Validation of the original compliance report is essential and 
is the reason for an internal investigation

 Avoid rush to judgment

 Measured investigative response

 Avoid siege mentality

 Don’t rely on unverified information

 You rarely end up where you thought you would upon 
initiation of an internal investigation

 Do not ignore privileges and protections

 Do the work and find out the facts

Doing Nothing is Risky

14

 Increased likelihood of diversion of attention from core 

business activities

 Greater potential for harm to reputation

 Greater potential for harm to individuals

 Potentially greater financial penalties and sanctions (i.e. 

suspension and/or exclusion) as issues walk out the door

 Lawsuits, including individual defendants

Doing Nothing is Risky (Contʹd.)

15

 Increased fees for counsel, consultants, experts

 Compliance with a government request for information 

(even if ill‐founded) can be expensive and resource 

intensive under any circumstances

Need to do the work and get a handle on situation before 

it becomes unwieldy and out of control and ends up in 

the hands of enforcement authorities
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The Duty to Investigate

16

 The board of directors and corporate officers have a fiduciary 

duty to protect the company against unreasonable risks

 In re Caremark:  Part of a director’s duty of care includes both 

monitoring and having current knowledge of risks

 In re Caremark:  Directors should prescribe a compliance 

program that is “reasonably designed to provide senior 

management and the Board with timely, accurate information 

sufficient…to reach informed decisions concerning the 

corporation’s compliance with law”.

The Duty to Investigate (Contʹd.)

17

 Investigations are part of an “effective” compliance 

and ethics program.  Detection and prevention of 

non‐compliant activity is one of the program’s key 

goals.

Employees have a duty to cooperate with the 

investigation

Key Purposes for Your Investigations

18

 You must determine the true story as well as the back
story

 You must determine the root causes of the non‐compliant 
activities

 Your findings must establish accountability

 Your findings must maximize the decision‐making 
process for the business people

 Your findings must help the bigger needs of the business.  
This includes avoiding and mitigating damages

 The investigation must be done timely both for practical 
reasons as well as to prove there was no cover‐up of 
improper conduct
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Actual Failures Due to Lack of Investigation

19

Compliance issues walk out the door‐whistleblowers

Demotions, counseling and bad evaluations after 

compliance issues reported

 Promotions of employees who caused non‐compliance

Complaints dismissed because employee was rude, 

incompetent, lazy, fill in the blank

Actual Failures Due to Lack of Investigation 
(Contʹd.)

20

CFO knew of issue and commented, “if anyone finds 

out, we’ll all go to jail”

Multiple internal audit reports identified the issue and 

management ignored it

Administrator looked the other way because the 

physician was a high admitter

Practical Initial Questions

21

 Differing agendas in integrated settings?

 Conflicts of interest?

What is the time period at issue?

What if there are collateral issues?

Who are the point people internally?

Who is and who is not on the investigative team?

 How to preserve privilege?

 How much to reserve or escrow?
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Discussing The Scope Of The Internal 
Investigation

22

 Subject matter to be addressed

 Who the law firm and investigative team will be 

accountable to within the client organization

 The scope of the internal investigation and the 

proffer of  fact and/or legal conclusions

Stakeholders Removed From Process

23

 Independence

 Objectivity

 Candor

 Credibility

 Fairness

 Effective compliance program

 Anti‐retaliation

How Much Must You Investigate?
24

 Depends on the facts

 Initially, need to investigate enough to gauge the 
credibility of the allegation and to advise client as soon 
as possible

 Reliable and credible evidence

 Documentary evidence 

 Dollar amount of potential exposure impacts practical 
decisions regarding scope, depth, and personnel 
involved in investigation
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Who Should Investigate?

25

 Different categories of problems are best investigated by 
different personnel:

 Human resources issues (such as sexual harassment 
or discrimination) should generally be investigated 
by the HR Department and/or employment counsel

 Other general issues (non‐criminal in nature, 
unlikely to result in substantial civil liability) can be 
initially investigated in‐house

 Need to consider whether attorney‐client privilege 
may be important – involve counsel (in‐house and/or 
outside)

Who Should Investigate?
(Cont’d.)

26

 Different categories of problems are best investigated by 
different personnel:

 Criminal issues or issues likely to result in 
significant civil liability (whistleblower situations, 
high dollar overpayments, systemic problems) 
should not be investigated without the assistance of 
competent and experienced legal counsel and 
investigative team

 Attorney‐client privilege important – may want 
outside counsel involved to strengthen application of 
attorney‐client privilege

Getting Counsel Involved

27

 Expertise in white collar and compliance matters

 Familiarity with government enforcement and regulatory 
personnel

 Conflicts of interest

 Government’s perception and credibility of organization

 Familiarity with organization and industry segment

 Cost

 Independence

 Objectivity

 Disruption to ordinary business activities

 Availability
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Solutions for these Challenges

28

 Regular counsel and consultants may not be the best 
choice

 Build relationships and confidence in non‐crisis situations

 Understand disconnect between clinical, regulatory, 
business, and legal matters

 Don’t shoot from the hip

 Have an “investigation orientation” up front

 Obtain buy‐in on the process in advance

 Acknowledge and discuss these viewpoints

 Establish a provider’s non‐delegable responsibility to 
document, code, and bill correctly

Considerations with Consultants

29

 Scope of engagement

 Qualifications for specific assignment

 Privilege and work product protection

 Flow of information and coordination with counsel 

and organization personnel

Investigation Roadmap

30

 Investigations generally should follow the same basic 
roadmap:

 Identify potential issues – those already identified, 
others that should be investigated

 Identify individuals likely to have information, both 
inside and outside the company

 Identify potentially relevant documents and institute 
document “holds” to prevent destruction or disposal

 Identify individuals best suited to conduct investigation 
(in‐house resources or outside counsel and/or 
consultants)

 Prepare investigation plan – the more serious the issue, 
the more detailed the plan
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Identifying Issues

31

 What wrongdoing has already been identified?

 What other wrongdoing might be uncovered by an 
investigation?

 Investigations always turn up additional facts and 
situations having ramifications for employees and 
organization.

 Constant revision and modification of 
investigation “work plan”

Identifying Issues

32

What are the potential risks and benefits of an 
investigation?

 Risks include costs and disruptions to ordinary 
course of business – can be managed

 Risk/benefit of potentially uncovering unknown 
additional issues and/or misconduct

 Benefits include potential advantages of early 
disclosure, cooperation with any government 
investigation and potential for preferred treatment in 
charging decisions and under civil penalty provisions 
and sentencing guidelines

 No substitute for knowing the facts

Identify Relevant Documents

33

 Obvious relevant documents

 Less obvious (but still relevant) documents

 Other communications (emails)

 Notes and records of meetings. When? 
About what?
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Preserve Relevant Documents

34

 Do not destroy documents

 Suspend routine document destruction

 Destroying relevant information could be viewed as 

criminal obstruction

 Destroying relevant information could ultimately 

lead to a negative inference by law enforcement, 

judge and/or jury as to why documents were 

destroyed

Preserve Relevant Documents (Contʹd.)

35

 Issue litigation hold memo

 All persons likely to have potentially relevant 

documents

 All potentially relevant documents (including home 

computers of employees)

Identify Investigative Personnel

36

 Investigations of serious issues (large amounts at 
stake, criminal issues) should be managed by 
counsel

 Who should direct counsel?

 Senior management (CEO, COO, General 
Counsel?), but not “stakeholders”

 Board of Directors

 Audit or other independent committee of the 
Board of Organization
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In‐House or Outside Counsel?

37

Advantages to outside counsel:

 Bolster application of attorney/client and work 

product privilege 

 Preserves independence of investigation (and 

appearance of independence)

 Likely more familiar with process for conducting 

internal investigations

In‐House or Outside Counsel? (Contʹd.)

38

 Likely more familiar with government enforcement 

tactics and priorities

 May have relationships with government 

enforcement officials

 May be more familiar with the applicable laws, 

regulations and the potential penalties and 

defenses

In‐House or Outside Counsel? (Contʹd.)

39

Advantages of in‐house counsel:

 More familiar with internal policies of organization

 May have more credibility within the organization 

(not always the case)

 May be more familiar with substantive laws and 

regulations applied to day‐to‐day operations of 

business organization
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In‐House or Outside Counsel? (Contʹd.)

40

 Even if outside counsel is engaged, in‐house counsel 

can play a key role

 Familiar with the organization‐invaluable in 

identifying appropriate document sources, 

interview candidates, and describing standard 

policies

 Assist in gathering documents and other resources 

and keeping costs down

Attorney‐Client Privilege

41

 Attorney‐client privilege protects communications 
between an attorney and client

 Which were intended to be confidential

 Which were made for the purpose of obtaining legal 
advice (not business advice)

 As to which confidentiality has not been waived by 
disclosures to third parties or otherwise

More difficult to demonstrate that communications to in‐
house counsel meet each prong of this test – Advantage 
of using outside counsel

Consultants & Others

42

Attorney‐client privilege extends to agents retained by 

the attorney to assist in providing legal advice to the 

client

 Applies to secretaries and clerks

 Also applies to investigators, interviewers, 

technical experts, accountants, consultants, and 

other specialists
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Consultants & Others (Contʹd.)

43

Attorney‐client privilege applies to communications 

with agents as if communications had been with 

attorney

 Between client and agent

 Between agent and attorney

Prepare Investigation Plan

44

 In consultation with client (General Counsel and 

Compliance Officer), attorney should prepare 

investigation plan

 Identify potential issues

 Identify individuals who may have relevant 

information

 Identify potentially relevant documents

Prepare Investigation Plan (Contʹd.)

45

 Revise investigation plan as needed

Add additional issues

Add additional individuals

Add additional document sources/locations
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Making Your Investigation Plan

46

 Based on the allegation, decide what you precisely
need to know.  A broad objective can be worse 
than a narrow one.

 From whom in the company do you need 
information?

 In what order should you conduct your 
interviews?

 Consider the information others within the 
company need for post‐investigation activity

 Make sure you have informed the right managers 
that you will be conducting an investigation

Conducting Investigation‐Document 
Reviews

47

 First step is to gather and review documents

 Authorized personnel should collect and deliver 
documents to counsel (i.e. custodian of records)

 Track where documents came from

 Keep confidential documents confidential

 Identify “hot” documents

Documents that suggest wrongdoing

Documents that are exculpatory

Documents that raise questions and need further 
clarification

Getting the Proper Documents

48

 You don’t want or need every shred of paper to complete 
your inquiries.  Don’t drown in paper

 Documents are needed only to help your specific 
investigation topic

 Each type of investigation presents a different paper trail

 E‐mails generally tell useful snippets of the bigger story

 Personnel files of witnesses are helpful, but only to round 
out the picture, such as when there might be a pattern of 
conduct.

 There is no reasonable expectation of privacy in company 
systems, desks, or other company property
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Conducting Investigation ‐ Interviews

49

 Interviews should be conducted in private

 To the extent practical, have witness (associate/paralegal) 
present during interview to take notes and corroborate 
your understanding of facts and impressions of witness

 Sometimes need independent witness for potential 
impeachable testimony

 Keep notes of interview

 Do not record interviews

 Do not transcribe interviews

 May prepare written report describing facts of each 
interview

Conducting Investigation – Interviews 
(Cont’d.)

50

 Management should only be present when necessary (i.e. 
rarely)

 Employees must be advised that legal counsel represents 
company, not employees individually and what they say may 
not be kept private (“UpJohn Warning” or “Corporate 
Miranda Warning”)

 Depending on the severity of the allegations and potential 
culpability of the employee, you may choose to advise 
them of the potential need for their own counsel

 In some instances, organization may pay for employee 
counsel

 Employees must be encouraged to report if they have been 
threatened or asked to change their stories

Interviewing the Reporter

51

 The reporter is your initial source of information.  Take 

full advantage of the opportunity

Make sure you understand the substance of their report

 Don’t adopt the reporter’s characterization of the facts

 Be alert to confidentiality and retaliation concerns

 Be sure to manage the reporter’s expectations

 Start considering what the “back story” may be when 

the report is considered
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The Interview Process

52

 Interview witnesses by starting with a “skeleton” and filling in 
the landscape

 Gather intelligence on your witnesses before you interview 
them

 Make a list of interview topics, not questions.  A script will 
limit you unfairly

 The interviewer must control the interview

 Keep your opinions to yourself when conducting the interview

 Never ignore a witness’s contradictions.  And look for 
information to corroborate their statements too

 Always look for leads regarding other relevant areas of 
inquiry

The Interview Process (Contʹd.)

53

 Always maintain confidentiality during the interview

 Review your notes with the witness.  Do not ask the 
witness to sign your notes

 Do not allow tape recording of interviews

 Phone interviews are a necessary fact of life, but they 
have limited value to the investigation

Never allow joint interviews.  They can be a recipe for 
disaster

 Interview questionnaires are good for discrete questions.  
Sometime an interview is not needed

Interviewing the Implicated Person

54

 There is a difference between an interview and an 

interrogation.  The implicated person is not usually 

interviewed

 You are looking more for a confession from the implicated 

person than additional information

 The implicated person should be confronted with 

information, but there is a limit to the information to be 

shared
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Interviewing the Implicated Person (Contʹd.)

55

 The implicated person should respond and, if 

appropriate, offer mitigating circumstances to the 

allegation

 Be aware of the pitfalls of confronting the implicated 

person

 Prepare an interview memorandum after you are done.

Evaluating the Evidence

56

 You owe it to the company, the investigation process, 
and the people involved to get done quickly

 Determine whether your gathered information 
matches your scope

 The burden of proof is the preponderance of the 
evidence

 Are you sure there is no tip of the iceberg?

 Determine the credibility of the witnesses

 Don’t be afraid to get a second opinion

 Are you sure there is no tip of the iceberg?

Investigation Complete
57

Counsel should report to client, including

 Discovered facts

 Remaining unknowns

 All implicated or potentially implicated laws, 
and

 Counsel’s analysis of the facts (and unknowns) 
in light of those laws

Report must remain confidential‐limit circulation of 
report‐oral report preferred
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Internal Investigation Report

58

Oral or Written?

 Report is discoverable in litigation

 The report should be distributed within 
organization on a limited basis.

Report “should” include a summary of the facts

 Describe allegation and how it was reported

 Identify potential cause(s) of the incident

 Describe the incident in detail, including how it 
happened and/or continued and procedure of 
investigation

Internal Investigation Report (Contʹd.)

59

 Identify financial impact and any health and 
safety matters

 Identify time period in question

 Identify individuals interviewed and documents 
reviewed

 Identify individuals who should have detected 
non‐compliance

 Include at least an estimate of the magnitude of 
issue and recommendations for corrective and 
other remedial action.

Fix the Problem

60

 Using the report, identify corrective action needed 
to fix the problem

 Need to assess compliance process and policies to 
identify deficiencies in existing compliance 
programs and reporting mechanisms

 Responsible employees should be disciplined, as 
appropriate

 Additional policies, procedures, or reporting layers 
should be added as necessary to promote future 
compliance
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Now What‐ ‐ Voluntary Disclosure?

61

 Need to discuss with client:

 Whether the past conduct needs to be disclosed 

and any related liability resolved with 

government.

 Options of self‐disclosure – to whom?

Voluntary Disclosure Process

 Investigation and Evaluation

 Consider the Benefits and Risks

 Consider Which Entity to Disclose to

 Submit a Timely, Complete and Transparent 
Disclosure

 Anticipate Government Validation

 Resolution – Strategies and Options

62

Is it ʺVoluntaryʺ?

 Misprison of a Felony – 18 U.S.C, § 4 provides 
that ʺwhosoever…having knowledge…of a 
felony…conceals and does not as soon as 
possible make known the same…shall be 
fined…imprisoned…or both

Requires active concealment

 Medicare Statute – 42 U.S.C. § 1320a‐7b(a)(3) 
arguably makes it a felony to conceal or ʺfail to 
discloseʺ facts affecting right to receive payment

63



22

Is it ʺVoluntaryʺ?

 False Claims Act – Amendments to the FCA made as 
part of Fraud Enforcement and Recovery Act of 2009 
(FERA) – 31 U.S.C. § 3729(a)(1)(G)

 Illegal to ʺknowingly conceal…or knowingly and improperly 
avoid…or decrease…an obligation to pay or transmit money 
or property to the Government…

 Presentment of claim not essential for False Claims Act 
Liability under Affordable Care Act

 Affordable Care Act establishes ʺobligationʺ to report 
ʺidentifiedʺ overpayment within sixty (60) days

64

Disclosure Considerations

 Decision to disclose should be made in conjunction with 
counsel, but is a business decision – weighing potential 
risks and benefits

 Where available, disclosure may offer protections too 
significant to pass up

 Useful for substantial violations of law and 
whistleblower risk

 Leaves as an open question more minor or isolated 
violations – time + expense + minimum settlement 
may make minor disclosures prohibitively costly

 Continuing focus on compliance programs, good faith 
cooperation and prompt disclosure

65

Investigate and Evaluate

 Preserve and collect all potentially relevant 
documents

 Both hard and electronic copy‐Key Word Search

 Interview key witnesses

 Disclosure will be validated by government

 Disconnected parties should conduct internal 
investigation

66
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Weight Pros and Cons
with Counsel

 ʺVoluntaryʺ vs. Essential Disclosures

 Potential advantages of disclosing:

Goodwill with government

 Limiting possibility of external investigation

 Expediting process of resolution

 Reducing criminal and civil liability

Neutralizing whistleblower threat and lawsuits

 Lessening overall damages and penalties

67

Weight Pros and Cons (contʹd.)

 Potential disadvantages of disclosing:

 Financial loss – government motivated by 
recovery whether discovered or disclosed

 Increased government scrutiny – validation 
process

No immunity from liability or prior commitments

 Possible penalties for conduct that may have 
remained undiscovered

68

Choosing a Government Entity

 Self‐disclosure can be made to:

Office of Inspector General of the Department of 
Health and Human Services (OIG‐HHS) – Self 
Disclosure Protocol (SDP)

Centers for Medicare and Medicaid Services 
(CMS)

 Self Referral Disclosure Protocol (SRDP)

Department of Justice, U.S. Attorneyʹs Office (DOJ)

 State Attorney Generalʹs Office

69
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General Guidelines

 Disclose billing errors and mistakes to entity 
processing claims and payment

 Disclose matters indicating civil liability under 
Civil False Claims Act to DOJ and/or OIG‐HHS

 Disclose matters indicting criminal liability to 
DOJ and/or OIG‐HHS

 Where, when and how to voluntarily disclose 
involves careful considerations

70

OIG Self‐Disclosure Protocol (SDP)

 Full cooperation and complete disclosure

 Submission violates laws, not a ʺmistakeʺ

 Minimum settlement amount of $50,000

 Submit within 60 days from discovery

 False Claims Act – 30 days limits damages

 Ongoing fraud scheme = more immediacy

 Physician self‐referral matter with colorable anti‐
kickback statute violation

 Follow Self‐Disclosure Protocol, done in 3 months

71

CMSʹ Stark Self‐Referral Disclosure
Protocol (SRDP)

 Report and return overpayment 60 days from 
identification or from when cost report due

 Follow CMSʹ Protocol – SRDP

 Open access to all financial records, including work 
product

 Intended to resolve physician self‐referral matters 
(ʺStarkʺ law) without extraordinary financial liability

 When no anti‐kickback matter exists, use CMSʹ Protocol

 When anti‐kickback matter exists, must choose either 
CMS or OIG for disclosure, not both

72
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Settlement Factors

 CMS may consider the following:

 (1) the nature and extent of the improper or illegal 
practice;

 (2) the timeliness of the self‐disclosure;

 (3) the cooperation in providing additional 
information related to the disclosure;

 (4) the litigation risk associated with the matter 
disclosed; and

 (5) the financial position of the disclosing party

73

Self‐Disclosure to DOJ

 DOJ is a law enforcement agency

 Unlike OIG and CMS, no formal protocol

 Criminal jurisdiction and civil authority under 
the False Claims Act

 Ability to release organization from liability

74

Agency Coordination

 OIG confers with DOJ before acceptance

 OIG confers with DOJ before resolution

 OIG resolution not binding on DOJ

 Disclosing party can request DOJ or OIG 
presence in settlement discussions to resolve 
parallel liability

 CMS or Fiscal Agents can refer matters to OIG 
and DOJ

75
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Many Possible Settlement Factors

 Effectiveness of pre‐existing compliance program

 Nature of the conduct and financial impact

 Ability to repay

 First‐time offender, isolated and distinct incident

 Low‐level bad actors

 Efforts to correct problem

 Successor liability under former management

 Period of conduct

 How matter was discovered

 Level of cooperation, candor, flexibility

 Relationships

 Etc. 

76

Final Advice

 There is no ʺone size fits allʺ approach to 
voluntary self‐disclosure

 These decisions should be made with the 
assistance of competent and experienced 
counsel

77
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Why are effective internal investigations important to an organization?  What drives the need 
for internal investigations?  Legally?  Practically, etc. 
 
What is the role of an internal investigation when dealing with a larger organizational crisis or 
matter? 
 
When must you investigate?  Is there a duty to investigate? 
 
How do you structure an internal investigation and when and how do you employ the 
attorney/client and work product privilege? 
 
What are some common pitfalls to be avoided when conducting an internal investigation?  
What about Upjohn warnings? 
 
What are some basic employee rights during an internal investigation and when do you fire a 
culpable employee and take corrective action? 
 
What kind of legal claim may be actionable when things go wrong during an internal 
investigation? 
 
Should an organization have a basic protocol or standard and/or Code of Conduct for 
conducting internal investigations? 
 
What is an appropriate scope for an internal investigation and how much investigation is 
sufficient? 
 
Who should be notified or involved in an internal investigation and when do you involve them?  
What should be explained about the purpose of an internal investigation and when should this 
take place?  Who should conduct an internal investigation?  Counsel?  Consultants?  
Investigators? 
 
When should an organization collaborate with a particular enforcement agency when 
conducting an internal investigation of misconduct and/or other non‐compliant activity?  
 
What are the most common management concerns during an internal investigation and how 
are they typically addressed? 
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What is a basic investigation roadmap?  Issues?  Documents?  E‐data?  Witnesses? 
 
How do you conduct interviews?  How do you interview the reporter?  A witness?  How would 
you interview the subject or target of the investigation? 
 
How do you know when your investigation is complete? 
 
What do you do when your investigation is complete?  What about a report?  Oral or written?  
Is it protected? 
 
When should an organization consider making a "voluntary disclosure"? 
 
What are best practices for voluntary disclosure and what are the pros and cons for when to 
submit a voluntary disclosure? 
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Overview

• Basics of Stark Law and AKS

• Reasons for Review of Physician 
Relationships 

• Audit Process for Review of Physician 
Relationships

• Responses to Audit Results

• Tips to Avoid Liability for Noncompliant 
Relationships

2

Basics of the Stark Law

The Physician Self-Referral Statute (“Stark Law”), 42 U.S.C. 
1395nn, prohibits: 

1. Physicians from referring Medicare/Medicaid patients for 
certain designated health services (DHS) to an entity with 
which the physician or a member of the physician's 
immediate family has a financial relationship—

2. It also prohibits an entity from presenting or causing to be 
presented a bill or claim to anyone for a DHS furnished as a 
result of a prohibited referral.

Unless an exception applies.

3
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Strict Liability Law

• Intent is Not Relevant
► Does not matter if the 

prohibited financial 
relationship results from 
innocent error or 
inadvertence

• Technical Violations = 
Violations

Examples of Financial Relationships
• Direct or Indirect Ownership:

► Equity/stock 

► LLC membership interests 

► Partnership interests

► Secured debt, loans

• Direct or Indirect Compensation:

► Leases between health care facilities 
and physicians or physician groups

► Medical director agreements and 
other service agreements

► Independent contractor relationships 
with physicians

► Employment arrangements

► Incidental medical staff benefits

• Look for  any remuneration! 

• Bottom Line:  Does the arrangement 
create any sort of benefit for a physician 
or his or her immediate family member?  

5

Stark Exceptions
Common Elements to Many Compensation 

Exceptions

• Written agreement signed by both parties
• One year minimum term
• Compensation set in advance
• Fair market value
• Commercially reasonable (includes the 

concept of “needed and necessary”)
• Compensation cannot take into account 

volume or value of referrals or other business
• NO percentage or “per-click” compensation 

for space or equipment leases

6
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Basics of the 
Anti-Kickback Statute

• Criminal offense to knowingly and willfully 
offer, pay, solicit or receive any remuneration 
to induce referrals of items or services 
reimbursable by a federal health care 
program
► No actual knowledge or specific intent required

• “Remuneration” includes the transfer of 
anything of value, in cash or in kind, directly 
or indirectly, covertly or overtly

Anti-Kickback Statute Liability 

• Criminal and civil penalties

• $25,000 per offense

• Imprisonment up to 5 years

• Civil monetary penalties (exclusion and 
$50,000)

• False Claims Act liability (3 times 
damages)

Anti-Kickback Statute: 
Safe Harbors

• Investment Interests
• Space Rental
• Equipment Rental
• Personal Services and 

Management Contracts
• Sale of practice
• Warranties
• Discounts
• Employees
• Group Purchasing Organizations
• Waiver of Beneficiary Coinsurance 

and Deductibles
• Beneficiary incentives offered by 

Health Plans
• Price Reductions Offered to 

Health Plans

• Practitioner Recruitment
• OB Malpractice Insurance 

Subsidies
• Investments in Group Practices
• Cooperative Hospital Service 

Organizations
• Ambulatory Surgical Centers
• Referral Arrangements for 

Specialty Services
• Price Reductions Offered to 

MCOs
• Price Reductions Offered by 

Contractors to MCOs
• Ambulance Replenishing
• Electronic Prescribing
• Electronic Health Records
• Health Centers



3/17/2015

4

Overview

• Basics of Stark Law and AKS

• Reasons for Review of Physician 
Relationships

• Audit Process for Review of Physician 
Relationships

• Responses to Audit Results

• Tips to Avoid Liability for Noncompliant 
Relationships

Reasons for Review of Physician 
Relationships

• Changes in Anti-Kickback Statute and 
False Claims Act

• Enhanced penalties and liability for 
retention of overpayments for longer than 
60 days

• Increased regulatory scrutiny and 
enforcement actions

• Demonstration of effective compliance 
program

False Claims Act

• The Federal False Claims Act (31 U.S.C. § 3729) 
makes it unlawful to, among other things,
► Knowingly present, or cause to be presented, a false 

or fraudulent claim for payment or approval;
► Knowingly make, use, or cause to be made or used, a 

false record or statement material to a false or 
fraudulent claim;

► Knowingly make, use, cause to be made or used, a 
false record or statement material to an obligation to 
pay or transmit money or property to the Government, 
or knowingly conceal or knowingly and improperly 
avoid or decrease an obligation to pay or transmit 
money or property to the Government.
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False Claims Act after FERA

• Reverse false claims after Fraud 
Enforcement and Recovery Act of 2009
► “Any person who . . . knowingly makes, uses, 

or causes to be made or used, a false record 
or statement material to an obligation to pay 
or transmit money or property to the 
Government or knowingly conceals or 
knowingly and improperly avoids or 
decreases an obligation to pay or transmit 
money or property to the Government . . ..” 
(31 U.S.C. § 3729(a)(1)(G))

False Claims Act and PPACA

• Under PPACA, overpayments must be 
reported and returned by the later of:
► 60 days after the date on which the overpayment 

was identified; or
► The date any corresponding cost report is due, if 

applicable.

• Failure to return an overpayment constitutes:
► An “obligation” for the purposes of the FCA; and
► Grounds for the imposition of civil monetary 

penalties.

False Claims Act Penalties

• Violations of the Federal False Claims Act 
are punishable by:
► civil penalties of $5,500 - $11,000 per claim 

plus 3 times the amount of damages which 
the Government sustains as a result of the 
false claim; and

► discretionary exclusion from participation 
in the Medicare and Medicaid programs. 
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False Claims Act- Qui Tam Provisions

• The “Qui Tam” provisions of the Federal 
False Claims Act allow private citizens (called 
“relators”) with knowledge of past or present 
fraud to file suits on behalf of the federal 
government.

• If the “whistleblower suit” is successful, the 
relator may receive 15-30% of the 
government’s recovery.
► The whistleblowers (and their attorneys) involved 

in the 2009 Pfizer False Claims Act 
settlement received more than 
$102 million.

Focused Arrangements 
as Part of CIA Review

CIA’s define “focused arrangements” as:

• Between entity and actual source of health care business or referrals 
to medical center and involves, directly or indirectly, the offer, 
payment, or provision of anything of value;

• Between entity and any physician who makes a referral to medical 
center for designated health services; or

• Is between entity and any physician (or a physician’s immediate 
family member)  or medical practice that involves, directly or 
indirectly, the offer, payment or provision of anything of value in 
anticipation of that physician becoming an actual source of health 
care business or referrals (e.g., for purposes of recruitment)

Physician Arrangements in the Headlines

“Healthcare System – Judge Orders Health System to pay $237 
Million”
• The issue: The hospital offered 10-year employment contracts to 19 specialists in 

exchange for performing all outpatient procedures at the Hospital or its other facilities, 
as they were concerned that referring physicians would shift outpatient procedures 
from their hospital to their own practices or an ambulatory surgery center.
► Compensation was based off of net cash collections for outpatient procedures and productivity 

bonus that was found to be above Fair Market Value

• On May 8, 2013 a Federal jury found that the hospital’s compensation agreements with 
19 employed physicians ran afoul of the Stark law, which turned the hospital’s claims 
for Medicare services by the 19 physicians into false claims. 

• On September 30, 2013 a federal judge ordered the Healthcare System was ordered to 
pay more than $237 million for violating False Claims Act and Stark law

http://www.justice.gov/usao/nce/press/2013/2013-may-10_03.html; 
http://archive.wltx.com/assetpool/documents/131001012609_Juge%20Seymour_Ruling_on_Tuomey_Healthcare.pdf

Source: Report on Medicare Compliance: Volume 22, Number 35 10/7/13
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Physician Arrangements in the Headlines
(cont.)

“Florida Hospital System Agrees to Pay the Government $85 
Million to Settle Allegations of Improper Relationships with 
Referring Physicians”
• The issue: The hospital entered into contracts with six medical oncologists that 

provided an incentive bonus that improperly included the value of prescription drugs 
and tests that the oncologists ordered and the hospital billed to Medicare. The hospital 
also allegedly paid three neurosurgeons more than the fair market value of their work.

• In a Nov. 13, 2013, ruling, the U.S. District Court for the Middle District of Florida ruled 
that the hospital’s contracts with its medical oncologists violated the Stark Law. The 
case was set for trial on March 3, 2014, on the government’s remaining claims.

• On March 11, 2014, the parties reached a settlement whereby the hospital paid $85 
million to settle the claims and agreed to enter into a Corporate Integrity Agreement.

Source: http://www.justice.gov/opa/pr/2014/March/14-civ-252.html

Physician Arrangements in the Headlines
(cont.)

Physician and Cardiology group settle Stark-
based case
• A physician and a cardiology group have agreed pay $1 

million in connection with their allegedly improper 
compensation relationships with a regional hospital and 
medical center.

• Usually it is the hospitals that face Stark-based FCA 
allegations, however this case demonstrates that there is 
exposure for physicians under Stark as well. 

Source: http://www.justice.gov/usao/wvn/news/2014/april/batra.html

Overview

• Basics of Stark Law and AKS

• Reasons for Review of Physician 
Relationships

• Audit Process for Review of Physician 
Relationships

• Responses to Audit Results

• Tips to Avoid Liability for Noncompliant 
Relationships
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Audit Process for Review
of Physician Relationships

• Objective
► Determine whether all transactions that 

potentially meet the definition of a physician 
contract are included in the database.

• Goal
► Every payment to a physician should be matched 

to a contract and its required documentation. 

► Payments without a corresponding contract 
or documentation are flagged for additional 
investigation.

Audit Process for Review 
of Physician Relationships

• Step One -- Establish the audit 
parameters.
► Who performs audit?

-Can it be done effectively by a member of 
your team?

► Will the audit be performed under privilege?

► What is the purpose and scope of the audit?

Audit Process for Review 
of Physician Relationships

• Step Two – Gather documents for review.
► Determine how entity tracks contracts and payments

- Centralized database? If not, where is all information?
► Fair market value information for agreements
► Inventory of equipment and space being used by 

physicians
► Time records and logs 
► General ledger accounts, accounts payable 

distribution & vendor master file
► Accounts payable and payroll information for 

payments to physicians
► Accounts receivable for payments from physicians
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Audit Process for Review 
of Physician Relationships

• Step Three – Review and analyze documents. 
► Is there a written agreement for all payments to or 

from physicians?  
► Is expected time commitment included?
► Has the agreement expired?
► Is the agreement at FMV and commercially 

reasonable?  
- Has it been reviewed in the past 2-3 years?

► Are the parties complying with the terms of the 
agreement?

► Does the agreement comply with requirements of the 
applicable Stark exception?

Audit Process for Review 
of Physician Relationships

• Step Three – Review and analyze documents.
► Are all listed duties being performed?
► Are payments being made in compliance with the 

agreement?
► Has the relationship changed substantially since the 

agreement’s execution?
► Does the agreement comply with current regulations?
► Are detailed time sheets being submitted?
► Is space utilization documentation available?
► How is non-monetary compensation tracked?

Audit Process for Review 
of Physician Relationships

• Step Four – Conduct interviews of 
personnel to verify information and fill in 
any gaps.
► Performance of duties

► Continued business need

► Change in relationship or arrangement

► Walk through of facility to determine if 
undocumented space or equipment rentals
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Overview

• Basics of Stark Law and AKS

• Reasons for Review of Physician 
Relationships

• Audit Process for Review of Physician 
Relationships

• Responses to Audit Results

• Tips to Avoid Liability for Noncompliant 
Relationships

Common Issues
• Expired agreements

► 6-month holdover provision?
► Renewal provisions of agreement?
► Other writings to support extension?

• Lack of proper approvals
► Other writings to support approval?

• No written agreement or other “technical” 
deficiency
► Several writings that together support 

agreement?
► Temporary noncompliance argument?

Common Issues

• Lack of documentation to support payment or 
noncompliance with payment terms, rates or 
caps
► Schedules or other documents to support work?

• Changed duties or payment terms
► Documentation to support change? 

• Lack of FMV support
► Consider obtaining retrospective valuation?
► Other contemporaneous documentation to 

support?
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Potential Responses 
to Common Issues

• Repayment of claims

• CMS Voluntary Self-Disclosure Protocol
► Available at: http://www.cms.gov/Medicare/Fraud-and-

Abuse/PhysicianSelfReferral/Downloads/6409_SRDP_Prot
ocol.pdf

• OIG Self Disclosure Protocol
► Available at:  http://oig.hhs.gov/compliance/self-disclosure-

info/files/Provider-Self-Disclosure-Protocol.pdf

• U.S. Attorney’s Office or State Attorney General 
Office

Potential Responses 
to Common Issues

• Realize the threat of whistleblowers
►Who might be a whistleblower?

►Application of False Claims Act

►You can not afford the risk of not taking 
appropriate steps to try and minimize 
this risk.

Overview

• Basics of Stark Law and AKS

• Reasons for Review of Physician 
Relationships

• Audit Process for Review of Physician 
Relationships

• Responses to Audit Results

• Tips to Avoid Liability for Noncompliant 
Relationships
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Tips to Avoid Liability for Noncompliant 
Relationships

• Implement a contract approval process that 
covers the initiation, development, review, 
approval, and performance
► Legal review by experienced regulatory counsel
► Approval by appropriate management and 

governing body
► Keep documentation that the contracted work is 

necessary and at fair market value
► Documentation of all internal controls, the 

purpose of   which is to ensure that all new and 
existing or renewed  arrangements do not violate 
the Anti-kickback Statute and Stark law

Tips to Avoid Liability for Noncompliant 
Relationships

• Ensure that any arrangement meets the 
following:
► In writing, signed by both parties

► Meets applicable Stark exception

► In a database or contract management system

► No relationship to referrals

► Needs assessment to justify position or activity

► Documentation related to FMV determination

► Payment and performance reviews and approvals

Tips to Avoid Liability for Noncompliant 
Relationships

• Create and maintain a database of all existing 
and new or renewed physician arrangements 
and establish detailed procedures for entering 
into arrangements 
► Only one database should be used

► Maintain centralized database that implements requirements 
recommended by the OIG in CIAs

► Reconcile database with payments made/received under 
physician arrangements at least quarterly (i.e., test of 
completeness and accuracy of the contract database)

► Require all related documentation to be stored in databas
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Tips to Avoid Liability for Noncompliant 
Relationships

• Update agreements if there is a change in the 
relationship (i.e., changes in services, space, or 
compensation) 

• Detailed tracking of remuneration between all 
parties to arrangements
► No payment without documentation

► If the arrangement involves services, track service and activity 
logs

► If the arrangement involves space or equipment, monitor the use 
of leased space or equipment

Tips to Avoid Liability for Noncompliant 
Relationships

• Ensure compliance program addresses 
physician arrangements
► Increase emphasis on existence of adequate systems 

of internal control and risk management

► Require all “covered persons” to agree to abide by the  
organization’s Code of Conduct in connection with 
arrangement

► Provide training on the regulatory requirements for 
compliant arrangements and potential risk areas

Tips to Avoid Liability for Noncompliant 
Relationships

• Ensure compliance program addresses 
physician arrangements
► Periodically audit existing physician arrangements to 

ensure continued compliance

► Develop policies and procedures to investigate and 
take appropriate corrective action, including the timely 
report and refund of identified overpayments if there 
is a concern that a physician arrangement may not be 
in compliance 
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QUESTIONS



1

Deloitte & Touche LLP

April 22, 2015

Part 1 - 340B Overview

Debra A. Muscio, MBA, CHC, CCE, CFE
SVP, Chief Audit, Ethics & Compliance Officer
Community Medical Centers

Karolyn Woo-Miles
Senior Manager

This presentation contains general information only and Deloitte is not, by means of this 
presentation, rendering accounting, business, financial, investment, legal, tax, or other 
professional advice or services. This presentation is not a substitute for such professional 
advice or services, nor should it be used as a basis for any decision or action that may affect 
your business. Before making any decision or taking any action that may affect your 
business, you should consult a qualified professional advisor.  Deloitte shall not be 
responsible for any loss sustained by any person who relies on this presentation.

Karolyn Woo-Miles has no actual or potential conflict of interest in relation to this 
presentation.

Statement of Conflicts of Interest

- 3 -

Overview of the Federal 340B Drug Pricing Program

Current State of 340B

Overview of HRSA Audit Process

Compliance Program Challenges and Considerations

Updates for 2015
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What is 340B?

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Veterans Health Care Act of 1992 requires pharmaceutical manufacturers whose 
drugs are covered by Medicaid to provide discounts on outpatient covered drugs 
purchased by specific public health services that serve the nation’s most vulnerable 
patient populations.

• Eligible entities receive discounts based on the utilization of pharmaceuticals by 
covered outpatients. Covered entities must enroll in the program to participate. 

• The program sits under the Health Resources and Services Administration (HRSA)
and administered by the Office of Pharmacy Affairs (OPA). 

- 5 -

What is 340B?
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Drug Pricing 
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Compliance 
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Challenges &
Considerations

Updates for 2015

• 2012 annual 340B drug sales were roughly $7 billion, representing approximately 3% 
of all U.S. drug purchases.

Entity Type

FY 2012

Sales
% of Total Sales to 340B 

Entities

Critical Access Hospitals $86,580,619 1.25%

Free-Standing Cancer Hospitals $33,110,213 0.48%

Rural Referral Centers $35,783,389 0.52%

Sole Community Hospitals $60,064,532 0.87%

Total 340B Sales $6,941,926,458 3.12%

Source: US Department of Health and Human Services: Health Resources and  Services Administration (HRSA). Veterans Health Care Act of 1992, Public Law 102- 585. http://www.hrsa.gov/opa/programrequirements/publiclaw102585.html.
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Covered Entities

Overview of the 
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340B
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Challenges &
Considerations

Updates for 2015

• Populations Served and Qualifications

Covered Entity Type Non-Profit/Govt. Contract DSH%

Disproportionate Share Hospital (DSH) Yes > 11.75%

Children’s Hospital Yes > 11.75%

Free Standing Cancer Hospital Yes > 11.75%

Sole Community Hospital Yes ≥ 8%

Rural Referral Center Yes ≥ 8%

Critical Access Hospitals Yes No

AIDS Clinics and Drug Programs Yes No

Black Lung Clinics Yes No

Hemophilia Treatment Centers Yes No

Urban Indian Clinics/638 Tribal Centers Yes No

Title X Family Planning Clinics Yes No

Source: U.S. Department of Health and Human Services Health Resources and Services Administration (HRSA) Office of Pharmacy Affairs (OPA)
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Savings Opportunities

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• The 340B Program provides the third deepest discount on pharmaceuticals in the U.S., 
trailing only the Department of Defense and Veterans Healthcare Administration 
contracts

• A typical 340B hospital can expect to save approximately 25% to 35% off of the Group 
Purchasing Organization (GPO) cost for drugs used for covered outpatients

• Savings are often most significant for brand name drugs

• Certain drugs have savings of more than 50%
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340B Program Prohibitions

Overview of the 
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Drug Pricing 

Program

Current State of 
340B
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Duplicate 
Discount
Duplicate 
Discount

Covered entity is prohibited from accepting a discount for a drug 
that would also generate a Medicaid rebate to the State. 

DiversionDiversion Covered entity shall not resell or otherwise transfer the drug to a 
person who is not a patient of the entity.

GPO ExclusionGPO Exclusion
DSH hospitals, children’s hospitals, and free-standing   cancer 
hospitals may not obtain covered outpatient drugs through a  
GPO or other group purchasing arrangement.

Orphan DrugsOrphan Drugs
Free-standing cancer hospitals, rural referral centers, sole 
community hospitals, and critical access hospitals may not 
purchase selected rare disease drugs at 340B prices.

Source: US Department of Health and Human Services: Health Resources and  Services Administration (HRSA). Section 340B of the Public Health Services Act.. 1-3. http://www.hrsa.gov/opa/programrequirements/phsactsection340b.pdf.

Source: U.S. Department of Health and Human Services Health Resources and Services Administration (HRSA) Policy Release
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Qualifying Criteria
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• Drugs must be administered to a qualified patient:

– Covered entity has established a relationship with the individual, such that the covered entity 
maintains records of the individual’s health care; and 

– Individual receives health care services from a health care professional who is either employed 
by the covered entity or provides health care under contractual or other arrangements such that 
responsibility for the care provided remains with the covered entity; and 

– Individual receives health care service(s) from the covered entity which is consistent with the 
services(s) for which grant funding or federally-qualified health center look-alike status has been 
provided to the entity.

• Outpatient use only

• Drugs must be administered in a hospital point of service that would qualify as a 
“reimbursable cost center” on the Medicare cost report:

– Includes qualified outpatient facilities (e.g., physician clinics, surgery centers)

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Notice Regarding  Section 602 of the Veterans Health Care Act of 1992 Definition of “Patient”. 1543-1546. Federal Register Vol.72 No. 8, January 12, 2007. 
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/definitionofpatient011207.pdf
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Definition of a Qualified Patient

Overview of the 
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340B

Overview of 
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Compliance 
Program 

Challenges &
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Updates for 2015

• Person is not a “patient” of a covered entity if the only health care service the individual 
receives is the dispensing of a drug or drugs for subsequent self-administration or 
administration in the home setting

• Examples of gray areas:

– Covered Entity patient returns to the Covered Entity pharmacy to fill a prescription for conditions 
treated by outside health care providers

– Outpatient initiatives by a Covered Entity (e.g., provision of care in mobile clinics, at prisons, 
etc.) 

– Treatment of services referred by the Covered Entity to an outside provider

• New guidance likely in the future:

– Government Accountability Office (GAO) has advocated for a “new, more specific definition of a
340B patient”
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340B and Medicaid
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• Covered entities may not receive a 340B discount for drugs that are subject to a 
Medicaid rebate:

– Providers required to inform HRSA (by providing their Medicaid billing number) at the time they 
enroll if they plan to purchase and dispense 340B drugs for their Medicaid patients and bill 
Medicaid

– Follow procedures established by State Medicaid agencies

• State Medicaid program may:

– Require Covered Entities to carve out Medicaid patients from 340B so the State can claim the 
rebate

– Allow Covered Entities to use 340B drugs for Medicaid patients, and reduce Medicaid 
payment to the Covered Entity

– Allow Covered Entities to use 340B drugs for Medicaid patients, 
and pay an increased dispensing fee

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Clarification of HRSA Audits of 340B Covered Entities. 1-2. 340B Drug Pricing Program Notice 
Release No. 2012 -1.1. February 8, 2013. http://www.hrsa.gov/opa/programrequirements/policyreleases/auditclarification020813.pdf
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340B and Medicaid
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• Your turn: What challenges might a covered entity experience with 340B Medicaid 
billing compliance?

– State-specific guidelines create multiple implementation models 

– Limited state guidance (i.e. MCO vs. FFS)

– Developing multiple charge algorithms for hospital-based billing

– NDC accuracy

– Price updates

– Technology limitations 

– Manual process

– Lack of cohesion amongst hospital departments

– Lack of monitoring/internal controls
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Contract Pharmacy
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Federal 340B 
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• “Ship-To/Bill-To” arrangements:

– Covered Entity pays for drugs at 340B price under its contacts with manufacturers

– Drugs are shipped to the contract pharmacy, which maintains inventory

• Contract pharmacy bills payors/patients on behalf of the Covered Entity:

– Fees for contract pharmacies subject to negotiation

– Covered Entity can establish discounts for patients

• Inventory and cash-flow is usually managed by a software system and/or third party 
intermediary. 

• Covered Entities must establish a mechanism to screen individuals to determine if they 
qualify as a patient of the Covered Entity, and track ordering, receipt, and dispensing of 
340B drugs:

– Limited guidance on requirements

• Compliance with 340B program rules is always the responsibility of the Covered 
Entity
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340B Entities by Number of Contract Pharmacies, July 2014

340B Contract
Pharmacies in

Network

340B
Entities

Share of 340B
Entities

Total # of 340B
Contract

Pharmacy
Relationships

Share of 340B
Contract Pharmacy

Relationships

Average
Pharmacy

Network Size

0 19,967 80.6% 0 0 0

1 1,931 7.8% 1,931 5.5% 1

2-5 1,574 6.4% 4,659 13.2% 3

6-10 560 2.3% 4,334 12.3% 8

11-25 446 1.8% 7,329 20.7% 16

More than 25 290† 1.2% 17,090 48.4% 59

Total 24,768* 100% 35,343 100%

*Source:   ApexusanalysisofHRSA’smasterdatabaseofcoveredentities,April2014
†290=140disproportionatesharehospitals+120children’shospitals+30other

- 15 -

HRSA Guidelines—2010 Contract Pharmacy Federal Register Notice

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

1. Covered entity must purchase the 340B drug
2. Contract pharmacy agreement must specify that the parties will provide 

comprehensive pharmacy services
3. Covered entity must inform patients that they are free to choose a pharmacy provider
4. Both parties will adhere to federal, state and local laws
5. Contract pharmacy must provide the covered entity with reports that are consistent

with standard business practice
6. Both parties will work together to establish and maintain a tracking system                      

sufficient to prevent diversion and verify patient eligibility
7. Drugs purchased under 340B will not be used to fill Medicaid prescriptions.

8. Both parties will identify information that is necessary for the covered entity to                        
evaluate whether the program is in compliance and the contract pharmacy                             
will make such information available for use in independent audits                                        
performed by covered entity

9. Both parties will be subject to outside audits
10. Copy of the contract must be provided to the OPA upon written request

Source: US Department of Health and Human Services: Health Resource and Services Administration. Notice Regarding 340B Drug Pricing  Program-Contract Pharmacy Services. 10272-10279. Federal Register Notices Vol.75 , 
No 43.. March 5,2010. http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf 



6

- 16 -

340B Recertification Requirements
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• The Affordable Care Act requires HRSA to develop and maintain procedures 
for Covered Entities to regularly update their 340B information

• Importance of maintaining current and accurate 340B  database information

– Used by manufacturers to screen Covered Entities

– Publicly available at http://opanet.hrsa.gov/opa

– HRSA recommends listing all sites that will utilize 340B drugs

– Requires registration of all contract pharmacy arrangements

• Timeline for database updates and recertifying compliance:

– Ryan White programs, STD/TB, family planning clinics completed 2012

– Federally Qualified Health Center (FQHCs) completed February 2013

– DSH Hospitals completed September 2013

• Registration changes may only be submitted the first 15 days  
of the quarter (October 1-15; January 1-15; April 1-15; July 1-15) 

– Become effective the start of the following quarter

Source: PPACA § 7102(a); Public Health Service Act, 42 U.S.C. § 256b(d)(2)(b)
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340B Recertification Requirements
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• Covered Entity will attest to the following:

1. All information listed on the 340B program database for that Covered Entity is complete, 
accurate, and correct

2. Has continuously met all 340B program eligibility requirements

3. Complying with all requirements and restrictions of Section 340B of the Public Health 
Service Act and any accompanying regulations or guidelines including, but not limited to, the 
prohibition against duplicate discounts/rebates under Medicaid, and the prohibition against 
transferring drugs purchased under 340B to anyone other than a patient of the entity

4. Maintains auditable records demonstrating compliance with the requirements outlined 
above.
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340B Recertification Requirements
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• Covered Entity will attest to the following:

5. Has systems/mechanisms in place to ensure ongoing compliance with the 
requirements outlined above

6. If the Covered Entity uses contract pharmacy services, the arrangement is being performed 
in accordance with OPA requirements and guidelines including, but not limited to, that the 
Covered Entity obtains sufficient information from the contractor to ensure compliance with 
applicable policy and legal requirements, and the Covered Entity has utilized an appropriate 
methodology to ensure compliance (e.g., through an independent audit or other mechanism)

7. Acknowledges its responsibility to contact OPA as soon as reasonably possible if there 
is any material breach by the Covered Entity 

8. If the entity does not notify OPA in a timely fashion, the entity acknowledges that it may be 
required to remit payment  back to manufacturers which would represent the difference 
between the 340B discounted price and the drug’s non-340B purchase price
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A New Era for 340B
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2013
• Senate Appropriations 

Committee later 
reaffirms 340B’s intent 
in July 2013.

• Bipartisan letters of 
support  are issued 
from over 100 
lawmakers in August 
2013.

2010
• 340B program was 

significantly expanded 
with the passage of 
the Affordable Care 
Act and the concurrent 
release of additional 
federal guidance

• Additional expansion 
included provisions for 
contract pharmacy 
partnerships that 
allowed participating 
entities to partner with 
retail pharmacies to 
help service their 
patients

2011
• Expansion resulted in 

increased scrutiny 
from lawmakers and 
drug manufacturers.  

• 9/23/2011 GAO report 
and 11/9/2011 press 
release issued by 
Senator Chuck 
Grassley are critical of 
340B program 
oversight. 

2012
• In response to scrutiny 

regarding program 
oversight, OPA briefed 
the Senate 
Appropriations 
Committee in 
February 2012:

• Plans to strengthen 
program to ensure 
compliance with 
existing requirements

• Timetable for issuing 
new regulations that 
address compliance 
concerns raised by 
both OIG and GAO 

Source: http://www.grassley.senate.gov/news/news-releases/agency-confirms-poor-oversight-federal-discount-drug-program.
Source: http://www.gpo.gov/fdsys/pkg/CRPT-113srpt71/pdf/CRPT-113srpt71.pdf
Source: http://www.snhpa.org/files/senate_signon_letters.pdf
Source: http://www.snhpa.org/files/340B_draft_052313.pdf
Source: http://www.hrsa.gov/opa/programrequirements/policyreleases/programintegrity021012.pdf
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Recent 340B Program Developments

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Congress Agrees to More than Doubles 
Program Funding 

• 2014 HRSA OPA budget rises from $4.4 million to 
$10.2 million

Office of Inspector General (OIG)

• Releases its first report on 340B contract pharmacy 
programs 

• Report indicated that there were inconsistencies with 
contract pharmacy implementations across the 
country due to unclear program restrictions and 
requirements

• On February 7, 2013, HRSA issued a policy release to 
clarify its position regarding the GPO Exclusion.  
Compliance deadline was April 7, 2013 and extended 
to August 7, 2013:  

- Hospital subject to the GPO prohibition may not 
purchase covered outpatient drugs through a 
GPO for any of its covered locations.

- Means opening wholesale acquisition cost (WAC) 
accounts with their drug wholesalers and overhauling 
their virtual drug inventory software 

• Covered entities found in violation will be considered 
ineligible and immediately removed from the 340B 
Program. May be subject to repayment to 
manufacturers:

- Covered entities unable comply by the extended 
deadline must immediately notify HRSA, and will be 
terminated from the program

• Non-compliant hospitals identified by HRSA after the 
extension will be involuntarily terminated

GPO Prohibition Clarification 

Source: US Department of Health and Human Services: Health Resource and Services Administration. Notice Regarding 340B Drug Pricing  Program-Contract Pharmacy Services. 10272-10279. Federal Register Notices Vol.75 , No 43.. March 5,2010. 
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf 
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Recent 340B Program Developments

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Updated Overview of 340B Registration Process Issued in April 2014
All supporting documents must be sent to OPA on the SAME day that hospitals submit registrations. Registrations without 
required documents will be deleted without being reviewed and the hospital will be notified.

• Clarification of qualification criteria for Hospitals:

- Owned or operated by a State or Local government, and submit a Certification of Ownership/Operation form.

- Private, non-profit hospital with a valid contract with a State or Local government to provide health care services to low-
income individuals who are not entitled to benefits under Medicare or eligible for State Medicaid, and must submit a 
Certification of Contract form.

- Public or private non-profit hospital that has been formally granted governmental powers.

• Clarification of qualification and registration of outpatient facilities:

- All outpatient clinics and services that are located outside of the 4 walls of the hospital and intend to use or purchase 
340B drugs for its patients must register in the 340B program.

- If there is an off-site location that is a hospital or medical center, or even a small office with several services being 
provided, each clinic/department/service must be registered separately.

Recertification

• Affordable Care Act requires HRSA to develop and 
maintain procedures for Covered Entities to regularly 
update their 340B information:

- Hospitals must complete an annual recertification to 
continue program participation

Source: US Department of Health and Human Services: Health Resource and Services Administration. Notice Regarding 340B Drug Pricing  Program-Contract Pharmacy Services. 10272-10279. Federal Register Notices Vol.75 , No 43.. March 5,2010. 
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf 
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Fallout from the Orphan Drug Exclusion Lawsuit

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Drug industry lawsuit challenges legality of HRSA’s October 2013 regulation that 
allows certain rural and free-standing cancer hospitals to buy orphan drugs at 340B 
pricing when prescribed for non-orphan indications:

– May 2014 - Federal district court ruled that HRSA lacks the authority to legislate on Orphan 
Drugs 

– July 2014 - HRSA issues an interpretive rule in response to the ruling of the federal district court 
to uphold their stance on Orphan Drug Exclusion rule

• Question as to whether the interpretive rule will be challenged again. Answer may lie in 
future guidance on remaining policy items (i.e., patient definition, managed Medicaid, 
etc.

• Additional questions remain as to the enforceability of the interpretive rule. 

• HRSA’s actions point to the issuing interpretive rules vs a “mega-regulation” as 
originally anticipated. 

Source: US Department of Health and Human Services: Health Resource and Services Administration. Notice Regarding 340B Drug Pricing  Program-Contract Pharmacy Services. 10272-10279. Federal Register Notices Vol.75 , 
No 43.. March 5,2010. http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf 
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Future Legislative Rules/Regulations

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• By statute, HRSA may issue program regulations in the following areas:

– Create a mandatory administrative dispute resolution process for 340B

– Impose fines on drug makers for knowing and intentional overcharges, and

– Impose fines on Covered Entities violating the 340B statute knowingly and intentionally and 
remove them from the program for systematic and egregious misconduct

** The timetable for these regulations is not 
known at this time

Source: US Department of Health and Human Services: Health Resource and Services Administration. Notice Regarding 340B Drug Pricing  Program-Contract Pharmacy Services. 10272-10279. Federal Register Notices Vol.75 , No 43.. March 5,2010. 
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/contractpharmacyservices030510.pdf 
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Unanswered Questions

Overview of the 
Federal 340B 
Drug Pricing 
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340B
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HRSA Audit 
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Covered entities still lack clarity on many critical program components:

– Patient eligibility

– Hospital eligibility criteria

– Medicaid Managed Care Organizations

– Transparency in 340B price information

– Program intent

– Contracted and employee physicians

– Contract pharmacy oversight

– Eligibility of hospital off-site facilities

– Accurate 340B ceiling pricing

– Mandatory manufacturer credit or refund process

– Covered outpatient drug

– Penny pricing policy
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Hot Topics for the Rest of the Year

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Contract 
Pharmacy 

Developments

Contract 
Pharmacy 

Developments

 Limited guidance remains on program implementation
 OIG report highlights inconsistencies with program 

implementation, which could pave the way for future regulations 
(most likely in the form of interpretive rule) 

 Many contract pharmacy vendors are tightening prescription 

capture criteria.

Specialty 
Pharmacy 
Programs

Specialty 
Pharmacy 
Programs

 Covered Entities and Contract Pharmacy vendors looking to 
create programs concentrating on “specialty” drugs

 Questions with regards to how some of the arrangements meet 
patient definition requirements

Managed 
Medicaid
Managed 
Medicaid

 Ambiguity in 340B Managed Medicaid billing within the program 
and limited guidance on requirements as it relates to Duplicate 
Discount

 Although many states do not seek rebates on Managed 
Medicaid plans, manufacturers still seeking their exclusion from 
the program
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Legislative Outlook
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Compliance 
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Challenges &
Considerations

Updates for 2015

What’s next?

• With 22 days left in Congress and multiple 
issues that take precedence, it is unlikely that 
340B will be debated in Congress this year. 

• HRSA has stated they will be coming back in 1 
year to re-audit hospitals that have been 
previously audited and review the sufficiency of 
the CAP plans

• More scrutiny = more attention to audits

Where has Congress focused 
to date?

• Contract pharmacies

• Use of 340B savings patient 
definition 

• Hospital eligibility

• Program expansion
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Health Reform—New Sanction Authority
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Historically, relied on self-policing, subject to potential audits by HRSA or by 
manufacturers

• Health care reform, as well as inquiries by Congress and the GAO, have led HRSA to 
take a more active oversight role

• Expanded access via increased use of contract pharmacies has led to increased risks

• Potential Sanctions:

– Forfeiture of 340B discounts to the manufacturer

– Monetary penalties: applicable interest for being aware of violations and not reporting to the 
OPA, and intentional violations

– Disqualification from the program for systematic and egregious violations

– Possible referral to OIG or other federal agencies for further review 

– Disqualification and prohibited re-entry in the 340B program

Source: US Department of Health and Human Services 42 CFR Chapter I. 340B Drug Pricing Program Manufacturer Civil  Monetary Penalties. 57230-57232. Federal Register Proposed Rules Vol 75. No 181. September 20, 2010. 
http://www.hrsa.gov/opa/programrequirements/federalregisternotices/civilmonetarypenalties092010.pdf
Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Statutory Prohibition on Group Purchasing Organization Participation. 1-2. 340B Drug Pricing Program Release No. 2013-1. February 7, 2013. 
http://www.hrsa.gov/opa/programrequirements/policyreleases/prohibitionongpoparticipation020713.pdf  

Source: Public Health Service Act, 42 U.S.C. § 256b(d)(2)(b)(v)
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Health Reform—Right to Audit

Overview of the 
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Drug Pricing 

Program

Current State of 
340B
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HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Patient Protection and Affordable Care Act establishes 340B integrity provisions and 
auditing expectations. Permits drug manufacturers to perform audits of 340B covered 
entities where they have “reasonable cause” to believe that the covered entity is not 
in compliance with 340B regulations 

• Manufacturer audit activities:

– Implementation of 340B program monitoring activities to assess and monitor covered entity 
compliance with 340B requirements and identify “reasonable cause” to perform 340B audits 

– Submission of a “reasonable cause” letter and audit work plan to the OPA for approval

– Retention of an “independent auditor” to perform audits of covered entities

• HRSA also plans to audit manufacturers with the new funding they have received

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Clarification of HRSA Audits of 340B Covered Entities. 1-2. 340B Drug Pricing Program Notice Release No. 2012 -1.1. February 8, 2013. 
http://www.hrsa.gov/opa/programrequirements/policyreleases/auditclarification020813.pdf
Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). The Affordable Care Act, Section by Section. http://www.hhs.gov/healthcare/rights/law/index.html
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External Audits

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Entity shall permit the government and manufacturers to audit records that directly 
pertain to 340B compliance

HRSA Manufacturers

1. Eligibility
• Auditable records
• GPO prohibition

2. Duplicate discounts
3. Diversion 

1. Diversion 
2. Duplicate discounts

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA).  Audits of 340B Covered Entities. http://www.hrsa.gov/opa/programrequirements/policyreleases/auditclarification020813.pdf
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HRSA Audit Steps

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

1. Pre-audit

– Engagement letter from HRSA

2. Onsite audit

– Auditors obtain, review, examine data

– Exit interview, preliminary issues

3. Post-audit

– Auditors provide preliminary issues to OPA

– OPA reviews issues found during audit, documents, and 
addresses concerns

– Entity presents corrective action plan to HRSA

– Results are preliminary until reviewed by OPA

– OPA finalizes report, posts summary on website

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Program Integrity & 340B Program Audits. http://www.hrsa.gov/opa/programintegrity/index.html

- 32 -

HRSA Audit Scope
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Drug Pricing 

Program
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340B
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HRSA Audit 
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Early audits focused on duplicate payments and drug diversion

• Random audits focus on program types with “higher risk” due to volume 
of purchases, complexity of program administration, or use of contract 
pharmacies 

• Focus areas:

– Verification of eligibility

– Review of policies and procedures and how they are operationalized

– Review of internal controls to prevent diversion and duplicate discounts

– Review of contract pharmacy compliance

– Test of 340B drug transaction records on sample basis

– Initial audits did not test for GPO exclusion  

Source: U.S. General Accounting Office (GAO). Drug Pricing: Manufacturer Discounts in the 340B Program Offer Benefits, but Federal Oversight Needs Improvement, GAO-11-836. Washington, DC: General Accounting Office, 2011. http://www.gao.gov
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HRSA OPA Audit Process
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Considerations

Updates for 2015

• Audit notification letter received from HRSA OPA 

• Onsite findings will be considered preliminary and a basis for further review 

• Arrangements and workable space for up to 1-2 HRSA staff

Pre audit data request: 

• 340B policies and procedures 

• Most recently filed Medicare Cost Report (worksheets S, A, C, and E)

• Listing of providers eligible to make 340B drug orders or prescriptions

• Listing of 340B purchase orders (PO) made in the six-month period 

• 340B drug orders and prescriptions over a six-month period 

• Pharmacy service agreements for contract pharmacies

• Sample of drug orders and prescriptions:

– Individual records must be available for review in either electronic or paper format
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HRSA OPA Audit Process
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Federal 340B 
Drug Pricing 

Program

Current State of 
340B
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Example interview topics

– Identification of eligible patients

– Identification of eligible providers

– Use of 340B drugs

– Diversion of 340B drugs

– Transfer of drugs between 340B and non 340B sites

– Medicaid (carved in/out) specific to your state

– Type of replenishment practices

– What wholesaler accounts are used to manage?

– Use of splitting software

– Who does the splitting and how often?

– Where is inventory kept?

– How do you determine quantity to order?

– Who reviews invoices for payment?

– How do you minimize your risk of ordering on the GPO account?
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HRSA OPA Audit Process

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Sample selections:

• 340B policies and procedures 

• For both hospital drug orders and contracted pharmacies (total of 50-100 
patient records for each)

• Sample sizes will vary based on size and complexity of the covered entity 

• Original list of 25-50 samples of patient records with 340B drug use and 
replenishment

• Spare list of 25-50 samples 

• Additional samples from the top five high use drugs may be requested

Testing:

• Tracer a sample of individual medication orders/scripts from dispensing or 
administration through to drug replenishment.  
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Post-HRSA Audit

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

1.  HRSA Notice and Hearing – As of 7/3/14, 
HRSA no longer issued preliminary 
reports, only final reports.  

2. Final report issued - Entity has 30 days 
to disagree with final report. If agrees, 
60 days to submit corrective action plan 
for HRSA approval.  

3. Audit summary and corrective action 
posted on HRSA website

*If entity disagrees 
with final report, shall 
notify HRSA in writing 
within 30 days.  If 
HRSA agrees, final 
report reissued.  
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External Audits to Date
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Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

HRSA Manufacturers

FY 2012

51 risk-based:

• 450 outpatient facilities

• 400 contract pharmacies

• 45 risk-based

• 6 targeted

FY 2013

94 audits underway:

• 700 outpatient facilities

• 1,930 contract pharmacies

• OPA has received nine audit work 
plans

• Allowed eight audits to be 
conducted by manufacturers 

• OPA has received seven final audit 
reports

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Program Integrity: FY13 Audit Results, Updated 03/21/2014. http://www.hrsa.gov/opa/programintegrity/auditresults/fy13results.html
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Example: HRSA Audit Findings

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Diversion

340B drugs 
dispensed at 

ineligible sites 

Not spot 
checking 

inventory to 
check for 

diversions and 
correcting them 

(variance*) 

340B drugs 
dispensed at 

ineligible site and 
by an ineligible 

provider 

340B drugs 
dispensed to 
non-patient at 

contract 
pharmacy 

* “Variance” noted by HRSA, not technically a “finding.”

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Audit Results: Program Update, May 9, 2014.pdf. http://www.hrsa.gov/opa/updates/140509auditresults.html.

- 39 -

Example: HRSA Audit Findings

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Duplicate Discount

Billing 
Medicaid 

contrary to 
HRSA 

Medicaid 
Exclusion File 

listing

340B drugs 
used for 
Medicaid 

patients at 
contract 

pharmacy, 
with no 

arrangement 
to prevent 
duplicate 
discounts 

Medicaid 
claims 

incorrectly 
coded when 
provided to 
the State 

Incorrect 
Medicaid or 

NPI in HRSA 
Medicaid 

Exclusion File 

Outpatient 
sites 

incorrectly 
listed on 
HRSA 

Medicaid 
Exclusion File 

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Program Integrity: FY13 Audit Results, Updated 03/21/2014. http://www.hrsa.gov/opa/programintegrity/auditresults/fy13results.html
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Example: HRSA Audit Findings

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

Eligibility, auditable records

Incorrect 
authorizing 

official

Primary 
location and 

contact 
information 

incorrect

Closed child 
sites remained 

registered; 
incorrect 

name listed 
for a child site

Incorrect 
address for 

facility, 
incorrect ship-

to address, 
pharmacy 

listed as entity 
with 340B ID

No written 
contract in 
place for 
contract 

pharmacies

Source: US Department of Health and Human Services: Health Resources and Services Administration (HRSA). Program Integrity: FY13 Audit Results, Updated 03/21/2014. http://www.hrsa.gov/opa/programintegrity/auditresults/fy13results.html

- 41 -

Compliance Challenges
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Drug Pricing 
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Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Typically only one individual is well-versed on 340B program requirements

• Budgeting the necessary time and resources for auditing and monitoring

• Program requirements are complex: 

– Interpretation of an eligible patient/provider and covered outpatient drugs

– Maintenance of an accurate Charge Description Master (CDM) to National Drug Code (NDC) 
crosswalk used to convert CDM billing quantities to package sizes

– Conversion of units of drugs administered to patients to the correct Healthcare Common 
Procedure Coding System (HCPCS) billing units

• Operational changes, such as new electronic medical record system, addition of new 
eligible locations, new contract pharmacy arrangements

• Reliance on split billing software and third party contract pharmacy software 
vendors to ensure 340B compliant IT systems and accurate drug utilization capture

• Duplicate Discount prevention requirements are state specific
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Compliance Program Considerations
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Drug Pricing 
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Current State of 
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Overview of 
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Compliance 
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Challenges &
Considerations

Updates for 2015

• Develop a resource plan:

– Identify a project team, including executive support, with defined responsibilities for each team 
member

– Develop a project management tool and conduct regular meetings to review project status 

– For larger hospitals, consider hiring a dedicated 340B resource

• Establish a training program:

– Ensure all employees involved in the 340B program are trained, well-versed, and understand 
the rules and compliance requirements

– Conduct regular staff training and competency assessments

– Share updates to policies and standard operating procedures with affected staff

• Annual review of registered eligible services and sites:

– Review covered entity’s compliance prior to recertification

– Ensure all records and information on the 340B database are kept up-to-date
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Compliance Program Considerations

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Define auditable prescription capture criteria: 

– Definition for “Covered Outpatient Drug” should be consistent with section 1927(k) of the Social 
Security Act

– Utilize a separate GPO and/wholesaler account to purchase drugs that do not meet the 
definition.  

– “Patient” and “Provider” definitions should ensure appropriate medical record ownership and 
responsibility of care for captured 340B prescriptions.

• Validate data after making changes to system configuration: 

– Review accuracy of patient location mapping and status indicators

– Scrutinize hospital eligible prescriber list against established criteria

– Identify causes of any accumulation discrepancies (i.e., excessive positive/negative inventory)

– Conduct testing outside of a production environment
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Compliance Program Considerations

Overview of the 
Federal 340B 
Drug Pricing 

Program

Current State of 
340B

Overview of 
HRSA Audit 

Process

Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Maintain accurate records documenting compliance:

– Develop policies, procedures and controls designed to document compliance with the rules 
regarding diversion, duplicate discounts and GPO exclusion that are regularly reviewed and 
updated 

– These policies and procedures need to be operationalized and reflect actual practice 

– Maintain a complete “audit trail” from prescription to pick-up by the patient to replenishment

• Understand State Medicaid agency’s 340B billing requirements:

– Review hospital billing system compliance

– Validate accuracy of wholesaler price catalogs

– Obtain confirmation regarding carving in/ carving out Medicaid Fee for Service (FFS) and 
Managed Care Organization (MCO) Medicaid prescriptions for both in-house and contract 
pharmacy programs
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Compliance Program Considerations
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Federal 340B 
Drug Pricing 
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Current State of 
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Compliance 
Program 

Challenges &
Considerations

Updates for 2015

• Develop specific desktop procedures:

– Covers drug processing from patient/drug presentation to replenishment

– Consists of the daily procedures performed by areas such as Pharmacy, Materials 
Management, IT, Patient Financial Services and Reimbursement

– Outlines practices at specific locations (i.e., outpatient clinic, mixed-use, contract pharmacy)

• Conduct routine auditing and monitoring activities:

– Daily, weekly, monthly, quarterly and annual audits

– Patient Eligibility Audits

– Physician Eligibility Audits

– Inventory Audits

– Duplicate Discount Audits

– Compliance with State Medicaid billing and reimbursement guidelines

– Price Changes

– Changes in purchasing patterns

– Annual compliance assessment



16

- 46 -

New Updates in 2015
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Considerations

Updates for 2015

February June September

Timeline

June 2015—340B 
‘Omnibus Guidelines”

April 2015—Orphan 
Drug Update

Status of 
Manufacturer’s 
current orphan drug 
participation 
published on the 
HRSA website. 

Online system to 
collect information 
from manufacturers 
and make celling 
prices available to 
covered entities by 
the end of fiscal 
year 2015 (which 
ends 9/30

Possible effective 60+ days after 
April release—tentatively could 
be effective July 1, 2015

D
E

T
A

IL
S

C
A

T
E

G
O

R
Y

Lawsuit decision 
due. 

February 2015—340B 
Ceiling Prices

April 2015—AMP 
Final Rule

April and September 2015—Regulations

Q3 2015—340B 
Ceiling Prices

April

Manufacturer civic 
monetary penalties, 
ceiling price, and 
dispute resolution

Contract pharmacy, 
hospital eligibility, off-
site facility eligibility, 
covered entity 
recertification, audits, 
duplicate discounts, 
manufacturer limited 
distribution plans, and 
refunds and credits to 
covered entities
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Other Updates in 2015
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Updates for 2015

• Partnering with OIG to audit manufacturers

– 1 audit performed/on-going

– More in the planning stages

• Medicaid Fee For Service (FFS) vs. Managed Medicaid Organization (MCO)

– Struggles identifying and understanding that not all states are the same and not all MCOs feed 
into State Medicaid agencies to seek rebates

– What’s next?
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Debra A. Muscio
SVP, Chief Audit, Ethics & Compliance Officer

Community Medical Centers
Phone: 559-324-4830

dmuscio@communitymedical.org

Karolyn Woo-Miles
Senior Manager

Deloitte & Touche LLP
Phone: 714-436-7886
kwoo@deloitte.com

Additional Questions?
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A. REPORTING RELATIONSHIPS 
Reports to: Vice President Corporate Finance 

Supervises: N/A 

B. JOB SUMMARY 
(Defines the general, level and purpose of the work performed by this job.) 

 
The 340B Program Manager is responsible for systems and outcomes in the following areas: (1) 340B 
program compliance, monthly reporting, and analysis, and (2) review and management of organizational 
financial processes associated with the 340B program. Collaborates with Finance and Pharmacy 
departments to plan, organize and operate the department to achieve unit and organizational goals, meet 
customer needs and assure high quality services and products. 

 
C. ESSENTIAL ACCOUNTABILITIES 

(Reflects the job's main responsibilities and is not intended to be an exhaustive list of all duties 
performed; therefore, its content does not restrict management's right to assign or reassign duties and 
responsibilities to individuals in this job.) 

 
1. Ensures compliance with the ABC 340B Program and oversees compliance monitoring activities. 
2. Provides guidance and oversight on the day-to-day operation of the 340B program including, but not 

limited to, 340B purchasing, contracting, pricing, billing, system maintenance and inventory 
management. 

3. Shares responsibilities with ABC pharmacy team in developing and updating policies and operational 
procedures related to the 340B program. Ensures practice is consistent with policy. 

4. Monitors the maintenance of pharmaceutical price files across ABC accounts to ensure consistency in 
drug pricing. 

5. Oversees the maintenance of the 340B-eligible provider list. 
6. Monitors 340B system databases for compliance with 340B program requirements of qualified patients, 

drugs and locations. Performs routine maintenance as needed. 
7. Provides analysis and oversight for ABC 340B contract pharmacy programs including program 

compliance, performance, and achievement of patient access goals. 
8. Coordinates the review of data files and reports to ensure the appropriate capture of 340B drug usage. 
9. Provides leadership, guidance and assistance to sites, departments, service lines and individuals in the 

development of a meaningful 340B plan while ensuring congruence with the system’s Mission, Vision, 
Strategic Plan and Quality Vision. 

10. Proactively monitors pending rule changes and legislation that may impact Community Medical Centers, 
and work with Pharmacy and Hospital leadership to adapt to changes in the program. 

11. Collaborates with information technology and decision support resources in assisting sites, departments, 
service lines and individuals in the identification of information/data needs to support 340B and other 
financial project activities. 

12. Analyzes and monitors billing practices and other financial processes related to the 340B program. 
Provides regular reports to ABC Leadership. 

13. Develops and maintains a validation system to ensure that the 340B program is complying with the 
regulatory aspects of 340B. 

 Job Description 
340B Program Mgr 

 

Job Description / Appraisal (Rev: 0)  Official 
Job Code:   
Department: 
FLSA Status: 

Finance 
Exempt 
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14. Identifies and facilitates 340B program improvement projects. 
15. Provides documentation for 340B audits and serves as a lead resource for both internal and external 

340B audits. 
16. Responsible to facilitate sustainable performance of the 340B Corporate Committee and facility-specific 

project team to ensure consistency in practice across the facilities. 
17. Collaborates with project leaders in the system’s participation in collaborative process improvement 

projects identified internally and by outside agencies including but not limited to JCAHO and CMS. 
 
 
 

D. MINIMUM KNOWLEDGE AND SKILL REQUIREMENTS 
 

KNOWLEDGE OF: 
 

NUMBER OF KNOWLEDGE REQUIREMENTS: 4 

 Demonstrated expertise in pharmacy informatics and technology development and ability to work with 
teams to achieve specific results. 

 Specialized knowledge in informatics. Applies a high degree of analytical, interpretive and evaluative 
skills, frequently dealing with complex concepts and imaginative approaches to problem definition and 
resolution. Project management expertise and complex system oversight key job accountability. 

 Professional Standards applied to work. 
 Business and professional standards of dress and behavior. 

 
SKILLS IN: 

 
NUMBER OF SKILLS:  7 

 Demonstrated competencies in the use of information support systems, automated technologies and 
analytical tools in a healthcare setting and the ability to synthesize operational flow into a concrete 
work plan, with implementation oversight a critical component of this role. 

 Maintain confidentiality. 
 Interact with others with a variety of developmental and socio-cultural backgrounds. 
 Maintain professional relationships and convey relevant information to other members of the healthcare 

team within facility and any applicable referral agencies. 
 Work collaboratively with a broad cross section of executives, managers, professional and technical 

staff to achieve results. 
 Work closely with other staff, co-workers, peers and other members of the healthcare team to ensure a 

positive and effective work environment. 
 Initiate problem solving and conflict resolution skills to foster effective work relationships with peers. 

 

E. DEPARTMENT SPECIFIC REQUIREMENTS: 
NUMBER OF REQUIREMENTS: N/A 

 
F. EXPERIENCE AND EDUCATION: 

MINIMUM REQUIRED: Bachelor’s degree in Finance, Business or Accounting. 
 

PREFERRED: Financial operations and/or pharmacy operations experience in healthcare environment. 
 
 

G. LICENSES/CERTIFICATIONS 
MINIMUM REQUIRED: N/A 

 
PREFERRED: N/A 
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H. AGE-SPECIFIC COMPETENCIES - AGES SERVED 
This position is responsible for assessing, managing, and treating age-related physiological, emotional and 
cognitive needs of the following age groups of patients. 

 
 Neonate (Birth-28 days)  School Age (6-13 years)  Late Adult (61-79 years) 

 Infant (29 days-1 year)  Adolescent (14-18 years)  Late Late Adult (80+ years) 

 
Toddler (1-3 years) 

 Early Adulthood (15-45 
years) 

 
X N/A 

 
Preschool (3-5 years) 

 Middle Adulthood (45-60 
years) 

  

 

I. RISK OF EXPOSURE TO BLOODBORNE PATHOGENS 
 

Check One: Category: Description: 

 Category I: Tasks involve exposure to blood, body fluids or tissues. 
The potential for spills or splashes of blood, body fluids, 
or tissues exists in job related tasks. 

 Category II: Usual tasks do not involve exposure to blood, body fluids 
or tissues, but job may require performing unplanned 
Category I tasks. 

X Category III: Tasks involve no exposure to blood, body fluids or 
tissues. 
Category I tasks are not a condition of employment. 

J. PHYSICAL REQUIREMENTS/WORK ENVIRONMENT 
 

 Occasionally (Less 
than 25%) 

Regularly (25%-50%) Frequently 
(Greater than 50%) 

Sitting   Frequently 

Standing  Regularly  

Walking  Regularly  

Climbing Occasionally   

Reaching Occasionally   

Bending/Twisting Occasionally   

Kneeling/Squatting Occasionally   

Crawling Occasionally   
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K. WEIGHT REQUIREMENTS 
 

 Lifting Carrying Pushing/Pulling 

< 10 lbs O O O 

11-25 lbs O O O 

26-50 lbs N N N 

51-75 lbs N N N 

>100 lbs N N N 

(N) Never=0% of time (O) Occasionally=Less than 25% of time 
(R) Regularly=25-50% of time (F) Frequently=Greater than 50% of time 

 

L. ENVIRONMENTAL CONDITIONS 
 

Significant Exposure to: Yes/No 

Hazardous Equipment No 

Dust No 

Fumes No 

Noise No 

Extreme Heat/Cold No 

Heights No 

Chemicals No 

Hospital Waste/Sewage No 

M. SPECIAL NEEDS 
 

Motion: Left / Right / Both?/ N/A 

Power Hand Usage N/A 

Repetitive Hand Motion N/A 

Power Foot Usage N/A 

Repetitive Foot Motion N/A 
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Exceptional Contributor (4): Employee consistently models exceptional work performance, 
displays considerable initiative and assumes full accountability for work products. This 
individual regularly shares knowledge and ideas with colleagues who recognize him or her for a 
high degree of professional expertise. 

 
Exceeds Expectations (3): Employee consistently models highly competent work performance 
and demonstrates exceptional accomplishments in some areas. He or she displays a level of 
teamwork, initiative and independence that is appropriate to the job role. 

 
Meets Expectations (2): Employee consistently performs work at a satisfactory level of skill, 
quality and productivity while continually working to refine skills and learn from new 
experiences. 

 
Development Needed (1): Employee is expected to develop additional competence in the 
areas of job skills, work quality and/or productivity in order to meet expectations. Employee 
readily accepts job training, counseling and instruction, and is actively trying to identify and 
meet developmental needs. 

 
 
 
 

N. PERFORMANCE APPRAISAL 
 

Job Title: 340B Program Mgr Job Code: 67171 

Employee Name: 

Evaluation Period: to 

 Employee ID:  

PERFORMANCE RATINGS:    

 
 
 
 
 
 
 
 
 
 
 

NUMBER OF PRIMARY DUTIES IN PART A: 17 
 

A. ESSENTIAL ACCOUNTABILITIES: 
 
Rate each accountability using the performance rating scale defined 
above. 

PERFORMANCE 

RATINGS SCORE 

(1-4) 

1. Ensures compliance with the ABC 340B Program and oversees 
compliance monitoring activities. 

 

Comments:  

2. Provides guidance and oversight on the day-to-day operation of the 
340B program including, but not limited to, 340B purchasing, 
contracting, pricing, billing, system maintenance and inventory 
management. 

 

Comments:  

3. Shares responsibilities with ABC pharmacy team in developing and 
updating policies and operational procedures related to the 340B 
program. Ensures practice is consistent with policy. 

 

Comments:  

4. Monitors the maintenance of pharmaceutical price files across ABC 
accounts to ensure consistency in drug pricing. 

 

Comments:  

5. Oversees the maintenance of the 340B-eligible provider list.  

Comments:  
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6. Monitors 340B system databases for compliance with 340B program 
requirements of qualified patients, drugs and locations. Performs 
routine maintenance as needed. 

 

Comments:  

7. Provides analysis and oversight for ABC 340B contract pharmacy 
programs including program compliance, performance, and achievement 
of patient access goals. 

 

Comments:  

8. Coordinates the review of data files and reports to ensure the 
appropriate capture of 340B drug usage. 

 

Comments:  

9. Provides leadership, guidance and assistance to sites, departments, 
service lines and individuals in the development of a meaningful 340B 
plan while ensuring congruence with the system’s Mission, Vision, 
Strategic Plan and Quality Vision. 

 

Comments:  

10. Proactively monitors pending rule changes and legislation that may 
impact Community Medical Centers, and work with Pharmacy and 
Hospital leadership to adapt to changes in the program. 

 

Comments:  

11. Collaborates with information technology and decision support 
resources in assisting sites, departments, service lines and individuals in 
the identification of information/data needs to support 340B and other 
financial project activities. 

 

Comments:  

12. Analyzes and monitors billing practices and other financial processes 
related to the 340B program. Provides regular reports to ABC 
Leadership. 

 

Comments:  

13. Develops and maintains a validation system to ensure that the 340B 
program is complying with the regulatory aspects of 340B. 

 

Comments:  

14. Identifies and facilitates 340B program improvement projects.  

Comments:  

15. Provides documentation for 340B audits and serves as a lead 
resource for both internal and external 340B audits. 

 

Comments:  

16. Responsible to facilitate sustainable performance of the 340B 
Corporate Committee and facility-specific project team to ensure 
consistency in practice across the facilities. 

 

Comments:  

17. Collaborates with project leaders in the system’s participation in 
collaborative process improvement projects identified internally and by 
outside agencies including but not limited to JCAHO and CMS. 

 

Comments:  
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ACCOUNTABILITIES' TOTAL SCORE  

SCORE= (SECTION'S TOTAL SCORE x 70)  

SECTION A's SCORE= (SCORE/# OF ACCOUNTABILITIES)  

 
B. TARGET 100 STANDARDS OF SERVICE EXCELLENCE 
 

Rate each core standard using the performance rating scale defined 
above. 

PERFORMANCE 

RATINGS SCORE 

(1-4) 

Respect - Great customer service begins with respecting our customers. 

 Demonstrates respect for others' cultures, concerns, time and 
dignity 

 Never argues or exhibits rudeness 
 Maintains the privacy, modesty and dignity of our customers 
 Guards against excessive noise in my work environment 
 Treats all customers as he/she I would wish to be treated: Says 

"please," "thank you" and "I’m sorry" in appropriate situations 

 

Professionalism - All employees are expected to exhibit professional 
behavior around all customers. 
 Wears ID badge, above the waistline, at all times 
 Is accountable for his/her work time and complies with all time and 

attendance policies 
 Dresses for his/her work role according to the Corporate Dress Code 

Policy 
 Ensures that all interactions, regardless of circumstances, are 

without hidden agendas 

 

Communication - Good communication, in itself, can pave the way for 
better health care, build morale, and fuel a culture of excellence. 
 Communicates in a courteous, caring manner, verbally and non- 

verbally, in every customer interaction 
 Avoids gossip and rumors 
 Gives customers my undivided attention 
 Concludes customer conversations by asking, "Is there something 

else I can do for you?" 

 

Teamwork – We don’t work for the organization, but with the 
organization. It’s our individual abilities combined with others’ strengths 
that produce the kind of service worthy of a major, regional health care 
system. 
 Is resourceful; uses other team members to solve problems 
 Is generous and approachable; conveys my willingness to help other 

team members 
 Praises in public and discuss issues in private 
 Treats all positions and departments as equally important in our 

mission to deliver top-notch care and service 

 

Ownership - With this sense of ownership comes the special care, the 
follow-through, and the accountability for problem-solving that mark 
outstanding service. 
 Keeps my work area and facility clean and litter free 
 Ensures, at all times, that our customers’ environment is safe 
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 Never says, "it’s not my job" or "it’s not my patient" 
 Is cost conscious, mindful of budget, and make every penny count 

 

Excellence – Our goal is not merely to meet customers’ health-care 
expectations but to exceed them. This requires a commitment to 
measurement and improvement, which in turn drives a spiral of 
continually stronger performance. 
 Assists in efforts to monitor quality, effectiveness and costs 
 Is flexible, and views rational change as an advantage to our 

organization rather than an inconvenience to individuals 
 Is continually responsive to customer assessments of our 

performance, beyond formal Target 100 measurements 

 

 

TARGET 100 STANDARDS OF SERVICE EXCELLENCE TOTAL SCORE  

SCORE= (SECTION'S TOTAL SCORE x 30)  

SECTION B's SCORE= (SCORE/# OF TARGET 100 STANDARDS OF SERVICE 
EXCELLENCE) 

 

 
C. JOB GOALS AND OBJECTIVES 

1. 

2. 

3. 

4. Goals from previous year have been met. 

 
D. PROFESSIONAL DEVELOPMENT AND OR TRAINING IN THE NEXT YEAR 

1. 

2. 

3. 

 
E. REGULATORY REQUIREMENTS 
 
Deduct corresponding points from final score for each item not met. 

 

1. Provides timely documentation of current licensure/certification as 
required for the position. (25 points) 
 
Expiration Date: 

 

2. Maintains Basic Life Support (CPR) as required for role and ABC policy? 
(25 points) 
 
Renewal Date: 

 

3. Completed annual safety update (M3) (25 points)  

4. Completed employee health requirement (PPD)/ Fit Testing? (10 points)  

5. Meets Attendance Policy Requirements. (10 points)  

6. Completed unit specific Orientation Skills/Competency Verification as 
established and submitted to Human Resources? (Required for new 
employees and transfers.) (10 points) 
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FINAL SCORING: 
 

 
 

REQUIRED SIGNATURES: 
 
 

   

Evaluator Signature Date 
 
 
 

   

Evaluator Signature Date 
 

I have received and understand the attached evaluation: 

 
   

Employee Signature Date 
 

Referenced Documents 
 

Reference Type Title Notes 

 

MERIT INCREASE=TOTAL/100 

TOTAL DEDUCTION 

7. Annual Competency Validation Documentation completed and 
submitted to Human Resources. (Required for all employees.) (10 points) 
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340B Drug Purchasing Program 

 
 

Policy & Procedure Number  
Policy Manual Ethics and Compliance 
Type Policy & Procedure 
Document Owner  
Effective Date  
Next Review Date  
Application Scope (Applies to)   ABC Pharmacy 
Approved By / Approved Date CEO:  

340B Program Mgr 
Vice President, Finance 
SVP, Chief Audit, Ethics & Compliance Officer 

Status / Rev # Official (Rev 2) 
Submitted by  

 
 

The 340B Drug Pricing Program resulted from enactment of Public Law 102-585, the Veterans Health Care 
Act of 1992, which is codified as Section 340B of the Public Health Service Act (PHSA). Section 340B 
imposes a cap on the cost of Covered Outpatient Drugs used by particular federal grantees, federally- 
qualified health center look-a likes and qualified Disproportionate Share Hospitals (DSH). Entities that 
participate in this program are eligible for significant savings on pharmaceuticals. 340B pharmaceuticals 
are available to patients with prescriptions written by hospital providers and by specialists to whom the 
patients were referred to by those providers. The PHSA requires pharmaceutical manufacturers, whose 
drugs are covered by the Medicaid Program, to agree to provide discounts on covered drugs that are 
purchased by specified government sponsored facilities called “Covered Entities.” These Covered Entities 
typically serve the nation’s most vulnerable patient populations. The amount of the discount applied to 
the drug cost is calculated based on the Medicaid rebate formula and is deducted from the manufacturer's 
selling price. The best price discount is available to any retailer, provider, nonprofit entity, or the 
government under the Medicaid 1990 rebate program; however, Covered Entities are free to negotiate 
even deeper discounts than the best price amount. 

 

I. PURPOSE 
A. To define a systematic approach to protect the integrity of and adherence to the rules and regulations 

of the Health Resources and Services Administration (HRSA) 340B Drug Pricing Program (340B Program) 
as applicable to Disproportionate Share Hospitals (DSH). 

B. To provide guidelines and procedures for managing 340B drug purchasing and compliance at Community 
Medical Centers (ABC). 

II. DEFINITIONS 
A. 340B Authorizing Official – The 340B Authorizing Official is the individual who assumes ultimate 

responsibility for the oversight, management, and compliance of ABC 340B programs. The Chief 
Financial Officers (CFO) from both ABC and DEF will serve as the 340B Authorizing Official for their 
respective facilities. 

B. 340B Drug Pricing Program (340B Program) – A drug pricing program that resulted from enactment of 
Public Law 102-585, the Veterans Health Care Act of 1992, which is codified as Section 340B of the 
Public Health Service Act (PHSA). Section 340B imposes a cap on the cost (i.e. “ceiling price”) of 
covered outpatient drugs to “Covered Entities” including Disproportionate Share Hospitals (DSH). The 
program is administered by the Office of Pharmacy Affairs (OPA) under Health Resources and Services 
Administration (HRSA). 

C. Covered Entities - Facilities and programs eligible to purchase discounted drugs through the 340B Drug 
Pricing Program, as described in Section 340B of the Public Health Service Act. 

D. Covered Outpatient Drug: A Covered Outpatient Drug is defined in section 1927(k) of the Social 
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Security Act and/or the Medicaid rebate statute. 
E. Patients of the Covered Entity or Eligible Patient: 340B discounted drugs may only be furnished to 

Patients of the Covered Entity (on an outpatient basis), as defined by the following criteria: 
 

1. The health center has established a relationship with the individual, such that the center 
maintains records of the individual’s health care; 

2. The individual receives health care services from a health care professional who is either 
employed by the health center or provides health care under contractual or other arrangements 
(e.g. referral for consultation) such that responsibility for the care provided remains with the 
health center. 

3. An individual is not considered a “patient” if the sole health care service rendered is the 
dispensing of a drug. 

F. Duplicate Discount or Double Dipping: Double price reduction secondary to a 340B drug discount (front 
end discount) and a Medicaid rebate (back end discount) on the same drug. 

G. Disproportionate Share Hospitals (DSH) - Facilities that serve a significantly disproportionate number 
of low-income patients. 

H. EPIC – The patient management/patient accounting system and electronic medical record system used 
by ABC. 

I. Group Purchasing Organization (GPO) - An organization that represents and organizes a group of 
hospitals to evaluate and select pharmaceutical products. Using the purchasing power of the entire 
group, the GPO negotiates contracts that are more favorable than a single organization could achieve. 

J. GPO Exclusion File – a list of drugs that do not meet the definition of Covered Outpatient Drug as 
defined in this policy. 

K. Health Resources and Services Administration (HRSA) - An agency of the United States Department of 
Health and Human Services that is the primary Federal agency for improving access to health care 
services for people who are uninsured, isolated or medically vulnerable. The primary mission of HRSA is 
to improve health and achieve health equity through access to quality services, a skilled health 
workforce and innovative programs. 

L. Hospital Based Clinic - A clinic that appears on a reimbursable line of the ABC most recently filed 
Medicare Cost Report and is thus eligible for 340B priced drugs. 

M. Inpatient Status – ABC determine that patients have an Inpatient Status according specific EPIC Patient 
Types at the time of medication dispensation. Inpatient Status qualifies a drug for GPO pricing. 

N. Medicaid Exclusion File - Covered Entities are required to designate, in the application process, 
whether 340B drugs will be utilized for Medicaid patients. HRSA maintains this information in the 
Medicaid Exclusion File which is available to state Medicaid programs. The purpose of this file is to 
exclude 340B drugs from Medicaid rebate requests (for Covered Entities that utilize 340B discounted 
medications for this patient population). This prevents drug manufacturers from providing Duplicate 
Discounts. 

O. Mixed Use Area - A location that serves both outpatients and inpatients as designated by the ABC 
patient registration system and/or admission-discharge-transfer (ADT) system. These areas include but 
are not limited to: Emergency Department, Surgery, Cardiac Catheterization, Cardiology, Endoscopy 
and Radiology. 

P. Office of Pharmacy Affairs (OPA) - A component of the Health Resources and Services Administration 
Healthcare Systems Bureau which provides administration of the 340B Program. 

Q. Outpatient Status – ABC determine that patients have an Outpatient Status according to specific EPIC 
Patient Types at the time of medication dispensation. If the medication is a Covered Outpatient Drug, 
Outpatient Status qualifies a drug for 340B pricing. 

R. Patient Type – A patient status indicator found within the EPIC system. ABC use the Patient Type field 
to define inpatients and outpatients of the hospital. 

S. Prime Vendor - The 340B Prime Vendor Program (PVP) is managed by Apexus through a contract 
awarded by Health Resources and Services Administration (HRSA). Apexus is responsible for securing 
sub-ceiling discounts on outpatient drug purchases and discounts on other pharmacy related products 
and services for participating entities. 

T. Recertification - HRSA’s Office of Pharmacy Affairs (OPA) is required by statute to conduct annual 
Recertification of participating 340B Covered Entities’ information listed in the 340B Database. As part 
of this process, an Authorizing Official from each 340B entity certifies basic information about the 
entity and its 340B compliance with OPA. Covered Entities with inaccurate information in the 340B 
Database run a high risk of being removed from the program. 
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U. Splitting Software - Software employed, on an ongoing basis, to manage the splitting of 340B-eligible 
medication usage from 340B-ineligible medication usage in order to replenish eligible medication 
inventories on the 340B contract. 

III. POLICY 
A. XXXXXXXXXXXX (ABC) and XXXXXXXXXXXXXX (DEF) are ABC facilities that participate in the 340B Drug 

Pricing Program and comply with all regulations required by providing comprehensive services to 
uninsured patients and third party patients through an in house pharmacy and contract pharmacy 
network. 

B. Establish processes to ensure compliance with the four key elements for administration of the 340B 
Program: 

1. Covered Entity / patient eligibility compliance; 
2. Anti-Diversion inventory controls; 
3. Medicaid pricing compliance; 
4. State Medicaid cost rebate verification (compliance with “Double-Dipping” prohibition). 

C. The 340B policy will be formally reviewed annually by the 340B Leadership Group before the annual 
recertification process. As part of the yearly Recertification process, the 340B Leadership Group (as 
defined in Section V of this policy) will conduct a review of the 340B policy. If updates are needed in 
the policy, the 340B Leadership Group will make the appropriate revisions and bring the policy to the 
340B Leadership Group for approval prior to completing the Recertification process. 

IV. EQUIPMENT 
N/A 

 

V. PROCEDURE 
A. ABC use savings generated for 340B according to Program intent and meets all 340B program eligibility 

requirements. 
B. ABC’s OPA Database Covered Entity listing is complete, accurate, and correct. However, if any ABC 

child sites or contract pharmacies become ineligible for 340B pricing, ABC will notify OPA to request 
decertification from the 340B program without delay. 

C. ABC is  eligible to participate in the 340B Program by meeting the criteria for inclusion: 

1. Private non-profit corporation which maintains contract(s) with State of California/local 
government for provision of patient services; 

2. Disproportionate share adjustment percentage greater than 11.75 for the most recent cost 
reporting period ending before the calendar quarter involved; 

3. Certification that Covered Outpatient Drugs are not purchased through a GPO or other group 
purchasing arrangement. 

D. ABC use 340B only in outpatient locations and/or clinics that are registered on the OPA database (or 
within the four walls of the main hospital), fully integrated into ABC, and reimbursable on the most 
recently filed Medicare Cost Report. 

1. Changes to 340B registration will be made online (http://opanet.hrsa.gov/opa/) in accordance 
to the OPA quarterly update schedule, as applicable. 

2. In some situations, a waiver for addition to the 340B Program prior to the next filing of the 
Medicare Cost Report is requested. The ABC 340B authorizing official submits a letter to Health 
Resources Service Administration (HRSA) for approval. When such approval is granted, the ABC 
Department of Finance notifies the Department of Pharmaceutical Services in writing of the 
eligibility. 

3. Annually, at the time of 340B Program Recertification, facility/area eligibility is validated by 
ABC 340B Program Manager and the facility CFO’s and Pharmacy. 

4. Demographical updates (i.e. address corrections, change of Authorizing Official, etc.) may be 
requested at any time from the Office of Pharmacy Affairs using the change request form 
provided on the OPA website. Instructions for completing the online change request may be 
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found at http://opanet.hrsa.gov/opa/ 
5. The ABC 340B Corporate Program Manager facilitates the update process. The 340B Authorizing 

Officials, with assistance from the facility Pharmacy Directors will have ultimate responsibility 
for the accuracy of information on the OPA database. 

E. ABC certify that Covered Outpatient Drugs are not purchased through a GPO or other group purchasing 
arrangement. 

1. Any drug that is given to or administered to an ambulatory patient, which is billed by pharmacy 
separately with the intention of getting paid, will be considered a Covered Outpatient Drug. In 
addition, drugs administered to indigent patients meeting HRSA patient definition guidelines will 
be considered Covered Outpatient Drugs. 

2. Covered Outpatient Drugs will typically be purchased at 340B prices; however, Covered 
Outpatient Drugs may also be purchased at independently negotiated, non-GPO vendor contracts 
or at sub-ceiling contracts offered by the 340B Prime Vendor Program. 

3. Covered Outpatient Drugs without 340B prices or independently-negotiated vendor contracts will 
be purchased under a separate Wholesale Acquisition Cost (WAC) account. 

4. Exceptions to a listed Covered Outpatient Drug (as defined in the Medicaid rebate statute) can 
be made if the drug: 

a. “part of” or “incident to” another service, is part of a bundled charge of the service, 
and given in the same setting as the service 

b. Is purchased for a facility outside the four walls of the hospital that is not currently 
eligible for the 340B Program. These off-site outpatient facilities of the hospital meet all 
of the following criteria: 

i. Are located at a different physical address than the parent; 
ii. Are not registered on the OPA 340B database as participating in the 340B 

Program; 
iii. Purchase drugs through a separate pharmacy wholesaler account than the 340B 

participating parent; and 
iv. The hospital maintains records demonstrating that any covered outpatient drugs 

purchased through the GPO at these sites are not utilized or otherwise 
transferred to the parent hospital or any outpatient facilities registered on the 
OPA 340B database 

c. Does not meet the definition of a legend drug according to the State or Federal 
regulations. 

5. Outpatient purchases may be made on a GPO account for drugs that do not meet the definition 
of a Covered Outpatient Drug. 

a. A list of these medications will be maintained by ABC in the GPO Exclusion File 
b. Drugs listed on the GPO Exclusion File will be purchased by ABC under a separate 

wholesaler account 

6. ABC may utilize GPO purchased drugs remaining in inventory at the time of transition until those 
GPO purchased drugs are expended. ABC will keep auditable records to demonstrate that 
accumulation occurs to inpatient GPO or outpatient 340B based upon eligible patients. A non- 
GPO outpatient account is available for replenishment for Covered Outpatient Drugs in the event 
a 340B product is not available. Refer to HRSA OPA FAQ section on GPO prohibition. 

F. Patient/Prescriber Eligibility Compliance: 

1. 340B discounted drugs may only be furnished to Patients of the Covered Entity (see Definitions). 
2. A patient is considered qualified for 340B medications in the following cases: 

a. The patient is treated at ABC or in a Hospital-Based Clinic that appears as reimbursable 
on the most recently filed Medicare cost report, and has an eligible medication order for 
physician-administered drugs or an eligible prescription for pharmacy dispensed drugs, 
written by a prescriber employed by, under contract with or has a referral relationship 
with ABC. 
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b. The patient is treated in a hospital-based mixed use area and is classified as an 
outpatient by the patient registration or ADT system at the time of dispensing of the 
340B eligible medication. 

c. ABC maintain records of patients’ healthcare through the EPIC system 
d. ABC validate that the patient has an Outpatient Status at the time the medication is 

dispensed to a qualified patient. 
e. Medications dispensed to an inpatient are not eligible for 340B discounted drugs. 
f. Patient status will be determined by patient class indicators in EPIC. A list of Inpatient 

and Outpatient Status indicators will be provided to and stored within the MacroHelix 
software. The patient status indicators can be found by selecting “qualification filters” 
under “administrator settings” in MacroHelix. 

3. Data Files and/or interfaces will be created by the ABC Information Technology Department to 
assist with the determination of patient eligibility. The Information Technology department has 
the responsibility to create data files according to the appropriate specifications. The validation 
of these files will be the responsibility of the 340B Program Manager with support from the ABC 
pharmacy team members. 

G. Procurement Compliance: 

1. Purchase Account Set Up: 

a. Each 340B purchasing site will establish a minimum of 2 purchasing accounts – one for 
purchasing pharmaceuticals at Wholesale Acquisition Cost (WAC) and one for purchasing 
340B discounted pharmaceuticals. 

b. 340B purchasing accounts may be established through the Prime Vendor (Apexus), 
through the facility wholesaler and/or directly with manufacturers, as appropriate. In 
each case, the 340B purchasing account must be maintained separately from any other 
pricing account. 

c. Eligibility to establish a 340B account will be verified against the Covered Entities’ 
current 340B OPA registration. Refer to Guidelines to ABC Procurement. 

2. Virtual Inventory Management: 

a. ABC will utilize a virtual inventory model thus relieving staff of the need to make 
determinations regarding the stock to be utilized at the time of dispensing. 

b. Virtual inventory management requires Splitting Software to distinguish 340B eligible 
outpatient medication usage from 340B ineligible outpatient medication usage and 
inpatient medication usage (in the mixed use setting). 

c. Initial inventory acquisition will be purchased via a WAC pricing account. 
d. 340B eligible medication usage will be accumulated and replenished through a 340B 

pricing account, matched on an 11 digit National Drug Code (NDC) basis. If changes in 
purchasing are dictated by availability, changes are noted in the accumulator. Nine (9) 
digit NDC matches may be required, if 11 digit matches are not possible. In the event of 
a nine-digit replenishment, ABC will keep auditable records demonstrating that the 
appropriate amounts are replenished from the same manufacturer, regardless of the 
package size. Nine-digit NDC replenishment will not be part of standard operations and 
will only be utilized in exceptional circumstances. 

e. Inpatient medication usage (in the mixed use setting) will be accumulated and 
replenished through a GPO pricing account. 

f. All other medication usage will be replenished through a WAC pricing account. 

3. Reverse Distribution and Sharing of Product: 

a. Reverse distribution, the return of medications to the manufacturer for credit, occurs 
from the WAC inventory (the 340B inventory is virtual). No adjustments to the 340B or 
GPO accounts are necessary. 

b. In the event of medication shortages and recalls, any product sharing will occur from the 
WAC inventory. No adjustments to the 340B or GPO account are necessary. 

4. 340B drugs are not resold or transferred to any party other than an eligible patient as previously 
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defined (unless the party is a bona fide agent of either the hospital or patient). 
5. Crediting/Rebilling and Returns: 

a. In the event a medication is ordered under the wrong account, the order will be 
immediately canceled. If cancellation is not possible, the medication will be physically 
returned to the pharmacy wholesaler. 

b. Credits of purchased medications and subsequent rebills are processed in the event a 
340B contracts are not loaded appropriately by the pharmacy wholesaler. ABC Pharmacy 
Directors or their designee will have the ultimate responsibility for the oversight of 
wholesaler contract compliance. 

H. Compliance with Duplicate Discount Prohibition: 

1. State Medicaid agencies are required to exclude claims for 340B purchased drugs from Medicaid 
rebate requests to prevent subjecting drug manufacturers to Duplicate Discounts. 

2. Since California is a mandatory “Medicaid carve-in” state for in-house 340B programs, ABC will 
document the use of 340B purchased drugs for Medicaid patients. This is done by answering 
“Yes” to the following question during registration: “Will you bill Medicaid for drugs purchased 
at 340B price?” So doing places ABC on the Medicaid Exclusion List. 

3. The Medicaid Exclusion List is provided to the State via HRSA-OPA and is maintained as part of 
the Medicaid Exclusion File on the HRSA website. This alerts the State Medicaid Agency to not 
seek rebates from manufacturers. 

4. With regards to ABC external contract pharmacy arrangements, as per OPA recommendations, 
neither ABC nor contracted pharmacies will use drugs purchased under section 340B to dispense 
Medicaid prescriptions. Medicaid prescriptions will be carved-out from the 340B Program. 

I. ABC use contract pharmacy services (if applicable), and the contract pharmacy arrangement is 
performed in accordance with OPA requirements and guidelines including, but not limited to, that the 
hospital obtains sufficient information from the contractor(s) to ensure compliance with applicable 
policy and legal requirements, and the hospital has utilized an appropriate methodology to ensure 
compliance. 

J. ABC have systems/mechanism and internal controls in place to reasonably ensure ongoing compliance 
with 340B requirements. 

K. Program Oversight 

1. Oversight of the ABC 340B Program is the responsibility of the ABC Corporate Finance and the 
facilities Pharmacy Leadership with assistance from (collectively referred to as the 340B 
Leadership Group) 

a. ABC Corporate 340B Program Manager 
b. Chief Financial Officer(s) (or designee) 
c. Chief Operations Officer(s) (or designee) 
d. Pharmacy Director(s) / Manager(s) 
e. Pharmacy Supervisor(s) 
f. Information Systems Pharmacy Specialist 

2. The 340B Leadership Group has the following responsibilities: 

a. Setting the general direction and policy for the ABC 340B Drug Purchasing Program 
(including possible program modification and/or expansion); 

b. Ensure accurate OPA registration; 
c. Ensure Recertification is reviewed and filed annually; 
d. Establishing, implementing and maintaining a plan for internal monitoring and reporting 

(See Appendix – Monitoring Plan); 
e. Monitoring reports, trends, and results; 
f. Monitoring regulatory clarifications and policy decisions related to the 340B Program to 

ensure ongoing compliance as the 340B Program evolves; 
g. Budgeting for necessary resources; 
h. Correcting and/or reporting deficiencies; 
i. Communicating to hospital leadership potential changes/trends to the 340B program. 
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3. Compliance issues are immediately reported to the Community Medical Center Senior Vice 
President, Chief Audit, Ethics and Compliance Officer and 340B Leadership Group for 
development of an appropriate correction plan. 

L. Billing Medicaid: 

1. ABC shall adhere to state and Federal rules and regulations with the regards to Medicaid billing 
practices, and the pricing of Medicaid claims to ensure compliance with the Duplicate Discount 
Prohibition. Refer to Corporate Charging Policy. 

2. The 340B Authorizing Official will have ultimate responsibility for Medicaid 340B billing 
compliance. The Authorizing Official may designate a pharmacy resource or corporate resource 
to assist in the day-to-day management of Medicaid billing. 

VI. DOCUMENTATION 
N/A 

 

VII. PATIENT TEACHING 
N/A 

 
Referenced Documents 

 

Reference Type Title Notes 

Documents referenced by this document 
Referenced Documents http://opanet.hrsa.gov/opa/ 
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APPENDIX A – MONITORING PLAN SUMMARY 

Monitoring Frequency Facility Method  Owner 

Review accuracy of 
OPA Database 
information 

Quarterly   ABC 
 DEF 
 GHI 
 HIJ 

Confirm presence of all Covered Entities and 
accuracy of information; verify contact 
information including phone and e-mail 
information, Medicaid exclusion information, 
ship to/bill to information, and contract 
pharmacy information. This must include 
signoff by the Authorizing Official with 
assistance from Pharmacy. 
www.opanet.hrsa.gov/opa/CESearch.aspx 

Authorizing 
Official(s)/ 
Corporate 340B 
Program Manager 

Purchasing volume 
analysis 

Monthly  ABC 
 DEF 
 GHI 
 HIJ 

Review purchasing volume for each account at 
a high level to ensure purchases have been 
transacted on the correct account. Significant 
changes in purchase volume are also reviewed 
for appropriateness. Any variances are 
corrected, using credit and re-bill if necessary.  

Pharmacy Analyst 

Review of EPIC 
department list 
qualifying for 340B 
pricing 

Annually  ABC 
 DEF 
 GHI 
 HIJ 

Review complete EPIC department list 
qualifying for 340B pricing. 

Corporate 340B 
Program Manager 

Review of EPIC 
patient status 
indicators stored in 
the Splitting 
Software 

Quarterly  ABC 
 DEF 
 GHI 
 HIJ 

Review EPIC inpatient and outpatient status 
indicators stored in the Splitting Software by 
selecting “qualification filters” under 
“administrator settings” in MacroHelix. 

Corporate 340B 
Program Manager 

Validation of 
utilization data and 
patient status 

Monthly  ABC 
 DEF 
 GHI 

HIJ 

Review 25 patients per Mixed Use Area and AIC 
which the Splitting Software designated for 
340B drug purchase.  Validate the patient 
status in the electronic health record and/or 
pharmacy management system (PMS) to ensure 
patient status was an outpatient and eligible 
for 340B drug purchase.  Validate utilizations 
are accumulating correctly in Splitting 
Software. CMC will pick a different date for 
each MRN and focus the sample on targeted 
areas (e.g. flipper records or high cost 
medications used in outpatient settings). 

Corporate 340B 
Program Manager 

http://www.opanet.hrsa.gov/opa/CESearch.aspx


Monitoring Frequency Facility Method  Owner 

Eligible drug 
review  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 25 340B purchased drugs primarily 
utilized for inpatient use and validate that 
these were utilized for Outpatient Status 
patients and accumulation is accurate.  

Corporate 340B 
Program Manager 

Crosswalk accuracy 
review  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review the accuracy of the drug crosswalk for 
25 medications (15 of which are injectables) 
per Mixed Use Area and AIC. 

Corporate 340B 
Program Manager 

Crosswalk 
maintenance 
review  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review all crosswalk maintenance that 
occurred during the previous month with 
CRMC, CCMC, and AIC pharmacy teams for 
accuracy. This includes reviewing crosswalk 
additions and BUPP modifications; matching 
NDCs, ERXs, package sizes and package units; 
linkage of each NDC to the corresponding CDM; 
and validation with corresponding utilization 
data. 

Corporate 340B 
Program Manager 

Drug purchase 
review 

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 10 drugs per facility and verify correct 
quantity purchased on the 340B accounts based 
on quantity processed in the accumulator. 
Review accumulations for the sample in 
Splitting Software to ensure that there are no 
negative 340B accumulations. 

Corporate 340B 
Program Manager 

Reconciliation of 
credits in 
respective 
accounts 

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 30 processed credits in Mixed Use Areas 
and AIC to validate correct medications and 
amounts have been credited to their respective 
accounts and are reflected in the accumulation 
in the Splitting Software. 

Pharmacy Analyst 

Review quantities 
in direct purchase 
log and their 
accumulations 
uploaded in 
Splitting Software 

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Compare sample of quantities of medications 
in Mixed Use Areas and AIC in the direct 
purchase log against the accumulations of 
respective medications in the Splitting 
Software.  

Pharmacy Analyst 

Provider validation Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 10 medication orders per facility to 
validate that orders were written by a 
contracted/employed provider.  

Corporate 340B 
Program 
Manager/AIC 
Manager 

Review of Medicaid 
billing  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 10 Medicaid outpatient drug claims per 
facility for accuracy. Ensure that Medicaid 
plans are correctly identified, UD modifier is 
attached to Medicaid claims and appropriate 
price is utilized for billing. 

Corporate 340B 
Program Manager 

GPO Exclusion File 
review 

 

 

 

 

Quarterly  ABC 
 DEF 
 GHI 

HIJ  

Review all drugs listed on the GPO Exclusion 
File in Splitting Software for accuracy. Review 
Cardinal non-qualify purchase history to ensure 
accuracy of drugs ordered. Review non-qualify 
report in Splitting Software to ensure that GPO 
exclusion items were ordered under a separate 
account.  

Corporate 340B 
Program Manager 



Monitoring Frequency Facility Method  Owner 

 

 Review of eligible 
340B prescriptions  

Daily  ABC 
 DEF 
 GHI 
 HIJ 

Pharmacy manager and designees will validate 
all hard copies of prescriptions against eligible 
plans and providers manually.  

Ambulatory Care 
Center Pharmacy 
Manager 

Review of Disease 
Management, 
Dental and OMFS 
purchases 

Monthly  ABC 
 DEF 
 GHI 
 HIJ 

Review all medications purchased for CRMC 
Disease Management, CRMC Dental, CRMC 
OFMS on WAC and to ensure that separate 
physical inventory is met.  

Corporate 340B 
Program 
Manager/Ambula
tory Care Center 
Pharmacy 
Manager 

Physician database 
review 

Monthly  Contract 
Pharmacies 

  

Review accuracy of prescriber database per 
facility to ensure proper designation.    

Corporate 340B 
Program 
Manager/340B 
Leadership Group 

Review of 
insurance type on 
captured claims 

Monthly  Contract 
Pharmacies 

 

Review insurance information for all 340B 
captured prescriptions from contract pharmacy 
location(s) to ensure no Medicaid prescriptions 
were replenished with 340B medications. 

Corporate 340B 
Program Manager 

Patient eligibility 
review 

Monthly  Contract 
Pharmacies 

 

Review 30 patients eligible for 340B per facility 
to validate that an appropriate record of care 
exists for that patient in the EPIC system.  

Corporate 340B 
Program Manager 

Review of 
pharmacy invoices  

Monthly  Contract 
Pharmacies 

 

Review of contract pharmacy purchases against 
pharmacy invoices to validate payments to 
pharmacy wholesaler. 

Ambulatory Care 
Center Pharmacy 
Manager 
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 Management Structure
 How Did We Get Here
 Getting the Attention of Senior Leadership
 Those Sticky Audit Reports
◦ Simple to Complex Audit Reports
◦ Audit Findings: recommendations to material issues
◦ Communicating in the organization

 Creating the Dashboard
 Getting the Board Engaged
 Board Presentations

BOD
President & CEO

EVP & SVP
VP

Directors
Managers & Supervisors

Compliance 
Officer
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 What were the constraints?
◦ Audits, Investigations, CAP’s, Education
◦ Structure-department head, VP’s
◦ Unanswered questions
◦ Open action items
◦ Missing information/documentation
◦ Lack of response from middle management
◦ Policies and Procedures
◦ Management responses to findings

What did we need to happen?
 Linking the manager with the Senior Leader 

for knowledge
 Communication
 Response
 Ownership
 Accountability

 Audit Report Types:

Standard:
 Minimal findings: error rate <3%
 No financial risk
 Room for improvement
 Operations shortfall
 Management Response, i.e. level of Corrective Action 

Plan (CAP)
 Format? What do you use as a final report? (i.e., ppt, 

word document, etc.)
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Standard continued:
 Random sample: small size, <35-50  
 Perhaps pre-bill?
 Temperature test:
 Do we need to look further? 

 Do we need to improve process
 New line of business
 New service
 New management

 Audit Report Types:

High Risk:
 Findings > 5% error rate
 Some financial risk
 Regulatory weakness identified
 Do we have further obligations?
 Operations shortfall
 Management discussion, i.e. CEO? Senior 

Management, Department Heads

High Risk continued:
 Retroactive?
 Privilege prior to starting?
 Do we have information about the audit 

where issues have been identified?
 Is management collaborating and kept in 

the loop as the audit is on-going?
 CEO involvement?
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 Audit Report Types:
Complex Report, High Risk:
 Review stopped
 Privilege & Confidential 
 High financial risk
 Regulatory weakness identified
 Obligation 
 Management discussion, i.e. CEO? Senior 

Management, Department Heads
 General Counsel Discussion
 Outside Counsel
 Potential Disclosure
 Board involvement?

Concepts were the drivers:

 Formal Audit process
 Traffic Lights
 Access and Communication
 Elements of the program
◦ Education markers, communication tips, audits

 Library-industry information

Audit 
WMC 

Contact
Audit Stage

Status Comments

Issued in Final 
Form 

November 2014

Completed High risk findings included:

•Gaps within CDM maintenance process.

•Outdated policy for charging supplies.

•No formal policy to revise and update charge 
tickets, forms and charge entry screens.

•Front-end clinical staff does not have depth of 
understanding of appropriate charge capture for 
procedures and tests.

•Laboratory registration staff does not comply with 
ABN requirements.

•Except for those departments coded by HIM, there 
is no self-monitoring of coding or charge capture for 
outpatient services.

Issued in Final 
Form 

October 2014

Completed High risk findings included:

•Current versions of Administrative Policies and 
Procedures not adopted.

•Current version of Notice of Privacy Practices not 
utilized.

Issued in Final 
Form 

November 2014

Completed High risk findings included:

•Discharge summaries not dictated within 30 days 
of discharge.

•Illegible handwriting

•Incorrect coding of secondary diagnoses.

•Secondary diagnoses not coded.

•Procedures not coded.

12



3/17/2015

5

 Clear Reporting:
◦ Boards want upfront clear portray state of business
◦ Boards don’t have time or attention span to tolerate 

vagueness or fluff in reporting
◦ Keeps the business on track
◦ Instills Board confidence
◦ Keeps alignment with business goals

 Board Members Support:
◦ Establish Relationships
 Fosters a sense of responsibility & obligation to you
 Establishes a sense of loyalty
 Credibility: Clear and precise reporting 

 Information is Influence: Board Interactions
◦ How are you perceived as a leader
 Right information
 Right time
 Right format
◦ Assessing the outcomes:
◦ Financial risk?
 Significant financial effect
 Self Disclosure
◦ Media risk?
 Settlement Agreement?
 Public Report?
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 Management Discussion
 General Counsel/Outside Counsel
 CEO
 Board 
◦ Verbal discussion of with the Board Audit & 

Compliance Committee
◦ Full Board Report

 Best Practices
◦ Written audit reports
 Final Reports
 Summary Reports
 Hand out?
 Secure web site?
◦ Dashboards
 Create your dashboard report
 Upload to a secure site
 Hand out?

18

Audit in Progress WMC Contact Audit Stage Status Comments

Progressing

Progressing

Progressing

Progressing

Delayed

Delayed

Audit in Progress WMC Contact Audit Stage Status Comments

Progressing

Progressing

Progressing

Progressing

Delayed

Delayed

2014 Special Request Audits
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Corporate Compliance Program Dashboard                                                                                                                                                                                                          

 Corporate Compliance Dashboard  

YOUR HOSPITAL NAME/LOGO 

 As of  DATE REPORTED 
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Corporate Compliance Program Dashboard—YOUR HOSPITAL NAME 

Program Component Next Milestone/Activity Comments 

Training & Education:  

ANNUAL EDUCATION BEGINS APRIL 

2015 

  

 Compliance Tips   Monthly publication 2/20/2015, TIP #23—Patients Rights to Privacy 

 Newsletter Quarterly publication letter Winter 2015, Hospital news article, “Compliance Cor-

ner” 

Communications:  

Final Status 2012 - 98%  

Final Status 2013 - 98%  

Final Status 2014 - 100%  

Completion Date: June 30, 2012 

Completion Date: December 31, 2013 

Completion Date: December 31, 2014 
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Action Items Overdue Action Items Due Within 2 Week Action Items Current 

Program         

Component 

Audit Name Audit Stage Responsible 

VP 

Senior        

Mgmt. 

Action Items 

 

Date 

Due 

Status 

Audits:   

Work Plan/

Special        

Request 

Coding Audit 

DRG# 

 Draft Report M.Smith SVP Someone Awaiting management 

response to draft report 

findings. 

  

 Mental Health Providers: Medi-

care Enrollment and credential-

ing 

HOLD T. Jones SVP Person On-going counsel discus-

sion. 

  

 Outpatient Chemotherapy Drugs 

Audit 

Draft Report   Draft report in progress.   

 HIPAA Security—Password 

Check 

Field Work   Delayed due to data col-

lection report validity. 

  

Government 

Audits 

CMS—Post-payment medical re-

view on Inpatient Psychiatry Fa-

cilities. 

Field Planning   Data Collection.   

 OMIG’s OSC Jcode Drug Audit—

Oct. 2012—Mar. 2013 

Pending Final 

Determination 

  Copies of documents 

were sent via Fedex on 

January 7, 2015. Audit 

#XXXXXX. 
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Action Items Overdue Action Items Due Within 2 Weeks Action Items Current 

Program         

Component 

Audit Name Audit Stage Responsible 

VP 

Senior        

Mgmt. 

Action Items 

 

Date Due Status 

Auditing—

CAP(s) 

IRF Audit—Hospital 

Regional Facility 

Final  Report M. Smith SVP Someone Final Report completed. 

 Physician Director will 

review required com-

ponents of ICG Coding 

on an on-going basis. 

 Forms Audit will be 

monitored by the Medi-

cal Director and Direc-

tor of Nursing until 

90% or better compli-

ance is achieved. 

April 30, 2015  
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Action Items Overdue Action Items Due Within 2 Weeks Action Items Current 

Program         

Component 

Audit Name Audit Stage Responsi-

ble VP 

Senior        

Mgmt. 

Action Items Date Due Status 

Quality         

Monitoring 

       

        



Westchester Medical Center
Corporate Compliance Audit Status Summary 

Report to the Board

March 2015
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2015 Compliance Audits in Progress
Audit in Progress WMC Contact Audit Stage Status Comments

Progressing

Progressing

Progressing

Progressing

Delayed

Delayed

Progressing appropriately Experiencing delays                  StoppedStatus:

Audit in Progress WMC Contact Audit Stage Status Comments

Progressing

Progressing

Progressing

Progressing

Delayed

Delayed

2015 Special Request Audits
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2015 Recently Completed Audits

Audit 
WMC 

Contact
Audit Stage

Status Comments

AUDIT NAME Senior 
Manager

Issued in Final 
Form 

(Include Date)

Completed

CAP Completed

High risk findings included:

•Gaps within CDM maintenance process.

•Outdated policy for charging supplies.

•No formal policy to revise and update charge 
tickets, forms and charge entry screens.

•Front-end clinical staff does not have depth of 
understanding of appropriate charge capture for 
procedures and tests.

•Laboratory registration staff does not comply with 
ABN requirements.

•Except for those departments coded by HIM, there 
is no self-monitoring of coding or charge capture for 
outpatient services.

Issued in Final 
Form 

(Include Date)

Completed

CAP Completed

High risk findings included:

•Current versions of Administrative Policies and 
Procedures not adopted.

•Current version of Notice of Privacy Practices not 
utilized.

Issued in Final 
Form 

(Include Date)

CAP High risk findings included:

•Discharge summaries not dictated within 30 days 
of discharge.

•Illegible handwriting

•Incorrect coding of secondary diagnoses.

•Secondary diagnoses not coded.

•Procedures not coded.
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2015 Completed Corporate Compliance Audits with Corrective Action 
Plans Summary as of (Date of Report to Board)

Compliance Audit
Report Issue 

Date
WMC 

Contact

Action Plan Status 

Remediation 
Status Comments

CODING AUDIT January 2015
SVP, Clinical 
Services

Satisfactory CAP implementation on track.

HIPAA SECURITY AUDIT December 2014 CIO Delayed Mgmt waiting on system implementation.

EMTALA AUDIT February 2015 SVP, ED Stopped
Requires further discussion with 
Counsel.

Implemented by targeted due date Lower risk action items past due                       Higher risk action items past dueRemediation Status:

Remediation status rating is based upon the assigned timeframe for implementation and the significance of the finding.
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Approved 2015 Corporate Compliance Audit Plan 

Compliance Audit Facility Estimated Timing
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2008 Completed Corporate Compliance Audits with Follow-Up Action 
Plans Status Summary as of September 2008

Compliance Audit
Report 

Issue Date
WMC Contact

Action Plan Status – 3rd Qtr 2008

Remediation 
Status Comments

Unsatisfactory

Unsatisfactory

Satisfactory

Unsatisfactory

Remediation status rating is based upon the assigned timeframe for implementation and the significance of the finding.

Implemented by targeted due date Lower risk action items past due                       Higher risk action items past dueRemediation Status:
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“Quality Meets Compliance”: 

An Integrated Approach to Improving Quality and 
Reducing Exposure in Health Care

Lynn Barrett, J.D., CHC VP & Chief Compliance & Ethics Officer, Jackson Health System

Peter Paige, M.D. Senior Vice President & Chief Medical Officer, Jackson Health System

Kevin Andrews, MA, MSW,  Vice President, Quality and Patient Safety, Jackson Health System

1

Agenda

• An Effective Compliance Program

• The Importance of Quality

• The Peer Review Process

• Certain Cases

• Asking the Hard Questions

2

AN EFFECTIVE 
COMPLIANCE PROGRAM

3



3/17/2015

2

The Importance of Compliance

Compliance Program Framework

OIG Model Compliance Guidance: Elements of a 
Compliance Program

1) The development and distribution of written standards of conduct, as well as
written policies and procedures that promote the hospital’s commitment to
compliance (e.g., by including adherence to compliance as an element in
evaluating managers and employees) and that address specific areas of potential
fraud, such as claims development and submission processes, code gaming, and
financial relationships with physicians and other health care professionals;

2) The designation of a Chief Compliance Officer and other appropriate bodies, e.g.,
a corporate compliance committee, charged with the responsibility of operating
and monitoring the compliance program, and who report directly to the CEO and
the governing body;

3) The development and implementation of regular, effective education and training
programs for all affected employees;

Compliance Program Framework

OIG Model Compliance Guidance: Elements of a Compliance Program

4) The maintenance of a process, such as a compliance hotline, to receive
complaints, and the adoption of procedures to protect the anonymity of
complainants and to protect whistleblowers from retaliation;

5) The development of a system to respond to allegations of improper/illegal
activities and the enforcement of appropriate disciplinary action against
employees who have violated internal compliance policies, applicable statutes,
regulations or federal health care program requirements;

6) The use of audits and/or other evaluation techniques to monitor compliance and
assist in the reduction of identified problem areas; and

7) The investigation and remediation of identified systemic problems and the
development of policies addressing the non‐employment or retention of
sanctioned individuals.

OIG Compliance Program Guidance for Hospitals
63 Fed. Reg. 8987, 8989 (Feb. 23, 1998)
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Compliance Program Framework
Affordable Care Act: 

Accountability Requests for Skilled Nursing Facilities and Nursing Facilities

The required components of a compliance and ethics program of an operating organization are
the following:

(A) The organization must have established compliance standards and procedures to be followed
by its employees and other agents that are reasonably capable of reducing the prospect of
criminal, civil, and administrative violations under this Act.

(B) Specific individuals within high‐level personnel of the organization must have been assigned
overall responsibility to oversee compliance with such standards and procedures and have
sufficient resources and authority to assure such compliance.

(C) The organization must have used due care not to delegate substantial discretionary authority
to individuals whom the organization knew, or should have known through the exercise of
due diligence, had a propensity to engage in criminal, civil, and administrative violations
under this Act.

(D) The organization must have taken steps to communicate effectively its standards and
procedures to all employees and other agents, such as by requiring participation in training
programs or by disseminating publications that explain in a practical manner what is
required.

Compliance Program Framework

(E) The organization must have taken reasonable steps to achieve compliance with its
standards, such as by utilizing monitoring and auditing systems reasonably designed to
detect criminal, civil, and administrative violations under this Act by its employees and
other agents and by having in place and publicizing a reporting system whereby
employees and other agents could report violations by others within the organization
without fear of retribution.

(F) The standards must have been consistently enforced through appropriate disciplinary
mechanisms, including, as appropriate, discipline of individuals responsible for the
failure to detect an offense.

(G) After an offense has been detected, the organization must have taken all reasonable
steps to respond appropriately to the offense and to prevent further similar offenses,
including any necessary modification to its program to prevent and detect criminal,
civil, and administrative violations under this Act.

(H) The organization must periodically undertake reassessment of its compliance program
to identify changes necessary to reflect changes within the organization and its
facilities.

42 USC §1320a‐7j (b)(4)

Compliance Program Framework
United States Federal Sentencing Guidelines

 Established a framework for assigning penalties for organizational
misconduct

 Penalties may be mitigated if organization has implemented an effective
internal ethics and compliance program

 Compliance program must be effective in detecting criminal conduct

 must detect the offense before it is discovered outside

 must promptly report to appropriate government authorities

 no person with operational responsibility in the program can have
participated in, condoned, or willfully ignored the offense

 Includes 7 elements of a compliance program: written policies, procedures
and standards or conduct; compliance program oversight; training and
education; opening the lines of communication; auditing and monitoring;
consistent discipline; corrective actions



3/17/2015

4

Compliance Program Framework

Bottom Line Elements of a Compliance 
Program

 Designation of a Compliance Officer and compliance structure

 Written Policies and Procedures

 Training and Education

 Open lines of Communication and Reporting

 Auditing and monitoring

 Background Checks and Excluded Parties Screening

 Enforcement of Standards Through Disciplinary Guidelines

 Response and Prevention

Benefits of an Effective
Compliance Program

 Demonstrates hospital’s commitment to honest and
responsible conduct

 Increases likelihood of preventing, identifying and correcting
unlawful and unethical behavior at an early stage

 Encourages employees to report potential problems to allow
appropriate internal inquiry and corrective action

 Through early detection and reporting, minimizes any financial
loss to government and taxpayers, as well as any corresponding
financial loss to the hospital.

OIG Supplemental Compliance Guidance for

Hospitals 70 Fed. Reg. 4588, 4589 (Jan. 31, 2005)

The Board’s Role in Compliance

• In the compliance arena, the Board needs to knowledgeable about
compliance and the compliance program and provide reasonable
oversight. Among other responsibilities the Board should understand:

– Major risks to the Company,

– How the Compliance Program functions, and

– That the Compliance Program is adequate to the task
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The Board’s Role in Compliance
• ”Every hospital should have an effective compliance plan as well as a

compliance officer on staff. Board leadership is critical for both. A
successful compliance plan establishes a culture of ethical and legal
standards of behavior. Compliance plans promote the prevention,
detection and resolution of actions that do not conform to federal
and state law, as well as the hospital’s ethical and business practices.
An effective compliance program not only articulates an institution’s
commitment to high standards of conduct, but sets out specific and
practical steps to achieve and maintain those standards.”

• “Hospital Board’s commitment to and promotion of these ongoing
efforts greatly enhance their opportunity for success. The OIG has in‐
depth publications to help hospitals establish effective compliance
programs.”

OIG Views on Board’s Role 
in Compliance

• “As appropriate, the OIG strongly encourages the participation
and involvement of the hospital’s board of directors, officers
(including the chief executive officer (CEO)), members of senior
management, representatives from the medical and clinical
staffs, and other personnel from various levels of the
organizational structure in the development of all aspects of the
compliance program, especially the code of conduct.”

– OIG Supplemental Compliance Guidance for Hospitals
(1/31/05)

• OIG/HCCA government‐industry roundtables:
“The OIG believes the role played by health care organizations’
Boards of Directors is a key component of an effective
compliance program” (June 16, 2004)

Corporate Integrity Agreements
CIAs place additional requirements on boards. For example, Halifax & CIA requires among
other things:

Board of Commissioners Compliance Obligations. The Board of Commissioners of Halifax
(Board) shall be responsible for the review and oversight of matters related to compliance
with Federal health care program requirements and the obligations of this CIA. The Board
must include independent (i.e., non‐ executive) members.

The Board shall, at a minim um, be responsible for the following:

a) meeting at least bimonthly to review and oversee Halifax's Compliance Program,
including but not limited to the performance of the Compliance Officer and
Compliance Committee;

b) for the first, third, and fifth Reporting Periods, considering the results of the
Compliance Program Reviews (as described in Section 111.A.4.a.v of this CIA); and

c) for each Reporting Period of the CIA, adopting a resolution, signed by each
member of the Board summarizing its review and oversight of Halifax's compliance
with Federal healthcare program requirements and the obligations of this CIA.

Board Compliance Expert . Within 60 days after the Effective Date, the Board shall retain an
expert in corporate governance and compliance (Compliance Expert) to assist the I3oard in
fulfilling the responsibilities described in Section 111.A.3 of this CIA.
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THE IMPORTANCE OF QUALITY

16

The Importance of Quality

• Daniel Levinson, Inspector General:

The federal government is increasingly linking hospital
payments of Medicare and Medicaid bills to the quality of
patient care, both in terms of monetary rewards and
penalties. All these factors have an impact on hospital
finances; thus, the board's fiduciary responsibility simply
cannot be fulfilled unless trustees examine the nitty‐gritty
details of how hospitals are doing

17

The Importance of Quality
• Daniel Levinson, Inspector General:

And many board members may themselves shy away from
adopting such a leadership stance, particularly the many
trustees who come to their board memberships without a
medical background. They might be tempted, for example, to
leave the hard questions about mortality rates, hospital
infections or medical errors to physicians. Yet that would be a
big mistake. Remember the old saw about how war is too
important to leave to generals? Nonmedical professionals on
boards bring an outsider's point of view that may make them
more likely, not less, to see important patterns in how
hospitals are doing—provided they can get the right
information.

18
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Supplemental Compliance Program 
Guidance for Hospitals

OIG has authority to exclude any individual or entity
from participation in Federal health care programs if the
individual or entity provides unnecessary items or
services (i.e., items or services in excess of the needs of
a patient) or substandard items or services (i.e., items or
services of a quality which fails to meet professionally
recognized standards of health care).

19

Supplemental Compliance Program 
Guidance for Hospitals

To achieve their quality care‐related goals, hospitals
should continually measure their performance
against comprehensive standards, including

– Conditions of Participation

– Accreditation

– Other

20

Supplemental Compliance Program 
Guidance for Hospitals

Hospital should develop their own quality of care
protocols and implement mechanisms for evaluating
compliance with protocols.
In reviewing the quality of care provided,
• Hospitals must not limit their review to the quality
of their nursing and other ancillary services.

• Hospitals must monitor the quality of medical
services provided at the hospital by appropriately
overseeing the credentialing and peer review of
their medical staffs.

21
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Supplemental Compliance Program 
Guidance for Nursing Facilities

• Statements reflecting importance of quality

• Standards

• Quality protocols

• Measurable resident outcome

22

Supplemental Compliance Program 
Guidance for Nursing Facilities

• Quality of Care

– Sufficient Staffing

– Comprehensive Resident Care Plans

– Medication Management

– Appropriate Use of Psychotropic Medications

– Resident Safety

• Promoting Resident Safety

• Resident Interactions

• Staff Screening

23

Certain OIG Skilled Nursing Facility Reports

• Skilled Nursing Facilities Often Fail To Meet Care Planning 
And Discharge Planning Requirements, February 2013

• Inappropriate Payments to Skilled Nursing Facilities Cost 
Medicare More Than a Billion Dollars in 2009, November 
2012

• Questionable Billing by Skilled Nursing Facilities, 
December 2010

• Consecutive Medicare Stays Involving Inpatient And 
Skilled Nursing Facilities, June 2007

24
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Quality CIAs
• Compliance Program

• Oversight

• Written Standards

• Policies

• Training

• Review Process

• Board of Directors

25

26

27



3/17/2015

10

28

29

30



3/17/2015

11

31

32

• A 66 year old patient is hospitalized for 
routine orthopedic surgery.

• The patient acquires an infection.

• Her stay in the hospital is prolonged for 4 
days.

• What is the effect on your bottom line?

($60,000 -$100,000)

33
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About $9.5 billion and nearly 57,000 lives would 
be saved annually if all of the nation's acute 
care hospitals performed as well as the 
country's top hospitals, finds a new study 

released this week by Solucient.

34

Value = Quality of outcome / Unit of cost / 
Compliant

“R.O.I.” is not just about the income line!

35

• Improving systems ‐‐ beyond the “Bad Apple” 
approach

• Integrating attention to quality, safety, risk, 
and service

• Integrating quality into operations through 
compliance, finance

36
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1. Focus on quality, safety and compliance
2. Dedicate time
3. Be proactive
4. Assure that quality measurement and performance 

improvement processes are in place
5. Understand physicians role **
6. Explicate staff and physician responsibilities
7. Ensure management’s focus (Compliance can assist)
8. Align financial resources
9. Support payment contracts aligned with this focus

37

Hospital Medical Staffs should develop a “quality 
literacy” regarding patient safety, clinical care, 
compliance and healthcare outcomes.

38

THIS IS NOT AN EASY ASSIGNMENT FOR 
PHYSICIANS!

As Compliance Officers:

• How are you aligned with Quality and Risk Management?

• Do you know how rigorously peer review is practiced in your 
hospital?

• What are the indications for external peer review?

• Are summary results presented to the Board?

• Are you assured a neutral body is reflecting the community’s 
interest?

• Are you assured of the fairness and consistency of the process?

39
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• Tracking and trending process, compliance 
and outcome measures

• Integrating…

– Patient safety

– Risk management activities

– Sentinel event reporting and analysis

• Contracting

• Compliance

40

“Be All That You Can Be”:
A Roadmap for Success

• Commit 

• Collaborate

• Align incentives

• Build structures

• Enlist patients

• Track progress

• Create identity

41

• Get the Board’s attention

• Must be your Institutional strategic priority

• Medical Staff priority

• Transparency keeps us honest

• Focus the workforce on value, compliance and service

– High quality

– Better than the national average

• Quality processes…resulting in clear and compliant, succinct 
report cards

• Physician outreach

• Joint Conference Quality and Audit & Compliance 
Committees

42
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Board Scorecard

43

Health System Scorecard

44

Hospital Scorecard

45
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• The “report card” concept

• You want to see the follow up

– Quality

– Compliance

– Malpractice

– Service

• Don’t be afraid to ask !!!

46

• Increasingly, hospitals are posturing on issues 
of quality and service

• Skeptical audiences, in an era of transparency, 
will see through posturing

• Define ourselves by our commitment

47

Compliance-Quality connection is vital to the essential 
purpose of the health care enterprise.

48
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Hospital Medical Staffs play a vital role in 
monitoring and improving hospital care to 
ensure that it is safe, beneficial, patient 
centered, timely, efficient, and equitable.²  
Indeed, hospital Medical Staffs are responsible 
for ensuring the quality of healthcare provided 
in their institutions.³ To fulfill their role in 
ensuring quality…

49

THE PEER REVIEW PROCESS

50

Effective Peer Review
• Effects:  Minimizes harm to patients and potential 
exposure of providers

• Effective peer review requires, among other things:

– Effective leadership 

– Supportive culture

– Effective evaluations and reviews

– Willingness to make potentially hard decisions

– Accountability

51
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Peer Review, Quality & Compliance

• Peer Review must help ensure practitioners

– Comply with CMS requirements

– Comply with Accreditation standards

– Comply with patient safety and quality standards

52

Potential Barriers to 
Effective Peer Review

• Conflicts of interest

• Fear of retaliation

• Not reviewing all cases

• Effective peer review requires, among other things:

– Effective leadership 

– Supportive culture

– Effective evaluations and reviews

– Willingness to make potentially hard decisions

– Accountability

53

Potential Solutions

– Education and training

– Auditing & monitoring of Peer Review Process

– External Peer Review, were appropriate

– Communication among Compliance, Quality 
(including Risk) and Medical Staff Office

– Accountability and escalation

– Culture, culture, culture

54
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CERTAIN CASES

55

Certain Cases
Redding Medical Center, 2003 & 2005

– Allegations:  Billing for medically unnecessary cardiac procedures by two physicians

– Facts:

• Physician and staff allegedly complained of procedures

– Data showed a very high rate of cardiac procedures

• FBI Raid

– Result:  Tenet ‐ $54 million plus $5.5 million

• Hospital sold

• Physicians

– 4 physicians agreed to total settlement to victims of procedures and 
Medicare and Medical program ‐ $32.5 million

– 2 physicians agreed to no longer perform any services or procedures on 
Medicare, Medical or Tricare patients

• Potential Lawsuit 

56

Certain Cases
Satilla Regional Medical Center, 2011
• Allegations: Billing for medically unnecessary and worthless

endovascular procedures performed by surgeon

• Facts:

– Staff (nurses) raised complaints that doctor was a danger
to patients

• One patient died

– Question about credentialing process

– Questions about peer review process

• Result: Satilla paid $840,000

57
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Certain Cases

EMH Regional Medical Center, 2013
•Allegations: Billing for unnecessary cardiac procedures

•Facts:

– Relator was employed in the cath lab

– Letters from private payor questioning procedures

– 2006 NY Times article, “Heart Procedure Is Off the Charts
in an Ohio City”

•Result: EMH paid $3,863,857

– Physician paid $541,870

58

Certain Cases
Golden Living, 2013
•Allegations: Provided inadequate and worthless 
monitoring, documentation and preventation and 
treatment of wounds 

•Facts:
– Prior 2000 and 2004 CIA

– Relator was medical director for one the facilities

– Some of the allegations include wound care, 
hospice care and policies

•Result: Paid $613,300 ‐ 5 year CIA

59

Asking the Hard Questions

60
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Asking the Hard Questions
Communication

• Are you taking complaints seriously – no matter from where
they generate
•Is there any hesitation to review or act based on affiliations, high
admitters and similar issues?
•Do you have any effective compliant and reporting process
•Is there effective communication among key stakeholders such
as compliance, quality, the medical staff and hospital
administration?

61

Asking the Hard Questions
Internal Controls

• Does the hospital have an effective credential process?
• Does the hospital have an effective peer review process?
• Does the hospital have an effective utilization management

process?
• Does the hospital have an effective quality assurance and

management function, including follow‐up for adverse clients?
• What are your quality metrics? Are you tracking number of

procedures? Rehospitalization?
• Who is tasked with tracking and follow‐up of outcomes? What

is the process for outliers?
• What is your data telling you?

62

Asking the Hard Questions
Level of Involvement

• Are medical staff, hospital administration, and governing board
able to identify issues, and if so, are they willing to take action?

• Does the hospital offer incentives or rewards for high‐quality
performance?

• Is quality part of the overall compliance program, such as
training, education, and auditing?

• Where, if at all, does compliance intersect with the peer review
process?

63
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Asking the Hard Questions
Connection Among Departments

• Does the hospital offer a link to communication between
quality of care issues and billing processes?
• Is there effective communication between the compliance
officer and other departments involved with quality of care
matters?

64
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Mevo Creative Presentation 1

Behind the Curtain
Social Media

�

Kortney Nordrum, Esq., CHC, CCEP

Mevo Creative Presentation 2

I am a lawyer, but I am not your lawyer –
nothing in today’s presentation is legal 
advice or should be construed as such.

Standard Disclaimers

�

I work for HCCA, but everything you’re 
going to see and hear in the next 2 hours 
is my own opinion and does not reflect the 

views of HCCA or it’s leadership. 

Mevo Creative Presentation 3

“…in 2005 Facebook didn’t exist for most people, ‘Twitter’ was still a sound, the cloud was 
something in the sky, 3G was a parking space, applications were what you sent colleges, and 

‘Skype’ was a typo…”   – Thomas Friedman
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Mevo Creative Presentation 4

What is Social Media?
Websites and applications that enable users to create and share content or to participate in social networking 

Facebook, LinkedIn, 
MySpace

Social Networks

YouTube, Vimeo, 
Hulu

Video

Yelp, Amazon, 
Trip Advisor 

Reviews & 
Ratings

WordPress, Blogger, 
Twitter

Blogs & Streams

Tumblr, Instagram, 
Pinterest 

Pictures

Mevo Creative Presentation

Why Should I Care?

5

>40% consumers say info 
found via social media affects 
how they deal with their health

Surprising Stat #1

60% of doctors says social 
media improves the quality of 
care delivered to patients

Surprising Stat #2

30% of adults share information 
about their health on social 
media sites (47% with doctors)

Surprising Stat #3

�

�

�

Your friends use it
Your employees use it

Your clients/customers/patients use it

Power in Numbers

Help them find it and establish 
yourself as a resource 

Others are Searching for 
Information

A solid social media presence 
will help drive google to your 

website or business

Google Cares 

�

�

�

�������	�
�����	����������	
�������	��
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PREPARE FOR CRISIS

�

�������	
��������	�

Mevo Creative Presentation 8

Photo Sharing Join Groups Events Chat

Mevo Creative Presentation 9

Interactive Business Cards Share Projects & Goals Network in Groups Be a Writer
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Follow Others Search Hashtags Join the Conversation Retweet

Mevo Creative Presentation 11

Search Share Tag Analytics

Mevo Creative Presentation 12

Pinning Boards Following Maps
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Photos Filters Hashtags Video

Mevo Creative Presentation 14

Watch Videos Create a Channel Share Monitor

Mevo Creative Presentation 15
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Discussion Groups Social News Support Blogs

Other…

��	����	

���������

�

Security & Privacy of 
PHI and ePHI, Breach 

Notification.

HIPPA

�

Security & Privacy of 
PHI and ePHI, and 
Breach Notification 

with Business Partners 
& Contractors

HITECH

�

NLRB DECISIONS

�

Endorsement, 
testimonial and 

employee disclosure 
rules.

FTC GUIDELINES

�

Record retention, 
privacy, employment, 

and anything else your 
state wants to 

regulate.

STATE LAWS

�

Lobbying & political 
activity.

IRS

01 02 03 04 05 06

Employee rights and 
actions. Employment 

decisions. 
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Record Retention.

ACA

�

Record Retention.

ERISA

�

EEO LAWS

�

Copyright 
infringement.

IP LAWS

�

Privacy & Ethics of 
medical professionals.

AMA PRINCIPLES

�

Anything your 
organization chooses 
to regulate or monitor.

INTERNAL POLICIES

07 08 09 10 11 12

Discrimination in 
employment decisions. 

Accommodations.

�

Mevo Creative Presentation 20

HIPAA

� �

�

�

�

�

�
�

�

�

HIPAA Violations

Disclosures made 
on social media 

concerning a 
patient’s PHI 
without that 

patient’s 
authorization. 

Use of PHI by covered entities

Privacy Rule

3 Safeguards for ePHI –
administrative, physical, and 
technical.

Security Rule

Civil penalties for breach, 
procedures for investigations 
and hearings.

Enforcement Rule

Addition of Business 
Associates along with covered 
entities

Omnibus Rule

Breach notification and 
security rule updates.

HITECH Act

�

�

Mevo Creative Presentation 21

Patient attempts to 
“friend” an attending 

physician on Facebook

#1

A lab tech blogs that 
his lab equipment is 

unreliable and should 
have been replaced 

years ago

#3

Medical students take 
photos of a shark 

attack victim with their 
phones and then email 

them to friends

#5

A peds nurse posts 
pictures of babies in 

the nursery

#2

A marketing rep tries 
to “defend” the hospital 

against a patient’s 
angry rant

#4

Potential HIPAA Violation Scenarios
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Apply to most private sector employers, including 
manufacturers, retailers, private universities, and health 
care facilities.

NLRB Decisions 

You may not be able to tell employees not to discuss 
drinking benders or strip clubs on their social media – you 
can ask them not to identify themselves as an employee 
of your company on social media. 

FYI

Any social media post which can be construed as about 
wages, hours, or working conditions and are discussed 
with other employees or targeted to an audience that may 
include other employees are PROTECTED.

Concerted Activity

�

�

Under recent decisions, employers are not allowed to 
restrict employees from the following on social media: 
gossiping, complaining, using profanity, making 
disparaging remarks about the employer, posting while at 
work, communicating with the media about the 
company…    

Virtual Water Cooler
�

Mevo Creative Presentation

Harassment Issues
Employees will talk to and about each other on social media

23

Harassment comes in all forms…

� Facebook – 62%

� Email – 20%

� Sexual – 44% 

� Professional Character – 28% 

� Snapchat – 5% � Classist – 13%

Mevo Creative Presentation 24

Intellectual Property Issues

infringement

D M C A
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Regulations for tax-exempt organizations

IRS Issues

Candidates Campaigns

Employee 
Participation

Lobbying

Mevo Creative Presentation 26

Federal Trade Commission Issues

�

Tweeted to 20,000 
followers

�

Doesn’t disclose 
employment relationship

�

Nordrum North is NOT the 
best heart hospital in MN

�

Data about Generic Heart 
Center is false

�

Retweeted by 
@NordrumNorthHosp to 

20,000 more followers

�

“Nordrum North is the 
BEST heart hospital in MN! 

1 in 3 patients die at 
Generic Heart Center!”

�������	�
�����	����������	
�������	��
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Doing It Wrong

Mevo Creative Presentation 29

Doing It Wrong

4 Kansas Nursing 
Students Expelled 

for Posing with 
Placenta

Mevo Creative Presentation 30

Doing It Wrong

Man vs. 6 
Train
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Doing It Wrong

Mevo Creative Presentation 32

Doing It Wrong

Mevo Creative Presentation 33

Doing It Wrong
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Doing It Right

The Navy-Marine Corps Relief 
Society asks patients to follow 
certain professional Facebook 

pages. The nurses watch over their 
Facebook flock, intervening when 

they see troubling behavior. 

Mevo Creative Presentation 35

Doing It Right

Mevo Creative Presentation 36

Doing It Right
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Drafting a Social Media Policy

There’s No “One Size Fits All

Provide employees with a clear understanding of what constitutes appropriate, acceptable, and lawful business 
behavior in plain English. Look at existing policies for similar organizations (Mayo Clinic, Intel, etc.)

Don’t Be Vague

The NLRB has determined that vagueness is never good. Give explicit examples of acceptable and unacceptable 
behavior.  Be very careful about telling employees what they can and can’t do with their own personal social media 
accounts

You Can’t Control, But You Can Manage

Trust is cheaper than Control. Aim to create policies that support, protect, and empower your employees to engage on 
social media in a responsible manner. Emphasize education

Consider Two Policies

Best practice is to have separate social media policies for employees using social media as part of their job and one 
for employees using social media in their personal lives

�

�

�

�
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Avoid the 3 D’s

Disclosure Discrimination Defamation
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P O S

What are people looking 
for?

People

T

What are you trying to 
accomplish? What are 

your goals?

Objectives
How do you want your 
relationship with others 

to change?

Strategy
What channel or media 
should you use? Why?

Technology

Mevo Creative Presentation 44

Where do your people live?

LinkedIn

Twitter

Facebook

Pinterest

Instagram
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Become a Trusted Resource

Add Value, Information & Guidance Be Helpful, Honest & Engaging Interact – Community & Audience Use Several Platforms
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Give Your Staff, 
Leadership & 

Community a Voice
Solve a Problem Answer Questions

Humanize Your 
Organization

Make an Existing 
Process Better

Share Interesting 
& Relevant 
Information

Share the Importance 
of a Common Mission

47

Twitter users meet at a pre-determined time to discuss a 
certain topic, using a designated hashtag (#) for each 
tweet contributed.

Twitter Chats

They provide a chance to network and grow your community.
Focus on connecting and learning, showing your expertise, not 
“selling”.

Why Participate?

Always include the hashtag.

Include a “.” in front of @ to show in all feeds

Tips

�

�

Nurph – A comprehensive chat tool with rooms for chats, 
replays of chats, chat analytics, and RSVP functionality

Storify – Easy and effective way to create a recap of each 
chat

Twubs – Register your hashtag for a new chat

Chat Salad – great site for finding chats to join

Resources & Sites
�
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Start making educational videos and posting them online 
for anyone to watch anywhere, for free

Start a YouTube Channel 

It’s a relatively easy and cheap way to promote your program 
and share your compliance resources. By integrating your 
channel with Facebook & Twitter, you get more bang for your 
buck

Why?

Upload new content regularly

Respond to comments on your video in a timely manner

Stick to a schedule – it builds loyalty & credibility

Tips

�

�

Fotor – Create an eye-catching banner for free

Audio Swap – an app that let’s you change audio on 
existing video (avoid copyright issues)

Remixer – Edit videos already loaded into YouTube

Resources & Sites
�
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Allows people to come together around a common cause, 
issue, or activity to organize, share goals, discuss issues, 
post photos, and share related content

Create a Facebook Group

Empower others to rally around your community is a real, 
human way. New posts by a group are included in the News 
Feeds of all members

Why?

Privacy settings allow you to control who can join

Create events tied to the group

Authenticity is the core of Facebook

Tips

�

�

Fotor – Create an eye-catching banner for free

HCCA’s Group

Steal ideas from groups you’ve already joined

Resources & Sites
�

50

Allows users to share and save content to virtual boards. 
Build your reputation by repinning, commenting on and 
liking other pins. 

Create a Pinterest

Pinterest is a visual platform that offers a user experience other 
platforms don’t. Combined with your other efforts, use it to 
create content balance. 

Why?

Invite others to pin to your group boards

Strike a balance – share information for your target 
audience and build boards about your business

Use Rich Pins to add details 

Tips

�

�

Mayo Clinic – Pinterest

HCCA - Pinterest

Constant Contact - Pinterest

Resources & Sites
�
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Users upload pictures with a specific hashtag – and are 
entered to win a prize

Run an Instagram Contest

Contests are a great way to generate engagement with your 
followers, gain new followers, and get some great photos to help 
market your compliance program

Why?

Ask for content that deepens the emotional connection 
between your participants and your program

Keep your hashtag as short and simple as possible

Tips

�

�

Iconosquare – Search common hashtags and browse 
current Instagram contests

Wishpond – Instagram contest ideas

Social Media Examiner – Great site for ideas, examples, 
do’s and don’ts

Resources & Sites
�
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Target your audience and let them take your information 
and training with them anywhere – make learning more 
convenient for your audience

Start a Podcast

Instant credibility. Grow your audience. There’s no spam. No 
commercials (unless you add them). Everyone has a 
smartphone and/or computer.  

Why?

Publish regularly and be reliable

Interview experts, thought leaders, and “celebrities”

Edit, edit, edit – make sure it’s pleasant to listen 

Tips

�

�

DavidJackson.org – Podcasting Consultant & Coach

Great Podcasters: Michael Stelzner, Pat Flynn, Jay Baer  
Freakonomics Radio, and NPR’s Serial

Resources & Sites
�
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The secret to good communication is varying delivery

Start a Compliance Blog

Help build internal ethics conversations through a public forum. 
The world wants to feel connected and wants authenticity – you 
can build both through a blog.

Why?

Publish regularly

Get ideas from your audience

Be humble, honest, and authentic

Tips

�

�

ComplianceAndEthics.org – SCCE & HCCA’s blog

WordPress – The most popular blogging platform

BufferSocial – Great tips for beginning bloggers

Resources & Sites
�
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Additional Resources

Mayo Clinic Social 
Media Health Network

�

HCCAnet

�

Healthcare Hashtag 
Project

�

Your Peers

�
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Risk Assessments for 
Dummies: Demystifying the 
Risk Assessment Process

Session W12
HCCA Compliance Institute 

April 22, 2015

Allison K. Luke, JD,CHC
Alice H. Martin, JD, CFE, CHC, CHPC

Session Objectives

•How to Begin

•Use of Tools 

•Use of Internal Resources
Risk Identification

•Ranking Priorities

•Reports/Heat MapsRisk Assessment

• Present Assessment & Audit Plan to 
Compliance Steering Committee

• Present recommended plan to Board
Audit Plan

• Report quarterly findings to Steering 
Committee/Board

• Follow up on remediation plans 
presented by Operations

• Start over again!  Cycle for success

Execute Audit 
Plan

ahm1

Risk Assessments
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“Risk assessment is … the most 
challenging aspect of C & E work 
– both conceptually and as a 
practical matter. ”

Jeff Kaplan,  “FAQs About Conducting Risk 
Assessments ,” Corporate Compliance Insights , 
October 1, 2014

“Conceptual” v. “Practical” 
Risk Assessments

Conceptual Risk Assessments

•Identify WHAT Risk you want to 
Measure

•Sources of Concern

•Who Decides? (Individual, Committee, 
or Board)

Sources of Concern
• Policy Accessibility & Management

•Hotline monitoring & response

•Training/Education

•Other

7 Elements of 
Effective 

Compliance Program

•OIG Work Plans

•RACs, ZPICs

•Local Coverage Determinations

Government Focus

•Previously Problematic Areas 
Previous Issues 
Identified

• In the News

•Other Local Investigations
“Hot Topics”
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What Risks to Measure?

•First Consider All C&E risks 
that your Organization Faces

• Identify Specific Parameters: 
Narrow?  Broad?

Determine 
Scope of Risk 
to be Assessed

•When Enough is Enough
Beware of 

“Scope Creep”

“Conceptual” v. “Practical” 
Risk Assessments

Practical (Actual) Risk Assessments

• Identify Tools to Use

•Conduct Assessments

•Compile Results into Risk Assessment 
Spreadsheet/“Heat Map”

Previous targeted risk assessments can be 
opportunities for compliance activity 
for identified risk areas because there may be 
unidentified barriers to C&E effectiveness

Organizational
Culture 

Lack of Follow‐
through for 

Identified Risks

Individual 
Accountability

Implementation (& 
Operationalization) of Action Plans

Minimal Reporting 
of Compliance 
Concerns
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Identify Tools to Use

Individual Interviews

Workshops

Questionnaires

Audits

Risk Assessment Tools

• 1 on 1 (most honest/reliable 
responses)

•Time‐consuming

Individual 
Interviews

•Facilitator with Identified groups 
of Individuals

•Allow Brain‐storming/Interactive 
Discussion

•Less Likely to Produce Complete 
Honesty in Responses

Workshops

Questionnaires

Examples in 
Handouts

•Specific to 
provider‐type

•Area‐specific 
within 
healthcare 
industry

Determine 
Specific 
Questions 

• Create Qs that 
will produce 
answers to identify 
specific risks (i.e., 

what are you 
concerned about?)

• Instructions for 
Completion

• Deadline for 
Return

Assemble 
Responses

•Format for 
Risk ID 
Spreadsheet
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Audits

• Pre‐existing

•Regularly Conducted

•New/Specific to Assessment

Internal
(Less Expensive; 

Greater 
Possibility of 

Bias)

• Pre‐existing

•New/Specific to Assessment

External
(Expensive; 
Less Likely to 
be Biased)

Sample Risk Assessment Tools

• Hospital Management Questionnaire

•Medical Directors Questionnaire

• Home Health

• Hospice

Misc. Provider 
or Department‐
Specific Risk 
Assessment 

Tools (handouts)

• Downloadable SRA tool for Windows 
(.exe file)

• Downloadable SRA tool as Word docs (4 
separate docs: Admin., Technical & 
Physical Safeguards plus User Guide)

• SRA Required, BUT good example of RA 
tool

ONC Security 
Risk Assessment 

Tool at 
HealthIT.gov

Risk Assessment 
Reports & “Heat Maps”

Risk Ranking
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Risk Assessment Findings

•WHAT AREAS?

• Specific Scope Only

• Previous “Failed” Action Plans,  if any 

Organize Based on 
“Conceptual” Risk 

Assessment 
Determinations

•Cite Applicable Rules or Regs

•Cite Policy that Addresses Issue/Identified Risk

•Reference Organizational Department/Area 
Responsible

Add Sources of 
Concern

• Immediacy of concern

•Financial impact / Reputational Impact

•Likelihood of occurrence

•“Worst case“ if risk is not addressed

Ranks Risks/Assign 
“Heat” Level

ahm3

SAMPLE: Compliance Risk Assessment for 
Hospitals & Affiliated Physician Clinics

Management Interviews

Name ________________________ Title ______________________________

Areas of Responsibility _____________________________________________
Date: ___________________________

Responses: Yes No N/A  (unless response line provided)

TRAINING AWARENESS

1. Do you know what corporate compliance means?

2. Have you and your staff received any compliance education? 

3. How often? ______________________________________________

4. Is Compliance included in orientation of new employees?

5. Is Compliance education required annually for all Employees, Contractors (including 
Physicians) and Board Members?

SAMPLE: Compliance Risk Assessment for 
Hospitals & Affiliated Physician Clinics

6. Is targeted education provided to employees in high risk areas (e.g. business office 
and billing, medical records, etc.)?

CONTRACTS

7. Are you authorized to sign contracts on behalf of your facility?

8. Are the exclusion lists verified prior to signing contracts?

9. Does a policy exist to address termination of a contract in the event they are on the 
OIG or GSA exclusion lists from participation in government programs?

10. Does a policy exist for retention of contracts?

11. Does a clause exist in contracts pertaining to compliance with local, state and 
federal regulations?
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ahm3 modified
amartin, 3/9/2015
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SAMPLE: Compliance Risk Assessment for 
Hospitals & Affiliated Physician Clinics

FINANCE/BILLING

12. Does a chargemaster exist for your facility?

13. Does a formal process exist for adding new services or revising information in the 
chargemaster?

14. Does your facility bill professional services for employed or contracted physicians?

15. Does your facility bill for PA & NP services?

16. Are regulatory alerts communicated to the coding and billing staff?

17. Do you have a process and/or policy in place to communicate with third party 
payors?

18. Do you have a policy to address overpayments?

19. Are denial reports shared with coding and other pertinent staff?

20. Are credit card purchases and fee basis vendors verified for exclusionary status?

SAMPLE: Compliance Risk Assessment for 
Hospitals & Affiliated Physician Clinics

MEDICAL STAFF & CLINICAL STAFF

20. Does a policy exist on patient rights and informed consents?

21. Are physicians and clinical staff aware of their role in the EMTALA and/or received 
education and/or received education on the regulation?

22. Have audits been performed on E & M coding patterns?

23. Does a policy exist in the Medical Staff Bylaws that addresses sanctioned individuals 
on the Medical Staff ?

24. Are the GSA & MEL exclusion lists verified for members of the Medical Staff, 
(physicians & mid- level providers) at the time of re-credentialing?

25. What process is used to ensure medical necessity?

26. Who is allowed to perform the MSE in Acute Care?

27. Is a physician on call for Acute Care?

SAMPLE: Compliance Risk Assessment for 
Hospitals & Affiliated Physician Clinics

28. Who is authorized to transfer a patient from Acute Care to another facility’s 
Emergency Department?

HUMAN RESOURCES

29. Are the exclusion lists verified prior to hiring new employees and annually 
thereafter?

30. Does a policy exist on non-employment or address retention of sanctioned 
individuals?
31. Are licenses and certifications verified on mid-level providers prior to hiring an 
employee?

RESEARCH

31. Does a policy exist on record retention for research?

32.What system or policy is in effect to ensure that patients  are not billed for research?

33. When research has been completed, how is communication completed to ensure 
that patients are not billed in the event the testing continues?
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SAMPLE: Compliance Risk Assessment for 
Hospitals & Affiliated Physician Clinics

34. Is a system in place to verify whether researchers and/or sponsors of research are 
on the exclusion list?

GENERAL COMPLIANCE MATTERS

35. Are your staff aware of the [hospital/provider] Compliance Line?

36. Where can you find the [hospital/provider] Compliance Line?

37. Does a Compliance Committee exist? Do you know how to find out who is on the 
Compliance Committee?

38. Are you aware of any potentially fraudulent issues or do you have any compliance 
concerns?

39. Is the above statement read and signed by employees annually and is the question 
included in exit interviews?

40. Do you know what HIPAA means?

41. Do you know what Data Security means? 

Best Practice: Education to 
& Approval of Boards

Share heat maps and risk assessment results with your 
organization’s Board of Directors. Format provides an easy‐to‐use 
“snapshot” so that:

• Educate Board on specific operational risks in light of risk 
identification/assessment by operational staff/steering 
committee

• Explain how management/leadership has ranked/rated the 
risks. Have operational leadership present. 

• Explain resources needed by Compliance to audit and 
Operations to remediate.  

• Board Approval – have Board approve the Audit Plan with 
Ranked Risks

Compliance Audit Plan, 

Operations’ Remediation 
and

Operations’  Monitoring 
Follow‐Through
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Creating & Implementing 
Action Plans Based on 

Identified Risks

•Rank  Risks 

• All “Urgent.” Some  may be Mission 
Critical

Priorities/ 
“Red” Items 
FIRST

• Distinguish Most Urgent Needs

• “Low Hanging Fruit”
“Yellow” Items

Remember to Add “Green” Items to Annual 
Audits

3 Final Points:

Document!
Document!
Document!

Speaker Contact Information

Alice H. Martin, JD, CFE, 
CHC, CHPC

Deputy Attorney General
State of Alabama

Allison Keitt Luke, JD, 
CHC

AK Luke, LLC, 
Healthcare Compliance 

Consulting

aluke65@yahoo.com
(404)229-0590(mobile)
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Compliance Risk Assessment for Hospitals (& Affiliated Physician Clinics, where applicable) 

 

Management Interviews 

 

Name ________________________ Title ______________________________ 

 

Areas of Responsibility _____________________________________________ 

Date: ___________________________ 

 

Responses:  Yes  No  N/A   (unless response line provided) 

 

TRAINING AWARENESS 

 

1. Do you know what corporate compliance means? 

 

2. Have you and your staff received any compliance education?  

 

3. How often? ______________________________________________ 

 

4. Is Compliance included in orientation of new employees? 

 

5. Is Compliance education required annually for all Employees, Contractors (including 

Physicians) and Board Members? 

 

6. Is targeted education provided to employees in high risk areas (e.g. business office and billing, 

medical records, etc.)? 

 

CONTRACTS 

 

7. Are you authorized to sign contracts on behalf of your facility? 

 

8. Are the exclusion lists verified prior to signing contracts? 

 

9. Does a policy exist to address termination of a contract in the event they are on the OIG or 

GSA exclusion lists from participation in government programs? 

 

10. Does a policy exist for retention of contracts? 

 

11. Does a clause exist in contracts pertaining to compliance with local, state and federal 

regulations? 

 

FINANCE/BILLING 

 

12. Does a chargemaster exist for your facility? 
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13. Does a formal process exist for adding new services or revising information in the 

chargemaster? 

 

14. Does your facility bill professional services for employed or contracted physicians? 

 

15. Does your facility bill for PA & NP services? 

 

16. Are regulatory alerts communicated to the coding and billing staff? 

 

17. Do you have a process and/or policy in place to communicate with third party payors? 

 

18. Do you have a policy to address overpayments? 

 

19. Are denial reports shared with coding and other pertinent staff? 

 

20. Are credit card purchases and fee basis vendors verified for exclusionary status? 

 

MEDICAL STAFF & CLINICAL STAFF 

 

20. Does a policy exist on patient rights and informed consents? 

 

21. Are physicians and clinical staff aware of their role in the EMTALA and/or received 

education and/or received education on the regulation? 

 

22. Have audits been performed on E & M coding patterns? 

 

23. Does a policy exist in the Medical Staff Bylaws that addresses sanctioned individuals on the 

Medical Staff ? 

 

24. Are the GSA & MEL exclusion lists verified for members of the Medical Staff, (physicians 

& mid- level providers) at the time of re-credentialing? 

 

25. What process is used to ensure medical necessity? 

 

26. Who is allowed to perform the MSE in Acute Care? 

 

27. Is a physician on call for Acute Care? 

 

28. Who is authorized to transfer a patient from Acute Care to another facility’s Emergency 

Department? 

 

HUMAN RESOURCES 

 

29. Are the exclusion lists verified prior to hiring new employees and annually thereafter? 

 

30. Does a policy exist on non-employment or address retention of sanctioned individuals? 
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31. Are licenses and certifications verified on mid-level providers prior to hiring an employee? 

 

RESEARCH 

 

31. Does a policy exist on record retention for research? 

 

32.What system or policy is in effect to ensure that patients  are not billed for research? 

 

33. When research has been completed, how is communication completed to ensure that patients 

are not billed in the event the testing continues? 

 

34. Is a system in place to verify whether researchers and/or sponsors of research are on the 

exclusion list? 

 

GENERAL COMPLIANCE MATTERS 

 

35. Are your staff aware of the [hospital/provider] Compliance Line? 

 

36. Where can you find the [hospital/provider] Compliance Line? 

 

37. Does a Compliance Committee exist? Do you know how to find out who is on the 

Compliance Committee? 

 

38. Are you aware of any potentially fraudulent issues or do you have any compliance concerns? 

 

39. Is the above statement read and signed by employees annually and is the question included in 

exit interviews? 

 

CONFIDENTIALITY 

 

40. Do you know what HIPAA means? 

 

41. Do you know what Data Security means?  

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 
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Cash [ORGANIZATION or Site/Facility/Department] Cash is handled appropriately. 

2 2 2 2 3

Cash 

Cash and cash equivalent accounts are reconciled monthly and have no material 

reconciling items aging greater than 60 days.  Reconciliations are signed by the preparer 

and the reviewer. 1 1 1 1 1

Disclosure Program
Covered Persons appear to be aware of the established Disclosure Program and its 

purpose.  
1 1 1 1 1

Employee 

Signage/Information

Required employee signage/information in the [Site/Facility/Department] is posted 

appropriate.
1 1 1 1 1

Policy and Procedures

Policy and Procedures and training manuals are made readily available to employees.  

Employees are aware of where policies, manuals and forms are located and have access to 

them at all times. 1 1 1 1 1

Patient Notification

[ORGANIZATION] has established a mechanism for disclosing any findings of 

violation(s) of professionally recognized standards of health care considered to be an 

adverse event. 1 1 1 1 1

Patient Notification
Materials and information disseminated and/or posted to patients and responsible parties 

are appropriate, updated, complete and in both English and Spanish (where applicable).
2 1 2 1 1

Patient Notification

A formal referral listing had been developed to aid patients and/or responsible parties in 

making  informed decisions when referred for services outside the [ORGANIZATION or 

Site/Facility/Department].  1 1 1 1 1

Privacy Measures to protect patient health information are appropriately in place.  

1 1 2 2 2

Treatment Plans/ 

Consents

Treatment plans and consents are complete, appropriately authorized and adequately 

supported.  
3 1 3 1 1

Revenue Cycle Credit reports and/or potential overpayments are routinely worked to resolution.

1 1 1 1 1

Revenue Cycle

Services provided by the [Site/Facility/Department] are analyzed and outliers are 

appropriately audited or researched by a member of the [ORGANIZATION] 

management team.  Corrective Action Plans are appropriately issued and enforced. 1 1 1 1 1

Revenue Cycle
Services are documented, coded and/or billed appropriately (does not attest to medical 

necessity).
2 3 2 1 1

Revenue Cycle Claims are filed within 1 business day of the DOS.

1 1 1 1 1

Revenue Cycle Insurance verification is performed timely.

2 1 2 1

Protective Stabilization
Required chart documentation related to protected stabilization is adequate (medical 

necessity, monitoring, outcome, etc.).
2 3 1 1 2

Exclusion Screening, 

Training and Education

Exclusion Screening, Training and Education of students, contractors, subcontractors, or 

agents are documented as provided within the requirements of both [ORGANIZATION].
1 1 1 3 1

Licensing
Required licenses and certifications are current and posted appropriately within the 

[Site/Facility/Department].
2 1 1 1 1

[ORGANIZATION] 

Findings

Various [ORGANIZATION] findings reported along with specific 

[Site/Facility/Department] exceptions (see Summary of [ORGANIZATION] Findings for 

detail) 1

Center Summary of [ORGANIZATION] Findings (Note 1)

[Site/Facility/Department]

1) Misapplied discounts related to _________ program; refund processed totaling $________; Guidance to 

be strengthened 2) [Site/Facility/Department] Checklist did not include verification for consent of current 

treatment.

[Site/Facility/Department] No measures are currently in place designed to ensure quality of care over ________ services.  

[Site/Facility/Department] Documentation of required _____________ training for [Sites/Facility/Center] employees.

COLOR KEY for Risk Ranking

Low or No
1

Medium Risk 
2

High Risk 
3

Informational 

Only 4

No testing

3 Primary Factors/Considerations for Risk Ranking: Combinations will Determine Level of Risk

Likelihood of 

Occurrence

Level of 

Scrutiny

Significance of Risk 

Occurrence

Low- unlikely 

to occur

Low- Issue not 

on government 

lists or any other 

source of 

concern

Low- Even if event occurs, 

effect is minimal

Medium- 

possible that 

will occur

Medium - Issue 

is low priority 

on government 

lists/ not a 

significant target 

Medium- If event occurs, 

effect may be disruptive, but 

not catastrophic

High- 

probably or 

certainly will 

occur

High- Issue is 

hot topic or high 

priority on 

government lists 

or other sources 

of concern

High- If event occurs, results 

would be jeopardize 

operations/ continuity of care 

(potentially catastrophic)  

As of [DATE], _________ are now being audited using the 

revised Audit Tool template.  

Summary of [ORGANIZATION] Responses 

(Unaudited)

Refunds were generated based on the discretion of 

[ORGANIZATION] and on ethical assumption; a draft Policy 

is currently being drafted for approval and distribution; 

[Site/Facility/Department] Checklist was placed on the 

Operative sheet [DATE] and addressed the verification of 

authorizing individual.

For each of the [Site/Facility/Department] staff members who 

have been verified, each staff had received the proper 

training and there was a failure to properly document the 

training. As such, this indicates that the individuals received 

the appropriate training to ensure the proper standard of care 

was provided to the patients and the event as a whole 

appears to be a lack of documentation issue rather than a lack 

of qualification issue. For the staff members who have not 

been verified due to termination of employment or maternity 

leave, the Compliance Department is continuing to work to 

confirm the appropriate training was received at the time of 

employment. Should it be determined that training was not 

received, the necessary steps will be taken to ensure any 

adverse events and billing/overpayment issues are properly 

addressed.  

[ORGANIZATION] RISK ASSESSMENT HEAT MAP

Summary of Operating Level Findings

Audit Activity from [DATE] through [DATE]



Annual Assessment of Medical Director

Name: Position:

Activity YES NO
1. Active in CME in field of expertise?

2. Demonstrates proficiency in field of expertise?

3. Maintains board certification?

4. Supportive of position in hospital?

5. Liaison with medical staff?

6. Participation in committee activity and Process Improvement?

7. Works with departmental director in planning and programs?

Comments:
______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Signature of Evaluator:  ________________________________________________________

Date: ________________________________________________________________________



HOME HEALTH POLICY & PROCEDURE ASSESSMENT
Identified Risk Areas
OIG Model Compliance for Home Health Agencies
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Billing for items or services not actually rendered Visit & Documentation Verification Process
Home Health Standards of Conduct Home Health

Billing for medically unnecessary services Appropriateness of Services
Home Health Standards of Conduct Home Health

Duplicate billing Visit & Documentation Verification Process
Home Health Standards of Conduct Home Health

Credit balances - failure to refund Credit Balance Policy Patient Accounting

Home Health agency incentives to actual or potential referral sources
(e.g., physicians, hospitals, patients, etc.) that may violate the anti-
kickback statute or other similar federal or state statute or regulation

Gifts & Favors
Home Health Standards of Conduct

Compliance
Home Health

Billing for services provided to patients who are not confined to their
residence (or "homebound")

Appropriateness of Services
Home Health Standards of Conduct Home Health

Billing for visits to patients who do not require a qualifying service Appropriateness of Services
Home Health Standards of Conduct Home Health

Over-utilization and under-utilization Appropriateness of Services
Home Health Standards of Conduct In Review Home Health

Knowing billing for inadequate or substandard care Visit and Documentation Verification Process Home Health

Insufficient documentation to evidence that services were performed
and to support reimbursement

Visit and Documentation Verification Process
Home Health Standards of Conduct Home Health

Billing for services provided by unqualified or unlicensed clinical
personnel License Check Procedures Home Health

Human Resources

False dating of amendments to nursing notes Entries into Clinical Records Home Health

Falsified plans of care Authorization of Physician Orders
Hold Bill Process

Home Health
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Home Health Standards of Conduct

Untimely and/or forged physician certifications on plans of care Hold Bill Process Home Health

Forged beneficiary signatures on visit slips/logs that verify services
were performed

Home Health Aide Education
Visit and Documentation Verification Process Home Health

Improper patient solicitation activities and high-pressure marketing of
uncovered or unnecessary services Home Health Standards of Conduct Home Health

Inadequate management and oversight of subcontracted service,
which results in improper billing

Contracted Services Policy
Visit and Documentation Verification Process Home Health

Discriminatory admission and discharge of patients Admission Criteria
Non-Discrimination Policy Home Health

Patient abandonment in violation of applicable statutes, regulations
and federal health care program requirements ABN Process Home Health

Duplication of serviced provided by assisted living facilities, hospitals,
clinics, physicians, and other home health agencies Home Health Standards of Conduct Home Health

Knowing or reckless disregard of willing and able caregivers when
providing home health services

Oasis Assessment Procedures
Home Health Standards of Conduct Home Health

Failure to adhere to home health agency licensing requirements and
Medicare conditions of participation Leadership Policies Home Health
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Uninformed consent to elect the Medicare Hospice Benefit 1-001 – Rights/Responsibilities
1-007 – Informed Consent/Refusal of Treatment

Hospice

Admitting patients to hospice care who are not terminally ill 2-004 – Admission Criteria and Process
2-011 – Medicare Hospice Benefit
4-003 – Physician Services-Attending Physician’s Role
4-006 – Certification of Terminal Illness
4-007 – Patient NonCertification

Hospice
Providers

Arrangement with another health care provider who a hospice knows
is submitting claim for services already covered by the Medicare
Hospice Benefit

2-013 – Coordination of Care/Services
             with Contracts/Agreements
6-013 – Written Agreements for Contracted Services
Memos of Understanding
Facility and Vendor Contracts

Hospice

Under-utilization 2-004 – Admission Criteria and Process
2-011 – Medicare Hospice Benefit
2-016 – Access to Emergency Room, Pharmacy, Radiology,
             Laboratory

Hospice

Falsified medical records or plans of care 7-013 – Contents of the Clinical Record
7-014 – Contents of the Clinical Notes

Hospice

Untimely and/or forged physician certifications plans of care 4-004 – Authentication of Physician Orders
4-006 – Certification of Terminal Illness
4-007 – Patient NonCertifiation
4-009 – Physician Responsibility in Managing Hospice
             Patients

Hospice

Inadequate or incomplete services rendered by the Interdisciplinary
Group

2-006 – Interdisciplinary Team Coordination of Care
4-008 – Monitoring Patient’s Response, Reporting to MD
6-013 – Written Agreements for Contracted Services
7-015 – Physicians Orders/Plans of Care

Hospice
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Insufficient oversight of patients, in particular, those patients
receiving more than six consecutive months of hospice care

4-003 – Physician Services-Attending Physician’s Role
4-008 – Monitoring Patient’s Response, Reporting to MD
4-009 – Physician Responsibility in Managing Hospice
             Patients
7-015 – Physicians Orders/Plans of Care

Hospice

Hospice incentive to actual or potential referral sources (e.g.,
physicians, nursing homes, hospitals, patients, etc.) that may violate
the anti-kickback statute or other similar Federal or State statute or
regulations, including improper arrangements with nursing homes

2-003 – Hospice Entry Process & Intake
CIGNA Antitrust Policy
HR Policy 1015, #D
Hospice Compliance Plan

Hospice
Human Resources
CIGNA

Overlap in the services that a nursing home provides, which results in
insufficient care provided by a hospice to a nursing home resident

2-013 – Coordination of Care/Services with
             Contracts/Agreements
6-013 – Written Agreements for Contracted Services
Contracts
COP’s

Hospice

Improper relinquish of core services and professional management
responsibilities to nursing homes, volunteers and privately-paid
professionals

2-002 – Listing of Services Provided
2-013 – Coordination of Care/Services with
             Contracts/Agreements
Contracts
COP’s

Providing hospice services in a nursing home before a written
agreement has been finalized, if required

6-013 – Written Agreements for Contracted Services
Contracts
COP’s
State Regulations

Hospice

Billing for a higher level of care than was necessary 1-012 – Standards of Conduct/Ethical Behavior
Mgmt of Info HCFA 15, Section 7

Patient Accounting
Hospice

Knowingly billing for inadequate or substandard care 1-012 – Standards of Conduct/Ethical Behavior Patient Accounting
Hospice
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Pressure on a patient to revoke the Medicare Hospice benefit when the
patient is still eligible for and desire care, but the care has become too
expensive for the hospice to deliver

1-015 – Revocation of Election Statement
2-004 – Admission Criteria and Process

Hospice

Billing for hospice care provided by unqualified or unlicensed clinical
personnel

2-004 – Admission Criteria and Process
11-001 – Categories/Qualifications of Personnel
11-003 – Selection/Hiring of Personnel
11-004 – Licensure/Certification/Registration
Job Descriptions

Hospice

False Dating of amendments to medical records 7-012 – Entries into Clinical Records Hospice

High pressure marketing of hospice care to ineligible beneficiaries 1-001 – Rights/Responsibilities Hospice

Improper patient solicitation activities, such as "patient charting" 2-003 – Hospice Entry Process/Intake
2-004 – Admission Criteria and Process

Hospice

Inadequate management and oversight of subcontracted services,
which results in improper billing

2-013 – Coordination of Care/Services with
             Contracts/Agreements
4-009 – Physician Responsibility in Managing Hospice
             Patients

Hospice

Sales commissions based upon length of stay in hospice HR Personnel Policies
Hospice Compliance Plan

Deficient coordination of volunteers 11-001 – Categories/Qualifications of Personnel Hospice

Improper indication of the location where hospice services were
delivered

2-001 – Scope f Services Hospice

Failure to comply with applicable requirements for verbal orders for
hospice services

7-015 – Physician Orders/Plans of Care Hospice
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Non-response to late hospice referrals by physicians 6-009 – Annual Agency Evaluation Hospice

Knowing misuse of provider certification numbers, which results in
improper billing

In Review Patient Accounting

Failure to adhere to hospice licensing requirements and Medicare
conditions of participation

COP’s
State Regulations
Hospice Training Manual

Hospice

Knowing failure to return overpayments made by Federal health care
programs

Credit Balance Policy Patient Accounting

Utilization of Hospice Services 6-009 – Annual Agency Evaluation
7-011 – Clinical Record Review

Hospice

Levels of Hospice Care 2-018 – Inpatient Services
2-019 – Admission for General Inpatient Services
2-020 – Admission for Respite Care

Hospice

Services provided to Hospice patients in nursing homes 2-013 – Coordination of Care/Services with
             Contracts/Agreements
Contracts
NH Process

Hospice

Terminal illness as an eligibility requirement 1-001 – Rights/Responsibilities
2-004 – Admission Criteria and Process
2-011 – Medicare Hospice Benefit
3-001 – Initial Hospice Assessments
3-002 – On-Going Assessments
3-006 – Prioritizing Patients Problems/Needs
4-006 – Certification of Terminal Illness
4-007 – Patient NonCertification

Hospice
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Cash [ORGANIZATION or Site/Facility/Department] Cash is handled appropriately. 
2 2 2 2 3

Cash 
Cash and cash equivalent accounts are reconciled monthly and have no material 
reconciling items aging greater than 60 days.  Reconciliations are signed by the preparer 
and the reviewer. 1 1 1 1 1

Disclosure Program
Covered Persons appear to be aware of the established Disclosure Program and its 
purpose.  

1 1 1 1 1

Employee 
Signage/Information

Required employee signage/information in the [Site/Facility/Department] is posted 
appropriate.

1 1 1 1 1

Policy and Procedures
Policy and Procedures and training manuals are made readily available to employees.  
Employees are aware of where policies, manuals and forms are located and have access 
to them at all times. 1 1 1 1 1

Patient Notification
[ORGANIZATION] has established a mechanism for disclosing any findings of 
violation(s) of professionally recognized standards of health care considered to be an 
adverse event. 1 1 1 1 1

Patient Notification
Materials and information disseminated and/or posted to patients and responsible 
parties are appropriate, updated, complete and in both English and Spanish (where 
applicable). 2 1 2 1 1

Patient Notification
A formal referral listing had been developed to aid patients and/or responsible parties in 
making  informed decisions when referred for services outside the [ORGANIZATION 
or Site/Facility/Department].  1 1 1 1 1

Privacy Measures to protect patient health information are appropriately in place.  
1 1 2 2 2

Treatment Plans/ 
Consents

Treatment plans and consents are complete, appropriately authorized and adequately 
supported.  

3 1 3 1 1

Revenue Cycle Credit reports and/or potential overpayments are routinely worked to resolution.
1 1 1 1 1

[ORGANIZATION] RISK ASSESSMENT HEAT MAP
Summary of Operating Level Findings

Audit Activity from [DATE] through [DATE]



Revenue Cycle
Services provided by the [Site/Facility/Department] are analyzed and outliers are 
appropriately audited or researched by a member of the [ORGANIZATION] 
management team.  Corrective Action Plans are appropriately issued and enforced. 1 1 1 1 1

Revenue Cycle
Services are documented, coded and/or billed appropriately (does not attest to medical 
necessity).

2 3 2 1 1

Revenue Cycle Claims are filed within 1 business day of the DOS.
1 1 1 1 1

Revenue Cycle Insurance verification is performed timely.
2 1 2 1

Protective Stabilization
Required chart documentation related to protected stabilization is adequate (medical 
necessity, monitoring, outcome, etc.).

2 3 1 1 2

Exclusion Screening, 
Training and Education

Exclusion Screening, Training and Education of students, contractors, subcontractors, 
or agents are documented as provided within the requirements of both 
[ORGANIZATION]. 1 1 1 3 1

Licensing
Required licenses and certifications are current and posted appropriately within the 
[Site/Facility/Department].

2 1 1 1 1

[ORGANIZATION] 
Findings

Various [ORGANIZATION] findings reported along with specific 
[Site/Facility/Department] exceptions (see Summary of [ORGANIZATION] Findings 
for detail) 1

Center Summary of [ORGANIZATION] Findings (Note 1)

[Site/Facility/Department]

1) Misapplied discounts related to _________ program; refund processed totaling $________; Guidance to be 
strengthened 2) [Site/Facility/Department] Checklist did not include verification for consent of current 
treatment.

[Site/Facility/Department] No measures are currently in place designed to ensure quality of care over ________ services.  

As of [DATE], _________ are now being audited using the 
revised Audit Tool template.  

Summary of [ORGANIZATION] Responses 
(Unaudited)

Refunds were generated based on the discretion of 
[ORGANIZATION] and on ethical assumption; a draft Policy 
is currently being drafted for approval and distribution; 
[Site/Facility/Department] Checklist was placed on the 
Operative sheet [DATE] and addressed the verification of 
authorizing individual.



[Site/Facility/Department] Documentation of required _____________ training for [Sites/Facility/Center] employees.

COLOR KEY for Risk Ranking

Low or No
1

Medium Risk 
2

High Risk 
3

Informational 
Only 4

No testing

3 Primary Factors/Considerations for Risk Ranking: Combinations will Determine Level of Risk

Likelihood of 
Occurrence

Level of 
Scrutiny

Significance of Risk 
Occurrence

Low- unlikely 
to occur

Low- Issue not 
on government 

lists or any other 
source of 
concern

Low- Even if event occurs, 
effect is minimal

Medium- 
possible that 

will occur

Medium - Issue 
is low priority 
on government 

lists/ not a 
significant 

target 

Medium- If event occurs, 
effect may be disruptive, but 

not catastrophic

For each of the [Site/Facility/Department] staff members who 
have been verified, each staff had received the proper training 
and there was a failure to properly document the training. As 
such, this indicates that the individuals received the 
appropriate training to ensure the proper standard of care was 
provided to the patients and the event as a whole appears to 
be a lack of documentation issue rather than a lack of 
qualification issue. For the staff members who have not been 
verified due to termination of employment or maternity leave, 
the Compliance Department is continuing to work to confirm 
the appropriate training was received at the time of 
employment. Should it be determined that training was not 
received, the necessary steps will be taken to ensure any 
adverse events and billing/overpayment issues are properly 
addressed.  



High- probably 
or certainly 
will occur

High- Issue is 
hot topic or high 

priority on 
government lists 
or other sources 

of concern

High- If event occurs, results 
would be jeopardize 

operations/ continuity of care 
(potentially catastrophic)  
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This presentation is intended to provide a brief overview of compliance and should not to be considered 
legal advice.  

Case Study

Physician Group Case Study: 
An Effective Approach to Creating a 
Comprehensive Compliance Program

Physician Group Case Study: An Effective 
Approach to Creating a Comprehensive 

Compliance Program

Dixon Davis
MBA, MHSA

Michelle Ann Richards
CPC, CPCO, CPMA, CPPM

Evolution of Compliance Programs

3

• 1991 Federal Sentencing Guidelines

• 1998-2009 Voluntary OIG Compliance Program Guidance

• 2010 PPACA (aka: Affordable Care Act) Requires Compliance 
Programs
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Common Areas of Non-Compliance

4

• Misrepresentation of services with incorrect Current Procedural Terminology 
(CPT) codes 

• Billing for services not rendered 

• Altering claim forms for higher payments

• Falsification of information in medical record documents

• Billing for services that were not performed or misrepresenting the types of 
services that were provided

• Billing for supplies (DME) not provided 

• Providing unnecessary medical services based on the patient's condition.

Our Government Takes Non-Compliance with 
Federal Regulations Seriously

5

• Department of Health & Human Services (HHS)
• Office for Civil Rights  (OCR)
• Office of Inspector General (OIG)
• Department of Justice (DOJ)

All can come knocking on your door at any 
time………………

Key Agencies in Healthcare Compliance

They Do Come Knocking….. 

6

In the first half of FY 2014, OIG reported expected 
recoveries of more than $3.1 billion consisting of  nearly 
$295 million in audit receivables and about $2.83 billion in 
investigative receivables, which include about $813.7 
million in non-HHS investigative receivables resulting from 
our work in areas such as the States’ shares of Medicaid 
restitution
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Criminal Actions 

7

Exclusion Sanctions – 1,720 individuals

• 465 criminal actions against individuals or entities that 
engaged in crimes against HHS programs

• 266 civil actions, which include false claims and unjust-
enrichment lawsuits filed in Federal district court, civil 
monetary penalties (CMP) settlements, and 
administrative recoveries related to provider self-
disclosure matters. 

Purpose of CIAs

8

OIG uses CIAs to communicate prudent approaches to compliance 
program design and compliance related initiatives

In lieu of provider “Exclusion”

Case Study - Kentucky

9

Provider in health care industry 30 years

• Same Practice Manager entire duration

• “Controlled Environment” Practice Manager in charge of everything

• Three pages of Policies & Procedures (last updated 1997)

• Well-known throughout community
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What They Were Doing Right

10

Cared About Their Patients

• Great relationship with patients

• Word of mouth referrals

• Excellent Patient Outcomes

Penalties Faced

11

Three-Year Corporate Integrity Agreement

http://www.justice.gov/usao/kyw/news/2014/20140603-03.html

$3,739,325.41

What They Should’ve Been Doing

12

• Keeping Up-to-Date on Billing, Coding & CCI Edits

• Monitoring & Auditing provider Billing & Operations

• Providing education for Billing & Coding staff

• Training & Education for providers
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Mitigating The Risk

13

• Performed Risk Assessments

• Created 150 additional Policies & Procedures

• Trained Compliance Officer

• Training & Education Providers & Employees

• Formed Compliance Committee

What Does a Great Attorney, 7Atlis Compliance 
Software and AAPC Consulting have in common? 

14

All came together to successfully
Create a Culture of Compliance
Within a medical practice that 
previously didn’t know what 
compliance meant
In

30 Days

Maintaining Compliance

15

Is an Ongoing Process

• Auditing & Monitoring

• Risk Assessments

• Updating Policies & Procedures

• Training & Education
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An Effective Compliance Program Process

16

Communication

Documentation is Key

17

• Protocols

• Policies & Procedures

• Training & Education

If it’s not documented, it wasn’t done!!!!

Lesson Learned

18

Actual Client responses

“Advise anyone to Create a Compliance Program Immediately”

“This makes perfect business sense”

“Why didn’t we do this before the government came in”

“I was worried about what the employees would think…”

“We now provide better quality than I’d anticipated”
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Compliance Awareness

19

Hindsight

• Keep practice safe from the consequences of ignoring what 
has been mandated 

• Compliance Expectations of any practice (medical 
organization) doing business with government health care 
programs

Within First 30 days

20

• Performed an Organizational Risk Assessment

• Built necessary Policies & Procedures based on results

• Provided necessary training & education to providers & employees

• Formed a Compliance Committee

Accountability Measures

21

• Management accountability & certifications

• Top Down Accountability 

• Risk Assessment & Mitigation Process

• Well publicized disciplinary guidelines
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Independent Review Organization (IRO)

22

Must be Independent and Objective

• May provide:

Claims review 

Unallowable Costs review

Arrangements review

Systems review

Scope of work defined in Corporate Integrity Agreement

Corporate Integrity Agreement (CIA)

23

Provisions

• Quality of Care

• Reportable Events

• Claw Back

• Culture of Compliance

Most CIAs have the Same Requirements

24

• Hire a Compliance Officer or appoint a Compliance Committee

• Develop written standards & policies

• Implement an employee training & education program

• Retain an independent Review Organization (IRO) to perform 
reviews

• Report overpayments, reportable events and ongoing investigations 
or any legal proceedings to the OIG

• Provide an implementation report and annual reports to OIG
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Proactive vs Reactive 
Compliance Program

25

Case Study

Already compliant minded

• Have a compliance committee

• Have robust policies and procedures

• Provide annual HIPAA trainings

• Provide in-services and send some people to conferences

• Perform chart audits occasionally

• Check employees against sanction database

What Else is Needed?  Why Change? 

Challenges

• Updating policies on a timely basis was very challenging

• Dispersing updates to employees difficult

• Tracking training was difficult and it was mediocre

• Audits – good intentions 
• Not regular – hard to keep up with good schedule

• Filed away and not looked at again.

• Follow through not as good as desired – one more thing…
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Needed to Give it Real Life

The Keys of Compliance Success

29

Communicate

Make it Meaningful

Make it Personal

Being Proactive
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Technology

Challenges

• Technology is being encouraged – STRONGLY
• More efficiency

• Greater accuracy

• Faster access of information

• Increased effectiveness

Look What We’ve Done with EMR’s!

Challenges of Technology

• Conversions are hard

• Paper to electronic format

• Training on new software

• Importing / inputting information

• Hardware, software issues

• Additional cost

Cost Benefit Analysis

33

• Benefits
• Time savings

• Greater organization

• Better Communication

• Increased follow up and action items

• Confidence

• Costs
• Money

• Time to learn a new system

• Time to load information into the new system
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7Atlis – Complete Compliance Solution

34

Policies and Procedures

• Making Policies Electronic
• Simple process for inputting files - Initial time commitment

Policies and Procedures

• Access by all employees

• Reminders set for regular review and updates

• Simple dissemination for employee attestation
• Recorded and tracked with fast retrieval
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Training and Education

• Needed a good library of training courses
• Coding, Billing, Anti-kickback, HIPAA, OSHA, Harassment, 

Documentation

• Ability to easily assign and track status

• Ability to assign and track trainings
• One time versus annual trainings

• Ability to assess proficiency

• Ability to quickly mitigate risks

Training and Education

Instant Access once employees entered into system

Assigned all employees to 
HIPAA and OSHA training 

within the first week.

Incident Reporting

• Needed the ability for employees to enter reports easily
• Efficient template for consistency

• Tracking: Report – Investigation – Mitigation – Close 

• Analysis of causal relationships

• Assignments and reminders for proper follow up
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Incident Reporting

• Started by entering all open incidents (some completed 
during training)

Incident Reporting
• Easy to manage investigations and Corrective Actions

Audits and Monitoring
• Ability to track internal and external audits

• Assignments, reminders, tools needed

• Checklists and forms standardized and attached

• Annual work plan

• Ability to take action direct from the audit
• Training, new policy, additional audits, incident reporting
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Audits and Monitoring

• Decided not to scan old audits – start fresh

• Create and assign an audit task
• Attach checklists, forms, directions

Risk Assessments

• Ability to identify potential risks

• Easy to track with risk ratings – highest risk first

• Simple assignment of mitigations to reduce risk

• Ability to dig deeper and track more accurately

• Did not have anything like this

• History was more reactive than proactive

Risk Assessments

• New tool for proactively identifying potential risks

• Began to use slowly but with the goal to “add as they go”
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• Six Sigma

• PDCA (Plan, Do, Check, Act)

• TQM (Total Quality Management)

Doing Things Right

46

Life Simplified

47

Reality

Greater confidence

• Improved efficiency – after conversion

• Improved communication

• Organized follow through

• Greater awareness – less fear of the unknown

• Reduced Risk

Personal Meaningful Communication
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Create a Culture of Compliance

For more information please feel free to contact us

Michelle Richards, CPC, CPCO, CPMA, CPPM
Michelle.Richards@aapc.com

Dixon Davis, MBA, MHSA
Dixon.davis@aapc.com

Fraud, Waste, and Abuse

The majority of FWA claims come through qui tam relators (whistleblowers)

01/03/2014 Premier Vein Centers in Florida paid $400,000 to resolve allegations that it billed Medicare for services 
performed by unqualified personnel including allegations that unlicensed personnel performed varicose vein 
injections when the physician was not present at the center.

01/29/2014 Saint Joseph Health System paid $16.5 million to settle allegations of unnecessary heart surgeries. The 
settlement also resolved claims related to allegedly sham management agreements with physicians. A doctor 
pleaded guilty last year to Medicaid fraud and is serving a 30-month prison sentence.

02/18/2014 Engage Medical paid $3.3 million to settle false billing allegations. Engage

Medical coders allegedly billed for each service twice, using a CPT modifier meant to indicate when a service was 
performed twice by the same physician and Engage coders also allegedly billed for a CPT code meant to cover the 
interpretation and reporting of images, even though the CPT billing manual said not to use the code for nuclear 
stress tests.

HIPAA
As updated by the Health Information Technology for Economic and Clinical 
Health (HITECH) Act, HIPAA violations may result in fines of up to $1.5 
million, per year.

• Concentra Health Services paid $1.7 million to resolve alleged HIPAA violations that included 
failing to encrypt laptops, desktop computers, medical equipment, tablet computers, and other 
devices. The case began with the theft of an unencrypted laptop. 

• Parkview Health System paid $800,000 to settle HIPAA privacy allegations, including that it left 71 
boxes of medical records unattended in the driveway of a retired physician. 
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The Costly 3

52

Three hot issues that continue to be costly when not managed

• HIPAA security issues will continue to be a hot topic as health care 
organizations use IT more in operations

• Whistleblowers continue to be the largest lead source for false 
claims act cases.

• Some of the largest fines are for Stark and Anti-kickback violations

Conclusion

53

Lesson to be Learned

• CIA’s are viewed by OIG as form of Compliance Guidance

• Highlights Federal government expectations of all medical 
organizations

• A little “Proactive Effort” can ease the government’s wrath

• Better to implement Compliance Program on own

• Daily Compliance oversight
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Audrey Andrews, Senior Vice President and General Counsel, Tenet 
Healthcare

Vanessa Benavides, Chief Compliance Officer, Tenet Healthcare

Tamara Forys, Senior Counsel, HHS‐OIG

Tony Maida, Partner, McDermott Will & Emery

1

Overview
 What is important in 
evaluating whether to 
exclude companies or 
executives, require a CIA, 
or reserve?

 What the evolution of CIA 
requirements means for 
your compliance program 
today?

 What steps should your 
organization take now to 
help prevent or mitigate a 
CIA in the future?

2

Part I:  CIA and Exclusion Decisions
 OIG’s Role in False 
Claims Act Cases

 Engaging with OIG

 What does OIG
consider?

 Non Binding Criteria

 Exclusion

 Reservation

 CIA/IA

 Individual Liability

3
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OIG’s Role in FCA Cases
 Health care settlements with DOJ often give rise to 
OIG exclusion authorities.

 Individuals and entities engage with the OIG 
separately.

 Enter into Corporate or Individual Integrity 
Agreements (CIA/IA) in exchange for waiver of release 
of OIG certain exclusion authorities. 

4

OIG’s Role in FCA cases
 OIG and DOJ work 
together to settle health 
care matters
 OIG Agents often involved 
in investigations 

 OIG Counsel provide 
agency support

 Only OIG has authority to 
release exclusion 
authorities

 Settlements are typically 
signed by DOJ and OIG

5

Engaging with OIG
 Engage with the OIG as early as possible.

 Fruitful discussion depends on facts (i.e., civil‐only 
resolution? criminal charges? other agency sanctions?)

• Mandatory exclusion CANNOT be waived by the OIG

• Discussions with OIG primarily forward‐looking 

• Focused on current and future compliance program

• May be relevant to discuss corporation, subsidiaries, 
and/or individuals

6
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OIG has three options:

• By agreement or through regulatory process

Exclusion

• In the settlement agreement

Reservation

• of OIG’s permissive exclusion authority in exchange 
for a CIA or an IA

Release

7

What does OIG Consider?
 Non‐binding 1128(b)(7) Criteria

 Since 1997, OIG has used these to evaluate whether to 
impose a permissive exclusion or release 1128(b)(7) in 
exchange for an IA or CIA.

 In June 2014, OIG solicited comments on how to revise 
the criteria.

8

Non‐binding 1128(b)(7) Criteria
Categories 

 The circumstances of the misconduct and seriousness 
of the offense;

 The response to the allegations;

 The likelihood that the conduct or other fraud will 
occur again; and

 Financial responsibility.

9
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Exclusion, Reservation, or CIA
 Exclusion

 Agree to a term of exclusion

 Often included in FCA settlement 

 Length of Exclusion based on factors in 42 CFR 1001.901

 Reservation
 OIG reserves exclusion authority in the settlement 
agreement

 CIA/IA and Release
 Corporate Integrity Agreement

 Integrity Agreement

10

Individual Liability
 Administrative 
enforcement actions 
against individuals

 CIA provisions focused 
on individuals

 Examples

 Civil Monetary 
Penalties

 Exclusion 

11

Mickey Mouse Hospital Hypo
 Goofy, a former biller for Mickey Mouse Hospital, filed 
a qui tam against the hospital alleging:

 Certain MMH doctors are performing medically 
unnecessary invasive cardiac procedures;

 MMH’s biggest cardiac surgeon, Dr. Duck, has an 
ownership interest in the distributor that sells the stents 
used in the hospital;

 Various doctors also received lucrative medical director 
contracts for no‐show jobs, orchestrated by the former 
CEO Cruella DeVille.

12
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Part II:  CIA Evolution

13

CIA Purpose
 Originally:  To establish compliance program

 Now:  

 To provide assurance to OIG that entity’s compliance 
program is active after significant 
investigation/settlement through monitoring

 To require certain changes or improvements to the 
compliance program

14

CIAs by the Numbers
 In the past 5 years, the OIG has entered into over 200 
CIAs and IAs.

 35 have been with Individuals or Small Practices

 29 with Hospitals

 18 with Pharmaceutical Manufacturers

 In the past year, OIG has signed 50 CIAs/IAs

15
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CIA Types
 Corporate Integrity 
Agreement
 Large Organization

 Mid‐size Business

 Integrity Agreement 
 Small Business/Physician 
Practice

 Individual

 Certification of 
Compliance Agreement
 Discontinued after 2008 
Open Letter

 Specialized CIA
 Quality of Care 

 Arrangements Review

 Marketing 

16

OIG Approach to Monitoring
 OIG monitor assigned to 
each CIA

 Assist providers in 
implementing compliance 
measures and practices 
that make sense for their 
business models

 Enforce the terms of the 
CIA

 Open communication is 
key

17

Requirements
 Compliance Officer

 Certifications

 Code of Conduct

 Policies and Procedures

 Risk Assessment

 Training

 IRO & Reviews

 Hotline

 Ineligible Persons

 Reportable Events

18
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Compliance Officer
 Qualifications

 Member of senior management

 Who does the CO report to?

 Independent from GC and CFO

 How do CO and GC interact on compliance?

 Board access

 Job duties

 What if your compliance officer wears multiple hats?

 Certification of CIA reports

19

Tone from the Top
 Board Compliance Committee

 Board resolution

 Executive Compliance Committee

 Executive and Management Certifications

 Why:  Make everyone have skin in the game

 Board 

 C‐suite

 Key Management

20

Code of Conduct
 Employee distribution 
and acknowledgment

 Set tone and give 
mission statement

 Practical advice? 

21
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Policies and Procedures
 Claims, Arrangements, 
and Quality 

 OIG may change based 
on underlying case

 Available to employees

 Review yearly for 
updates

 Practical advice?

22

Training
 Old model:  Specific hours requirement and certify 
each covered person’s completion

 New:

 Large entity:  Training plan developed by entity 
reviewed and approved by OIG monitor

 Small entity/individual: 

 Hours requirement

 Certain online courses or seek approval for others

 Practical advice on effective training?

23

Risk Assessment
 Reflects current state of compliance practices

 (1) a process for identifying and prioritizing potential risks; 

 (2) developing an annual work plan to evaluate, including 
internal auditing and monitoring;

 (3) developing action plans to remediate risk; and 

 (4) tracking results to assess the effectiveness of the risk 
assessment and internal review process, including any 
remediation efforts. 

 Requires compliance, legal, and appropriate department 
leaders involvement, at least annually.

24
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IRO Qualifications
 Claims Review

 Expertise in industry sector

 Arrangements Review

 Expertise in Anti‐kickback Statute and Stark Law

 Some recent CIAs have required law firm

 Quality

 Clinical expertise

25

IRO/Monitor Selection
 Usually selected by 
entity with OIG veto

 Quality Exception –
Quality Monitor is 
selected by OIG

26

Independent Monitor
 New development in DaVita CIA

 Modelled after DPA and similar to Quality Monitors

 Selected by OIG

 Greater authority 

 Approval rights over certain transactions

 Increased reporting to OIG

27
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IRO Reviews
 Arrangements Evolution:

 Started with Legal IRO

 Moved to Arrangements Review

 Added Focus Arrangements Review

 Systems Review

 Legal IRO Re‐emergence in Halifax and King’s 
Daughters

 DaVita Monitor

28

IRO Reviews
 Claims:

 General past approach:  
50 claims

 Current approach:  
More variable
 Focus on specific claim 
types

 Multiple facilities or 
regions

 Risk assessment

29

Quality Reviews
 Past Approach‐ Nursing Home CIAs

 Current Approach‐all types of providers

 Quality Monitor
 Systems Review of quality systems

 Response to quality of care issues

 Quality Dashboard

 Quality IRO review
 In addition to Quality Monitor or stand‐alone

 Claims review for Medical necessity

 Clinical expertise

30
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IRO Reviews
 Practical advice on using IROs?

31

Hotline
 Confidential reporting 
mechanism

 Practical advice?

32

Ineligible Persons
 Screening LEIE and GSA

 Removal if excluded or convicted but not yet excluded

 Practical advice?

33
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Reportable Events
 Overpayments reporting

 Reportable Event definition includes:

 Substantial Overpayment

 Matter that reasonable person would consider a 
probable violation of criminal, civil, or administrative 
laws applicable to any Federal health care program for 
which penalties or exclusion may be authorized;

 Stark exception

 Practical advice?

34

Part III:  Take‐aways for Compliance 
Programs Today 

 Evolving OIG decision‐making and CIA requirements 
show Govt’s expectations change over time

 Compliance needs to evolve to reflect those changes 
and even stay ahead of the curve

 Good practices developed today may be the ounce of 
prevention to prevent or mitigate a CIA in the future 

35

Know Your Data
 Predictive Analytics

 Robust internal audit

 Peer‐comparsions

 Sunshine data

36
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Internal Inquiries
 Systematic process to 
review reported issues 
and make informed and 
timely decisions on 
resolution

 Overpayments

 SRDP or SDP

37

Tenet’s Quality, Compliance & Ethics Program 
Charter  The Charter is the governing 

document for the program 

 Sets forth our department structure 
and operating guidelines.

 Sets forth the scope of our ethics and 
compliance program.

 Purpose of the Charter:

 Support and maintain Tenet’s 
responsibility to Federal healthcare 
programs.

 Supports a corporate philosophy that 
fosters the highest ethical standards 
and values compliance.

Measuring Performance Drives Effectiveness

• Measures performance in key areas of compliance

• Scorecards for provider entities and compliance 
officers

• Scores are reported to Tenet management and 
Board

Compliance 
Scorecards

• Independently performed by Tenet’s internal audit 
team

• Measures program performance against Charter 
requirements

• Reported to Tenet’s Board

Annual 
Effectiveness 

Review

• Component of Tenet’s annual employee engagement 
survey

• Gauges employees’ perception of compliance culture 
within their facility and Tenet overall

• Results are reported to Tenet management and Board

Culture of 
Compliance 

Survey
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Program Effectiveness: Leadership Expectations
 Tone at the Top: Tenet Board 
& Senior Management

 Tone in the Middle: 
Hospital/Business Unit 
Leadership Teams

 All managers have a 
heightened responsibility

 All employees must 
understand and abide by 
Tenet’s Standards of Conduct

Program Effectiveness: Tie Compensation to 
Ethics & Compliance Performance

• Every employee is annually evaluated 
on ethics and compliance

• Individual incentive compensation is 
also modified for positive and 
negative behaviors in quality, 
compliance and ethics

– Positive – going substantially beyond the 
Company’s high expectations

– Negative – falling short of the Company’s 
high expectations but not significant 
enough to result in employment actions

• Modifier process is explained during 
executive orientation

$

42
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Questions?

 Tony Maida:  212‐547‐5492 – tmaida@mwe.com
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Privacy CSI: Fundamentals of 
Conducting and Documenting a 

Privacy Investigation

Ted Bliman, JD, MPH, CHC
Elizabeth Brown, JD, MPH, CHPC

April 22, 2015

1

Discussion Objectives

• Goals of a privacy investigation

• Development and implementation of 
an Incident Response Plan (IRP)

• Aspects of a privacy incident

• Investigation tools and techniques

• Examples walkthrough

2

How to Start: Think About End Goals 

● Ability to respond to a patient complaint
● Supporting the Human Resources process
● Mitigating organizational risk

o Limit organizational exposure from the incident
o Reduce potential for future incidents

● Breach Notification Rule standards (and 
applicable state law requirements)
o Writing a notification letter

● Defense of an OCR inquiry or lawsuit

3
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Breach Notification Rule

● An impermissible use or disclosure of PHI that 
compromises the security or privacy of the PHI.

● All incidents are presumed to be a breach unless you 
are able to prove otherwise using a 4 factor test.

1. The nature and extent of the PHI involved, including the types of identifiers 
and the likelihood of re-identification

2. The unauthorized person who used the PHI/to whom the disclosure was 
made

3. Whether the PHI was actually acquired or viewed; and
4. The extent to which the risk to the PHI has been mitigated

● Keep the factors in mind as you conduct your 
investigation.  

Who has the information?  Why do they have it? 
How can the harm be mitigated?

4

OCR Investigations/Inquiries

● OCR is looking to see that you have:
o Conducted a thoughtful and thorough investigation
o Appropriate policies and education
o Sufficient technical and administrative safeguards
o A comprehensive privacy program

● If the incident may result in an OCR inquiry, 
use the investigation as your first attempt at 
gathering your documentation.
o Identify gaps during the investigation and begin 

remediation efforts as necessary
o Documentation is key

5

Investigation 
Playbook
The Incident Response Plan (IRP)

6
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Developing an IRP - Why Do It?

• Provides the roadmap to your investigation
• Reduces stress in the moment - a big issue is not the 

time to “play it by ear”
• Ensures all involved in an investigation are on the same 

page and have clearly defined roles
• Establishes an Incident Response Team and puts those 

involved on alert regarding their role
• Inspires collaborative conversations across the 

organization.
• Allows for self-reflection and modification of anticipated 

response as a “wrap-up” of the incident

7

IRP - Planning Phases

● Assess your current workflow
o What works and what could be improved?

● Include key partners in the process
o Quality/Risk Management (and Patient Advocate)
o Human Resources
o IT/Information Security
o Health Information Management
o Marketing
o Office of General Counsel
o Senior Leadership
o Medical Staff Office

● IRP is a living document - later edits are ok

8

IRP - A Roadmap for Success

● Reporting
o Patient complaints
o Incident Reports
o Direct report
o Referral from Information Security/IT

● Triage
o Response may be dictated by the level of risk
o Validate facts - discussion with reporter or review of 

evidence
o Refer non-privacy issues appropriately
o Should the issue be put under privileged? 

9
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IRP - A Roadmap for Success

● Investigation
o Response is dictated by incident’s level of risk and scope
o Involve key personnel as needed in investigation planning

 Consult with HR, VPMA, Media Relations, SLT etc.
 Be clear on notification vs. involvement
 Come with a plan
 Should counsel be in the loop?
 Activate Incident Response Team to act as a sounding board 

and keep things moving
 Be clear on who “owns” the issue or portions of the investigation

o Gather and review applicable policies, procedures and processes
o Leverage internal resources
o Conduct informational interviews and gather facts
o Interview the individual involved in the issue (with HR as appropriate)
o Determine if the issue is reportable 

 State law issues, accrediting bodies, licensing agencies
 OCR

10

IRP - A Roadmap for Success

● Notification
o Consider credit monitoring as a mediation effort

o Smaller or More Routine Issues:

 Who drafts the letter(s)?

 Who sends the letter(s)?

 Who responds to patient calls?

 Plan for annual reporting - create a draft notification 
contemporaneously with the issue

o Larger Issues:

 A vendor is an option

 Prepare ahead of time for patient calls

 Monitoring for undeliverable mail

 Addressing state law variations

 How to handle the media vs. media notice
11

IRP - A Roadmap for Success

● Remediation
o Review policies gathered as part of investigation

o Identify areas to target for improvement

o Collaborate with partner departments

● Human Resources
o Ties into the investigation/interview process

o Ensure that discipline is finalized and document

● Issue Debrief
o Review issue internally and with other departments

o Identify areas for improvement

o Use time to prep for OCR (if you believe OCR may become involved)
12
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IRP In Practice -

● Patient complaint that he received another 
patient’s discharge paperwork.

● An unencrypted personal device is stolen 
from a physician’s car while she was at the 
gym.

13

IRP - Considerations

● No one size fits all approach

● An IRP at a small physician practice will look very 
different than a large healthcare delivery system

● Documentation is key throughout the process
o Interviews

o Evidence

o Processes

● Information gathered through the course of an 
investigation is key to preparing for an OCR inquiry

14

IRP Considerations - Resources

● Understand your capabilities and limitations 
before an incident occurs

● Know your:
o IT infrastructure, capabilities and key points of 

contact
o Legal counsel vs. outside counsel and their role
o Internal compliance/privacy support and tools
o How other portions of the investigation work and 

how you can leverage that process (HR/Risk etc.)
o Breach insurer’s coverage
o Your own limitations - when to ask for help

15
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The Investigation
Building Your Case File - Core Elements

16

Planning

● What, who, why, when, how & where
o Leave no stone unturned
o Understand the full layout of the incident
o Analysis → Strategy
o Make sure this is an actual privacy incident

● Formal fact gathering:
o Investigative interview/interrogation
o Forensics/physical evidence
o Processes, policies, and other documents

● Documentation/file creation

17

What kind of evidence to handle?

● Paper Records/Documents

● EMR Access Reports

● Computers (hardware and software), portable 
drives & discs, emails

● Social Media

● Fax machines

● Garbage bins, Dumpsters & Shred Bins

● “Missing” Things?

18
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To whom should we speak, and what 
about?

● Person or people at the center of the potential violation ‐ the 
“subject(s)”.

● Patients/Representatives/Patient Advocate ‐ the “victim”?

● Witnesses – people who may have seen/heard or reported 
the incident.  Enhance the details of an event.

● Managers – regarding department processes, and roles and 
background of the employee(s)

● Investigation partners – IT, HR (union), Risk Management, 
Legal

● Vendors ‐ Processes, Products, IT standards

19

Why do things go wrong?

● Harm
● Curiosity/Gossip
● Family
● Neglect/Accidental
● Folly
● A bad process
● Something breaks down (IT, process etc.)

20

Where do things go wrong?

● Office space

● Clinical space

● Lobby

● Cyberspace

● Grounds

● Conference Rooms

● Staff break rooms

● Volunteer/Clergy areas

21
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Fact Gathering: Talking with People

23

Interviews and Interrogations

● Non-accusatory
● Fact Seeking
● Conversational

24

● Guilt is suspected
● Accusatory
● Confession seeking

● Approach will depend on the incident type/details
○ Inves ga ve interviews → Interroga ons
○ Expect full “interrogation” to be rare

● Legal/Ethical considerations 
● Able to adjust different types of violations/scenarios
● Behavioral analysis required; assess subject’s reactions
● Maintain fluidity, command throughout
● Preparation key
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Interview basics

●Witnesses

○ Warnings and representations

○ Allow them to tell story from beginning 

○ Looking for basic event details

○ Avoid “leading questions” 

○ Independent source to corroborate the incident

○ Who’s also in the room – avoid 1‐on‐1 situation

● Subject matter experts

○ Do they know their business?

● Can an interview become an interrogation? 25

Interrogation basics

• Process Elements 
o Rapport

o Signs of Deception

o Overcoming Resistance

o Submission

o Admission & Confession

• Selected Techniques
o Introductory Statement

o Participatory Accusation

o Direct Accusation

o Multiple subjects under investigation

26

27
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Other Considerations

• Advantages:

✓Stress

✓Fear of forensics (evidence already obtained)

✓Fear of consequences

✓Isolation (despite union representation)

• Challenges:

✓Stranger, time

✓Personal knowledge of the people 

✓Getting through the emotional responses

28

Documentation

● An interview is only as good as the record
● Obtain formal processes/procedures when 

possible
● Take good notes
● Have people confirm your summary via email ‐

your words become their words
● Contemporaneous documentation is always 

better than after the fact

29

Investigation 
Case Studies
Your tools in practice

30
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Access
A patient employee complains that her co‐worker knows about her ED visit 
from last week.  What should you do?

Your tools:
o Access Audits ‐

• Provides evidence, but be sure to review closely with 
management

• Be specific in your request to IT, don’t ask for more than you need
• Understand what IT can provide and how you can use it
• Can be used as evidence in an interview
• Not definitive ‐ people can share credentials/word of mouth 
disclosures

o Interviews ‐
• Complainant (understand who should talk to her)
• The manager ‐ what should the employee have accessed?
• The “suspect” ‐ bring your evidence

31

Use and Disclosure

A patient complained that a staff member provided sensitive information 
about her care to her mother without her authorization.

Your Tools:
● Tools are generally limited in verbal issues
● Interviews are key
● Understand all elements of the patient complaint before approaching 

the employee
● Use the element of surprise in the interview
● Is there any documentation in the record?
● Issue may end up being “unsubstantiated”, but need to evaluate the risk

of compromise

32

Paper

You receive an anonymous inter‐office envelope containing parts of a paper 
medical record, including a note that the material was found scattered on 
the ground in the employee parking area.

Your Tools:

● Work closely with HIM ‐ narrow down possible sources, other facts

● Other evidence in the found pages?  Just the record or other things?

● Canvass the grounds well to find additional pages.

● Use of interviews to validate ownership/purpose for removal

33
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IT

You get a call from the manager of your faxing database.  A vendor IT 
systems error has caused 50 e‐faxes to be sent to the incorrect recipients. 

Your Tools:

● Information Security or a trusted IT person

o Can help you understand the IT infrastructure

● The vendor

o Involve the contract owner and IT in conversations

o How does the faxing work and what went wrong

o Understand where the faxes went and whether they were secure

o Formal report

● Internal resources

o Quality and Risk Management ‐ patient care issues

o Reach out to recipients to confirm destruction and evaluate risk

34

Hardware

You receive a report that a laptop has gone missing from an 
administrative area.
Your tools:

• “Toss the place!”  Security camera footage available?  Keypad/Locked 
areas?

• Validate encryption status ASAP ‐ provides breathing room

• How soon to pull off the network ‐ defer/confer with IT Security

• Extensive interviews to determine likelihood of theft, loss or destruction.

• Forensics if found – proof of no access?

• How safe is a “safeguard”?   

• Data recreation

– Data Loss Prevention (DLP)

– Employee input

35

Social Media/Cloud

A colleague shows you a picture that one of your practice’s 
physician’s posted to Facebook that includes an object taken out of a 
patient and a vague comment.

• Need to understand:

– What was posted ‐ is the information actually “identifiable” ‐ look at how the 
poster identifies him/herself

– Comments ‐ can reinforce initial disclosure or be new disclosures

 Use management to understand who is who

 Use the source if they are “friends” with the employee

– How long was the post available for and who had access to view it ‐ some can 
be gleaned from posting, but other things such as settings need an interview

– What to do once post is removed??

– Screen shots are key

• Other tools/angles?

36
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Questions

What challenges have you encountered 
and how were they overcome?

37
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Big Data

“Big-data initiatives have the potential to transform 
healthcare, as they have revolutionized other 

industries. In addition to reducing costs, they could 
save millions of lives and improve patient outcomes. 

Healthcare stakeholders that take the lead in investing 
in innovative data capabilities and promoting data 

transparency will not only gain a competitive 
advantage, but will lead the industry to a new 

era.”(McKinsey)
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Agenda
• Public relations and litigation risk from the public 

dissemination of data being harvested and aggregated by 
the government (e.g. Physician payment data, Sunshine Act 
regulations, discharge data)

• Internal use of Broad Spectrum Analytics in Employed 
Physician Compliance Management

• Determination of Risk Tolerance and Customizing Analytics 
that are “Outside the Box”

• Benchmarking, Monitoring, and Defining Physician/Focused 
Risk Area Reviews
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Big Data Trends
• Trends in the use and public dissemination of 

healthcare financial, claims, and quality data
– Publicly Available & Third party data

• Federal Charge Data

• State-level Charge Data

• Physician and other Supplier Public use file 

• Broad Disclosure of Physician Payment Information under 
Sunshine Act

• Public Use Files of Part C and D Reporting Requirements 
Data

• Other Public or For Purchase Data Sources
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Federal Charge Data

• CMS has released hospital-specific data from 
2011 comparing the charges for the 100 most 
common inpatient services and 30 common 
outpatient services

• Inpatient DRG examples:

– Heart Failure & Shock w cc 

– G.I. Obstruction w cc 

– Transient Ischemia 

4
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Federal Charge Data (con’t)

• Outpatient examples:

– Level III Endoscopy Upper Airway

– Level I Nerve Injections

– Level 1 Hospital Clinic Visits

See http://www.cms.gov/Research-Statistics-Data-and-Systems/Statistics-Trends-and-
Reports/Medicare-Provider-Charge-Data/index.html
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• Numerous states also provide 
state-level charge data 

• The information and format varies

• Examples:

– Wisconsin, X Facility, 
Cesarean Delivery: $12,881

– Tennessee, All Facilities, Rotator Cuff Repair, 
Average Charge without another procedure: $23,483

– Oregon, X Facility, Esophagitis, gastroent & misc digest 
disorders w/o MCC, Average Charge: $8,546

State-Level Charge Data
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Physician and Other 
Supplier Public Use File

• Physician and Other Supplier Public Use File 
released for the first time in April 2014

• Contains 100% of final-action 
physician/supplier Part B non-institutional line 
items for the Medicare fee-for-service 
population for CY2012 paid through June 30, 
2013

7
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Physician and Other 
Supplier Public Use File (con’t)

• Contains information on services and 
procedures provided to Medicare 
beneficiaries by physicians and other 
healthcare professionals, including:
– Utilization

– Submitted charges

– Payment (allowed amount and Medicare 
payment)

See http://www.cms.gov/Research-Statistics-Data-and-Systems/Statistics-Trends-and-
Reports/Medicare-Provider-Charge-Data/Physician-and-Other-Supplier.html

8
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Broad Disclosure of Physician 
Payment Info under Sunshine Act

• Manufacturers of drugs, devices, biologicals, and medical 
supplies, and some group purchasing organizations (GPOs), 
must report payments and other transfers of value to 
“covered recipients” which are defined as:

– Teaching hospitals

– Physicians (except physicians who are employees of the applicable 
manufacturer)

• CMS must make information submitted 
in transparency reports and physician 
ownership reports publicly available 
on a searchable website

9
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Public Use Files of Part C and D 
Reporting Requirements Data

• Federal regulations require Medicare Advantage (MA) plans 
and Part D sponsors to report to CMS information on (among 
other things): 
– Enrollment and Disenrollment (Part C and Part D)

– Grievances (Part C and Part D)

– Special Needs Plans Care Management (Part C)

– Organization Determinations/Reconsiderations (Part C)

– Coverage Determinations and Exceptions (Part D)

– Long-Term Care Utilization (Part D)

– Medication Therapy Management Programs (Part D)

– Redeterminations (Part D)

10
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Big Data Trends

• Other Government Data Sources

– Medicare Fraud Strike Force Team

– Data-Driven Quality Initiatives

– Other Non-Public Government Data Sources

• Government Uses of Data for Compliance 
and Enforcement
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What Providers and 
Payers Can Expect

• Scenario 1: Increased Media Exposure

• Scenario 2: Linking Manufacturer Payments 
Data to Anti-Kickback Allegations

• Scenario 3: Quality of Care FCA Litigation
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Scenario 1: 
Increased Media Exposure

See http://time.com/#198/bitter-pill-why-medical-bills-are-killing-us/
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Scenario 2: Linking Manufacturer 
Payments Data to AK Allegations

• Expect qui tam relators to 
attempt to bolster complaints 
by “linking” physician payments 
to “increased” drug or device 
utilization in order to allege 
an Anti-Kickback Statute (AKS)
violation

14
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FRCP 9(b) & Big Data

• Interplay of Rule 9(b) Motions to Dismiss 
and Big Data

Scenario 2: Linking Manufacturer 
Payments Data to AK Allegations

15
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Scenario 2: Linking Manufacturer 
Payments Data to AK Allegations

Rule 9(b) Relator’s Counsel “In Their Own Words”

“Sunshine data instantly provides qui tam attorneys a 
host of information that would have been impossible 
or very difficult to find before the Act. [One relator’s 
counsel] believes the information would, right off the 
bat, add credibility to a relator's allegations. Attorneys 
will be able to corroborate their client's allegations or 
confirm suspicions of widespread conduct by running 
a simply search.” 

16

Page 17
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Scenario 2: Linking Manufacturer 
Payments Data to AK Allegations

“At the very least, Sunshine data will provide facts to 
beef up a plaintiff's complaint. Rule 9(b) of the Federal 
Rules of Civil Procedure requires that for ‘alleging 
fraud or mistake, a party must state with particularity 
the circumstances constituting fraud or mistake.’ [One 
relator’s counsel] notes that the exact dates of 
transactions and the precise amounts of payments will 
add that required specificity.” 
See http://www.policymed.com/2014/02/physician-payment-sunshine-act-will-sunshine-data-
help-qui-tam-whistleblowers-and-their-attorneys.html

17
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Scenario 3: Quality of 
Care FCA Litigation

Linked To Data

• Expect qui tam relators and/or government to 
contend payment structures and reporting 
measures set forth in various new quality 
programs materially affect payment and are 
thereby conditions of payment—and that 
violations triggers False Claims Act (FCA) 
liability

18
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Scenario 3: Quality of
Care FCA Litigation

Data-Driven Quality Initiatives
• Programs resulting from the Patient Protection and 

Affordable Care Act (PPACA), the American Recovery and 
Reinvestment Act (ARRA) as well as those initiated by OIG 
and CMS reflect an increased focus on quality

• Health Information Technology for Economic and Clinical 
Health (HITECH) Act established the Electronic Health 
Record (EHR) Meaningful Use Program to provide financial 
incentives to providers to promote the adoption and 
meaningful use of certified EHR technology to improve 
patient care (ARRA, Public Law 111-5, Division A, Title XIII 
and Division B, Title IV)

19
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Scenario 3: Quality of 
Care FCA Litigation

Data-Driven Quality Initiatives (con’t)

• PPACA establishes numerous quality-related programs, 
potentially exposing providers to increased liability for quality 
shortfalls; these include, among others:

– Medicare Physician Quality Reporting Improvements: financial 
incentives and penalties for reporting or failure to report Physician 
Quality Reporting Initiative (PQRI) measures (PPACA  §§ 3002, 
3007)

– Value-Based Purchasing Program: pays hospitals based upon how 
well they perform on specific quality measures (Id. § 3007)

20
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Potential Review Results
PQRS/QUALITY REPORTING DETAILED RESULTS

PQRS Results Family Practice Internal Medicine
Other 

Specialties

Met 757 247 103
Not Met 545 145 68
PQRS code and/or ICD-9 code not documented 144 56 50
Supporting ICD-9 or additional PQRS code should be reported 99 26 6
A different PQRS code was documented 107 29 7
No documentation received 0 2 4
Corresponding CPT code not supported 195 32 1
Modifier deficiency1 6 0 0
1 Of note, Not Met is counted per transaction or claim line versus the deficiencies  listed which include transaction‐level 

and component‐level errors.  Modifier deficiency is a component‐level error; meaning that the error count in some 

instances may also be captured in one of the other categories.
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Real World Examples of 
Physician Compliance Risk

1. Overuse of -25 modifier

2. Overuse/exclusive use of high level E/M 
codes

3. Extremely high levels of production

4. Psychiatry time based codes and use of E/M 
codes with same

5. High utilization of specialty related services 
(Oncology, Cardiac)
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How Can We Mitigate Risk?

Think like a reporter, a qui tam relator, a MAC, 
MIC, ZPIC, RAC, DOJ and the OIG, etc.
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Key Questions
• Are you incorporating data sets in your compliance 

and internal audit activities?

• Is data analytics a key part of your monitoring and 
auditing plan?

• Are you assessing data analytics capabilities (or lack 
thereof) as part of your annual risk assessment? 

• Are you evaluating where you are amongst your 
peers? 

• If you are an outlier, is there a legitimate reason why, 
or do you need to mitigate an issue through corrective 
action?
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Resources to Identify Most 
Significant Areas of Potential Risk

• OIG Work Plan

• OIG Semi-Annual Report to Congress

• OIG Special Fraud Alerts

• OIG and DOJ Announcements

• Corporate Integrity and Deferred Prosecution Agreements

• RAC Audits

• RADV Audits

• Complaints, Investigations, and Audits

• . . . Your Gut!

Page 26
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Using Data Effectively

• Considerations when designing an effective data 
analytics function:
– Availability of data

– Accessibility to the data

– Timeliness to gain access to the data

– Quality of the data

– Expertise of those using the data

– Corporate support for the program

– Privacy and Privilege considerations



3/17/2015

10

Page 27
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Physician Compliance Monitoring
Making the information come to you…
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Making Physician Compliance 
Manageable AND Meaningful

Targeted               
Physician Probes 

Effective use of physician analytics
allows a physician compliance
program to be extremely detailed
while remaining efficient and
cost-effective.

Analytics Suite
on All Employed Physicians

Focused 
Physician 
Reviews 
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Typical Areas of Focus

“REV $” “PHYS ALIGN”“CODING”

• Area/Metric
• Area/Metric
• Area/Metric

• Area/Metric
• Area/Metric
• Area/Metric

• Area/Metric
• Area/Metric
• Area/Metric

Develop unique areas of focus, metrics to measure, and thresholds to assess
compliance and risk. This is an active, fluid initiative.



3/17/2015

11

Page 30
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Other Customized Analytics:
Getting “Outside Of The Box”

In addition to a number of analytics to evaluate certain “expected” areas
of physician utilization (e.g., E/M bell curves), consider other topical ways
to assess physicians based upon a customized list of targeted service
areas to determine if “outlier” patterns exist. Some example focus areas
include:

CODING

PHYS
ALIGN

REV $

• Critical Care Service Utilization

• 25-modified E/M Services

• Preventive Medicine Services (e.g., ratio of G-code to 9-code use)

• Extended Discharge Day Management Services

• Incident-to/Split Shared Services

• Time Studies/Work RVU Analysis

• EP Study Utilization

• Long-term Drug Use ICD-9 Code Utilization

Page 31
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Physician Analytics Suite 
Examples
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E/M Distribution 
(“Bell Curve”) Analysis

CODING

PHYS
ALIGN

REV $



3/17/2015

12

Page 33
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Benchmark Specialty 
Procedural Service Mix Analysis

CODING

PHYS
ALIGN

REV $
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Targeted Physician Probes
Special Data Analytics for High Risk Concerns
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New vs. Established 
Patient E/M Services

CODING

REV $
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Focused Benchmark Analysis:
Modifier Use

CODING

PHYS
ALIGN

REV $

Page 37
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Physician Productivity Analysis:
Addressing Work Relative Value

CODING

PHYS
ALIGN

REV $
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Physician Productivity Analysis:
Work RVUs

CODING

PHYS
ALIGN

REV $
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Place Of Service Impact Analysis
The Office of Inspector General reports the following in its HHS OIG
Work Plan for Fiscal Year 2014:

“Federal regulations provide for different levels of payments to physicians
depending on where services are performed (42 CFR §414.32). Medicare
pays a physician a higher amount when a service is performed in a non-
facility setting, such as a physician’s office, than it does when the service is
performed in a hospital outpatient department…”

CODING

REV $
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Non-Physician Practitioner (“NPP”) 
Collaboration “Probe” Analysis

Define physicians who may collaborate with NPPs to perform
incident-to, split/shared E/M visit and post-operative follow-up
services.

CODING

PHYS
ALIGN

REV $
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Benchmark Physician 
Time Study Analysis

Physicians with “higher than expected” FTE-equivalent levels often
collaborate with NPPs, nursing and other ancillary staff to engage in the
work flow/practice patterns necessary to support high utilization levels.

CODING

PHYS
ALIGN

REV $

Best calculated using the current Medicare Physician Time Study and 2,000 
total annual hours per full-time equivalent.
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PHYS
ALIGN

Gross And Net Revenue 
“Pulse Check” Analysis

Use data to gain a high level understanding of any potential areas of
revenue “vulnerability.”

REV $
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Outcome:
“At A Glance” Reporting

CODING

PHYS
ALIGN

REV $
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Next Steps: 
Focused Physician Reviews

No more annual 10 chart provider review 
compliance plan commitments!!!

Grading or Compliance Rate Considerations

Feedback During Review Process

Trending

Corrective Action Plans
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Coding and Documentation Review

Guidelines
• CPT

• ICD-9-CM

• ICD-10-CM

• HCPCS

• 1995/1997 Documentation 
Guidelines for E/M Services

• Medicare/Medicaid/Other Gov’t 

• State and Federal

Documentation
• Explanation of Benefits

• CMS 1500

• Medical Record

VS.
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Coding and Documentation Review

• Chief Complaint

• History of Present Illness

• History Level

• Review of Systems

• Examination

• Past, Family and/or Social 
History

• Medical Decision Making level

• Modifier Usage

• CPT Selection

• Modifier Usage

• ICD-9 Selection

• Signature Compliance

• Time-based code support

• NPP/Midlevel Provider Compliance

• NCCI/Bundling Compliance

• Other agreed-upon regulatory or 
facility-specific areas of interest

• ICD-10 Documentation Readiness

E/M Compliance Elements General Compliance Elements
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0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00% 90.00% 100.00%

All Internal Medicine

Physician A

Physician B

Physician C

Physician D

Physician E

Physician F

Physician G

Physician H

Physician I

Physician J

Physician K

Physician L

Physician M

Physician N

Physician O

Physician P

Physician Q

Physician R

Physician S

Physician T

Physician U

Compliance

Missing Provider Signature

Not Documented

Missed Opportunity to Bill

Bundled

Insufficient Documentation to Bill

Overcoded

Undercoded

Inaccurate CPT/HCPCS Assigned

Potential Review Results
INTERNAL MEDICINE SNAPSHOT – PHYSICIAN CODING DEFICIENCY FINDINGS
(In Compliance Rate Order)
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Potential Review Results
COMPLIANCE RATES PER PROVIDER
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Potential Review Results
TOTAL AND SPECIALTY GROUPING ERROR COUNTS
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Potential Review Results
E/M CODING DETAILED RESULTS
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Potential Review Results
PROCEDURAL CODING DETAILED RESULTS
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Identifying Overpayments
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Medicare Parts A & B: 
Identifying Overpayments

Medicare Parts A & B

• 60‐Day Overpayment Proposed Rule

– 10-year look‐back period

– Duty to take affirmative investigative action related to 
potential overpayments

53



3/17/2015

19

Page 54
April 22, 2015

Prepared for 
HCCA’s 19th Annual 
Compliance Institute

Medicare Parts C & D: 
Identifying Overpayments

Medicare Parts C & D

• 60-Day Overpayment Final Rule
– Six-year look-back period

– “[I]f an MA organization or Part D sponsor has received 
information that an overpayment may exist, the 
organization must exercise reasonable diligence to 
determine the accuracy of this information, that is, to 
determine if there is an identified overpayment ... ‘‘day 
one’’ of the 60-day period is the day  after the date on 
which organization has determined that it has identified 
the existence of an overpayment.”
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Thank You!

Denise Hall, RN, BSN
Principal, Healthcare Consulting

PYA
(404) 266-9876

dhall@pyapc.com

Mike Paulhus, J.D.
Partner

King & Spalding
(404) 572-2860

mpaulhus@kslaw.com
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Privilege and Internal Reviews 

• Hypo: After attending a conference, Compliance 
Officer (“CO”) decides to conduct a compliance 
review of Schedule II drugs (e.g., percocet, 
fentanyl)  in hospital pharmacy 

• CO runs reports and has some preliminary 
discussions with the pharmacy staff 

• Pharmacy Tech tells CO “the records are a mess” 
and that a “ton” of Schedule II drugs are lost and 
never reported 

2

Privilege and Internal Reviews 

Question:  Would you want this compliance 
review to be protected by the attorney-client or 
work product privilege?

3

A. Yes

B. No
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Privilege and Internal Reviews 

4

Privilege and Internal Reviews 

• Rules of thumb 

– Default position: compliance reviews are not privileged

• Want to be able to document robust and active 
compliance program 

– Exception: make review privileged if specific basis to 
believe there is a high likelihood of material
noncompliance 

• Use privilege if the final report likely would be 
damaging to organization 

5

Privilege and Internal Reviews 

Hypo, continued 

• CO contacts General Counsel; GC decides that 
the internal review will be privileged 

• GC asks the CO to conduct the review 

• Review completed on essentially same terms as 
CO initial contemplated  

• Final report sent to GC, CEO and Board Audit 
Chair 

6
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Privilege and Internal Reviews 

A.Yes  

B.No, because the review 
was initiated and conducted 
by the CO (not a lawyer)

C.No, because the final 
report was send to non-
lawyers (the CEO and Audit 
Chair) 

Is this Internal Review protected by a 
privilege?

Privilege and Internal Reviews 

8

Privilege and Internal Reviews 

• Purpose of internal review must be to obtain legal 
advice or in anticipation of litigation 
– Mendez v. St. Alphonsus Reg. Med. Ctr. (D. Idaho, 

7/10/14) 
• Dual purpose is work product if document was created 

“because of the prospect of litigation”

• Investigation into alleged retaliation was for legal advice 
not merely “HR and Management”

– In re Kellog Brown & Root (D.C.Cir. 5/7/14) 
• “Significant purpose” was to obtain legal advice 

• Compliance investigation into DOD overcharging and 
kickbacks was privileged 

– See also Geller v. No. Shore Long Island Jewish Health (2011)
9
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Ensuring Your Compliance Review is 
Privileged 

• Best practices 
– Decide, in advance, if review is privileged

• Can change decision, but only prospectively 

– Review performed at direction of a lawyer

• Document direction and decision

• In-house counsel should document that review is 
for legal advice 

• Outside counsel helps make this clear

– Final report sent to GC (or outside counsel) and 
GC circulates further 

10

Ensuring Your Compliance Review is 
Privileged 

• Best practices, cont.  
– Review and communications must be for purpose of 

legal advice
• “Compliance advice” may not be the same as 

“legal” advice
• In-house counsel’s role subject to challenge
• Lawyer as Compliance Officer even more so 
• Key: clearly document when acting as lawyer

– Interim and final reports directed to a lawyer
• Genuine involvement of lawyer is needed 
• Reports addressed to others weakens argument 

that purpose was for legal advice 

11

Ensuring Your Compliance Review is 
Privileged 

• Best practices, cont.  

– If highly sensitive, use lawyers

• Lawyers subject to additional confidentiality 
restrictions 

• Model Rule of Prof. Resp. 1.6(a) [Code DR 4-101] 

– Have files and documents segregated and marked as 
privileged and confidential 

– Delegation/use of internal resources permissible, if 
properly documented and supervised

• Use an internal engagement/direction letter/email

12
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Privilege Waiver

• Hypo: In response to an DOJ/OIG inquiry 
concerning alleged DRG upcoding, Hospital 
conducts a review of 50 charts and provides a 
copy of its review to DOJ/OIG    

13

Privilege Waiver

A.No 

B.Yes, but just the report itself 

C.Yes, but only to DOJ/OIG

D.Yes, over all related documents 
and in all subsequent litigation

E.N/A, report was not privileged 
to begin with 

Did Hospital waive the privilege?

Privilege Waiver

15
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Privilege Waiver

 General rule 1:  a privilege may be waived by the party 
that owns the privilege 

• Clients, not lawyers, make this decision  (Model Rule 
of Prof. Resp. 1.6) 

 General rule 2 (less settled, but still the majority rule):  if a 
privilege is waived, then privilege is waived to all 
documents on the subject matter and to all parties 

• Some courts have permitted selective waiver in some 
cases  

16

Privilege Waiver

– U.S. ex rel. Garbe v. Kmart (S.D. Ill. 5/29/2014)

• OIG and Kmart signed a confidentiality agreement 
under which Kmart provides privileged work product 

• DOJ declined to intervene, relator began litigation 

• Court: Kmart waived and must produce to relator

– Compare In re GM LLC Ignition Switch Litig., (S.D.N.Y. 
1/15/2015)

• GM commissioned “Valukas Report”  (made public)

• Court: interview notes protected work product 
privilege because one purpose of Valukas Report was 
to obtain legal advice 17

Privilege Waiver

– Compare Lindon v. Kakavand (E.D.Ky. 8/15/2014) 

• Hospital hired investigator to review alleged physician 
negligence 

• Investigator report shared with other physicians

• Plaintiff: waived by disclose to other physicians 

• Court: privilege waived only if work product shared 
with adverse party; other physicians not adverse

– Strong public policy arguments can be made for and 
against use of selective or limited waiver 

– Consider use of Joint Defense Agreement
18
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Privilege Waiver

• Best practices 
– Decide in advance whether a disclosure may be 

necessary—limit use of privilege to avoid waiver 
• Overuse of privilege can backfire 
• May want to disclose some information 

– Use confidentiality agreements when possible
– Weigh the risks and benefits of waiver on a case-by-

case basis 
– Consider creative alternative to waiver when possible
– Respect client’s role in process

• Model Rule of Prof. Resp. 1.6 

19

HHS’ Oversight of Lawyers?

A.Yes

B.Yes, but only in-house lawyers 
employed by a Covered Entity 

C.Depends on whether the lawyer 
signed a business associates agreement

D.No 

Question:  Are lawyers subject to HIPAA 
privacy and security obligations?

HHS’ Oversight of Lawyers?

21
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HHS’ Oversight of Lawyers--§13411 of the ARRA

• HHS must periodically audit Covered 
Entities and Business Associates to ensure 
compliance with the HIPAA Privacy, 
Security and Breach Notification Rules.

• The Twilight Zone—No Guidance as to 
HOW, WHEN, WHO will be audited

22

Lawyers Performing “Health Care Operations”

“Health care operations” include: 

(4) Conducting or arranging for medical review, 
legal services, and auditing functions, including 
fraud and abuse detection and compliance 
programs

[45 CFR §164.501]

23

HHS’s Take on Lawyers as BAs and the A/C Privilege

“The Privacy Rule is not intended to interfere with 
attorney-client privilege. Nor does the Department 
anticipate that it will be necessary for the Secretary to 
have access to privileged material in order to resolve a 
complaint or investigate a violation of the Privacy Rule. 
However, the Department does not believe that it is 
appropriate to exempt attorneys from the business 
associate requirements.”

Preamble to HIPAA Final Rule, 67 FR 53253 (August 14, 2002), available at 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/privrulepd.pdf. 

24
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Differentiating between Compliance and Legal 
Services

• A/C Privilege—Applies to communications 
regarding legal advice and NOT business 
advice

• General Counsel provide both legal and 
business advice—blurring the lines

• Maintaining the A/C Privilege easier when 
outside counsel is engaged

• HHS: “GC should not be in charge of 
Compliance Activities” See 2009 Pfizer CIA
http://oig.hhs.gov/fraud/cia/agreements/pfizer_inc_08312009.pdf

25

What does HHS Expect from Lawyers as BAs? 
Mandatory Disclosures under 45 CFR 160.310 & 164.502

• OCR expects CEs and BAs to:

– Provide records regarding compliance with HIPAA.

– Cooperate with complaint investigations and 
compliance reviews.

– Permit access to information.

• No Guidance on HOW, WHEN, WHO

• Conflict with Ethics Rules

– 1.1 (Competence)

– 1.6 (Confidentiality)

– 1.7 (Loyalty)
26

Questions to ask before engagement

• HIPAA Policies and Procedures as BA?

– Firm should have policies in place

– Mechanism for identifying and protecting HIPAA protected 
information (in-take procedures identify potential for PHI)

• Security Management Process?

– Risk Assessment/Analysis/Audit

– Risk management/security measures (Encryption, access 
controls, storage)

• Education and Enforcement?

– Handling PHI/ePHI

– Sanctions (the curious employee)
27
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What does the ABA expect from lawyers?

• Ethical duties date back to 1908 

– Canons of Professional Ethics

• August 2012, the ABA’s House of Delegates 
adopted recommendations of ABA Commission on 
Ethics 20/20 review ABA Model Rules of 
Professional Conduct

• Six (6) resolutions recognized two important trends 
affecting the practice of law: technology and 
globalization

• Amendments to ABA Model Rules 1.1 and 1.6
28

ABA Model Rules of Professional Conduct

• Model Rule 1.1
– Duty of Competence

– Duty of confidentiality

– “A lawyer shall provide competent representation to a
client. Competent representation requires legal
knowledge, skill, thoroughness and preparation
reasonably for the representation”

– Therefore, how technologically competent must an 
attorney be?

29

So, what is “Competent”?

ABA Model Rule 1.1:  Comment [8]:

To maintain the requisite knowledge and skill, a lawyer
should keep abreast of changes in the law and its
practice, including the benefits and risks
associated with relevant technology, engage in
continuing study and education and comply with all
legal education requirements to which the lawyer is
subject. (emphasis added)

30



4/15/2015

11

ABA Model Rules of Professional Conduct

• Model Rule 1.6
– “A lawyer shall make reasonable efforts to prevent

the inadvertent or unauthorized disclosure of, or
unauthorized access to, information relating to the
representation of a client ”

– Reasonable efforts within technology threats

– The use of digital devices entails a higher level of 
precaution (e.g. public Wifi is inherently insecure)

– Constant diligence is a must to protect the client’s 
information

31

Understanding the Duty of Confidentiality

Commentary to Rule 1.6 added by 20/20 Commission--requirements of confidentiality:

• [12] Other law may require that a lawyer disclose information about a client. Whether such a law 
supersedes Rule 1.6 is a question of law beyond the scope of these Rules. When disclosure of 
information relating to the representation appears to be required by other law, the lawyer must 
discuss the matter with the client to the extent required by Rule 1.4. If, however, the other law 
supersedes this Rule and requires disclosure, paragraph (b)(6) permits the lawyer to make such 
disclosures as are necessary to comply with the law

• [16] A lawyer must act competently to safeguard information relating to the representation of a 
client against inadvertent or unauthorized disclosure by the lawyer or other persons who are 
participating in the representation of the client or who are subject to the lawyer's supervision. See 
Rules 1.1, 5.1 and 5.3

• [17] When transmitting a communication that includes information relating to the representation of a 
client, the lawyer must take reasonable precautions to prevent the information from coming into the 
hands of unintended recipients. This duty, however, does not require that the lawyer use special 
security measures if the method of communication affords a reasonable expectation of privacy. 
Special circumstances, however, may warrant special precautions. Factors to be considered in 
determining the reasonableness of the lawyer's expectation of confidentiality include the sensitivity 
of the information and the extent to which the privacy of the communication is protected by law or 
by a confidentiality agreement. A client may require the lawyer to implement special security 
measures not required by this Rule or may give informed consent to the use of a means of 
communication that would otherwise be prohibited by this Rule.

32

Ethical obligations for lawyers living in the Digital 
Age

• New technological and 
ethical obligations?

• What does the ABA 
expect from lawyers?

• To which extent must a 
lawyer be 
technologically 
competent?

• What does the client 
expect from you?

• If security breach or 
loss of client data, what 
do you do?

• Do you need to take 
ESI from mobile 
devices and cloud 
computing into 
account?

33
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Technological realities confronting lawyers

• Adequate internal controls / training (curious 
employees)

• Clients have experienced security breaches in their 
companies

• Increased Obligations as Business Associates 

• Clients demand confirmation of security compliance 

• Law Firms Increasingly becoming targets of cyber-
attacks

34

Technological realities confronting lawyers

• Some kind of IT understanding is becoming a 
requirement
– AZ Bar Ethics Opinion: “competence to evaluate the 

nature of the potential threat”

– If not competent, consult with someone who is

• Security

– Violations of privacy (snooping employees)

– Mobile devices

35

2015—The “Year of the Healthcare Hack”

• August 2014—CHS Cyber Attack Affects 4.5M Patients

• February 2015—Anthem, Inc.  (2nd largest insurer in US) was the 
target of an external cyber attack affecting up to 80M current and 
former customers (including, in addition to its own insured, the 
insured holding BlueCard members nationally). Initial investigation 
indicates that the member data accessed included names, dates of 
birth, member ID/ social security numbers, addresses, phone 
numbers, email addresses and employment information, but not 
credit card or medical information

• “Stolen health credentials can go for $10 each, about 10 or 20 times 
the value of a U.S. credit card number”

• OCR Priority for 2015—Cyber Attacks on ePHI…THIS INCLUDES 
BAs

36
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Cyber-attacks on the Rise for Lawyers

• November 17, 2009—FBI issues Advisory regarding law firms and PR firms being the 
targets of Spear Phishing E-mails. http://www.fbi.gov/scams-safety/e-
scams/archived_escams

• January 2010—California law firm Gipson Hoffman & Pancione subject of cyber-attack 
by China following the filing of $2.2B lawsuit against China and others for copyright 
infringement through  e-mails targeted at lawyer that were made to appears to be from 
others within the firm and prompting targets to click on a link or attachment.

• January 2015—Craine’s Chicago Business warns against phishing expeditions using 
“Big Name” law firms as bait to inject malware into firm systems (emails appear from 
national firm with link to fictitious court appearances) 
http://www.chicagobusiness.com/article/20150109/NEWS04/150109834/scammers-go-
phishing-using-law-firms-as-bait

• Shane M. McGee from Mandiant Corp (security firm that published the report on the 
“People’s Liberation Army of China” and its involvement in cyber espionage) reiterates 
that law firms are vulnerable and the perfect target for attackers

37

What Ethical Obligations when Breach or Loss of 
Client Data Occurs?

• Why this obligation?

– Vulnerability of law firms IT systems, cyber espionage

– Client profiles can attract attention (e.g. Anonymous hacktivist group 
attacked law firm representing the targeted client)

– Client trust accounts have been hacked

– Privileged and confidential information can be easily compromised

– Implementation of reasonable precautions is a must

• What needs to be protected?

– Client data residing in both computers and Information systems 
(network services, smartphones…)

• Duty to Notify Client when Unauthorized Disclosure of 
Personal Information (Rule 1.4 & federal & state data breach laws)

38

REASONABLE ≠ ABSOLUTE

“The obligation to preserve client confidences extends beyond merely 
prohibiting an attorney from himself making disclosure of confidential 
information without client consent (except under such circumstances 
described in RPC 1.6). It also requires that the attorney take reasonable 
affirmative steps to guard against the risk of inadvertent disclosure. 

* * *

A lawyer is required to exercise sound professional judgment on the steps 
necessary to secure client confidences against foreseeable attempts at 
unauthorized access. “Reasonable care,” however, does not mean that the 
lawyer absolutely and strictly guarantees that the information will be utterly 
invulnerable against all unauthorized access. Such a guarantee is 
impossible, and a lawyer can no more guarantee against unauthorized 
access to electronic information than he can guarantee that a burglar will 
not break into his file room, or that someone will not illegally intercept his 
mail or steal a fax.” NJ Ethics Op 701 (April 2006)

39
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KNOW the Who’s and How’s

• WHO: INTERNAL –v – EXTERNAL Threats

• HOW:

– Poor Access Controls

– Improper/Weak Authentication

– Insufficiently Protected Credentials

– Poor Patch Management; Weak Testing

– No Defined Security Perimeter; Lack of Network 
Segmentation

– Improper Device Configuration; Poor Monitoring

– Lack of Security Audits, Logging Practices

– Weak Enforcement of Remote Login Policies

– Spearphishing (email with corrupt link)
40

Lawyer’s Potential Liability for a 
Unauthorized Access

• Federal Law & Regs:
– HIPAA/HITECH

– FTC Health Breach Notification Rule (entities not covered by HIPAA, i.e., vendors of 
personal health records (PHRs), PHR-related entities and third-party service provider for 
a vendor of PHRs or a PHR-related entity).

– Grahamm-Leach-Bliley Act

– Office of the Comptroller of the Currency  (Banks)

– Payment Card Industry Data Security Standard (PCI-DSS)—Anyone that accepts credit 
card payments

• State Data Breach Laws (47 plus D.C., Puerto Rico, Virgin Islands & 
Guam)

– “Personal Information” (See e.g., Fla. Stat. § 501.171; MCL § 445.72; Cal. Civ. Code 
§ 1798.82 et seq.; Colo. Rev. Stat. § 6-1-716; N.Y. Gen. Bus. Law § 899-aa)

– PI typically defined as First name or initial and last name PLUS one of the following: 
SSN, Drives’ License, CC or financial information (with necessary passcode)

• Cybersecurity Framework (NIST Standard)

• PROPOSED Federal Rules of Civ Pro 37(e)—Preservation of ESI and 
Spoliation

41

Best Practices as a Lawyer/Business 
Associate

• Comment [18] to ABA Model Rule 1.6. Identify:

• Sensitivity of the information

• Likelihood of disclosure

• Cost of using additional safeguards

• Difficulty of using safeguards

• Extent to which the safeguards affect the ability to represent a client

• Additional security measures required by the client

• The ABA Cybersecurity Handbook

• List of sources governing a lawyer’s obligation to provide security to client 
information

• HIPAA Compliance:
• Inventory:  know where PHI is, who has access and track access

• Apply reasonable controls (security/technical) and monitor implementation

• Policies and procedures

• Train workforce—attorneys and support staff 42
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Questions?
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2015 – LAWYERS IN THE TWILIGHT 
ZONE‐PRIVILEGE AND WORK 

PRODUCT  ISSUES FOR LAWYERS 
AND ENTITIES

James G. Sheehan
Chief, Charities Bureau

Office of NY Attorney General Eric Schneiderman
James. Sheehan@AG.NY.gov    

HOW THIS SESSION WORKS

• The current law and legal ethics rules on 
privilege, confidentiality, and the burdens on 
in assertion  of and challenges to privilege and 
work product claims, and easing the burdens 
in challenging privilege

• Practical issues in privileges and internal 
reviews for compliance officers 

• Lawyers and HIPAA –not just representatives 
of client but “business associates”

PRIVILEGE 

• “a special right, advantage, or immunity granted 
or available only to a particular person or 
group”(OED) 

• Is health care like banking?
– banking agencies  have legal authority to compel 
banks to disclose attorney‐client privileged 
information. 77 FR 39617 (2012) (Consumer Financial 
Protection Bureau)

– Once disclosed, bank regulators can share with law 
enforcement and tax authorities. See 12 U.S.C. 1821(t)  
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CONFIDENTIALITY

• Model Rule 1.6 “A lawyer shall not reveal 
information relating to representation of a client 
unless the client gives informed consent . . .” 

• “Or to comply with other law or a court order”

• 42 Pa. C.S.A. 5928: “In a civil matter counsel shall 
not be competent or permitted to testify to 
confidential communications made to him by his 
client, nor shall client be compelled to disclose 
same . . .”   

CHALLENGES TO CONFIDENTIALITY

• The risks of disclosure to adversaries and the public  extend   
beyond litigation to transactions, due diligence work , compliance, 
risk assessment,  and public reporting 

• Courts are imposing greater burdens on parties in assertion of 
privilege and work product claims, and easing the burdens in 
challenging privilege

• The increase in mandatory compliance and reporting duties 
presents special risks to privilege. Attorneys are called upon to 
evaluate and advise on mandatory  internal investigative, risk 
assessment,  and  reporting obligations. 

• The increased use of non‐attorney consultants, advisors, and 
experts to gather information  has not been fully understood by 
clients or embraced by courts in the context of attorney‐client 
privilege. ( limiting   United States v. Kovel 296 F. 2d 918 (2d Cir. 
1961) (translator/interpreter) 

QUICK QUIZ

• Corporate employee provides information to 
corporate attorney. The attorney’s license has 
lapsed. Is the communication privileged?

• Outside counsel  conduct a year long 
investigation and prepare a 315 page report 
which is given to a Congressional Committee 
and put on the internet. Opposing counsel 
seek documents relating to the preparation of 
the report. Will they get them?   
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QUICK QUIZ

• A hospital is defending a false claims act whistleblower suit. 
Their answer asserts (among 20 others) the affirmative 
defense that the hospital has a good faith belief that its 
conduct is lawful. Has the hospital waived attorney client 
privilege by asserting this defense? 

• Attorney compliance officer conducts an internal 
investigation pursuant to a generally mandated compliance 
program, and concludes that no 6402 disclosure is 
necessary.  On summary judgment, the entity includes in its 
statement of material facts that an investigation was 
conducted, no disclosure was made, and that the entity has 
previously disclosed 6402 overpayments pursuant to this 
program. Waiver?   

10 ISSUES OF PRIVILEGE AND  
DISCLOSURE 

• 1) Is this a communication by a client to an  attorney 
for “the purpose of obtaining or providing legal 
assistance to the client."  (attorney‐client) In re Grand 
Jury Subpoena, 223 F.3d 213, 219 (3d Cir.2000) 

• 2) Is this a document or  tangible thing  prepared by or 
for an attorney in anticipation of litigation or for trial? 
(work product)

• 3) Has the protection been waived by disclosure? 
• 4) Can an entity make a selective waiver of the 
protection? 

• 5) Has the protection been waived by putting the 
intent or knowledge of an entity at issue in litigation? 

10 ISSUES OF PRIVILEGE AND  
DISCLOSURE 

• 6) Is the person receiving or preparing the communication or 
product  an “attorney” under governing law, (licensing) and acting 
as an attorney (role)

• 7) Is the document, or information contained in the document, 
required to be disclosed to a government entity or private party?

• 8) Did the client “intend to commit a crime or fraud” at the time the 
attorney was consulted? and did the client use the attorney‐client 
communication or work product in furtherance of the fraud? 

• 9) Has an opposing party made the required showing under the 
crime‐fraud exception to require an in camera examination?

• 10) How will a Judge or Magistrate Judge react to what they read or 
hear in camera? 
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1) HOLDER’S BURDEN IN ASSERTING 
ATTORNEY CLIENT PRIVILEGE

• "To determine if a particular communication is 
confidential and protected by the attorney‐client 
privilege, the holder must prove the communication 
was `(1) intended to remain confidential and (2) under 
the circumstances was reasonably expected and 
understood to be confidential." Bogle v. McClure, 332 
F.3d 1347, 1358 (11th Cir. 2003).

• See generally  In U.S. ex rel. Baklid‐Kunz v. Halifax 
Hospital Medical Center, Case No: 6:09‐cv‐1002, 2012 
U.S. Dist. LEXIS 158944 (M.D. Fla. Nov. 6, 2012) for 
detailed discussion of necessary showings 

1) HOLDER’S BURDEN IN ASSERTING 
ATTORNEY‐CLIENT‐communication for 

purpose of legal advice 
• KBR conducted an internal investigation of 
whistleblower’s fraud allegations “pursuant to its 
Code of Business Conduct, which is overseen by 
the company's Law Department.”

• “In none of the documents is legal advice 
requested or offered. Because no legal advice 
was requested or offered, the Court concluded 
that the primary purpose of the investigations 
was to comply with federal defense contractor 
regulations, not to secure legal advice.” 2014 WL 
1016784 (DC 2014) 

THE KBR DOCUMENTS (from the 
District Court opinion)

• “The most important documents are memoranda from 
an investigator to members of KBR's general counsel's 
office. The investigators prepared the documents to 
comply with . . . the Department of Defense regulation 
requiring contractors to discover and report improper 
conduct regarding Government contracts. 

• At the end of the investigation, the investigator drafted 
a final memorandum and submitted it to the General 
Counsel's office. But the memorandum does not 
request legal advice, and it does not identify possible 
legal issues for further review.

• Reversed‐see next slide 
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The Kellogg Test (DC Circuit)

• Was obtaining or providing legal advice a 
primary purpose of the communication, meaning 
one of the significant purposes of the 
communication? In re Kellogg Brown & Root, Inc., 
756 F. 3d 754(DC Cir. June 27, 2014) 

• Compare: "the predominant purpose of the 
communication is to render or solicit legal 
advice." In re County of Erie, 473 F.3d 413, 420 
(2d Cir. 2007)

• Some Third Circuit cases use phrase “the primary 
purpose”

2) HOLDER’S BURDEN IN ASSERTING 
WORK PRODUCT 

• Work product protection attaches to “documents and 
tangible things that are prepared in anticipation of litigation 
or for trial” (can include expert and consultant materials)

• in anticipation of litigation if in light of the nature of the 
document and the factual situation in the particular case, 
the document can fairly be said to have been prepared or 
obtained because of the prospect of litigation.’” 

• This standard both requires a subjective belief that 
litigation was a real possibility and requires that the belief 
be objectively reasonable. 

• One test: was there a litigation hold or document 
preservation notice  in place? TRANSWEB, LLC v. 3M 
INNOVATIVE PROPERTIES COMPANY (D. New Jersey 2012)

3) WAIVER OF PRIVILEGE BY 
DISCLOSURE?

• GM issues extensive Valukas Report concerning its 
investigation into the ignition switch defect and internal 
followup

• Report disclosure does not open up other work product: “A 
voluntary disclosure in a federal proceeding or to a federal 
office or agency . . . generally results in a waiver only of the 
communication or information disclosed." Fed. R. Evid. 502, 
Committee Notes

• Distinguishes Allied Irish Banks (see next slide) – Valukas’ 
firm hired for legal advice

• IN RE GENERAL MOTORS LLC IGNITION SWITCH LITIGATION( 
SD New York  January 15, 2015)
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3) WAIVER OF PRIVILEGE BY 
DISCLOSURE

• Allied Irish  v. Bank of America  240 F.R.D. 96 (S.D.N.Y. 2007) ‐ the 
attorney‐client privilege did not protect materials underlying a 
report prepared following an internal investigation. 

• The company had hired a non‐lawyer — the principal of a 
consulting firm, to produce the report, which the company 
promptly released publicly. 

• The terms of the consultant's engagement had been limited to 
business‐related matters and had said nothing about legal advice. 

• Neither the company nor the law firm "provided any evidence 
regarding the manner in which [the law firm's] purported legal 
advice was provided to [the company] . . . or on what dates,"  "[t]he 
only document attributable in any form to [the law firm] that was 
also presented to [the company]" was the final report itself, "which 
indisputably did not provide legal advice”

WAIVER OF PRIVILEGE BY SUBJECT 
MATTER DISCLOSURE

• The voluntary disclosure by a client of a 
privileged communication waives the privilege 
as to other such communications relating to 
the same subject matter made prior to and 
after the occurrence of the waiver. In Re 
Application of Chevron Corporation 650 F. 3d 
276 (3d Cir. 2011)(dictum) (“presence of 
strangers” in meeting means no privilege 
attaches, therefore no waiver)  

3) WAIVER OF PRIVILEGE BY INTERNAL 
DISCLOSURE

• Law firm retains public relations firm to act as 
consultant on communications relating to its 
representation. PR firm participates in meetings with 
client and attorneys.

• Disclosure of client communications to PR firm, or 
attendance by PR firm at attorney client meetings 
“waives the privilege” Calvin Klein Trademark Trust v. 
Wachner 198 F.R.D. 53(SDNY 2000) (the possibility that 
the communications to the PR firm may have been 
helpful in formulating legal strategy and assisting 
counsel assessing probable public reaction “is neither 
here nor there.”)      
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4) CAN A PARTY MAKE A SELECTIVE 
WAIVER OF THE PRIVILEGE?

• Banking again‐Section 1828(x) (12 U.S.C. 
1462)‐submission of information to banking 
agency shall not be construed as waiving any 
privilege

• Health care‐In Re Columbia/HCA Billing 
Practices Litigation 293 F. 3d 289 (6th Cir. 2002) 
waiver to one is waiver to all‐focus on the 
communication purpose of the privilege

5) WAIVER OF PRIVILEGE BY PUTTING 
ISSUE IN CASE‐Columbus

• “Columbus Regional intends to offer evidence at trial that it 
believed its conduct was lawful. Columbus Regional does not assert 
an "advice of counsel" defense, and it does not intend to rely on 
communication with its attorneys in support of its defense.”

• CMS 855 Claim form represents compliance with Anti‐Kickback and 
Stark‐Columbus put in affirmative defense of belief its conduct was 
lawful in answer.

• when a defendant affirmatively asserts a good faith belief that its 
conduct was lawful, it injects the issue of its knowledge of the law 
into the case and thereby waives the attorney‐client privilege. 
Barker v. COLUMBUS REGIONAL HEALTHCARE SYSTEM( MD Georgia 
August 29,2014) citing Cox v. Administrator U.S. Steel & Carnegie, 
17 F.3d 1386 (11th Cir. 1994).  

5) WAIVER OF PRIVILEGE BY PUTTING 
ISSUE IN CASE‐Kellogg

• When a Code of Business Conduct  investigation 
provides reasonable grounds to believe a 
violation of 41 U.S.C. §§ 51‐58 (“the Anti‐Kickback 
Act”) may have occurred requiring disclosure to 
the Government under FAR 52.203‐7, KBR makes 
such disclosures. KBR has made reports to the 
Government when it has reasonable grounds to 
believe that a violation of the Anti‐Kickback Act 
may have occurred. KBR conducted COBC 
investigations related to D&P and Gerlach, and 
made no reports to the Government following 
those investigations.
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5) WAIVER OF PRIVILEGE BY PUTTING 
ISSUE IN CASE‐KELLOGG

• “The Court has reviewed KBR’s COBC Reports and they are 
eye‐openers. KBR’s investigator found Daoud: “received 
preferential treatment.” The reports include both direct 
and circumstantial evidence that Daoud paid off KBR 
employees and KBR employees steered business to Daoud. 
And the KBR investigation “reported a trend that D&P 
would routinely submit bids after proposals from other 
companies had been received.” The reports suggest some 
KBR employee or employees fed information about 
competitor bids to Daoud to allow Daoud to submit a late 
bid undercutting the competitors.”

• http://www.crowell.com/files/US‐ex‐rel‐Barko‐v‐
Halliburton‐Co.pdf

6)  WHEN IS A LAWYER NOT A LAWYER 
FOR ATTORNEY‐CLIENT PURPOSES ?

• Rule 5.7 Responsibilities Regarding Law‐Related 
Services

• Lawyer subject to Rules of Professional Conduct with 
respect to the provision of law‐related services 
(including Rule 1.6 Confidentiality duties) if the 
services are provided:
– By the lawyer in circumstances not distinct from legal 
services

– By an entity controlled by the lawyer individually or with 
others If the lawyer fails to take reasonable measures to 
assure that a person obtaining law‐related services knows 
that the services are not legal services  

Rule 5.7 examples

• Legislative lobbying

• Social work

• Medical consulting

• Real estate counseling

• Not discussed: 
– Compliance

– Certification

– Corporate secretary

– Board membership and activity
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WHAT LICENSES DO YOU NEED?AND 
FROM WHERE?

WHAT LICENSES DO YOU NEED?‐
ILLEGAL LEMONADE DAY  8/11/13

6) TRENDS IN THE LAW‐Rule 5.5

• ABA Commission on Ethics 20/20 ( reports at americanbar.org) Rule 
5.5 of Model Rules (varies by state)

• State In‐house corporate counsel registration rules‐Rule 5.5  
– “practice law” (“in general, all advice to clients, and all actions taken 

for them in connection with the law.”(Pa.)
– Only defined services authorized 
– For “parents, subsidiaries, affiliates” (NJ example)
– Lawyer shall not “practice law in a jurisdiction where doing so violates 

the regulation of the legal profession in that jurisdiction”, or “assist a 
person who is not a member of the bar in an activity “that constitutes 
the unauthorized practice of law” (NJ example)

– “Services on a temporary basis” “undertaken in association with a 
local licensed attorney” or “arise out of or are reasonably related to a 
lawyer’s practice in a jurisdiction where the lawyer is admitted” (ABA 
model) 

– ABA 
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6) UPL‐Unauthorized Practice of Law

• Does the attorney‐client privilege apply when 
the client sought advice from a person not 
licensed in the jurisdiction? Gucci America v. 
Guess, 2010 WL 1416896(2011) (inactive 
status)‐ test is what client reasonably believes

• In Re Non‐Member of Bar of Arizona 152 P. 2d 
1183(Ariz. 2007)

• State ex rel. Indiana State Bar v. Diaz 838 NE 
2d 433 (Ind. 2005)  

7) required to be disclosed to a 
government entity or private party 

Model Rule 1.6

• Mandatory reporting of conditions affecting 
right to payment (6402 of ACA)

• Department of Defense regulation requiring 
contractors to discover and report improper 
conduct regarding Government contracts.

• SEC filings, FDA reports 

• OTHER MANDATORY REPORTERS
– Child abuse

– Elder abuse

7)MANDATORY REPORTING OF 
CONDITIONS AFFECTING RIGHT TO 

PAYMENT

• CMS Form 855 and 855a certification

• ACA 6402 report refund explain overpayment 
within 60 days

• Section 111 reporting of primary insurance by 
primary insuror

• CONDITIONS OF PARTICIPATION‐855

• STARK VIOLATIONS

• HOSPITAL READMISSION
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8‐10)DETERMINING CRIME‐FRAUD 
EXCEPTIONS

• In re GRAND JURY SUBPOENA 745 F.3d 681      
( 3d Cir. 2014)

• the standard to be applied to determine 
whether to conduct an in camera examination 
of documents or witnesses in a crime‐fraud 
claim

• the procedures to be used in an in camera  
examination

• Who can be present?

WHETHER TO CONDUCT IN CAMERA 
REVIEW‐In Re Grand Jury

• Requires a showing of a factual basis adequate 
to support a good faith belief by a reasonable 
person that in camera review of the materials 
may reveal evidence to establish the claim 
that the crime‐fraud exception applies 

• United States v. Zolin, 491 U.S. 554(1989)

HOW TO CONDUCT CRIME‐FRAUD IN 
CAMERA REVIEW‐IN RE GRAND JURY

• What about “unmemorialized oral 
communications”? 

• “a district court's examination of a witness does 
no more to erode the protection than 
examination of written or recorded 
communications.”

• OK to exclude both parties from oral examination 
of attorney witness, and to deny access to the 
transcript for the party defending the privilege 
(grand jury issues)
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CRIME‐FRAUD

• must make a prima facie showing that (1) the 
client was committing or intending to commit a 
fraud or crime, and (2) the attorney‐client 
communications were in furtherance of that 
alleged crime or fraud. A prima facie showing 
requires presentation of evidence which, if 
believed by the fact‐finder, would be sufficient to 
support a finding that the elements of the crime‐
fraud exception were met.

• In re Chevron Corp., 633 F.3d at 163 (3d Cir. 2011)

THE QUIZ

• Lapsed license‐Gucci

• 315 page report‐GM

• Affirmative defenses‐Columbus Regional

• Compliance investigation‐Kellogg

TEN LESSONS FROM THE CASE LAW

• 1) increasing challenges by private parties and Government to 
attorney‐client  privilege and work product assertion‐growth of 
reported cases.

• 2) “voluminous” is a problem 
• 3) communications to independently employed experts, or with 

them in the room are privilege problems‐lawyer as filter and 
conduit

• 4) outside counsel have advantage in protecting privilege‐defined 
engagement and single hat

• 5) early decision is required on putting matter under privilege and 
protecting it

• 6) compliance investigations, by themselves, unlikely to receive 
protection if the compliance officer is a non‐attorney
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TEN LESSONS FROM THE CASE LAW

• 7) Think about  boilerplate answers‐putting good faith 
at issue. 

• 8) Check your licenses‐and the licenses of in‐house 
attorneys and retained counsel    

• 9) There is no protection for attorney work product 
(analysis) unless it is prepared in anticipation of 
litigation. Analysis of compliance with safe harbors in a 
transaction is not protected work product. Documents 
should reflect anticipation.

• Assume that someone will see communications and 
work product.

Thank you  

• Jim Sheehan

• James.Sheehan@ag.ny.gov
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Extrapolation:  
Understanding the 

Statistics 
What to do When it Happens to 

your Audit Results

Frank Castronova, PhD, Pstat
Health Management Bio-Statistician
Blue Cross Blue Shield of Michigan

Andrea Merritt, ABD, CHC, CIA
Partner

Athena Compliance Partners

Agenda
 Review the various types of sampling used in 

compliance auditing, including a discussion of 
stratification.

 Discuss when and how to extrapolate audit results to 
the population.  Review available tools.

 Review the steps to take when your audit results are 
extrapolated to the population.

Fraud, Waste, and Abuse
 CMS is now combating Fraud, Waste, and Abuse 

through nationally coordinated strategies.
 New data analytics

 Pattern recognition methods

 Analysis tools

 Extrapolation is not likely in automated reviews, but 
very likely in complex review, especially for inpatient 
claims or high dollar value claims.
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Internal Efforts
 Increase internal auditing and monitoring efforts while 

integrating statistical expertise, when needed.
 Valid samples are imperative.  
 If validity can be challenged, estimates and conclusions 

drawn for the universe are not sustainable.

 Ready to execute a response strategy in the case of a 
government audit
 Add statistical expertise to a response team
 Always verify government statistics and extrapolation is 

appropriate.

Purpose of Sampling
 The Medicare Prescription Drug, Improvement, and 

Modernization Act of 2003 mandates that before using 
extrapolation to determine overpayment amounts, there 
must be a determination of sustained or high level of 
payment error, or documentation that educational 
intervention has failed to correct the payment error.

 The purpose of sample is to use a portion of the 
population of interest to generalize back, or infer to, the 
population of interest.

 Saves time and money.

CMS Program Integrity Manual 8.4.1.2

Determining a High Level of Error
 A variety of means, including, but not limited to:
 Error rate determinations by government units

 Probe samples

 Data analysis

 Provider/supplier history

 Information from governmental investigations

 Allegations of wrongdoing

 Audit or evaluations conducted by the OIG

CMS Program Integrity Manual 8.4.1.2
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Defining Sample Sizes
 Probe:  Determine whether problematic
 OIG Self-Disclosure Protocol:  30

 CMS:  20-40  

 Full Sample
 In a Corporate Integrity Agreement, the OIG required a 

Full Sample to be used, if the overpayment error rate, or 
financial error rate, in a probe sample is at or above 5%

Major Steps in Statistical Sampling
 Select the provider or supplier

 Select the period to be reviewed

 Define the sampling universe, the sampling unit, and 
the sampling frame

 Design the sampling plan and select the sample

 Review each of the sampling units and determine any 
overpayments or underpayments

 Estimate the overpayment

CMS Program Integrity Manual 8.4.1.3

Types of Samples
 Probability samples
 The probability of selecting any one element from the 

population is know and equal.

 Non probability samples
 The probability of selecting any one element from the 

population is not known and are not equal.

9
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Probability Sampling
 Regardless of the method of sample selection used, 

the Contractors shall follow a procedure that results in 
a probability sample.  Two features must apply to be a 
probability sample:
 It must be possible, in principle, to itemize a set of distinct 

samples in the target universe.  Although only one sample 
will be selected, each distinct sample of the set has a 
known probability of selection.

 Each sampling unit in each distinct possible sample must 
have a known probability of selection.

Types of Probability Samples
 Simple random sampling

 Systematic sampling

 Stratified sampling

 Cluster Sampling

These methods should yield samples that have 
characteristics that are very close to those of the 

population

11

Simple Random Sampling

Each member of the population has an equal and 
independent chance of being selected

 Steps to follow:
 Define the population of interest

 List all members of the population

 Randomly select members from the population using 
some type of random process, e.g., computer 
program

12
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Simple Random Sampling 
Considerations

Use this method when the population members are 
similar to one another.

 Advantage:
 Ensures a high degree of representativeness

 Disadvantage
 Time consuming and tedious

13

Systematic Sampling
Here every nth item is selected

Steps to follow
 Make sure population is not sorted in any way

 Divide the population size by the desired sample size

 Choose a starting point at random

 Select every nth item from the starting point

14

Systematic Sampling Considerations

 Use when the population members are similar 
to each other

 Advantage:
 Ensures a high degree of representativeness

 Disadvantage:
 Less random than simple random sampling because 

once the starting point is determined, each member 
does not have the same chance of being selected.

15
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Stratified Sampling

Used to assure that the strata in a population are 
fairly represented in the sample
 Especially important when the distinguishing factors 

(strata) are related to what is being studied

 Steps to follow
 Members of each strata are listed separately

 A random sample from each strata is selected

16

Stratified Sampling Considerations

Used when the population is heterogeneous and 
contains different groups, some of which are 
related to the topic of the study.

 Advantages
 Ensures a high degree of representativeness of all of 

the strata or layers in the population

 Disadvantage
 Time consuming and tedious

17

Cluster Sampling
Used when units of individuals are selected rather than 
the individuals themselves

 Steps to follow
 Identify the units of interest

 Randomly select a sample of the units

 Examine each element within each selected unit

18
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Cluster Sampling Considerations
Use when the population consists of units rather than 
individuals

 Advantages
 Easy and convenient

 Disadvantages
 Members of units may be too different from each other

19

Sample Validation

 Samples are validated by making sure that a 
characteristic of the sample, e.g., average 
payment per patient, is within a certain number 
of standard deviations of the population mean
 Our methodology uses 1.96 standard deviations

 The validation demonstrates that the sample is 
a good representation of the population from 
which it was drawn

20

Sampling Problems
 Sampling Error

 Bias

21
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Sampling Error
 Lack of fit between the sample and the 

population.

 The difference between the characteristics of 
the sample and the population from which the 
sample was selected and is a natural 
occurrence.

 The larger the sampling error, the less the 
sample results can be generalized to the 
population.

22

Minimizing Sampling Error
 Increase the sample size as much as possible and 

reasonable

 Use probability sampling methods rather than non 
probability sampling methods

 At the extreme, conduct a census rather than perform 
sampling

23

Biased Sample

A biased sample is one in which the method used 
to create the sample results in a sample that is 
systematically different from the population.
 Any generalization about the population made 

with a biased sample will not be valid. 

 Solution is to use a randomly selected sample. 

24
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Sample Size Considerations
 Confidence desired

 Level of variability in the population

 Precision level
 Also know as effect size

25

Confidence Level & Precision
Example:

Confidence Level = 95%

Precision = 7%

Sample Mean = $50

Interpretation:
We can be 95% confident that the population mean will be 
between $46.50 and $53.50 ($50 + or – 7%)                                 

26

When Will a Larger 
Sample Size  Be Needed

A larger sample size will be needed when the 
amount of variability within groups is greater
 As elements become more diverse, a larger sample 

size will be needed to represent all of them.

 The difference between groups gets smaller 
 As the difference between groups gets smaller, a larger 

sample will be needed to reach the “critical mass” where the 
groups can differ.

27
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Final Sampling Issues
 Record (patient) substitution

 Projection of sample findings to the population

28

Record Substitution
 Once a sample is selected, records (patients) can not 

be substituted. 
 Doing so invalidates the original sample and precludes 

the projection of findings back to the population

29

Types of Non Probability Samples

 Convenience sampling

 Quota sampling

These methods will probably yield samples that have 
characteristics that are not close to those of the 

population

30
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Convenience Sampling
 Used when the units of interest are “captive”

 Steps to follow
 Select the “captive” population

 Select the sample

31

Convenience Sampling Considerations

 Used when the members of the population are 
convenient to sample

 Advantages
 Convenient and inexpensive

 Disadvantage
 Results can not be generalized to the population

32

Quota Sampling
 Used when a stratified sample is desired, yet 

proportional stratification is not possible

 Steps
 Decide on strata definitions

 Choose individuals in each strata until quota is reached

33
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Quota Sampling Considerations
 Use when strata are present and stratified sampling is 

not possible

 Advantages
 Insures some degree of representativeness of all the 

strata in the population

 Disadvantage
 Results can not be generalized to the population

34

Extrapolation

Extrapolation of sample findings
 Since a valid random sample is a representation , or a 

“mirror image” of the population, it is defensible to 
project sample findings onto the population from which 
the sample was drawn
 This projection can include any characteristic of the 

sample 

36
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Extrapolation of Error Rate
(Example – Pharmacy Audit)

1. Time period = 1 Year

2. Total dollar volume = $100,000

3. Sample dollar volume = $25,000

4. Sample dollar error = $3,750

5. Error rate = $3,750/$25,000 = 15%

6. Extrapolation = (15%)*($100,000) = $15,000

37

Extrapolation of Error/Patient
(Example – Professional Audit)

1. Time period = 1 Year

2. Total number of patients = 1,000

3. Sample number of patients = 150

4. Sample dollar volume = $125,000

5. Sample dollar error = $30,000

6. Sample error/patient = $30,000/150 = $200

7. Extrapolation = $200 * 1000 = $200,000

38

Statistical Tools
Discussion
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Can OIG or others use Sampling 
and Extrapolation?

Determine overpayment in a manner that minimizes 
government’s administrative burden. 
 CMS Ruling 86‐1. 
 Explains HCFA’s authority to use statistical sampling to estimate 

overpayments made to physicians and suppliers. The ruling 
recognizes that statistical sampling conserves the resources of 
the Medicare program when reviews are performed on a large 
universe of claims. 

 42 U.S.C. § 1395gg(b) authorizes the Secretary to recoup from 
a provider or supplier “if more than the correct amount has 
been paid” 

 42 C.F.R. § 405.371 allows recoupment if a determination is 
made that a provider/supplier to whom payments are to be 
made has been overpaid. 

First Legal Case Finding 
Extrapolation Valid

 Chaves County Home Health Service, Inc. v. Sullivan, 
931 F.2d 914 (D.C. Cir. 1991), cert. denied, 402 U.S. 
1091 (1992). 
 Statistical sampling does not violate due process “so long 

as extrapolation is made from a representative sample 
and is statistically significant.”

Recent Extrapolation Cases
 University of Cincinnati Medical Center
 The agency audited 228 sample claims; an alleged 56% 

of the sampled claims had errors.  Led to extrapolation of 
$9.8 million.

 St. Thomas Hospital is Nashville
 OIG audited a stratified random sample of 250 claims. 

There were errors in 44 of them, causing an overpayment 
of $293,359 that was extrapolated to $1.092 million. 
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American Hospital 
Association

 November 20, 2014:  AHA wrote the OIG regarding use 
of increased extrapolation; request to halt reviews and 
the demands to repay improperly extrapolated 
amounts. 
 Short inpatient stays

 Not offsetting the amount of Part B payments with 
estimated overpayments

 Using extrapolation without a clear process to challenge 
the OIG’s sampling and extrapolation methodology 
through the claims appeal process 

 Misapplying or misinterpreting Medicare requirement

American Hospital 
Association

 January 15, 2015 response:
 OIG’s application of a physician-order requirement is supported by 

legal authority; OIG consulted with CMS.
 Medicare requires that a service must be reasonable and 

necessary to be payable. Admitting physician would expect the 
patient to stay 24 hours or more.  

 CMS is responsible for administering Medicare and contracts with 
MACs to process and pay claims. Providing an offset to the Part A 
overpayment with Part B reimbursement figures is not within the 
scope of these OIG reviews.

 CMS allows for reopening of claims at any time provided that there 
is reliable evidence that the initial determination was procured by 
fraud or similar fault. 

 Use of statistical sampling in Medicare is well established and has 
repeatedly been upheld on administrative appeal within the 
Department and by Federal courts.

When Results are 
Extrapolated
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Immediate Action
 Review the post audit report to determine identified issues.

 Take immediate action to correct the problems to prevent 
reoccurrence.  Examples include:
 Educate case managers on admission criteria
 Educate coders on the calculation of observation billable hours
 Ensure treatment protocols are dated, signed, and available.
 Ensure all physician order are signed by the physician, dated, 

and contain all the necessary elements as required by the third 
party payers.

Extrapolated Results
 If possible, secure the services of a statistician to 

review the sample and extrapolation methodology
 At least Masters Degree in Statistical Methods

 Accredited by the American Statistical Association

 Significant experience in the health care field

 Make sure to take advantage of all possible levels of 
audit appeal that are offered by the auditing entity in 
order to secure a fair and equitable settlement of the 
audit.

Verification
 Statistician should determine if:
 The sampling methodology employed by the auditing 

entity was truly random

 The sampling methodology was appropriate
 Attribute

 Variable

 The extrapolation methodology was appropriate and was 
only applied to audit findings that are subject to 
extrapolation.
 Example:  Medical necessity issues are sometimes not 

subject to being projected.
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Attorney Involvement
 If circumstances dictate, secure the services of an 

attorney to handle issues that are not statistical.  
Examples include:
 Interpretation of specific policies of third party payers

 Differing opinions of audit findings

 Audit findings concerning federal, state, or local law

Consultant Involvement
 Work with the statistician to assist in recalculation of 

extrapolation 

 Assist in corrective actions and education

 Investigate problems caused by an Electronic Medical 
Record

 Implement improved processes within departments

 Improve auditing/monitoring processes/activities to avoid 
similar issues in the future

 Assist in appeal process
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Questions
Frank Castronova, PhD, Pstat

Blue Cross Blue Shield of Michigan

fcastronova@bcbsm.com

Andrea Merritt, ABD, CHC, CIA

Partner, Athena Compliance Partners

amerritt@athenacompliance.org
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Components of a Compliance Program

Overview of a Monitoring and Auditing Plan

Example of Monitoring and Auditing Activities

Findings, Resolutions, and Reporting

Helpful Tools

Today’s Agenda

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools



2

- 4 -

Components of a Compliance Program

1• Designate compliance leadership

• Implement policies, procedures, and standards of conduct

• Conduct training and education

• Open effective lines of communication

• Conduct internal monitoring and auditing

• Enforce standards and discipline

• Respond timely to detected offenses and perform corrective action

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Focus of this presentation

2

3

4

5

6

7
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Internal Monitoring and Auditing

MonitoringMonitoring

 Typically defined as activities performed on an on-going basis, 
to measure and detect potential issues of non-compliance as 
defined by policies, procedures, and standards.

 Performed by department personnel with direction from 
management who is responsible and accountable for the 
process and data being measured. 

AuditingAuditing

 Typically defined as activities performed on a scheduled basis 
to measure and detect observations of non-compliance as 
defined by policies, procedures, and standards. 

 Performed by third parties within or at the direction of the 
organization (e.g. other departments within the covered entity 
such as Internal Audit, Compliance, or contracted consultants).

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Contracted consultants can help identify “blind spots”
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Areas to Monitor and Audit

1. Patient Definition

Policies and Procedures Review

Eligible Provider Review

340B Pharmacy Claims Review

2. Covered Drug 
Definition

Policies and Procedure Review

340B Pharmacy Claims Review

3. Duplicate Discounts
340B Pharmacy Claims Review

Eligible Payer Review

4. Exclusions 

a. GPO 

b. Orphan Drug

Pharmaceutical Inventory Review

Orphan Drug Prohibition Review

5. Contract Pharmacy

a. Patient 
Eligibility

b. Contracting

340B Pharmacy Claims Review

340B Contract Pharmacy Contracts Review

6. Diversion Pharmacy Claims Review

7. 340B Registration & 
Recertification

OPA 340B Database and Recertification 
Review

Cost Report Review

Area to Monitor/Audit How? 

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools
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Example of Internal Monitoring and Auditing Plan Components/Areas

Policies and 
Procedures 

Review

Review documented policies 
and procedures, including 
performing walk-throughs, to 
validate 340B Program 
compliance is being followed

Monitoring -
Annually

Covered entity

Child sites 

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

OPA 340B 
Database and 
Recertification 

Review

Review accuracy of pharmacy 
information to confirm correct 
registration with the OPA 340B 
database, and latest 
Recertification submission. 

Monitoring -
Quarterly

Covered entity

Child sites 

Contract pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit 

Cost Report 
Review

Review Cost Report information 
and validate 340B-eligible 
locations can be mapped to 
appropriate line items

Monitoring -
Annually

Covered entity

Child sites

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit 

Area Activity Frequency Accountable PartyFacility

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

BI Strategy

$
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Example of Internal Monitoring and Auditing Plan Components/Areas

Eligible 
Provider Review

Review accuracy of eligible 
provider list per facility to 
confirm proper designation.

Monitoring -
Bi-weekly

Pharmacies

Contract pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

Eligible Payer 
Review

Review accepted payers to 
validated they are in alignment 
with Medicaid “Carve-in” or 
“Carve-out” status and 
applicable Medicaid billing.

Monitoring -
Monthly

Covered entity

Child sites

Contract pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

340B Pharmacy 
Claims Review

Review 340B pharmacy claims 
per facility to confirm 
compliance with 340B Program 
requirements. 

Monitoring -
Monthly

Administered/dispensed 
outpatient locations and 
pharmacies

Contract pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

340B Contract 
Pharmacy 
Contracts 

Review

Review executed contracts with 
contract pharmacies and 
contract pharmacy 
administrators to confirm
compliance with contract 
pharmacy contract elements

Monitoring -
Annually

Contract pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

Area Activity Frequency Accountable PartyFacility

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools
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Example of Internal Monitoring and Auditing Plan Components/Areas

Reversals 
Review

Review of adjustments to 
confirm all submitted 340B 
reversals have been completed.

Monitoring -
Monthly

Contract Pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

Pharmaceutical 
Inventory 
Review

Review of pharmaceutical 
purchases orders, invoices, and  
true-ups. Scope includes split 
billing software and 
accumulators.

Monitoring -
Monthly

Administered/dispensed 
outpatient locations and 
pharmacies

Contract Pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

Orphan Drug 
Prohibition 
Review (if 
applicable)

Review 340B captured 
prescriptions, originating from 
the Covered Entity, from both 
pharmacy and contract 
pharmacy location(s) to confirm 
drug(s) are not dispensed as 
340B for treating diagnosis 
related to the primary indication 
of the orphan drug (if applicable)

Monitoring -
Monthly

Administered/dispensed 
outpatient locations and 
pharmacies

Contract Pharmacies

Monitoring - 340B
Compliance Team

Auditing – Internal Audit or 
Contracted External Audit

Area Activity Frequency Accountable PartyFacility

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools
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Internal Monitoring and Auditing—Example Procedures

OPA 340B Database 
Review

OPA 340B Database 
Review

 Obtain reports applicable to the last quarter with details on locations not within the “four 
walls”, pharmacy locations, including contract pharmacies, administering/dispensing 340B 
drugs for the Covered Entity.

 Compare the locations against the registered child sites, “ship-to” addresses, and contract 
pharmacy addresses registered on the OPA 340B Database for the Covered Entity.

 Document the results of the review, for each location.  Documented results shall also include 
those contract pharmacies registered on the OPA 340B Database for the Covered Entity that 
was not utilized during the review period. 

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Policies and 
Procedures Review

Policies and 
Procedures Review

 Obtain organizational 340B policies and procedures.
 Perform walk-throughs of 340B-related operations to confirm policies and procedures are 

being followed.
 Confirm all 340B-related definitions are up to date and valid (e.g. patient eligibility, covered 

outpatient drug, etc.).
 Document results of the review.
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Internal Monitoring and Auditing—Example Procedures

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Cost Report ReviewCost Report Review

 Obtain the latest version of the Cost Report and related 340B-eligible location information, 
including locations for the Covered Entity and applicable Child sites.

 Verify all 340B-elgibile locations, including new locations since the last filed Cost Report, are 
appropriately accounted for.

 Document the results of the review and update any applicable Cost Report mapping 
documents.

$

Eligible Provider           
Review

Eligible Provider           
Review

 Obtain the current list of identified eligible providers, per facility, for the Covered Entity.
 Collaborate with the medical staff office and/or physician services department and affiliated 

facilities, for the Covered Entity, to confirm provider-entity relationship is substantiated by 
contract/employment/other records. 

 Document the results of the review.  Documented results shall also include identifying 
eligible providers that should be added to the current list of identified eligible providers, and 
identifying providers that should be removed from the current list of identified eligible 
providers.
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Internal Monitoring and Auditing—Example Procedures

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Eligible Payer 
Review

Eligible Payer 
Review

 Administered/dispensed outpatient locations and pharmacies
 Obtain unique list of payers for the time period being reviewed
 Perform sample testing of related billing where Medicaid would seek a rebate from 

the manufacturer to confirm appropriate use of State defined modifiers (e.g. “UD”)
 Contract Pharmacies

 Obtain unique list of accepted payers for the time period being reviewed
 Confirm accepted payers would not seek rebates from manufacturers eligible through 

Medicaid
 Document the results of the review. 

340B Pharmacy 
Claims Review
340B Pharmacy 
Claims Review

 Obtain pharmacy claims applicable to the last month for each pharmacy dispensing 340B 
drugs, including contract pharmacies, on behalf of the Covered Entity.

 Judgmentally select samples of claims from each pharmacy dispensing 340B drugs on 
behalf of the Covered Entity. 

 Obtain the current list of identified eligible providers, per facility, for the Covered Entity.
 Obtain the current list of identified eligible departments, per facility, for the Covered Entity.
 Review the selected samples against the list of identified eligible providers, list of identified 

eligible departments, and the patient’s medical record for the following criteria:
 Patient eligibility (e.g. Covered Entity has ownership of the patient’s medical record 

and has existing care within the last 365 days)
 Provider eligibility (e.g. the provider is on the eligible provider list)
 Encounter eligibility (e.g. the prescription is reasonably-related to an outpatient or 

inpatient discharge encounter)
 Department eligibility (e.g. the department on the eligible department list)

 Document the results of the review.
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Internal Monitoring and Auditing—Example Procedures

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

340B Contract 
Pharmacy Contracts 

Review

340B Contract 
Pharmacy Contracts 

Review

 Obtain executed copies of contracts with contract pharmacy(ies) and/or contract pharmacy 
administrators

 Compare contract terms against the “Essential Covered Entity (CE) Compliance Elements”
cited in the March 2010 Final Notice, as well as the “Suggested Contract Provisions” found in 
the Appendix of the Final Notice.

 Document the results of the review.

Reversals ReviewReversals Review

 Obtain the 340B Contract Pharmacy Claims Reversal Log which contains identified 
prescriptions dispensed that are not considered eligible for 340B that were previously 
submitted to each contract pharmacy dispensing 340B drugs on behalf of the Covered Entity.

 Review all open pharmacy claim reversal requests utilizing applicable reports from each 
contract pharmacy to confirm corrections were made and claims were reversed 
appropriately.

 Document the results of the review in the 340B Contract Pharmacy Claims Reversal Log.
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Internal Monitoring and Auditing—Example Procedures

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Pharmacy Inventory
Review

Pharmacy Inventory
Review

 Obtain the most recent report(s) detailing:
 Current product accumulations
 Replenishment wholesaler purchase orders for the previous month
 Replenishment wholesaler invoices for the previous month
 Inventory true-ups for the last billing cycle(s).

 Review the amounts charged for all true-ups during the billing cycles that occurred during the 
previous month against estimated pharmaceutical cost. 

 Judgmentally select samples of claims from each pharmacy, including contract pharmacies, 
dispensing 340B drugs on behalf the Covered Entity.  

 Judgmentally selected samples should include different targeted groups and selection 
criteria, which may include a combination of, but not limited to:

 Antineoplastics (anticancer drugs)
 Controlled substances

 Randomly selected drugs
 Verify product accumulations over the past 30 days have been at the 11-digit NDC level.
 Validate that no excess inventory has been ordered.
 Verify estimated 340B cost on most recent pharmacy claim against actual 340B cost on most 

recent pharmacy invoice.
 Add something about accumulators and split billing
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Internal Monitoring and Auditing—Example Procedures

Components of a 
Compliance 

Program

Overview of a 
Monitoring and 
Auditing Plan

Example of 
Monitoring and 

Auditing Activities

Findings, 
Resolutions, and 

Reporting
Helpful Tools

Orphan Drug 
Prohibition Review

Orphan Drug 
Prohibition Review

 Obtain pharmacy claims applicable to the last week for each pharmacy, including contract 
pharmacies, dispensing 340B drugs on behalf of the Covered Entity.

 Obtain the list of identified orphan drugs with associated primary indication.
 Review the pharmacy claims and identify any claims with dispensed drugs that are also 

identified orphan drugs.
 Review the patient’s medical record and confirm the orphan drug prescription is related to a 

diagnosis intended to treat the primary indication of the dispensed orphan drug, for 
applicable pharmacy claims with dispensed orphan drugs.

 Document the results of the review.
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Findings, Resolutions, and Reporting

Common 
Monitoring

/Auditing Findings

Common 
Monitoring

/Auditing Findings

 Diversion to ineligible patients
 Lack of documented encounter / missing assessment notes
 “Moon-Lighting” and ineligible prescribers
 Filled date vs. written date

 Medicaid FFS processed inappropriately
 Lack of self-disclosure of known issues to HRSA\OPA

Monitoring / 
Auditing Findings/

Resolutions

Monitoring / 
Auditing Findings/

Resolutions

 Quantify issue(s)
 Clearly defines the global impact of the actual findings on your program

 Internal Audit finding & resolution documentation 
 Sample info
 Discovery
 Resolution
 Proactive steps

 Communicate to all applicable parties
 Compliance Officer/Committee

Reporting 
Discoveries from 

Monitoring & 
Auditing

Reporting 
Discoveries from 

Monitoring & 
Auditing

 Entity eligibility issues
 Report to HRSA\OPA
 Stop purchasing

 Patient or covered drug eligibility issues
 Work with manufacturers to determine repayment steps
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Findings, Resolutions, and Reporting
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Drug Purchasing Program

Drug Purchasing Program Appendix

Program Manager Job Description
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Creating Tools Can Be Useful to Support 340B Compliance

340B Monitoring Metrics

Components of a 
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Overview of a 
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Creating Tools Can Be Useful to Support 340B Compliance
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Program

Overview of a 
Monitoring and 
Auditing Plan
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Reporting
Helpful Tools

340B Issues and Action Items Register
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Creating Tools Can Be Useful to Support 340B Compliance
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340B Compliance Dashboard
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Debra A. Muscio
SVP, Chief Audit, Ethics & Compliance Officer

Community Medical Centers
Phone: 559-324-4830

dmuscio@communitymedical.org

Karolyn Woo-Miles
Senior Manager

Deloitte & Touche LLP
Phone: 714-436-7886
kwoo@deloitte.com

Additional Questions?
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A. REPORTING RELATIONSHIPS 
Reports to: Vice President Corporate Finance 

Supervises: N/A 

B. JOB SUMMARY 
(Defines the general, level and purpose of the work performed by this job.) 

 
The 340B Program Manager is responsible for systems and outcomes in the following areas: (1) 340B 
program compliance, monthly reporting, and analysis, and (2) review and management of organizational 
financial processes associated with the 340B program. Collaborates with Finance and Pharmacy 
departments to plan, organize and operate the department to achieve unit and organizational goals, meet 
customer needs and assure high quality services and products. 

 
C. ESSENTIAL ACCOUNTABILITIES 

(Reflects the job's main responsibilities and is not intended to be an exhaustive list of all duties 
performed; therefore, its content does not restrict management's right to assign or reassign duties and 
responsibilities to individuals in this job.) 

 
1. Ensures compliance with the ABC 340B Program and oversees compliance monitoring activities. 
2. Provides guidance and oversight on the day-to-day operation of the 340B program including, but not 

limited to, 340B purchasing, contracting, pricing, billing, system maintenance and inventory 
management. 

3. Shares responsibilities with ABC pharmacy team in developing and updating policies and operational 
procedures related to the 340B program. Ensures practice is consistent with policy. 

4. Monitors the maintenance of pharmaceutical price files across ABC accounts to ensure consistency in 
drug pricing. 

5. Oversees the maintenance of the 340B-eligible provider list. 
6. Monitors 340B system databases for compliance with 340B program requirements of qualified patients, 

drugs and locations. Performs routine maintenance as needed. 
7. Provides analysis and oversight for ABC 340B contract pharmacy programs including program 

compliance, performance, and achievement of patient access goals. 
8. Coordinates the review of data files and reports to ensure the appropriate capture of 340B drug usage. 
9. Provides leadership, guidance and assistance to sites, departments, service lines and individuals in the 

development of a meaningful 340B plan while ensuring congruence with the system’s Mission, Vision, 
Strategic Plan and Quality Vision. 

10. Proactively monitors pending rule changes and legislation that may impact Community Medical Centers, 
and work with Pharmacy and Hospital leadership to adapt to changes in the program. 

11. Collaborates with information technology and decision support resources in assisting sites, departments, 
service lines and individuals in the identification of information/data needs to support 340B and other 
financial project activities. 

12. Analyzes and monitors billing practices and other financial processes related to the 340B program. 
Provides regular reports to ABC Leadership. 

13. Develops and maintains a validation system to ensure that the 340B program is complying with the 
regulatory aspects of 340B. 

 Job Description 
340B Program Mgr 

 

Job Description / Appraisal (Rev: 0)  Official 
Job Code:   
Department: 
FLSA Status: 

Finance 
Exempt 
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14. Identifies and facilitates 340B program improvement projects. 
15. Provides documentation for 340B audits and serves as a lead resource for both internal and external 

340B audits. 
16. Responsible to facilitate sustainable performance of the 340B Corporate Committee and facility-specific 

project team to ensure consistency in practice across the facilities. 
17. Collaborates with project leaders in the system’s participation in collaborative process improvement 

projects identified internally and by outside agencies including but not limited to JCAHO and CMS. 
 
 
 

D. MINIMUM KNOWLEDGE AND SKILL REQUIREMENTS 
 

KNOWLEDGE OF: 
 

NUMBER OF KNOWLEDGE REQUIREMENTS: 4 

 Demonstrated expertise in pharmacy informatics and technology development and ability to work with 
teams to achieve specific results. 

 Specialized knowledge in informatics. Applies a high degree of analytical, interpretive and evaluative 
skills, frequently dealing with complex concepts and imaginative approaches to problem definition and 
resolution. Project management expertise and complex system oversight key job accountability. 

 Professional Standards applied to work. 
 Business and professional standards of dress and behavior. 

 
SKILLS IN: 

 
NUMBER OF SKILLS:  7 

 Demonstrated competencies in the use of information support systems, automated technologies and 
analytical tools in a healthcare setting and the ability to synthesize operational flow into a concrete 
work plan, with implementation oversight a critical component of this role. 

 Maintain confidentiality. 
 Interact with others with a variety of developmental and socio-cultural backgrounds. 
 Maintain professional relationships and convey relevant information to other members of the healthcare 

team within facility and any applicable referral agencies. 
 Work collaboratively with a broad cross section of executives, managers, professional and technical 

staff to achieve results. 
 Work closely with other staff, co-workers, peers and other members of the healthcare team to ensure a 

positive and effective work environment. 
 Initiate problem solving and conflict resolution skills to foster effective work relationships with peers. 

 

E. DEPARTMENT SPECIFIC REQUIREMENTS: 
NUMBER OF REQUIREMENTS: N/A 

 
F. EXPERIENCE AND EDUCATION: 

MINIMUM REQUIRED: Bachelor’s degree in Finance, Business or Accounting. 
 

PREFERRED: Financial operations and/or pharmacy operations experience in healthcare environment. 
 
 

G. LICENSES/CERTIFICATIONS 
MINIMUM REQUIRED: N/A 

 
PREFERRED: N/A 
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H. AGE-SPECIFIC COMPETENCIES - AGES SERVED 
This position is responsible for assessing, managing, and treating age-related physiological, emotional and 
cognitive needs of the following age groups of patients. 

 
 Neonate (Birth-28 days)  School Age (6-13 years)  Late Adult (61-79 years) 

 Infant (29 days-1 year)  Adolescent (14-18 years)  Late Late Adult (80+ years) 

 
Toddler (1-3 years) 

 Early Adulthood (15-45 
years) 

 
X N/A 

 
Preschool (3-5 years) 

 Middle Adulthood (45-60 
years) 

  

 

I. RISK OF EXPOSURE TO BLOODBORNE PATHOGENS 
 

Check One: Category: Description: 

 Category I: Tasks involve exposure to blood, body fluids or tissues. 
The potential for spills or splashes of blood, body fluids, 
or tissues exists in job related tasks. 

 Category II: Usual tasks do not involve exposure to blood, body fluids 
or tissues, but job may require performing unplanned 
Category I tasks. 

X Category III: Tasks involve no exposure to blood, body fluids or 
tissues. 
Category I tasks are not a condition of employment. 

J. PHYSICAL REQUIREMENTS/WORK ENVIRONMENT 
 

 Occasionally (Less 
than 25%) 

Regularly (25%-50%) Frequently 
(Greater than 50%) 

Sitting   Frequently 

Standing  Regularly  

Walking  Regularly  

Climbing Occasionally   

Reaching Occasionally   

Bending/Twisting Occasionally   

Kneeling/Squatting Occasionally   

Crawling Occasionally   
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K. WEIGHT REQUIREMENTS 
 

 Lifting Carrying Pushing/Pulling 

< 10 lbs O O O 

11-25 lbs O O O 

26-50 lbs N N N 

51-75 lbs N N N 

>100 lbs N N N 

(N) Never=0% of time (O) Occasionally=Less than 25% of time 
(R) Regularly=25-50% of time (F) Frequently=Greater than 50% of time 

 

L. ENVIRONMENTAL CONDITIONS 
 

Significant Exposure to: Yes/No 

Hazardous Equipment No 

Dust No 

Fumes No 

Noise No 

Extreme Heat/Cold No 

Heights No 

Chemicals No 

Hospital Waste/Sewage No 

M. SPECIAL NEEDS 
 

Motion: Left / Right / Both?/ N/A 

Power Hand Usage N/A 

Repetitive Hand Motion N/A 

Power Foot Usage N/A 

Repetitive Foot Motion N/A 
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Exceptional Contributor (4): Employee consistently models exceptional work performance, 
displays considerable initiative and assumes full accountability for work products. This 
individual regularly shares knowledge and ideas with colleagues who recognize him or her for a 
high degree of professional expertise. 

 
Exceeds Expectations (3): Employee consistently models highly competent work performance 
and demonstrates exceptional accomplishments in some areas. He or she displays a level of 
teamwork, initiative and independence that is appropriate to the job role. 

 
Meets Expectations (2): Employee consistently performs work at a satisfactory level of skill, 
quality and productivity while continually working to refine skills and learn from new 
experiences. 

 
Development Needed (1): Employee is expected to develop additional competence in the 
areas of job skills, work quality and/or productivity in order to meet expectations. Employee 
readily accepts job training, counseling and instruction, and is actively trying to identify and 
meet developmental needs. 

 
 
 
 

N. PERFORMANCE APPRAISAL 
 

Job Title: 340B Program Mgr Job Code: 67171 

Employee Name: 

Evaluation Period: to 

 Employee ID:  

PERFORMANCE RATINGS:    

 
 
 
 
 
 
 
 
 
 
 

NUMBER OF PRIMARY DUTIES IN PART A: 17 
 

A. ESSENTIAL ACCOUNTABILITIES: 
 
Rate each accountability using the performance rating scale defined 
above. 

PERFORMANCE 

RATINGS SCORE 

(1-4) 

1. Ensures compliance with the ABC 340B Program and oversees 
compliance monitoring activities. 

 

Comments:  

2. Provides guidance and oversight on the day-to-day operation of the 
340B program including, but not limited to, 340B purchasing, 
contracting, pricing, billing, system maintenance and inventory 
management. 

 

Comments:  

3. Shares responsibilities with ABC pharmacy team in developing and 
updating policies and operational procedures related to the 340B 
program. Ensures practice is consistent with policy. 

 

Comments:  

4. Monitors the maintenance of pharmaceutical price files across ABC 
accounts to ensure consistency in drug pricing. 

 

Comments:  

5. Oversees the maintenance of the 340B-eligible provider list.  

Comments:  
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6. Monitors 340B system databases for compliance with 340B program 
requirements of qualified patients, drugs and locations. Performs 
routine maintenance as needed. 

 

Comments:  

7. Provides analysis and oversight for ABC 340B contract pharmacy 
programs including program compliance, performance, and achievement 
of patient access goals. 

 

Comments:  

8. Coordinates the review of data files and reports to ensure the 
appropriate capture of 340B drug usage. 

 

Comments:  

9. Provides leadership, guidance and assistance to sites, departments, 
service lines and individuals in the development of a meaningful 340B 
plan while ensuring congruence with the system’s Mission, Vision, 
Strategic Plan and Quality Vision. 

 

Comments:  

10. Proactively monitors pending rule changes and legislation that may 
impact Community Medical Centers, and work with Pharmacy and 
Hospital leadership to adapt to changes in the program. 

 

Comments:  

11. Collaborates with information technology and decision support 
resources in assisting sites, departments, service lines and individuals in 
the identification of information/data needs to support 340B and other 
financial project activities. 

 

Comments:  

12. Analyzes and monitors billing practices and other financial processes 
related to the 340B program. Provides regular reports to ABC 
Leadership. 

 

Comments:  

13. Develops and maintains a validation system to ensure that the 340B 
program is complying with the regulatory aspects of 340B. 

 

Comments:  

14. Identifies and facilitates 340B program improvement projects.  

Comments:  

15. Provides documentation for 340B audits and serves as a lead 
resource for both internal and external 340B audits. 

 

Comments:  

16. Responsible to facilitate sustainable performance of the 340B 
Corporate Committee and facility-specific project team to ensure 
consistency in practice across the facilities. 

 

Comments:  

17. Collaborates with project leaders in the system’s participation in 
collaborative process improvement projects identified internally and by 
outside agencies including but not limited to JCAHO and CMS. 

 

Comments:  
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ACCOUNTABILITIES' TOTAL SCORE  

SCORE= (SECTION'S TOTAL SCORE x 70)  

SECTION A's SCORE= (SCORE/# OF ACCOUNTABILITIES)  

 
B. TARGET 100 STANDARDS OF SERVICE EXCELLENCE 
 

Rate each core standard using the performance rating scale defined 
above. 

PERFORMANCE 

RATINGS SCORE 

(1-4) 

Respect - Great customer service begins with respecting our customers. 

 Demonstrates respect for others' cultures, concerns, time and 
dignity 

 Never argues or exhibits rudeness 
 Maintains the privacy, modesty and dignity of our customers 
 Guards against excessive noise in my work environment 
 Treats all customers as he/she I would wish to be treated: Says 

"please," "thank you" and "I’m sorry" in appropriate situations 

 

Professionalism - All employees are expected to exhibit professional 
behavior around all customers. 
 Wears ID badge, above the waistline, at all times 
 Is accountable for his/her work time and complies with all time and 

attendance policies 
 Dresses for his/her work role according to the Corporate Dress Code 

Policy 
 Ensures that all interactions, regardless of circumstances, are 

without hidden agendas 

 

Communication - Good communication, in itself, can pave the way for 
better health care, build morale, and fuel a culture of excellence. 
 Communicates in a courteous, caring manner, verbally and non- 

verbally, in every customer interaction 
 Avoids gossip and rumors 
 Gives customers my undivided attention 
 Concludes customer conversations by asking, "Is there something 

else I can do for you?" 

 

Teamwork – We don’t work for the organization, but with the 
organization. It’s our individual abilities combined with others’ strengths 
that produce the kind of service worthy of a major, regional health care 
system. 
 Is resourceful; uses other team members to solve problems 
 Is generous and approachable; conveys my willingness to help other 

team members 
 Praises in public and discuss issues in private 
 Treats all positions and departments as equally important in our 

mission to deliver top-notch care and service 

 

Ownership - With this sense of ownership comes the special care, the 
follow-through, and the accountability for problem-solving that mark 
outstanding service. 
 Keeps my work area and facility clean and litter free 
 Ensures, at all times, that our customers’ environment is safe 
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 Never says, "it’s not my job" or "it’s not my patient" 
 Is cost conscious, mindful of budget, and make every penny count 

 

Excellence – Our goal is not merely to meet customers’ health-care 
expectations but to exceed them. This requires a commitment to 
measurement and improvement, which in turn drives a spiral of 
continually stronger performance. 
 Assists in efforts to monitor quality, effectiveness and costs 
 Is flexible, and views rational change as an advantage to our 

organization rather than an inconvenience to individuals 
 Is continually responsive to customer assessments of our 

performance, beyond formal Target 100 measurements 

 

 

TARGET 100 STANDARDS OF SERVICE EXCELLENCE TOTAL SCORE  

SCORE= (SECTION'S TOTAL SCORE x 30)  

SECTION B's SCORE= (SCORE/# OF TARGET 100 STANDARDS OF SERVICE 
EXCELLENCE) 

 

 
C. JOB GOALS AND OBJECTIVES 

1. 

2. 

3. 

4. Goals from previous year have been met. 

 
D. PROFESSIONAL DEVELOPMENT AND OR TRAINING IN THE NEXT YEAR 

1. 

2. 

3. 

 
E. REGULATORY REQUIREMENTS 
 
Deduct corresponding points from final score for each item not met. 

 

1. Provides timely documentation of current licensure/certification as 
required for the position. (25 points) 
 
Expiration Date: 

 

2. Maintains Basic Life Support (CPR) as required for role and ABC policy? 
(25 points) 
 
Renewal Date: 

 

3. Completed annual safety update (M3) (25 points)  

4. Completed employee health requirement (PPD)/ Fit Testing? (10 points)  

5. Meets Attendance Policy Requirements. (10 points)  

6. Completed unit specific Orientation Skills/Competency Verification as 
established and submitted to Human Resources? (Required for new 
employees and transfers.) (10 points) 
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FINAL SCORING: 
 

 
 

REQUIRED SIGNATURES: 
 
 

   

Evaluator Signature Date 
 
 
 

   

Evaluator Signature Date 
 

I have received and understand the attached evaluation: 

 
   

Employee Signature Date 
 

Referenced Documents 
 

Reference Type Title Notes 

 

MERIT INCREASE=TOTAL/100 

TOTAL DEDUCTION 

7. Annual Competency Validation Documentation completed and 
submitted to Human Resources. (Required for all employees.) (10 points) 
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340B Drug Purchasing Program 
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The 340B Drug Pricing Program resulted from enactment of Public Law 102-585, the Veterans Health Care 
Act of 1992, which is codified as Section 340B of the Public Health Service Act (PHSA). Section 340B 
imposes a cap on the cost of Covered Outpatient Drugs used by particular federal grantees, federally- 
qualified health center look-a likes and qualified Disproportionate Share Hospitals (DSH). Entities that 
participate in this program are eligible for significant savings on pharmaceuticals. 340B pharmaceuticals 
are available to patients with prescriptions written by hospital providers and by specialists to whom the 
patients were referred to by those providers. The PHSA requires pharmaceutical manufacturers, whose 
drugs are covered by the Medicaid Program, to agree to provide discounts on covered drugs that are 
purchased by specified government sponsored facilities called “Covered Entities.” These Covered Entities 
typically serve the nation’s most vulnerable patient populations. The amount of the discount applied to 
the drug cost is calculated based on the Medicaid rebate formula and is deducted from the manufacturer's 
selling price. The best price discount is available to any retailer, provider, nonprofit entity, or the 
government under the Medicaid 1990 rebate program; however, Covered Entities are free to negotiate 
even deeper discounts than the best price amount. 

 

I. PURPOSE 
A. To define a systematic approach to protect the integrity of and adherence to the rules and regulations 

of the Health Resources and Services Administration (HRSA) 340B Drug Pricing Program (340B Program) 
as applicable to Disproportionate Share Hospitals (DSH). 

B. To provide guidelines and procedures for managing 340B drug purchasing and compliance at Community 
Medical Centers (ABC). 

II. DEFINITIONS 
A. 340B Authorizing Official – The 340B Authorizing Official is the individual who assumes ultimate 

responsibility for the oversight, management, and compliance of ABC 340B programs. The Chief 
Financial Officers (CFO) from both ABC and DEF will serve as the 340B Authorizing Official for their 
respective facilities. 

B. 340B Drug Pricing Program (340B Program) – A drug pricing program that resulted from enactment of 
Public Law 102-585, the Veterans Health Care Act of 1992, which is codified as Section 340B of the 
Public Health Service Act (PHSA). Section 340B imposes a cap on the cost (i.e. “ceiling price”) of 
covered outpatient drugs to “Covered Entities” including Disproportionate Share Hospitals (DSH). The 
program is administered by the Office of Pharmacy Affairs (OPA) under Health Resources and Services 
Administration (HRSA). 

C. Covered Entities - Facilities and programs eligible to purchase discounted drugs through the 340B Drug 
Pricing Program, as described in Section 340B of the Public Health Service Act. 

D. Covered Outpatient Drug: A Covered Outpatient Drug is defined in section 1927(k) of the Social 
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Security Act and/or the Medicaid rebate statute. 
E. Patients of the Covered Entity or Eligible Patient: 340B discounted drugs may only be furnished to 

Patients of the Covered Entity (on an outpatient basis), as defined by the following criteria: 
 

1. The health center has established a relationship with the individual, such that the center 
maintains records of the individual’s health care; 

2. The individual receives health care services from a health care professional who is either 
employed by the health center or provides health care under contractual or other arrangements 
(e.g. referral for consultation) such that responsibility for the care provided remains with the 
health center. 

3. An individual is not considered a “patient” if the sole health care service rendered is the 
dispensing of a drug. 

F. Duplicate Discount or Double Dipping: Double price reduction secondary to a 340B drug discount (front 
end discount) and a Medicaid rebate (back end discount) on the same drug. 

G. Disproportionate Share Hospitals (DSH) - Facilities that serve a significantly disproportionate number 
of low-income patients. 

H. EPIC – The patient management/patient accounting system and electronic medical record system used 
by ABC. 

I. Group Purchasing Organization (GPO) - An organization that represents and organizes a group of 
hospitals to evaluate and select pharmaceutical products. Using the purchasing power of the entire 
group, the GPO negotiates contracts that are more favorable than a single organization could achieve. 

J. GPO Exclusion File – a list of drugs that do not meet the definition of Covered Outpatient Drug as 
defined in this policy. 

K. Health Resources and Services Administration (HRSA) - An agency of the United States Department of 
Health and Human Services that is the primary Federal agency for improving access to health care 
services for people who are uninsured, isolated or medically vulnerable. The primary mission of HRSA is 
to improve health and achieve health equity through access to quality services, a skilled health 
workforce and innovative programs. 

L. Hospital Based Clinic - A clinic that appears on a reimbursable line of the ABC most recently filed 
Medicare Cost Report and is thus eligible for 340B priced drugs. 

M. Inpatient Status – ABC determine that patients have an Inpatient Status according specific EPIC Patient 
Types at the time of medication dispensation. Inpatient Status qualifies a drug for GPO pricing. 

N. Medicaid Exclusion File - Covered Entities are required to designate, in the application process, 
whether 340B drugs will be utilized for Medicaid patients. HRSA maintains this information in the 
Medicaid Exclusion File which is available to state Medicaid programs. The purpose of this file is to 
exclude 340B drugs from Medicaid rebate requests (for Covered Entities that utilize 340B discounted 
medications for this patient population). This prevents drug manufacturers from providing Duplicate 
Discounts. 

O. Mixed Use Area - A location that serves both outpatients and inpatients as designated by the ABC 
patient registration system and/or admission-discharge-transfer (ADT) system. These areas include but 
are not limited to: Emergency Department, Surgery, Cardiac Catheterization, Cardiology, Endoscopy 
and Radiology. 

P. Office of Pharmacy Affairs (OPA) - A component of the Health Resources and Services Administration 
Healthcare Systems Bureau which provides administration of the 340B Program. 

Q. Outpatient Status – ABC determine that patients have an Outpatient Status according to specific EPIC 
Patient Types at the time of medication dispensation. If the medication is a Covered Outpatient Drug, 
Outpatient Status qualifies a drug for 340B pricing. 

R. Patient Type – A patient status indicator found within the EPIC system. ABC use the Patient Type field 
to define inpatients and outpatients of the hospital. 

S. Prime Vendor - The 340B Prime Vendor Program (PVP) is managed by Apexus through a contract 
awarded by Health Resources and Services Administration (HRSA). Apexus is responsible for securing 
sub-ceiling discounts on outpatient drug purchases and discounts on other pharmacy related products 
and services for participating entities. 

T. Recertification - HRSA’s Office of Pharmacy Affairs (OPA) is required by statute to conduct annual 
Recertification of participating 340B Covered Entities’ information listed in the 340B Database. As part 
of this process, an Authorizing Official from each 340B entity certifies basic information about the 
entity and its 340B compliance with OPA. Covered Entities with inaccurate information in the 340B 
Database run a high risk of being removed from the program. 
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U. Splitting Software - Software employed, on an ongoing basis, to manage the splitting of 340B-eligible 
medication usage from 340B-ineligible medication usage in order to replenish eligible medication 
inventories on the 340B contract. 

III. POLICY 
A. XXXXXXXXXXXX (ABC) and XXXXXXXXXXXXXX (DEF) are ABC facilities that participate in the 340B Drug 

Pricing Program and comply with all regulations required by providing comprehensive services to 
uninsured patients and third party patients through an in house pharmacy and contract pharmacy 
network. 

B. Establish processes to ensure compliance with the four key elements for administration of the 340B 
Program: 

1. Covered Entity / patient eligibility compliance; 
2. Anti-Diversion inventory controls; 
3. Medicaid pricing compliance; 
4. State Medicaid cost rebate verification (compliance with “Double-Dipping” prohibition). 

C. The 340B policy will be formally reviewed annually by the 340B Leadership Group before the annual 
recertification process. As part of the yearly Recertification process, the 340B Leadership Group (as 
defined in Section V of this policy) will conduct a review of the 340B policy. If updates are needed in 
the policy, the 340B Leadership Group will make the appropriate revisions and bring the policy to the 
340B Leadership Group for approval prior to completing the Recertification process. 

IV. EQUIPMENT 
N/A 

 

V. PROCEDURE 
A. ABC use savings generated for 340B according to Program intent and meets all 340B program eligibility 

requirements. 
B. ABC’s OPA Database Covered Entity listing is complete, accurate, and correct. However, if any ABC 

child sites or contract pharmacies become ineligible for 340B pricing, ABC will notify OPA to request 
decertification from the 340B program without delay. 

C. ABC is  eligible to participate in the 340B Program by meeting the criteria for inclusion: 

1. Private non-profit corporation which maintains contract(s) with State of California/local 
government for provision of patient services; 

2. Disproportionate share adjustment percentage greater than 11.75 for the most recent cost 
reporting period ending before the calendar quarter involved; 

3. Certification that Covered Outpatient Drugs are not purchased through a GPO or other group 
purchasing arrangement. 

D. ABC use 340B only in outpatient locations and/or clinics that are registered on the OPA database (or 
within the four walls of the main hospital), fully integrated into ABC, and reimbursable on the most 
recently filed Medicare Cost Report. 

1. Changes to 340B registration will be made online (http://opanet.hrsa.gov/opa/) in accordance 
to the OPA quarterly update schedule, as applicable. 

2. In some situations, a waiver for addition to the 340B Program prior to the next filing of the 
Medicare Cost Report is requested. The ABC 340B authorizing official submits a letter to Health 
Resources Service Administration (HRSA) for approval. When such approval is granted, the ABC 
Department of Finance notifies the Department of Pharmaceutical Services in writing of the 
eligibility. 

3. Annually, at the time of 340B Program Recertification, facility/area eligibility is validated by 
ABC 340B Program Manager and the facility CFO’s and Pharmacy. 

4. Demographical updates (i.e. address corrections, change of Authorizing Official, etc.) may be 
requested at any time from the Office of Pharmacy Affairs using the change request form 
provided on the OPA website. Instructions for completing the online change request may be 
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found at http://opanet.hrsa.gov/opa/ 
5. The ABC 340B Corporate Program Manager facilitates the update process. The 340B Authorizing 

Officials, with assistance from the facility Pharmacy Directors will have ultimate responsibility 
for the accuracy of information on the OPA database. 

E. ABC certify that Covered Outpatient Drugs are not purchased through a GPO or other group purchasing 
arrangement. 

1. Any drug that is given to or administered to an ambulatory patient, which is billed by pharmacy 
separately with the intention of getting paid, will be considered a Covered Outpatient Drug. In 
addition, drugs administered to indigent patients meeting HRSA patient definition guidelines will 
be considered Covered Outpatient Drugs. 

2. Covered Outpatient Drugs will typically be purchased at 340B prices; however, Covered 
Outpatient Drugs may also be purchased at independently negotiated, non-GPO vendor contracts 
or at sub-ceiling contracts offered by the 340B Prime Vendor Program. 

3. Covered Outpatient Drugs without 340B prices or independently-negotiated vendor contracts will 
be purchased under a separate Wholesale Acquisition Cost (WAC) account. 

4. Exceptions to a listed Covered Outpatient Drug (as defined in the Medicaid rebate statute) can 
be made if the drug: 

a. “part of” or “incident to” another service, is part of a bundled charge of the service, 
and given in the same setting as the service 

b. Is purchased for a facility outside the four walls of the hospital that is not currently 
eligible for the 340B Program. These off-site outpatient facilities of the hospital meet all 
of the following criteria: 

i. Are located at a different physical address than the parent; 
ii. Are not registered on the OPA 340B database as participating in the 340B 

Program; 
iii. Purchase drugs through a separate pharmacy wholesaler account than the 340B 

participating parent; and 
iv. The hospital maintains records demonstrating that any covered outpatient drugs 

purchased through the GPO at these sites are not utilized or otherwise 
transferred to the parent hospital or any outpatient facilities registered on the 
OPA 340B database 

c. Does not meet the definition of a legend drug according to the State or Federal 
regulations. 

5. Outpatient purchases may be made on a GPO account for drugs that do not meet the definition 
of a Covered Outpatient Drug. 

a. A list of these medications will be maintained by ABC in the GPO Exclusion File 
b. Drugs listed on the GPO Exclusion File will be purchased by ABC under a separate 

wholesaler account 

6. ABC may utilize GPO purchased drugs remaining in inventory at the time of transition until those 
GPO purchased drugs are expended. ABC will keep auditable records to demonstrate that 
accumulation occurs to inpatient GPO or outpatient 340B based upon eligible patients. A non- 
GPO outpatient account is available for replenishment for Covered Outpatient Drugs in the event 
a 340B product is not available. Refer to HRSA OPA FAQ section on GPO prohibition. 

F. Patient/Prescriber Eligibility Compliance: 

1. 340B discounted drugs may only be furnished to Patients of the Covered Entity (see Definitions). 
2. A patient is considered qualified for 340B medications in the following cases: 

a. The patient is treated at ABC or in a Hospital-Based Clinic that appears as reimbursable 
on the most recently filed Medicare cost report, and has an eligible medication order for 
physician-administered drugs or an eligible prescription for pharmacy dispensed drugs, 
written by a prescriber employed by, under contract with or has a referral relationship 
with ABC. 
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b. The patient is treated in a hospital-based mixed use area and is classified as an 
outpatient by the patient registration or ADT system at the time of dispensing of the 
340B eligible medication. 

c. ABC maintain records of patients’ healthcare through the EPIC system 
d. ABC validate that the patient has an Outpatient Status at the time the medication is 

dispensed to a qualified patient. 
e. Medications dispensed to an inpatient are not eligible for 340B discounted drugs. 
f. Patient status will be determined by patient class indicators in EPIC. A list of Inpatient 

and Outpatient Status indicators will be provided to and stored within the MacroHelix 
software. The patient status indicators can be found by selecting “qualification filters” 
under “administrator settings” in MacroHelix. 

3. Data Files and/or interfaces will be created by the ABC Information Technology Department to 
assist with the determination of patient eligibility. The Information Technology department has 
the responsibility to create data files according to the appropriate specifications. The validation 
of these files will be the responsibility of the 340B Program Manager with support from the ABC 
pharmacy team members. 

G. Procurement Compliance: 

1. Purchase Account Set Up: 

a. Each 340B purchasing site will establish a minimum of 2 purchasing accounts – one for 
purchasing pharmaceuticals at Wholesale Acquisition Cost (WAC) and one for purchasing 
340B discounted pharmaceuticals. 

b. 340B purchasing accounts may be established through the Prime Vendor (Apexus), 
through the facility wholesaler and/or directly with manufacturers, as appropriate. In 
each case, the 340B purchasing account must be maintained separately from any other 
pricing account. 

c. Eligibility to establish a 340B account will be verified against the Covered Entities’ 
current 340B OPA registration. Refer to Guidelines to ABC Procurement. 

2. Virtual Inventory Management: 

a. ABC will utilize a virtual inventory model thus relieving staff of the need to make 
determinations regarding the stock to be utilized at the time of dispensing. 

b. Virtual inventory management requires Splitting Software to distinguish 340B eligible 
outpatient medication usage from 340B ineligible outpatient medication usage and 
inpatient medication usage (in the mixed use setting). 

c. Initial inventory acquisition will be purchased via a WAC pricing account. 
d. 340B eligible medication usage will be accumulated and replenished through a 340B 

pricing account, matched on an 11 digit National Drug Code (NDC) basis. If changes in 
purchasing are dictated by availability, changes are noted in the accumulator. Nine (9) 
digit NDC matches may be required, if 11 digit matches are not possible. In the event of 
a nine-digit replenishment, ABC will keep auditable records demonstrating that the 
appropriate amounts are replenished from the same manufacturer, regardless of the 
package size. Nine-digit NDC replenishment will not be part of standard operations and 
will only be utilized in exceptional circumstances. 

e. Inpatient medication usage (in the mixed use setting) will be accumulated and 
replenished through a GPO pricing account. 

f. All other medication usage will be replenished through a WAC pricing account. 

3. Reverse Distribution and Sharing of Product: 

a. Reverse distribution, the return of medications to the manufacturer for credit, occurs 
from the WAC inventory (the 340B inventory is virtual). No adjustments to the 340B or 
GPO accounts are necessary. 

b. In the event of medication shortages and recalls, any product sharing will occur from the 
WAC inventory. No adjustments to the 340B or GPO account are necessary. 

4. 340B drugs are not resold or transferred to any party other than an eligible patient as previously 
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defined (unless the party is a bona fide agent of either the hospital or patient). 
5. Crediting/Rebilling and Returns: 

a. In the event a medication is ordered under the wrong account, the order will be 
immediately canceled. If cancellation is not possible, the medication will be physically 
returned to the pharmacy wholesaler. 

b. Credits of purchased medications and subsequent rebills are processed in the event a 
340B contracts are not loaded appropriately by the pharmacy wholesaler. ABC Pharmacy 
Directors or their designee will have the ultimate responsibility for the oversight of 
wholesaler contract compliance. 

H. Compliance with Duplicate Discount Prohibition: 

1. State Medicaid agencies are required to exclude claims for 340B purchased drugs from Medicaid 
rebate requests to prevent subjecting drug manufacturers to Duplicate Discounts. 

2. Since California is a mandatory “Medicaid carve-in” state for in-house 340B programs, ABC will 
document the use of 340B purchased drugs for Medicaid patients. This is done by answering 
“Yes” to the following question during registration: “Will you bill Medicaid for drugs purchased 
at 340B price?” So doing places ABC on the Medicaid Exclusion List. 

3. The Medicaid Exclusion List is provided to the State via HRSA-OPA and is maintained as part of 
the Medicaid Exclusion File on the HRSA website. This alerts the State Medicaid Agency to not 
seek rebates from manufacturers. 

4. With regards to ABC external contract pharmacy arrangements, as per OPA recommendations, 
neither ABC nor contracted pharmacies will use drugs purchased under section 340B to dispense 
Medicaid prescriptions. Medicaid prescriptions will be carved-out from the 340B Program. 

I. ABC use contract pharmacy services (if applicable), and the contract pharmacy arrangement is 
performed in accordance with OPA requirements and guidelines including, but not limited to, that the 
hospital obtains sufficient information from the contractor(s) to ensure compliance with applicable 
policy and legal requirements, and the hospital has utilized an appropriate methodology to ensure 
compliance. 

J. ABC have systems/mechanism and internal controls in place to reasonably ensure ongoing compliance 
with 340B requirements. 

K. Program Oversight 

1. Oversight of the ABC 340B Program is the responsibility of the ABC Corporate Finance and the 
facilities Pharmacy Leadership with assistance from (collectively referred to as the 340B 
Leadership Group) 

a. ABC Corporate 340B Program Manager 
b. Chief Financial Officer(s) (or designee) 
c. Chief Operations Officer(s) (or designee) 
d. Pharmacy Director(s) / Manager(s) 
e. Pharmacy Supervisor(s) 
f. Information Systems Pharmacy Specialist 

2. The 340B Leadership Group has the following responsibilities: 

a. Setting the general direction and policy for the ABC 340B Drug Purchasing Program 
(including possible program modification and/or expansion); 

b. Ensure accurate OPA registration; 
c. Ensure Recertification is reviewed and filed annually; 
d. Establishing, implementing and maintaining a plan for internal monitoring and reporting 

(See Appendix – Monitoring Plan); 
e. Monitoring reports, trends, and results; 
f. Monitoring regulatory clarifications and policy decisions related to the 340B Program to 

ensure ongoing compliance as the 340B Program evolves; 
g. Budgeting for necessary resources; 
h. Correcting and/or reporting deficiencies; 
i. Communicating to hospital leadership potential changes/trends to the 340B program. 
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3. Compliance issues are immediately reported to the Community Medical Center Senior Vice 
President, Chief Audit, Ethics and Compliance Officer and 340B Leadership Group for 
development of an appropriate correction plan. 

L. Billing Medicaid: 

1. ABC shall adhere to state and Federal rules and regulations with the regards to Medicaid billing 
practices, and the pricing of Medicaid claims to ensure compliance with the Duplicate Discount 
Prohibition. Refer to Corporate Charging Policy. 

2. The 340B Authorizing Official will have ultimate responsibility for Medicaid 340B billing 
compliance. The Authorizing Official may designate a pharmacy resource or corporate resource 
to assist in the day-to-day management of Medicaid billing. 

VI. DOCUMENTATION 
N/A 

 

VII. PATIENT TEACHING 
N/A 

 
Referenced Documents 

 

Reference Type Title Notes 

Documents referenced by this document 
Referenced Documents http://opanet.hrsa.gov/opa/ 
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APPENDIX A – MONITORING PLAN SUMMARY 

Monitoring Frequency Facility Method  Owner 

Review accuracy of 
OPA Database 
information 

Quarterly   ABC 
 DEF 
 GHI 
 HIJ 

Confirm presence of all Covered Entities and 
accuracy of information; verify contact 
information including phone and e-mail 
information, Medicaid exclusion information, 
ship to/bill to information, and contract 
pharmacy information. This must include 
signoff by the Authorizing Official with 
assistance from Pharmacy. 
www.opanet.hrsa.gov/opa/CESearch.aspx 

Authorizing 
Official(s)/ 
Corporate 340B 
Program Manager 

Purchasing volume 
analysis 

Monthly  ABC 
 DEF 
 GHI 
 HIJ 

Review purchasing volume for each account at 
a high level to ensure purchases have been 
transacted on the correct account. Significant 
changes in purchase volume are also reviewed 
for appropriateness. Any variances are 
corrected, using credit and re-bill if necessary.  

Pharmacy Analyst 

Review of EPIC 
department list 
qualifying for 340B 
pricing 

Annually  ABC 
 DEF 
 GHI 
 HIJ 

Review complete EPIC department list 
qualifying for 340B pricing. 

Corporate 340B 
Program Manager 

Review of EPIC 
patient status 
indicators stored in 
the Splitting 
Software 

Quarterly  ABC 
 DEF 
 GHI 
 HIJ 

Review EPIC inpatient and outpatient status 
indicators stored in the Splitting Software by 
selecting “qualification filters” under 
“administrator settings” in MacroHelix. 

Corporate 340B 
Program Manager 

Validation of 
utilization data and 
patient status 

Monthly  ABC 
 DEF 
 GHI 

HIJ 

Review 25 patients per Mixed Use Area and AIC 
which the Splitting Software designated for 
340B drug purchase.  Validate the patient 
status in the electronic health record and/or 
pharmacy management system (PMS) to ensure 
patient status was an outpatient and eligible 
for 340B drug purchase.  Validate utilizations 
are accumulating correctly in Splitting 
Software. CMC will pick a different date for 
each MRN and focus the sample on targeted 
areas (e.g. flipper records or high cost 
medications used in outpatient settings). 

Corporate 340B 
Program Manager 

http://www.opanet.hrsa.gov/opa/CESearch.aspx


Monitoring Frequency Facility Method  Owner 

Eligible drug 
review  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 25 340B purchased drugs primarily 
utilized for inpatient use and validate that 
these were utilized for Outpatient Status 
patients and accumulation is accurate.  

Corporate 340B 
Program Manager 

Crosswalk accuracy 
review  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review the accuracy of the drug crosswalk for 
25 medications (15 of which are injectables) 
per Mixed Use Area and AIC. 

Corporate 340B 
Program Manager 

Crosswalk 
maintenance 
review  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review all crosswalk maintenance that 
occurred during the previous month with 
CRMC, CCMC, and AIC pharmacy teams for 
accuracy. This includes reviewing crosswalk 
additions and BUPP modifications; matching 
NDCs, ERXs, package sizes and package units; 
linkage of each NDC to the corresponding CDM; 
and validation with corresponding utilization 
data. 

Corporate 340B 
Program Manager 

Drug purchase 
review 

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 10 drugs per facility and verify correct 
quantity purchased on the 340B accounts based 
on quantity processed in the accumulator. 
Review accumulations for the sample in 
Splitting Software to ensure that there are no 
negative 340B accumulations. 

Corporate 340B 
Program Manager 

Reconciliation of 
credits in 
respective 
accounts 

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 30 processed credits in Mixed Use Areas 
and AIC to validate correct medications and 
amounts have been credited to their respective 
accounts and are reflected in the accumulation 
in the Splitting Software. 

Pharmacy Analyst 

Review quantities 
in direct purchase 
log and their 
accumulations 
uploaded in 
Splitting Software 

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Compare sample of quantities of medications 
in Mixed Use Areas and AIC in the direct 
purchase log against the accumulations of 
respective medications in the Splitting 
Software.  

Pharmacy Analyst 

Provider validation Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 10 medication orders per facility to 
validate that orders were written by a 
contracted/employed provider.  

Corporate 340B 
Program 
Manager/AIC 
Manager 

Review of Medicaid 
billing  

Monthly  ABC 
 DEF 
 GHI 

HIJ  

Review 10 Medicaid outpatient drug claims per 
facility for accuracy. Ensure that Medicaid 
plans are correctly identified, UD modifier is 
attached to Medicaid claims and appropriate 
price is utilized for billing. 

Corporate 340B 
Program Manager 

GPO Exclusion File 
review 

 

 

 

 

Quarterly  ABC 
 DEF 
 GHI 

HIJ  

Review all drugs listed on the GPO Exclusion 
File in Splitting Software for accuracy. Review 
Cardinal non-qualify purchase history to ensure 
accuracy of drugs ordered. Review non-qualify 
report in Splitting Software to ensure that GPO 
exclusion items were ordered under a separate 
account.  

Corporate 340B 
Program Manager 



Monitoring Frequency Facility Method  Owner 

 

 Review of eligible 
340B prescriptions  

Daily  ABC 
 DEF 
 GHI 
 HIJ 

Pharmacy manager and designees will validate 
all hard copies of prescriptions against eligible 
plans and providers manually.  

Ambulatory Care 
Center Pharmacy 
Manager 

Review of Disease 
Management, 
Dental and OMFS 
purchases 

Monthly  ABC 
 DEF 
 GHI 
 HIJ 

Review all medications purchased for CRMC 
Disease Management, CRMC Dental, CRMC 
OFMS on WAC and to ensure that separate 
physical inventory is met.  

Corporate 340B 
Program 
Manager/Ambula
tory Care Center 
Pharmacy 
Manager 

Physician database 
review 

Monthly  Contract 
Pharmacies 

  

Review accuracy of prescriber database per 
facility to ensure proper designation.    

Corporate 340B 
Program 
Manager/340B 
Leadership Group 

Review of 
insurance type on 
captured claims 

Monthly  Contract 
Pharmacies 

 

Review insurance information for all 340B 
captured prescriptions from contract pharmacy 
location(s) to ensure no Medicaid prescriptions 
were replenished with 340B medications. 

Corporate 340B 
Program Manager 

Patient eligibility 
review 

Monthly  Contract 
Pharmacies 

 

Review 30 patients eligible for 340B per facility 
to validate that an appropriate record of care 
exists for that patient in the EPIC system.  

Corporate 340B 
Program Manager 

Review of 
pharmacy invoices  

Monthly  Contract 
Pharmacies 

 

Review of contract pharmacy purchases against 
pharmacy invoices to validate payments to 
pharmacy wholesaler. 

Ambulatory Care 
Center Pharmacy 
Manager 
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Session Agenda

Introductions

Overview of  Learning Objectives

The Role of  Infrastructure & Culture

Back to Basics – The FSG / 7 Elements

Defining An Evolving Towards an Effective Compliance Program

Defining Strategic Compliance Planning & Its’ Outcomes

Evolution Towards Strategic Compliance Planning

The Role of  Risk Assessment in the Development of  the Strategic Plan

The Journey to Becoming a Strategic Advisor to the BOD and C-Suite

2

Introductions…
Who Are We ?  Who Are You ?

How Many of  You…….???

Are very new compliance professionals ( Less than 1 year experience )

Are compliance professionals with more than 3 years experience ?

Are the Chief  Compliance Officer for your organization ?

Are from an organization that is basically just starting the compliance program ?

Are compliance professionals in the provider setting ?

Are compliance professionals in the payor setting ?  Life Sciences ? Regulators ?

Feel you need substantial direction in getting your program moving ?

Are with an organization that has had a compliance program assessment ?

Have tried to develop a strategic compliance plan ?

Believe your organization would integrate compliance into the strategic planning process ?

Would never have dreamt that someday you would be a “Compliance Professional ?

3
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Learning Objectives for the Session

Obtain an understanding of the benefits of developing and implementing a strategic
compliance plan

Learn how your strategic compliance plan will facilitate continuous improvement in the
seven elements of an effective compliance plan

Learn practical, actionable steps to create, implement and communicate an effective
strategic compliance plan

4

THE ROLL of 
INFRASTRUCTURE & CULTURE

5

The Role of Infrastructure & Culture 

Pre-Strategy Discussion – A conversation about infrastructure and culture

We’ve conducted approximately 60 compliance assessments

We’ve interviewed hundreds of CEOs, CFOs, Board Members, Compliance Officers

We’ve never met a Compliance Officer who doesn’t say, “I think my program is in pretty
good shape.” Or, a CEO/CFO who doesn’t say, “I have integrity.”

6
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The Role of Infrastructure & Culture 

It doesn’t matter if  you think you have a good program. 

What matters is…

What do the operational departments think of  your program?

What does the Board think about your program?

What does Executive Leadership think about your program?

What would the government think about your program?

7

The Role of Infrastructure & Culture 

Even the best programs can be ineffective if  the organizational culture is not receptive to 
compliance. 

 Is there a culture of  responsibility and accountability?
• Or are “some more equal than others?”

 Are employees free to raise concerns? 
• Or are they afraid of  retaliation?

 Is there a commitment to compliance?
• Or is compliance rarely mentioned?
• Can you provide clear examples of  such commitment?
• When are you at the table/What tables are you at?

 Can you convince the government of  any of  above?

8

The Role of Infrastructure & Culture 

The Unspoken Question:

Has your Compliance Program ever been Assessed?

How can you contemplate the big picture Compliance Strategy concepts without knowing the 
answers to the previous questions?

Without an assessment, it’s difficult to determine a baseline.

Without a baseline, how do you know your not going in the wrong direction or no direction?

9
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The Role of Infrastructure & Culture 

There are various types of  compliance assessments:

Self-assessment 
Peer review
Third party
Check the box
Comprehensive
Tracer – per element

What’s the desired outcome?

How will the assessment help pave the way towards creating a Strategic approach to compliance 
program maturity? 

10

Back to Basics – the FSG & The Seven Elements

11

ROLE OF FSG / 7 ELEMENTS 

FSG FOUNDATIONS – (i.e. must have program)
• Benefits in sentencing context
• Notion of  getting outside review
• Typical lack of  awareness of  BOD / C-Suite
• How that impacts their ability to influence the program

7 ELEMENTS
• Criticality of  addressing all of  them
• Notion of  effectiveness review all encompassing
• Typical lack of  awareness of  BOD / C-Suite
• How that impacts their ability to influence the program

12
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Defining and Evolving Towards an Effective Compliance 
Program

13

Defining an Effective Program 

 Define what Constitutes Effective

 Lay out fundamental basics of  7 elements

• Typical “we have a code & hotline”

• Indicate steps of  progression towards the better for each from an 
infrastructure / process perspective

• Importance of  Outcomes vs Infrastructure

• Indicate metrics or indicators of  outcomes for each

14

Element 1 – Policies & Procedures

Readily Available, Accessed, Updated

Department Specific Policies in Place, Risk Based

Evidence of  Training on Department Specific Policies, Departmental 
7 Elements

Baseline State 
Code of  Conduct, Compliance Plan, Board 
Charters, Job Descriptions, Foundational 

Compliance Policies in Place

15
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Element 2 – Infrastructure 

Compliance Officer with meaningful reporting lines & proper 
authority in place

Board level committee educated and able to influence prospective look

Annual departmental training is based on compliance risk assessment

Baseline State 
Compliance Leader Appointed

Compliance Committee in Place
Board Committee in Place

16

Element 3 –Training & Education

Annual training updated yearly.  Truly mandatory.  Consequences for not 
taking

Training efforts extend beyond employees.  BOD truly educated, vendors

Annual departmental training is based on compliance risk assessment

Baseline State 
Annual Compliance Training in Place – “101”

New Employee Orientation

17

Element 4 – Lines of Communication

Compliance discussions take place at department level and are 
documented.  All interactions with compliance department are logged 
and counted as inquiries

Tone at the top.  Evidence of  consistent CEO and C-Suite messaging

Communications about compliance extend to the external community (website)

Baseline State 
“Open Door Policy”

“We Have a Hot Line”

18
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Element 5 – Disciplinary Procedures

Disciplinary policy is clearly communicated

Disciplinary actions are uniformly applied and communicated

Disciplinary actions used as teachable moments.  Positive incentives also exist.

Baseline State 
Disciplinary Policy is in Place

Often Disparity in Application Depending on 
Party

19

Element 6 – Auditing & Monitoring

Annual compliance risk assessment is performed and includes 
operations prior audit results are considered

Risk areas selected are based on risk assessment/effective teaming with IA

Departmental monitoring protocols are developed, documented, used and reported 

Baseline State 
OIG Work Plan is Reviewed

Topics for Audits are Selected

20

Element 7 – System to Respond to Known Deficiencies

Investigation protocol in place with appropriate personnel trained on process

Investigations result in documented self  reporting and return of  overpayments

Corrective action plans are tied to issues, tracked, resolved and closed out

Baseline State 
“We Have a Hot Line”

No Formal Investigative Protocol

21
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Compliance plan document-#1
Compliance Officer/Compliance Committees-#2
Training and education programs-#3
Communication lines to CO-#4
Disciplinary policies and procedures-#5 
Non-retaliation/non-intimidation-#8

Compliance connections to board & management
Working Policies and Procedures
Systems identifying risk areas, errors, PoC and monitoring-#6
Implementation of  corrections & improvement-#7

Measures of  effectiveness:
Breaches  
Self  Disclosure/Hot line reviews
Frequency of  same audit issues/edits occurring
Excluded parties and Quality of  Care
Use of  Measureable Metrics
Deceased beneficiary billing

M
E
A
S
U
R
E

B
U
I
L
D

STRUCTURE

PROCESSES

OUTCOMES

Defining Strategic Compliance Planning & its Outcomes

23

Defining Strategic Compliance Planning & Its’ Outcomes 

Defining Strategic Compliance Planning (2 components)

• A plan to evolve the 7 elements each year

• Progress every year on every element

• Not just risk assessment

 A plan to become a strategic compliance advisor

• Having the discussion with the C-Suite / BOD

• Positioning the compliance function to evolve thusly

• Strategic in what regard ?

o Mergers ?  Affiliations ?  Changing Laws and Regulations?

o Operating Systems ?

24
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Strategic Compliance Plans vs. Annual Plans

1. Annual Plan Overview
• The annual plan developed by the Compliance Officer which (typically) focuses on risk areas 

and also occasionally considers the continuous evolution of  the 7 elements.  The focus is 
usually on the work of  the Compliance and Internal Audit staff.

2. Strategic Compliance Plan Overview
• A plan which considers any and all organizational dynamics that would impact the overall 

ability of  the organization to be compliant.  This would include, but not be limited to 
changing laws and regulations, significant shifts in internal policies, significant changes to the 
organizations structure, operating environment, business model, IT capabilities, etc.  Includes 
a plan that positions the Compliance Office as a Strategic Business Partner & Strategic Risk 
Advisor

3. The Relationship Between the Two
• Most organizations do a reasonable job of  Number 1, but many have not yet evolved to 

develop Number 2.

25

26

27
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The Role of Risk Assessment in the Development of 
the Strategic Plan

28

The Role of Compliance as a RISK ADVISOR 

Strategy as it pertains to current OPERATING RISK
• Our services ? Our people / our hiring practices ?
• Our state of  accountability ? Current laws and regulations 

Strategy as it pertains to GROWTH RISK
• Acquisitions / mergers / geography / financial resources required to make deals / ROI’s
• How to advise the C-Suite / BOD

29

The Role of Risk Assessment in the Development of the Plan

All organizational compliance issues are not equal.   

The strategic compliance plan lists the compliance issues to be addressed by the organization, 
who will address the issues, how the issues will be addressed and the frequency the issues will be 
addressed.

Every organization is resource challenged.

Determining the risks for the compliance issues is necessary to identify where the organization 
applies resources to address these issues (the who, how and frequency above).

30
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The Role of Risk Assessment in the Development of the Plan

Who should assess and prioritize compliance risks for development of  the strategic compliance 
plan?

 The first step is to assess the effectiveness of  the compliance program.

 Any gaps identified from the assessment will likely be among the highest compliance risks to 

be addressed.

 The Operational Compliance Committee and the executive team need to be involved in 

prioritizing risks.

 Operating areas need to be involved in identifying available resources for allocation to 

perform risk activities.

 Need support from the Compliance Committee of  the Board of  Directors

31

The Role of Risk Assessment in the Development of the Plan

How does my organization prioritize compliance issues in the strategic compliance plan?

Among the factors that can be considered are:
• Fines and penalties

• Impact on patient safety and privacy

• Adverse publicity/Reputation

What are the concerns of  the Operational Compliance Committee?  The Executive Team?  
The Compliance Committee of  the Board of  Directors?

32

The Journey to Becoming a Strategic Advisor to the BOD 
and the C-Suite

33
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JOURNEY TO BECOMING A VALUED STRATEGIC ADVISOR 

7 elements better be effective
• Evidence of  effectiveness
• Demonstrate outcomes / metrics

Begin the conversation about importance of  strategy
• Get to the table – Develop a business case or case study that illustrates examples of  where 

your perspective and input, even if  on a small scale influenced the direction of  the business.
• Demonstrate your knowledge of  pros and cons of  various business arrangements.
• Have a point of  view – Don’t view yourself  as a reactive force, contribute to the proactive.
• Have recommendations, especially those based on facts when available
• Be willing to be professionally skeptical when the conversation needs a balance of  voices.
• Give examples of  value add of  you as Strategic advisor

34

Thank You
Thomas Twinem – Children's Hospital of  Wisconsin

ttwinem@chw.org

Kenneth Zeko, JD – Navigant Consulting, Inc.

Ken.Zeko@Navigant.com

Joel Dziengielewski – Navigant Consulting, Inc.

Joel.Dziengielewski@Navigant.com
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The Merged Vision of
Quality and Compliance

HCCA Compliance Institute 2015

AGENDA 

From the “old” compliance paradigm to the “new” reality

Diana Salinas, Senior VP & Chief Compliance Officer, Rideout Health 

A data driven approach to the quality compliance continuum

Monica Arrowsmith, Vice President, Quality Management and Patient Safety, 
Rideout Health System

Quality of care enforcement update

David Hoffman, President, David Hoffman & Associates

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

The Affordable Care Act raises the bar for:

Compliance Programs 

Quality of Care 

Reimbursement 
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FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Healthcare providers are struggling 

to withstand an era where quality and fiscal 

accountability at every level is no longer a goal, 

but a mandate.

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Will your Compliance Program survive this challenge? 

How does your Compliance Program comply with this mandate?

What does this mean for your Compliance Program of the future? 

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Will your Compliance Program survive this challenge? 

 Is your compliance program restricted to a focus on liabilities related to false claims, 
upcoding, and other billing wrongdoings? 

 Does your compliance program operate parallel but apart from the fundamental activities of 
your hospital or system? 

 Does your compliance program contribute to clinical processes of care for the patients you 
serve? 
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FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

DESIGNING THE REGULATORY COMPLIANCE COMMITTEE INFRASTRUCTURE 

 Key Institutional Partners:
 Chief Compliance Officer / Privacy Officer

 VP Quality and Patient Safety

 VP Revenue Cycle

 Corporate Director IT / IT Security

 Director HIM and Coding

 Director Patient Access

 System Risk Manager

 System Case Manager

 System Pharmacist

 System Pathology Lab 

 Internal Audit

 Associate Chief Medical Officer

 Chief Nursing Officer

 Member of the Legal team

 System Hospital Education Lead 

 System Credentialing Lead 

 System Managed Care Lead

 Public Safety Lead 

 Lead System Physician Resident 

 Associate Chief Financial Officer

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

How does your Compliance Program comply with this mandate?

 More coding and billing audits? 

 Step up compliance policing?

 Generate more policies to address the multiplying statutory, contractual, regulatory,  
mandated reported sentinel events, pay-for-performance, etc.? 

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

What does this mean for your Compliance Program of the future? 

 While  a Compliance Program is regulatory driven, being compliant is quality dependent, and requires 
the implementation of a merged quality and compliance enforcement strategy by both the quality 
management sector and the compliance program of your organization that goes beyond the typical roles 
of quality assurance, quality control, and traditional compliance programs.  

 It must include the development of an ethical culture that merges compliance, quality and patient safety 
in order to permeate the organization with a mindset of continuous quality improvement.  

 The shift to this paradigm can help maintain the focus on the sustainability of high quality care in a 
compliant environment. 
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FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Compliance-Quality connection is vital to the essential purpose of the health care enterprise:

 Overall goals of healthcare reform and the Affordable Care Act is to get us moving from a fragmented healthcare delivery 
system to a less cost and more efficient  integrated model.

 Transcending silos MUST happen to help hospitals achieve coordinated delivery of care that will improve quality and overall 
efficiency of the institution.

 As health care gets more and more patient centric and quality driven this will increase in importance. 

 Shared responsibility for building a continuously sustainable quality, compliance and ethical health care system environment

The stakes are high - every missed opportunity for improving health care results in unnecessary 
suffering. 

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

TRANSCENDING SILOS:

By breaking down silos between departments, hospitals can create collaborative 
teams that can effectively improve patient safety, especially during transitions of 
care, quality, compliance and protect reimbursement.  The many intersections 
between Patient Access, Quality, Credentialing, HIM, Coding, Risk Management, 
Compliance and Revenue Cycle make them ideal departments to integrate, and 
staff from these departments can work together to reach common goals of 
efficiency, quality and compliance.  This integrated model will be a key feature of 
hospitals on the cutting edge of care delivery as the healthcare industry moves 
toward a more coordinated system of care.

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Appreciating the relationship between quality, risk management, patient 
safety and compliance is not new:

1999  - To Err is Human: Building a Safer Health System

2001  - Crossing the Quality Chasm: A New Health System for the 21st 
Century 

2012 - Best Care at Lower Cost  - The Path to Continuously Learning Health 
Care in America 
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FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

 Medical Staff is key to quality patient centric care - hospital Medical Staff should develop a “quality 
literacy” regarding patient safety, clinical care, compliance and healthcare outcomes.

THIS IS NOT AN EASY ASSIGNMENT FOR 
PHYSICIANS!

From the “old” compliance paradigm to the “new” reality

As Compliance Officers:

• How are you aligned with Quality, Risk Management and Medical Staff?
• Do you know how rigorously peer review is practiced in your 

hospital?
• What are the indications for external peer review?
• Are summary results presented to the Board?
• Are you assured of the fairness and consistency of the process?

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

The cautionary tales of the fraud and abuse cases such as Redding and St. Joseph Medical 
Center require hospitals operating in the current enforcement environment to ask 
questions including: 

(1) How did the hospital’s process fail to address these quality and compliance issues? 

(2) Why was there an apparent failure in communication between the peer review 
process and the compliance function? and 

(3) What can be done to avoid ending up in similar circumstances? 

COMPLIANCE OFFICERS - DON’T BE SCARED TO ASK NON -TRADITIONAL 
COMPLIANCE QUESTIONS!
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FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Board engagement 

Develop metrics and regular reporting to keep the Board informed about 
quality improvement activities and the relationship to compliance:

Quality continues to emerge as an enforcement priority for health care 
regulators

Conditions of Participation 

OIG, Corporate Responsibility and Health Care Quality: A Resource for 
Health Care Boards of Directors

Where’s the 
data?

Compliance can find itself 
isolated from the strategic and 
operational center of the 
organization.

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY

Compliance should be knowledgeable about how data quality is controlled and monitored – best 
case scenario compliance officers/offices receive regular reporting on data quality. 
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FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY 

How can a compliance officer effectively integrate quality-oriented issues 
into workflow? 

• Teamwork
• Develop a strategy to work with the risk management and quality improvement 

departments to determine where compliance ought to be involved. 
• Participate in efforts to monitor how standardization of care along good clinical practice 

guidelines can facilitate meeting the new standards
• Quality data needs to be a critical focus of attention.

• Become familiar with the quality metrics, report card, and transparency initiatives 
applicable to your enterprise. 

• Find out who is reporting what, to whom, and how often. 
• Develop effective techniques to monitor these reports over time for accuracy, 

completeness, and as sentinels or leading indicators of risk. 

FROM THE “OLD” COMPLIANCE PARADIGM TO THE “NEW” REALITY 

Questions

Comments

Opinions
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It’s Not Easy!

• What is quality?

• How do you know if you have or 
have not experienced or received 
quality healthcare?

• What about this “quality” of care is 
significant from a compliance 
perspective?

QUALITY:  THE HOLY GRAIL

 National Quality Agenda 

 The Triple Aim: Better Health, Better Care, Lower Cost

 QIO’s / LAN’s; P4P / HEN

 NQF, AHRQ, IOM, IHI, etc.

 CMS Innovation Center

 HHS Incentive / Penalty Programs (MU, HQRPAPU, VBP, Readmission 
Reduction, HAC) 

HHS Goal: Better Care. Smarter Spending. Healthier People: 
Paying Providers for Value, Not Volume

WHAT IS QUALITY?

IOM / WHO Dimensions 

 Safe

 Effective

 Patient / Family Centered

 Timely

 Efficient

 Equal

 Accessible

Compliant Care 

 Conditions of Participation

 Clinical Legal Operations
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SAFE CARE & COMPLIANCE

Risk Management & Patient Safety

Adverse Events &  Reporting 
Requirements

Complaints & Grievances

 Sentinel / Significant / PCE’s

HAC’s and HAI’s

Spotlight: Patient Falls
A 72 y/o male patient falls on 3M, 

breaks his hip, has surgery to repair it, 
due to the fragility of his elderly bones, 
a secondary  fracture occurs during 
surgery (a known risk), prolonging his 
stay.

Falls data shows a cluster of falls 
occurred on one unit during previous 
month; none caused harm, but one 
resulted in a grievance.

EFFECTIVE CARE & COMPLIANCE

Traditional “Quality”
 Where there is known care that has been 

proven effective for most patients.

 “Core” Measures for Annual Payment Update 
(AMI, HF, Pneumonia, etc.)

 Standard of Care in particular instances (blood 
transfusion for low H/H; antibiotic for bacterial 
infection)

 Spotlight: Venous Thromboembolism (VTE)
 Patient was admitted for pneumonia; during 

stay patient condition worsened and ended 
up in ICU for a pulmonary embolism; on 
review, VTE prophylaxis had not been 
ordered.

 Further review of data shows historic 
underperformance (less than 50th percentile) 
of this metric

EFFICIENT CARE & COMPLIANCE

Process Improvement (Lean) & Utilization

PI / Lean focuses on eliminating waste –
non-value-added components of 
healthcare

The single, most expensive category of 
cost in healthcare is waiting.

Utilization encompasses use of services.

 Spotlight: Cardiac Cath

 Patient is hospitalized as observation 
(outpatient) for chest pain; On day 2 of stay, 
cardiologist decides to cath the patient, which is 
done on day 4 due to “scheduling conflicts.”

Upon data review, the hospital’s clean coronary 
rate is noted to be 47%; national average is 
18%
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LEGAL CARE & COMPLIANCE

 Significant regulatory agency oversight 
of patient care operations
CMS – CoP’s and program 

requirements
DEA 
DOJ
FDA
OCR
 State Law Counterparts

Spotlight: Cardiac Rehab Program 

During routine internal “tracer,” quality staff 
discovered cardiac rehab program was not 
compliant with “immediately available” 
requirement and never had been; no safety 
events had occurred and patients had been 
well cared for.

GETTING YOUR ARMS AROUND IT
 Standing Quality – Compliance Meetings

 Quality – Compliance Checklist

 Compliance participate on Key Groups

 Quality Council / Oversight Committee

 PI Oversight Team (EPIC)

 Utilization Meeting

 Compliance and Quality co-lead RCC

 Regulatory Compliance Monitoring Reports

 Regulatory Activity Reports 

QUALITY COMPLIANCE CHECKLIST
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REGULATORY COMPLIANCE REPORT

REGULATORY ACTIVITY REPORT
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THEORIES OF PROSECUTION
“QUALITY OF CARE/FAILURE OF CARE” CASES

Express Certification Theory

Implied Certification Theory

Worthless Services Theory

FALSE CLAIMS ACT  VIOLATIONS

When a defendant knowingly bills for health care (goods or services) that 
was:
Not rendered,
Medically worthless, or
Violated a statutory, regulatory or contractual

provision with a nexus to payment

Nursing Homes---heavily regulated; ALFs—state-by-state regulatory 
framework
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ARE “FAILURE OF CARE CASES” APPROPRIATE FOR FCA 
THEORIES?

Civil War Era--Food that was rotten; guns that would not shoot based 
on poor quality gun powder; lame mules provided instead of horses

Case law on “worthless or nonexistent” services 
An entity may not bill the government for nonexistent, worthless, 

or grossly substandard services 

“WORTHLESS SERVICES”

When does a “failure of care” equal a “worthless service”?

Parameters:

Evidence of egregious care that rises to the level of actionable 
neglect;

Systemic or widespread problems;

Evidence of significant risk/actual harm to residents.

US EX REL. MIKES V. STRAUS 
274 F.3D 687 (2D CIR. 2001)
 The Ninth Circuit's recent decision in United States ex rel. Lee v. SmithKline Beecham, Inc., 245 F.3d 

1048 (9th Cir.2001), is the leading case on worthless services claims in the health care arena. In Lee, 
the relator alleged that defendant, an operator of regional clinical laboratories, falsified laboratory test 
data when test results fell outside the acceptable standard of error. Id. at 1050. The Ninth Circuit 
held that the false certification theory addressed in Hopper, 91 F.3d 1261, was only one form of action 
under the Act, and that the district court should have considered the distinct and separate worthless 
services claim. Lee, 245 F.3d at 1053. As the Ninth Circuit explained, “[i]n an appropriate case, 
knowingly billing for worthless services or recklessly doing so with deliberate ignorance may be 
actionable under § 3729 [of the False Claims Act], regardless of any false certification conduct.” Id.
We agree that a worthless services claim is a distinct claim under the Act. It is effectively 
derivative of an allegation that a claim is factually false because it seeks reimbursement 
for a service not provided. See Fabrikant & Solomon, supra, at 111-12. In a worthless 
services claim, the performance of the service is so deficient that for all practical 
purposes it is the equivalent of no performance at all.
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EXAMPLES OF DEFICIENT CARE

Residents with diabetes not having their blood glucose levels 
monitored on  a regular basis and suffering adverse consequences

Residents developing pressure ulcers based on a lack of a wound care 
program/treatment of wounds wholly inadequate and allows wounds 
to worsen

Typically, NOT a one-time event

CASE LAW REVIEW

United States v. Villaspring Healthcare Center, the Court found:

Although it is true that a worthless services claim is not easy to establish in the 
context of nursing home services, the defendants' articulation of the situation is an 
exaggeration of what is required. It is not necessary to show that the services were 
completely lacking; rather, it is also sufficient to show that “patients were not 
provided the quality of care” which meets the statutory standard. United States v. 
NHC Healthcare Corp.,115.Supp.2d 1149,1153 (W.D. 2000) (NHC Healthcare II ). A 
per diem billing arrangement presupposes that a nursing facility will agree to provide 
“the quality of care which promotes the maintenance and the enhancement of the 
quality of life.” 42 U.S.C.   §1396r(b)(1)(A). 

VILLASPRING/NHC 

However,

 [a]t some very blurry point, a provider of care can cease to maintain this 
standard by failing to perform the minimum necessary care activities required to 
promote the patient's quality of life. When the provider reaches that point, and 
still presents claims for reimbursement to Medicare, the provider has simply 
committed fraud against the United States.

Villaspring Health Care Center, p.5 quoting United States v. NHC Health Care 
Corp.,163 F.Supp.2d 1051,1055-56 (W.D. Mo. 2001) (NHC Healthcare II ). United 
States v. Villaspring Health Care Center et al., 2011 WL 6337455 (E.D. Kentucky Dec. 
19, 2011).                            
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U.S. EX REL. ACADEMY HEALTH CENTER, INC. V. 
HYPERION FOUNDATION, INC.

Southern District of Mississippi—2014

Government intervened in qui tam case

“[C]ourts have recognized that worthless services claims under the 
FCA are not, as a legal matter, limited to instances where no services 
at all are provided.  A service can be worthless because of its 
deficient nature even if the service was provided.”

U.S. EX REL. ABSHER V. MOMENCE MEADOWS NURSING 
CENTER

7th Circuit—2014

Allegations:  Inadequate care and falsification of records

2 former nurses (one whose mother was in the facility) alleged that 
the facility failed to provide care on a routine basis, including failing to 
deliver medications, failing to provide a sanitary environment 
etc….and then forged, concealed and destroyed medical records to 
subvert the survey process.

MOMENCE (CONT’D)

Scabies outbreak---hid the logs from surveyors that 
evidenced when the outbreak started and who was affected

Government declined to intervene
Jury verdict---$28 million against nursing home and former 

owner
Judge reduced the verdict to $9 million
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MOMENCE (CONT’D)

7th Circuit reversed—judgment to be entered for Momence 
Meadows

Flaws in relators’ case---No definitive damages model 
presented to jury---Need false claims in a FCA case

No link of MDS forms with claims
Plan of Correction misrepresentations

ORAL ARGUMENT

Panel member:  “No one wants to be in a nursing home”

Noted that scabies occurs in nursing homes; BUT RESIDENTS KEPT 
GETTING THEM REPEATEDLY

Disregarded the concealment of the logs from surveyors/MDS forms 
require check if resident have scabies—not done

Wondered why if the facility was so bad,  relator’s mother stayed in 
the nursing home

MOMENCE OPINION

The Court did not address the validity of the worthless services theory but 
found that to succeed on a “worthless services” claim under the FCA, “the 
performance of the service [must be] so deficient that for all practical purposes 
it is the equivalent of no performance at all.” Momence at p. 18 (citations 
omitted). 

 “It is not enough to offer evidence that the defendant provided services that are 
worth some amount less than the services paid for.  That is, a ‘diminished value’ 
of services theory does not satisfy this standard.  Services that are ‘worth less’ 
are not ‘worthless.’”  

The Court, however, offered no citations associated with this statement.
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MOMENCE OPINION (CONT’D)

“any such claim [worthless services] would be absurd in light of the 
undisputed fact that Momence was allowed to continue operating 
and rendering services of some value despite regular visits by 
government surveyors.  The surveyors would certainly have noticed if 
Momence was providing no or effectively no care to its residents.” 

CRIMINAL CASES
U.S. v. Houser--11th Circuit 2014

Criminal worthless services case

“[M]edications were not available for residents because [Mr. Houser] had not paid the pharmacy bill. 
On some occasions, the nurses ‘borrowed’ the medications from one resident and gave those to 
another resident[] . . . . On other occasions, the residents never received the medications they were 
supposed to have.”

“Numerous witnesses testified that all three nursing homes frequently ran out of diapers, wound 
care supplies, and basic nursing supplies.” Laboratory services that had been ordered by a physician, 
including those for patients on dialysis, were not performed because the bills for such services went 
unpaid.”

CRIMINAL CASES

“The homes went without blood sugar testing devices and strips necessary to 
monitor diabetic patients. Patients went without dialysis because the transportation 
company refused to service the homes due to unpaid bills.  Facilities also were 
without medical directors and physical therapy services for significant periods of 
time.

The administrators at the facilities informed Mr. Houser and Washington that failure 
to pay the bills for these services was placing the patients at risk and the homes in 
jeopardy of closure.”
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HOUSER (CONT’D)

Resident care directly suffered as a result of staffing shortages. Residents and their beds were soaked 
with urine or caked in feces because diapers were not changed. “The short staffing problem became more 
severe on paydays, when employees raced to the bank or stood in line to cash their checks at the money

van.”

Insufficient food was a significant problem because Mr. Houser failed to pay food vendors. Residents 
were given small, nutritionally inadequate meals and often little or no milk. “Residents with special dietary needs 
often did not receive protein shakes, other dietary supplements, or required therapeutic meals.”

Residents regularly complained to both the staff and relatives that they were hungry.

SURVEY PROCESS-HOUSER

During the relevant period, state officials conducted surveys on an annual basis 
and also in response to specific complaints. Mr. Houser appeared to have some 
advance notice of survey times, and he placed calls to facilities instructing them 
to increase services and staffing levels during those times.

Ultimately regulators closed down the facilities but the Indictment charges the 
time from 2004-2007—3 years of criminal conduct

HOUSER—DAMAGES THEORY

Worthless services are those that are not provided or rendered, were deficient, 
inadequate, substandard, and did not promote the maintenance or enhancement 
of the quality of life of the residents and were of a quality that failed to meet 
professionally recognized standards of health care.

The court arrived at this figure after concluding that approximately twenty to 
twenty-five percent of the services Mr. Houser provided under those 
programs were “worthless”.
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U.S. V KLEIN ET AL.

 Western District of Virginia—June 2014

 RICO conspiracy,  wire , mail and health care fraud, conspiracy to make false statements (“filling in the holes”)

 The Indictment alleges that the defendants defrauded Medicare and Medicaid by causing: the SNF to operate with 
insufficient nursing aide staff and supplies; residents to subsist in unsanitary conditions; and residents to receive no or 
inadequate pressure ulcer treatment. The Indictment also details vendor fraud.

 The Indictment describes with particularity the care of five residents, which the government alleges was so substandard 
that the patients suffered bodily injury. The indictment also asserts that two defendants coached a witness scheduled to 
testify before a federal grand jury to say that the facility was not short staffed, and that “we did nothing wrong.”

EXTENDICARE SETTLEMENT
FOR IMMEDIATE RELEASE

Friday, October 10, 2014

Extendicare Health Services Inc. Agrees to Pay $38 Million to Settle False Claims Act Allegations Relating to 
the Provision of Substandard Nursing Care and Medically Unnecessary Rehabilitation Therapy

 Extendicare Health Services Inc. (Extendicare) and its subsidiary Progressive Step Corporation (ProStep) have agreed to pay $38 
million to the United States and eight states to resolve allegations that Extendicare billed Medicare and Medicaid for materially 
substandard nursing services that were so deficient that they were effectively worthless and billed Medicare for medically 
unreasonable and unnecessary rehabilitation therapy services, the Justice Department and the U.S. Department of Health and 
Human Services Office of Inspector General (HHS-OIG) jointly announced today. This resolution is the largest failure of care 
settlement with a chain-wide skilled nursing facility in the department’s history.

 As part of this settlement, Extendicare has also been required to enter into a five year chain-wide Corporate Integrity 
Agreement with HHS-OIG. Extendicare is a Delaware corporation that, through its subsidiaries, operates 146 skilled nursing 
facilities in 11 states. ProStep provides physical, speech, and occupational rehabilitation services.

 $28 million =worthless services claims

THE FUTURE

 Active investigations into “failure of care” cases

 Theories of liability

 MDS misrepresentations

 POC/fraud in the inducement

 Challenges surrounding damages models

 Root of these cases grounded in improving care and protecting residents

 “Quality of Care Corporate Integrity Agreements”—improve resident care through systemic 
changes

 Do we need to fix the survey and certification process?

 YES!



HIPAA in the Cloud
How to Effectively Collaborate with Cloud Providers

Agenda Overview of Topics Covered
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• Evolution of the Cloud 

• Comparison of Private vs. Public Clouds
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• Health IT Cloud Forecast
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HIPAA in the Cloud Evolution in the Cloud

In-House Colocation Private Cloud Public Cloud

4

HIPAA in the Cloud Evolution in the Cloud

Public Clouds

• Multi‐tenant Environment
• Shared Equipment
• Typically Pay‐as‐you‐go 
• Less Control Over Hardware 

Performance ‐ “Noisy 
Neighbors”

• No Physical Access to 
Equipment

• Hard or Impossible to 
Inspect/Audit

Private Clouds

• Single Tenant Environment
• Dedicated Equipment
• Customized Solutions
• Guaranteed Performance 

(Single Tenant)
• Easy to Inspect/Audit
• Suited for Secured 

Confidential Information & 
Core Systems

5

HIPAA in the Cloud Evolution in the Cloud
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HIPAA in the Cloud Evolution in the Cloud

Public vs. Private Cloud  ‐ Key Concern

How do I achieve auditable compliance?
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HIPAA in the Cloud Evolution in the Cloud

BANKING E-COMMERCE GOVERNMENT HEALTHCARE

SENSITIVE DATA SENSITIVE DATA

CONFIDENTIALITY AVAILABILITY INTEGRITY
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HIPAA in the Cloud

GLBA gives the authority to eight federal 
agencies to administer and enforce the 
Financial Privacy Rule and the Safeguards Rule 
which govern the collection and disclosure of 
personal financial information and requires 
financial institutions to implement and 
maintain safeguards to protect customer 
information.

Evolution in the Cloud
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HIPAA in the Cloud

The Payment Card Industry Data Security 
Standard (PCI DSS) is a set of requirements 
that prescribe operational and technical 
controls to protect cardholder data.

Evolution in the Cloud
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HIPAA in the Cloud

FISMA is United States legislation that defines 
a comprehensive framework to protect 
government information, operations and 
assets against natural or manmade threats.

Evolution in the Cloud
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HIPAA gives the Department of Health and 
Human Services the authority to mandate the 
use of standards for the interchange of patient 
health information and to mandate the steps 
entities must take to provide for the security 
and privacy of patient health information.

Evolution in the CloudHIPAA in the Cloud

12



The Adoption of Cloud Computing for Healthcare Companies 

83% of Healthcare Provider Organizations are using Cloud 
Services w/ SaaS-Based Applications being the most popular 
(66.9%) and 9.3% plan to adopt cloud services.

of Healthcare 
Providers use 
Cloud Svcs

83%

HIPAA in the Cloud
Adoption & Use

2014 HIMSS Analytics Survey (Healthcare Information Management Systems Society)

HIPAA in the Cloud
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Top Reasons Healthcare Companies are Adopting the Cloud

HIPAA in the Cloud
Adoption & Use

Hybrid Hosting

83%

HIPAA in the Cloud
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2014 HIMSS Analytics Survey (Healthcare Information and Management Systems Society)

Obstacles Regarding Cloud Adoption

HIPAA in the Cloud
Obstacles

HIPAA in the Cloud
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2014 HIMSS Analytics Survey (Healthcare Information and Management Systems Society)



Disassociation with Infrastructure

In a physical IT environment, the key components of a compute infrastructure are easily 
identified and the safety of the data stored within the environment can easily be 
determined.  In a cloud infrastructure, the location of these components, whether they 
are properly configured and whether they even exist is not always clear. 

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud

16

Compliant Collaboration: Collaboration between in-house 
employees and subcontractors is necessary to meet and 
maintain compliance

HIPAA in the Cloud
Considerations

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud
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Security / Compliance: Risk associated with storing 
electronic protected health information (ePHI) on platforms or 
within environments that do not have HIPAA compliant hosting 
processes, systems and procedures.

HIPAA in the Cloud
Considerations

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud
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Compliant Encryption: Ensuring compliance with NIST 
standards for all compute, storage and transmission media 
used to handle PHI

HIPAA in the Cloud
Considerations

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud
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Media Sanitization: Ensuring compliance with NIST 
standards for appropriately rendering storage media 
unusable, unreadable, or indecipherable

HIPAA in the Cloud
Considerations

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud
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Security Incident Response: Cloud users and providers 
must prepare for security incidents and adequately detect, 
report, forensically examine, mitigate and contain and 
eradicate risk associated with the incidents. 

HIPAA in the Cloud
Considerations

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud
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Availability/Uptime: EPHI must be available to 
authorized users at all times, this  facilitates the  need 
for a disaster recovery or secondary site to maintain 
high availability in the cloud

HIPAA in the Cloud
Considerations

Key Concerns and Points of Conflict in Working with Cloud ProvidersHIPAA in the Cloud
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HIPAA in the Cloud
Evaluating Providers

83%

2014 HIMSS Analytics Survey (Healthcare Information Management Systems Society)

Approach to Evaluating Cloud ProvidersHIPAA in the Cloud
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HIPAA in the Cloud
Evaluating Providers

• Employee Training
• Media Handling & Sanitization Policies
• Information System Development Lifecycle
• Cooperative Policies
• Coordinated Incident Response

Approach to Evaluating Cloud ProvidersHIPAA in the Cloud
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Business Associates Agreements

• Should reflect division of responsibilities
• Should include (but usually do not) the Administrative, 

Technical and Physical measures the customer must 
still take to protect EPHI

• Realistic patient access, amendment and accounting 
of access request handling

HIPAA in the Cloud
Subcontractor

Negotiations

Negotiating with SubcontractorsHIPAA in the Cloud

25

Indemnification & Limitations of Liability

• Indemnifications were specifically excluded from the 
Omnibus rule despite many requests to address them.  
Vendors won’t accept indemnifications normally. 

• Limitations of Liability “contain” the amount of risk 
accepted and facilitate pricing of vendor products. 

HIPAA in the Cloud
Subcontractor

Negotiations

Negotiating with SubcontractorsHIPAA in the Cloud
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Privacy Injury Liability & Insurance

• Privacy Injury Liability - Breach notification, credit 
monitoring and other expenses concerning breach 
are usually handled by customer. 

• Insurance – Breach notifications and other 
remediation are conducted by Covered Entity –
insurance should cover these costs.  

HIPAA in the Cloud
Subcontractor

Negotiations

Negotiating with SubcontractorsHIPAA in the Cloud
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How OnRamp is addressing HIPAA in the Cloud

HIPAA in the 
Cloud

Colocation Space

Internet

SAN Storage

Backups
Private Cloud Environment

HIPAA in the Cloud
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The future of HIPAA in the cloud

HIPAA in the 
Cloud

Forecast

2014 HIMSS Analytics Survey (Healthcare Information and Management Systems Society)

HIPAA in the Cloud
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Q&A

Q&AHIPAA in the Cloud
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Thank you!HIPAA in the Cloud

Thank you!
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