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RANSOMWARE:
SHOULD | NOTIFY LAW
ENFORCEMENT?
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Common Definitions

Ransom: “A consideration paid or demanded foﬁ‘

the release of someone or something from |

captivity.” Mm}
|

/
Extortion. “Obtaining money or property by thre;»it
or force.” S -

—
" /
_— /

Everything Old is New Again

® Criminals engaged in these illegal activities long before the\
internet existed \

¢ Middle Ages knight warfare

o « Pirates
\ >
e Salzburg-Bavaria 30 Years War

¢ Kidnapping

\
S

|
® The internet provided a new venue for crime — a networked wor}d

of computers /

- Criminals can now commit an extremely lucrative crime frorr]{jh,é
comfort of their own home Py
-$10 million to $50 million MONTHLY income __— -
for cybercriminals _—
-

| R Craif
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Cyber Definitions \

Ransomware: “A type of malware that
prevents or limits users from accessing their
system, either by locking the system's screeY\l
or by locking the users' files unless a ransom,
\

is paid.” \
|

Crypto-Ransomware: “More modern
ransomware families which encrypt certain file
. types on infected systems and forces users tc
‘% pay the ransom through certain online
payment methods to get a de]c::ryiﬁey.‘” w |/
- Also referred to as Crypto-Extortion.
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Imagine...

< No access to email
< No accessto EHR = g
< Medical test results cannot be accessed or
shared
< Have to resort to paper records
< Medical personnel have to talk in person
< Transfer of high-risk patients to other
medical facilities T
% $3.6 million BitCoin ransom demanded /




This is exactly what happened to HoIva>x\od
Presbyterian Medical Center in Los Angelé\s
\

Loss per day on CT Scans alone: $100,000

]

- /
Ransom paid to decrypt files: //;15/1/7,0/00 /
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The threat

o

Cryptolodker

Approximate destrction of your private
10/12/2013 3:15 AM
1f the time is finished you

anymore! Simply remove this
op.

# Cryptolocker

Your personal files are encrypted!

Ay 3TLemPE L0 remove OF A3MI0e this Software will 1ead Lo the Immedate
destruction of the prvate key by server,




Your COMPUTER
HAS BEEN BLOCKED
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The Risk

A recent U.S. Government interagency
report indicates that, on average, there have
been 4,000 daily ransomware attacks since
early 2016.

1,000 daily ransomware attacks reportedin /
2015. -/

This represents a 300% increase over the /

The Cost

MONETARY \

received 2400 ransomware reports

Losses = $24 million
Average Ransom demand: $10,000

First Quarter 2016 ("

Ransom Cost: $209 million

FBI's forecast for 2016 losses = $1/|I|/on//

2015 - FBI's Internet Crime Complaint Center (IC3) \




OTHER COSTS

> Downtime/loss of productivity

> IT services — review systems and data,
remove malware, clean data

> Addressing the breach of confidential
information

> Damage to reputation —
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0 a Local
Q State
Q Federal

Q International

\

\

Which law enforcement agency do you coni@ct?

\

y

\

‘
|
|
/

Considerations

v Jurisdictional issues

v Computer crimes and forensics training

v Staffing

v Special Units

- J
/
v Resources /// /




State preN

= State laws vary

Pennsylvania enacted Hacking and Computer Crimes |
legislation in February of 2003

= Felony Offenses ‘

PA State Police established a Computer Crimes Unit /
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= In 2002, PSP created Regional Computer "I'ask /
Forces P /ume
i \
Federal 4 \

ambr o egd \

Hobbs Act, 18 U.S.C. 1951 == \
interference with commerce by extortion \\
\
18 U.S.C. 875 |

interstate communication of threat to injure property of another
- . |

These laws were not seen as specifically covering computers
/

Commencing in 1996, Congress began to enact specmc . /
legislation to combat computer crime . /

Current Federal Laws \\
® Computer Fraud and Abuse Act (CFAA) 18 U.S.C. 103(\}\
-Federal computers \

\

-Bank computers \
-Computers used in or affecting interstate and |
foreign commerce ‘

-only “slight impact” on interstate commerce needed ‘
-computer that accesses the internet '

-victim and perp can be in same state

© Computers are the victims — not a venue




® lIdentity Theft Enforcement and Restitution Act of 2008 \\
\

® Economic Espionage Act 18 U.S.C. 1832 theft of trade secrets |
©® Money Laundering 18 U.S.C. 1956 and 1957

|
© Wire Fraud 18 U.S.C. 1343 yielded most computer crime convictiz%ns

® 18 U.S.C. 876 mailing threatening communications /

//

® 18 U.S.C. 877 mailing threatening communications from foreign c&umry

® 18 U.S.C. 880 receipiof thefwedsﬂextﬁﬁion
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FBI

= FBl is the lead federal agency for
investigating criminal cyberattacks

= Cyber Squads at HQ and 56 field offices

= Cyber Action Teams —mobilize on moment’s /
notice /

\
= Cyber Division at HQ \‘
|

= 93 Computer Crimes Task Forces . — /
= Partnerships with other Federal agencies
S

21




» Leads the National Cyber Investigative Joint
Task Force (NCIJTF)

domestic coordination \
established 2008 ‘

= National Cyber Forensics and Training AIIianc?
(NCFTA) w.

= Partners with private sector through InfraGard /r
and Information Sharing and Analysis Centers|

(ISACs) “ o
16 crucial infrastructure sectors |
Includes healthcare and public he/allh/" p

R

Internet Crime Complaint Center (\(\33)

www.ic3.goV

Filing a Report

23
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Federal Bureau of Investigation —
nternet Crime Complaint Center(IC3) N
KCH

Welcome to the IC

nplaint with the 1C3

The IC3 accepts online Intemet crime complaints from ether the
actual victim or from  thied party to the complainant, We can best
Efcrmaton frm yeu. Thereoee, we e
information when fling a cemplint:

= Victim's name, address, teephons, and email

transaction date and ameunt, who received the money)

* SUDIACKS i, #ddres, LEions, ek webske, 00 1P

« Speciic detads cn how you were victimized

« Emal header(s)

suppert your complaint Tnteret Crime Schemes

e Compt m

gle oi|mw] 2

] |




Federal Bureau of Investigation —

Internet Crime Complaint Center(lCB)( G:C )

Home  Filea Complaint  Press Room  About IC3

Welcome to the IC

If you or someone else is in immediate
danger, please call 911 or your local police.

Submit 3n Intemet crime complaint with the 1C3.

Submit a suspected terrorism or threat complaint with Sive
[ FBl.gov :::-. i

.

Disclaimer
and Exploited Children (NCMEC). [racac Privacy Notice

Intemet Crime Prevention Tips
Enternet Crime Schemes

e B0 GI[@ 0[P [W] e

Q: What details will | be asked to include in my c&nplaint?

» Victim's name, address, telephone, email ‘\\
» Financial transaction information \

» Suspect's name, address, telephone, email, website, IP
address \

+ Date and details on how you were victimized 5

|

« Initial entry vector or vulnerability if known
COMPLAINT

» How detected
» Specific assets impacted

Email header(s)

» Any other relevant information you belleyetsn/ecessary /
__support your complaint __——"

©® Analysts review each report

‘\
© Refer to appropriate law enforcement agency for investigatiJ:n
and prosecution ]

© IC3 database shared through Law Enforcement Enterprlse/
Portal (LEEP) — compare and compile

-

/

® Report cannot be wnhdrawn o/nc&sab/ tted
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Secret Service

® Electronic Crimes Task Force

national network to prevent, detect and investigate cybercrimeﬁ
(39 task forces)

® Electronic Crimes Special Agent Program t
® Computer Emergency Response Team J
|

® Collaboration with international law enforcement /
agencies /

® National Computer Forensics Instltu;trammg for
state and local LEO

https://www.secretservice. gov/mveshgaho n/#fie td

28
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® Official position: FBI does not support paying‘\ransom

¢ Not guaranteed that data will be releaséc\t
\

¢ Encourages others to engage in cyber- \\
extortion \

e Emboldens the cybercriminals

\
|

|
* Helps to fund other illegal activities ‘

https: ://www.lbttgov/invesligalélcyber

® But, in 2015 a Special Agent speakmg at the 2015 Cytﬁer
Security Summit said: “pay up”

e Why? “The ransomware is that goocL”/ \7 b

| hitp//www.businessinside f Bmm paying-ransom-for-infected ter-2015-10

AR

International \
® Budapest Convention on Cybercrime - November 20 \1
-first international treaty on computer crimes \

-foundation for global law enforcement of cyberspace \
‘\
©® Main objective: Pursue common criminal policy aimed at thﬁ
protection of society against cybercrime, especially by adopting
appropriate legislation and fostering international cooperation
-24/7 access and response -exchange of information -mutual assistan%:e

©® Russia has not signed or ratified — cites violations of /
international law and sovereignty claims

@ US ratified 2006 _—

10



Future

\
® The growth of the loT has exponentially increase\qj

the range and number of devices which can be |
attacked *

® Medical devices
-pacemakers
-defibrillators
-insulin pumps
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Why Report to Law Enforcement’?\

® Access to tools and contacts not available to \
private citizens \

® Location of the stolen data \
® Apprehension of the perpetrator \
® Creation of a more safe and secure cyberspace |
® Compilation of data and trends

® Improvement in future responses

@ Prevention of future losses

So, where does that leave us?
Be vigilant \

@ Prevention \
> up-to-date antivirus and firewalls \
> enable pop-up blockers |
> always backup data
> be skeptical
> read FBI and industry alerts
> educate employees 3

> i '
rlsk.analy3|s o . . {
® Business continuity plan—— JL

11



Reporting helps law |

enforcement make
cyberspace safer for

everyone ]
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— /
/ /
_—
o
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