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Agenda

 Discuss legal and ethical issues that often arise 
during internal investigations

 Analyze cases and guidance on how to navigate 
ethical considerations in internal investigations

 Review case studies of ethical dilemmas in 
internal investigations and how to resolve them
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Legal & Ethical Considerations
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Legal/Ethical Considerations

 Should internal investigation be conducted 
by in-house or outside counsel?
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Legal/Ethical Considerations

 Issues regarding documents

 Document hold memos & related considerations

 Effectively dealing with Electronically Stored 
Information (ESI)

 Maintaining privilege & work product
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Legal/Ethical Considerations

 Issues regarding witnesses

 Upjohn warnings

 Retention of separate counsel?

 Who is “represented” under Rule 4.2?
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Legal/Ethical Considerations

 Issues regarding witnesses

 Does employee have 5th Amendment rights?

 Can employee be fired for not cooperating?

 If employee is warned that interview will be turned over to 
DOJ, lying to counsel could result in obstruction charge
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UpJohn Warnings
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UpJohn Warnings
9

 What must the warning include
An explanation:

 That you represent the company, not the witness

 That the purpose of the interview is to provide legal advice to your client
 This purpose creates an attorney client privilege

 That the privilege belongs to the you and your client, not the witness
 Your client has the right to disclose information

 That the interview should be kept confidential and not discussed with anyone

UpJohn Warning Examples
10

 At the beginning of an interview, the witness asks you should they have 
their own counsel present
 How should you respond?

 After providing your UpJohn warning, you ask the witness if they have 
fully comprehended what you have said exactly as you have said it. The 
witness nods their head in agreement.
 Is this sufficient?
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Internal Investigations during Covid-19

I.I. during Covid-19
12

 Issues to consider

 Should the investigation happen now or later?

 How long should relevant documents be preserved?

 Should interviews be conducted in person or remotely?
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I.I. during Covid-19
13

 Issues to consider during a remote interview

 Scheduling

 Recording/Note Taking

 Documents

 Privilege

 Security

Case Law
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Waiver of Privileges
15

USA v. M.I.T., 129 F.3d 681 (1st Cir. 1997):  If internal investigation 
documents are shared with the government to show “cooperation,” the 
privilege is waived:  once the confidentiality is breached for any reason, it 
is breached for the world.  Thus, sharing privileged information with the 
government can result in private parties obtaining the same documents 
through discovery.   

Case Law

 In re Six Grand Jury Witnesses, 979 F.2d 939 (2d 
Cir. 1992):  The attorney client privilege does not 
prevent government from learning any facts, even if 
those facts are at some point communicated to an 
attorney.  The facts known to an employee of a 
corporation, however learned, may be revealed, 
unless the “fact” is the communication itself.  In 
short, what the employees said to each other –
including during an internal investigation, and what 
the employees did is the proper subject of grand jury 
testimony, even if, at some point, the employees also 
told their lawyer. 
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Case Law

 Upjohn v. United States, 449 U.S. 383 (1981): The 
privilege extends to all communications between 
lawyer and corporate employees, including high-
level and low-level employees IF the purpose is to 
formulate legal strategy (including internal 
investigation – it DOES apply to factual 
investigation, not just providing legal advice).
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Case Law

 United States v. Teamsters, 119 F.3d 210 (2d Cir. 
1997):  Company employee cannot claim privilege 
where talking to corporate attorneys. IE; 
PRIVILEGE BELONGS TO THE CORPORATION, 
NOT THE EMPLOYEE.
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Case Law

 CFTC v. Weintraub, 471 U.S. 343 (1985): trustee of a 
corporation in bankruptcy has the power to waive 
the corporation's attorney-client privilege with 
respect to prebankruptcy communications.
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Case Law

 United States v. Adlman, 134 F.3d 1194 (2d Cir. 
1998):  memo written by accountant at the request of 
in-house lawyer about tax issue is protected by AWP 
even where there was no actual or threatened 
litigation at the time because memo was written due 
to concerns related to potential liability down the 
road.

20

19

20



11

Joint Defense Agreements
21

USA v. Almeida 341 F.3d 1318 (11th Cir. 2003): Joint defense privilege 
must be honored.  HOWEVER, if a client later becomes a government 
witness, that person cannot insist on privilege with regard to statements 
that person made to other lawyers.  In other words, if one participant 
“jumps ship” and becomes a government witness, that participant may 
not insist on privilege.

Case Studies
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Case Study 

Your company suspects that illegal billing practices are taking 
place. As a result, the company has decided to initiate an 
internal investigation. The senior billing manager has been 
implicated and will need to be interviewed. You have known 
this individual for over a decade, having developed a 
friendship outside of the workplace.

What issues may present themselves?
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Case Study 

You have recently left your previous role in the company to 
join the audit committee, the committee responsible for 
initiating internal investigations for the company. Your fellow 
team members have not been informed of your transition. 
One day, a fellow team member reveals to you potentially 
fraudulent and unethical behavior they have engaged in.

How should you respond? What are your initial actions to 
take?
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Case Study 

After conducting a thorough internal investigation, you report 
the findings to the CEO/Chairman of the board. The findings 
implicate fraudulent and criminal behavior. The 
CEO/Chairman tells you that no further action is to be taken. 
They request that you label your findings as work product to 
provide protection from discovery.

What should you do?
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QUESTIONS?
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