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Karen Greenhalgh
karen@cybertygr.com

• Certified in Healthcare Privacy Compliance 
(CHPC)

• Certified in Healthcare Compliance (CHC)

• Healthcare Information Systems & Privacy 
Practitioner (HCISPP) ISC2

• Founder Cyber Tygr

• HHS led CISA 405(d) task group member

• Healthcare and Public Health Sector 
Coordinating Counsel Joint Cybersecurity

• NCHICA Privacy and Security Taskforce
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Erik Decker

• Chief Information Security and Privacy Officer

• Association for Executives in Healthcare 
Information Security (AEHIS)

• Co-Chair HHS 405(d) group

• HHS Joint Cyber Workgroup

• 2017 Chicago CISO of the Year
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Agenda

Why consider HICP?

Challenges

Dangers

Solutions

Introduce HICP

– Top 5 Current Threats

– 10 Mitigation Practices 

Resources and Templates

Why adopt HICP?

Questions
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Why consider HICP?
cute name for a serious tool
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Lower Health Care Costs Act – Section 502

Senate Bill 1895

88% probability of passing

Recognition of Security Practices

– Approaches promulgated under section 
405(d) of the Cybersecurity Act 2015

Smoother Sailing

– Mitigate fines

– Early favorable termination of an audit

– Limit remedies from HHS

Documentation for 12 months 
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Enforcement Discretion Regarding HIPAA CMP
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Healthcare Industry
we have serious challenges

HEALTHCARE – HACKERS #1 TARGET

10

• Most valuable record - $500/record

• Least investment in cybersecurity

• Lack of qualified personnel

• Patient Safety Issues

• Medical Devices & IoT (Internet of Things)
“Bummer of a birthmark, Hal.”

“FULLZ”
A compilation or package of information on a 

prospective fraud or identity theft victim.
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Cost of a Data Breach – per record

HEALTH $408

2018 Cost of a Data Breach: Ponemon Institute

 Civil Money Penalties 

 Interrupt critical business 
operations 

 Reduction in credit worthiness

 Reputation

 Loss of future business

 Patient Safety

Churn Rates – loss of business

Health

6.7%

2018 Cost of a Data Breach: Ponemon Institute
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Identify & Contain – 358 days

103
days

255
days

Health

Breach Notification Rule  -
60 days (most states less)

2018 Cost of a Data Breach: Ponemon Institute

10/2/2019 14

General Statistics 

Healthcare Breach and Incident Volumes
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01/2017 – 07/2019

Healthcare Breaches

Healthcare Records Lost

01/2017 – 07/2019

2019 already double 2018 total – 32 Million Records
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Healthcare Breach and Incident Volumes 

Jan – July 2019 

10/2/2019 18

General Statistics 

Healthcare Breach and Incident Volumes
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Typical HIPAA Violations

1. Risk Analysis was not thorough

2. Lack of safeguards

3. Improper disposal

4. Business Associate Agreements

5. Missing or deficient policies and procedures

6. Failure to manage identified risk, e.g. encryption

7. No patching of software

8. 3rd party disclosure

9. Insider threat

10.Insufficient backup or contingency plan
10/2/2019 19

Medical Device Vulnerabilities
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Wicked Problem

1. Patient safety issue

2. No security agent

3. Unrecognized communication protocols

4. Default passwords & manufacturer remote access 

5. Info sharing and vulnerability management

6. Large inventory - 14 medical devices per bed 

7. Lack of inventory & configuration control 

8. Legacy operating systems are vulnerable

9. Contains ePHI & lacks encryption

10. Network segmentation is intricate and expensive

11. Active scanning of device is danger to patient safety

Written by Bruce Schnieir
Info Security Expert

Medical Device Security 

 BlueKeep, Deja Blue, EternalBlue

– Wormable Flaw

– Similar Wannacry 2017

– Common Vulnerability Score (CVSS) - Critical

– Remote Desktop Protocol

– Unprecedented Microsoft Upgrade – May 2019

– Almost all versions of Windows 

 Urgent 11

– VxWorks

– 2 billion medical and IoT devices

– No authentication – remote code execution

 ECRI – scientific analysis 

– 25% of healthcare attacks from RDP

– Connected Medical Device #1 Hazard 2019

 Microsoft Ends Support Windows 7 and Mobile – Jan 2020

– 71% of devices running unsupported Windows version in Jan 2020 (Forescout Healthcare Report)
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Healthcare Industry
we face serious dangers

Outrunning the Bear

24

23

24



13

25

HACKERS CONVENTIONS

Healthcare Industry
we need serious solutions
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NATIONAL INSTITUTE OF STANDARDS & TECHNOLOGY 

Goal

– Manage risk tolerance

– Maturity level targeting

– Implement controls & safeguards

HHS supports to increase compliance 

Risk-based & Outcomes-based approach

Preliminary Draft released September 2019

New Functions: Govern, Control, 
Communicate

 Likelihood, Problematic Data Action, Impact

Protection 
of
PII

NIST CSF

- Confidentiality:
data being stored is safe 
from unauthorized 
access and use

- Integrity:
data is reliable 
and accurate

- Availability:
data is available 
for use when it is 
needed

Security Risks
arise from 

unauthorized 
activity

NIST Privacy Framework

- Manageability:
granular alteration, 
deletion and selective 
disclosure of PII

- Predictability:
reliable assumptions 
about PII processing

- Disassociability:
enable PII processing 
w/o association to 
individuals or devices

Privacy Risks
arise as a byproduct of 

authorized data processing
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NATIONAL INSTITUTE OF STANDARDS & TECHNOLOGY 
CYBERSECURITY FRAMEWORK

29

Organizations that have already aligned their security programs to either the NIST Cybersecurity
Framework or the HIPAA Security Rule may find this crosswalk helpful as a starting place to
identify potential gaps in their programs. Addressing these gaps can bolster their compliance
with the Security Rule and improve their ability to secure ePHI and other critical information
and business processes.

HICP
Health Industry Cybersecurity Practices

29
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Cybersecurity Act of 2015 (CSA)

31

405(c) Health Care Industry Cybersecurity Task Force Report

1. NIST CSF for leadership and governance

2. Security and resilience increased

 medical devices & Health IT

3. Improve information sharing

 threats, weaknesses, and mitigations

4. Cybersecurity training & awareness 

5. Develop workforce 

6. Protect R&D and Intellectual Property

32

6 IMPERATIVES
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405(d) - Aligning Health Care Industry Security Approaches

Our Mandate

To strengthen the 
cybersecurity posture of the 
HPH Sector, Congress 
mandated the effort in the 
Cybersecurity Act of 2015 
(CSA), Section 405(d).

2017 HHS convened the 405(d) Task Group 
leveraging the Healthcare and Public Health (HPH) 
Sector Critical Infrastructure Security and Resilience 
Public-Private Partnership. 

An industry-led process to develop 
consensus-based guidelines, 
practices, and methodologies to 
strengthen the HPH-sector’s 
cybersecurity posture against cyber 
threats.

What is the 405(d) Initiative? 

Qualitative Research 
with medical 

professionals, HPH, 
CIOs/CISOs etc.

Qualitative research to establish the 
level of the health sector’s  
awareness and prioritization of 
cybersecurity

Medical Community Baseline

7 Focus Group
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Series of one-on-one 
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practitioners and practice 
administrators from the 

Northwest, Northeast, and 
Southeast

The 405(d) Task Group is convened 
by HHS and comprised of over 150 
information security officers, 
medical professionals, privacy 
experts, and industry leaders.

Who is Participating

National Pretesting sessions were both in-
person and virtual, and feedback was gathered 
with focus groups of 9-15 participants via 
roundtable discussion.  A total of 123 took part 
in the pretesting efforts

 The four-volume publication includes a main document, two 
technical volumes, and resources and templates aims to raise 
awareness, provide vetted cybersecurity practices, and move 
towards consistency in mitigating the current most pertinent 
cybersecurity threats to the sector. 

405(d) Health Industry Cybersecurity Practices: 
Managing Threats and Protecting Patients (HICP)

Healthcare Industry Cybersecurity Practices (HICP)

HICP is…

A call to action to manage real cyber 
threats

Written for multiple audiences (clinicians, 
executives, and technical)

Designed to account for organizational 
size and complexity (small, medium and 
large)

A reference to “get you started” while 
linking to other existing knowledge

Aligned to the NIST Cybersecurity 
Framework

Voluntary

34

HICP is not…

A new regulation

An expectation of minimum baseline 
practices to be implemented in all 
organizations

The definition of “reasonable security 
measures” in the legal system 

An exhaustive evaluation of all methods 
and manners to manage the threats 
identified 

– You might have other practices in 
place that are more effective than 
what was outlined!

Your guide to HIPAA, GDPR, State Law, 
PCI, or any other compliance framework

33
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Documentation Overview 

35

 Main Document 

– Industry cybersecurity threats and vulnerabilities 

– Explores five (5) current threats 

– Presents ten (10) practices to mitigate those threats

 Technical Volume 1

– Small healthcare organization

– Ten (10) detailed cybersecurity mitigation practices

– Nineteen (19) detailed sub-practices  

 Technical Volume 2 

– Medium and Large healthcare organizations

– Ten (10) detailed cybersecurity mitigation practices

– Seventy (70) detailed sub-practices

 Resources and Templates

– Mappings to the NIST Cybersecurity Framework

– An HICP assessment process

– Sample Templates 

– Acknowledgements for its development.

5 Current Threats

1. Email Phishing Attacks

2. Ransomware Attacks

3. Loss or Theft of Equipment 

or Data

4. Internal, Accidental, or 

Intentional Data Loss

5. Attacks Against Connected 

Medical Devices that May 

Affect Patient Safety

https://www.phe.gov/405d

https://www.cybertygr.com/Resource.html

Ten (10) Cybersecurity Mitigation Practices

36

1. Email Protection Systems

2. Endpoint Protection Systems

3. Access Management

4. Data Protection and Loss Prevention

5. Asset Management

6. Network Management

7. Vulnerability Management

8. Incident Response & SOC

9. Medical Device Security

10.Cybersecurity Policies

35
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Sub-Practices for Small Organizations

37

A Thousand Words

Main Document

Technical Volume 1

Technical Volume 2

Resources and Templates
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THREAT #1 

E-Mail Phishing Attack
& 

Mitigating Practices

Email Phishing – Small Organization

40
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E-Mail Phishing Mitigation Matrix 
Small Organization

41

Email Phishing 
Medium/Large Organization

42
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E-Mail Phishing Matrix 
Medium/Large Organization
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Email Phishing - Mitigation Practice Metrics

44
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THREAT #2 

Ransomware Attack
& 

Mitigating Practices

46

Ransomware Challenges 
Ransomware-As-A-Service

45
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Ransomware Attack Mitigations
Small Organization
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Ransomware Attack Mitigating Practices - Small

 Get stats and picture
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Ransomware Attack Mitigating Practice - Large
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Ransomware Metrics

50
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THREAT #3 

Loss or Theft of Equipment or Data
& 

Mitigating Practices

Loss or Theft of Data or Equipment 
Mitigating Practices – Small Organization
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Loss or Theft of Data or Equipment 
Mitigating Practices – Small Organization
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THREAT #4 

Insider: Accidental or Intentional Data Loss
& 

Mitigating Practices
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Insider: Accidental or Intentional Attack Mitigations
Medium/Large Organization
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Insider: Metrics

56

55

56



29

THREAT # 5

Medical Device Security 
& 

Mitigating Practices

Perspectives on the Medical Device Security 

“The glass is 
half full”

Info 
Technology

Info 
Security

Clinical 
Engineering

CFO

“The glass is 
half empty”

“More 
dishes to 
wash?”

“We 
purchased 

50% too much 
glass”

Privacy
Officer

“Who are you 
drinking 
with?”
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Medical Device Security: An Industry
Under Attack and Unprepared to Defend

Device Maker Healthcare Delivery Org.

Hacking Medical Devices 

Medical Device Security 
Mitigating Practices for Medium/Large Organizations

60

Advanced and Next 
Generation Tooling

59
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Resources and Templates

What Size is My Organization?

Implement resources and practices 
tailored and cost effective 

Factors Determining Size: 

– Health Information Exchanges 

– IT Capability 

– Cybersecurity Investment 

– Size (provider) 

– Size (acute/post-acute) 

– Size (hospital) 

– Complexity 

Main Document – page 11 
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Prioritization Tool

Approach

 Threat - apply combination of Practices and Sub-Practices

 Practice - applicable to multiple Threats

63

Assessment Methodology

64
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Self Assessment - Practices & Sub Practices

65

Resources - examples

66
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HICP is a Cookbook!

So you want a recipe for Medium to Large Phish?

1. 5 oz of Basic E-Mail Protection Controls (1.M.A)

67

The publication does not:

 Instruct you how to cook

 Instruct you on what recipes to use

 Limit your ability for substitutions

THE COOK MAKES THE DISH

Preheat your email system with some basic email 
protection controls necessary to build the 
foundation of your dish. 

When finished baking, sprinkle with additional 
tooling to provide next level protection

Mix in MFA for remote access, in order to protect 
against potential credential theft 

Let sit for several hours, while providing 
education to your workforce on the new system, 
and how to report phishing attacks

While doing so, ensure to provide education on 
how digital signatures demonstrating authenticity 
of the sender 

6.     Advanced and Next General Tooling to taste (1.L.A)

2.     A dash of Multi-Factor Authentication (1.M.B)

3.     2 cups of Workforce Education (1.M.D)

4.     1 cup of Incident Response plays (8.M.B)

5.     1 tsp of Digital Signatures for authenticity (1.L.B)

CSA 405(d) - Looking Forward 

 Leading collaboration center for HHS Office of the CIO

 HICP

 Update current information

 Add additional detail 

 405(d) Communications

 Videos

 Newsletter

 How to guides (S,M,L) 

 Enterprise Cybersecurity Risk Management 

 Leaderships role and impactful metrics
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Thank you for joining us
Contact 405(d): 

CISA405d@hhs.gov

phe.gov/405d 69

Karen Greenhalgh: 

Karen@CyberTygr.com

Erik Decker: 

Erik.Decker@uchospitals.edu
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