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Electronic Health Records Fraud Enforcement: What, Why, and 
Thoughts for Compliance Professionals

Healthcare Enforcement Compliance Conference – November 2020

Presented by | Ryan O’Quinn, Esq., Partner, Chair of the Miami Litigation Practice, DLA Piper

Joshua Boxer, Esq, BCS, CHC, Chief Compliance and Privacy Officer, Integra Connect

Karen Stewart, Surveillance Program Manager, Drummond Group (ONC-ACB)
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Health IT Regulatory Space

Actors, Laws, and Regulations

Key Government Actors

Centers for Medicare and Medicaid Services (“CMS”)
 Works with ONC in the realm of health IT
 Responsible for regulations and policies relating to:

 Medicare and Medicaid payments to providers who use certified health IT
 Use of certified health IT to capture data for reporting
 Preconditions to submit claims and reporting for payment or reimbursement

Office of the National Coordinator for Health Information Technology (“ONC”)
 Entity within the U.S. Department of Health and Human Services
 Charged with promoting a national health information technology (HIT) infrastructure and overseeing its 

development 
 Develops regulations for certification of EHRs, including accrediting ONC-Authorized Certifying Bodies

U.S. Department of Health and Human Services, Office of the Inspector General

 Oversee participation in HHS programs.
 Negotiate, execute and administer Corporate Integrity Agreements in EHR enforcement 

actions. 

U.S. Department of Justice

 Prosecute violations of False Claims Act, Civil and Criminal.
 District of Vermont- focus on EHR FCA enforcement.
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• Regulation of health IT began with the incentivization of Meaningful Use (MU) 
of Electronic Health Records under the HITECH Act.   

• Implementation of MU measures in three stages starting in 2011, mandatory 
for CMS reporting Performance Year 2018

• MU program was replaced by the 
“Promoting Interoperability” category of the
Merit-Based Incentive Payment System 
(MIPS), created under the Medicare Access 
and CHIP Reauthorization Act of 2015 
(MACRA).

A Little History

• Signed into law in 2016 and intended to both accelerate medical development and research as well as address 
the challenges associated with EHRs and data interoperability.

• In the HIT sphere, the 21st Century Cures Act contained objectives intended to improve interoperability of 
EHRs for providers and data access for patients.

• Defined information blocking as a practice that interferes with or prevents access to electronic health information (EIH)
• Exposed entities to fines for violations 

• ONC released the Cures Act Final rule in March 2020 to provide additional key guidance.
• Defined key terms to clarify Cures Act definition of information blocking
• Outlined eight detailed exceptions of practices that would not constitute information blocking
• Implemented key changes to the Health IT Certification Program
• Increased interoperability requirements and reinforced existing rules
• Promoted patient access to their EHI through requirements such as single patient export and patient population EHI export

21st Century Cures Act
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• Recent EHR enforcement actions have chiefly relied on the False Claims Act (“FCA”) and, to a lesser 
extent, the Anti-Kickback Statute (“AKS”) rather than solely utilizing health IT regulations to allege 
violations.

AKS and FCA

Anti-Kickback Statute
Prohibits the solicitation, receipt, offer, or payment 
anything of value (“renumeration”) in exchange for 
the referral of Federal health care program 
patients/payments.

1. Acting knowingly and willfully (“intent”)

2. Offering, Paying, Soliciting, or Receiving 
something of value (“remuneration”)

3. To induce, reward, or arrange for the referral of 
patients or business that will be paid for by a 
Federal health care program.

False Claims Act
Imposes liability on persons and corporations who 
knowingly present or cause to be presented false 
claims for payments to government programs. 

• Knowingly means actual knowledge or acts in 
deliberate ignorance or reckless disregard as to the 
veracity of the information

• Can impose criminal and civil penalties

• Whistleblower actions

Cost of Non-Compliance

eClinialWorks

$155 Million

“This resolution demonstrates that EHR 
companies will not succeed in flouting the 

certification requirements”

Allscripts

$145 Million

Greenway
Health

$57.25 Million

“This resolution demonstrates our continued 
commitment to pursue EHR vendors who 

misrepresent the capabilities of their products”

“Kickbacks from drug companies to software 
vendors that are designed to improperly 

influence the physician-patient relationship 
are unacceptable.”

And, in 2018, the OIG 
stated federal 

government issued $729 
million in inappropriate 
incentive payments, and 

CMS agreed to pursue 
$2.6 million in payments.
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Health IT Developers

Requirements and Responsibilities

What is Required of Developers?

Conform to the requirements of a particular certification when it is 
implemented and used in a production environment.

Continue to be able to support the capabilities and outcomes of its 
certified functionality.

Subject to an ONC-ACB’s ongoing surveillance of the product’s certified 
capabilities as implemented and used in the field, which may include 
post-certification assessments. 
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1. Interoperability & Data Sharing / Information Blocking 
• Between Providers
• Between Providers & HIT Developers
• Defining Electronic Health Information

2. Patient Access to EHI
• Data export and timeliness 

3. HIT Vendor Requirements & Restrictions
• Certification Criteria Changes
• Pricing & transparency
• Protected Communications 
• Interoperability and Data Export through APIs

Cures Act Final Rule – Key Points for Developers

Health IT Compliance

ONC-ACB Surveillance and Oversight

11

12



11/17/2020

7

Drummond Group’s View on Compliance

Compliance isn’t just a 
checkbox; it’s an opportunity 

for you to assess your 
business on a different level 

and make consistent 
improvements that keep you, 
and your clients, ahead of the 

curve in every way

ONC Health IT Certification

What is an ONC-ACB?

It is an Accredited Certification Body by the Office of the National Coordinator 

We ensure that your certified technology vendor is compliance with 
certification criterion developed by the ONC through our Surveillance Program
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ONC-ACB Surveillance and Oversight

Surveillance plays a significant role in the ONC 
Health IT Certification Program:

Critical to provide assurance that 
certified technology functions as 
intended in a production environment 
not just a controlled testing environment

Assurance that certified technology does 
not present safety and/or public health 
risk

ONC-ACB Surveillance Responsibilities

Maintain an Annual Surveillance PlanMaintain

Perform ongoing reactive surveillance of certified health IT (can include “In-
The-Field” surveillance)Perform

Conduct randomized surveillance if desiredConduct

Issue a Corrective Action Plan for identified non-conformitiesIssue

Initiate surveillance upon the issuance of 3 or more inherited certified status 
requirementsInitiate

Ensure certified health IT developers are compliant with Mandatory 
DisclosuresEnsure

Ensure the adequacy of health IT developer’s user complaint process, to 
include review of customer complaint logsEnsure

Report surveillance activities on the CHPLReport
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The View from an EHR CCO: Culture of Compliance in Tech
The Seven Elements of Compliance

• Incorporate high-level requirements into company-wide annual training
• Provide specialized training to key groups – for example, Meaningful Use and CHIT training

Education
and 

Training

• Incorporate Health IT requirements of employees into Code of Conduct
• Develop separate policy on Certified Health IT (“CHIT”)
• Consider need for SOPs

Written
Guidelines

• Ensure compliance with certification bodies (ONC-ACB) and any associated oversight
• As required by HITECH Act, maintain disclosure on its website containing details regarding the company’s 

certified health IT.
• Partnership with technology team

Program
Oversight

• Establish and maintain lines of communication with operational technology team
• Incorporate periodic communications (email updates, newsletter) regarding health IT developments to all 

employees

Communication

• Promptly investigate all reports that implicate certified functionalities and patient safety
• Inclusion of Legal Department or counsel as appropriate
• Disclose and remediate promptly

Investigation
and

Resolution

• Consider including in annual audit plan
• Potential engagement of outside SME to perform key CHIT audits
• Internal, operational QA or audit
• Establish regular cadence of reports for monitoring purposes

Audit 
and

Monitor

• Partnership with Human Resources for internal discipline
• Notifications to regulatory agencies as appropriate

Discipline
and

Enforcement
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The View from an EHR CEO: Culture of Compliance in Tech
Cultural Similarities

Compliance Tech Team

• Patient safety

• QA partnership

• Root cause analysis, lessons learned

• Proactive and reactive

• Client driven

• Cost center

• Patient safety

• QA partnership

• Root cause analysis, lessons learned

• Proactive and reactive

• Client driven

• Cost center

The goal should be to bridge the divides and reach the common goal – an effective, compliant, 
and valuable health IT product. 

Find the  common ground!

Enforcement Actions

Current Trends
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EHR companies should consider 
themselves on notice..

- U.S. Department of Justice
“ “

Summary
• FCA suit alleging that eClincalWorks (ECW) misrepresented capabilities of its EHR 

as it falsely obtained certification by concealing certain defects from its ONC-ACB 
during the certification process.

• Caused users to report inaccurate information – that they were using certified 
EHR technology – in required attestations around Meaningful Use and CMS.

• Resolved AKS allegations that ECW paid kickbacks to customers in exchange for 
promoting its EHR product

Penalties
• ECW and three founders jointly and severally liable for $155 million
• Three employees incurred separate liability
• Entered into five year Corporate Integrity Agreement (CIA)
• Additional fine in 2018 for failure to comply with CIA terms

Origin
• Whistleblower suit in which the government intervened

Key Lessons 
• Interaction between FCA and health IT regulations in enforcement
• Secondary involvement of AKS
• Individuals also liable

eClinicalWorks
2017
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Summary
• FCA suit alleging that Greenway Health (Greenway) submitted false claims to the 

government by misrepresenting the capabilities of its Prime Suite EHR to 
customers and paid users to recommend the product to potential buyers

• Greenway’s Prime Suite software failed to meet 2014 Edition specifications, 
which required the software to ensure the proper transmission of patient 
information and electronic prescriptions. 

• Greenway also allegedly knew that an earlier version of the Prime Suite software 
miscalculated the share of office visits, which caused some users to falsely claim 
they were eligible for EHR incentive payments, and Greenway covered up the 
issue to ensure payments were made to the users 

Greenway Health
2019

Penalties
• Greenway agreed to pay the US Justice Department $57.25 million 
• Entered into five year Corporate Integrity Agreement (CIA)
• CIA also required Greenway to allow Prime Suite customers to obtain the latest 

versions of the software at no additional cost, and to provide customers option to 
transfer their data to another EHR software vendor without penalties 

Origin
• Government filed action against Greenway

Key Lessons 
• Secondary involvement of the AKS because Greenway allegedly paid money and 

provided incentives to its client providers to recommend Prime Suit to 
prospective customers

Summary
• Government alleged that Practice Fusion received unlawful kickbacks from 

pharmaceutical companies in exchange for implementing alerts in its EHR 
software designed to increase prescriptions for the companies’ drug products

• Specifically, Practice Fusion solicited a payment of nearly $1 million from the 
opioid company to create a clinical decision support (CDS) alert that would cause 
doctors to prescribe more extended release opioids

• Practice Fusion admitted that it solicited and received kickbacks in exchange for 
utilizing its EHR software to influence physicians to prescribe the opioid pain 
medications

Allscripts
(Practice Fusion)

2020

Penalties
• Practice Fusion entered into a Deferred Prosecution Agreement (DPA)
• Practice Fusion agreed to pay over $26 million in criminal fines and forfeiture
• Practice Fusion agreed to pay approximately $118 million to the government as 

part of its civil settlement

Origin
• Practice Fusion received an inquiry from the U.S. Attorney’s Office examining the 

company’s compliance with the EHR certification program as part of a criminal 
investigative demand

Key Lessons 
• First criminal action against an EHR vendor 
• As a result, DPA imposes stringent requirements on Practice Fusion to ensure 

acceptance of responsibility and transparency as to its underlying conduct, and 
to invest heavily in compliance overhauls and an independent oversight 
organization
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Panel Discussion

Moderated by Ryan O’Quinn
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