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Learning ObjectivesLearning Objectives

Examine disruptive cyber threats including 
ransomware, phishing, DoS, DDoS.

Step thru how to establish an audit-ready 
compliance program.

Analyze critical areas to address in an 
enterprise security plan.

Agenda
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SolarWinds breach could be the most significant cyber incident in American history.

A sophisticated, smart and savvy attack.

SolarWinds has more than 300,000 customers, including 400 companies in the Fortune 500.

It appears that this was purely an intelligence-gathering effort.

What is truly scary is that the Russians are inside the house now. Turning off the system and uninstalling 
SolarWinds software isn’t enough.

It may take years and thousands of hours to unpack fully where the Russians hid themselves and their code.

The suspected Russian hack that compromised parts of the U.S. government was executed with a scope and 
sophistication that has surprised even veteran security experts and exposed a potentially critical vulnerability 
in America’s technology infrastructure.

Cyber Threat Is Real and Growing

Hackers used a supply chain attack, exploiting SolarWinds 
management software updates to insert malicious code on the 

targets’ servers
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Inside the Hack

Hackers sneaked 
malicious code into 
legitimate software 
Orion from SolarWinds.
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COVID-19 Disrupts Business

The world has emerged flatter, as we witness COVID-19 disrupt 
business. Cyber strategy now defined in two words, cyber resilience. 

Complete 
Mission

1 2 3

4 5

67

Cyber-attacks:                       
Global & Sophisticated

Cyber-attacks:                       
Global & Sophisticated
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Asymmetric Attacks

Top Risk IP Address High Medium

IP address #1 395 310
IP address #2 393 295
IP address #3 393 294

10,432

Total

3,394

High

5,908

Medium

1,584

Unique Total

723

High

697

Medium

Unpatched 
Vulnerabilities Misconfiguration

RISK
RISK

2020 Client Cyber Assessment
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Allow an attacker to gain unauthorized access to sensitive data

Allow an attacker to perform a Denial of Service attack

Provide an attacker with valuable information

Unique vulnerabilities,
per organization1,440

Vulnerabilities
recorded.140,000

2020 Client Cyber Assessment

Allow an attacker to take control of the system

Allow an attacker to bypass security restrictions

Allow an attacker to gain access to sensitive data

Allow an attacker to gain elevated privileges

Ransomware and Cryptojacking

Malicious coin mining or “cryptojacking” is the act of installing a 
cryptocurrency thus enslaving their device to slowly gather coins 
for the attacker

A new organization fell victim to 
ransomware every 14 seconds in past 
years, and every 11 seconds by 2021.

In recent years, ransomware from 
phishing emails increased 109%. 
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The global IoT market is forecast to be worth 

More than 80% of senior executives across industries, on average, say 
IoT is critical to some or all lines of their business in recent years.

127 new IoT devices connect to the 
internet every second.

$1.7T in recent years.

DDoS attack speeds exceed 1.5 Tbps!

Nearly 13 billion IoT sensors and 
devices in use in the consumer 
segment.

Prepared for 
SB 327
CaliforniaCalifornia

RISKIoT + DDoS = High Business

Phishing

More than           of successful hacks and data breaches start with phishing 
scams.

Healthcare and pharmaceutical organizations had the highest 
percentage of phishing attacks at

Cybercriminals ramped up COVID-19 related phishing attacks 
over 667% March 2020.

90%

44.7%.

of successful social engineering attacks start 
with a phishing email.

77%
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IoT Security

Compliance Enforcement
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NIST IR 8228
IoT Cybersecurity and Privacy Risks

Device Interactions with the Physical World.

Device Access, Management, and Monitoring Features.

Cybersecurity and Privacy Capability Availability, 
Efficiency, and Effectiveness.

Risk Considerations

Recommendations for 
Addressing Cybersecurity 

and Privacy Risk

IoT Device Capabilities
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ISO 27001: A Global Standard

ISO 27002

Information Security Policies 

Organization of Information Security 

Human Resource Security 

Asset Management 

Access Control 

Cryptography

Physical & Environmental Security 

Operations Security 

Communications Security 

System Acquisition, Development & Maintenance 

Supplier Relationships 

Information Security Incident Management 

Information Security Aspects of Business Continuity Management 

Compliance
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NIST Cybersecurity Framework
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HITRUST CSF Certification

CMMC is a global cybersecurity standard that cybersecurity professionals must learn and keep up with.  

Capability Domains17

Maturity Levels5

Capabilities43

Processes5

Practices171

CMMC: A New DoD Cyber Standard!
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CMMC has five defined levels, each with a set of supporting practices and processes. 

To meet a specific CMMC level, an organization must meet the practices and 
processes within that level and below.

CMMC Levels
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Scope of 
Risk 

Assessment
Threats

Risk

Evaluation
Risk 

Management

Asset 
Inventory

Vulnerabilities
Risk

Treatment
Executive 
Updates

Risk Assessment
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Cyber Assessment

Cyber Incident Management Plan

Preparation

Detection & Analysis

Containment, Eradication, & 
Recovery

Post-Incident Activity

Four Key Areas
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Cybersecurity Program

Five Dimensions AlignedCyber Immune Defense

Lifecycle Approach

Cyber Action Required Annually!
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About

About

33

34



1818

35


