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Learning Objectives
Examining
Saolarwinds
Impact
I Examine disruptive cyber threats including
Setting ransomware, phishing, DoS, DDoS.
s 1 Step thru how to establish an audit-ready
Shele el compliance program.
ybersecurityj age f
I Analyze critical areas to address in an
enterprise security plan.
Cybersecurity]
Framewarks
Compliance
Mandates
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Cyber Threat Is Real and Growing [l
Wi
Hackers used a supply chain attack, exploiting SolarWinds
management software updates to insert malicious code on the
targets’ servers
I SolarWinds breach could be the most significant cyber incident in American history.
I A sophisticated, smart and savvy attack.
I SolarWinds has more than 300,000 customers, including 400 companies in the Fortune 500.
£l It appears that this was purely an intelligence-gathering effort.
L Whatis truly scary is that the Russians are inside the house now. Turning off the system and uninstalling
SolarWinds software isn’t enough.
I It may take years and thousands of hours to unpack fully where the Russians hid themselves and their code.
Il The suspected Russian hack that compromised parts of the U.S. government was executed with a scope and
sophistication that has surprised even veteran security experts and exposed a potentially critical vulnerability
in America’s technology infrastructure.
©cfirst HITRUST]
4

© ecfirst. All Rights Reserved. 2021 -




Cyber Risk = Disruptive Business Risk

©@HccA

Inside the Hack

Hackers sneaked
malicious code into

legitimate software
Orion from SolarWinds.

@cfirst HITRUST

5
© HCCA
Global State of}
[
Cybersecurity
Sun Tzu
Hyvictorious warriors win first and then
go to war, while defeated warriors go
to war first and then seek to win"
| The Art of war
(E)cfirst HITRUST

6

© ecfirst. All Rights Reserved. 2021 -




Cyber Risk = Disruptive Business Risk

Cyber-attacks:
Global & Sophisticated
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COVID-19 Disrupts Business

The world has emerged flatter, as we witness COVID-19 disrupt
business. Cyber strategy now defined in two words, cyber resilience.

Maintain
Presence _
N5

Establish

Foothold Escalate

Privileges

Move
Laterally

Internal
‘ Recon

Complete
Mission
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Cyber-attacks: e Hioch
Global & Sophisticated =
% ==k Se% 206
Attack 32% 0 o
An atc’ my of breaches involved of breaches involved of breaches featured average number of days
phishing use of stolen credentials hacking to identify a breach
Installation Eg"n“{Pgl"‘d &
Attacker Attacker Attacker Attacker Attmchen
investigates creates malware exploits changes system et
and scans i ity configuration and/or triggers
environment Ransomware
Encryption
Strong Authentication
Audit Control
Asset Management | Risk Assessment | Risk Management | Training and Awareness
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Asymmetric Attacks @HccA
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Cyber-Espionage

Point of Sale Denial of
Intrusions Service
=R =
Attack Vectors —
Insider & Privilege
Payment Card :
Skimmers Misuse

~d I N
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Web Application Crimeware
Attacks Physical
Theft & Loss
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2020 Client Cyber Assessment

[ Totat | | High | | Medium |
pV4
I 31394 5,908
| Unique Total | | High | | Medium |

N7
l 723

Top Risk IP Address High Medium

Unpatched IP address #1 395 310 Mi fi ti
iliti IP address #2 393 295 iIsconriguration .
___Viulnerablllt_les IP address #3 393 294 - .

O)cfirst HITRIST
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2020 Client Cyber Assessment

ﬁ] [Allow an attacker to gain unauthorized access to sensitive date£'>

W [AIIow an attacker to perform a Denial of Service attack]>

-

L

9
@[Allow an attacker to take control of the system ]>

0 [Provide an attacker with valuable information ]>
Iguic:%l [Allow an attacker to gain elevated privileges ]> ®

- I 140 000 Vulnerabilities
' [Allow an attacker to gain access to sensitive data]> recorded.

[Allow an attacker to bypass security restrictions J>

Unique vulnerabilities,
per organization

@cfirst HITRUST
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Ransomware and Cryptojacking @ Juine.l
A new organization fell victim to
ransomware every 14 seconds in past
years, and every 11 seconds by 2021.
In recent years, ransomware from
phishing emails increased 109%.
£l Malicious coin mining or “cryptojacking” is the act of installinga )
cryptocurrency thus enslaving their device to slowly gather coins
for the attacker
©)cfirst HITRUST]
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loT + DDoS = High Business

I The global loT market is forecast to be worth

I More than 80% of senior executives across industries, on average, say
IoT is critical to some or all lines of their business in recent years.

i DDoS attack speeds exceed 1.5 Tbps!

127 new loT devices connect to the
internet every second.

Nearly 13 billion loT sensors and
devices in use in the consumer
segment.

13

Phishing

7 7% of successful social engineering attacks start
with a phishing email.

scams.

More than a of successful hacks and data breaches start with phishing

Healthcare and pharmaceutical organizations had the highest
percentage of phishing attacks at |27

Cybercriminals ramped up COVID-19 related phishing attacks
over 667% March 2020.

(E)cfirst HITRUST
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Compliance
Mandates

Sun T2u
S INNTINNT NN

i |q the midst of chaos, there is <'

also opportunity 1
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LThe Art of Warj
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Authorized External Assessor
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Compllance Enforcement O HCA
Health Care Gomplance
Petar meel M.D., & The City of
a:;l';‘l:la‘::ﬁ:;l g:' MPsychiElric New Haven, Insur?:::r;acl::lxp:ny NY Spine Medicine
Elit P l c edical Grou Connecticut :
e(’ mur}; e Center, LLC (UCMC) (“RPMG”) P (New Haven) (“Aetna”) (NY Spine)
November 19,2020 S WEA |\ ovember 5, 2020 October 30, 2020 October 28, 2020 October 8, 2020
St. Joseph's Athens ‘ . . .
Hospital and . i remera CHSPSC LLC, Orthopedic Clinic PA Patricia King MD & Wise Psychiatry, PC
Dr. Rajendra Bh - - pedic Clinic e
M‘?&sﬂ,ﬁa‘"’ ¥ (s]:nmxyania)yam Blue Cross (PBC) (“CHSPSC") (Athens Orthopedic) .:i’:;":‘;,’ (Wise Psychiatry)
November 12, 2020 Seplambior 25, 2020 September 15, 2020
i Beth Israel Lahey Lifespan Health Metropolitan
Medi:a“l Fg:ll.::l‘é:; Inc. Housing Works Inc. Health Behavioral System Affiliate CommunityvHealth
(AIMS) (Housing Works) Services (BILHBS) Covered Entity s;mg;sé ;nc. Steven A. Porter, M.D
September 16, 2020 September 15, 2020 {Lifespan ACE) = March 3, 2020
July 27, 2020 July 23, 2020
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California’'s SB 327: An IoT Cybersecurity Mandate

——— ey Facts »H— ’ SB 327 - Information Privacy:

W Is effective January 1, 2020. Connected Devices

Y Focused on security features of loT devices to
protect personal information.

A manufacturer of a connected device shall equip the device
with a reasonable security feature:

W The California attorney general, county counsel and » A S— i S ——
district attomeys will enforce the bill ppropriate to the nature and function of the device
Y Appropriate to the information it may collect, contain,

Y Designed to protect the device and any information ]
or transmit.

contained therein from unauthorized access,
use, modification, or di % “Connected device” is defined as devices or any other
physical objects that can directly or indirectly
connect to the internet and are assigned an IP or

Bluetooth address.

% Allows law enforcement agencies to obtain
device i ion from a
as authorized by law or court order.

P It does not apply to connected devices subject to security
i under federal law,
or guidance promulgated by a federal agency.

7 Manufacturers need to consider how to deal with
post-market security issucs, such as patching
vulnerabilities with software updates.

T If a connected device is equipped with a means for

Title 1.81.26: Security of, authentication outside a network, it will be deemed a
" h reasonable security feature, if either of the followin(
Connected Devices N i 9
requirements are met:

1798.91.04 Key Actions Required _—
" . . & Preprogrammed password is unique to each
P Protect the device and any information from "
- device manufactured.
access, , use, : g
or disclosure. Ls Ui should € & Device contains a security feature that
1798.91.05 W"_’; lndustnl' T_‘a"‘:a'ldfrznd .appllcabl.(:y requires a user to generate a new means of
uidance relating to oT device security.
- Verifying the authority of a user, process, or device to . g authentication|beiors ECcess is granted to;the
access resources in an information system. 7 Businesses subject to compliance should device for the first time.
1798.91.06 now o bulld “seourity by design” into the 7 The Attorney General, a city attorney, a county counsel,
manufacturing processes. or a district attorney have the exclusive authority to

7+ Not be construed to impose any duty upon the
manufacturer of a connected device related to
unaffiliated third-party software or applications.

CVMMCINIST ° A
B)cfi Dot oy
O)cfirst 4 O\L\ US‘H
S @eem @ﬁ—/

Cyber Resilience In the 2021s ol e e G =
S (©)cfirst

enforce this title.

HITRUST]

Authorized External Assessor
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NIST IR 8228

loT Cybersecurity and Privacy Risks
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loT Device Capabilities Recommendations for
Addressing Cybersecurity
and Privacy Risk

API

Application

Device
Management

Understand Risk Implement
Considerations & Updated
Mitigation Mitigation
Challenges 2 Practices

Human
User Interface

Privacy
Capabilities
. . . Adjust
Risk Considerations Organijzational
X X . X Policies &
[ Device Interactions with the Physical World. Processes

A Device Access, Management, and Monitoring Features.

[ Cybersecurity and Privacy Capability Availability, = - .
Efficiency, and Effectiveness. k@» cfirst ‘ IHHRPA_S_I
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CCPA: America's GDPR

Key Facts

* Effective January 1, 2020.
® Enforced July 1, 2020
* Privacy right of action for California residents.

* Grants new enforcement power to the Attorney
\ General with high damages recoverable.

CCPA Rights:
california Residents

GCPA grants California residents the right to:
 Know what personal information is being
collected about them.

'CCF' Best Practice >

Updata vendor

Who Needs to Comply?

If you are a for-profit business that
collects personal information from
CA residents and:

o Have annual gross revenue is above
$25 milion.

 Alone or in combination annually buy,
receive, sell or share the personal

information of 50,000+ consumers.

Acaiiaiion

Adopt Privar
& Cybersecur

* Know whether their personal information is sold
or otherwise disclosed and to whom.

« Derive 50% or more of its annual
revenue from selling consumers’
personal information

DataMepping

Say no to the sale of their personal information.

L 8

(™)

T~

&,

(R~

8 consumer Rights

Abbreviated Disclosure Right Applicable to Businesses that
Collect Personal Information.

Expanded Disclosure Right Applicable to Businesses that Collect
Personal Information

Right to Request Information from Businesses that Sell or
Disclose Personal Information for a Business Purpose.

Right to Opt-Out of the Sale of Data.

Right to Optin for Children: Business Obligation Not to Sell
Children's Personal Without Affirmative

Deletion Rights.
Rights to Access and Portability.

Not to be Discriminated Against for Exercising Any of the
Consumer's Rights under the Title.

Access their personal information and request
\ deletion under certain circumstances.

CCPA: California Consumer is the Focus

How Does CCPA Impact Consumers?

Right to Control Who has Access
to their Information

Consumers must be able to opt out of the:
sale of their information to third parties

Right to Knowledge Right to be Forgotten

Consumers have the right to
request information about

 Companies must delete all information they have
about a consumer at the consumer's request

« Exceptions include:

u Data being processed and retained to complete a
consumer-requested transaction.

 Whatinformation a company is
collecting about them.

« How that information will be used.|

 Specific research purposes.

® If and with whom that information

will be shared, = Limited analytical used other regulatory and

Business Oblit

" Obligation to Respond to Abbreviated Disclosure Request.

Obligation to Respond to Expanded Disclosure Request

| Obligation to Respond to Obtain Opt-in Consent for Children
" Obligation to Respond to Request for Information from

Businesses that Sell or Disclose Personal Information for a
Business Purpose

Obligation to Respond to Request to Opt-Out of the

Sale of Data.

Obligation to Respond to Deletion Requests.

Obligations to Respond to Requests for Access and Portabilty.
Obligation Not to Discriminate Against Consumers

Exercising Their CCPA Rights.

Cyber Resilience
In the 20215

Code: CCPANHW0002

Ay W B

Global Cybersecurity & Compliance Expert

J

HCCA

Health Care Compliance.

©
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Authorized External Assessor
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Information Security Policies

ISO 27001: A Global Standard

Organization of Information Security

Human Resource Security

Asset Management

Access Control

Cryptography

Physical & Environmental Security

Operations Security

Communications Security

System Acquisition, Development & Maintenance

Supplier Relationships

Information Security Incident Management

Information Security Aspects of Business Continuity Management

Compliance

Compliance

© HceA

Defirst | HITRUST
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Cybersecurity
Frameworks

Sun T2u

is one who not only wins, but excels in

winning with ease!?

I The Art of War }

(@ cfirst HIRUST
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NIST Cybersecurity Framework

s ;
| |
@Idennf\;
Target Profile Conduct a
Risk
, \ Create a Assessment /' greate o
Current Profile Target Profile
: @)
I@\ = Qc persecuri @ Enterprise. - Yo
ersecurl 7 . nalyze
i Cybersecurity i
4 2 \ Program EIE
Agsptve Tiers InfEirsrrll(ed 4
Implement
m @ Action Plan
, Defect

Repeatable

(E)cfirst HITRUST
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HITRUST CSF Certification

Strategy
WOkath

HITRUST Review

& Certification Scoping
»

Validated
Assessment

( cfirst

- -4 Policy & Procedure
Development

R diati
emediation ‘ * ‘ Guided Readiness

Assessment

Ewdence Review

\(\\ cfirst HITRUST]
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CMMC: A New DoD Cyber Standard! Q
B CMMC is a global cybersecurity standard that cybersecurity professionals must learn and keep up with.
@ Capablllty Domains (I:_I:I\l:? # of Practices Processes
0 Process
s There are no maturity processes assessed at L1.
) L1 17 An organization performs L1 practices but does not exhibit
Maturlty Levels Institutionalization requirements.
2 Processes
+ Establish a policy that includes Domain requirements
I process institutionalization.
@ Capabllltles L2 55 *  Document the CMMC practices to implement the Domain
requirement policy.
1 Process
L3 58 * Establish, maintain, and resource a plan that includes
PI'OCGSSGS Domain requirement.
L4 2% 1 Process
* Review and measure Domain requirements activities for effectiveness.
. 1 Process
Practices L5 15 *  Standardize a documented approach for Domain requirements across
all applicable organizational units.
Total 171 5
{“ cfirst| HITRUST
24
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CMMC Levels

I CMMC has five defined levels, each with a set of supporting practices and processes.

I To meet a specific CMMC level, an organization must meet the practices and
processes within that level and below.

PROCESSES PRACTICES

Optimizing Advanced/Progressive

Proactive =|
Good Cyber Hygiene ‘I
Intermediate Cyber Hygiene §|
Basic Cyber Hygiene j

\@*\ cfirst HITRUST]

Authorized External Assessor

Level 5«

Level 4 Reviewed

Level 3 4—|‘ Managed
Level 2 4—I‘ Documented
Level 1 ¢_I‘ Performed
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Getting Started:
Key Steps
the battien
T [Theartofwar
(E)cfirst HITRUSTI
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“if you define the
problem correctly, you
almost have the solution.”

STEVE JOBS

Risk Assessment

o Juine.

=
==

Sclgip;i of 4 | Threats ) Rk \ Risk
Assessment f i | Evaluation 4 Management

5 ) Risk > i
(R 4 Vulnerabilities - jl| Executive

Inventory Treatment | Updates

(E)cfirst HITRUST
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Cyber Assessment

Exfernal

Assessment

Internal
1S .

Discovering
“ Vulnerabilities

Validate &

Firewall/DMZ

Conduct a Cybersecurity ‘ 1

Remediate Findings

Penetration Testing (Pen Test) 3

©@HccA

| 2
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Cyber Incident Management Plan

Four Key Areas

D Preparatlon J

.;qg Detection & Analysis J

=]

Containment, Eradication, &

Recovery

ﬁﬂ Post-Incident Activity J
e L

© HCCA
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Sun Tzu-
[ A INNELNNILNNELNNEEINNESNNEINSLY
\ HPlan for what it is difficult while
»

> it is easy, do what is great while it
is small”

LTThE‘Art |;f WE‘I'J

Q i ¥
—_ L

(E)cfirst HITRUST
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Cybersecurity Program

Cyber Inmune Defense Five Dimensions Aligned

Assign
Responsibility

Evidence-based
Program

31
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Cyber Action Required Annually! O HLEA
0‘ Implement a cybersecurity framework (e.g. NIST Cybersecurity Framework)
G Conduct a comprehensive security risk assessment
(3 ] ]
r' Ensure a technical vulnerability assessment is performed quarterly & a pen test annually E’g
a Perform a Business Impact Analysis (BIA) .
- e Lifecycle Approach QJ
o pa y Plan (DRP) -“*
G Create a cyber incident response plan
°' Active risk management program required
\(‘\ cfirst HITRUST]
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Consulting Practice

@cfirst HITRUST
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Certification Training
COMPLIANCE SPECIALIST gm@sﬁgmmm ~
[eMMCINIS T
L (E)cfirst Academy}
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