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Who We Are

Ankura Healthcare Compliance team helps design, implement, assess, and staff compliance programs. Ankura team members include

What We Do

« Interimstaffing - Compliance, Privacy, Audit, Research
« ProgramDevelopment

« Risk Assessmentsand Effectiveness Reviews

« Research Program Reviews

Coding Audits - Inpatient, Outpatient, Specialty

« Clinical Audits

Education & Training
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clinical analysts,
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SOCIAL MEDIA BENEFITS

SOCIAL MEDIA DANGERS

'SOCIAL MEDIA AND REGULATORY IMPACT

HOW COMPLIANCE CAN HELP

‘THE PROPER ROLE OF SOCIAL MEDIA IN HEALTHCARE
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Social Media Defined
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Laws/Regulations Affecting Social Media

« HIPAA Privacy Rule

« HIPAA Security Rule

* HITECH

« State Law
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Social Media Benefits
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Social Media Benefits
Advertising

- Lowcost

* Realtime

« Easyprocess

Large Audience

+ Dependson strength of following
+ Use of hashtagsto expand beyond followers
Self-publication

« Freedomto customize message
Convenience

+ Can froma
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tablet, or cell phone

Social Media Dangers
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Social Media Dangers

Double-edged sword

+ Advantages, when mishandled, become liabilities
+ Fast...notime to think back on training

Large audience

« PHIcan spread fast

* Loss of control, inability to mitigate or recover
* Screenshotfeature

Self-publication

. i ttcan now posti

+ Novettingprocess
+ Oneemployee can single-handedlycreate a PR nightmare

Convenience
« The p
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 SOIALMEDIAND REGULATORYMPACT

Social Media and Privacy
HIPPA (Passedin 1996)
Social Media

* Firstsocial media site, Six Degrees, was launched in 1997
o Create profileand connect with others

« Bloggingtakesoffin 1999
o Crazebegin

« Myspace, Linkedin (Early 2000s)
* YouTube (2005)
« Facebook/Twitter(Popular by 2006)

Technology
« CameraPhone (1997)
« iPhone (2007)
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WHEN I DISCOVERED YOUTUBE
1 DIDN'T WORK FOR FIVE DAYS.




How Compliance can Help
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Compliance to fill the gap
Compliance programs help bridge the privacy rules with the modern technology

* Training

* Policies and Procedures
o Both with marketing and the individual employee

* Risk assessment
o What's your risk appetite?

+ Compliance and Marketing
o Need for collaboration
o Include Privacy Office/Officer
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Posting Do’s and Dont’s

Do:

= Begin by asking patient for permission to post their PHI
o Ifthey agree, no further steps needed

+ De-identify each post
o Check for labels and computer screens in the background

o Remove all 17 identifiers as required by the Privacy Rule

= Watch out for product logos in a picture
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Posting Do’s and Dont’s (2)

Don't:

+ Publish posts that contain PHI without prior patient approval
+ Don't publish posts that contain any of the 17 identifiers
= Don't post without consulting your organization's social media policy and procedure

« Ignore the feelings of your patients
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The Proper Role of Social Media in Healthcare

ankura @

The Proper Role of Social Media in your Organization

* Marketing tool
+ Privacy/Compliance oversight
*+ Heavily emphasized in annual training

+ Permitted by all staff members?
o Aquestion for your organization

« Feelings of your patients
o De-identifying a photo only absolves you legally, not morally (think ethics)
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What is considered a HIPAA violation on Social Networks

A breach of protected health information (“PHI’) is defined as the acquisition, access, use, or disclosure of unsecured PHI, in a manner not

otherharmto

« Posti ‘gossip” abouta patient

evenif the name is not disclosed.

orany form of

apatient.

yare stillvisibleto the public.

+ Shar inglyi pictures, such as
undemneath.
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10 Tips for Social Media Compliance

I

name ina

PHI, including pati files. Ifyou plan on featuri entina

2 ¥
photo you will need written consent from the patient.

help

preventviolations.

ki d HIPAA can i

media. them

reviewed

finda
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your followers.




10 Tips for Social Media Compliance

Tike for your

This can help deter

6.
contentthat may be called into question.

but

7

yousayis compliant.

HIP/

8. Apply
ts and PHI

Media Policy

profiles.

platforms.

platforms, it's importantto not friend them on Facebookor other

HIPAA and how it

10.

appliesto social media, visit the HHS website.
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Disclaimer

‘whatmaybe best foryourindiidual needs.

orherown research and due difence.
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Questions?
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