Addressing the Cyber
Language Barrier

Measuring and Communicating Cyber
Risk More Effectively

“When you can measure what you are speaking
about and express it in numbers, you know
something about it.” - Lord Kelvin
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Disclaimer:

| am not a lawyer This is not legal advice
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Is Cyber Security an Issue?
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Signs going up at this hospital in Hertfordshire
saying this 24 hour urgent care centre is now
CLOSED due to cyberattack




$240M in lost sales
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Health systems battle workflow disruptions as Nuance
continues Petyarecovery
continues ey

Adjusted Q3 revenue from

$510M to $494M
Organization Estimated Cost Year
Epsilon $4 Billion 2011
\Veterans Administration $500 Million 2006
Merck $275 Million 2017
Hannaford Bros $252 Million 2007
Sony PlayStation $171 Million 2011
Target $162 Million 2013
TJ Maxx $162 Million 2007
Heartland Payment $140 Million 2008
Anthem $100 Million 2015
Sony Pictures Entertainment $100 Million 2014
TH Home Depot $56 Million 2014




$2.1 Trillion

Cost of cyber crime by 2019 — Juniper Networks

—

HD

5/2/2018

Ty,
FERPA

w(Opencon  HSACA
(SO 1so NIST
g
@y HITRUST

Health Information Trust Alliance

H:.




$231.94 Billion

Cyber Security Market by 2022
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Common Analysis Methods

Why do we need to
measure (aka analyze)
risk?
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B

Risk Management Process

Treat Monitor

Evabiare and Decide: e
Avd, Magate, Transer, Accest
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Informing Decisions / Answering Questions
e How do we prioritize our issues?
e How much should we invest, and where?

e What are we getting for our investment?




Risk Assessment Approaches

HD

H Mental Models Analytical Models
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Case Study:

Im TIX COMPANIES, INC.

Analytical Models

:H Source: NIST 800-30r1 — Guide for Conducting Risk Assessments

HD




Qualitative Analysis
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Overall Risk Severity
HIGH Medium Critical
MEDIUM Low Medium
Impact
Low Note Low Medium
LOW MEDIUM HIGH
Likelihood

Semi-Quantitative Analysis

Vulnerability factors
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What if everything
was measured like
cyber risk?
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Organization Sectnity-Risk Ratings | Year
Epsilon 34 Blion 2011
\Veterans Administration 2006
Merck 2017
Hannaford Bros 2007
Sony PlayStation 2011
[Target 2013
TJ Maxx 2007
Heartland Payment 2008
Anthem 2015
Sony Pictures Entertainment 2014
TH Home Depot 2014
Organization Security:Risk Levels Year
Epsilon b 2011
\Veterans Administration 2006
Merck 2017
Hannaford Bros 2007
Sony PlayStation 2011
Target 2013
mJ Maxx 2007
Heartland Payment 2008
IAnthem 2015
Sony Pictures Entertainment 2014
:.H Home Depot 2014

Popuiation
Ft above sea level
Established

2150
1951

TOTAL 4663
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Semi-Quantitative Analysis
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Semi-Quantitative Analysis

CIS Control 1.1 - Utilize an Active Discovery Tool

Asset
Vulnerability
Risk Scenario

Missionimpact
Objectivesimpact
Obligations Impact

All devices

Sporadic assetscans

Undetected compromised systems

Irregular

8y not identify comp that join the
network and attack routable systems.

“ Max(Impact) x Likelihood

Likelihood
Risk Score:

. and a system

2
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Measurement Scales

Scale | Order |Distance ;2:‘2 Examples

Nominal | No No No |Color, Gender, Ethnicity, Country

Ordinal | Yes No No |Rating Scales, Rank Order

Interval | Yes Yes No |Time of Day, IQ, Likert Scale, Temp.
Ratio Yes Yes Yes |Age, Height, Cost, Weight

Measurement Scales

Scale

Permitted Mathematical Operations

Nominal |Counting

Ordinal |Greater than/less than

Interval

Addition, subtraction, multiplication, division;
cannot make ratio statements

Ratio  |Any, including ratios
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Essentially, all
models are wrong,
but some are
useful.

- George E. P. Box

Wrong Type of Model

A A o

y ) V

15



Stochastic Models

Deterministic Models

RECTANGLE

Width

Length

Area of rectangle = Length X Width
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Poor Model Design

W,
threat x
Risk = vulnerability x Vs T
consequence 95%prob. | Investigation Class Action 2% prob.

50% prob.
0~ 100K records

5% prob.
$50K - $4.5M

Fine Judgement 1004 prods,
$100€ - $20M

Don’t Account for
Cognitive Biases
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Quantitative Analysis

ample trials.

Usots Cano SimulateaL oss Dismauson

Histogram Plot Calculations

Min § 515112
Mox § 11283558 as0
Humber 5000 wo
Bins Count Likelihood

519712
878507
1237302
1596096
1956891
21886
2672481 2 50
2031276 o

2090071 5 s

t lations table and
shows the 1055 distribution function 5 3bar chart, as well asthe

cumulative probabiliy distribution function.

§184048

Cumtative Probabisy
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Quantifying risk in
three steps

Risk Analysis Basics
1. Develop The Risk Scenarios
2. Build the Model/Gather Data

3. Run The Simulation
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Risk Scenario

Scenarios are a powerful tool in a risk manager’s armory—
they help professionals ask the right questions and prepare
for the unexpected. Scenario analysis has become a ‘new
and best practice in enterprise risk management (ERM)

(Source: isaca.org)

EHDH:
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Example Risk Scenario Statement

Risk scenario statement:

What is the risk associated with PHI being exposed
via a lost/stolen laptop?

50% probability

Laptop Theft (once every 2 years)

Example Model

50% prob.
Breach 0 - 100K records
95% prob. Investigation Class Action 2% prob.
5% prob. Fine Judgement 10% prob.
$50K - $4.5M $100K - $20M
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Simulations
Two primary tools:
1. Probability Distributions (e.g. PERT)

2. Stochastic Modeling (e.g. Monte Carlo
Simulation)
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Pert Distibutions

Form of probability distribution used
to model expert data.

Pert Distribution Histogram

PERT ctrbuton: n=po0
M
Mede
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Monte Carlo Simulation

Computerized mathematical technique that
allows people to account for risk in quantitative
analysis and decision making.
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Exercise:

Auditors report lack of laptop
encryption is a “high risk” issue.

Encryption will require a $200-250K
investment.

CFO wants to know if this is worth
the investment.

Primary Loss Event Frequency

Min Most Max
(95% Cl) | Likely | (95% CI)
LEF 0 1 5
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Primary Loss Magnitude

Min Most Max
(95% Cl) | Likely | (95% CI)

Replacement
Costs

$1,200 | $1,750 | $2,500

Response
Costs

$2,500 $75K $250K

Secondary Loss Magnitude

Min Most Max
(95% Cl) | Likely | (95% CI)

Response $100K | $250K $8M
Costs

Fines / $0 $0 $10M
Judgement
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Monte Carlo Simulation
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Simulation Output

Rick Exposure (Anni

ualized)
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Cumatie Distrution
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Simulation Output

Primary Minimum Average Mode Maximum
LEF (yr) 1.00 ] 163 | 1.08 [ 419
s 13570 | § 81,416 $ 77.864 |3 185,020
LEF (yr)| 0.00 | 26 | 0.13 [ 1.01 ]
LM s 122,599 | § 657.007 | S 321225 | S 2,770,948 |
Total Exp [s 13677 | $ 306,874 | $ 124,815 | $ 3,569,140 |
(Annualized)
Vuin[  100% |
Simulation Output
Primary Minimum Average Mode Maximum
LEF (yr) 1.00 | 163 | 1.08 [ 4.19
LM s 13570 § 81,416 | S 77.864 | S 185,020
LEF (yr)| 0.00 [ 0.26 | 0.13 [ 1.01 |
LM s 122,509 | § 657,007 | 5 321,225 | $ 2,770,946 |
Total Exposure : ' 18 3.569.140
—fAnnualized) Risk Levels| AvgExp> —_—
v Very High| $ 1,000,000
$ 100,000
Medium| $ 10,000
Low| $ 1,000
Very Low| $ 100
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\o éﬁ e Introducing

www.healthguardsecurity.com/cyberehr-analyze/
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Apolonio “Apps” Garcia
[»] @appsgarcia
agarcia@healthguardsecurity.com

513.549.4272
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