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Agenda

= Evaluate healthcare’s contribution to the opioid crisis

= Analyze risks related to prescription drug diversions and abuse
= Present an overview of regulatory environment

= Offer proven drug —diversion solutions (policies, controls and

compliance program)
= Provide investigative tools and data mining techniques
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The Opioid Epidemic - Facts

» What are the facts (according to the Centers for Disease Control & America
Society of Addiction Medicine):

* On average, 115 Americans die every day from an opioid overdose

« Drug overdose is the leading cause of accidental death in the U.S.

*In 2014, nearly two million Americans either abused or were dependent on
prescription opioid pain relievers

 Overdoses from prescription opioids are a driving factor in the 16-year
increase in opioid overdose deaths

 The majority of drug overdose deaths (66%) involve an opioid
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The Opioid Epidemic — Facts

Standard Daily Doses of Opioids per Million
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HealthCare's Contribution to the
Epidemic

LT R
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Healthcare’s Contributions to the Epidemic - Post Surgery
Scripts

*QuintilesIMS research firm as part of a national survey found:

Nearly 3 million patients undergoing
surgeries in 2016 became newly
persistent opioid users

Surgery-related overprescribing results
in 3.3 BILLION unused pills available
for misuse

<S¢ Dignity Health




New State Legislature Environment (as of April 2018)
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Source: Centers for Disease Control and Prevention, 2017 o
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Risks of Diversion & Abuse
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What are the Risks?

Patients Patients Patient Sedation Health Care Health Care Hospital
(Employee (Patient Workers Workers
Diversion) Addicts) (Diverter) (Co-worker)
Substandard Care Patient becomes Over sedating Morbidity or Disciplinary Action | Loss of Revenue
addict after surgery | patients Mortality (for violation of

Contamination

Disease Spread

Medication Errors
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ED drug seekers
continue their habit

Patient addicts don’t
get help

Patients go to
Heroin due to opioid
addiction

Loss of Livelihood —

P&P)
Mechanical Injury

Loss of Trust

loss of job, license

Felony Criminal Infection Loss of Goodwill
Prosecution (contaminated

needles/broken

vials)
Civil Malpractice Civil Liability
Billing Fraud Sanctions

Negative Publicity

Loss of Ability to
Serve Community

Additional
Regulatory Scrutiny
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Effingham Health System

paying largest settlement ever

_ for thousands of unaccounted
Oxycodone tablets
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" Ineffective \\

Ith system failed to provide effective
——conuols and procedures to guard against theft and loss of
controlled substances, leading to significant diversion of opioids S
and failing to timely report the suspected diversion to the Drug
Enforcement Administration.

Effingham Health System paying largest settlement ever for thousands of unaccounted Oxycodone ta

4.1M CIVIL SETTLEMENT REACHED

0o0M™

EFFINGHAM CO., GA (WTOC) - The Effingham Health System has
agreed to pay the nation's larges: penaity settlement of its kind to
resolve allegations the health system failed ta provide effective
controls and procedures to guard against theft and loss of
controlled substances, leading to significant diversion of opioids
and failing to timely report the suspacted diversion to the Drug
Enforcement Administration.

The heallh system has agreed to pay $4.1 million 1.1 milion o resolve the
The DEA launched the investigation in 2017 after receiving reports of diversion at Effingham
Health System

iffice states, “DEA determined that tens of

The release from the United States Attorney’s Office states, “DEA determined that tens of

thousands of oxycodone 30mg tablets were unaccounted for, and were believed to have been  3ccounced for, and were bejeved 1o have been
diverted over more thy\n a four-year period, in violation of the hospital's responsibilities under 1.5 ar Effingham Heaitn g,’mm failed to

the Controlled Subs!
notify DEA of the s

es Act. DEA also determined that Effingham Health System failed to
ed diversion within the time required by federal law.”

» time required by federal law.”
wing statement on Wednesday:

~Tens of
[ thousands

\_ oxycodone /

- diverted

® 2015 C rawre Horwath LLP

We would like to acknowdedge today’s news release from the Southern District of Georgio,
US. Attorney's Office, regording Effingham Health System As that release states, Effingham
Health System has agreed to settie a civil penalty reiated to alleged recordkeeping and
notfication violations of the Controlled Substonces Act. The recordkeeping relares to pharmocy
operations dating back to March of 2013 and does not reflect the current processes or
procedures ot the Hospitai.

“We appreciate the cooperative nature of the United States Attorney’s Gffice and Drug
Enforcement Agency (DEA) for recognizing the ¢fforts put forth since 2016 to improve

phormacy operations, “says Fran Baker-Witt, CEO for Effinghom Heolth System. “We were

dismayed to find, through this investigation, vinérobiliies in our prior record keeping and

reporting systems.” 10
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Former Billings Clinic nurse to admit
stealing painkillers from patients for
personal use

Sy 4)s Gaare - MTN News | CONNECT

BILLINGS - The former Billings Clinic nurse who was fired last year for allegedly diverting s
powerful painkillers intended for over 300 patients for his own personal use has indicated Ne e former it
will plead guilty to the charges.

fraud, forgery and deception.

Als recently indicated he will plead gu iout a plea agreement.

The Drug Enforcement AGministration recened 8 Fepor from the Bilings Clini Director of
v that an e

Pharmacy Services in March of last
Avenue North had pifered 200 mil

ioyee at the Atrium Hospital on 10th

Fentany is 8 highly 30dictve, powerful painkilier than ¢an be fatal in high doses.

jencs were lkely affected.

WAl was interviewed when the results came

possessionofa
syTinge Ul of Fentany, Bceording to eourt docuM

als0 possessed vials of saline

Asearch of Mills locker yielded two additional vials
An audit of the record keeping machine at the hospital revealed Mills made over 70 null  :eeping macnine at the nospital revealed Mitls made over 70 nus
transactions using his login from February through March. g from Februdry (hrough March

saline.

socuments

ociate general counsel for Billings Qlinic, who provided documents filed

ourt in Billings with tampering with consumer products

s e pulled from the stations and the “Fentanyl did not look quite right,”

During a recorded interview wich the DEA, Mills said he was dealing with neck pain and anety

Mills admitted he'd been carrying out the diversion scheme since February of 2017. Hesaidhe  “*“"* .
worked an average of four days a week and said he diverted two vials of Fentanyl most daysthat '$ 057 S fhene Soue ey oy
he worked.

WAls reported uakir
Whan e cic this

st of the Fentanyl out of vials
e miadde aira natiente

Mills reported taking most of the Fentanyl out of vials using a syringe and replacing it with saline.

o id this. Milks sai o a ~ 7 —
(] D|§n|thy Health When he did this, Mills said he made sure patients got a full vial along with whatever he switched
@ lUg;mWe o LP

rweth L
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Patient Safety Risks:

Police arrest Washington hospital nurse accused
of infecting patients with hep C

Written by Alyssa Rege | May 07, 2018 | Print | Email

fEM Police arrested a 31-year-old former MultiCare Good Samaritan Hospital nurse last week who may

have infected at least two patients at the Puyallup, Wash., hospital with hepatitis C, according to
The News Tribune.

o Police booked Cora Weberg, RN, into Pierce County Jail early May 4. Authorities reportedly
recommended prosecutors charge her with second-degree assault for allegedly knowingly
infecting at least two patients and stealing injectable drugs from the hospital, according to the report. Ms.
Weberg was released from jail May 5, according to Kiro 7 News.

Ms. Weberg has not been charged with a crime. However, a preliminary finding of probable cause filed by
police and obtained by The News Tribune stated Ms. Weberg "intentionally contaminated medicine or
another substance with her own blood; she then administered the medicine or other substance
intravenously; Cora Weberg knew or reasonably should have known that her blood was likely to contain

one or more blood-borne pathogens; and Cora Weberg's blood did, in fact, contain and transmit hepatitis C

virus."
MultiCare Good Samaritan Hospital officials announced the possible infection of two patients last week,

and issued a recommendation to 2,600 patients who were treated in the hospital's emergency room during
an eight-month period between August 2017 and March 23 to receive testing for the infection.

©2018 Crowe Horwath LLP <5Z> Dignity Health
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Pharmacy Theft Risks:

Pharmacist accused of stealing $10k worth of painkillers,
amphetamines

VIDEO: Pharmacist accused of
theft

) ®

VIDEO: Pharmacist accused of theft

VIDEOQ: Pharmacist accused of
stealing drugs

B

{1 > lin| 2 =R

GILLETT, Wis. (WBAY) - A former Gillett pharmacist faces felony charges, accused of stealing more than $9,000 worth of
painkillers and amphetamines.
Angela Lane, 39, now lives in Green Bay, free on $10,000 bond

She's charged with theft and fraud for the illegal diversion of
medication from the HSHS St. Clare Pharmacy in Gillett

The Pharmacy Board has
Lane’s license to practice.

Court documents say Lane resigned from her position at the
pharmacy after she was confronted by coworkers. Her boss told
police she admitted to the theft right away.

© 2018 Crowe Horwath LLP

Financial / Reputation Risk — DEA Fine / Settlement Agreements:

“The DEA is committed to investigating hospitals that are not in compliance with the
Controlled Substances Act (CSA)”  Special Agent in Charge Michael J. Ferguson — 2015

« CA Rideout
Health

» $2.4M

Effingham
Health

$4.1M

Intermountain
Health

$1M
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Regulatory Response to
Opioid Epidemic — What
does this mean?

2 migni
©2018 Crowe Horwath LLP <G> Dignity Health 15

New State Legislature Environment (as of April 2018)

Laws Setting Limits onCertain Opioid Prescriptions @
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Ml statutory limit: 7 days ™ FL
. Statutory limit: 5 days
Statutory limit: 3-4 days

Statutory limit: Morphine Milligram
Equivalents (MME)

I Direction or authorization to other AS Gu MP PR Wi

entity to set limits or guidelines
Mainfarmation —

No limits
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Joint Commission —
New/Revised Pain Assessment and Management Standards

Log in | Request Guest Access Contaxt
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New State Regulations — California BOP

« Effective April 1, 2018 <:|

1715.65. Inventory Reconciliation Report of Controlled Substances

(a) Every pharmacy, and every clinic licensed under sections 4180 or 4190 of the Business and
Professions Code, shall perform periodic inventory and inventory reconciliation functions to
detect and prevent the loss of controlled substances.

(b) The pharmacist-in-charge of a pharmacy or consultant pharmacist for a clinic shall review all™

inventory and inventory reconciliation reports taken, and establish and maintain secure )

methods to prevent losses of controlled drugs. Written policies and procedures shall be * Quarterly inventory

developed for performing the inventory reconciliation reports required by this section. counts of Cll

A pharmacy or clinic shall compile an inventory reconciliation report of all federal Schedule

Il controlled substances at least every three months. This compilation shall require: +« Reconcile acquisitions

(1) A physical count, not an estimate, of all quantities of federal Schedule Il controlled and dispositions
substances. The biennial inventory of controlled substances required by federal law may
serve as one of the mandated inventories under this section in the year where the
federal biennial inventory is performed, provided the biennial inventory was taken no
more than three months from the last inventory required by this section;

(2) A review of all acquisitions and dispositions of federal Schedule Il controlled substances _J] « Maintain reconciliation
since the last inventory reconciliation report; documentation

(3) A comparison of (1) and (2) to determine if there are any variances;

(

R

« Explain variances

(4) All records used to compile each inventory reconciliation report shall be maintained in
the pharmacy or clinic for at least three years in a readily retrievable form; and

(5) Possible causes of overages shall be identified in writing and incorporated into the
inventory reconciliation report.

[T R
©2018 Crowe Horwath LLP <G Dignity Health
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New State Regulations — Arizona Board of Pharmacy

Arizona State Board MPMrmacy

Physical Address: 1616 W. Adams. Sulte 1. NMAZW
Maling Address:  P.O. Box 18520, Phoentx. AZ

P) 602771-2721 F) 802.771-2740 m—mnm

Frequently Asked Questions:

2018 Arizona Opioid Epidemic Act

mmmmmmmmwmm"msmmmm OMEpHamch
9o onine to te Final Amended Fact Sheel for S8 109AQB200 or the language for the Chaer Bill. The

‘Who Is required to review a patient record in t|

begiing April 26,2018 w) o review the PMP record of a paient receiving. g « Mandatory review of
R e Doy ned ssboaace for hepreceing | e PMP system
As of October 16, 2017, prescribers ired 10 check the

controlled substance listed in schedule Il Illnll\'fn-plmc,shllnh:mlphcﬂmllmm « No |0nger dispense

benzodiazepine
mm-uumrwumulzm.mu . "
treaiment and at least quarterly Opioids from prescriber
whuled-lptmplmmm-pmdhmm. .
- offices

1515 and il for the PMP onli i pmpaware nel

Can prescribers oonlln\u to dispense controlled medication out of the office?
Beginning April 26, 2018, prescribers who

treat humans can no longer dispense schedule II opioids, except for « Initial opioid

b,"’d.;.,mm;,.m.,gmﬂ" o fied prescription no more
‘What are the new llmlll mnmlng the longln M llmt opioids may be prescribed? than 5 days
April 26, aschedule 1 opioid to not
mot:lhuﬂvcdo wwl mn-m-ﬂmdmrﬂhmnglmwmmulmwult -
day supply. (A R'S. 32.3248)
©2018 Crowe Horwath LLP % Dignity Health. 19

What are the Laws, Regulatory Bodies
and Agencies Governing Drug Diversion?

©2018 Crowe Horwath LLP % Dignity Health. 20

10



What are the Laws, Regulatory Bodies and Agencies
Governing Drug Diversion?

The Code of Federal

Federal State Regulations (CFR)

» Comprehensive Drug Abuse * Boards of Pharmacy « Title 21 of the CFR deals
Prevention and Control Act « Regulations/Laws vary by with Food and Drug rules
of 1970 State and regulations within the

» The Controlled Substances United States for the
Act (CSA), Title Il following agencies:

« DEA * Food and Drug

Administration (FDA)

* Drug Enforcement
Administration (DEA) and

« Office of National Drug
Control Policy (ONDCP)

» Codes under Title 21 specific
to Drug Diversion fall under
sections:

» 1301- Registration of
Manufacturers, Distributors,
and Dispensers of
Controlled Substances

» 1304 - Records and Reports
of Registrants

» 1306 - Prescriptions

LT R
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DEA Question 1

1. Does the DEA require controlled substance inventory
discrepancy reviews?

a) Yes
b) No

LI I
©2018 Crowe Horwath LLP g Dignity Health 22
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Answer #1 =b / NO

1. Does the DEA require controlled substance inventory discrepancy reviews?

« The Office of Diversion Control Controlled Substances Security Manual
requires all registrants to provide effective physical security controls
and operating procedures to guard against theft and diversion of

N Q controlled substances.

The framework of the Controlled Substance Act (CSA) requires that all
controlled substance transactions are to take place within a “closed
system” of distribution. Within this “closed system” strict accounting for
all controlled substance transactions must be maintained.

The DEA Pharmacist Manual specifies that healthcare professionals and
pharmacists share responsibility for preventing prescription drug
abuse and diversion.

LT R
©2018 Crowe Horwath LLP <G> Dignity Health 23

DEA Question 2

2. Are hospital DEA fines calculated primarily on the lack of
controls?

a) Yes
b) No

LI I
©2018 Crowe Horwath LLP g Dignity Health 24
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Answer #2 =b / NO

Mainty; ly of any D, .

controlleq s'u"baCCura e recorgs an’s registrant to
Stances.” Gary g, oy 2 1eduard

Special Agen enkiewicz, pga

“ltis the "esponsibijjt,
t

2. Are hospital DEA fines calculated_primarily on the lack of controls?

“The nation is in the midst of an opioid crisis and all
entities that distribute controlled substances must hold
the frontline. Regulatory compliance and accurate
recordkeeping are key in a pharmacy’s ability to
prevent prescription drug diversion,” stated DEA Special
Agent in Charge John J. Martin

DEA is a law enforcement agency that has the ability to assess civil

and criminal penalties
$10,000 / $25,000 per violation

. \\ act oy
e of divers! PO
o five drugs: whi e
o ties and de_slr
) C?&ome\; Talbert said-

;
pavoe " O
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Massachusetts General DEA Claims = $2.3 Million

« Failure to report theft / loss within one business day
« Failure to maintain complete and accurate records of all controlled

substances )
« Failure to document transfers of Schedule Ils Documentation

« Failure to document transfers of Schedule Ill-Vs

« Failure to conduct initial inventory :
« Failure to conduct biennial inventory

« Biennial inventory was incomplete o

Access

« Failed to provide effective controls and procedures to guard against Controls

theft / diversion

$10,000 per violation

*5‘6’ Dignity Health 2
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DEA Findings — Ah Ha Moments

« Biennial inventory is whole house, one day and physical count

« Indicate “open or close of business” on biennial inventory

» Date received indicated on each invoice

» Power of Attorney (POA) cannot be sub-granted (only the registrant can grant access)
» ALL Controlled Substance records must be segregated

$10,000
per violation

LT R
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Dignity Health’s DEA Journey

CS‘&’ Dignity Health 28
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Dignity Health’s Journey

© 2018 Crowe Horwath LLP

2012 Dignity
Health facing over
$10M fine!lll

r.%é’ Dignity Health

29

Dignity Health’s Journey

» DEA notified
of loss

+ DEAon site

assessment

of IP and OP

sites

2011

/ + Standardized
processes

~ 2012

» DEAfines
notification

* Internal
assessment
of all
pharmacies

©2018 Crowe Horwath LLP

» Weekly calls

» Monthly
attestations

« Site visits to
47 inpatient
& outpatient
pharmacies

2013~
N

2014

* DEA 2yr.
Settlement
signed
External
Auditor
reports
submitted to
DEA
annually
Internal
audits

» President’s

*5‘&’ Dignity Health
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Culture Prior to DEA Agreement

Pharmacy System Leadership was
“Advisory”

N——/

* No System Requirements

( Regulation compliance focus (vs.
. prevention and detection controls)

( Relied on Pharmacist in Charge (PIC)
L license for effective controls

© 2018 Crowe Horwath LLP

<> Digrity Health

31

Impact Throughout System

) Additions to daily duties for PIC and staff

) Additions to daily duties for Nursing

) New System oversight and accountability

) External and Internal audits

) New Key Performance Indicators (impact to Hospital Presidents Incentives)

) Added staffing to entire organization

©2018 Crowe Horwath LLP

<S¢ Dignity Health
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Prevention and Detection Examples

DEA Filing
System

Anomalous
Usage

Monthly

Audits Attestations

Routine Self Audit

Reconciliations Checklists

2 migni
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DEA Findings - Recordkeeping

DEA investigators also looked at the inpatient side of the house. “The accountability audit revealed material
variances in counts for the majority of controlled substances evaluated. including most hydrocodone
strengths. The investigation also revealed numerous record-keeping deficiencies at St. Joseph’s inpatient
and outpatient pharmacies, including failure to maintain complete and accurate records of receipt of
controlled substances.” failure to document the date of receipt on invoices and failure to finish a biennual
inventory, which all were required by statute, the settlement alleged. Some of these problems, which are
violations of the Controlled Substances Act, existed at several other Dignity facilities, the U.S. attorney
alleges.

The DEA audit identified numerous infractions in recordkeeping requirements with each
infraction fined at $10,000 / infraction.

Failure to maintain . N
Poor Failure to maintain
) accurate records . .
Recordkeeping } required inventory
of receipt
©2018 Crowe Horwath LLP ‘5%’ Dignity Health 34
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Proven Drug Diversion Solutions

©2018 Crowe Horwath LLP %a’ Dignity Health. 35

DEA File

©2018 Crowe Horwath LLP <S'Z’ Dignity Health. 36

6/11/2018

18



Readily Retrievable Options

Spreadsheet
» Binder with reference to
o “other” locations
i o arokcRoom

invoices, Previous Year (Jan - Dec)
cn

wecren[essnonas e Binder with a spreadsheet to

Invoices, Gurrent Year

Narcotic Room “* ] H

R — other” locations
ovoices, Comu Yow [r—
DEA 222 Forms  Unused Director's office

222 are separate in - ——
DEA 222 Forms Execired e
S o B G0 T Directing
CllLog Book Electronic Omnicel staff tO

Inventory Recerds of Conrolled

Electr J— Located in Director of  file cabin .
Substances chonc Ormce W Unused DEA 222 Forms \\ location
Biannual -Board of All Inventory Records of controlied

Inventories, Intial and biannual - ) u (monthly,

8160 85 bagnning and ciose of business "’“"“"ﬁi’i‘m [Ohece . ieacior’s olfics ® Records of Transfers of controlled substances between pharmacies (currently, none
. exists)

Records of Coriroled SWbsances

Sistbuted Electronc Omnicel Record W Sales to other registrants, returns to vendors, distribution to reverse distributors

Sales (0 ciher reg A, Tetarns 0 ® DEA 108 Forms (Report of Theft or Loss of Controlled Substance)

vendors, gistribution 1o fiverse Carofs ofice Retums only, 0o sales m DEA 41 Forms (Registrants Inventory of Drugs Surrendered-Spillage, loss, breakage.

disinbutors dam

Record of Coniroled Substances.
dispensed (prescriptions, Schedue V
logbook) - placeholder f esectionic

CHAN Report or internal audit report
Current Power of Attorney (POA) paperwork/PIC charge

Canical office. wire rack

mescell Debvery recor
outsice Director's office. Ormrioel Defvery record

'DEA 108 Forms (Report of Thefl or Loss — Annual fiscal inventory paperwork Directing
of Controlid Substance) ectors e DEA/BOP inspections/documents
DEA 41 Forms (Reg strants ivertory of PIC change inventory papenwork/documents staff to

Drugs Sumendered - Spilage, loss, Carols office wih et Gocuments
breakage. camage! destrucion)

location

Located in Storage Cage (Basement)
® Jan - Dec (CII-CIV, CV) invoices

® Jan - Dec (Cll) invoices
® Executed DEA 222 Forms with invoices attached
m Records of controlled substances distributed
m Outdated Cll retum documents
® Outdated CIII-CV return documents
8 .
©2018 Crowe Horwath LLP <G Dignity Health. a7

Proven Solutions: Closed Loop System

*Implement preventative and detective controls during every
phase of the closed loop system

The framework of the Controlled Substance ~ -
Act (CSA) requires that all controlled
substance transactions are to take place
within a “closed system” of distribution.

/ Expire /
/ Waste

Within this “closed system” strict accounting
for all controlled substance transactions must\
be maintained.

[T R
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6/11/2018

19



Proven Solutions: Reconciliations

» Reconcile Power of

Attorney's to Cll orders
« Reconcile CllI order
receipts to completed

RECONCILE! RECONCILE! DEA 222 forms.

Order

« Reconcile
Wholesaler

« Reconcile

reverse ] ) ?Setcell(\{lng Invoice to ADM
distributor pick Expire/ ocKing Stocking Receipt
up to Automated Waste

Dispensing
Machine (ADM)
expired

« Reconcile
Transfers to /
from the floors

Dispensing ¢0009

» Reconcile ADM
dispensings to

administration and
waste records.

LT R
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Proven Solutions: Control Examples

Continuous Preventative & Detective Controls

gJ Reconcile transfers

% csOS to / from floors > Diversion Monitoring

o [ c

=0 o ‘@

g e Duel Receipt / @ Reconcile transfers S Daily Discrepancy

5 Stocking Custody S to kit/PCAs/direct o Resolution

£0 = disp. g

g Reconcile invoice to ADM audits to Order

= ADM Stocking Reconcile Reverse /MAR / Waste

(@) Distributor

Nursing Involvement

©2018 Crowe Horwath LLP *5‘6’ Dignity Health 40
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Proven Solutions : Security Requirements

Perpetual
inventory

Terminate
access
timely

Blind
Counts

Controlled
Substance
(CS)
Inventory

AllCS in
ADM'’s

Security
Cameras

LT R
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Preventative Controls

Automation:

* Perpetual inventory system

» Automated Dispensing Machines
v'No generic / common ID access
v'All CS maintained in ADM
vProfiled
v'All waste require a witness
v'Anesthesia carts

* Bar code scanning
v'From receipt to bed side wrist band scanning

« Surveillance video monitoring

LI I
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Detection Controls - Nursing

Monitoring — NURSING
* High user employees
+ Same witness / wasting habits
* Frequent discrepancies and null transactions
» Anesthesia box/trays reconciliation by pharmacy

* Bed side scanning exception reports (between withdraw and
administration times and dosage)

 Audits of orders, administration, waste and returns
« Audits of overrides to orders

LT R
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Detection Controls - Pharmacy

Monitoring — PHARMACY

* Reconcile online vendor purchases to invoices/stocking receipts/ADM
receipts

» Review matching report of transports to / from floors

* Reconcile expired reverse distributor reports

+ Audit and reconcile withdraws not dispensed to floor

* Reconcile expired controlled substances to vendor reports

LI I
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Monthly Self Audits

« Complete
monthly

*+ COOto
sign

* Maintain in
afile

‘::'v;f Digityealth

82 ignis
©2018 Crowe Horwath LLP <G> Dignity Health 45

Detection Controls — All

« Accountability Audit — Hospital ADMs:

Beginning Inventory
+ Purchases Vendor #1
+ Purchases Vendor #2
+ Purchases Vendor #3
- Floor Dispensed
+ Returns
Expired Pickups
Direct Fills
Charges / Admin records (floor/cart stock if not in ADM)
Transfers to another DEA Registrant
Misc., i.e. purchasing shortages, DEA 106, DEA 41
- Ending Inventory
= (Loss) / Overage

'%e’ Dignity Health 46
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What Healthcare Compliance Needs to
Know

2 migni
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Employee Screening

" U.5. DEPARTMENT OF JUSTICE K DRUG ENFORCEMENT ADMINISTRATION
1 R DIVERSION CONTROL DIVISION N o
5 5 - » Acritical first step in diversion

ReGHTRATION prevention is employee

) T 3 screening.
- > 24 « The screening program should

include a careful evaluation of
the applicant's personal and
previous employment

references.
-

» Criminal background checks
with local law enforcement
authorities and with DEA are
equally important.

p—
-
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Employee Responsibility to Report

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

g DIVERSION CONTROL DIVISION

HOME S RESOURS

PART 1301 — REGISTRATION OF MANUFACTURERS, DISTRIBUTORS, AND DISPENSERS OF
CONTROLLED SUBSTANCES

EMPLOYEE SCREENING — NON-PRACTITIONERS

Chemical Contral Pragram
CHEA (Comibat Heth Epidamic
Aey

Controlled Substance Schedules

* Itis the position of DEA that an employee who has
knowledge of drug diversion from his employer by a fellow
employee has an obligation to report such information to a
responsible security official of the employer.

82 ignis
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Identify a loss? What to do.....

Drug Enforcement Administration
Pharmacist's Manual

Notify DEA within
one day viaa
letter

A. Notify DEA and Local Police

The theft of controlled substances from a registrant is a criminal act and a source of diversion that
requires notification to DEA. A pharmacy must notify in writing the local
(Appendix K) within one business day of dis
substance. Although not specifically required by federal law or regulations, the registrant should
also notify local law enforcement and state regulatory agencies. Prompt notification to
enforcement agencies will allow them to investigate the incident and prosecute those responsible
for the diversion. If there is a question as to whether a theft has occurred or a loss is significant, &
registrant should err on the side of caution and report it to DEA and local law enforcement
autherities.

DEA must be notified directly. This requirement is not satisfied by reporting the theft or significant
loss in any other manner. For example. a corporation which owns or operates multiple registered
sites and wishes to channel all notifications through corporate management or any other internal
department responsible for security, must still provide notice directly to DEA in writing within one
business day upon discovery and keep a copy of that notice for its records. The notice must be
signed by an autherized individual of the registrant.

If loss is verified,
complete DEA
Form 106 and

submit. If no theft or
loss, notify DEA in

writing of this fact

D Enfor Admini: i
THEFT OR Pharmacists Manual
S U BSTANT IAL C. If Investigation Finds No Theft or Loss

If, after the initial notification to DEA, the investigation of the theft or loss determines no such theft
or loss of controlled substances occurred, a DEA Form 106 does not need to be filed. However,
the registrant must notify DEA in writing of this fact in order to resolve the initial report and explain
why no DEA Form 106 was filed regarding the incident.

©2018 Crowe Horwath LLP
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Identify a loss? What to do.....

»Cooperate with Board of Pharmacy / DEA

*Have clear documented processes and polices for record
keeping, preventative and detective controls

*Have an established diversion task force / response team
with a Diversion Oversight Committee

LT R
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NN ”
PAEIN
. . | Timing is
Investigation Techniques 2% ,
Evert?‘{'Limj. R
+ Diversion Task Force / Response Team 3 s

« Strong informatics skills to quickly identify patterns
» Data mine all controlled substances for the identified employee for 6-12 months
to start
» Good interrogation techniques / consider urine screening
« Example Investigative Techniques:
* Nursing:
»Match drug withdraws to medical record order, administration / waste

»Review waste patterns with nursing to identity abnormalities, i.e. delayed waste, full vial
waste, same nurse witness

»Review discrepancy reports for volume of discrepancies and null transactions
» Pharmacy:

»Match wholesaler controlled substances purchase to ADM add to stock

»Match ADM removals to floor add to stock, compounding, kit stocking, etc.

LI I
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