Links to Resource Material from HHS/OCR

Audit Program:

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/index.html

Breach Reporting:

https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html

Individual’s Right to Access Medical Records:

Guidance: https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/

FAQs: https://www.hhs.gov/hipaa/for-professionals/faq/right-to-access

Business Associates:

https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html

Understanding Permitted Uses & Disclosures:

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/permitted-uses/index.html

Same-Sex Marriage, Sharing Information with Patient’s Loved Ones:

https://www.hhs.gov/hipaa/for-professionals/special-topics/same-sex-marriage/index.html

Permitted Disclosures to family member, close friend, relative:

https://www.hhs.gov/hipaa/for-professionals/fag/2086/does-hipaa-privacy-rule-permit-doctor-

discuss-patient-s-health-status.html

Cloud Service Provider:

http://www.hhs.gov/hipaa/for-professionals/special-topics/cloud-computing/index.html

Identity Theft:

https://www.consumer.ftc.gov/features/feature-0014-identity-theft

Contact @ U.S. Secret Service to Request Free Risk Analysis of Computer Systems:

http://www.secretservice.gov/contact/field-offices

Ransomware:

https://www.hhs.gov/hipaa/for-professionals/security/guidance/index.html

HIT Developer Portal:

http://hipaaQsportal.hhs.gov
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Risk Analysis Guidance:

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html

http://scap.nist.gov/hipaa/

http://www.healthit.gov/providers-professionals/security-risk-assessment

Enforcement Activities:

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/index.html

Resolution Agreements:

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/index.html
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Health Information Privacy Materials for Covered Entities
Medscape Modules

OCR has six educational programs for health care providers on compliance
with various aspects of the HIPAA Privacy and Security Rules. Each of these
programs is available with free Continuing Medical Education (CME) credits
for physicians and Continuing Education (CE) credits for health care
professionals. They are available at Medscape.org and on OCR’'s Medscape
Destination Page. Users need a free Medscape.org account to access the
programs.

OCR's Medscape Destination Page

EHR's and HIPAA - Steps for Maintaining the Privacy and Security of Patient
Information

Your Mobile Device and Health Information Privacy and Security

Understanding the Basics of HIPAA Security Risk Analysis and Risk
Management CME

Patient Privacy: A Guide for Providers

HIPAA and You: Building a Culture of Compliance

Examining Compliance with the HIPAA Privacy Rule

Post 2013 Omnibus Final Rule Training Materials
e Guidance materials for consumers - OCR webpage

e 2013 OCR NIST HIPAA Security Conference Webcast - Safeguarding
Health Information: Building Assurance through HIPAA Security

e 2013 OCR NIST HIPAA Security Conference Agenda and speaker
prepared presentations - Safequarding Health Information: Building
Assurance through HIPAA Security

e Workagroup for Electronic Data Interchange (WEDI) and OCR Omnibus
HIPAA/HITECH Final Rule 2013 Summer Webinar Series

e ONC Security Risk Assessment Tool for Small Providers - 2014
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