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DATA CAN “SLEEP WALK’ -KEEP IT SAFE

vUNINTENTIONAL DATA LOSS

+CONFIDENTIAL DATA LEAVES THE COMPANY —
WITHOUT AUTHORIZED PERMISSION

$SYSTEMS ARE PURCHASED WITHOUT KNOWLEDGE
OR SIGN-OFF BY IT (SHADOW IT)

»DATA STORED OUTSIDE OF IT CONTROLS IN THE
CLOUD

+$3RD PARTY VENDOR CONCERNS

DATA CAN “SLEEP WALK’ -KEEP IT SAFE

vPROTECTING DATA IS CRITICAL TO AN
ORGANIZATION

$PRIVACY CONCERNS
S INTELLECTUAL PROPERTY

#MANY LAWS PROTECTING — NEWLY ADDED
GENERAL DATA PROTECTION REGULATION
(GDPR)

%GDPR PENALTIES — GREATER OF $20 MILLION
(US) OR 4% OF VIOLATORS ORG GLOBAL
REVENUE
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DATA CAN “SLEEP WALK’ -KEEP IT SAFE

vWHAT IS GDPR?

“$THE EUROPEAN UNION’S GENERAL DATA PROTECTION
REGULATION (GDPR), IS THE BASIC FRAMEWORK FOR
PROTECTION OF PERSONAL INFORMATION OF EU
CITIZENS.

»THE GDPR LAYS OUT DETAILED REQUIREMENTS
GOVERNING THE COLLECTION, USE, SHARING AND
PROTECTION OF PERSONAL INFORMATION.

*GDPR WAS ADOPTED IN APRIL 2016 AND WENT IN
FORCE ON MAY 25, 2013.

*

virtu Corporation

DATA CAN “SLEEP WALK’ -KEEP IT SAFE

vGDPR - FORCES COMPANIES TO CONTROL
THEIR/OTHERS DATA

“LAWFUL, FAIR AND TRANSPARENT PROCESSING
“+LIMITATION OF PURPOSE, DATA AND STORAGE
+DATA SUBJECT RIGHTS
“+CONSENT
“+PERSONAL DATA BREACHES
+DATA PROTECTION IMPACT ASSESSMENT
“+DATA TRANSFERS
“DATA PROTECTION OFFICER
“+AWARENESS AND TRAINING

*Adv'isers Expert Solutions, Punit Bhatia

5/24/2018



5/24/2018

DATA CAN “SLEEP WALK’ -KEEP IT SAFE

vGDPR — IS IT COMING TO THE USA?
“MAYBE...
> FACEBOOK AND CAMBRIDGE ANALYTICA FALLOUT

» RESEARCHERS IN 2014 ASKED USERS TO TAKE A
PERSONALITY SURVEY

» APP WAS ALLOWED TO COLLECT USER DATA

»> 50 MILLION RAW PROFILES HARVESTED - 270,000
USERS HAD CONSENTED

» LEARNED ABOUT IT IN 2015 — DATA SHOULD HAVE
BEEN DELETED - VERIFY IT WAS DELETED???

> WHAT WILL HAPPEN???

DATA BREACH EXAMPLES

vACCIDENTALLY PUBLISHED...

% RED CROSS BLOOD SERVICE - AUSTRALIA

% OCCURRED OCT 2016

% UNSECURED DATA WAS POSTED ON A WEBSITE BY A CONTRACTOR

% LEAK INCLUDED ID INFO “PERSONAL DETAILS” OF 550,000
DONORS

% INCLUDED ANSWERS TO QUESTIONNAIRE WITH VERY PERSONAL
INFO

% LARGEST DATA LEAK IN AUSTRALIA

% SECURITY PROFESSIONAL WAS CONTACTED BY SOMEONE WHO
ACQUIRED THE INFORMATION. SECURITY PRO PART OF THE LEAK.
SENT 1.74 GB FILE INC “AT RISK SEXUAL ACTIVITY”

tp://

gg




5/24/2018

DATA BREACH EXAMPLES (CONT)

v'PREVENTION...

*IMPLEMENT THE APPROPRIATE
CONTRACTUAL REQUIREMENTS OR
CONTROL MEASURE IN ORDER TO
PROTECT PERSONAL INFORMATION
THAT IS HANDLED BY A THIRD PARTY
PROVIDER.

DATA BREACH EXAMPLES (CONT)

vHACKED...
“QUEST DIAGNOSTICS — NEW JERSEY
“OCCURRED NOV 26, 2016

S ACCESSED MYQUEST BY CARE360 INTERNET
APPLICATION

“OBTAINED PHI DATA OF APPROXIMATELY 34,000
INDIVIDUALS
»THE ACCESSED DATA INCLUDED NAME, DATE OF BIRTH,

LAB RESULTS, AND IN SOME INSTANCES, TELEPHONE
NUMBERS.

*http://www.informationisbeautiful.net/visuali
data-breach




DATA BREACH EXAMPLES (CONT)

vPENALTY...
“ACTIONS STILL PENDING

vPREVENTION...

$PATCH AND UPDATE SERVERS, REVIEW
APPLICATIONS FOR POSSIBLE SECURITY ISSUES

*http://www.informationisbeautiful.net/visuali

DATA BREACH EXAMPLES (CONT)

vINSIDE JOB...
“FRENCH POLICE HEALTH INSURANCE
$OCCURRED JUNE 2, 2016

“*PERSONAL DETAILS OF 112,00 FRENCH POLICE
OFFICERS UPLOADED TO GOOGLE DRIVE

$DISGRUNTLED WORKER UPLOADED DATA

»LUCKILY THE FILES WERE PROTECTED BY A
PASSWORD

*http://www.informationisbeautiful.net/visuali
b t-data-breaches-hack
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DATA BREACH EXAMPLES (CONT)

v'PREVENTION...

$BLOCK ACCESS TO FILE SHARING SITES,
MONITOR FOR DATA LEAKAGE

DATA BREACH EXAMPLES (CONT)

vLOST/STOLEN DEVICE AND MEDIA...
SADVOCATE HEALTH CARE
+OCCURRED JULY 2013 AND NOV 2013

$BREACH INVOLVED ELECTRONIC HEALTH
INFO OF 4 MILLION PEOPLE
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DATA BREACH EXAMPLES (CONT)

vTHREE SEPARATE EVENTS...

»FOUR UNENCRYPTED LAPTOPS WITH PERSONAL HEALTH
INFORMATION WERE STOLEN FROM AN ADMINISTRATIVE OFFICE
IN PARK RIDGE.

“UNAUTHORIZED THIRD PARTY ACCESSED THE NETWORK OF AN
ADVOCATE BUSINESS ASSOCIATE, POTENTIALLY
COMPROMISING THE INFORMATION OF MORE THAN 2,000
PATIENTS

“+UNENCRYPTED LAPTOP WITH PERSONAL INFORMATION OF
MORE THAN 2,200 INDIVIDUALS WAS STOLEN FROM THE
VEHICLE OF AN ADVOCATE MEDICAL GROUP EMPLOYEE

*http://www.informationisbeautiful.net/visuali
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DATA BREACH EXAMPLES (CONT)

vPENALTY...
+PAID $5.55 MILLION TO HHS

v'PREVENTION...
+"POLICIES AND PROCEDURES AND FACILITY ACCESS
CONTROLS TO LIMIT PHYSICAL ACCESS TO THE
ELECTRONIC INFORMATION SYSTEMS HOUSED
WITHIN A LARGE DATA SUPPORT CENTER,"
ACCORDING TO OCR.
SENCRYPTION ON ALL ENDPOINT DEVICES.

*http://www.informationisbeautiful.net/visuali
b t-data-breaches-hack




DATA BREACH EXAMPLES (CONT)

v'POOR SECURITY...
% MADE KNOWN — JAN 2017
% SWEDISH TRANSPORT AGENCY - “KEYS TO THE KINGDOM?”

% INFORMATION ABOUT ALL VEHICLES IN THE COUNTRY — INCLUDING
POLICE AND MILITARY — WAS MADE AVAILABLE TO IT WORKERS IN
EASTERN EUROPE

% OUTSOURCED IT MAINTENANCE WITHOUT PROPER SECURITY
CLEARANCE CHECKS

% ADMINISTRATORS IN THE CZECH REPUBLIC WERE GIVEN FULL ACCESS
TO ALL DATA AND LOGS

% IT IS NOT KNOWN WHETHER THE SECURITY GLITCH CAUSED ANY
MAJOR DAMAGE

*http://www.informationisbeautiful.net/visuali

DATA BREACH EXAMPLES (CONT)

v'PREVENTION...

#FULLY VET ALL YOUR VENDORS AND
UNDERSTAND HOW THEY WILL HANDLE YOUR
DATA

+ASSIGN DATA ACCESS PRIVILEGES
APPROPRIATELY

*http://www.informationisbeautiful.net/visuali
b t-data-breaches-hack
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WHERE ARE WE GOING?

v'CLOUD SOLUTIONS ARE CATCHING ON

IN HEALTHCARE
%CLOUD SYSTEMS TO MANAGE AND EXCHANGE
DATA ARE ON THE RISE

SANALYTICS HAS BEEN ON THE RISE — 3RD PARTY
CLOUD SYSTEMS

WHERE ARE WE GOING?

vISSUES...
“SHARED SECURITY MODEL
*INFORMATION BEING TRANSPORTED
AND STORED — WHERE IS [T?
“NEW POTENTIAL POINTS OF FAILURE IN
SECURITY PROCESS — LEARNING CURVE

5/24/2018

10



5/24/2018

WHERE ARE WE GOING?

vOLD FRIENDS GETTING MORE PREVALENT (PHISHING
AND RANSOMWARE)
+*RANSOMWARE AS A SERVICE —

»>DEVELOPED BY MALWARE AUTHORS THEN
DISTRIBUTED TO OTHER CRIMINALS TO TAKE PART IN
ATTACKS VIA THE DARK WEB

»>THE MAIN DEVELOPER GETS A CUT OF THE ACTION
FOR SUCCESSFUL RANSOM PAYMENTS

»USE OF PORTALS TO DEPLOY AND TRACK THE
RANSOMWARE

WHERE ARE WE GOING?

vRANSOMWARE AS A SERVICE
(EXAMPLES) —

SGRANDCRAB
“SATURN
“DATA KEEPER
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WHERE ARE WE GOING?
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WHERE ARE WE GOING?

v MENTIONS OF GANDCRAB, SATURN, AND DATA KEEPER RANSOMWARE FAMILIES.
EN I - '

GandCrab or Saturn Ransomware or Data Keeper

[ Cyber
users beware: dash Ransomware ) ersen
“Gandcrab of #Russian origin
) Infecting POF fies & o and Ahances
Pitps I COMBEGHISATCh itech
Researchers e rsan duk Sgia bats siness #tockchain st Keeper Ransormware - A0 e
ula el for v GaniCrale i corBipxSHIGH, unusual and complex Ransom-as-a

plattorm

ransomware a5 a service. "
hupst.conesLInQRDa. © 1 reference

Researchers spotted a new matware 20 reterences
in the wild, the Satum Ransomware
Winfosecnews ¥infosec

hitps:/At.co/2B7AHVXoOD,

Mabwarebytes Labs Blog: “GandCrab
ransomware distributed by RIG and
GrandSoft exploi kits™

NP/ cONRQPRYHf.

https:// ds-2018
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WHERE ARE WE GOING?

V@ Gansnd Dacrpeer 1
@ (€ O tmaeiamomn s as =

-GandCrab -

v
1.54 DASH (=1200 USD)

DASH bitess o papent
Xgecpv2Fhdi2iQbitzEny1CM4Dh2{tiDmJ

~To make & payEment you have this tme-

03 1 01 04

GandCrab Decryptor

*GandCrab ransom note. Source: BleepingComputer

WHERE ARE WE GOING?

vCOIN MINING IS CATCHING ON

#CRYPTOCURRENCIES ARE DIGITAL CURRENCIES: THEY
ARE CREATED USING COMPUTER

#PROGRAMS AND COMPUTING POWER, AND RECORDED
ON THE BLOCKCHAIN.

+TO CARRY OUT THIS ACTIVITY COMPUTING
RESOURCES ARE REQUIRED. GOTTEN ON WEBSITE
VISITS OR RUNNING IN BROWSERS.

#NOT ILLEGAL AND VALID WAY TO PAY FOR WEBSITE
USAGE — MUST BE DISCLOSED
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WHERE ARE WE GOING?

v'COIN MINING IS CATCHING ON

$CYBER CRIMINALS SURREPTITIOUSLY INSTALL
MINERS ON VICTIMS’ COMPUTERS OR INTERNET
OF THINGS (10T) DEVICES WITHOUT THEIR
KNOWLEDGE.

“COINHIVE IS A CRYPTOCURRENCY MINING
SERVICE THAT RELIES ON A SMALL CHUNK OF
COMPUTER CODE DESIGNED TO BE INSTALLED
ON WEB SITES. (MONERO CRYPTOCURRENCY)

WHERE ARE WE GOING?

vVINTERESTING STATS ON 10T
AN ESTIMATED 25 BILLION DEVICES WILL BE
CONNECTED TO THE INTERNET BY 2021, UP FROM &
BILLION IN 2016. TOTAL SPENDING ON [T, INCLUDING
DATA CENTER SYSTEMS, ENTERPRISE SOFTWARE AND
CONNECTED DEVICES IS EXPECTED TO REACH 34
TRILLION IN 2021, UP FROM $3.4 TRILLION IN 2015%.

*ChangeWave Investing
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WHERE ARE WE GOING?

VINTERESTING STATS ON 10T
#10T BUDGETS ARE SET TO RISE AN AVERAGE OF 34%
OVER THE NEXT 12 MONTHS, AND THE MOST
NOTABLE BENEFICIARIES WILL BE THESE VERTICAL
INDUSTRIES: B2B SOFTWARE AND SERVICES (LEADING
AT +41%), MANUFACTURING (+37%), HEALTHCARE
(+29%) AND UTILITIES (LAGGING AT +20%).%

*ChangeWave Investing

ADDRESSING THE THREATS
CYBERSECURITY FRAMEWORK — DEFINITION

v THE NIST CYBERSECURITY FRAMEWORK (NIST CSF) PROVIDES A
POLICY FRAMEWORK OF COMPUTER SECURITY GUIDANCE FOR
HOW PRIVATE SECTOR ORGANIZATIONS IN THE UNITED STATES
CAN ASSESS AND IMPROVE THEIR ABILITY TO PREVENT,
DETECT, AND RESPOND TO CYBER ATTACKS. IT “PROVIDES A
HIGH LEVEL TAXONOMY OF CYBERSECURITY OUTCOMES AND A
METHODOLOGY TO ASSESS AND MANAGE THOSE OUTCOMES.”*

* Wikipedia

5/24/2018
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ADDRESSING THE THREATS
CYBERSECURITY FRAMEWORK - NIST

April 16,2018 Cybersecurity Framework Version 1.1
Table 1: Function and Category Uniqus Identifiers

Function <

Identify Asset Management
Business Environment
Govermnce
Risk Assessment
Risk Managsment Strategy
Sopply Chain Riok Managerment

Protect

Wdentity Management and Access Control
PRAT | Awarcocss and Training
PRDS | Data Security

PRIP | Information Protestion Processes and Provedures

PRMA | Maintenance
PRPT Protective Technology
et DEAE | Anomalies and Events

DECM | Security Continuous Monitoring

DEDP | Detestion Prosesses.

Respond RSRP | Response Planning

RS.CO | Communications

RSAN | Amalysis
RSMI | Mitigation

RSIM | Improverments
Reconer RCRP | Recovery Planning

* NIST, April 2018 RCIM | Improvements

RC.CO | Communications

ADDRESSING THE THREATS
CYBERSECURITY FRAMEWORK - NIST

April 16,2018 Cybersccurity Framework Version 1.1
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CIS Sub-Control

Asset Type

=
.
- ADDRESSING THE THREATS
CIS Control 13: Data Protection
CIS Sub-Control Asset Type Security Function Descriptions.
Maints of it , processed, or transmitted by the organization's technology systems, including
131 Data Identify Maintain an Inventory Sensitive Information  ose located onake or ot a remote o
Remove sensitive data o systems nol regularly from These systems shall only be used as
132 Data Protect Remove Sensiive Data or Systems NotRequiarly |12 oione systems ) by it needing to use the system or completely
Accessed by Organization
virtualized and powered off until needed
Deploy an automated that monitors for wansfer of and blocks such
133 Data Detect Monitor and Block Unauthorized Network Traffic v Jormation securky professionals
134 Data Protect g""' “::m:‘;?s 1o Authorized Cloud Storage of | . 2wy e cess to authorized cloud storage o email providers
135 Data Detect :::‘”’:D"”‘A"”U Tauthorized Use of Monitor alltraffic leaving the organization and detect any unauthorized use of encryption.
138 Data Protect Encrypt the Hard Drive of Al Mobile Devices. Utiize approved whole disk encryption software to encrypt the hard drive of all mobile devices.
) 1uss required, enterpr should be used that qure systems to allow the use of specific
a7 Data Protect Manage USB Devices Sevices, An inventory of such devices should be maintained.
138 Data Protect :M 5:‘5':"“,:5::}"“‘: Removeble Medin's Configure systems not to write data to external remavable media, f there is no business need for supporting such devices.
139 Data Protect Encrypt Data on USB Storage Devices. 1 USB storage devices are required, all ata stored on Such devices must be encrypted while at rest
* Center for Internet Security, CIS Controls VT
[T
.
=

ADDRESSING THE THREATS
CYBERSECURITY FRAMEWORK - NIST

CIS Control 14: Controlled Access Based on the Need to Know

Security Function

Title

Descriptions

Segment the network based on the label or classification level of the information stored on the servers, locate all sensitive information

141 Network Protect Segment the Network Based on Sensitivity on separated Vitual Local Area N (VLANS)
Enable firewall fitering between VLANs to ensure that only authorized systems are able to communicate with other systems necessary
142 Network Protect Enable Firewall Filtering Between VLANs to fulfil their ific responsidiiies.
Disable all to to limit an attacker’s abilty to ly and
Netw [~
143 ork Protect [Disable o systems, through technologies such as Private VLANS or microsegmentation
144 Data Protect Encrypt Al Sensitive Information in Transit Encrypt all sensitive information in transit
“s Data Detect Utiiize an Active Discovery Tool to Identify Sensitive | Utiize an active discovery tool to identify all sensitive information stored, processed, or transmitted by the organization's technology
: Data systems, including those located onsite or at a remote service provider and update the D sensitive s i y.
Protect all information stored on systems with file system, network share, claims, application, or database specific access control lists.
146 Data Protect Protect Informati wrough Access Control Lists These controls will enforce the principle that only authorized individuals should have access to the information based on their need to
access the information as a part of their responsibilities
147 Data Protect Enforce Access Control to Data through Automated | Use an automated tool, such as host-based Data Loss Prevention, to enforce access controls to data even when data is copied off a
: Tools system.
. . Encrypt all sensitive information at rest using a tool that requires a secondary authentication mechanism not integrated into the
148 Data Protect Encrypt Sensitive Information at Rest operating system, in order to access the information
149 Data Detect Enforce Detail Logging for Access or Changesto | Enforce detailed audit logging for access to sensitive data of changes to sensiive data (utilizing tools such as File Integrity Monitoring of
5 )

Sensitive Data

Security Information and Event Monito

* Center for Internet Security, CIS Controls VT

5/24/2018
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ADDRESSING THE THREATS
DATA LOSS PREVENTION (DLP)— DEFINITION

vDATA LOSS PREVENTION (DLP) IS A SET OF TOOLS
AND PROCESSES USED TO ENSURE THAT SENSITIVE
DATA IS NOT LOST, MISUSED, OR ACCESSED BY
UNAUTHORIZED USERS.*

* digitalguardian.com

ADDRESSING THE THREATS
DATA LOSS PREVENTION (DLP)

VISACA'S DATA LEAK PREVENTION WHITE PAPER
IDENTIFIES THREE KEY OBJECTIVES FOR A DLP
SOLUTION:

“LOCATE AND CATALOG SENSITIVE INFORMATION STORED
THROUGHOUT THE ENTERPRISE. (IDENTIFY)

SMONITOR AND CONTROL THE MOVEMENT OF SENSITIVE
INFORMATION ACROSS ENTERPRISE NETWORKS. (DETECT)

SMONITOR AND CONTROL THE MOVEMENT OF SENSITIVE
INFORMATION ON END-USER SYSTEMS. (PROTECT)*

* https://www.isaca.org/KnowledgeCenter, /D /Data-Leak

Prevention_whp_Eng_0910.pdf

5/24/2018
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ADDRESSING THE THREATS
DATA LOSS PREVENTION (DLP)

vTHE WHITE PAPER PROVIDES GUIDELINES FOR
IMPLEMENTING DLP. THESE GUIDELINES ARE:

»DATA CLASSIFICATION SHOULD BE THE FIRST STEP OF THE
PROGRAM.

»DEFINE AND IMPLEMENT DATA CLASSIFICATION AND
PROTECTION POLICIES.

*IMPLEMENT AND CONFIGURE DLP SOLUTIONS PER POLICY.

“IDENTIFY AND MONITOR THE RISK ASSOCIATED WITH
LIMITATIONS OF DLP SOLUTIONS IN PROTECTING THE
ORGANIZATION’S DATA.

ADDRESSING THE THREATS
DATA LOSS PREVENTION (DLP)

vTHREE PRIMARY STATES OF DATA ARE:
$DATA AT REST (ID, LOCATE, LOG)

$DATA IN MOTION (MONITORING NETWORK
TRAFFIC)

“DATA IN USE (ENDPOINTS)

5/24/2018
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ADDRESSING THE THREATS

BUSINESS BENEFITS OF DLP

vPROTECT CRITICAL BUSINESS DATA & INTELLECTUAL
PROPERTY

vIMPROVE COMPLIANCE

vREDUCE DATA BREACH RISK

vENHANCE TRAINING & AWARENESS

vIMPROVE BUSINESS PROCESSES

vOPTIMIZE DISK SPACE & NETWORK BANDWIDTH
vDETECT ROGUE/MALICIOUS SOFTWARE

CONTACT INFORMATION

BOB MARCAVAGE

ClO — SUNSTONE CONSULTING LLC
OBMARCAV. @SUNSTO ONSULTING.COM

RMARCAVAGE@RGMAIL.COM

HTTPS: LI IN.COM/IN/MARCAV,
717.433.6006
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