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Incident Causes

Overall

6%

System
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/o Rermote Access.
1% - 0/ | 2%
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Phishing 6%
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o Ftermaten

13% -
Other
Network lntrusion Breakdown

38% Rursormare
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Inadvertent
Disclosure
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Source: BakerHostetler 2018 Data Security Incident Response Report

V\'Data is at Risk? ..

Data at Risk*
46% |39% 24% [15% |12% |10%
Sochl Health Othe Confidential | Binhete Eancial T river's

Security Information Information ata License

ome combination of this data in conjunction with a first

name (or initial) and last name is generally the
personally identifiable information (PIl) by
most state data breach statutes.

WannaCry Attack — Threat or Fake News?: .. 7}
¥ Aransomware attack that impacted more than 300,000 =
people across 150 countries in less than two days. @

& - Stroz Friedberg, 2018 Cybersecurity Predictions, a1 p. 18 (2018)

How it Happens:

 Hackers gain access to your computer's file system by

installing a program via phishing link/attachment or by poorly

configured Remote Desktop Protocol service.

The ransomware prevents a user from accessing the

operating system, or encrypts all the data stored on the

computer.

The user asks the ransom to pay a fixed amount of money, as
posed to decrypting files or allowing access again to the

rating system.

&
1) <
.Bgst-’-ctlces:
v Mditain a robust, off-site backup of data
..\/ Properly configure Remote Desktop Protocol services.

- Bakerbosttlr, 2018 Data Socurly Incidon Raspons Fopot atp. 4 2018). 6
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\ . )
. . ~ompromise
. . . 5 CEO, asking human
‘ . ’loyee W-2 information:
2® o N
- . 4 L
o, .
es wage

S S ——— — e -, 28, YOU
can send it as an attachment. Kindly prepare the lists and email
them to me asap.

New Area Prone to Attack:

% In 2017, hackers phished online payroll management account credent als
used by corporate HR professionals.

Forensic Investigations

Type of Investigation Use of Qutside Forensics
87%
. " Log Revew % =
55% 7K ©
- Imaging o 0
30% 65 A) 41 .5 /0
Malware of Network ntrusion of Data Breach
- Ansiysis ncidents cidents
13%
. Endpoint
| — Scamners
! - W
Forensic Investigation Costs 36 \
Days . C
$84,417 $86,751 $436,938 ‘ 24%
hverage Completon Evidence of Data
o All ncidents for Network for 20 Largest Time fo Forensic Exfitration in Network
Intrusion Incidents. Imvesbgabons. Ivesbigation Intrusion Incidents
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Notificati.tatistics

Number of Notifications by Industry Take Action:
Individuals Notified Keys to Shortening the Timeline
~ itality (F Retail 7 » Increase SIEM log storage to
\/Q,; Hospitalty (Food/Beverage, Rotail) 627,723 look back at incidonts.
Education 46,783 ’ P
| , . - » Identity a forensic firm in
Business & Professional Services 8,284 advance, and conduct onboarding
AVERAGE: Healthcare 6,470 to speed the process later.
87 952 Finance & Insurance 3572 » Use endpoint security tools to get
y Other 2720 visibility faster.
Nonprofit 957 » Be mindful that the pressure to
move quickly must be balanced
Sovemment 921 with the need for a complets,
Aerospace & Defense 275 thorough investigation and
effective containment.

Incident Respon

1. Preparation

> Review and update response plan. Develop response

5. Contain

capabilties. Test response plan. Promote awareness of

ification

icident detection, triage, and escalation to

lernal parties.

3. Assessment

activities, including resource needs. Begin o form

riate incident response team members. Formatig
propriate response team. Determine need to not

> Conduct analysis necessary to properly prioritize respon:

> Take ineident specific actions to st
inui

6. Eradication
ne and elimina the cause of theincident. Repalrany
anges. There s often acycle back 0
0, analysi, and containmentin this phase.

igation of incident and restore system to normal
al State and implement measures to prevent
it reoccurrence.

communication and containment action plans. Assess

preservation and mitigation needs.

4. Communication
lize and execute any initial notification plans to
pxternal parties.

8. Follow-Up

> Analyze plan effectiveness and areas for improving
response and security measures to prevent future.
incidents and be better prepared to respond to future
incidents (a return to the preparation phase).

internal

Detection Containment

The time from initial
occurrence to
detection continues
to be where entities
have the most room
to improve.

find faster
containment
strategies.

Incident Response Timeline

Notification

With local, national,
and internet media
continuing to make

Forensic analysis is
getting faster and
more sophisticated,

with new tools and data breacl
increased headline
per: entities

increased pra
to make notifications
quickly.

2
Source: 2018 BakerHostetler Data Security Incident Response Report




rensics Drive the Decision Making

& Know where your “crown jewels” are, have accurate network
diagrams, log access, and internal imaging/collection
capabilities.
Vet several vendors and negotiate the MSA before an event
happens.

« Do on-boarding with primary forensic firm before an incident

v Review technical incident response capabilities and run books pre-

incident.

@ Have a backup — one firm may not be available or
appropriate for all events.
Retain counsel for incident response that understands
technology and cyber issues to reduce response time.
Establish protocols to maintain privilege
Perform tabletop exercises with your vendors

<

<

<

Credit Monitoring
@ offer? 60% .

' It mitigafes, har!ositively changes affected Monoring ien
‘s and regulators’

individuals’ expt Notification Occurred
ectatima
er?

d’ hy Not ’ '
es not prevent fraudulent charges . 3 5(y .
ment cards. (o] .
v It may impact litigation position. Average

v Low redemption rate. Redemption

~_

BakerHostetler, 2018 Data Security Incident Response Report, (2018)

The Importance of Mess

Goals

» Comply with all applicablelaws > Complaints »
and regulations > Negligence, Invasion of Privacy

Lawsuits
4 Be[;hogough and desg > Class Action Lawsuits
witnout causing unn > Regulatory Action
concern » Damage to Brand and Trust
¥ Provide reassurance

overpromising

» Strive for openness and
transparency without creating
unnecessary risk




The Importance of Messaging
Commumication Don'ts.

<«

Don't speak too early and/or “on the fiy."

v Don't use a misleading initial hol statement
Don't fall victim to saying too mu
reassuring.

Don’'t make logistical mistakes (|
Don’'t assume you have to answ
Don't over-apologize

Don't leave out helpful evidence
Don't call yourself a victim

Don't overstate the security measures yol
Don't overstate new security measures
Don't ignore regulators 16

«

€€

AG Inquiries Following

Natifications vs. Lawsuits Filed iy
! Notification

ter You’ve
ailed Notice...

@ Business may suffer reputational
harm.
Business may recej
Inquiries, litigatio
investigations, or
Business operatio
disruption in product
result.

«

350 1 0 Non-AG Inquiries

Koticatans Lawsuits Fied
2016 m7

29 43

«

AR i

-
Rise of the Regulators
v State Attorney Generals (AGs)
% Office for Civil Rights (OCR)
w Other Regulators

CivilInvestigative Demand

Agencies issue Civil Investigative Demands
(CIDs) that request:

v Information Security Plan

¥' Remediation Steps

v Digital Environment Details and its Physical,
Technical, and Administrative Controls




The Privacy “Patchwork”

» Federal & state laws govern the hant
PII/PHI .

« Laws covering SSNs / disposal of PII .

« Employment-related laws (e.g. FMLA, A

« Other federal and state regulations (e.g ‘ ¥
Mass. Regs)

« HIPAA .‘

« Applies to Covered Entities and Busine: .‘
« Preempted except where state law is “ir —

« State breach notification laws
« State medical information breach rep
« International data protection regulatic

HIPAA
Breach by a Covered Entity

. pglifg T%: A health plan, health care clearinghouse and health care
provider who transmits any health information'in electronic form in
" ' connection with a covered transaction.
Information Covered: Unsecured PHI- individually identifiable

health information that is transmitted or maintained in electronic
media or any other form or media (encryption=safe harbor).

Definition of Breach: The acquisition, access, use, or disclosure of
PHI'in a manner not permitted by the HIPAA Privacy Rule, which
compromises the security or privacy of the PHI.

H I P E ﬁ « Who Must Be Notified: The patient or their personal representative,

HHS, and the media if more than 500 residents of a state or
jurisdiction are affected.

Notification Timeframe: Without unreasonable delay and in no case
later than sixty (60) calendar days after the breach is discovered.

Preemption: HIPAA preempts state law unless state law is more
restrictive.

0

Definition of “Breach” in Final Ru..

« Acquisition, access, use, or disclosure
of unsecured protected health
information in a manner not permitted
under the HIPAA Privacy Rule is
presumedto be a breach. . . .

« Unless the Covered Entity or Business
Associate can demonstrate that there
is a low probability that the PHI has
been compromisedbased on a risk
assessment.

« Compromise is not defined. . .




HIPAA Breach Risk Assessment

* Must be documented Wedium

« Must evaluate at least the

followi factors:
1. The nature andextent of the PHI.
. 2. The unauthor on involved.

Whether the PHI ctually
lacquired jewed.
4. Extent to h any risk has been

. mitigated.

OCR Hot Buttons

« Recent Focus on Hacking Rel:
* Intrusion Detection Software
* Anti-Virus Software
+ Logging
+ Updating
* Access Controls
« Training
« Mobile Devic0.e and Transmis
+ Encryption
« Device Inventory, Tracking, and
« Facility Security and Theft Prew
* Risk Assessments and Risk M

« Third Party Access to PHI/ Bu
Associates

« Staff Education and Sanctions

OCR Resolution Agreements

* Providence Health & Services ($100K)

* CVS Pharmacy ($2.25M)

* Rite-Aid ($1M)

* Management Services Organization of Washington ($35K)

* Cignet ($4.3M)

* Massachusetts General Hospital ($1M)

* UCLA Health Services ($865K)

* Blue Cross Blue Shield of Tennessee ($1.5M)

+ Alaska Medicaid ($1.7M)

« Phoenix Cardiac Surgery, PC. ($100K)

* Massachusetts Eye and Ear Infirmary ($1.5M)

« Hospice of North Idaho ($50K)

« Idaho State University ($400K)

* Shasta Regional Medical Center ($275K)

« WellPoint ($1.7M)

« Affinity Health Plan ($1.2M)

« Adult & Pediatric Dermatology, P.C. of Massachusetts
($150K)

« Skagit County, Washington ($215K)

* QCA Health Plan, Inc. ($250K)

* Concentra Health Services ($1.725M)

* New York and Presbyterian Hospital ($3.3M)

* Columbia University ($1.5M)

« Parkview Health System ($800K) 2

nchorage Community Mental Health Services ($150K)




OCR Resolution A

ements

Cornell Prescription Pharmacy ($125K)

st. Elizabeth’s Medical Center ($216.4K)

Cancer Care Center ($750K)

Lahey Hospital and Medical Center ($850K)

Triple-S Management Corporation ($3.5M)
University of Washington Met (5750K)

Lincare ($239.8K)

Complete PT. Pool & Land Physical Therapy ($25K)
North Memorial Healthcare ($1.55M)

Feinstein Institute for Medical Research ($3.9M)
Raleigh Orthopaedic Clinic, PA of N. Carolina ($750k)
New York Presbyterian Hospital (52.2M)

Catholic Health Care Services of the Archdiocese of Philadelphia ($650K)
Oregon Health & Science University ($2.7M)
University of Mississippi Medical Center ($2.75M)
Advocate Health Care Network ($5.55M)

Care New England Health System ($400K)

st. Joseph Health ($2.14M)

University of Massachusetts Amherst ($650K)
Presence Health ($475K)

Children's Medical Center of Dalas ($3.2M)
Memorial Healthcare System ($5.5M)

The Center for Children’s Digestive Health ($31K)
CardioNet ($2.5M)

21% Century Oncology ($2.3M)

Saint Luke's — Roosevelt Hospital Center, Inc. ($378K)
Filefax ($100K)

University of Texas MD Anderson Cancer Center ($4.3M) 3

State Laws

»  50States, D.C.,, & U.S. territories

»  Lawsvary between jurisdictions

»  Varying levels of enforcement by
state attorneys general

»  Limited precedent

International
Breach Notification

v Several Non-U.S. jurisdictions have security breach
notification requirements
v Some are specific to certain industries.
v Some only require notification to a regulator.
v In certain countries, authorities have issued
“guidance” for providing breach notification.
v GDFR imposes a 72-hour notification requirement.




GDPR Breach Notification

“Personal data breach”: incident in security leading to the accidental or unlawful destruc||o.
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored,
otherwise processed r '

Data controller must notify the competent Supervising rity without undue delay ' 7oa
where feasible, not later than 72 hours after discovery VA
If more than 72 hours later, must give reason for d -

Content: (1) Description of incident (number affected, cal S Bf d; jects and daj .
records); (2) DPO contact information; (3) likely consequences of inci@ncluding

mitigation efforts
Individual notification required if there’s a high risk (with exceptions)
Data processor must notify data controller “without undue delay” but no strict deadline

Entities operating in the EU should prepare a GDPR-compliant data security incident response
plan

GDPR Applicability
v GDPR only applies to organizations outside of the EU to the extenl tl.
they offer goods and services to or monitor the bepavior of EU data
subjects. 8 )
v Key Questions . -4
¥ 1. Offering goods in services ’ ) .
v Do you have any representatives ‘ n th ?
v Does your website have a domain with U ex ion (e.g. .f.
.es, .de)?
v Do you provide a telephone number with an EU try code?
v Do any of your promotional or marketing materials mention EU-
based clientele?
¥ 2. Monitoring the behavior of EU data subjects
v Do you track subjects on the internet (e.g. cookies)?
v Do you use data processing techniques to profile data subjectgg
; . y 3

|s California the Next GDPR?

« Takes effect June 2020
« Stated Purpose:
« to give consumers more control and transparency
regarding use of private information.
» Recent amendments would prohibit application of act
to PHI collected by HIPAA-covered entities; however,
may still apply to other types of personal information.

30
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RISK MANAGEMENT STRATEGIES

PREVENTION = PROTECTION .

Vendor Management
Security Awareness/Education

Basic Data Security Good Practices ..

<

Risk Assessment, Risk Management Plan
Policies and Procedures

Consistent Enforcement of Policies and
Procedures

Practice breach response initiative
Delete data when it is no longer needed

BAsic DATA SECURITY BEST PRACTICES
Data Identification & Classification

Data hygiene don't collect what you don't need)

Access restrictions

Education

Document retention/destruction

€ ¢ e w

€ ¢

I EEER

Policy & Procedures

v Security Incident Response Plan % General Policies

v BYOD Policy and Social Media Policy % Program Policy

% Information Security and User Policies v Crisis Management Plal
% What users can and must do to use network and v Disaster Recovery

organization’s computer equipment. g::‘:;;i“z’;’y
c ] v

Define limitations on users to keep the r)etwork End-user Recovery

secure (password policies, use of proprietary vel

Phone System Reco
information, internet usage, system use, remote Emergency Response Plan

«

access) Workplace Recovery
« IT Policies

Virus incident and security incident .

Logs

Backup policies
Server configuration, patch update, modification

& e e ee

e @

Email retention .

policies
Firewall policies
Wireless, VPN, router, and switch security ‘

Questions

11



