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The current state of cybersecurity: by the
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Who They Are: The Cyber Threat Landscape

Hacktivists

Hacktivists use
computer
network
exploitation to
further their
political and
social cause.

Criminals

Individuals and
sophisticated
criminal
enterprises steal
personal
information and
extort victims for
financial gain.

Insiders

Trusted insiders
steal proprietary
information for
personal,
financial, and
ideological
reasons.

Nation-
States

Nation-state
actors conduct
computer
intrusions to
steal sensitive
state secrets
and proprietary
information from
private
companies.

Terrorists

Terrorist groups
sabotage
computer
systems that
operate our
critical
infrastructure,
such as electric
grids and water
systems.

Warfighter
(S

Nation-state
actors sabotage
military,
communications
, and critical
infrastructure
systems to gain
advantage in the
event of a
conflict.

How They Do It

The anatomy of a sophisticated cyber attack is complex, and on
average, can take place over the course of 6 months to a year.
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How They Do It: The Information Supply Chain

Attacks are increasingly originating from 3rd party providers such as
contractors, partners, vendors.

Who has access to your data?
= Acquisitions/Mergers
= Travel agencies

= Law firms

= Vendors

= Customers

= Contractors

= Partners

Major Threat: Email Compromises

= Simple, yet effective cybercrime
scam.

= Carried out by compromising
legitimate business e-mail accounts
through social engineering or
computer intrusion techniques.

= Results in stolen information,
unauthorized transfers, or larger
data breaches.

Exposed Dollar Loss (USD): — —
(Oct 2013 — May 2018) [} I I o n
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Ransomware - A New Breed of Attack

Installation Contacts Encryption Extortion
Server
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Victim opens a Malware Malware encrypts Message on
malicious email communicates victim's files. victim’s
attachment or with criminal’s computer
visits a server. displays ransom
compromised deadline and
web site. amount to be
paid using
electronic
currency.

Healthcare: A target-rich environment for
attackers

Healthcare organizations are the perfect target
for attackers: highly valuable and sensitive
data.

Countless endpoints running various operating
systems and applications with varying degrees
of security.

Information supply chain: Numerous vendors,
business associates, etc.

Higher per-record value on criminal
underground than financial records.

Ransomware: Preying on the life-and-death
decisions of hospitals.
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Tips for Securing your Digital Life

= Know that you are the target.

= Keep software up to date.

= Use strong passwords....and not the same one everywhere!
= Beware of suspicious emails or phone calls.

= Be careful of what you share on social networking sites.

= Use two-factor authentication when possible.

= Use public wifi and hot-spots carefully.

= Backup your data.

= Teach your kids about the internet and online safety.

= Be a good steward of your personal data.

Simulation Exercise

Healthcare Data Breach
Simulation Exercise
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Simulation Exercise — Move 1

On Friday, Sean Green, CEO of Acme Healthcare, receives an email from an
anonymous source who claims to have stolen a large amount of patient data from
Acme’s systems. The person attached a sample of the stolen data in the email,
which Acme’s IT team confirmed was an exact match of actual Acme patients.
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Dear Sir,

Unfortunately, your patient data has been taken. We have attached a sample of this data so that you know
we are serious.

We will post this information to Twitter within 72 hours from receipt of this email if you do not pay 10
bitcoins to the following address:

1F1tA225X1HZXrCNLItMDGEW605GNNdxaX
You may purchase bitcoins from many bitcoin exchangers, such as bitcoinforme.biz

Yours truly,
Mr_Underground

Simulation Exercise — Move 2

The following Wednesday, several hospitals and doctor’s offices
in Acme’s network begin receiving phone calls from patients
stating that they have been receiving strange emails from
someone claiming to be with the collections department at Acme.

Several weeks after the incident, Rachel Smith, Acme’s CCO,
receives a phone call from Michael Wilson from HHS. Wilson
states that HHS is investigating reports of a data breach at Acme
Heathcare, and requests Acme’s full cooperation in the matter.



Takeaways: Have a Plan

\/

« Lack of preparation

« Delayed response

* [Over-communicating (externally)
* Under-communicating (internally)
« Making assumptions

« Proper assessment: |s this an ice cube or an
iceberg?

\/

« Have an offline plan in place

« Have legal/forensics/PR on call

* Have a decision framework in place
* Preserve evidence

« Notify insurance carrier early

* [et out ahead of media

(if public breach)
* Review agreements
* Pre-establish relationships with law enforcement,

regulators, etc.
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