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Real world examples of Al failures

Oncology Al assistant quickly went from Real estate giant announces $304M write
future of healthcare to sold off for parts down on homes it purchased based on
after misdiagnosing patients — $5B+ outdated price-forecasting algorithms for
investment amounts higher than they could be sold for.

Al bias caused 80% of
E-commerce company scraps black mortgage applicants

sexist Al recruiting tool F@j @ to be denied

Social media site receives
$5 billion fine for lack of 0
)
governance around data X
usage and privacy

Medical diagnostic Al models
tricked by researchers using
cyber attacks
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__Level set on terminology before we go on

Aisan Artificial Intelligence

that
Natural q .
(e;.r]lfom[:iasses Language | Robotics Machine Learning (ML)
ifferen
techniques

Supervised | Unsupervised

Learning Learning Deep Learning (DL)

Convolutional |  Recurrent
Neural Neural .
Networks Networks Generative Al"

(CNNs) (RNNs)

*GenAl combines unsupervised, supervised
and language capabilities.

Generative Al strengths and trade-offs

What generative Al does well What generative Al does less well

Create original content from high-level guidance Provide the same answer every time

Create plausible, well-formed content Know whether its answers are “good” or “bad”

Combine known concepts in new ways Provide very specific, domain-level detail (but may

surprise you!)

“Know” a broad range of information and draw
connections

Performing very structured and repeated tasks

“Learn” to provide specific types of answers Stay current with up-to-date information
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KPMG Advisory GPT: Live Demo

keic!

Advisory GPT &

+ New Chat

Today

B 48 male with high BP & che.

Al

B support
£ Settings

A submit Feedback

A Type here to search

Chat Model: GPT-3.5 Turbo @

i have a 48 year old male patient with blood pressure of 150/90 and chest pain- what could it be

There are several possible causes for chest pain and high blood pressure in a 48-year-old male patient. Some potential causes include:

1. Coronary artery disease (CAD): Chest pain is a common symptom of CAD, which occurs when the heart's blood vessels become narrowed
or blocked due to plague buildup.

2. Hypertension: High blood pressure can damage blood vessels and organs over time, leading to chest pain
3. Aortic dissection: This is a medical emergency that occurs when the wall of the aorta tears, leading to a sudden onset of severe chest pain.
4. Pulmonary embolism: This is a condition in which a blood clot travels to the lung, causing chest pain and difficulty breathing,

5. Pneumonia or pleurisy: These respiratory infections can cause chest pain, particularly during deep breathing or coughing.

6. Gastroesophageal reflux disease (GERD): Acid reflux from the stomach can cause a burning sensation in the chest.

Itis important for the patient to seek immediate medical attention to determine the cause of their symptoms and receive appropriate
treatment

oD ¢ 9

Swollen fingers along with chest pain and high blood pressure in a middle-aged man could be a sign of several underlying medical conditions,
including:

O Regenerate Response

pticism and professional judgement when using results from this tool in any deliverable.

Please use your s/

he also has swollen fingers
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Perceptions on Generative Al are Evolving 7

(March—June 2023)

Executives perceive generative Al as a top
emerging technology with significant impact in
the coming years...

Emerging technologies

Respondents believe that generative Al is the top

emerging technology:

Selected generative Al as
having the most impact in
the next 3-5 years

Impact of generative Al
Ther significant shift in
of the impact of generative Al in their organization:

%

66%

Expacted @ Expoctod a
modsrate impact moderats impact

0%

Expactad a high impact

kbme

Expected a high impact

alected generative Al as
g the biggest impact
in the next 12-18 months

W March survey June survey

-.. they express generative Al risk concerns, but
are confident they can mitigate them and view
generative Al workforce impact as positive

Risk management areas of priority

The following risk management concerns have increased
the most among prof 52

29% »66% | 40% > 6

Weaponization

40%» 0%

Lies and misinformation

Lagal/copyright/IP issuos

Risk mitigation
Executives have great confidence in their ability to

@

Considered risk mitigation @ Said they are highly confident
high concer in implementing  in their organizat
generative Al a:

Gen Al govermnance

Finance function lsaders have been quicker to implement
Al govemance programs:

Im March, 3 percent oversll had By Juns, that number rosa

implementad Al governance to 46 percent. with finance
and finance function had nona jumping 1o 81 percent

Overall (
B Finsnos function -

Workplace impact
Perceived positive workforce impact of generative Al has
increased among finance function professionals:

Anticipated = Anticipated
penarative Al 1o ’. F genarative Al 10
have a negative/ have a negative/
neutral impact in neutral impact in
the workforce the workforce

Anticipated a
positive impect
in the worikiorcs

Anticipated a
positive impact in
the workforce
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KPMG CEO Outlook survey findings — Al data

points

62% of HCLS CEOs agree or strongly agree that generative Al is a top investment priority for their

organization, despite ongoing economic uncertainty.

= 21% of HCLS CEOs consider increased profitability as the top benefit of implementing generative Al in
their organization, while 19% said it would increase efficiency and productivity by automating routine

operations.

=  When asked to indicate the degree in which technical capability presents a challenge when it comes to
implementing the use of generative Al in their organization, 48% of HCLS CEOs said very or mostly

challenging.

69% of HCLS CEOs agree that the lack of current regulations and direction for generative Al within their
industry will be a barrier to their organization's success.

46% of HCLS CEOs anticipate that it will take 3-5 years to see a return on their investment in the
implementation of generative Al.

76% of HCLS CEOs agree that generative Al is a double-edged sword in that it may aid in the detection
of cyber-attacks but also provide new attack strategies for adversaries.

KPMG




Al survey — Focused Executive Summary

Hi

sectol

Enterprise-wide areas anticipated to experience maximum high impact in next 3 years

850 of the re§pcndents befieve {hat Generative Al will have the Driving innovation 61%
highest impact on their business over the next 3-5 years
Technology investment

—— Customer success
E d line of GenAl

Sales and Marketing
Based on high (6+7) rating share

11% 7% 57% 15%

L | Top risk management and mitigation focus areas

Already In6 In 1-2 In
implemented months years 5 years 57% 56% 52% 50%

Privacy concerns

Future steps to enhance implementation Cybersecurity e — Liability LeQaViCSZEirsighl/lF’
data
Increase understanding on objectives and strategies 78%
o . . .
Establish clear policies and procedures 50% Actions to ensure right skillset
48%

, . %
Invest in the technology infrastructure 70 0 of the respondents anticipate o hire new talent and well as train the existing talent to ensure right

Evaluate internal capabilities 48% skillset for Generative Al implementation

15%

I Hire new talent [l Train existing talent [l Both [l Neither

Key Insight: In HCLS industry, there is a growing interest in utilizing Generative Al to stimulate innovation and significant investments are expected to be made in this area.
Technology and changing customer demands are the top drivers whereas lack of investment and skilled talent are the biggest barriers of Generative Al adoption

Key Insights: For the successful implementation of Generative Al, the HCLS sector must enhance its understanding of objectives and strategies and develop clear policies and

procedures. More than half of the respondents within the sector are confidently inclined towards collaborating with an external partner for the development and implementation of
Generative Al

KPMG 2023 CCO Survey — HCLS Segment

The KPMG 2023 Chief Ethics & Compliance Officer (CCO) Survey explores how 240 CCOs from some of the world’s largest companies (>$5 billion in revenue) across
six industries are adapting to new global challenges and evolving risks. CCOs in Healthcare & Life Sciences (HCLS)}—a sector with two interdependent segments—are
largely focused on navigating everchanging regulatory expectations and ESG initiatives, as well as prioritizing better protections for cybersecurity and data privacy.

Compliance pressure builds Challenges on the horizon

Much like the majority of CCO Like other industries, new regulatory requirements top HCLS CCOs' list of compliance challenges aver the next two years. Among key challenges. they

respondents across industries, frequently mention the need for adequate resources for data analytics and technology tools, however HC and LS have very diffarent responses in
s in HCLS s =

participants in HCLS say they feel the Ton chalionges in HCLSS

most prassure from their boards.

Top drivers of pressure in HCLS: Healthcare Life Sciences

Oﬂ[n Board: 0 5%

30% 26%
T i

examiners:

Incorporating compliance controls early
in process/product development, and
sufficient compliance technology budget

Regulators/ [ .
legulators, \5 ’ L

T Implementing technological tools, and data
accuracy/completeness
Incorporating compliance controls sarly in process/
s product development. and ability to attract capable
talent to the company

New ragulatory requirements

Data analytics/predictive modeling for compliance monitoring

——= New regulatory requirements
and risk management {22} vy 164!




KPMG 2023 CCO Survey — HCLS Segment

Top areas to improve

Over the next two years, like most sectors, HCLS CCOs
say industry-spacific regulations are the most important
processes they plan to improve. Clearly, third-party risk is
a focus for LS, given their dependencies on global supply
«chains, while consumer protections are a focus for HC.

Top aress to improve in HCLS

Industry-specific regulations

Third-party risk management

W Hoatthare

ESG: A work in progress g, 4% Identified the need for an

Fully 2
i ESG complianoe function

HC organizations are ahead of LS evskapad
and most other industries when it
comes to the maturity of their ESG
compliance programs. This is not 48% e
surprising because ESG practices e ratyet development
are inherent to the core values of ey stage

many HC companies. 9% ¥
; Implemented
Maturity level of ESG programs

in HCLS

Bigger budgets for technology needs

Most CCOs have their sights saet on technology and data analytics as the top compliance
activities to focus on enhancing over the next two years. The majority of HCLS CCOs
expect their technology budgsts to rise, with additional funds intended for technology in
ethics and compliance functions:

HCLS respondents: HCLS respondents:
0, o e Cybersecurity and data privacy protections
65 /0 B e

23

Increase

35% Data analytics

Stay about the same

Process automation

[ 1
KPMG 2023 CCO Survey — HCLS Segment

Automation Workforce worries
More and more, HCLS businesses are looking for opportunities to automate. But even Most CCOs anticipate increasing their headcounts over the
with bigger budgsts, thers ara still multiple obstacles in the way before automation can be next 12 months, despite talent shortages. HCLS sagments
widely implemented. have very different ideas about futurs headcount—likely
Top areas automated over the past two ysars in HCLS: due to HC's struggle with retention.
Healthcare Life Sciences The number of ful-time employess over the next year will:
ﬁ3(y 500/ 61 (y 650/ Healthcare Life Sciences

(] (] (] /0
Risk assessments Monitoring and testing Risk assessments Monitoring and testing o0 0 @

10/ 0,
47% 10%

What should HCLS companies focus on? Increase. Increase

Boost retention in tight labor markets by providing meaningful, customized learning

programs for compliancs teams to advance technology skills and prepars younger 0/ 0/

generations with operational and industry knowledge needed. 53/0 LI 25 /o

= Stay about Stay about

Secure executive support to invest in advanced technology, data analytics, and bl e oo

automation that offer holistic views to monitor and manage compliance-related

risks, and train employees to use these tools so they are prepared to help minimize

compliance risks. o 0 0 0 o0 0 0

0, 0/

Take advantage of current HCLS industry consolidation opportunities for companies UA w “ ' “ 4A w w ' w

to modernize compliance technology and advance capabilities. Decraase Decrease
The KPMG Chief Ethics & Compliance Officer Survey is conducted bi-yearly to explore the prioritios and two-year outlook of CCOs from some of the largest
orgenizations in the world. Their responses offer valuable insights into key areas of ethics and compliance across six industries: Healthcare & Life Sciences;
Financial Services; Industrial Manufacturing; Consumer & Retail; Technology, Media, & Telecommunications; and Enerqy, Natural Resources, and Chemicals.
Read more about the overall survey findings at read kpmg.us/CCOSurvey.
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Trusted Al

Framework

Rising global regulatory guidelines for Al

. EU: EU Artificial Intelligence Act Austria: Council on Robotics and
IVI | d d | e Ea St (2021), Digital Services Act & Al (2017)
Digital Markets Act Spain: RDI Strategy in Artificial
Kenya: Blockehain and Al taskforce (2018) Finland: Released three reports  Inteligence (2019)
U S TunisiarAl Task Force (2018) 2017-19; last report focusses on  Italy: ‘Al at the Service of Citizens’
v ethics (2018); lab for Al created (2018)

US: Al Bill of Rights (2022) Al (2018) ! 1
National Institute of Standards and Dubai - Al Ethics Principles and Guidglines (2018) Sweden: National Approach for Al Poland: ‘Roundtable on Al
Technology - Al Risk Management (2018); launched national centre  strategy (2018)

Malta: Malta Al strategy Public

Framework (2022) for Al innovation (2019)

US: The American Al Initative (2019); Denmark: Strategy for Digital Consultation (2019)

Algorithmic Accountability Act (2019); \. Growth (2018); National Al Estonia: Kraft Report (2019); Al

State and Local policies; DOD Al Strategy Strategy (2019) taskforce (2018)

(2019) The UK: Al Sector Deal in (2018) Netherlands: General Principles

flglg) e Naticnal AlR&D Stategic) Germany: National Al strategy ~for the use of Al in Financial
(2018) Sector (2019)

France: Al for humanity (2018)

Japan

Japan: Al Technology Strategy (2017) (part of
Japan's Society 5.0 iniiative); Al made a part of
integrated innovation strategy (2018)

NYC Al Hiring Act (2023) /.

Latin America

Mexico: “Towards an Al Strategy in Mexico' white paper released
(2018); no dedicated strategy yet; also has 1A2030 Coalition that
works with the government on Al

Brazil -E-Digital Strategy, digital transformation strategy addresses
Al (2018); D

Brazil, Argentina, Peru, Colombia, Costa Rica follow OECD A u st ra I a o

principles on Al (2019) s

Publication: Al Ethics Framework S

Discussion Paper (2019) =

1 @

International Z

<

pr}

OECD - The OECD council ions on Artificial Intelli Global o

governance framework signed by 42 countries and non-OECD members Brazil, Singapore: Principles to promote FEAT in the -

Argentina and Romania (2019) use of AIDA in Singapore’s financial sector z

ICO - The ICO and Alan Turing Institute creating practical guidance to assist (2018) s

organizations with explaining Al decisions. (2019) China — Beiiing Al Principles Publication =

(2019) o

o

a

m Hong Kong — Ethical Accountability
Framework Publication (2018)
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Available Al frameworks

ISO -

ISO/IEC DIS 42001

Source: International
Organization for
Standardization*

Release: November 2022

42001 provides requirements
for establishing,
implementing, maintaining
and continuously improving
an Al risk management system
within the context of an
organization.

ENI

SA; Secure ML
riglms

ropean Union
nCy fol' Cybersecurity?
Release: December 2021

Based on a systematic review
of relevant literature on
machine learning, ENISA
provides a taxonomy for
machine learning algorithms,
which highlights core
functionalities across critical
stages.

ENISAthen analyzes threats
targeting machine learning
systems, and present
mainstream security controls
that can effectively detect,
deter and mitigate harms
from identified threats.

NIS
;FT: Al RMF

Source: National Institute of
Standards and Technology®
Release: January 2023

The Core of the NIST RMF
comprises four functions:
GOVERN, MAP, MEASURE,
and MANAGE. These functions
can be appliedin different
contexts and at different stages
of the Al lifecycle.

-operation and
Development”

Release: February 2022

OECD allows users to zoom in
on specific risks associated
with Al and facilitates nuanced
and precise policy debate to
identify features of Al systems
that matter most, helping
facilitate global consistency
and interoperability in
incident reporting.
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Trusted Al is critical

We understand
trustworthy & ethical
Al is a complex
business, regulatory,
and technical
challenge, and we are
committed to helping
clients put it into
practice

We help develop, and
deploy an end-to-end
Trusted Al program
across the Al/ML
lifecycle

Machine Learning
Operations

Fairness

Ensure models reduce or eliminate bias against
individuals, communities or groups.

Transparency

Include responsible disclosure to provide stakeholders a
clear understanding as to what is happening within the Al
solution and across the Al lifecycle.

Explainability

Ensure Al solutions are understandable as to how and
why recommendations are made or conclusions drawn.
Accountability

Human oversight and responsibility embedded

across the Al lifecycle to manage risk and ensure
compliance with regulations and applicable laws.
Security

Safeguard against unauthorized access, bad

actors, misinformation, corruption, or attacks.

Privacy

Ensure compliance with data privacy regulations

and consumer data usage.

Sustainability

Optimize Al solutions to limit negative

environmental impact where possible.

Data integrity

Ensure data quality, governance, and enrichment
steps embed trust.

Reliability

Ensure Al systems perform at the desired level of
precision and consistency.

Safety

Safeguard Al solutions against harm to humans
and/or property. | 16

16




Managing it all

Managing risk associated with the design, development, deployment and management of Al solutions will require an understanding of each Al deployment;
adapting legacy risk frameworks to embrace and incorporate emerging Al tools and trends; and adapting risk mindset with a focus toward monitoring outcomes,
identifying model risk threats, and overall model risk management. To do this, the following are four pillars and representative actions Risk organizations should

be focused on today:
0 o
W}

Establish Governance  Compliance and Legal ~ Understand Al Strategy Monitor Usage and
. and Roadmap Deployments

Establish Al governance framework Ris k

Develop policies that govern the use

Perform Al risk assessments around

of Al throughout the organization with
clearly defined roles and
responsibilities

Educate stakeholders on the use of
Al, emerging risks around Al, and
appropriate use policies

Establish transparency principles and
policies

Incorporate Al into model risk
management (MRM) framework
including areas such as approved use,
ongoing monitoring, and risk ratings

Establish protocols for Al modeling
usage, including business decisions
vs experimental (Internal
deployments),that align to MRM
standards

kPG

Monitor Al regulatory developments

Ensure appropriate stakeholder
groups are implementing
requirements and/or controls

Align Al deployments and governance
standards with appropriate regulatory
guidelines and requirements

Validate oversight of enterprise Al use
and deployment standards

Establish consistent contracting and
Al deployment requirements for 3¢
parties

Ensure a mechanism has been
established to identify, report, and
manage Al vulnerabilities

Assess ethical or societal impacts of
planned Al usage

Monitor legal considerations of
external facing deployments.

operating model for Al solutions

Assess Board level oversight

Inventory Al landscape within your
organization, along with planned use
cases, models, and tools.

Ensure the use cases and vendor
landscape for each Al solution are
clearly understood

Monitor 3" party risks associated with
data protection, storage of data, and
access to confidential data

Evaluate software tools that are being
acquired to monitor ongoing data and
Al pipeline security and privacy
concerns (including poison and drift)

Incorporate Al assessment into annual
risk assessment process

Align current vision, strategy, and .

areas such as compliance,
governance, security, fairness, bias,
accuracy, and explainability

Assess access, APl/interface, data
security, privacy and change
management controls specific to Al
deployments

Evaluate Al testing, training and
deployment standards

Assess financial reporting impact

Identify KPIs to monitor Al outcomes,
as well as detect anomalies, fraud,
data poisoning

Assess Al solution resiliency and
reliability
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Viewpoint from
Industry

Q&A with
Mark Johnson, CISO

Hackensack Meridian Health
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Contact us

Jaime Pego Wontae Kim
Healthcare Risk Leader Technology Risk
T+1908 416 1662 T+14157107179
jpego@kpmg.com wontaekim@kpmg.com
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