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Learning Points

Blockchain technology is
coming to your institution
soon. It is important to
learn the common research
use cases of blockchain and
understand why this
techn will crea

advances
rese

The blockchain itself is
secure, but there are still
legal and security risks to
your institution, such as

uses of smart contracts.

This presentation will
teach how to oversee
blockchain technology
with regard to IRB
submissions, FDA and
HIPAA Security Rule
regulations and
considerations for state
statutes.
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WHAT IS BLOCKCHAIN?
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BLOCKCHAIN IS NOT BITCOIN
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But Bitcoin operates on the bitcoin blockchain

BLOCKCHAIN IS A LEDGER
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Input Hash sum
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BLOCKCHAIN USES CRYPTOGRAPHY (HASHES)
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BLOCKCHAIN USES HASHES TO CONNECT BLOCKS
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This technology makes the information immutable / very resistant to change.
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BLOCKCHAIN USES DISTRIBUTION OF HOSTS (NODES)

Centralized Decentralized Distributed Ledgers

- Users (®) are anonymous - Users (®) are not anonymous

What happens when the server is down? A copy of the information is distributed to the entire
network. There is no single source of failure.

. Block Geeks (2018)

BLOCKCHAIN CAN BE PUBLIC OR PRIVATE

u.S.
Jlts own
| phones

Public blockchain: Private blockchain:

Users manage nodes and Users must be given permission.
transactions offer transparency. Organizations often collaborate to
Users can be anonymous. support the blockchain.

k Block Geeks (2018)
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EXAMPLES OF BLOCKCHAIN PLATFORMS

Bitcoin
Ethereum
Monero
Dash
Corda

< <IN I

BigChainDB

O Hyperle%% of U.S.

adults own

Q Multichain cell phones

O Credits 77¢y own smart
0 phones

O Stellar

@ Hydrachain

Q lota

SMART CONTRACTS ON THE BLOCKCHAIN

based agreement. Offer:
® Automation

® Accuracy
@ Transparency

® Security
® Speed

=3

Programs that execute a code-
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How it works e
; VA of U.S.
"""""" - 1 PJ - B O Ldults own
cell phones
Someone  The requested B © Validation i Averified
requestsa transaction is The network of ! transaction
transaction broadcast to a P2P nodes validates  : can involve
network consisting the !r'cjl_\‘%ﬂ‘ltlll":\n i cryptocurrency. | own smart
of computers, and the user's i contracts, records,
known as nodes status using i or other information phones
known algorithms !
+ Once verified,
+ the transaction is
""""""" ’, © combined with
The The new block is then added to other transactions
transaction  the existing blockchain, in a way lo creale a new
is complete  that is permanent and unalterable block of data
for the ledger
. PriceWaterhouseCooper (2018)

USE CASES for .'
’ CLINICAL RESEARCH
\ < ‘i

0 DATA INTEGRITY
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DATA INTEGRITY — PROOF

< IS I <

OF EXISTENCE

Prevents data alteration (\ fraud)
Locks the protocol or analysis plan

Proof that consent forms exist

Data transparency for
ClinicalTrials.gov submissions

SECURING RESEARCH RECORDS
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Health information from
providers and data from personal
devices and sensors
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Linn & Koo (2018)
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STORING HEALTHCARE DATA
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American College of Surgeons (2017)

MEDICATION SUPPLY CHAIN TRACKING
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k Sandner (2017)
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RESEARCH REGISTRIES

Researchers wish to access data.

For each record, they check
Record Transaction conditions of smart contract to

determine if the use is allowed. If
address and stores as smart 50, then access the data, record
contract on Blockchain. transaction on Blockchain, make
Gives permission for certain micropayment (in this case) to

release under specific individuals health wallet
Pseudonymous health
data

Users agrees to share
health data. Health wallet
creates pseudonymous

Shared

conditions

1EGfHE8Z385pet65tju7COXmu3x

YOPIFHScVB3LpYteS7vak Patients can control

access to their
Healthcare data for
use in research

Health coin payment is made — can be converled Lo money, used in HSA, or Lo

purchase medical services. Could be Bitcoin IBM (2018)
Do you consent Do you consent Do you consent
to protocol V.1 ? to protocol V.2 ? to protocol V.3 ? Smart contract
;i Il
o private keys an‘s/wers_’@ F _’@ v >0 enroliment o
) ————P
b 2 v PO m—| D
4 3 O e | &N
N> v A
—_—>
Legend
Information sent to :
v Yes ) )
No i ,1" If consent then enroliment
— No response -IRB -’1‘
- Sponsors
private Smart
keys answers answers contract
[T WO X WO N W X W N W X W N N X D)
Blockchain  protocol protocol
vl Ve https://f1000research.com/articles/6-66/v5

10



5/6/2019

SMART CONTRACTS FOR RESEARCH PAYMENTS

A ledger records

Example of “HealthCoin” all changes

payments executed by smart = vn
contracts on the blockchain Shared
Ledger es
1 ) t

kg Tl Lo C %

Eligibility Informed consent  Token placed Participation Token reward
in “wallet” tracked with
wearables

IBM (2018)

VISIBILITY

HOW MUCH IS HYPE AND HOW MUCH IS REALITY?

\

Peak of Inflated
Expectations

Plateau of
Blockchain Productivity

Slope of
Enlightenment

Trough of
Disillusionment

Technology
Trigger

N

> 4

MATURITY
Gartner (2017)
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EXAMPLE OF HOSPITAL INTEREST

Mayo Clinic looking to store health records on
blockchain

Written by Julie Spitzer | June 19, 2018 | Print | Email

=Y Rochester, Minn.-based Mayo Clinic is looking for ways to store patient data on blockchain, a |
decentralized, digital ledger that promises enhanced security, and the provider has signed a joint
working agreement with the London-based startup Medicalchain.
G+
Medicialchain uses blockchain to hold patient health records, which lets physicians from different
organizations request access to an EHR and record that activity on a distributed ledger.

Under the agreement, Medicalchain and Mayo will explore various potential benefits of blockchain in
healthcare.

"We are thrilled to be working with Mayo Clinic. Mayo Clinic will provide their world-class healthcare and
health IT expertise, while Medicalchain will provide our knowledge of blockchain and crypto," said Dr. Abdullah
Albeyatti, CEO of Medicialchain. "Together we will work on several use cases using blockchain based
electronic health records. There’s a lot of opportunity out there, and we feel this working agreement will be of
benefit to all healthcare stakeholders."

Becker’s Hospital Review (2018)

12
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COMPLIANCE IS CHALLENGING — MOSTLY UNKNOWN

BLOCKCHAIN: LEGAL RISKS

Smart contracts may not be legal in
all states

0
o
Z
-
o
=
N
-

o
O
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o O <
O Legal/regulatory jurisdictions O

o

|

Q Legal validity of documents
as “evidence of proof”?

3 |
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BLOCKCHAIN: HIPAA

Q HIPAA Security Rule does not allow
mathematically-derived pseudonyms

How to construct a blockchain for PHI
access, use, and disclosure

v/
Patients’ rights to withdraw
authorization and correct inaccurate
O information in an immutable
environment

o

Uncertainty about future regulations

Health Insurance Portability
and Accountability Act

s
$ HIPAA

ES

BLOCKCHAIN: GENERAL DATA PROTECTION REGULATION

If the blockchain is
cannot be changed,
how do you honor
an EU resident’s
GDPR “right to be
forgotten”?

14
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BLOCKCHAIN: FDA 21 CFR, PART 11

Will FDA allow data stored in a
blockchain?

<

Smart contracts and digital identity
for electronic signatures?

<

Smart contracts and digital identity
for electronic signatures?

<

COMPLIANCE SOLUTIONS

Ny

15
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LEGAL CONSIDERATIONS

ASK the Sponsor or Vendor:

PATIENT "
O Are there smart | ? !
? »
contracts? ". E é’ .
- + S -
What is Iegallty DOCTOR - SUPPLYCHvAIN

DIGITAL HEALTH PROFILE
of smart .

contracts and

! |

I ! .
authentication &-—-«ﬂif = 5: - Q-l

in your state?

HOSPITAL INSURANCE PAYMENT RESEARCH
COMPANIES PROVIDER INSTITUTIONS

STATES THAT PASSED OR PROPOSED BLOCKCHAIN

I
- P, d blockchain legislati Proposed blockchain legislation
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National Journal (2018)
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Passed:

COLORADO LEGAL CONSIDERATIONS

Governor’s Blockchain Council:

COLORADO o Tekene
BLOCKCHAIN Taxation

Exchanges

Banking services

Trust / custody

* Senate Bill 19-023: securities
laws for cryptocurrencies

Smart Contracts
Digital Identity
Government Use

Not Passed: General Regulatory Environment

Debt Payments

Higher Education

e Incorporation
« House Bill 1426: virtual tokens .

s

BLOCKCHAIN: HIPAA CONSIDERATIONS

ASK the Sponsor or Vendor:

o Hosting and storage
® Who is hosting?

® HIPAA Security when PHI On-Chain

® Technical specifications

® Private key recovery

® User authentication methods
® Access, control, limitations

® Monitoring security?

Crowds urcmg fo
Yo

vita s'|
vnta 2igns,

Remote monitoring
Remote monitoring

Q DHHS may provide clarifications

17
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[

BLOCKCHAIN: FDA CONSIDERATIONS

ASK the Sponsor or Vendor: Crowds S%rucmﬁ‘f{
Q Data Capture and Integrity st y dy Uk and \?sses

. . . etr
® Which variables are on-chain?

® s there real-time data capture? T

® How do we make changes to info? gl e

® What training will be provided? 2 BI_OCKCHAIN
) FDA 21 CFR Part 11 Compliance %é IN HEALTHCARE

® Technical specifications?

® Auditability / traceability?

® Hashes for electronic signatures?
® Methods of validation?

SUBMITTING BLOCKCHAIN TECHNOLOGY TO IRB

IRBs are still somewhat unfamiliar with blockchain. Provide:

Q Blockchain host and platform ﬁ f@k &)

Variables stored on-chain ] '\, i 1‘ ]

Smart contract terms (if any)

AQ0AAQ
g
P

Technical specifications - ﬂ
o / \A
Training and documentation [ f 'S, g
Employers O “.y: &Testers
Ongoing monitoring for security, access s“

18
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“The old question ‘Is it

FOR HEALTHCARE !
, the blockchain?

§,
CE
- William Mougayar

START WITH PILO
MANY QUESTIONS AB

WENDY CHARLES, PhD
Research Compliance Manager
Denver Health
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