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Objectives 
• Understand how strategy and enterprise risk management impact 

Compliance Program Effectiveness 

• Learn how to leverage the Three Lines of Defense model to bolster 
compliance with less effort 

• Move beyond a Seven Elements Review to broaden organizational 
design thinking
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What Do We Mean by “Rethinking” 
Compliance Program Effectiveness Reviews?
• Compliance Posture/Status/Resiliency is easy to assess, articulate, and 

understand.

• Board discussions focus on proactive risk appetite alignment.

• Executive discussions focus on coordination of processes and systems to 
achieve organizational objectives (which include without a doubt 
compliance objectives).

• Compliance program effectiveness reviews are less about checklists, 
more about overall risk and control alignment.
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• Steward of Resources

• Organization-wide Accountability

• Leverage Others

• Strategy Alignment

Your Role as a Compliance Officer
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More Time on the Agenda is Not Always the 
Answer

Source: 2019-2020 NACD Public Company Governance Survey: Key Findings
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What does your Board Compliance Reporting 
look like?
• Example 1: 

 A listing of compliance activities, compliance issues, hotline trends, and regulatory 
notices. The more activities and fewer issues the better.

• Example 2:

 The same listing above preceded by a graphical dashboard noting R/Y/G status of each 
of the 7 elements (based on a checklist of expected activities).

• Example 3:

 A statement saying, “the compliance program provides reasonable assurance that 
compliance risks are managed within our organization’s compliance risk appetite”.

 Details supporting the statement are provided in an appendix including key business 
processes organized by compliance impacts and their respective risk and control 
framework assessments.
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Your Compliance Opinion on Compliance 
Program Effectiveness
• Negative Assurance

 Nothing came to our attention that raises a compliance concern. 
 Deliverable: A listing of our activities and findings. Reader judgement.
(Implied meaning: If we had more time to look, we might have found a concern.)

• Positive Assurance
 The program is effective at providing reasonable but not absolute assurance 

that the organization is compliant with… (e.g., Medicare reimbursement 
rules)

• Based on a framework of risk and control validation (COSO, …)
• Our work was sufficient to provide our opinion.

 Deliverable: Opinion by Management.  Reader validation.
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Objective 1: 
Understand how strategy and enterprise risk 
management impact Compliance Program 
Effectiveness 

• Begin with the Organization’s Strategy

• Understand the Enterprise Risks (and pressures to manage those risks)

• Facilitate the Risk Appetite Discussion
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• Begin with the 
Organization’s Strategy

 What are the patient / 
beneficiary experience 
goals?

 What are the financial, 
market share, product 
goals?

 What are the key 
stakeholder 
expectations?

Patient / 
Beneficiary

• Grievances
• STARS Ratings
• Patient Net Promoter Score

Regulator

• Contract / Regulatory Compliance
• Billing Accuracy
• Citizen/Beneficiary Complaints

Physicians 
/ Providers

• Payment Appeals
• Payment Accuracy / Timeliness
• Physician Net Promoter Score

Business 
Partners

• Service Level Agreement Adherence
• Ease of Doing Business

Organizational Strategy
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Understand Enterprise Risks
The key to managing any enterprise objective.
• Identify Authoritative Sources

 Law, regulations, business objectives related to your organization
• Identify Your Relevant Business Processes

 The processes that impact compliance objectives
• Identify Relevant Risk and Control Frameworks

 SOX, COBIT, HITECH, COSO, ISO
• Prioritize, Mitigate, and Monitor Risks

 Determine where risk is outside of tolerance / appetite
• Discuss Incidents, Root Cause and Actions Taken

 De-identify and Share
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Practice Tip: Use as a brainstorming device to 
drive conversations about specific risks.

• Start with an 
understanding of 
enterprise risks.

• Maintain an active 
categorization of 
risk areas that 
matter to your 
organization.

Enterprise Risk Management Categories
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Practice Tip: Use as a brainstorming device to 
drive conversations about specific risks.

• Maintain an active 
categorization of 
areas of regulatory 
compliance that 
matter to your 
organization.

Example: Compliance Risk Categories
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What Point-in-Time Risks Is Your Organization 
Experiencing?
• Leadership Changes
• Organizational Design (Realignment)
• Scaling Up / Scaling Down
• New Products
• Core Systems Implementations
• New Markets

• Lack of Resources to Identify Risk Areas Is Not the Answer for 
Management or the Board
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Delaware Supreme Court Rulings

• Caremark doctrine
 Caremark International Inc. Derivative Litigation, 698 A.2d 959 

(Del. Ch. 1996)
 The decision addresses the question “What is the board's 

responsibility with respect to the organization and monitoring of the 
enterprise to assure that the corporation functions within the law to 
achieve its purposes?”

 The doctrine requires plaintiffs to show that:
• The directors knew OR should have known that violations of the 

law were occurring, and in either event
• The directors took no steps in a good faith effort to prevent or 

remedy the situation
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Delaware Supreme Court Rulings

• Marchand v. Barnhill (Del. 2019)
 Blue Bell Creameries’ listeria outbreak resulted in consumer deaths, recalls and 

plant shutdowns.
 The court found that a plaintiff's suit could proceed under the Caremark doctrine 

as the board of Blue Bell Creameries “failed to implement any system to monitor 
Blue Bell’s food safety performance or compliance.”  A critical risk for a food 
company.

• There was no board committee with responsibility for food safety.
• There was no regular process or protocol requiring management to report to 

the board on food-safety compliance and risks.
• There was no regular schedule for the board to consider the issue of safety 

compliance.
• The minutes did not clearly show that the board had discussed food safety 

issues, even at a time when management was aware of yellow and possibly 
red flags about contamination at the plants.
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Facilitate the Risk Appetite Discussion

• Does the organization have a formal risk appetite statement?

• Look at the past to help inform the risk appetite.

 Where were resources allocated?

 What events occurred that management / board were clear should not 
happen in the future?

 What business objectives are central to the organization’s strategy and 
influenced a change in prior business practices?

Example Compliance Risk Appetite: “We expect all employees to be mindful of 
compliance rules and to identify and report all non-compliance.  We acknowledge 
that the risk of non-compliance always exists, but controls and risk mitigation 
shall be in place to ensure that material non-compliance is identified in a timely 
manner.”
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Tolerance for Compliance Risk

• What does “zero-tolerance” for non-compliance really mean?
 We do whatever it takes to be compliant?

• If that was true, then why does non-compliance occur?  Why do we not 
double the oversight resources to stamp out any chance of non-compliance?

 Reality: Proactively - we takes reasonable steps to implement the seven elements 
including appropriate risk-mitigation steps (i.e., controls) to reduce the risk of 
non-compliance.

 Reality: Reactively – we address all known instances of non-compliance and 
credible concerns of non-compliance. (This is where zero-tolerance plays its role.)

• The question for compliance officers and executives – what constitutes reasonable 
steps?

17

18



10

19

Board Questions High Risk Tolerance Answer Low Risk Tolerance Answer

Do we know the 
rules / 
expectations of 
stakeholders?

Key regulations are documented 
by each process owner based on 
past reviews, regulator inquiries, 
or updates as owners become 
aware of needed changes.

Every regulation is centrally 
tracked in a GRC system.  
Someone is assigned to review 
each regulation for updates.

Do we know if our 
policies are clear 
and understood?

Process owners review their 
processes based on their 
assessment of risk and are 
accountable for their process 
results.

Training occurs annually on 
overall expectations, regulatory 
risks, and risk tolerance.  
Process owners attest annually.

Do we adequately 
monitor 
adherence?

Process owners accountable for 
having appropriate quality 
assurance and metrics in place.

Metrics reviewed monthly by 
compliance.  Annual audit plan 
tests highest risk areas.

Can Your Board Members Infer the Difference?

What is Risk Tolerance? 

20

Objective 2:  
Learn how to leverage the “Three Lines of Defense” 
model to bolster compliance with less effort 

• Understand the three levels of defense (against unmet objectives)

• Understand your organization’s unique and varied governance roles

• Collaborate across assurance roles

19

20



11

21

The Institute of Internal Auditors – 2020
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Contrasting Compliance and Internal Audit 

• Both require independence

• Both have board reporting responsibilities

• Compliance advises on policies and compliance interpretation

• Internal Audit advises on control design and adequacy to manage risk 
within management’s stated risk tolerance

 Internal Audit’s mandate may cover all organizational objectives –
strategy, operational, financial, compliance
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How do other governance groups - internal audit, enterprise risk 
management, privacy, cyber security, ethics, human resources - impact the 
assessment of compliance effectiveness?

Understand your organization’s unique and 
varied governance roles 
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Governance Groups
Governance Group Primary Role / 

Secondary Roles?
Collaboration 
Considerations?

Internal Audit

Enterprise Risk Management

Privacy Office

Cyber/IT Security

Ethics Office

Human Resources

Legal

Corporate Secretary

Compliance

SIU / FWA

Government Affairs

Corporate Security
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Collaborate Across Assurance Roles
• Assurance maps list the areas of “assurance” across the organization and 

the specific individuals/functions accountable for assurance over that area 
or attribute.

• Assurance map owners are accountable for knowing that the map is 
complete and that someone is responsible for each part of the map.

• Compliance Assurance Map
 Owner is generally the Compliance Officer.

• Audit & Monitoring Assurance Map
 Owner is generally the Chief Audit Executive.

• Enterprise Risk Assurance Map
 Owner is generally the Chief Risk Officer.
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Assertions
• Known non-compliance 

is communicated 
appropriately and 
addressed.

• Risk assessment and 
controls are adequate to 
identify any material 
non-compliance in a 
timely manner.

Criteria
• Framework for risk and 

controls oversight 
(COSO, ISO…)

• Seven Elements 
adequately designed and 
implemented.

Assumptions
• Shared understanding of “reasonable assurance”
• Shared understanding of “materiality” and “risk appetite”

Formulating Our Compliance Effectiveness 
Opinion
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Objective 3:  
Move beyond a Seven Elements Review to 
broaden organizational design thinking

• What business processes are key to compliance effectiveness?

• How are risk and controls identified for compliance related processes?

• How can GRC technology help drive efficiency?
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• Do you have a process inventory?

 If possible, build off the results of your internal audit. 

 Do not confuse “processes” with “departments”.

What business processes are key to compliance 
effectiveness?

27
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Source: COSO Integrated Framework: An Implementation Guide for the Healthcare Provider Industry 

COSO is a joint initiative of 
five private sector 
organizations dedicated to 
providing thought leadership 
through the development of 
frameworks and guidance on 
enterprise risk management, 
internal control and fraud 
deterrence.
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How are risks and controls identified for 
compliance related processes?
• Are you performing control design and effectiveness testing or just 

substantive testing of transactions?

• Do you maintain a listing of key controls over critical compliance risks? 
Who are the control owners?

29
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The relationship between compliance, 
internal control, and enterprise risk 
management 

COSO defines internal control as follows: 
A process, effected by an entity’s board of 
directors, management, and other 
personnel, designed to provide reasonable 
assurance regarding the achievement of 
objectives relating to operations, 
reporting, and compliance. 

Integrated Control Design

32Source: COSO Internal Control Integrated Framework 2013
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How can Governance, Risk, and Control (GRC) 
technology help drive efficiency?
• How do you track regulatory requirements, risks, 

and controls today?

 Do you use an integrated GRC platform (i.e., 
LogicGate, Metric Stream, RSA Archer…)?

 Are you deliberate about accountability for 
process oversight?

 Are you deliberate about the user 
experience?
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Identify and Interpret 
Expectations: Develop 
Policies and Standards

Implement Expectations: 
Develop Procedures, 

Assess Risk of Failure, 
Design Controls and 

Metrics

Embed Procedures, 
Controls and Metrics 
within a Process to 
Optimize System

Self Assess Process 
Execution & Continuous 

Improvement: 
Transparent Results, 

Control Reporting

Corporate Monitoring and 
Validation

Prioritize Changes: Track 
Issues and Improvement 
Ideas, Manage External 

Reviews

Foundational Inventory
Strategic Objectives
Business Processes

Applicable Law & Regulations
Risk Framework & Controls

Risk Appetite & Risk Tolerance

• For each risk area, 
accountability is assigned 
for each of the steps 
shown.

• What should line 
management be doing?

• What should corporate be 
doing?

• What centralized / aligned 
processes should we have?

Process Accountability

Source: SunHawk Consulting LLC
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Step 1: Who identifies and interprets expectations? Who develops the 
policies and standards? Who is consulted?

Step 2: Who creates the procedures and assesses risks and controls?
Who is consulted in this process?

Step 3: Who combines the various sets of procedures into a business
process and optimizes the process?

Step 4: Who oversees self-assessments? Who reports out to internal and
external stakeholders on results? Who is informed and consulted and
when?

Step 5: Who independently monitors and validates results as well as risk
management and control efficacy?

Step 6: Who tracks corrective actions, improvement initiatives, and
strategic initiatives? Who is involved in prioritization decisions? Who
manages external stakeholder reviews?

Source: SunHawk Consulting LLC

Process Accountability
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Mid-Presentation Recap 

• Rethinking Compliance Program Effectiveness Reviews
 Understand how strategy and enterprise risk management impact 

Compliance Program Effectiveness 

 Learn how to leverage the Three Lines of Defense model to bolster 
compliance with less effort 

 Move beyond a Seven Elements Review to broaden organizational 
design thinking

• Where Do We Go From Here

 What do I need for my compliance assurance opinion?

 Compliance Officer Next Steps

 Resources

35
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Assertions
• Known non-compliance 

is communicated 
appropriately and 
addressed.

• Risk assessment and 
controls are adequate to 
identify any material 
non-compliance in a 
timely manner.

Criteria
• Framework for risk and 

controls oversight 
(COSO, ISO…)

• Sentencing Commission, 
DOJ Guidance, Seven 
Elements adequately 
designed and 
implemented

Assumptions
• Shared understanding of “reasonable assurance”
• Shared understanding of “materiality” and “risk appetite”

What do I need for my assurance opinion?
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U.S. Sentencing Commission Organization 
Sentencing Guidelines
• “The two factors that mitigate the ultimate punishment of an 

organization are: (i) the existence of an effective compliance and ethics 
program; and (ii) self-reporting, cooperation, or acceptance of 
responsibility.”

• “Such compliance and ethics program shall be reasonably designed, 
implemented, and enforced so that the program is generally effective in 
preventing and detecting criminal conduct. The failure to prevent or 
detect the instant offense does not necessarily mean that the program is 
not generally effective in preventing and detecting criminal conduct.”
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Suggested Program Elements 

Risk Assessment Process

Policies and Procedures

Training and Communications

Confidential Reporting & Investigations

Third Party Management

Mergers and Acquisitions

Commitment by Management

Compliance Resources

Incentives and Disciplinary Measures

Continuous Improvement and Periodic Testing

Investigations & Root Cause Analysis

Expected Program Elements

Policies and Procedures

Compliance Officer and Committee

Training and Education

Effective Lines of Communication

Enforcement of Standards

Monitoring and Auditing (Risk Assessment)

Prompt Response and Correction Action

Compliance Program Criteria: 
DOJ Guidance (June 2020) and CMS Seven Elements
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Survey the Landscape (starting with written 
documentation of culture)
• Check YOURSELF first – Emotional Intelligence
• Evaluate the environment and immediate needs 

 Policies, Procedures, Desk Top Instructions, other informal direction 
and Security Considerations 

 Stakeholder Communication Collaboration Plan (incoming and 
outgoing) 

 Continuing work, systems and processes that support needs

39
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Best Practices – Compliance Officer & Compliance 
Committee
Compliance Officer

• Communication from leadership of compliance officer, organizational commitment and broad 
authority of compliance officer

• Open door policy, proactive outreach to individuals in environment (stakeholders, regulators, board 
members, business leaders and clients/patients/members)

• Follow up and respond promptly to risks and findings as well as reported issues and concerns (make a 
habit of closing the loop and checking back to ensure no additional concerns)

Compliance Committee

• Ensure the Committee is comprised of representatives with authority and influence from across the 
organization to support administration of the compliance program and the compliance officer/team 

• Ensure ongoing education and awareness of the responsibilities of the Compliance Committee

• Develop process and approach for meetings with committee. Emphasize need for committee 
members to be present and participate. Committee is means to gain information necessary to obtain 
up to date information relative to status of organizational compliance from every area.

• Document, Communicate, Collaborate.
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Training and Education - Taking Steps to Move 
Forward
• Teach people the tenets of the compliance program and why they exist
• Share expectations as developed by leadership as an integrated part of 

the compliance program e.g., code of conduct, adherence to customer 
service goals, engagement in workplace culture, meeting organizational 
long term and short-term goals

• Engage others in educating on compliance items as integrated into 
business and specific to their functional area

• Educate and engage others in the assessment of operational and 
compliance risks

• Be supportive and instrumental in recommending needed changes – be 
the voice and conscious of the organization 
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Communication and Standards

• Securing the “seat at the table”   
• Understand “who is on first” and facilitate “playing nice in the sand box”
• Continuously look for ways to increase engagement between operations 

and compliance until you see your influence come to life
• Understand communication styles and flex your style to effectively 

communicate standards, expectations, reasons for decisions
• Develop ability to identify, name and address scenarios that arise that 

impede understanding and compliance with organizational, regulatory 
and organizational standards

• Innovate in relationships – establish rapport and as time passes improve 
by seeing regulator as person and understanding what their longer-term 
objectives are – become a true partner 
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Assessments, Monitoring, Auditing, 
Remediation
• Risk Assessment Process – Define process, identify stakeholders, communicate 

the process e.g., once a year, rolling, biannual; how will risks be identified and 
prioritized; how will status updates be shared, when and by whom; how will 
interim risks be addressed; how will validation take place, get buy-in

• Monitoring – agree on metrics, who is tracking, how is progress communicated, 
what is escalation process when off-track, what tools are used to conduct 
monitoring, what’s validation process for determining operations or compliance 
monitoring needed

• Auditing - agree on when should occur, why occurring e.g. preparation for 
external audit, validating remediation, looking for areas of 
opportunity/improvement, confirming expectations

• Remediation – improvement actions, corrective actions – responsive, timely, 
sustained fixes
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Compliance Program Metrics

• Can you trace your 

metrics back to your 

risk assessment?

• Can you show how 

your data analysis 

drove business process 

improvement?

Business Process

Risk Assessment

Metrics (Trend / Outlier) Data Analytics

Continuous Improvement
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Compliance Officer Next Steps

• Where are you in your continuous improvement journey?

• Foster alignment regarding expectations for compliance effectiveness 
assurance.

• Use external reviews to help drive maturity of your compliance program.
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Where Are You in Your Compliance Journey?

• What is reasonable – and expected – for your industry?
• What cultural issues impact your journey?
• Who are your champions?
• Where do you plug into the corporate strategy?
• Where can you influence the Vision, Mission, Value and Governance 

of your organization?
• What are the capabilities of your team?
• How do you prepare to take advantage of opportunities and the next 

crisis?
• How do you integrate with the organization’s strategy?
• What tool are you using to document your Compliance Program 

Effectiveness Review?
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Methods for Incorporating Compliance Into the 
Business
Enterprise Risk Management
• Business leaders should be discussing risk holistically.
• Compliance matters should have their distinct place within that 

discussion – not separately.

Governance, Risk and Control Methodologies
• Business controls and monitoring efforts should give compliance risks 

the appropriate weighting.
• When using GRC software systems, compliance matters should be 

embedded in overall operations dashboards – not separate modules / 
systems.
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CMS Managed Care Manual
Chapter 21/9 – Section 50.6.5 – Annual Audit of the Compliance Program

Sponsors must audit the effectiveness of the compliance program and the results must 
be shared with the governing body. Audits of the compliance program should occur at least 
annually. In order to avoid self-policing, sponsors who exclusively use compliance department staff, 

including the compliance officer, for their auditing function should train employees who are 
not part of the compliance department to perform the audit, or outsource the 
audit to external auditors.

While the compliance department staff may not conduct the formal audit of the effectiveness 

of the compliance program, it may administer less formal measures of compliance 
program effectiveness, such as a self-assessment tool or dashboard or scorecard in 
support of the compliance program effectiveness audit.
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CMS Managed Care Manual
Chapter 21/9 – Section 50.6.5 – Annual Audit of the Compliance Program

Expectations:
• The effectiveness of the compliance program must be audited annually (an audit 

of the compliance department and compliance efforts).
• The audit must be conducted by those independent of the compliance 

department (internal audit or outsourced).
• The audit must be shared with the governing body.
• The compliance staff can perform self-assessments that support the efficiency of 

the independent audit.
Example Approach:
• Compliance department staff performs annual self-assessment.
• The company alternates every year between an external outsourced audit, or an 

internally sourced audit conducted by their internal audit department or other 
independent company function.

49

50



26

51

Questions? 
Kimulet Winzer, JD, Director, SunHawk Consulting

 Kimulet.Winzer@SunHawkConsulting.com

James Rose, Managing Director, SunHawk Consulting
 James.Rose@SunHawkConsulting.com

Accompanying Tools and Resources:
• DOJ FSG Questions Self-Assessment Guide
• ERM Frameworks Overview
• COSO.org

o Compliance Risk Management: Applying the COSO ERM 
Framework (sponsored by SCCE and HCCA)

o COSO Integrated Control Integrated Framework – An 
Implementation Guide for the Healthcare Provider Industry
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