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How data analytics, automation, 
and visualization are evolving the 
role of Internal Audit and 
Compliance 

PwC’s Health Industries FY20 
Internal Audit and Compliance 
Benchmark Survey Results
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FY20 IA Benchmark participant summary
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• Internal Audit departments at leading organizations have already created a digital 
footprint, implementing clear strategies with KPIs and monitoring.

• Enhancing efficiency and creating additional problem-solving time via automation 
enables IA leaders to focus on larger business problems and increase their 
influence within their organizations.

• However, many organizations still report unclear strategies around digital upskilling 
or enablement, creating an increasingly widening skill gap between IA and the 
business units they monitor. 

• Enhanced digital skills and knowledge will be crucial for future relevancy.

FY20 IA Benchmark response summary 
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SOURCE: FY’20 PwC Health Industries Internal Audit and Compliance Benchmark Survey Results
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Need for Upskilling

69% of organizations reported that staff competency is limiting their digital 

capabilities.

Toolset

While 25% of Internal Audit leaders reported that the availability of tools is a 

roadblock to their digital strategy, 46% of organizations are not currently using 

audit-enabling technologies.

Common hurdles for adoption & implementation 

8

SOURCE: FY’20 PwC Health Industries Internal Audit and Compliance Benchmark Survey Results

7

8



5

PwC

HCCA Compliance Institute

Organizations are struggling to implement digital strategies  
Q: Which of the following best describes the state of IA’s technology enablement and digital upskilling vision and strategy?
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Organizations are struggling to implement digital strategies  
Q: Which resources currently perform digital-related tasks (eg. data analytics, visualizations, or automation)?
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SOURCE: FY’20 PwC Health Industries Internal Audit and Compliance Benchmark Survey Results
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Staff competency remains the biggest obstacle
Q: Which challenges have you encountered along yout technology enablement journey?
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Tools are used primarily in audit execution
Q: In the end to end audit process, where are you utilization technology (data analytics, visualization and automation)?
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SOURCE: FY’20 PwC Health Industries Internal Audit and Compliance Benchmark Survey Results
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Keys to successful 
adoption throughout 
your program’s 
lifecycle, including 
starting with a 
digitally aligned 
mindset
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Today’s typical auditor

14

Description
● Nick’s skill set comprises mostly of audit 

experience with a varied mix of business 
knowledge 

● Low data capabilities

Motivations
● Completing audits as efficiently and as 

quickly as possible
● Meeting minimum audit coverage

Tendencies
● Performs field audits and involves data team 

in an ad hoc capacity, largely for sampling
● Follows “passed down” audit playbook, 

without being innovative with analytics
● Does not look for continuous monitoring 

opportunities within the audit plan

Typical Audit Journey

Record findings and prepare audit 
deliverables

Skill Composition

Audit Knowledge

Business Knowledge

Data & Tech 
Competency

Receives standard scripts from 
data team, doesn’t always 
understand results

“.. You don’t know 
what you don’t know –
there is a definite 
knowledge gap when it 
comes to 
understanding data 
teams analytical 
capabilities or being 
innovative with 
analytics myself..”

DATA NOVICE NICK

Scope / Plan audit (reference 
audit playbook)

Site Visits / 
Walkthrough

Perform Sampling / 
Manual procedures

The average auditor has a 
disjointed and imbalanced set 
of skills around Audit, 
Business, and Data & 
Technology knowledge. 

Audit coverage is limited to 
historical standards, audits are 
manual and time consuming, 
risk areas may be missed 
through sampling 
methodology.  

Audit 
Knowledge

Business 
Knowledge

Data & 
Technology 
Knowledge
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A data-enabled auditor
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Description
● Sandy’s skill set comprises of a good mix of 

audit, business and data knowledge.
● Performs basic to intermediate data tasks, 

freeing up specialized data resources for 
more innovative analytics

● Identifies areas where analytics can drive 
planning, scoping, execution, and reporting.

Motivations
● Reduced time and energy spent on less 

risky/important audit areas - saving company 
travel expenses

● Improved relationship with BUs
● Enhanced Audit Comfort

Tendencies
● Views data as an asset versus a hindrance
● Performs field audits and involves data team 

in scoping / planning phase
● Leverages repeatable analytics and 

innovative mindset to identify efficiencies in 
audit

● Two-way communication with BUs

Typical Audit Journey

Plan audits using data analytics 
to identify in-scope areas

Acquires BU data with minimal data 
team assistance

Identify potential for repeating 
analysis (feedback loop)

Less site visits with a focus on 
high risk sites

Record findings and prepare audit 
deliverables

Skill Composition

Audit Knowledge

Business Knowledge

Data & Tech 
Competency

Perform analysis on 100% 
population

“Leveraging data we 
are able to proactively 
plan, execute, and 
report using 
innovative analytics 
that help boost audit 
comfort on key risks. 
In addition, the 
business now 
leverages these 
analytics, allowing us 
to audit differently and 
more effectively.”

DATA SAVVY SANDY The data-enabled auditor 
blends an ever converging set 
of skills around Audit, 
Business, and Data & 
Technology knowledge. 

Audit coverage increases, risk 
areas are identified and tested 
more efficiently, mundane 
tasks are automated and 
scripted allowing greater time 
for insights, trends and 
business value generation.

Audit 
Knowledge

Business 
Knowledge

Data & Tech 
Knowledge
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The impact of digital enablement

16

Enables the auditors and auditees to spend their time focused on higher-risk transactions and 
value added activities (e.g., understanding root-cause)

Traditional Approaches Digitally Enabled

Manual Testing

Insight 
& analysis

Data Gathering

Insight & analysis

DG

Manual Testing

Visualization & analytics

Dataflow automation 
& analytics

Emerging & advanced 
technologies

Robotic process automation

15
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The digital ecosystem

17

Dataflow Automation 
& Analytics

Data wrangling and 
transformation tools to discover, 
merge, interpret and summarize 
large data sets. 

● Decreases process time  

● Enables easily repeatable 
processes 

● Automates manually intensive 
mundane tasks 

● Creates resource capacity for 
more strategic work improving 
employee satisfaction

● Test 100% of the population

● Increase coverage areas using 
automation

● Automatically create / populate 
workpapers

Robotic Process 
Automation

Computer software or a “robot” that 
emulate and integrate the 
actions of a human interacting 
within digital systems to execute 
a process.

● Ability to run 24/7 performing 
manually intensive tasks

● Streamlines testing processes

● Reduces outsourcing, offshoring 
and operations 

● Creates resource capacity for 
more strategic work & analysis

Graphical representation of data 
to quickly analyze large data sets 
through interactive charts and 
graphics with drill down 
capabilities to drive insights

● Instantly recognize patterns in 
the data and analyze millions of 
data points 

● Creates more time for analyzing 
insights, trends and business 
value generation 

● Share audit insights and findings 
via visual depictions

● Automate the audit reporting 
process

Data Visualization 
& AnalyticsDigital transformation is 

achieved through a variety of 
tools and techniques. Leading 
Internal Audit teams are 
combining multiple tools from 
the ecosystem to reach their 
specific vision and goals.

PwC
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To meet the dynamic needs of the business, internal audit and compliance activities are no longer linear. They are 
agile and digitally enabled to increase accuracy and predictability.

The roadmap to a more digitally enabled function

Refresh approach
Challenge status quo

Standardize
Make things repeatable

Optimize
Do things better

Innovate
Do things differently

Disrupt
Do different things

• Define common purpose 
and create an entity 
assurance map

• Define expectations of all 
stakeholders

• Challenge what should 
work better

• Process reengineering to 
identify repeatable tasks

• Automate and/or offshore 
routine and permissible 
activities to drive down cost

• Drive standardization in 
activities and templates

• Visualization and analytics at 
scale — planning and scoping

• Robotics and automation at 
scale — data-gathering 
activities

• Reporting mechanisms
via dashboards 

• Artificial intelligence (AI) 
and machine
learning — software to 
automate testing

• Continuous auditing
and monitoring

• Build analytics and 
automation for other 
lines of business

• Redefine IA’s value 
proposition as a strategic 
risk assurance provider

IA and compliance are agile, iterative, and technology enabled

Data capabilities enable transformation from annual/semiannual 
activities to a dynamic, continuous process

IA and compliance collaborate and report on entity’s assurance plan 
to all stakeholders

Proactive and ongoing monitoring of key risk indicators (KRIs) drives 
better accountability

Proactive monitoring and communication for agile IA delivery

Dynamic risk 
assessment

Flexible audit 
planning

Data-enabled 
reporting

Proactive risk 
monitoring

Highly skilled 
resources

Digital trends for Internal Audit and Compliance
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Defining your vision & implementation roadmap

19

Structure

How is your structure 
aligned with the business 
/ to achieve the strategy? 

People
What is the talent profile 
of your team to achieve 

today / tomorrow’s 
strategy? 

Process

Are your processes 
effective and efficient? 

Technology
Are you leveraging 

technology to deliver in a 
more value added 

manner? 

Strategy
Define your vision, 
business value, & 

strategy - stakeholder 
considerations

Roadmap for Internal Audit and Compliance

Current State Future State Vision 

● What are Internal Audit’s/Compliance’s biggest challenges 
regarding the use of technology (i.e., data analytics, visualization, 
and automation)? 

● How has Internal Audit’s / Compliance’s use of technology changed 
over the past few years?

● What is the mindset of your teams regarding the use of these 
technologies?

● Is there an appetite to move towards a more tech-enabled audit?

● How are you upskilling your teams today to leverage these 
technologies?

Structure People ProcessStrategy
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Components of a successful digital program

20

• How do you combine data and knowledge 
of audit or business processes to create 
value for the business?

• How do you measure and report on value 
added to the business?

• What processes do you have to integrate 
technology into your business?

• How do you govern your technology and data?
• Do you have a charter or vision in place to 

measure progress against a strategic plan?
• How do you monitor the quality of technology 

and analytics implemented?

• How do you ensure your teams have resources with the 
right set of skills?

• How do you enable your employees to enhance their 
digital skill sets?

• How do you ensure that your data is sourced, 
manipulated, and understood consistently? 

• Is your organization’s key data available to your 
employees?

• What kind of expertise do your risk personnel have 
to interpret your data?

• What is your organization’s vision for analytics?
• How do you use analytics to monitor your business?
• How do you integrate technology with your business and 

operations to identify and mitigate risks?

• How do you use data visualization to enhance 
your analytics?

• Is your current digital toolbox right for your 
organization?

• Is technology enabling your key business 
processes?• How do you communicate the impact of your 

analytics to key stakeholders?
• How do you interact with other business units?
• How do you use data-driven storytelling to 

increase the impact of your reporting?

Strategy 
Elements

People
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Case Study: Sepsis 
Mortality analytics 
and visualizations in 
action
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Sepsis mortality analytics and visualizations
Temple University Health System (TUHS)

• Focus on lowering the organization’s sepsis mortality rate

• Implemented a number of processes and controls to reduce the number of observed deaths, for example:

– Established a Sepsis Committee

– Leadership reviews all observed sepsis deaths

– Hired a Sepsis Coordinator

– Developed an algorithm to identify potential sepsis cases in the Emergency Department (ED) and alert appropriate 
staff via tiger text

– Follow leading practice treatment guidelines and standard workflows/order sets

– Centralized coding for all sepsis cases to drive consistency

– Developed alerts to account for baseline vital differences in hyper and hypo patients

• As part of this effort, performed an analytics pilot to gain insights into:

– The health system’s sepsis patient population and 

– The sepsis mortality regression model that the health system uses to calculate a patient’s probability of in-hospital 
death

22
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• The sepsis mortality regression model that calculates a patient’s probability of in-hospital death is determined based on 
the patient’s MS-DRG. MS-DRGs are then grouped into different Model Groups, which determine the risk factors that 
impact expected mortality. 

– This was discovered through the analytics and differs from the previous understanding that one (1) Model Group 
was used for all sepsis patients.

– Additionally, we leveraged the analytics to identify that approximately 79% of the hospital’s patients have historically 
been assigned 12 MS-DRGs, which fall into 8 different Model Groups.

• For comparison purposes, there are approximately 788 different MS-DRGs and over 325 different Model 
Groups.

– This data driven approach helped the Performance Improvement and Healthcare Informatics team target their work 
with Coding and clinicians to improve the documentation and coding of the risk factors that helped the health 
system reflect how sick their patients actually are, which increased its expected sepsis mortality.

• Opportunities to target sepsis education with physicians based on:

– The mortality status of their respective patients compared to their peers.

– Readmissions risks identified by trending the number of days between stays for patients with multiple sepsis 
encounters.

What did analytics and visualizations help us find?
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• Provided the Performance Improvement and Healthcare Informatics team with the ability to drill into patient-level data 
dynamically that is not available in the health system’s current technology stack.

• Enabled the team to spend more time on higher value activities such as data analysis, understanding root-cause, and 
driving change.

• Enabled earlier identification of anomalies and patterns of higher risk.

• Enabled the quantification of issues to help assess their impact (pervasive or one-off) and drive prioritization.

• Enables more effective communication of issues through dynamic dashboards.

We approached data differently as part of this project. Typically, we extract data in parameter driven reporting to find specific 
answers. In this project, we analyzed a complete set of data to identify trends/anomalies and derive insights we didn’t know to 
look for.

What other benefits came from the analytics and 
visualizations? 
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Illustrative analytics and visualizations
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Illustrative analytics and visualizations
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Illustrative analytics and visualizations
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Questions
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